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Abstract

Voice over Internet Protocol (VoIP) is a rapidly emerging technology for voice communication that uses the ubiquity of IP-based networks to deploy VoIP client devices—such as desktop IP phones, mobile VoIP-enabled handheld devices, and VoIP gateways—in an increasing number of businesses and homes around the world. Windows CE 5.0 is a robust, real-time operating system platform that enables original device manufacturers (ODMs), original equipment manufacturers (OEMs), service providers (such as Internet service providers [ISPs], cable companies, and carriers), and enterprises to rapidly develop and deploy a wide range of devices that are part of an IP network and that have integrated VoIP functionality. The latest version of Windows CE includes an integrated, easy-to-use Telephony User Interface (TUI), a VoIP Application Interface Layer (VAIL) with extensive call control functionality, an interface to access contact and calendar data on Microsoft Exchange servers, advanced provisioning capabilities, and a complete network layer stack that facilitates VoIP-enabled device development and infrastructure integration.
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Introduction

Voice over Internet Protocol (VoIP) is a rapidly emerging technology for voice communication that uses the ubiquity of IP-based networks to deploy VoIP-enabled devices in enterprise and home environments. VoIP-enabled devices—such as desktop and mobile IP phones and VoIP gateways—decrease the cost of voice and data communication, enhance existing features, and add compelling new communication features and data services. 
This paper discusses IP telephony industry trends, VoIP-enabled device categories, and Microsoft® Windows® CE version 5.0—the latest Microsoft embedded software client solution for developing and marketing VoIP devices. This paper provides a detailed introduction to the new Windows CE 5.0 VoIP solution. 
IP Telephony Market Trends

Internet Protocol (IP) telephony—also known as Voice over IP (VoIP)—is becoming a key driver in the evolution of voice communications. VoIP technology is useful not only for phones but also as a broad application platform that enables voice interactions on devices such as desktop computers, mobile devices, set-top boxes, gateways, and many devices with applications specific to certain businesses where voice communication is an important feature.
The overall United States telecommunications industry, including equipment and services, generated more than $600 billion in revenue in 2000.
 Although VoIP is currently a small fraction of this revenue, it is growing quickly. In North America, wholesale VoIP sales were estimated to approach well over $400 million in 2002.
 Total equipment purchases of VoIP gateways, soft switches such as IP Private Branch Exchange (IP PBX), and VoIP application servers are expected to reach almost $12 billion by 2006, a six-fold increase over 2001.
 Similarly, the revenue from selling wired enterprise IP phones may exceed $2.7 billion by 2006; this figure does not include mobile IP phones or phones used in private homes. 

Unlike traditional public switched telephone networks (PSTNs) and cellular networks, the Internet originally was not designed as a dedicated real-time network for voice communications. On the contrary, the Internet was designed as an asynchronous data communication network, allowing data packet loss and retransmission without dedicated bandwidth for each user. Furthermore, the Internet is not managed by a single, centralized operator that can coordinate the flow and quality of caller interactions. Unlike PSTNs and cellular networks, the Internet consists of disparate networks and service providers, which adds to the difficulties of providing real-time communication services. This combination of factors makes the Internet a challenging network medium for real-time communication scenarios, such as voice conversations.

Despite these challenges, VoIP is becoming a cornerstone of the Internet as it continues to migrate to a real-time-centric network. VoIP is often seen as providing four key benefits: 

· Compelling new services that enhance user productivity

· 
Reduced total cost of ownership

· 

 HYPERLINK  \l "_More_Efficient_Network_Utilization" 

More efficient network utilization

· 

 HYPERLINK  \l "_Greater_Operational_Flexibility" 

Greater operational flexibility


Knowledge workers and consumers alike benefit from the improvements that VoIP makes possible. 

Compelling New Services That Enhance User Productivity

The extensibility and flexibility of VoIP enables manufacturers, software providers, and service providers to offer and more effectively expose a broad variety of features and services that directly add value for users. The integration of voice, data, and video with IP networks and devices has made the interaction and exchange of these types of communication easier, enhancing user productivity. 

Some of the most common value-added features and services for users are: 

· Unified messaging

· Interactive voice recognition

· Call center administration

· Voice mail

· Conferencing services

· Database queries (for example, e-mail look-ups)

· Customer relationship management

· Instant messaging and Web browsing

Innovations yield increased functionality and value-added services. For example, device manufacturers and service providers now use VoIP applications as competitive differentiators when acquiring and retaining customers. A key milestone in the Microsoft strategy for developing VoIP embedded systems is Microsoft® Windows® CE, a flexible and modular software platform that can be easily configured and extended to provide marketable functionality, such as Web browsing, e-mail, instant messaging, video, and e-commerce capabilities. 

Some VoIP-related features and services make consumers’ lives more convenient, whereas others help organizations become more efficient. For example, studies show that unified messaging—the ability for users to use a single system to access any form of a message, such as voice mail, e-mail, fax, or video—saves employees up to 25 minutes per day.

Reduced Total Cost of Ownership

VoIP technology enables the integration of data traffic and voice communication traffic into a single network, reducing the total cost of ownership (TCO) associated with a combined voice/data network. Using VoIP, analog voice signals are digitized and converted into data packets that are sent over IP-based networks. The integration of multiple media types—voice, data, and video—into a single network eliminates infrastructure and maintenance redundancies, helping to reduce capital costs and operational costs. 

Another benefit of using a single network for voice, data, and video transmission is that various network elements, such as call servers, application servers (for example, for voice-mail storage), and client devices, can be more easily integrated. 

Advanced client/server services also allow VoIP systems and devices to be provisioned and managed remotely. Remote management reduces costs, including expenditures that are associated with user Moves, Adds, and Changes (MACs) and costs that are related to updating edge devices with the latest customer applications and services.

VoIP systems increasingly demonstrate greater cost-effectiveness than traditional voice networks. As VoIP technology evolves, the cost/benefit ratio, alongside efficiency and flexibility in implementation, will continue to increase. 

The following chart compares the cost of two deployment scenarios for an enterprise of 10,000 phone users, where 50 percent of employees are divided between two large locations and the remainder among 12 branch offices. Analysis shows that replacing the current PBX with another PBX increases the cost by approximately 48 percent. However, replacing the existing PBX with an IP PBX saves approximately 11 percent of the overall replacement cost. 
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Figure 1. Deployment and maintenance cost scenarios for PBX and IP PBX replacements

Savings apply not only to enterprises but also to consumers, because service providers can pass the savings resulting from lower network deployment and maintenance costs on to subscribers. 
In addition to lower network costs, consumers and enterprises can experience savings in long-distance charges, service fees, and bundled services. For example: 

· Unlike existing proprietary networks of traditional telephone service providers, the Internet is an open network that can be used by any entity that is capable of offering voice services. As an open network, the Internet encourages competition between service providers, resulting in lower service fees for individuals and organizations.

· Communication networks, such as cable and satellite networks, can be enabled to provide VoIP-based phone services. As a result, cable and satellite providers can bundle VoIP services with existing data subscription and content access services, such as cable TV subscriptions, and thus offer consumers a range of service packages with new discounts.

The Internet does not recognize state and country borders. With VoIP technology, the distinction between local, long-distance, and international calling largely disappears, and callers can save on long-distance and international charges (also known as toll bypass). 

More Efficient Network Utilization

VoIP provides considerable gains in bandwidth efficiencies, which, in turn, reduce costs and increase quality of service (QoS). Various factors contribute to more efficiently used bandwidth for IP telephony, including: 
 

· Elimination of silence. PSTNs are based on time division multiplex (TDM) technology. In TDM networks, communication capacity is continuously allocated to a user, even when the person is not speaking. Approximately 50 percent of normal voice interaction is silence. This means that approximately half the capacity of TDM networks remains unused due to silence alone. In IP telephony, capacity is not continuously allocated but rather is made available as defined by the system. 

· Reduction of redundancy. Approximately 20 percent of human speech consists of repetitive patterns. Conventional TDM networks do not use reduction methods to eliminate redundant voice signals. Such reduction methods are omnipresent in IP telephony. 

· Efficient data throughput. The sophisticated analog-to-digital operations that IP telephony uses are capable of providing more efficient throughput than similar operations that traditional TDM networks use. 

As a result of silence elimination, redundancy reduction, and more efficient data throughput (among other methods), VoIP uses approximately 10 to 15 percent of the bandwidth required for traditional voice communications. 

Greater Operational Flexibility 

Another reason for the increasing adoption of VoIP is the fact that the underlying technology is more flexible and extensible than traditional voice transmission technologies. In traditional circuit-switched voice networks, the transport, call control, and application layers are grouped into single, proprietary systems. In IP-based networks, these layers are disaggregated into separate components that can each be integrated or substituted as needed in the overall system. This disaggregation allows the system, applications, and services to be more dynamically designed and managed. The trend from proprietary, vendor-centric, end-to-end solutions to integrated, open, IP-based environments results in more customizable, flexible, and extensible systems. 

VoIP-related technologies, such as the extensible Session Initiation Protocol (SIP), are based on the concept that user preferences—hence client devices, services, and underlying infrastructures—will change over time. By separating the signaling from the hardware and media, SIP acts as an ideal protocol for adapting to change. For example, voice calls and video conversations can occur between infrastructures that use different hardware components. 

SIP is also flexible, extensible, and scalable and therefore is well suited to a broad range of usage scenarios, applications, and infrastructures. SIP provides a uniform platform for services such as voice, instant messaging, video, and general presence information. In addition, the traditional division between network-to-user and network-to-network protocols becomes obsolete with SIP, resulting in simplified interoperability between separate systems and reduced operational costs.

Common Types of VoIP Client Devices
Device manufacturers, service providers, and enterprises develop and deploy many types of Internet Protocol (IP) phones and other Voice over IP (VoIP)–enabled devices. As with other computing devices, such as desktop phones, personal digital assistants (PDAs), cellular phones, set-top-boxes, and gateways, users can choose from a broad variety of form factors, feature sets, and user interfaces. The following table describes some popular VoIP device types.
Table 1. Types of VoIP Devices

	Category
	Types of VoIP devices

	Desktop
	Most VoIP devices exist on an office desktop and have either a text or graphical display, such as a two-line LCD screen or a QVGA (touch) screen combined with number and buttons.

In general, IP screen phones include a broader feature set than phones that do not have a screen. For example, screen phones may include browsing and instant messaging capabilities. Screen phones are typically more expensive, due to additional hardware requirements. 

	Mobile
	Wireless VoIP handsets are becoming increasingly popular. Mobile VoIP devices are particularly suited to enterprises where wireless technologies, such as 802.11 networks, already exist. There are two subgroups of mobile IP phones:
· Wireless local area network (WLAN) phones

WLAN phones provide communication capability over WiFi networks, such as 802.11b or 802.11g.
· Dual-radio phones

Dual-radio phones enable users to roam between various types of networks—for example, between a cellular network (such as Global System for Mobile Communications [GSM], Personal Handyphone System [PHS], or Code Division Multiple Access [CDMA]) and a WiFi network (such as 802.11b).

	Base station 
	Some VoIP devices are stationary, whereas others combine a mobile VoIP device with a stationary base station. The base station, or cradle, may provide additional functionality, such as local storage for voice mail or advanced calling features. The base station also can be part of a set-top box, gateway, or home server. The base station can even be part of a game console that either connects IP endpoints to an IP network or connects regular public switched telephone network (PSTN) phones to an IP network (the latter is an Analog Telephone Adaptor [ATA], which translates analog signals into digital signals).

	Conference room
	VoIP devices, such as IP conferencing phones, can be used for calls between two or more participants or participant groups. Conferencing phones in public places may include security features, such as logon authentication, that allow access only to specific groups of users. Different calling privileges can be associated with certain groups. For example, group A may be allowed to dial international numbers, but group B may not.


VoIP devices can be found in locations from private homes and offices to public places, such as hotel lobbies, conference rooms, factory floors, and retail stores. Certain VoIP devices allow users to switch dynamically between separate phone networks. For example, if a user with a mobile IP phone moves out of range of an 802.11 network, the call is automatically switched to the subscriber’s cellular network.
Figure 2 shows some of the VoIP devices that are currently available.
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Figure 2. Examples of VoIP devices
Microsoft Strategy for VoIP Client Devices

Device manufacturers, service providers, and enterprises face several challenges in developing and deploying Voice over Internet Protocol (VoIP)–enabled client devices. The three primary challenges that developers of VoIP client devices face are:

· Creating a compelling user experience with an easy-to-use user interface that provides intuitive access to advanced calling functionality and sophisticated phone features. In other words, enabling users to take advantage of a broad range of voice and data services.
· Designing a comprehensive and robust telephony client platform that adheres to industry standards, yet is also extensible. In other words, enabling device manufacturers, service providers, and enterprises to adapt to changing market trends by rapidly developing and deploying VoIP devices and services.
· Providing and deploying client devices that seamlessly and securely integrate into a broad variety of proprietary and open telephony infrastructures. In other words, enabling businesses and service providers to easily deploy and remotely manage VoIP client devices.
Microsoft® Windows® CE delivers a robust, real-time client operating system for embedded devices. It enables device manufacturers, service providers, and enterprises to efficiently and reliably address and resolve these three challenges. 

Windows CE includes a broad variety of security and network management features that make it easy for service providers and enterprises to deploy and manage the devices. In addition, Windows CE includes features such as automatic provisioning that simplify the maintenance of devices, thus saving resources, time, and costs for service providers and enterprises. 
With all the benefits of a proven operating system for smart, connected, small-footprint devices, Windows CE provides a rich foundation of capabilities that can help developers and business managers meet current and emerging requirements for the VoIP client device market.
Windows CE VoIP Device Platform Overview

Microsoft® Windows® CE version 5.0 includes a comprehensive solution for telephony client platforms. Device manufacturers, service providers, and enterprises can use this solution to successfully develop and deploy a wide range of Voice over Internet Protocol (VoIP) devices. The VoIP solution includes three key elements: 

· Integrated, customizable Telephony User Interface (TUI). Windows CE comes with an easy-to-use and intuitive sample VoIP TUI, which can be implemented as is, modified, or replaced based on the needs or preferences of users, enterprises, service providers, and device manufacturers. The TUI solution includes an integrated suite of telephony features along with optional applications, such as Windows Messenger and Microsoft Windows Media® Player for larger-display VoIP phones, enriching the user experience.

· Built-in, extensible VoIP Application Interface Layer (VAIL). Device manufacturers, service providers, and enterprises can use VAIL in Windows CE 5.0 to rapidly and effectively build devices that have sophisticated calling functionality. The functionality of VAIL includes call screening, call transfer, or missed-call notification, and an interface to access contact and calendar data on Microsoft Exchange servers. Microsoft provides VAIL in the form of source code, enabling partners to easily add services and features. Windows CE provides a real-time communications (RTC) client, including a robust signaling protocol stack that is based on Session Initiation Protocol (SIP), the rapidly emerging standard for signaling protocols. The Windows CE SIP stack is interoperable with Microsoft Windows XP and Microsoft Live Communications Server, enabling collaboration and communication through instant messaging and providing status information (presence) between desktop computers and Windows CE–based IP phones. In addition, Microsoft Visual Studio® .NET for native Microsoft Win32®–based applications, or for managed applications built on the Microsoft .NET Compact Framework, provides an easy-to-use tool to efficiently develop feature-rich IP phones and VoIP devices.

· Easy integration with existing infrastructures. With a broad range of security, networking, and application development support, the feature set for Windows CE−based VoIP devices efficiently integrates with the infrastructures of enterprise and network operators. Key enterprise integration features of VoIP devices include: 
· A modern Transmission Control Protocol/Internet Protocol (TCP/IP) stack.

· Kerberos/NTLM authentication support.

· Point-to-Point Tunneling Protocol (PPTP) and IP Security (IPSec) for virtual private networks (VPNs) and remote access.

· 802.11a, b, and x support for security-enhanced broadband wireless communication. 
· Automatic provisioning through the Active Directory® directory service and the Microsoft Systems Management Server (SMS) 2003 device management client software, making the deployment and administration of IP phones and VoIP devices more efficient. 
Also, Windows CE supports Differentiated Services (diffserv) functionality, enabling flexibility in terms of quality of service (QoS). 

At the highest level, the sample VoIP TUI interacts with the VAIL, which provides calling functionality, log databases, and interfaces (such as access to contact and calendar data on Exchange servers and device settings and provisioning). As shown in Figure 3, the core of VAIL is VoIP Manager, which interacts with the signaling protocol layer, Media Manager, and log databases. VAIL communicates with network protocol layers and runs on a variety of commonly used hardware platforms. Components shown in blue boxes are provided in source code for easy enhancement and modification.
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Figure 3. Windows CE 5.0 VoIP client architecture

VoIP Telephony User Interface (TUI)
The Windows CE VoIP TUI is a fully functional, customizable, and extensible suite of common telephony features for users. Microsoft provides the TUI in the form of source code as a sample application enabling original equipment manufacturers (OEMs), service providers, and enterprises to modify, extend, or replace the interface with another solution. The TUI also includes an interface to access contact and calendar data on Exchange servers. 
Figure 4 shows example screens of the TUI.
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Figure 4. Examples of the Windows CE 5.0 VoIP TUI

Primary VoIP Telephony Features

The following table describes the primary telephony features that original device manufacturers (ODMs), OEMs, service providers, and enterprises can implement in a VoIP-enabled client device. For a complete list of features, see the VoIP Devices Web page.
Table 2. Telephony Features Available in Windows CE 5.0
	Feature
	Description

	Dial A Call
	The Dial A Call feature allows the system to specify a destination, including the following information: 

· The E.164 phone number of the destination party. A user can dial a telephone number from the number pad exactly like a traditional telephone—for example, 2345550111.

· The SIP address of the destination party. A user can dial a SIP address from the number pad or a keyboard to connect to any SIP device—for example, someone@example.com. 

· The IP address of a device. A user can enter an IP address by using a numeric keypad. It is assumed that “anonymous” is being called. 

The Dial A Call feature can also initiate a call by using information that is saved from a speed-dialed entry. This capability applies to redialing entries from logs of dialed, received, or missed calls that have valid destination formats.

	Caller ID
	The Caller ID feature enables the user to retrieve information about a calling party by displaying the SIP Uniform Resource Identifier (URI) of the incoming calling party. 

	DTMF Dial Tone Support
	The Dual Tone Multi Frequency (DTMF) feature emits an appropriate tone when the user presses the keys 1 to 9, *, or #. Two streams are emitted: one to the local audio device of the phone and one to the network.

	Call Hold
	The Call Hold feature has several variations:

· Simple hold. The user can put single calls on hold. The calling party can then be taken off hold so that the call can continue.

· Hold multiple sessions. The user can put more than one session on hold or can put all sessions on hold. In addition, some third-party implementations support multiple sessions connected at one time. 
· Hold and call. A user of a VoIP phone is in session with one party but wants to call to a second party while keeping the first party on the other line. The user can put the first party on hold, place the second call, end the second call, and then take the first party off hold and continue the original session. 

	Call Transfer
	The Call Transfer feature enables the user to transfer call participant A to call participant B. If participant B answers, the initial user is automatically dropped from the call. If participant B does not answer—for example, the line is busy, the phone rings with no answer, or a circuit is busy—participant A is automatically reconnected to the initial user.

	Call Waiting
	The Call Waiting feature notifies the user of an incoming call during an ongoing call by emitting a ringing tone to the audio device of the phone. When a user answers the incoming call, the current call is automatically put on hold. When the user ends the session with the second party, he or she is notified of the remaining call with the first party. The user can then take the first party off hold and continue the original phone session. 

	Call Forward
	The Call Forward feature supports three primary scenarios:

· Automatic forward. Incoming calls are automatically forwarded to a preassigned destination. 

· Forward on no answer. If an incoming call is not answered within a set amount of time (0 to n), the call is forwarded to a preassigned destination, such as voice mail or an alternative phone number.

· Forward a ringing call. If an incoming call is not answered, it is automatically forwarded to a preassigned destination.

	Microphone Mute
	The Microphone Mute feature enables the user to mute the microphone volume (speaker volume is not muted). Connected parties cannot hear the user, but the user continues to hear any connected parties. 

	Incoming Call Screening
	The Incoming Call Screening feature enables the user to define specific actions for calls based on Caller ID information. The user can predefine a screening list of caller IDs (specific IDs or anonymous calls) and then specify how a call with a particular ID should be processed. The user can screen the call in two ways:
· Automatic forwarding and automatic blocking. Calls can be automatically forwarded or blocked. Calls that ring through can be forwarded, answered, rejected, or muted.
· Automatic forwarding caller. Calls can be automatically forwarded from anonymous callers or from a caller that has a specified ID to another number or to a voice-mail number.

	Volume Change
	The Volume Change feature enables the user to view the system volume or change the system volume by adjusting the microphone, handset, speaker, and ringer volumes.

	Set Custom Ring Tone
	The Set Custom Ring Tone feature enables a VoIP phone user who prefers a nonstandard ring tone to play a wave (.wav) file instead. In addition, the user can associate each caller ID with a unique ring tone.

	Missed Call Notification
	The Missed Call Notification feature enables the user to view missed incoming calls, including caller IDs and times of calls.

	Persistent Storage and Call Logging
	The Persistent Storage and Call Logging feature records all missed, outgoing, and incoming calls. The call records include date and time stamps and a call duration value that the user can review upon request. The log includes the phone number and SIP URI of the caller, in addition to the name or caller ID if that information was available. This feature also allows the phone to easily support last-number redial and previous-call dialing.

	Speed Dial
	The Speed Dial feature enables the user to configure a phone to directly dial a number by pressing a single button. The number of possible speed dial entries depends on the available memory of the device.


VoIP Application Interface Layer (VAIL)
VAIL is the core of the Windows CE VoIP solution. It includes various components that OEMs can use to quickly build customized VoIP devices. Service providers and enterprises can use VAIL to develop value-added services and deploy them to users. 
Similar to the sample TUI application, Microsoft provides VAIL in source code. OEMs, service providers, and enterprises can modify VAIL or replace it with a different solution. VAIL consists of the key components listed in the following table.
Table 3. VAIL Components
	Component
	Description

	VoIP Manager


	The VoIP Manager interface is the engine of the Windows CE VoIP stack. It manages all aspects of a phone application, including:

· Automatically responding to network events (for example, logging calls or playing ring tones).

· Using a Media Manager to delegate Real-Time Transport Protocol (RTP) responsibility.

· Call control, caller ID, and call conferencing

· Automatically registering the phone with a SIP server through an RTC client


	Media Manager

	VoIP Manager accesses the pluggable Media Manager interface to set up and respond to all media events. Media Manager controls the sending and receiving of voice data through RTP. 

	Real-time communications 
	The RTC layer enables call hold, call transfer, forwarding functionality, and interoperability with Live Communications Server. 

	Provisioning


	VAIL contains a dedicated interface called the Configuration Data Store, which simplifies the provisioning process and allows remote or automatic provisioning. 

	Databases


	VAIL provides two optional interfaces for persistent local database storage:

· Call Logs: a database that stores all call logs. These records indicate the type, start time, end time, and duration of the call, as well as name and URI of the remote party. 

· Speed Dial: a database that stores caller-specific information, such as display name, specialized ring tone, blocked status, and forwarding URI.

	Signaling protocol layer


	VAIL communicates with the signaling protocol layer. Frequently used protocols for VoIP devices are SIP, RTP, and the interface between a Public Switched Telephone Network (PSTN) and an IP network known as the PSTN/Internet (PINT). SIP enables the development of powerful and sophisticated interfaces, applications, and Web services that can be customized to meet individual and vertical industry requirements.
To add signaling protocols such as H.323, Media Gateway Control Protocol (MGCP), or Megaco to the protocol layer, an organization can use Telephony Application Programming Interface (TAPI) or a custom interface.

	Audio codecs interface


	Various standardized audio codecs, such as G.711, G.722, Global System for Mobile Communications (GSM), and SIREN, are included in the VoIP solution of Windows CE 5.0. Audio Compression Manager (ACM) allows an application to convert data between different formats. Device manufacturers and service providers can use ACM to add audio codecs as needed.

	Integrated Microsoft Exchange solution
	The Windows CE solution includes an interface to access:

· A global address list (GAL)

· Contact details

· Calendar information (free, busy)


Figure 5 illustrates plug-in options for the signaling protocol layer of Windows CE 5.0.
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Figure 5. Plug-in interface options for third-party signaling protocols

Figure 6 illustrates the ACM plug-in interface.
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Figure 6. ACM plug-in interface

VAIL Component Interactions

In the Windows CE VAIL solution, the configuration data store provisions the phone through Extensible Markup Language (XML) or Lightweight Directory Access Protocol (LDAP) by providing the phone’s SIP settings, dial plan, and associated servers (for example, Exchange and presence). VoIP Manager and Current Call Objects control active calls and call control, such as hold, forward, redirection, conferencing, and SIP registration. Media Manager controls the actual sending and receiving of the voice data by using RTP. The Call Log Database logs any incoming, outgoing, and missed calls. The Caller Info Database is a searchable database of caller-specific information, such as name, phone number, associated speed dial index, number for automatic forwarding, status in automatic blocking, and specialized ring tone.
Figure 7 shows how the objects in the Windows CE VAIL solution interact.
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Figure 7. Windows CE 5.0 VAIL component interactions

Additional Windows CE 5.0–Based Applications, Tools, and Features
Windows CE 5.0 includes such applications as Microsoft Internet Explorer 6, the Windows Messenger client, and Windows Media Player. Device manufacturers, service providers, and enterprises can implement these applications to complement the core calling applications. 

Third-party applications, including Java language applications with a Java Virtual Machine (JVM), can also be added to the Windows CE solution for specific vertical VoIP solutions, such as medical devices and retail-store data collection devices that have push-to-talk (PTT) functionality. 

In addition to the comprehensive VoIP solution, Windows CE 5.0 provides many useful tools and features (shown in the following table) that an organization can selectively implement to build customized VoIP-enabled client devices that meet a diverse range of demands. 
Table 4. Windows CE 5.0 tools and features for VoIP-enabled client devices

	Tool or feature
	Description

	Support for managed and native code
	Microsoft offers a rich set of languages for creating managed or unmanaged (native) applications for Windows CE. Device manufactures, service providers, and enterprises can thus use a preferred application framework to implement a Windows CE VoIP solution. For managed code, Visual Studio .NET should be used; for native code, Microsoft eMbedded Visual C++ ® version 4.0 should be used. 

	.NET Compact Framework
	The .NET Compact Framework is an embedded development platform for smart devices. It includes support for Web services that give developers control over the granularity of network transfers by:

· Allowing background prefetches of data.
· Enabling an application to aggregate data from different servers.
The .NET Compact Framework runs on any processor that is supported by Microsoft Windows CE version 4.0 or later. By using an established platform, device manufacturers, service providers, and enterprises can offer compelling Web services to differentiate VoIP-enabled client devices in the marketplace and generate new revenue streams.

	Multilingual support
	Windows CE includes multilingual support that is based on Multilanguage User Interface Pack (MUI). MUI enables device manufacturers, service providers, and enterprises to change the UI language on a VoIP-enabled device or deploy the UI in multiple languages.

	Network stacks
	Windows CE comes with a broad variety of networking protocols that support:

· Short-range wireless data communications (Bluetooth).
· Midrange local area networks (LANs), such as Ethernet (802.3).
· Wireless networks (802.11a, 802.11b, and 802.11g).
Ethernet support includes HomePNA, Digital Subscriber Line (DSL), and technologies that typically emulate Ethernet connections. The availability of common, standardized protocols means that VoIP-enabled devices can be easily integrated with an infrastructure to give users access to wired and wireless networks.

	Extended security
	Windows CE makes important security protocols and features available: 

· 802.1x enables authentication and automatic Wired Equivalent Privacy (WEP) key management for 802.11.
· Extensible Authentication Protocol (EAP) is a standardized support mechanism for authentication schemes such as token cards, certificates, and public keys. OEMs can use EAP to plug in additional authentication schemes.
· VPN through PPTP enables an encrypted connection when a user communicates or exchanges data with another IP-connected device or remote network. 

· CryptoAPI enables data encryption and decryption schemes. 

· Secure Sockets Layer (SSL) protocol supports encrypted network communications by using a combination of public key and secret key technology. 

· Security Support Provider Interface (SSPI) is a well-defined common interface for obtaining integrated security services for authentication, message integrity, and message privacy.
With the broad range of available security features, device manufacturers, service providers, and enterprises can provide solutions to help protect data and the privacy of organizations and individuals. 

	Database access and device sharing
	Windows CE includes LDAP and an API to query Add and Remove entries in any LDAP-compliant directory, such as Active Directory in Microsoft Windows Server™. LDAP simplifies the writing of directory applications and is used to access directories that store names, addresses, phone numbers, and other types of identifying information. 

In addition, Server Message Block (SMB) and Common Internet File System (CIFS) enable users to access and manipulate files and directories on remote servers in the same way that they would access a local system.

The integration of database access and device sharing features enables device manufacturers, service providers, and enterprises to offer VoIP client devices that use existing core information technology (IT) infrastructure and device investments, resulting in efficiency and cost benefits. 

	Broad hardware support
	Windows CE 5.0 supports four common families of microprocessors and emulation technologies: 

· ARM

· MIPS

· SH

· x86

Many silicon vendor partners also provide hardware platforms and reference designs that are optimized for Windows CE–based VoIP devices. For a general list of supported hardware platforms for Windows CE 5.0, visit the Supported Processors Web site. Broad support of common hardware solutions means that device manufacturers, service providers, and enterprises can flexibly choose hardware on which to implement a preferred VoIP client device configuration.

	User applications
	Windows CE 5.0 includes several key user applications—such as Windows Media Player, Internet Explorer 6, and Windows Messenger—that enable device manufacturers, service providers, and enterprises to develop and deploy integrated, full-feature VoIP devices.

	Speech recognition
	Windows CE 5.0 contains extensible Microsoft .NET speech technologies that consist of a set of Speech APIs (SAPIs), a speech recognition engine, and grammar libraries. OEMs and developers can use these technologies to build voice-only and multimodal hands-free solutions for environments such as the retail, healthcare, automobile, and banking industries, where keyboards may be impractical. With the comprehensive, standards-based .NET speech solution, device manufacturers, service providers, and enterprises can offer compelling speech recognition features and services. Organizations can improve employee productivity and customer satisfaction by taking advantage of hands-free computing and more people-friendly computers that recognize voice responses and offer streamlined access to application controls.

	Device management capabilities
	Device management capabilities, such as SMS 2003 and Simple Network Management Protocol (SNMP), are part of Windows CE. Enterprises and service providers can use them to securely and remotely manage VoIP devices.


Windows CE 5.0 offers scalable wireless technologies and reliable core operating system services for demanding embedded designs. Windows CE 5.0 is .NET enabled for creating rich personalized experiences, and it comes with an easy-to-use, end-to-end tool set, including Platform Builder and a new Platform Wizard. The Windows CE 5.0 VoIP solution provides maximum flexibility while reducing time to market and development costs for VoIP-enabled client devices. 

Most components of the Windows CE 5.0 VoIP solution can be modified or replaced by customized solutions. In many instances, easy-to-use plug-in interfaces are already available for developers who want to add or replace components to satisfy specific device and network requirements.
For more information about the Windows CE 5.0 VoIP solution, visit the VoIP Devices Web page.
Summary
Microsoft® Windows® CE version 5.0 provides the functionality to build a broad range of Voice over Internet Protocol (VoIP)–enabled devices that have a rich user experience, in-demand phone features, and a robust client architecture. A comprehensive set of network protocols, security features, and remote management tools are the core building blocks for integrating Windows CE−based IP phones and VoIP devices into proprietary or open telephony and information technology (IT) infrastructures. With the help of the development and marketing support that Microsoft provides, Windows CE 5.0 offers a robust platform for device manufacturers, service providers, and enterprises to rapidly develop and deploy VoIP devices.

Related Links

The online documentation and context-sensitive Help included with Microsoft® Windows® CE provide comprehensive background information and instructions for using Windows CE. To access the online documentation for Windows CE, including technical details specifically for Microsoft Windows CE version 5.0, visit the product documentation for Windows CE on MSDN.

For the latest information about the Windows CE Voice over Internet Protocol (VoIP) solution, see the VoIP Devices Web page.
� Telecommunications Industry Report, �HYPERLINK "http://www.tiaonline.org/"��Telecommunications Industry Association (TIA)�


� U.S. Wholesale VoIP Models: Domestic and International, � HYPERLINK "http://www.gartner.com/" ��Gartner�


� 2002 World VoIP Equipment Market, � HYPERLINK "http://www.frost.com/" ��Frost and Sullivan�


� � HYPERLINK "http://www.radicati.com/" ��Radicati Group�, � HYPERLINK "http://www.phillips-infotech.com/" ��phillips-infotech� 


� Bhagavath, V.K. et al. (2002). TechStrategy—How To Make VoIP Successful, � HYPERLINK "http://www.forrester.com/" ��Forrester Research�


� See Black, U. (2002). Voice over IP. Prentice Hall PTR. 
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