[image: image1.png]4% Windows




Print Driver Compatibility with Windows Vista - 6

Print Driver Compatibility with Windows Vista
May 3, 2006  

Abstract

This paper provides information about print drivers for the Microsoft® Windows® family of operating systems. It provides guidelines for print driver developers to ensure that existing Windows XP print drivers are fully compatible with Microsoft Windows Vista™.

This information applies for the following operating systems:

Microsoft Windows Server™ codename “Longhorn”

Microsoft Windows Vista

Microsoft Windows Server™ 2003

Microsoft Windows XP
The current version of this paper is maintained on the Web at: 

http://www.microsoft.com/whdc/xps/drv-compat.mspx
References and resources discussed here are listed at the end of this paper.
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Disclaimer
This is a preliminary document and may be changed substantially prior to final commercial release of the software described herein.
The information contained in this document represents the current view of Microsoft Corporation on the issues discussed as of the date of publication. Because Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information presented after the date of publication.

This White Paper is for informational purposes only. MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights under copyright, no part of this document may be reproduced, stored in or introduced into a retrieval system, or transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express written permission of Microsoft Corporation.
Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject matter in this document. Except as expressly provided in any written license agreement from Microsoft, the furnishing of this document does not give you any license to these patents, trademarks, copyrights, or other intellectual property.

Unless otherwise noted, the example companies, organizations, products, domain names, e-mail addresses, logos, people, places and events depicted herein are fictitious, and no association with any real company, organization, product, domain name, email address, logo, person, place or event is intended or should be inferred.

© 2006 Microsoft Corporation. All rights reserved.

Microsoft, Windows, Windows NT, Windows Server, and Windows Vista are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.
The names of actual companies and products mentioned herein may be the trademarks of their respective owners.

Introduction

Although many enhancements have been made to the printing subsystem in Microsoft® Windows Vista™, such as the addition of the XPS print path, the basic driver model remains unchanged since Microsoft Windows® XP. Therefore, Windows XP print drivers are generally compatible with Windows Vista. A print driver that has a valid digital signature for Windows XP is considered to have a valid digital signature for Windows Vista. Sometimes, however, decisions that the driver writer makes at design time may give the user a different experience in Windows Vista. For example, driver errors that were acceptable in Windows XP are no longer acceptable in Windows Vista, which causes those drivers to fail to load.

This paper provides an overview of the areas that driver writers must consider, whether they are designing a Windows Vista print driver or evaluating a Windows XP print driver to determine its suitability for reuse as an official Windows Vista print driver. The topics in this paper are:

· Kernel-mode print drivers

· Setup changes 

· Client-side Rendering

· Session 0 isolation

· Microsoft Internet Explorer version 7 security
New Considerations for Print Drivers in Windows Vista
Kernel-Mode Print Drivers

Windows Vista does not support kernel-mode (KM) print drivers as primary drivers. Microsoft Windows NT® 4.0–style, Version‑2, or KM drivers were supported in Windows 2000 and in Windows XP, but were not supported by default in Microsoft Windows Server™ 2003 by the default Group Policy setting.

Setup Changes

When moving from Windows XP to Windows Vista, printer setup requires consideration of the following:
· Version number
· Files referenced in an INF file
· Relative paths in an INF file
· Using Setup.exe to install a print drive
· The driver store
Version Number
The version number of Windows Vista will be 6.0. Any assumptions of an operating system version number of 5.xx, such as in an IFDEF statement, either during setup or at run time, must be considered.

Files Referenced in an INF file

The INF file parsing rules in Windows Vista have been tightened. In Windows XP, it was acceptable to have a file that was referenced in a DDInstall section or [SourceDisksFiles] that was not present in the file directory of the driver. If the driver did not actually use this file, then driver setup still succeeded in Windows XP. In Windows Vista, however, all files that are referenced in the INF file for the driver must be available to copy into the driver store or driver setup will fail.

Relative Paths in an INF File

Sometimes where SetupCopyOemInf was used, an INF file contained hard-coded relative paths back to the CD drive or driver install point to provide links to additional nondriver software. Because the driver package is copied to the driver store before the driver is installed, the “installed from” location is always the driver store, not the original media or any other install point. Any assumptions about relative paths must be removed.

Using Setup.exe to Install a Print Driver

Using setup.exe to install print drivers by using any methods other than simply calling the INF file is not recommended. If this use is necessary, some problems with User Account Control can occur.

One of the most visible security features of Windows Vista is User Account Control. By default, all users, including administrators, run as standard users and elevate their privilege to full administrator only when necessary. Installing a new print driver requires elevated privilege unless that driver is signed by a trusted signatory. When a user installs a driver from an INF file, Windows detects that this is a privileged operation and allows the user to elevate his or her privilege level. Setup applications, however, must use an application manifest to indicate that the application requires administrative rights to run correctly. More details of this can be found in the paper titled Printer Installation in Windows Vista.
Driver Store

The introduction of the driver store in Windows Vista changes how Windows recognizes and stores driver files. A full description of the driver store is beyond the scope of this paper; however, if you are a driver writer, you should be familiar with its implications. More information can be found online in the WinHEC 2006 presentations and on the MSDN Web site.

Client-Side Rendering

Windows Vista will ship a new client/server printing enhancement, called Client-side Rendering, which causes print driver rendering to occur on the client machine by default when a Windows Vista client is connected to a Windows Vista print server. The goal of this feature is to increase server performance and scalability while reducing printing issues that are caused by a driver mismatch between the client and the server.

During the comprehensive testing of this feature with existing Windows XP print drivers, Microsoft observed several cases where print drivers functioned in a way that was different from what was expected. Specifically, drivers relied on components, registry settings, or other configuration data that was not transferred during point and print. To alleviate these issues, the print subsystem can automatically fall back to standard, enhanced metafile (EMF)-based printing in well-known failure conditions. Windows Vista also supports the ability to disable this feature on a per-driver basis at installation time. However, due to the diversity of print driver implementations, some failure cases may not have been addressed in our current implementation.

Print driver developers should evaluate their current driver set, both in box and out of box, against the current beta test versions of Windows Vista by using the Client-side Rendering path for point and print connections. Testing should cover all possible architecture combinations of Windows Vista client to Windows Vista print servers.

Session 0 Isolation

In the Windows environment, more than one user can be logged on to a computer at one time, for example, when a computer is hosting several simultaneous Microsoft Terminal Server sessions. In these cases, each instance of a user logon is given a session number. In Windows XP and earlier versions of Windows, the first local logon, that is, the console session, was given a session ID number of zero (0). All subsequent users who logged on were given successively higher session ID numbers. All Windows system-level software also operated in session 0, which sometimes caused processes that the console user initiated in session 0 to operate in the same session context as those that the system created.

In Windows Vista, for security reasons, session 0 is reserved for system processes. The first user to log on is given a session ID number of one (1). This can create difficulties when printing, for example, if a print driver user interface (UI) that is operating in the User session, such as session 1, creates a call through the print spooler to show a piece of UI. The print spooler is a system component so that any UI it creates is displayed in session 0, making it invisible and inaccessible to the user. The session 1 user is unable to read, interact, or dismiss such a UI. If this is a critical interface that requires a response, it may appear to the user as though the print driver has hung.

To avoid this situation, Microsoft has provided the asynchronous UI mechanism for driver writers. Some earlier drivers, however, have not implemented an asynchronous UI. To accommodate the cases where a UI was generated in session 0, Windows Vista detects this and presents a dialog box to the user, asking if the user wants to interact with this UI. If the user accepts, the session 0 UI is made available to the user.

This is a temporary solution to aid in the transition to using an asynchronous UI. Although this solution will be supported in Windows Vista, it may not be available in future versions of Windows.

Internet Explorer Version 7 Security

Internet Explorer Version 7 is the next version of Internet Explorer and contains a security feature called Low Rights. This feature marks the Internet Explorer process with a low integrity token that restricts where Internet Explorer and its add-ons can write, how they start other processes, and how they receive window messages.

During testing, Microsoft has observed print drivers functioning differently from expected when they were run with these lowered permissions. Specifically, when a print driver created a new process, wrote a file to the disk, displayed UI prompts, and communicated between UI and render modules by using temporary files, sometimes when invoking the print driver UI.

Generally, Internet Explorer presents the user with a UI that requests that the privilege be elevated, but the language on the dialog box may confuse some users.

Microsoft strongly encourages driver developers to test their current driver set, both in box and out of box, against the beta versions of Internet Explorer Version 7. Any problems that are encountered should be reported to Microsoft by using the standard bug-reporting channels. Note that printing a locally stored Web page, such as c:\webpage.htm, invokes a security setting that is different from printing an Internet page, so you should conduct tests against a live Web page to see the full potential effects of this issue.

Resources

White Papers:

Printer Installation in Windows Vista
http://www.microsoft.com/whdc/xps/pkginstall.mspx
Developer Best Practices and Guidelines for Applications in a Least Privileged Environment
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnlong/html/AccProtVista.asp
Printing - Architecture and Driver Support [WHDC Web site]

http://www.microsoft.com/whdc/device/print/default.mspx
Kits:

Windows Driver Kit
http://www.microsoft.com/whdc/driver/WDK/aboutWDK.mspx
Windows SDK
http://windowssdk.msdn.microsoft.com/library/
Platform SDK
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/sdkintro/sdkintro/contents_of_the_platform_sdk.asp
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