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Introduction: WCN Flash Configuration 

This specification provides implementation details for manufacturers who design wireless networking products that work with the Windows Connect Now (WCN) Flash Configuration feature of the Microsoft® Windows® XP operating system. WCN is part of the Windows Rally™ technologies that enable simple, secure discovery and configuration of network-connected devices.

With the growing popularity of wireless networking, more and more users are creating wireless networks at home to connect PCs and other wireless devices. Creating a secure wireless network and propagating the wireless settings to the clients and to access points (APs) has been difficult even for sophisticated users. WCN addresses this problem with a simple, secure method for configuring and bootstrapping wireless networking hardware, wireless client PCs, and other wireless devices. 

The most visible part of the solution is the Wireless Network Setup Wizard in Windows XP Service Pack 2. This wizard uses WCN to help the user create network settings, store them as XML, and propagate them to wireless devices by using USB flash drives (UFDs). This document defines the XML schema that is used to transfer settings for wide area network (WANs), local area networks (LANs), and wireless local area networks (WLANs) that the wizard creates. Although the first implementation of this wizard for Windows XP SP2 generates only the wireless schema, future versions will include the LAN and WAN settings.

This architecture defines a method for easily bootstrapping network devices on a home network:

· Portable media is used to transport network settings from a Windows-based PC to networked devices in the home (USB flash drives).

· This architecture is complementary to but not dependent on WS-Security. There is no dependency on UPnP v. 1.0 security or on RADIUS authentication.

WCN Flash Configuration improves the consumer experience with Windows and wireless networking by taking advantage of the growing popularity of UFDs and the broad adoption of USB host ports on consumer electronics devices, such as:

	Digital media receiver
Digital still cameras
Electronic picture frames
Network printers
Personal computers
	Personal digital assistants (PDAs)
Photo stations 
Printer bridges
Set-top boxes
Wireless access points


References and resources discussed here are listed at the end of this specification.

WCN Flash Configuration Architecture

Figure 1 shows the architecture supporting the wizard.
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Figure 1. Architecture for Windows XP Wireless Network Setup Wizard 

As shown in Table 1, the wizard generates XML files on the UFD in the “SMRTNTKY” subfolder. The wizard copies an Autorun.inf file and a corresponding script file to configure additional wireless PCs. Each device that is configured generates an XML file to the drive in the \SMRTNTKY\DEVICE\ subfolder that contains configuration information for that device. The filename is autogenerated by each device using the last eight bytes of the MAC address using ASCII-hex—for example, A30f3cd6.wfc. A device configuration file is generated.

Table 1. Files Generated by the Wizard

	File
	Description

	Autorun.inf
	Configuration file used to tell drive to launch the wizard. Note: Autorun.inf will only execute if the media enumerates as a fixed drive or the operating system is Windows XP SP2 or later version. Windows XP SP2 supports Autorun on any media type. If an existing Autorun.inf file is present on the drive, it is renamed Autorun.fcb and renamed back to Autorun.inf when the drive is reinserted at the end of the wizard, if the user chooses to remove the settings from the drive.

	Setupsnk.exe
	Executable that runs when the UFD is installed in client PCs.

	\SMRTNTKY\Wsetting.wfc
	Wireless LAN settings.

	\SMRTNTKY\DEVICE\A023ef83.wfc
	Device Configuration file. Each device that is configured using WCN creates an XML file whose filename is based on the MAC address of the wireless network adapter (8-byte ASCII-hex representation of the MAC address). The XML file contains configuration information about the device. 

	\SMRTNTKY\Wsetting.txt
	Text file describing process for configuration wireless settings when the Setupsnk.exe file is run on down-level PCs.


As shown in Table 2, files and registry settings are created on the PC running the wizard and any subsequent Windows XP SP2-based PCs configured using the wizard.

Table 2. Registry Settings Created When the Wizard Runs

	Registry entry
	Description

	C:\Documents and Settings\<user> \Application Data\Microsoft\LastFlashConfig.wfc 
	Local copy of configuration file. If this file is present, then the wizard will allow the user to skip the wireless configuration pages in the wizard and simply create a WCN key with the settings from the last instance the wizard was run.

	HKLM\SOFTWARE\Microsoft\FlashConfig\authentication 
	Registry entry to determine the default network key type. 

· A value of “1” = Wireless Protected Access Preshared Static Key (WPA-PSK).

· Any other value is Wireless Equivalent Privacy (WEP).

	Windows XP SP3: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\FlashConfig\MultipleProfiles
	Registry entry (DWORD) to determine if the wizard creates multiple profiles when the channel2Dot4 and channel5Dot0 elements are in the Wsetting.wfc file.

If both elements are in schema, then the value of MultipleProfiles determines how many wireless profiles to create in the preferred list.  

Each profile uses the original service set identifier (SSID) with a “-n” suffix, where n = 2,3,4,5 …,n. 

· If n > 9, then n = 9 — meaning that no more than 9 profiles will ever be created.  

· If key is not present or set to 0 or 1, then 1 profile will be created. 

· If both elements are not in the schema, this value is ignored.

	Windows XP SP3: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\FlashConfig\ProfileOrder 
	Registry entry (BOOL) to determine if the order that wireless profiles are created in the preferred list when MultipleProfiles > 1. 

· If Profile Order is false or not present then the profiles are created in order so that the actual SSID profile (no suffix) is the first profile (highest priority) in the preferred list. 

· If Profile Order is true then the order is reversed and the profile with the actual original SSID from the Wsetting.wfc file is the last profile in the preferred list.


The following sections describe more details about these files and the related APIs.

LastFlashConfig.wfc

When the wizard is launched, it searches for LastFlashConfig.wfc on the PC. If this file is present, the user is prompted to either add a new device to the existing network defined in the LastFlashConfig.wfc file or create a new one.

In the previous example, the file LastFlashConfig.wfc was present in the C:\Documents and Settings\<user>\Application Data\Microsoft\ folder. The file is a duplicate of the WSetting.wfc file that was created when the wizard last ran. This file is encrypted using the Windows Cypto APIs (see the following sample code).  

The file is stored in a subfolder in the user’s personal file folder.  Only the user who ran the wizard is allowed to propagate the settings. The LastFlashConfig.wfc file is created on any machine that is provisioned by the wizard. Therefore, any machine that has been provisioned can be used to propagate the settings to other PCs or devices.

Write LastFlashConfig.wfc API

The following sample shows how to write the encrypted and hidden LastFlashConfig.wfc file:

HRESULT EncryptAndWriteData (IXMLDOMNode * pNode)
{
    // assumes directory already exists.
    WCHAR szFileName[MAX_PATH*2];

 

    if (FALSE == ::SHGetSpecialFolderPath (NULL, szFileName, CSIDL_APPDATA, FALSE))

        return HRESULT_FROM_WIN32 (GetLastError());


    HRESULT hr = StringCchCat (szFileName, MAX_PATH*2, L"\\Microsoft\\LastFlashConfig.WFC");

       if (FAILED(hr))               

        return hr;

 

    CComBSTR bstr;

    hr = pNode->get_xml (&bstr); // get the XML data, as a string

    if (SUCCEEDED(hr)) {

        DATA_BLOB blobIn, blobOut = {0};

        // put the plaintext in a data_blob

        blobIn.cbData = SysStringByteLen (bstr.m_str);

        blobIn.pbData = (BYTE *)bstr.m_str;

        // encrypt

        BOOL b = CryptProtectData (&blobIn,  // plaintext

                                   NULL,     // description

                                   NULL,     // entropy

                                   NULL,     // reserved

                                   NULL,     // prompt struct

                                   CRYPTPROTECT_UI_FORBIDDEN,

                                   &blobOut);

        if  (TRUE != b)

            hr = HRESULT_FROM_WIN32 (GetLastError());

        else {

            // write out the cypher text (in bloblOut)

            hr = WriteOutYourFile (szFileName,

                                   blobOut.pbData,

                                   blobOut.cbData);

            LocalFree (blobOut.pbData);

            // hide file

            SetFileAttributes (szFileName, FILE_ATTRIBUTE_HIDDEN);

        }

    }

    return hr;

}

Read LastFlashConfig.wfc API

The following sample shows how to read the LastFlashConfig.wfc file from the local machine.

HRESULT DecryptAndUseLastConfig()

{

    // get filename 
    WCHAR szFileName[MAX_PATH*2];
    if (FALSE == ::SHGetSpecialFolderPath (NULL, szFileName, CSIDL_APPDATA, FALSE))

        return HRESULT_FROM_WIN32 (GetLastError());

    HRESULT hr = StringCchCat (szFileName, MAX_PATH*2, L"\\Microsoft\\LastFlashConfig.WFC");

    if (FAILED(hr))

        return hr;

    // read file into blob
    DATA_BLOB blobIn = {0};

    HANDLE hFile = CreateFile (szFileName,          // filename
                               GENERIC_READ,        // open for read/write 
                               0,                   // do not share 
                               NULL,                // default security 
                               OPEN_EXISTING,       // open existing file
                               FILE_ATTRIBUTE_NORMAL,
                               NULL);               // no template 
    if (hFile == INVALID_HANDLE_VALUE)
        hr = HRESULT_FROM_WIN32 (GetLastError());
    else {
        // seek to see how big a buffer to allocate
        blobIn.cbData = SetFilePointer (hFile, 0L, 0L, FILE_END);
        SetFilePointer (hFile, 0L, 0L, FILE_BEGIN);

        // allocate space 
        blobIn.pbData = (BYTE *)malloc (blobIn.cbData);
        if (!blobIn.pbData)
            hr = E_OUTOFMEMORY;
        else {
            DWORD dwBytesRead = 0;
            BOOL b = ReadFile (hFile,
                               (LPVOID)blobIn.pbData,
                               blobIn.cbData,
                               &dwBytesRead,
                               NULL);
            if ((FALSE == b) || (dwBytesRead != blobIn.cbData))
                hr = HRESULT_FROM_WIN32 (GetLastError());
            CloseHandle (hFile);
        }
    }

    if (SUCCEEDED(hr)) {
        // decrypt
        DATA_BLOB blobOut = {0};
        BOOL b = CryptUnprotectData (&blobIn,  // plaintext
                                     NULL,     // description
                                     NULL,     // entropy
                                     NULL,     // reserved
                                     NULL,     // prompt struct
                                     CRYPTPROTECT_UI_FORBIDDEN,
                                     &blobOut);
        if  (TRUE != b)
            hr = HRESULT_FROM_WIN32 (GetLastError());
        else {
            // use the data here
            UseXmlData (blobOut.cbData/sizeof(OLECHAR), (LPCOLESTR)blobOut.pbData);

            LocalFree (blobOut.pbData);
        }
    }
    
    free (blobIn.pbData);

    return hr;

}

LastFlashConfig.wfc file notification

The following sample shows how an application or service can listen for changes to the LastFlashConfig.wfc file. This can be useful as it gives an indication that the user has changed the wireless profile; wireless clients or applications can read the new file and take appropriate actions.

HRESULT WakeUpWhenLastConfigFileChanges()

{
    HRESULT hr = S_OK;

 

    // get path
    WCHAR szPathName[MAX_PATH*2];
    ::SHGetSpecialFolderPath (NULL, szPathName, CSIDL_APPDATA, FALSE);
    StringCchCat (szPathName, MAX_PATH*2, L"\\Microsoft");

 

    // get file
    WCHAR szFileName[MAX_PATH*2];
    ::SHGetSpecialFolderPath (NULL, szFileName, CSIDL_APPDATA, FALSE);
    StringCchCat (szFileName, MAX_PATH*2, L"\\Microsoft\\LastFlashConfig.WFC");

 

    // get last write time so I can do a quick check 

    // to see if my file changed
    WIN32_FILE_ATTRIBUTE_DATA wfad = {0};
    GetFileAttributesEx (szFileName,
                         GetFileExInfoStandard,
                         (LPVOID)&wfad);
    FILETIME ft = wfad.ftLastWriteTime;

 

    // set up notification
    HANDLE hNotify = FindFirstChangeNotification (szPathName,
                                                  FALSE,
                                                  FILE_NOTIFY_CHANGE_LAST_WRITE);
    if (hNotify == INVALID_HANDLE_VALUE) {
        hr = HRESULT_FROM_WIN32 (GetLastError();
    } else {
        do {
            DWORD dwWaitStatus = WaitForSingleObject (hNotify, INFINITE);
            if (dwWaitStatus != WAIT_OBJECT_0) {
                // abandoned, timed out or failed
                hr = E_FAILED;
                break;
            }

 

            // see if my file changed
            GetFileAttributesEx (szFileName,
                                 GetFileExInfoStandard,
                                 (LPVOID)&wfad);
            if ((ft.dwLowDateTime  == wfad.ftLastWriteTime.dwLowDateTime) &&
                (ft.dwHighDateTime == wfad.ftLastWriteTime.dwHighDateTime))
                continue;   // not my file

 

            // update my time for next time
            ft.dwLowDateTime  = wfad.ftLastWriteTime.dwLowDateTime;
            ft.dwHighDateTime = wfad.ftLastWriteTime.dwHighDateTime;

 

            // do something
            WakeUpAndDoSomething();

        } while (FindNextChangeNotification (hNotify));

        FindCloseChangeNotification (hNotify);
    }
    return hr;
}

Create Wireless Profile API

The following sample shows how to create a wireless profile in the preferred list of WZC using the Wireless Provisioning API. Note that the schema for this API is slightly different from that of the Wsetting.wfc file. If a duplicate SSID already exists then the API will return an error message.

HRESULT CreateASampleProfile (GUID * pGuid)
{   
    CComPtr<IProvisioningProfileWireless> spNetProvProfW = NULL;
    HRESULT hr = CoCreateInstance (__uuidof(NetProvisioning),
                                   NULL,
                                   CLSCTX_ALL,
                                   __uuidof(IProvisioningProfileWireless),
                                   (void**)&spNetProvProfW);
    if (FAILED(hr))
        return hr;

    CString szXML;

 

    szXML += L"<?xml version=\"1.0\"?>\n";
    szXML += L"<WirelessProfile xmlns=\"http://www.microsoft.com/provisioning/WirelessProfile\">\n";

 

    // version
    szXML += L"\t<version>";
    szXML += L"1";
    szXML += L"</version>\n";

 

    // ssid
    szXML += L"\t<ssid xml:space=\"preserve\">";
    szXML += Escape (L"my ssid");
    szXML += L"</ssid>\n";

 

    // connectionType
    szXML += L"\t<connectionType>";
    szXML += L"ESS";
    szXML += L"</connectionType>\n";

 

    // authentication
    szXML += L"\t<authentication>";
    szXML += L"Open";
    szXML += L"</authentication>\n";

 

    // encryption
    szXML += L"\t<encryption>";
    szXML += L"WEP";
    szXML += L"</encryption>\n";

 

    // networkKey
    szXML += L"\t<networkKey xml:space=\"preserve\">";
    szXML += Escape (L"12345");
    szXML += L"</networkKey>\n";

 

    // keyProvidedAutomatically
    szXML += L"\t<keyProvidedAutomatically>";
    szXML += L"0";
    szXML += L"</keyProvidedAutomatically>\n";

 

    // ieee802.1xEnabled
    szXML += L"\t<IEEE802.1XEnabled>";
    szXML += L"0";
    szXML += L"</IEEE802.1XEnabled>\n";
        
    szXML += "</WirelessProfile>\n";

 

    ULONG ulStatus = 0;
    hr =  spNetProvProfW->CreateProfile (CComBSTR(szXML), NULL, pGuid, &ulStatus);

 

    switch (ulStatus) {
    case WZC_PROFILE_CONFIG_ERROR_WPA_NOT_SUPPORTED:    // from netprov.idl
        _ASSERT (hr == HRESULT_FROM_WIN32 (ERROR_BAD_CONFIGURATION));
        break;
    default:
        break;
    }
    return hr;

}

Autorun.inf

The Autorun.inf file is created on the root of the portable media. This configuration file is used to tell Windows what application to execute when the media is inserted. On operating system editions earlier than Windows XP SP2, if the media is not DRIVE_FIXED, then Autorun.inf will not work and the user must manually execute the script file. 

Setupsnk.exe

The Setupsnk.exe file is created in the root of the portable media. This application is executed by the Autorun.inf file when the portable media is installed on subsequent PCs. If the operating system is Windows XP SP2, then this application will create a wireless profile to match the schema on the portable media. For any other operating system, this application will offer to print the wireless settings. If the drive does not enumerate as DRIVE_FIXED, then this script will not execute on systems that are not running Windows XP SP2. 

Wsetting.wfc

The Wsetting.wfc file is used to describe the wireless settings of a access point or wireless client device. Various elements in the XML schema are not required for a wireless client but may be used by an access point. The XML schema contains all known configuration options for access points, but all configuration options may not be supported. An example instance of the schema is included to show a typical output from the wizard.

Wsetting.wfc  Elements

The elements defined in this section are included in the wireless configuration file. The nonbold items are included in the schema but are not supported in the Windows XP version of the wizard.  

Important  The order of the elements must be preserved or Windows will invalidate the XML.

configId 

A unique GUID generated each time the wizard is executed. The device configuration file configId element must match this GUID for the wizard to validate the device was successfully configured.

configAuthorId 

GUID for the author of the instance of the schema.

configAuthor 

Name of author of the instance of the schema.

ssid 

The wireless beacon.

connectionType {ESS, IBSS} 

Ad hoc or infrastructure mode (default = ESS).

authenticateType 

{open, shared, WPA, WPAPSK, WPA-NONE, WPA2, WPA2PSK} 
The authentication type for the wireless network (default = Open).

encryption 

{none, WEP, TKIP, AES}
The encryption type for the wireless network.

networkKey 

The wireless encryption key. 
Note  If WPA authentication is used then the default network key will be a 64 HEX character key.  

keyProvidedAutomatically 

{true, false}
ieee802Dot1xEnabled 

{true, false} 

The following elements are included in the schema but are not supported in the Windows XP SP2 release of the wizard:

eapMethod 
{EAP-TLS, PEAP-EAP-MSCHAPv2, PEAP-EAP-TLS}

Used for 802.1x authentication only.

channel2Dot4 
{0,1,2,3,4,5,6,7,8,9,10,11,12,13,14}

This optional element is used to set the 2.4gHz radio channel.  A value of “0”  indicates “use default”.

channel5Dot0 
{0,36, 40, 44, 48, 52, 56, 60, 64, 149, 153, 157, 161} 

This optional element is used to set the 5.0gHz radio channel.  A value of “0” indicates “use default”.  

deviceMode 
{infrastructure, bridge, repeater, station}

timeToLive 
Optional element that can be used to set the length of time a network key is valid. 

The value is type integer and represents the number of seconds from when the device is configured with the new settings.

configHash 
Checksum of the XML file.

keyIndex 
{1-4}

Wsetting.wfc Schema

The following schema is used to generate the Wsetting.wfc. Some elements and values in the schema are not supported in the Windows XP SP2 release of the wizard.

<?xml version="1.0" encoding="utf-8" ?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" targetNamespace="http://www.microsoft.com/provisioning/WirelessProfile/2004"


xmlns:fc="http://www.microsoft.com/provisioning/WirelessProfile/2004" elementFormDefault="qualified"


version="1">


<xs:element name="wirelessProfile">



<xs:complexType>




<xs:sequence>





<xs:element name="config">






<xs:complexType>







<xs:sequence>








<xs:element name="configId" type="fc:str36" minOccurs="1" maxOccurs="1" />








<xs:element name="configHash" type="fc:str20" minOccurs="0" maxOccurs="1" />








<xs:element name="configAuthorId" type="fc:str36" minOccurs="1" maxOccurs="1" />








<xs:element name="configAuthor" type="fc:strMax128" minOccurs="1" maxOccurs="1"/>







</xs:sequence>






</xs:complexType>





</xs:element>





<xs:element name="ssid" type="fc:strMax32" minOccurs="1" maxOccurs="1" />





<xs:element name="connectionType" minOccurs="1" maxOccurs="1">






<xs:simpleType>







<xs:restriction base="xs:string">








<xs:enumeration value="IBSS" />








<xs:enumeration value="ESS" />







</xs:restriction>






</xs:simpleType>





</xs:element>





<xs:element name="channel2Dot4" type="xs:positiveInteger" minOccurs="0" maxOccurs="1" />





<xs:element name="channel5Dot0" type="xs:positiveInteger" minOccurs="0" maxOccurs="1" />





<xs:element name="deviceMode" minOccurs="0" maxOccurs="1">






<xs:simpleType>







<xs:restriction base="xs:string">








<xs:enumeration value="infrastructure" />








<xs:enumeration value="bridge" />








<xs:enumeration value="repeater" />








<xs:enumeration value="station" />







</xs:restriction>






</xs:simpleType>





</xs:element>





<xs:element name="primaryProfile" type="fc:profileInstance" minOccurs="1" maxOccurs="1" />





<xs:element name="optionalProfile" type="fc:profileInstance" minOccurs="0" maxOccurs="32" />




</xs:sequence>



</xs:complexType>


</xs:element>


<xs:complexType name="profileInstance">



<xs:sequence>




<xs:element name="authentication" minOccurs="1" maxOccurs="1">





<xs:simpleType>






<xs:restriction base="xs:string">







<xs:enumeration value="open" />







<xs:enumeration value="shared" />







<xs:enumeration value="WPA-NONE" />







<xs:enumeration value="WPA" />







<xs:enumeration value="WPAPSK" />







<xs:enumeration value="WPA2" />







<xs:enumeration value="WPA2PSK" />






</xs:restriction>





</xs:simpleType>




</xs:element>




<xs:element name="encryption" minOccurs="1" maxOccurs="1">





<xs:simpleType>






<xs:restriction base="xs:string">







<xs:enumeration value="none" />







<xs:enumeration value="WEP" />







<xs:enumeration value="TKIP" />







<xs:enumeration value="AES" />






</xs:restriction>





</xs:simpleType>




</xs:element>




<xs:element name="networkKey" type="fc:strMin5Max64" minOccurs="1" maxOccurs="1" />




<xs:element name="keyIndex" type="xs:positiveInteger" minOccurs="0" maxOccurs="1" />




<xs:element name="keyProvidedAutomatically" type="xs:boolean" minOccurs="1" maxOccurs="1" />




<xs:element name="ieee802Dot1xEnabled" type="xs:boolean" minOccurs="1" maxOccurs="1" />




<xs:element name="eapMethod" minOccurs="0" maxOccurs="1">





<xs:simpleType>






<xs:restriction base="xs:string">







<xs:enumeration value="EAP-TLS" />







<xs:enumeration value="PEAP-EAP-MSCHAPv2" />







<xs:enumeration value="PEAP-EAP-TLS" />






</xs:restriction>





</xs:simpleType>




</xs:element>




<xs:element name="timeToLive" type="xs:positiveInteger" minOccurs="0" maxOccurs="1" />



</xs:sequence>


</xs:complexType>


<!-- Globals simpleTypes-->


<xs:simpleType name="str36">



<xs:restriction base="xs:string">




<xs:length value="36" />



</xs:restriction>


</xs:simpleType>


<xs:simpleType name="strMax32">



<xs:restriction base="xs:string">




<xs:minLength value="1" />




<xs:maxLength value="32" />



</xs:restriction>


</xs:simpleType>


<xs:simpleType name="str20">



<xs:restriction base="xs:string">




<xs:length value="20" />



</xs:restriction>


</xs:simpleType>


<xs:simpleType name="strMin5Max64">



<xs:restriction base="xs:string">




<xs:maxLength value="64" />




<xs:minLength value="5" />



</xs:restriction>


</xs:simpleType>


<xs:simpleType name="strMax128">



<xs:restriction base="xs:string">




<xs:maxLength value="128" />




<xs:minLength value="1" />



</xs:restriction>


</xs:simpleType>

</xs:schema>
Wsetting.wfc Sample File (WEP Encryption)

<?xml version="1.0"?>

<wirelessProfile xmlns="http://www.microsoft.com/provisioning/WirelessProfile/2004">


<config>



<configId>DD102F7E-79AD-4272-AE92-A8559B1ACE43</configId>



<configAuthorId>0B4E59B8-8317-46B2-B8C2-C46850162E6C</configAuthorId>



<configAuthor>Microsoft Wireless Network Setup Wizard</configAuthor>


</config>


<ssid xml:space="preserve">FCTest</ssid>


<connectionType>ESS</connectionType>


<primaryProfile>



<authentication>open</authentication>



<encryption>WEP</encryption>



<networkKey xml:space="preserve">8e93898f4bdd42ce974b79b521</networkKey>



<keyProvidedAutomatically>0</keyProvidedAutomatically>



<ieee802Dot1xEnabled>0</ieee802Dot1xEnabled>


</primaryProfile>

</wirelessProfile>

Wsetting.wfc Sample File (WPA Encryption)

<?xml version="1.0"?>

<wirelessProfile xmlns="http://www.microsoft.com/provisioning/WirelessProfile/2004">


<config>



<configId>000A013E-6740-439C-9935-EE58D85FA38A</configId>



<configAuthorId>0B4E59B8-8317-46B2-B8C2-C46850162E6C</configAuthorId>



<configAuthor>Microsoft Wireless Network Setup Wizard</configAuthor>


</config>


<ssid xml:space="preserve">FCTest324-2</ssid>


<connectionType>ESS</connectionType>


<primaryProfile>



<authentication>WPAPSK</authentication>



<encryption>TKIP</encryption>



<networkKey xml:space="preserve">adfafdgrhknakj fdankjnahiu rhyqa thnblajrtl985762987)</networkKey>



<keyProvidedAutomatically>0</keyProvidedAutomatically>



<ieee802Dot1xEnabled>0</ieee802Dot1xEnabled>


</primaryProfile>

</wirelessProfile>

Device Configuration File (Xxxxxxxx.wfc)

Each device that is configured using WCN writes a configuration file back to the UFD. The file name is based on the last 8 nibbles of the MAC address of the wireless network adapter being configured, represented in ASCII-hex.  The file is copied to the \SMRTNTKY\DEVICE\ folder on the UFD. 

For example, if the MAC address of the network adapter is 00-08-0D-1A-DE-67, then the device configuration filename would be  0D1ADE67.WFC.

Device Configuration File Elements

The schema shown below is a superset of the elements supported by the wizard. The following elements are required by the wizard for a valid implementation.

configId 
This GUID must match the value for the configId element in the Wsetting.wfc file used to configure the device.

manufacturer 
The manufacturer of the device.

modelName 
The model name of the device.

serialNumber 
The serial number of the device.

firmwareVersion 
The version of the firmware of the device.

configError 
Included only if the device experienced and error when it was configured. 

The value of this element can be 1 – 256 ASCII characters. This text will be displayed on the finish page of the wizard.

deviceType
Not required, but strongly recommended.  

The wizard uses the deviceType element to determine what category of device has been configured.

The remaining elements in the schema are optional and can be useful for diagnostic purposes. Future versions of the wizard may incorporate these elements.    

Important  The order of the elements must be preserved or Windows will invalidate the XML.

Device Configuration File Schema

<?xml version="1.0" encoding="utf-8" ?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" targetNamespace="http://www.microsoft.com/provisioning/DeviceProfile/2004"


xmlns:fc="http://www.microsoft.com/provisioning/DeviceProfile/2004" elementFormDefault="qualified"


version="1">


<xs:element name="device">



<xs:complexType>




<xs:sequence>





<xs:element name="configId"

type="fc:str36" minOccurs="1" maxOccurs="1" />





<xs:element name="configHash"
type="fc:str20" minOccurs="0" maxOccurs="1" />





<xs:element name="configError"
type="fc:strMax256" minOccurs="0" maxOccurs="1" />





<xs:element name="manufacturer" type="fc:strMax256" minOccurs="1" maxOccurs="1" />





<xs:element name="manufacturerURL" type="fc:anyURIMax2084" minOccurs="0" maxOccurs="1" />





<xs:element name="deviceStatus" type="fc:strMax256" minOccurs="0" maxOccurs="1" />





<xs:element name="modelName"
type="fc:strMax256" minOccurs="1" maxOccurs="1" />





<xs:element name="modelURL"

type="fc:anyURIMax2084" minOccurs="0" maxOccurs="1" />





<xs:element name="serialNumber" type="fc:strMax256" minOccurs="1" maxOccurs="1" />





<xs:element name="firmwareVersion" type="fc:strMax256" minOccurs="0" maxOccurs="1" />





<xs:element name="presentationURL" type="fc:anyURIMax2084" minOccurs="0" maxOccurs="1" />





<xs:element name="deviceType" fc:type="deviceTypes" minOccurs="0" maxOccurs="1" />





<!-- Configuration information if the device is a member of a workgroup -->





<xs:element name="workgroup" minOccurs="0" maxOccurs="1">






<xs:complexType>







<xs:sequence>








<xs:element name="deviceName"

type="fc:strName" minOccurs="0" maxOccurs="1" />








<xs:element name="workgroupName"
type="fc:strName" minOccurs="0" maxOccurs="1" />








<xs:element name="deviceDescription" type="fc:strDescription" minOccurs="0" maxOccurs="1" />







</xs:sequence>






</xs:complexType>





</xs:element>





<!-- What network connections does this device support -->





<xs:element name="networkInterface" minOccurs="0" maxOccurs="32">






<xs:complexType>







<xs:sequence>








<xs:element name="IPv4Address" type="fc:dotQuadIPv4Type" minOccurs="0" maxOccurs="1" />








<xs:element name="IPv6Address" type="fc:textIPv6AddressType" minOccurs="0" maxOccurs="32" />








<xs:element name="macAddress" type="fc:macAddress" minOccurs="1" maxOccurs="1" />








<xs:element name="interfaceStatus" type="fc:interfaceStatuses" maxOccurs="1" minOccurs="1" />








<xs:element name="mediaType" type="fc:mediaTypes" minOccurs="1" maxOccurs="1" />








<xs:element name="speed" type="xs:positiveInteger" minOccurs="1" maxOccurs="1" />








<xs:element name="DHCP" type="xs:boolean" minOccurs="1" maxOccurs="1" />







</xs:sequence>






</xs:complexType>





</xs:element>








<!-- General WiFi Configuration information -->





<xs:element name="wifiAuthentication" minOccurs="0" maxOccurs="1">






<xs:complexType>







<xs:sequence>








<xs:element name="open" type="xs:boolean" minOccurs="0" maxOccurs="1" />








<xs:element name="shared" type="xs:boolean" minOccurs="0" maxOccurs="1" />








<xs:element name="WPA-NONE" type="xs:boolean" minOccurs="0" maxOccurs="1" />








<xs:element name="WPA" type="xs:boolean" minOccurs="0" maxOccurs="1" />








<xs:element name="WPAPSK" type="xs:boolean" minOccurs="0" maxOccurs="1" />








<xs:element name="WPA2" type="xs:boolean" minOccurs="0" maxOccurs="1" />








<xs:element name="WPA2PSK" type="xs:boolean" minOccurs="0" maxOccurs="1" />







</xs:sequence>






</xs:complexType>





</xs:element>





<xs:element name="wifiEncryption" minOccurs="0" maxOccurs="1">






<xs:complexType>







<xs:sequence>








<xs:element name="none" type="xs:boolean" minOccurs="0" maxOccurs="1" />








<xs:element name="WEP" type="xs:boolean" minOccurs="0" maxOccurs="1" />








<xs:element name="TKIP" type="xs:boolean" minOccurs="0" maxOccurs="1" />








<xs:element name="AES" type="xs:boolean" minOccurs="0" maxOccurs="1" />







</xs:sequence>






</xs:complexType>





</xs:element>





<!-- Configuration information if the device is a WiFi client -->





<xs:element name="wifiClient" minOccurs="0" maxOccurs="1">






<xs:complexType>







<xs:sequence>








<xs:element name="regulatoryDomain" type="fc:str3" minOccurs="0" maxOccurs="1" />








<xs:element name="transmitPower" type="fc:intPowerStrength" minOccurs="0" maxOccurs="1" />








<xs:element name="clientNetworkType">









<xs:complexType>










<xs:sequence>











<xs:element name="ieee802Dot11a" type="xs:boolean" />











<xs:element name="ieee802Dot11b" type="xs:boolean" />











<xs:element name="ieee802Dot11g" type="xs:boolean" />










</xs:sequence>









</xs:complexType>








</xs:element>







</xs:sequence>






</xs:complexType>





</xs:element>





<!-- Configuration information of wireless networks visible to device -->





<xs:element name="wifiInfrastructure" minOccurs="0" maxOccurs="100">






<xs:complexType>







<xs:sequence>








<xs:element name="ssid" type="fc:strMax32" minOccurs="1" maxOccurs="1" />








<xs:element name="macAddress" type="fc:macAddress" minOccurs="1" maxOccurs="1" />








<xs:element name="visibleNetworkType" type="fc:visibleNetworkTypes" minOccurs="1" maxOccurs="1" />








<xs:element name="channel" type="xs:positiveInteger" minOccurs="1" maxOccurs="1" />








<xs:element name="signalStrength" type="fc:intPowerStrength" minOccurs="0" maxOccurs="1" />







</xs:sequence>






</xs:complexType>





</xs:element>





<!-- Configuration information if the device is a WiFi access point -->





<xs:element name="wifiAccessPoint" minOccurs="0" maxOccurs="1">






<xs:complexType>







<xs:sequence>








<xs:element name="ieee802Dot11a" type="xs:boolean" minOccurs="0" maxOccurs="1" />








<xs:element name="ieee802Dot11b" type="xs:boolean" minOccurs="0" maxOccurs="1" />








<xs:element name="ieee802Dot11g" type="xs:boolean" minOccurs="0" maxOccurs="1" />








<xs:element name="regulatoryDomain" type="fc:str3" minOccurs="0" maxOccurs="1" />








<xs:element name="macFilter" type="fc:macAddress" minOccurs="0" maxOccurs="252" />








<xs:element name="securityType" minOccurs="0" maxOccurs="1">









<xs:complexType>










<xs:sequence>











<xs:element name="basic" type="xs:boolean" minOccurs="0" maxOccurs="1" />











<xs:element name="WPA" type="xs:boolean" minOccurs="0" maxOccurs="1" />











<xs:element name="WPA2" type="xs:boolean" minOccurs="0" maxOccurs="1" />










</xs:sequence>









</xs:complexType>








</xs:element>








<xs:element name="beaconInterval" type="fc:intBeaconInterval" minOccurs="0" maxOccurs="1" />







</xs:sequence>






</xs:complexType>





</xs:element>




</xs:sequence>



</xs:complexType>


</xs:element>


<!-- Globals simpleTypes-->


<xs:simpleType name="dotQuadIPv4Type">



<xs:restriction base="xs:string">




<xs:pattern value="([\d]{1,3}.){3}[\d]{1,3}" />




<xs:minLength value="7" />




<xs:maxLength value="15" />



</xs:restriction>


</xs:simpleType>


<xs:simpleType name="textIPv6AddressType">



<xs:restriction base="xs:string">




<xs:pattern value="(([\dA-Fa-f]{1,4}:){7}[\dA-Fa-f]{1,4})(:([\d]{1,3}.){3}[\d]{1,3})?" />




<xs:minLength value="16" />




<xs:maxLength value="39" />



</xs:restriction>


</xs:simpleType>


<xs:simpleType name="macAddress">



<xs:restriction base="xs:hexBinary">




<xs:length value="6" />



</xs:restriction>


</xs:simpleType>


<xs:simpleType name="anyURIMax2084">



<xs:restriction base="xs:string">




<xs:minLength value="1" />




<xs:maxLength value="2084" />



</xs:restriction>


</xs:simpleType>


<xs:simpleType name="strMax256">



<xs:restriction base="xs:string">




<xs:maxLength value="256" />




<xs:minLength value="1" />



</xs:restriction>


</xs:simpleType>


<xs:simpleType name="str36">



<xs:restriction base="xs:string">




<xs:length value="36" />



</xs:restriction>


</xs:simpleType>


<xs:simpleType name="strMax32">



<xs:restriction base="xs:string">




<xs:maxLength value="32" />




<xs:minLength value="1" />



</xs:restriction>


</xs:simpleType>


<xs:simpleType name="str20">



<xs:restriction base="xs:string">




<xs:length value="20" />



</xs:restriction>


</xs:simpleType>


<xs:simpleType name="str3">



<xs:restriction base="xs:string">




<xs:length value="3" />



</xs:restriction>


</xs:simpleType>


<xs:simpleType name="strName">



<xs:restriction base="xs:string">




<xs:minLength value="1" />




<xs:maxLength value="15" />



</xs:restriction>


</xs:simpleType>


<xs:simpleType name="strDescription">



<xs:restriction base="xs:string">




<xs:minLength value="1" />




<xs:maxLength value="50" />



</xs:restriction>


</xs:simpleType>


<xs:simpleType name="intBeaconInterval">



<xs:restriction base="xs:positiveInteger">




<xs:maxInclusive value="3600" />




<xs:minInclusive value="1" />



</xs:restriction>


</xs:simpleType>


<xs:simpleType name="intPowerStrength">



<xs:restriction base="xs:integer">




<xs:minInclusive value="-200" />




<xs:maxInclusive value="-20" />



</xs:restriction>


</xs:simpleType>


<xs:simpleType name="deviceTypes">



<xs:restriction base="xs:string">




<xs:enumeration value="Computer" />




<xs:enumeration value="Access_Point" />




<xs:enumeration value="Printer" />




<xs:enumeration value="Electronic_Picture_Frame" />




<xs:enumeration value="Digital_Audio_Receiver" />




<xs:enumeration value="Windows_Media_Center_Extender" />




<xs:enumeration value="Personal_Video_Recorder" />




<xs:enumeration value="Printer_Bridge" />




<xs:enumeration value="Projector" />




<xs:enumeration value="Pocket_PC" />




<xs:enumeration value="Other" />



</xs:restriction>


</xs:simpleType>


<xs:simpleType name="interfaceStatuses">



<xs:restriction base="xs:string">




<xs:enumeration value="active" />




<xs:enumeration value="disabled" />




<xs:enumeration value="noMedia" />




<xs:enumeration value="authenticating" />




<xs:enumeration value="media" />




<xs:enumeration value="noSignal" />



</xs:restriction>


</xs:simpleType>


<xs:simpleType name="mediaTypes">



<xs:restriction base="xs:string">




<xs:enumeration value="802.3" />




<xs:enumeration value="1394" />




<xs:enumeration value="802.11" />




<xs:enumeration value="usb" />




<xs:enumeration value="bluetooth" />




<xs:enumeration value="other" />



</xs:restriction>


</xs:simpleType>


<xs:simpleType name="visibleNetworkTypes">



<xs:restriction base="xs:string">




<xs:enumeration value="ieee802Dot11a" />




<xs:enumeration value="ieee802Dot11b" />




<xs:enumeration value="ieee802Dot11g" />



</xs:restriction>


</xs:simpleType>

</xs:schema>
Sample Device Configuration File

<?xml version="1.0"?>

<device xmlns="http://www.microsoft.com/provisioning/DeviceProfile/2004">


<configId>DD102F7E-79AD-4272-AE92-A8559B1ACE43</configId>


<manufacturer>Microsoft</manufacturer>


<modelName>Windows XP</modelName>


<serialNumber>MyLaptop</serialNumber>


<firmwareVersion>SP2</firmwareVersion>


<deviceType>Computer</deviceType>

</device>

When the wizard is complete, it displays all of the devices that have been configured. The wizard seeks device configuration files in the /SMRTNTNY/DEVICE folder which have a configId GUID value that match the value in the /SMRTNTKY/Wsetting.wfc file. The summary of devices are displayed by the wizard.

The elements from the device file are displayed in the following order when the device has been successfully configured:

"<manufacturer> " " <modelName> " - " <serialNumber> " (" <deviceType> ")"


The elements from the device file are displayed in the following order when the device has not been successfully configured:

"ERROR - " <manufacturer> " - " <modelName> " - " <serialNumber> " (" <deviceTypes> ", " <configError> ")"


Dual Radio APs

The WCN 1.0 wizard in Windows XP SP2 does not support unique configuration of dual radio access points or wireless clients. To work around this limitation, the following logic is proposed:

1.
If a Wsetting.wfc file does not contain both the channel2Dot4 and channel5Dot0 elements, then the access point should configure both radios identically—that is, same SSID and Network Key).

2.
If a Wsetting.wfc file contains the channel2Dot4 and channel5Dot0 elements then the access point should configure the 5.0-GHz radio to the SSID value specified in the file.  

The 2.4-GHz radio should be configured to the same SSID with a “-2” appended.  If the original SSID is greater than 30 characters, then it should be truncated to 30 characters and a “-2” added to the end.  All the other configuration elements should remain the same.

This following example Wsetting.wfc file indicates support for unique SSID names for dual radio APs.

<?xml version="1.0"?>

<wirelessProfile xmlns="http://www.microsoft.com/provisioning/WirelessProfile/2004">


<config>



<configId>000A013E-6740-439C-9935-EE58D85FA38A</configId>



<configAuthorId>0B4E59B8-8317-46B2-B8C2-C46850162E6C</configAuthorId>



<configAuthor>Microsoft Wireless Network Setup Wizard</configAuthor>


</config>


<ssid xml:space="preserve">My Wireless Dual Radio</ssid>


<connectionType>ESS</connectionType>


<channel2Dot4>0</channel2Dot4>


<channel5Dot0>0</channel5Dot0>


<primaryProfile>



<authentication>WPAPSK</authentication>



<encryption>TKIP</encryption>



<networkKey xml:space="preserve">adfafdgrhknakj fdankjnahiu rhyqa thnblajrtl985762987)</networkKey>



<keyProvidedAutomatically>0</keyProvidedAutomatically>



<ieee802Dot1xEnabled>0</ieee802Dot1xEnabled>


</primaryProfile>

</wirelessProfile>

In this example, the AP would configure the 5.0-GHz radio to the following settings:

· SSID: “My Wireless Dual Radio”

· Network Key: “adfafdgrhknakj fdankjnahiu rhyqa thnblajrtl985762987)”
The 2.4-GHz radio in this example would be configured to the following settings:

· SSID: “My Wireless Dual Radio-2”

· Network Key: “adfafdgrhknakj fdankjnahiu rhyqa thnblajrtl985762987)”
The following example Wsetting.wfc file does not support unique SSID names. Note that the channel2Dot4 and channel5Dot0 elements are not present.

<?xml version="1.0"?>

<wirelessProfile xmlns="http://www.microsoft.com/provisioning/WirelessProfile/2004">


<config>



<configId>000A013E-6740-439C-9935-EE58D85FA38A</configId>



<configAuthorId>0B4E59B8-8317-46B2-B8C2-C46850162E6C</configAuthorId>



<configAuthor>Microsoft Wireless Network Setup Wizard</configAuthor>


</config>


<ssid xml:space="preserve">My Wireless Dual Radio</ssid>


<connectionType>ESS</connectionType>


<primaryProfile>



<authentication>WPAPSK</authentication>



<encryption>TKIP</encryption>



<networkKey xml:space="preserve">adfafdgrhknakj fdankjnahiu rhyqa thnblajrtl985762987)</networkKey>



<keyProvidedAutomatically>0</keyProvidedAutomatically>



<ieee802Dot1xEnabled>0</ieee802Dot1xEnabled>


</primaryProfile>

</wirelessProfile>

In this example, the AP would configure the 2.4-GHz and the 5.0-GHz radio to the same settings. In the example, both radios would be configured as follows:

· SSID: “My Wireless Dual Radio”

· Network Key: “adfafdgrhknakj fdankjnahiu rhyqa thnblajrtl985762987)”
If the access point supports dual radios, then it should write two device configuration files, one representing each radio.  If the access point only has one MAC address for the two radios, then the second device configuration filename should be based on the MAC address but incremented in value to make it unique. For example:

· If the MAC address of the network adapter is 00-08-0D-1A-DE-67, then the device configuration filename would be 0D1ADE67.WFC.

· The filename for the second radio would be OD1ADE68.WFC.

WCN Configuration Support for Devices without USB Host Ports

It is possible to support WCN for provisioning of wireless clients when the wireless networking devices (access points) do not support USB host ports.  Configuration of the PC and access point must be done using a third-party proprietary configuration mechanism that creates the LastFlashConfig.wfc file on the local PC.  When the WCN wizard runs, it seeks this file.  If this file is found, the wizard recommends adding additional devices to the existing wireless network, as opposed to creating a new wireless network.

This specification contains instructions for reading and writing the LastFlashConfig.wfc file. It is recommended that the setup software for access points write this file to allow the user to add additional PCs and devices to the secure wireless network using WCN.

Hardware Requirements

WCN-compliant devices and software must support the features listed in this section.

Requirements for USB Flash Drives

WCN-compliant devices should work with a variety of UFDs to ensure compatibility. There have been many variations of UFDs with a variety of different characteristics—drive type, Master Boot Record, capacity, and so on.  The following shows the recommended configuration.

Required Configuration of UFDs for Compatibility with WCN Devices

· USB Interfaced Class 0x8

· USB Mass Storage Subclass 0x6

· USB Interface Protocol 0x50

· USB Mass Storage INQUIRY RMB bit value of 0x1

· Raw capacity between 200K and 10 GB

· FAT 12, FAT 16, FAT 32

· Master Boot Record present

· Maximum current sink 150 mA

· Single partition

Requirements for WCN Devices

WCN devices must support specific hardware requirements to maintain compliance with the WCN licensing agreement and to ensure interoperability with WCN implementations in Windows and UFD devices.

Requirements for WCN-compliant Devices

· Easily accessible USB host port (USB version 1.1 or later)

· Support WPA-PSK 64-byte hex Network Keys

· Support standard UFDs:

USB Mass Storage Subclass 0x6

USB Interface Protocol 0x50

UFDs with USB Mass Storage INQUIRY RMB bit value of 0x1 or 0x0

UFDs with raw capacity between 200K and 10 GB

UFDs with FAT12, FAT16, FAT32 formats

UFDs with or without Master Boot Record present

· Source up to 200 mA on USB host port 

· Support UFDs with multiple partitions.  
The WCN device should scan each partition of the UFD looking for the WCN configuration files.  

Performance Requirements for WCN-compliant Devices

When a WCN device has been successfully configured, it should confirm a successful configuration by flashing the appropriate LEDs three times with a 1-Hz cycle as defined here:

0.5 sec ON, 0.5 sec OFF, 0.5 sec ON, 0.5 sec OFF, 0.5 sec ON, then OFF

XXXXX_____XXXXX_____XXXXX

When a WCN device is unsuccessful at reading or writing the WCN configuration file, it should respond with a sequence of flashes: two short flashes (0.3 second ON duration) and one long flash (1 second ON duration) with a 0.3 second delay between all flashes—and then repeat until the SmartKey is removed or for at least three full cycles. For example:

0.3 sec ON, 0.3 sec OFF, 0.3 sec ON, 0.3 sec OFF, 1 sec ON, 0.3 sec OFF

XXX___XXX___XXXXXXXXXXXX___XXX___XXX___XXXXXXXXXXXX___XXX___XXX___XXXXXXXXXXXX___XXX___XXX___XXXXXXXXXXXX....

Firmware and Software Requirements

WCN-compliant devices must understand and parse the XML configuration files stored on the UFD.  Additionally, the device must write an XML configuration file back to the UFD, confirming a successful configuration or providing an explanation for a failure.  The Windows Wireless Network Setup Wizard does not confirm any device which writes a configuration file that does not conform to the device configuration schema.  If a Wsetting.wfc file does not conform to the schema, then the Wizard ignores the file and does not successfully create a wireless profile.

UFD Configuration with Earlier Versions of Windows

The “Network Setup” wizard and the “Add a device to the network” wizard use Windows Connect Now to configure the network. Configuration using USB flash drives is available  using the Wireless Network Setup Wizard will only run on in Windows XP SP2 and later. The wizard copies a configuration application to the UFD. This wizard runs automatically if the UFD device enumerates as DRIVE_FIXED or if the machine is running Windows XP SP2. 

The wizard creates a wireless profile on Windows XP SP2-based machines and provides the user an option to print the settings on down-level machines—that is, machines running Windows 98 through Windows XP SP1. Table 3 describes the behavior on different versions of Windows using UFDs that enumerate as DRIVE_FIXED and DRIVE_REMOVEABLE.

Table 3. UFD Behavior on Earlier Versions of Windows

	Windows version
	Drive type
	Result

	Windows XP SP2
	DRIVE_FIXED
	Autoplay lists Wireless Setup Wizard as top option.

	Windows XP (before SP2)
	DRIVE_FIXED
	Autorun runs Setupsnk.exe automatically.

	Windows 2000
	DRIVE_FIXED
	Autorun runs Setupsnk.exe automatically.

	Windows Me
	DRIVE_FIXED
	Autorun runs Setupsnk.exe automatically.

	Windows 98
	DRIVE_FIXED
	Autorun runs Setupsnk.exe automatically.

	Windows XP SP2
	DRIVE_REMOVABLE
	Autoplay lists Wireless Setup Wizard as top option.

	Windows XP (before SP2)
	DRIVE_REMOVABLE
	Autorun does not run.

	Windows 2000
	DRIVE_REMOVABLE
	Autorun does not run.

	Windows Me
	DRIVE_REMOVABLE
	Autorun does not run.

	Windows 98
	DRIVE_REMOVABLE
	Autorun does not run.


The wizard offers the user an opportunity to print the network settings for the wireless profile that was created by the wizard. The following information is displayed in Notepad.

Wireless Network Settings

Print this document and store it in a safe place for future reference.  You may need these settings to add additional computers and devices to your network.

Wireless Settings

Network Name (SSID):

Network Key (WEP Key):

Key Provided Automatically (802.1x):

Network Authentication Type:

Data Encryption Type:

Connection Type:

Key Index:

To enable File and Print sharing on this computer, run the Network Setup Wizard

To setup your Internet connection, follow the instructions from your Internet Service Provider (ISP)

References

E-mail contact:

Rally @ microsoft.com

Windows Rally specifications and white papers

http://www.microsoft.com/rally 
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LICENSE AGREEMENT

This MicrosoRt Windows Rally Program License Agreement (the “Agreement’) is by and between
MICROSOFT CORPORATION, a corporation organized under the laws of Washington (“Microsoft"),
and the individual or entity identified and signing below (“You™ or “Licensee”). If ¥ou want a License
Jfrom Microsoft to access, view or implement one or more Licensed Technologies (as defined below),
You must (1) complete the designated information i the box below, and (2) sign and return this
Agreement AS IS to Microsoft at the address shown in Section 8.3. This is an offer to be accepted only
on the terms set forth in this Agreement. 1f any other changes are made to this Agreement, the offer is
revoked. This Agreement, completed and fully executed by You, will become effective on the date it is
received by MicrosoRt pursuant to Section 8.3 (the “Effective Date”).

Licensee full legal name.
Type oflegal entity (corporation, partnership, sole proprietorship, individual or other):
State Province organized:

Street address:

City, State & Country

Email contact for notices:

Recitals

Microsoft has developed certain “Windows Rally” technologies, including communications protocels, that
are intended to facilitate certain tasks performed by or in conjunction with network connected devices.
Licensee desires a license from Microsoft to access, view or implement the Licensed Technology(ies) for
which the applicable box(es) are checked on Exhibit A, and to use the comesponding Technical
Documentation (as defined below) for the purpose of such implementation().

L. Definitions

L1 “Affiliate” means, with respect to any legal entity, any other such entity diectly or indirectly
Controlling, Controlled by, or tnder commen Control with such entity. “Cantzol” means the possession,
directly or indirectly, of the power to direct or cause the direction of the management and policies of a
legally recognizable entity, whether thiough the ovnership of voting shares or other voting interests, by
contract, or othersise,

12 “Authorized Purpose” means, with respect to each Licensed Technology, the function(s)
comesponding to such Licensed Technology as set forth in Exhibit A.

13 “Licensed Implementation(s)” means only those specific portion(s) of Licensee’s products that (a)
implement Licensed Technology (Ges) solely to camry out the corresponding Authorized Purpose(s), and (b)
are compliant with all Required Portions of the relevant Technical Documentation.

L4 “Licensed Product” means a product, branded with 2 trademark owned or controlled by Licensee, that
includes Licensed Implementation(s) either alone or with other compenents.

15 “Licensed Technology(ies)’ means the version(s) of the software communications protocol(s) and
related technology(ies) which Licensee indicates it has selected from the list on Exhibit A. “Licensed
Technology(ies)” also includes any version(s) of such protocal(s) or technology(ies) and any new
protacal(s) or technology(ies) that may be added to this Agreement by muual written agreement between
Licensee and Microsof in the fture.

16 “Necessary Claims™ means claims of an unespired patent or patent application that (2) are ovmed or
controlled by Microsoft or 2 MicrosoRt Affiiate; and (b) are necessarlly infringed by implementing the
‘Required Portions of the Technical Documentation, wherein 2 claim is necessarly infringed only when it is
not possible to avoid infringing it because there is no nonnfiinging altemative for implementing the
‘Required Portion of the relevant Technical Documentation. “Necessary Claims” do not include any claims:
(3) other than those set forth above even if contained in the same patent as Necessary Claims; (i) that, if
licensed, would require a payment of royalties or other fee(s) by a party to unafiliated third partes; (i) to
any wnderlying or enabling technologies that may be used or needed to make or use a system or product or




[image: image3.jpg]portion thereof that implements the relevant Licensed Technology(ies). or (1v) to any implementation of
other technical docmentation, specifications or technologies that are merely refemred to in the body of the
Technical Documertation.

17 “Required Portions” means all portions of Technical Documentation with the exception of any
portions that are expressly identified by Microsoft as being “optional.

L8 “Technical Documentation” means Microsoft's propritary technical documertation for the Licensed
Technology(ies).

2. Windows Rally Program Administration; Program Additions and Updates

21 Delivery. Microsoft has made the Technical Documertation available to Windows Rally program
Hcensees at wwmicrosoft commlly.  The Technical Documentation shall be deemed accepted by
Licensee upon its download.

22 Program Additions and Updates. Microsoft may in its discretion elect to include additional software
conmaunications protacols or ofher technologies in the Windows Rally program in the fture by publishing
technical documertation for them at i microsof com rally and making available amended temns of this
Agreement at such website in order to make such protocals or other technologies available under this
Agreement. Except in the event Microsoft makes such additional protacols or other techrologies available
and Licensee accepts applicable tems goveming their inclusion under this Agreement, no ofher protocls,
technologies, technical documertation, or MicrosoR enhancements or updates to the Licensed
Technology(ies) andor Technical Documentation are licensed under this Agreement

23 No Technical Support. This Agreement does not include technical support by Microsoft to Licensee
its chamel entiies, or end users. Licensee s solely responsible for all such support and shall advise
channel entiies and end users accordingly

3. Licenses

31 Copyright License. Microsoft hereby grants Licensee a non-exclusive, royalty-fiee, non-
sublicensable, noniransferble, personal, worldwide license to make a reasenable number of complete
copies of the Tedhnical Documentation for use solely in developing and testing such Licensed
Implementation(s). Licensee shal retain in all copies of, and shall comply with, any copyright-related
notices that are included in such Technical Documentation.

32 Patent License. Microsoft hereby grants Licensee a nonexclusive, royalty-free, non-sublicensable,
nontmansferable, personal, worldwide license under the Necessary Claims to use the Tedmical
Documentation for the Licensed Technology(ies)s to:

(@) make, use, import, offer to sell, sell and distribute directly or indirectly to end users, object code
versions of Licensed Implementations only as incorporated into Licensed Products and solely for the
purpose of conforming with the comesponding Technical Documentation in order for Licensed
Inmplementations to carry ot the Authorized Purpose comesponding to such Licensed Technology(ies), and

(®)to distribute or otherwise disclose source code capies of the Licensed Implementation(s) licensed in
Section 3.2(a) enly if Licensee (i) prominently displays the following notice in all copies of such source
code, and (i) distributes or discloses the source code only under a license agreement that includes the
following notice as a temn of such license agieement and does not include any other terms that are
inconsistent with, or would prohibit, the following notice:

This source code incorporates iniellectual property owned by Microsoft Corporation and cannot be.
mads, used, sold, offered for sale, iported or redistributed without a licenss from Microsoft
Corporation. Our provision of this source code does not include any licenses or any other rights to you
under any Microsoft intellectual property. If you would ke a license from Microsoft, you need
contact Microsoft directly (send mail to rally@nicrosoftcom.”

33 License Clarifications. The licenses granted to Licensee in this Agreement do not include any right to

(i) modify the Technical Documertation, change any of the packet types or content types described in the

Technical Documentation, or extend any such packet types or contert fypes except as described in the

Technical Documertation, or (i) implement any Licensed Technology(ies) or exercise rights under any
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betsveen computing devices andor computing functions other than as expressly provided in the definition
ofthe Authorized Purpose comesponding to the applicable Licensed Techmology(ies). For the avoidance of
doul, regardless of whether a Licensed Implemertation performs or is capable of perfomning fimctions
other than the Authorized Purpose, the licenses set forthin Section 3.2 apply only to the perfomance of the
Authorized Purpose comesponding to such Licensed Implementation.

3.4 Licensee Covenant Not to Sue. In consideration of the terms of this Agreement, Licensee covenants
onbehalf o itself and its Affilates that it will not sue Microsoft or any Microsoft Affiiate for infringement
of any claims of paterts reading on any Technical Documertation (*Licensee Patents™) on accourt of any
manufacture, use, sale, offer for sale, importation or other disposition or promotion, worldwide, of any
Microsoft product, technology, service or portion thereof. If Licensee assigns or transfers any Licensee
Patents, applications therefor, or rights to enforce the same, Licensee shall require as a condition of any
such assignment that the assignee agrees to be bound by the provisions of this Section 3.4 with respect to
Licensee Patents. Any puported assignment or trnsfer of rights in derogation of the foregoing
requirements shall be mull and void.

35 No Warranties. Licensee shall make no representation, or any express or implied wamanty to third
parties (including, without limitation, to any end users) on behalf of Microsoft

36 Excluded Licenses. Nothing in this Ageement awhorizes Licensee to subject the Licensed
Technology(ies), Technical Documentation or any Microsoft intellectual property right in any Licensed
Inplementation to the terms of any license that requires, as a condition of se, modification or distribution
of technology subject to such license, that such technology or other tetmology cambined or distributed
with such techmology (a) be disclosed or distributed in source code oz (b) be Hcensed for the purpose of
making derivative works: or (c) be re-distributable at no charge.

3.7 Reservation of Rights. Al rights not expressly granted in this Agreement are reserved. No additional
fights whatsoever (including, without limitation, any implied licenses) are granted by implication, estoppel
or othersise. Without limiting the generality of the foregoing, this Agreement does not grant Licensee any
Hicense or other right to use or display any name, trade mame, logo, trademark or other identifier of
Microsoft (provided, however, that this Agreement also does not restrict any right that Licensee may have
under applicable laws to make accunate, descriptive and nominative references to Microsoft or its products
in any press release, public announcement or ather disclosure, including pursuant to Section 7.

4. Term and Termination

41 Term. The tem of this Agreement shall commence as of the Effective Date and continue unless and
until terminated in accordance with the provisions of this Agreement.

42 Termination (2) Licensee may temminate this Agreement at any time upon written notice to
Microsoft. Microsoft may terminate this Agreement (i) immediately wpon written notice at any time, if
Licensee is in material breach of Section 3.2(b); or (i) if Licensee othersise materially breaches this
Agreement and fail to cure the breach within thirty (30) days after Licensee receives nofice of the breach
ftom Microsoft. (b) Upon termination, Licensee’s licenses under this Agreement shall end and Licensee
shall cease all use of the Technical Documentation (ncluding but not hmited to all production and all
d@istribution of Licensed Implementations and Licensed Products).

43 Survival. Sections 1,22,3.4,3.6,3.7,42,52,6, 8 and this Section 4.3 shall survive any termination
of this Agreement. Licenses granted prior to the termination of this Agreement by Licensee to end users
For Licensed Implemertations in accordance with the tems of this Agreement shall survive any termination
of this Agreement.
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1 Licensee represents and wanrants that the person signing this Agreement on Licensee’s behalf has all
necessary power and autherity to do 5o, and that upon such signature this Agreement is a binding obligation
on Licensee.

52 DISCLAIMERS. THE TECHNICAL DOCUMENTATION, LICENSED TECHNOLOGY(IES)
AND ALL INTELLECTUAL PROPERTY MADE AVAILABLE ANDOR LICENSED BY
MICROSOFT UNDER. OR IN CONNECTION WITH THIS AGREEMENT ARE PROVIDED “AS IS
WITHOUT WARRANTY OF ANY KIND. MICROSOFT DISCLAIMS ALL WARR ANTIES, DUTIES
AND CONDITIONS, EITHER. EXPRESS, IMPLIED OR STATUTORY WITH RESPECT TO SUCH
TECHNICAL DOCUMENTATION, LICENSED TECHNOLOGY(IES) AND INTELLECTUAL
PROPERTY, INCLUDING BUT NOT LIMITED TO ANY WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE, TITLE OR NON-INFRINGEMENT.

6. Limitation of Liability

MICROSOFT SHALL NOT BE LIABLE FOR ANY DAMAGES ARISING FROM OR OTHERWISE
RELATED TO THIS AGREEMENT, INCLUDING INDIRECT, INCIDENTAL, CONSEQUENTIAL,
PUNITIVE OR SPECIAL DAMAGES, EVEN IF MICROSOFT HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES IN ADVANCE.

7. Marketing
7.1 Press Release.

@) Promptly following the Effective Date, Licensee will issue a press release in which
Licensee announces that it has entered into a Microsoft Windows Rally Program License Agreement and
describes Windows Rally techmology as being intended to provide effortless, secure and reliable
connectivity between devices and PCs, support for new connectivity scenarios, and richer experiences for
customers.

® The parties may cooperate with each ofher on press releases and similar communications
regarding the non-confidentil subject matter of this Agreement. The content and specific timing of each
such press release (ncluding the press release to be issued pursuant to Section 7.1() or similar public
conmmunications must be agreed upon in writing by both partes.

72 Microsoft Marketing Materials. Notwithstanding Section 7.1(b), Licensee conserts to Microsoft's
Kisting Licensee as a party to its Microsoft Windows Rally Program License Agreement on the Microsoft
Windows Rally website, as well as in marketing materials generated by or for Microsoft

8. Miscellancous

8.1 No Parmership, Joint Venture or Franchise. Neither this Agreement, nor any temms and conditions
contained herein, shall be construed as creating a partnership, joint venture or agency relationship or as
ganting a franchise as defined in the Washington Franchise Investment Protection Act, RCW 19.100, a5
amended, or 16 CFR Section 436.2(a), or any similarlaws in other jurisdictions.

82 Export Regulations. Licensee acknowledges that the Technical Documentation and Licensed
Implementations may be subject to U.S. export jurisdiction and other applicable national or intemational
laws. Licensee aggees to comply with all applicable intemational and national laws that apply to the
Technical Documertation and Licensed Inplementations, including the U.S. Export Administration
Regulations, as well as end-user, end-use and destination restrictions issued by U.S. and other govemments,
and privacy laws. See hitp://sw microsoft com/exporting

83 Executed Agreements and Effectiveness: Notices. To be effective, executed Agreement(s) must be
sent by messenger, traceable express mail or prepaid certified mai, retum receipt requested, addressed to
Microsoft as follows:
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One Microsoft Way

Redmond, WA 98052-6399

Attention: Windows Rally Program Manager (Scott Manchester or successor)

Copyto: Law & Corporate Affairs

Except for the foregoing, all notices in conneetion with this Agreement shall be deemed given as of the day
they are received sither by messenger, delivery service, o in the United States of America mails, postage
prepaid, certified or registered, zetum receipt requested, and addressed either to Licensee s stated in the
box an the first page of this Agreement or to Microsoft as stated abave, or to such other address as 2 party
may designate pursuant to this notice provision,

8.4 Governing Law; Jurisdiction; Attorneys' Fees. This Agreement shall be construed and controlled
by the ks of the State of Wasington, and Licensee consents ta exclusive jurisdiction and venue in the
fedenal courts siting in King County, Washington, unless no federal subject matter jurisdiction exists, in
wwhich case Licensee consents to exchusive junsdiction and venue in the Superior Court of King Courty.
Washington. Licensee waives all defanses of lack of personal jurisdiction and forum non canveniens.
Pracess may be served on either party in the manrer authorized by applicable law or court rule

85 Assignment Licensee shall not transfer or assign this Agreement, or any rights or obligations
hereunder, whether by operation of contract, law or otherwise, except with the express written consent of
Mictosoft, and any attempted assignment by Licensee in violation of this Section is void. For purposes of
this Agreement, an “assignment” by Licensee is deemed to include, without Imitation, cach of the
following: () 2 change in beneficial oxmership of Licensee of greater than twenty percent (20%) (whether
in 2 single transaction or series of transactions) if Licensee is a partnership, trust, Emited liability compary
or other like entity: (b) a merger of Licensee with another party, whether or not Licensee is the surviving
entity: (c) the acquisition of more than twenty percent (20%) of any chass of Licensee’s voting stock (or any
class of non-voting secuity convertible into voting stock) by another party (shether in a single transaction
or series of transactions): and (d) the sale or other transfer of more than fity percent (50%) of Licensee's
assets (whether in a single transaction or series of transactions). In the event of such assigament or
attenpted assignment by Licensee, MicrosoRt may, but is not obligated to, immediately teminate this
Agreement and any licenses or rights grants hereunder.

8.6 Construction. If for any reason a court of competent jurisdiction finds any provision of this
agreement, or portion thereof, to be wenforceable (other than Section 3.2(b)), such provision and the rest
of the Agieement will be enforced to the maximum extent permissible 50 as ta effect the intent of the
parties, and the Agreement will continue in full force and effect. In the event that 2 cout of conpetert
jurisdiction finds that Section 3.2(b) is unenforceable, this entite Agreement and any enses granted
hereunder shall be rendered mull and void. Failure by a party to enforce any provision of this Agreement
sill not be deermed a waiver of fifure enforcemert of that or any other provision.

8.7 No Requirement to Implement. Nothing in this Agreement shall be construed as requiring Licensee
to use or implement Licensed Technology(ies), or Limit either party from campeting in any way without
infiinging the intellectual property rights of the other pany, including by engaging in adivities,
independently or with others, that may be deemed conpetiive with Licensed Technology(ies), Licensed
Inmplementation(s) or Licensed Praduct(s).

8.8 Entire Agreement. This Agreement constitutes the enfire agreement betsveen the parties with respect
to its subject matter, and merges all prior and contemporansous commumications. It shall not be modified
except by a witten agreement dated subsequert to the date of this Agreement and signed on behalf of
Licensee and Microsoft by their respective duly authorized representatives.
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By (gnatue) Ticenses Name

Name (printzd) Dated:

Tile
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LICENSED TECHNOL OGY(ES)

The Licensed Technology(ies) that Licensee has chosen to license under this Agreement are indicated by
check(s) in the bax(es) on the left. Each Licensed Implementation is licensed to perfomn only the
comesponding Authorized Purpose and i subject to the further terms of this Agreement

Technology Authorized Purpose

[m] Ticensed Tmplementations of this Licensed Technology may use such
LikLayer | Ticensed Technology only for the folowing pupose: to request of
Topolosy | repond to requests (m ither case in commumications with other
DIscovery | gevices that include & Licensed hplementation) for infonmation
describing (i) the device on which the Licensed Implemertation is
tunning, (i) information about cther devices connected to or which
have wireless access to the same network as the device on which the
Licensed Inplementtion is running, and (i) characteristics about the
physical media to which the device n (i) is cormected

n] Ticensed Implemantations of s Licensed Technology may use uchk
PabX Licensed Technology only for the following purpose: 1o implement the

methodology described in the Technical Documemtation for how
specific communications protocols described in (but not Hcensed under)
such Technical Documentation can be extended and amployed to
provide a plug and ply experience.

Ticensed Implementations of this Licensed Technology may use such
Licensed Technology only for the following pupose: to pemit the
transfer of Windows Connect Now Settings to a Licensed Product from
a computing device and then fom such Licensed Product to other
devices.

O Ticensed Tmplementations of this Licensed Technology may use such
DEWS Licensed Technology orly for the following purpose: to perform the

functions of a Compliant Device or a Compliant Control Point, as
defined below

A Compliant Device means a Licensed Product that includes a
Licensed Implementation which implements the mandatory
aspects of at least one DCP (as defined below) for the sole
purpose of respanding to requests from a Compliant Centrol
Point.

A Compliant Cortrol Point means a Licensed Product that
includes a Licensed Emplementation the sole fimction of shich
i to send requests to a Compliant Device.

A DCP means a device contral protocl, including 2 device-
specific schema described using the web-services description
Language, which device control protocal enables interaction
between a device associated with one device class and devices
associated with the same or different device chisses in a
networked environment.
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