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A  WINDOWS®  RALLY™  SPECIFICATION

PnP‑X: Plug and Play Extensions for Windows

Abstract

This specification describes the Plug and Play Extensions (PnP‑X) for the Windows Vista™ and Microsoft® Windows Server™ Code Name “Longhorn” operating systems. It provides requirements and guidelines for hardware manufacturers to create devices that are installable with PnP‑X. 

PnP‑X is a key component of the Microsoft Windows® Rally™ set of technologies. 
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Introduction to PnP‑X 

This guide provides information about the Plug and Play Extensions (PnP‑X) component of the Microsoft® Windows® Rally™ set of technologies. This document provides guidelines for creating devices that are installable with PnP‑X for Windows Vista™. 

PnP‑X is an extension of Plug and Play (PnP) in Windows Vista that integrates network-connected devices into the Windows PnP subsystem. PnP‑X allows network-connected devices to appear as devices inside Windows and provides an installation experience that is similar to attaching a physically connected device.

Just as PnP in Windows operates over a specific set of buses, PnP‑X in Windows Vista has been defined to operate over network protocols for virtually connected devices. This includes:

· Universal Plug and Play (UPnP)–capable devices

· Device Profile for Web Services (DPWS))–capable devices (see http://go.microsoft.com/fwlink/?LinkID=59069)

For more information about Windows Rally technologies and other resources discussed here, see http://www.microsoft.com/rally.

PnP‑X discovers devices attached to a virtual PnP‑X network bus. The IP bus enumerator is used to discover PnP‑X devices. This enumerator discovers DPWS-capable devices and UPnP devices connected to a LAN. 

Device discovery takes place when Network Explorer is launched. The user must explicitly choose to install the device. The Found New Hardware Wizard appears if user intervention is required to install a device driver.

Devices appear in Device Manager after discovery and installation. The devices can then be enumerated for use by other Windows applications by calling the Function Discovery API to query the PnP subsystem. Each device is associated with a function instance. These function instances can be queried by using the IFunctionDiscovery::CreateInstanceQuery and the IFunctionDiscovery::CreateInstanceCollectionQuery methods.

See also on the MSDN Web site:

· Function Discovery

PnP‑X Services

PnP‑X uses two services to enable device discovery: PnP installation and device presence management. These services are the following:

· IP Bus Enumerator. The IP Bus Enumerator (IPBusEnum) is a Windows service that handles the installation of PnP‑X devices. 

IPBusEnum monitors a list of devices currently present on the system. When a device is installed, IPBusEnum sends a request to the PnP component to create the device devnode. When a device is removed, IPBusEnum receives a notification message from the PnP component and then sends a request to remove the device from the list of present devices.

PnP‑X devices can be installed only when the IPBusEnum service is running.

· Function Discovery Provider Host. The Function Discovery Provider Host (FDPHost) service hosts the discovery providers for PnP‑X. This includes the built-in discovery providers for the Simple Services Discovery Protocol (SSDP) and Web Services on Devices (WSD) WS‑Discovery protocol.

Default Startup Type for PnP‑X Services

The default start type for the PnP‑X services differs for the Windows client and server operating systems.

Windows Vista
The IPBusEnum and FDPHost services are set to Manual start on the Windows Vista client operating systems. These services will start and stop automatically as the operating system needs them.
Windows Server

The IPBusEnum service is set to Disabled on the Microsoft Windows Server® operating systems. Server administrators wanting to enable PnP‑X on Windows Server must start the IPBusEnum service. This can be done through the Services control panel application or on the command line via the following:

C:\>net start IPBusEnum

The FDPHost service is set to Manual start on the Windows Server operating systems. This service starts and stops automatically as the operating system needs it.
Network Explorer Device Discovery and PnP-X

Network Explorer displays the list of discovered devices to the user. Which devices are discovered by default differs based on whether the operating system is Windows Vista or Windows Server.

Windows Vista

In Windows Vista, both WSD- and UPnP-based PnP-X devices are discovered and displayed in Network Explorer.

Windows Server

In Windows Server, only WSD-based PnP-X devices are discovered and displayed in Network Explorer. The UPnP discovery service (SSDPSrv) does not run by default in Windows Server. Server administrators wanting to enable discovery of UPnP-based PnP-X devices must start the SSDPSrv service. This can be done through the Control Panel Services application or on the command line via the following:
C:\>net start SSDPSrv

WSD Device Installation Process

The following procedure describes the WSD device installation process:

1.
The user launches the Network Explorer. 

2.
The Network Explorer queries the WSD Provider (and other providers) for a list of devices and displays the devices to the user. 

3.
The user chooses to install the device. 

4.
The IPBusEnum service is notified of the new device installation request and queries the WSD Provider for device metadata. 

5.
The WSD Provider queries the device for metadata. 

6.
The device sends a metadata message to the WSD Provider in response. 

7.
The WSD Provider parses the metadata message and returns the results to IPBusEnum. 

8.
Based on the metadata, IPBusEnum creates a physical device object (PDO) for the device and passes the PDO to the PnP component. 

9.
PnP searches for the INF file associated with the device. 

10.
Based on the data in the INF file, PnP attempts to select a compatible device driver. 

11.
If a compatible device driver is available on the system, the driver is loaded and the device is installed. Otherwise, the Found New Hardware Wizard appears and the user must locate and install the driver manually. 

See also in this document:

· Creating a WSD-Compliant Device

Using PnP‑X
Independent hardware vendors (IHVs) can create devices that are compatible with the PnP‑X architecture. 

Application developers can query PnP‑X device metadata by using the Function Discovery API. For more information, see “Querying Device Metadata” later in this section

Creating a PnP‑X Device

A PnP‑X device is a device that can be discovered by one of the following Function Discovery providers:

· The WSD Provider 

· The SSDP Provider 

· A custom provider developed to discover the PnP‑X device

In most cases, the built-in WSD and SSDP providers can be used for device discovery, which simplifies development. If the device communicates by using a custom protocol, then a custom provider is required. For more information about writing a custom provider, see “Function Discovery Providers” at MSDN (http://msdn.microsoft.com).

The Web Services protocol offers two advantages. First, the WSD provider can discover devices on multiple subnets. Second, the WS device description document has more elements for a more detailed device description. 

Creating a WSD-Compliant Device

Device manufacturers must implement the following, in addition to base device functionality:

· Device Profile for Web Services (DPWS) support. To view the DPWS specification, see http://go.microsoft.com/fwlink/?LinkID=59069. 

· pnpx-wsd schema support. Specifically, the device must read metadata from a SOAP message containing pnpx-wsd schema elements and create a set of hardware IDs and compatible IDs from the XML. 

The device must send SOAP messages containing device metadata. The required elements are described in “WSD Device Metadata Requirements” in this document. This file includes both WSD and pnpx-wsd schema elements. The device must implement all WSD messages as described in the DPWS specification. These messages are required for device discovery.

WSD devices can be installed only if the HWID or Compatible ID specified in the device's INF file begins with the prefix UMB\. For a correctly formatted HWID, see “Sample INF File for WSD Devices” in this document. 

WSD devices are installed silently (without prompting the user) if a signed driver package is installed on the computer performing device discovery. If no signed driver package is available, the user is prompted to install the device.

See also in this document:

· pnpx-wsd Schema Reference

WSD Device Metadata Requirements

Metadata is supplied in a metadata message. This message is a SOAP message that is sent by a WSD device that contains the DPWS elements. These elements represent the device metadata. The WSD Provider reads the metadata from the message. Metadata is stored in property keys (PKEYs), and can be queried as described in “Querying Device Metadata” in this document. For an example, see “Sample Metadata Message for WSD Devices” in this document.

For a complete description of the metadata elements listed below, see the DPWS specification at http://go.microsoft.com/fwlink/?LinkID=59069. The PKEY_PNPX_* property keys are described in “Key Definitions” on MSDN. Other property keys are defined in propkey.h.

The following table shows the namespace prefixes that are used by metadata elements.

	Prefix
	Namespace

	wsa 
	http://schemas.xmlsoap.org/ws/2004/08/addressing

	wsd 
	http://schemas.xmlsoap.org/ws/2006/02/devprof

	wsdisco
	http://schemas.xmlsoap.org/ws/2005/04/discovery

	pnpx
	http://schemas.microsoft.com/windows/pnpx/2005/10


Most properties are persisted when the device is installed. A device's property store is cached from installation to installation, so the device metadata is refreshed only when the <wsdisco:MetadataVersion> element has changed. Only the <wsd:ThisModel/pnpx:DeviceCategory> element (and its corresponding PKEY, PKEY_PNPX_DeviceCategory) are not persisted.

Metadata Elements Required by PnP‑X
The following table shows the metadata elements that must be included in the metadata message for device installation. The table also shows the mapping from metadata elements to PKEYs.

	Element
	Device PKEY
	Service PKEY

	wsa:Address
	PKEY_PNPX_GlobalIdentity 
	PKEY_PNPX_GlobalIdentity

	
	PKEY_PNPX_ID
	n/a

	wsd:ThisModel/pnpx:DeviceCategory
	PKEY_PNPX_DeviceCategory
	n/a

	wsd:Hosted/pnpx:hardwareID
	n/a
	PKEY_PNPX_CompatibleTypes

	wsd:Hosted/pnpx:compatibleID
	n/a
	PKEY_PNPX_CompatibleTypes


The address (PKEY_PNPX_GlobalIdentity), the hardware identifier(s), and compatible identifier(s) (PKEY_PNPX_CompatibleTypes) are used by PnP to identify the device and to locate compatible drivers. The wsd:Hosted/pnpx:hardwareID and wsd:Hosted/pnpx:compatibleID elements are used to populate the PKEY_PNPX_CompatibleTypes key only if the device is installable, that is, if PKEY_PNPX_Installable is TRUE.

Note  The device identifier must be unique. Devices cannot share an identifier, even if the devices use different protocols. If a device implements more than one protocol, the device must have a unique identifier for each protocol.

Metadata Elements Required by DPWS

The following table shows the metadata elements required by the DPWS specification. The table also shows the mapping from metadata elements to PKEYs.

	Element
	Device PKEY
	Service PKEY

	wsdisco:MetadataVersion
	PKEY_PNPX_MetadataVersion
	PKEY_PNPX_MetadataVersion

	wsd:ThisModel/wsd:Manufacturer
	PKEY_PNPX_Manufacturer
	PKEY_PNPX_Manufacturer

	
	PKEY_Device_Manufacturer
	PKEY_Device_Manufacturer

	
	PKEY_PNPX_CompatibleTypes
	PKEY_PNPX_CompatibleTypes

	wsd:ThisModel/wsd:ManufacturerURL
	PKEY_PNPX_ManufacturerUrl
	PKEY_PNPX_ManufacturerUrl

	
	PKEY_DriverPackage_VendorWebSite
	PKEY_DriverPackage_VendorWebSite

	wsd:ThisModel/wsd:ModelName
	PKEY_PNPX_ModelName
	PKEY_PNPX_ModelName

	
	PKEY_Device_Model
	PKEY_Device_Model

	
	PKEY_Device_DeviceDesc
	PKEY_Device_DeviceDesc

	
	PKEY_PNPX_CompatibleTypes
	PKEY_PNPX_CompatibleTypes

	wsd:ThisModel/wsd:ModelNumber
	PKEY_PNPX_ModelNumber
	PKEY_PNPX_ModelNumber

	
	PKEY_PNPX_CompatibleTypes
	PKEY_PNPX_CompatibleTypes

	wsd:ThisModel/wsd:ModelURL
	PKEY_PNPX_ModelUrl
	PKEY_PNPX_ModelUrl

	wsd:ThisModel/wsd:PresentationURL
	PKEY_PNPX_PresentationUrl
	PKEY_PNPX_PresentationUrl

	wsd:ThisDevice/wsd:FriendlyName
	PKEY_PNPX_FriendlyName
	PKEY_PNPX_FriendlyName

	
	PKEY_Device_FriendlyName
	PKEY_Device_FriendlyName

	wsd:ThisDevice/wsd:FirmwareVersion
	PKEY_PNPX_FirmwareVersion
	PKEY_PNPX_FirmwareVersion

	
	PKEY_Device_BIOSVersion
	PKEY_Device_BIOSVersion

	wsd:ThisDevice/wsd:SerialNumber
	PKEY_PNPX_SerialNumber
	PKEY_PNPX_SerialNumber

	wsd:Hosted/wsd:ServiceId
	n/a
	PKEY_PNPX_ID


	wsd:ServiceId
	n/a
	PKEY_PNPX_ServiceId

	wsd:Hosted/wsd:ServiceAddress
	n/a
	PKEY_PNPX_ServiceAddress

	wsd:Hosted/wsdp:Types
	n/a
	PKEY_PNPX_Types


Note  The wsd:ThisModel/wsd:Manufacturer, wsd:ThisModel/wsd:ModelName, and wsd:ThisModel/wsd:ModelNumber elements are used to populate the PKEY_PNPX_CompatibleTypes key only if the device is not installable, that is, if PKEY_PNPX_Installable is FALSE.
Note  The total combined length of PKEY_PNPX_GlobalIdentity and PKEY_PNPX_ServiceId cannot exceed 167 characters (not including the NULL terminator).  If this limit is exceeded the installation of the device will fail.
Optional Metadata

The following table shows optional metadata elements that can be included in the metadata message. The table also shows the mapping from metadata elements to PKEYs.

	Element
	Device PKEY
	Service PKEY

	wsdisco:Types
	PKEY_PNPX_Types
	n/a

	
	PKEY_PNPX_CompatibleTypes
	n/a

	wsdisco:Scopes
	PKEY_PNPX_Scopes
	PKEY_PNPX_Scopes

	wsdisco:XAddrs
	PKEY_PNPX_XAddrs
	PKEY_PNPX_XAddrs

	
	PKEY_Device_LocationInfo 
	PKEY_Device_LocationInfo 


Note  The wsdisco:Types element is used to populate the PKEY_PNPX_CompatibleTypes key only if the device is not installable, that is, if PKEY_PNPX_Installable is FALSE.

See also in this document:

· Querying Device Metadata

· pnpx-wsd Schema

Sample INF File for WSD Devices

The following INF file provides driver-matching information for the device using the hardware identifier PnPX_SampleService1_HWID. 

Note  When adapting this sample for use with your device, you must maintain the UMB\ prefix on the device HWID or compatible ID. If you fail to do so, the device will not be recognized by PnP‑X and therefore the device will not be installed.

;/*++

;

;Copyright )) Microsoft Corporation. All rights reserved.

;

;Module Name:

;

;    pnpxsample.inf

;

;Abstract:

;    Sample PnP‑X INF file

;

;--*/

[Version]

Signature="$WINDOWS NT$"

Class=system

Class=PNPX

Provider=%MSFT%

ClassGuid={46162fd1-d6ed-4a13-8cae-273b9498c251}

DriverVer=4/8/2005,1.00.0000

[DestinationDirs]

DefaultDestDir = 12

[ClassInstall32]

Addreg=PNPXDevices_ClassReg

[PNPXDevices_ClassReg]

HKR,,,,%ClassName%

HKR,,SilentInstall,,1

HKR,,Icon,,"-52"

[Manufacturer]

%MSFT%=PnpxDevice, ntamd64, ntia64

[PnpxDevice]

; Model Device Description    Install Section       HWIDs, Compatible IDs

; -----------                    -------               --------

%PnpxDevice.DeviceDesc1%=PnpxDevice_Install, UMB\PnPX_SampleService1_HWID 

[PnpxDevice.ntamd64]

%PnpxDevice.DeviceDesc1%=PnpxDevice_Install, UMB\PnPX_SampleService1_HWID

[PnpxDevice.ia64]

%PnpxDevice.DeviceDesc1%=PnpxDevice_Install, UMB\PnPX_SampleService1_HWID

[PnpxDevice_Install]

[PnpxDevice_Install.HW]

AddReg=PnpxDevice_Install.HW.AddReg

[PnpxDevice_Install.HW.AddReg]

HKR,,InterfaceGUIDs,0x10000, "{6639fe91-e2e7-4bed-a066-8ddfcf64049d}"

[PnpxDevice_Install.Services]         ; Setup the UMPass service for our device

AddService = UMPass, %SPSVCINST_ASSOCSERVICE%, UMPassService_Install

[UMPassService_Install]

DisplayName    = %umpass.SVCDESC%     ; Friendly Name of the Service

ServiceType    = 1                    ; SERVICE_KERNEL_DRIVER

StartType      = 3                    ; SERVICE_DEMAND_START 

ErrorControl   = 1                    ; SERVICE_ERROR_NORMAL

ServiceBinary  = %12%\umpass.sys

LoadOrderGroup = Extended Base

[Strings]      ; Strings that are referenced throughout the INF

MSFT = "Microsoft"

ClassName = "PNP‑X Devices"

SPSVCINST_ASSOCSERVICE= 0x00000002

umpass.SVCDESC = "Microsoft UMPass Driver"

PnpxDevice.DeviceDesc1 = "PNP‑X Example Device INF"

Sample Metadata Message for WSD Devices

The following SOAP message specifies metadata for a device (printer/scanner) that offers two hosted services, identified by PnPX_SampleService1_HWID and PnPX_SampleService2_HWID.

<soap:Envelope

    xmlns:soap="http://www.w3.org/2003/05/soap-envelope"

    xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing"

    xmlns:wsdisco="http://schemas.xmlsoap.org/ws/2005/04/discovery"

    xmlns:wsx="http://schemas.xmlsoap.org/ws/2004/09/mex"

    xmlns:wsd="http://schemas.xmlsoap.org/ws/2006/02/devprof"

    xmlns:pnpx="http://schemas.microsoft.com/windows/pnpx/2005/10">


    <soap:Header>

        <!-- Place SOAP header information here.-->

    </soap:Header>
 

    <soap:Body>

        <wsx:Metadata>

            <wsx:MetadataSection

                Dialect="http://schemas.xmlsoap.org/ws/2005/05/devprof/ThisDevice">

                <wsd:ThisDevice>

                    <!-- Place ThisDevice metadata here.-->

                </wsd:ThisDevice>

            </wsx:MetadataSection>

           <wsx:MetadataSection

                Dialect="http://schemas.xmlsoap.org/ws/2005/05/devprof/ThisModel">

                <wsd:ThisModel>

                    <!-- Place ThisModel metadata here.-->





                    <pnpx:DeviceCategory>

                        <!-- This device is in the Printers category -->

                        Printers Scanners 

                   </pnpx:DeviceCategory>


                </wsd:ThisModel>

            </wsx:MetadataSection>


            <wsx:MetadataSection

                Dialect="http://schemas.xmlsoap.org/ws/2005/05/devprof/Relationship">

                <wsd:Relationship

                    Type="http://schemas.xmlsoap.org/ws/2005/05/devprof/host">

                    <wsd:Hosted>

                        <!-- Place Hosted metadata for the 

                             first service here.-->

                        <pnpx:HardwareId>

                            <!-- Place the Hardware ID for the 

                                 first service here.-->

                            PnPX_SampleService1_HWID    

                        </pnpx:HardwareId>

                        <pnpx:CompatibleId>

                            <!-- Place the Compatible ID for the 

                                 first service here.-->

                            PnPX_SampleService1_CPID    

                        </pnpx:CompatibleId>

                    </wsd:Hosted>

                    <wsd:Hosted>

                        <!-- Place Hosted metadata for the 

                             second service here.-->

                        <pnpx:HardwareId>

                            <!-- Place the Hardware ID for the 

                                 second service here.-->

                            PnPX_SampleService2_HWID

                        </pnpx:HardwareId>

                        <pnpx:CompatibleId>

                            <!-- Place the Compatible ID for the 

                                 second service here.-->

                            PnPX_SampleService2_CPID

                        </pnpx:CompatibleId>

                    </wsd:Hosted>

                   <wsd:Hosted>

                        <!-- Place Hosted metadata for the 

                             third service here.-->

                        <!-- This service will not be installed by 

                             PnP‑X because it does not contain a 

                             Hardware ID or Compatible ID.-->

                    </wsd:Hosted>

                </wsd:Relationship>

            </wsx:MetadataSection>

        </wsx:Metadata>

    </soap:Body>

</soap:Envelope>

Creating a SSDP-Compliant Device

Device manufacturers must implement the following, in addition to base device functionality: 

· UPnP 1.0 device architecture support. To view the UPnP device architecture specification, visit http://go.microsoft.com/fwlink/?LinkId=60979. 

· pnpx-ssdp schema support. 

The device must completely implement the UPnP device architecture, including the SSDP discovery response message and the device description file. The device description file must include all elements specified in “SSDP Device Metadata Requirements” in this document. This file includes both UPnP and pnpx-ssdp schema elements.

SSDP devices can be installed only if the following criteria are met:

· The HWID or Compatible ID specified in the device's INF file begins with the prefix UMB\. For a correctly formatted HWID, see “Sample INF File for SSDP Devices” in this document. 

· The device is on the same subnet as the computer performing device discovery. 

SSDP devices are installed silently (without prompting the user) if a signed driver package is installed on the computer performing device discovery. If no signed driver package is available, the user is prompted to install the device.

SSDP Device Metadata Requirements

Device metadata is supplied in an SSDP discovery response message and in a device description file. 

Metadata is stored in property keys (PKEYs), and can be queried as described in “Querying Device Metadata” in this document. 

The PKEY_PNPX_* property keys are described in “Key Definitions” at MSDN. Other property keys are defined in propkey.h.

Most properties are persisted when the device is installed. Only the pnpx:X_DeviceCategory element (and its corresponding PKEY, PKEY_PNPX_DeviceCategory) are not persisted.

SSDP Discovery Response Metadata

The following table shows the metadata elements that must be specified in the SSDP discovery response message. The table also shows the mapping from headers to PKEYs. 

	Header
	Device PKEY

	USN
	PKEY_PNPX_GlobalIdentity 

	
	PKEY_PNPX_ID

	LOCATION
	PKEY_PNPX_XAddrs

	
	PKEY_Device_LocationInfo


The USN is a UUID used by PnP to identify the device on the network. The location specifies the URL of the device description file.

Note  The device identifier must be unique. Devices cannot share an identifier, even if the devices use different protocols. If a device implements more than one protocol, the device must have a unique identifier for each protocol.
Note  The total combined length of PKEY_PNPX_GlobalIdentity and PKEY_PNPX_Id cannot exceed 167 characters (not including the NULL terminator).  If this limit is exceeded the installation of the device will fail.
Metadata Elements Required by PnP‑X
The following table shows the namespace prefix that is used by PnP-X metadata elements in UPnP devices.

	Prefix
	Namespace

	pnpx
	http://schemas.microsoft.com/windows/pnpx/2005/11


The following table shows the metadata elements that must be included in the description file for device installation. The table also shows the mapping from metadata elements to PKEYs.

	Element
	Device PKEY

	pnpx:X_DeviceCategory
	PKEY_PNPX_DeviceCategory

	pnpx:X_hardwareID
	PKEY_PNPX_HardwareIds

	
	PKEY_Device_HardwareIds

	
	PKEY_PNPX_CompatibleTypes

	pnpx:X_compatibleID
	PKEY_PNPX_CompatibleIds

	
	PKEY_Device_CompatibleIds

	
	PKEY_PNPX_CompatibleTypes


Note  The pnpx:X_hardwareID and pnpx:X_compatibleID elements are used to populate the PKEY_PNPX_CompatibleTypes key only if the device is installable, that is, if PKEY_PNPX_Installable is TRUE.

Metadata Elements Required by UPnP Architecture

The following table shows the metadata elements that are required by the UPnP architecture specification. Elements are defined in the namespace urn:schemas-upnp-org:device-1-0. The table also shows the mapping from metadata elements to PKEYs.

	Element
	Device PKEY

	friendlyName
	PKEY_PNPX_FriendlyName

	
	PKEY_Device_FriendlyName

	manufacturer
	PKEY_PNPX_Manufacturer

	
	PKEY_Device_Manufacturer

	
	PKEY_PNPX_CompatibleTypes

	modelName
	PKEY_PNPX_ModelName

	
	PKEY_Device_Model

	
	PKEY_PNPX_CompatibleTypes

	deviceType
	PKEY_PNPX_DeviceType

	
	PKEY_PNPX_CompatibleTypes


Note  The manufacturer, modelName, and deviceType elements are used to populate the PKEY_PNPX_CompatibleTypes key only if the device is not installable, that is, if PKEY_PNPX_Installable is FALSE.

Optional Metadata

The following table shows optional metadata elements that can be included in the metadata message. Elements are defined in the namespace urn:schemas-upnp-org:device-1-0. The table also shows the mapping from metadata elements to PKEYs.

	Element
	Device PKEY

	manufacturerURL
	PKEY_PNPX_ManufacturerUrl

	
	PKEY_DriverPackage_VendorWebSite

	modelNumber
	PKEY_PNPX_ModelNumber

	
	PKEY_PNPX_CompatibleTypes

	modelDescription
	PKEY_Device_DeviceDesc

	presentationURL
	PKEY_PNPX_PresentationUrl

	serialNumber
	PKEY_PNPX_SerialNumber

	UPC
	PKEY_PNPX_Upc


Note  The modelNumber element is used to populate the PKEY_PNPX_CompatibleTypes key only if the device is not installable, that is, if PKEY_PNPX_Installable is FALSE.

See also in this document:

· Querying Device Metadata

Sample SSDP Discovery Response Message

The SSDP discovery response message contains device metadata that is required to identify the device on the network. The unique service name (USN) is used as the device identifier.

The format of the response message is specified by the UPnP device architecture specification. For more information about the specification, see http://go.microsoft.com/fwlink/?LinkId=60979.

The following example shows an SSDP discovery response message. 

HTTP/1.1 200 OK

Location: http://192.168.0.1:1234/upnphost/udhisapi.dll?

          content=uuid:7364efab-76ed-39bd-bde9-1837415aeb93

Ext:

USN: uuid:7364efab-76ed-39bd-bde9-1837415aeb93:

     :urn:schemas-upnp-org:device:Printer:1

Server: Microsoft-Windows-NT/5.1 UPnP/1.0

        UPnP-Device-Host/1.0

Cache-Control: max-age=1800

ST: urn:schemas-upnp-org:device:Printer:1

Content-Length:0

Sample INF File for SSDP Devices

The following INF file provides driver matching information for the device using the hardware identifier PnPX SampleDevice_HWID. 

Note  When adapting this sample for use with your device, you must maintain the UMB\ prefix on the device HWID or compatible ID. If you fail to do so, the device will not be recognized by PnP‑X and therefore the device will not be installed.

;/*++

;

;Copyright )) Microsoft Corporation. All rights reserved.

;

;Module Name:

;

;    pnpxsample.inf

;

;Abstract:

;    Sample PnP‑X INF file

;

;--*/

[Version]

Signature="$WINDOWS NT$"

Class=system

Class=PNPX

Provider=%MSFT%

ClassGuid={46162fd1-d6ed-4a13-8cae-273b9498c251}

DriverVer=4/8/2005,1.00.0000

[DestinationDirs]

DefaultDestDir = 12

[ClassInstall32]

Addreg=PNPXDevices_ClassReg

[PNPXDevices_ClassReg]

HKR,,,,%ClassName%

HKR,,SilentInstall,,1

HKR,,Icon,,"-52"

[Manufacturer]

%MSFT%=PnpxDevice, ntamd64, ntia64

[PnpxDevice]

; Model Device Description    Install Section       HWIDs, Compatible IDs

; -----------                    -------               --------

%PnpxDevice.DeviceDesc1%=PnpxDevice_Install, UMB\PnPX_SampleDevice_HWID

[PnpxDevice.ntamd64]

%PnpxDevice.DeviceDesc1%=PnpxDevice_Install, UMB\PnPX_SampleDevice_HWID 

[PnpxDevice.ia64]

%PnpxDevice.DeviceDesc1%=PnpxDevice_Install, UMB\PnPX_SampleDevice_HWID

[PnpxDevice_Install]

[PnpxDevice_Install.HW]

AddReg=PnpxDevice_Install.HW.AddReg

[PnpxDevice_Install.HW.AddReg]

HKR,,InterfaceGUIDs,0x10000, "{6639fe91-e2e7-4bed-a066-8ddfcf64049d}"

[PnpxDevice_Install.Services]         ; Setup the UMPass service for our device

AddService = UMPass, %SPSVCINST_ASSOCSERVICE%, UMPassService_Install

[UMPassService_Install]

DisplayName    = %umpass.SVCDESC%     ; Friendly Name of the Service

ServiceType    = 1                    ; SERVICE_KERNEL_DRIVER

StartType      = 3                    ; SERVICE_DEMAND_START 

ErrorControl   = 1                    ; SERVICE_ERROR_NORMAL

ServiceBinary  = %12%\umpass.sys

LoadOrderGroup = Extended Base

[Strings]      ; Strings that are referenced throughout the INF

MSFT = "Microsoft"

ClassName = "PNP‑X Devices"

SPSVCINST_ASSOCSERVICE= 0x00000002

umpass.SVCDESC = "Microsoft UMPass Driver"

PnpxDevice.DeviceDesc1 = "PNP‑X - Example Device INF"

Sample Device Description File for SSDP Devices

The following XML file specifies metadata for a printer identified by PnPX_SampleDevice_HWID.

<?xml version="1.0" ?> 

<root xmlns="urn:schemas-upnp-org:device-1-0">

    <specVersion>

        <major>major version number</major> 

        <minor>minor version number</minor> 

    </specVersion>

    <URLBase>device URL</URLBase> 

    <device>

        <pnpx:X_hardwareId xmlns:pnpx=”http://schemas.microsoft.com/windows/pnpx/2005/11”>

           PnPX_SampleDevice_HWID

        </pnpx:X_hardwareId>

        <pnpx:X_compatibleId xmlns:pnpx=”http://schemas.microsoft.com/windows/pnpx/2005/11”>

           PnPX_SampleDevice_CPID

        </pnpx:X_compatibleId>

        <pnpx:X_deviceCategory xmlns:pnpx=”http://schemas.microsoft.com/windows/pnpx/2005/11”>

           Printers.Printer 

        </pnpx:X_deviceCategory >

        <deviceType>UPnP device type</deviceType> 

        <friendlyName>friendly name</friendlyName> 

        <manufacturer>manufacturer</manufacturer> 

        <manufacturerURL>manufacturer URL</manufacturerURL> 

        <modelDescription>model description</modelDescription> 

        <modelName>model name</modelName> 

        <modelNumber>model number</modelNumber> 

        <modelURL>URL to model site</modelURL>

        <serialNumber>manufacturer's serial number</serialNumber>

        <UDN>device UDN</UDN> 

        <UPC>universal product code</UPC>

        <iconList>

            <icon>

                <mimetype>image/format</mimetype>

                <width>horizontal pixels</width>

                <height>vertical pixels</height>

                <depth>color depth</depth>

                <url>URL to icon</url>

            </icon>

            <!-- more icons  ->

        </iconList>

        <serviceList>

            <service>

                <serviceType /> 

                 <serviceId /> 

                 <SCPDURL /> 

                 <controlURL /> 

                 <eventSubURL /> 

            </service>

        </serviceList>

        <deviceList>

            <!-- child device descriptions ->

        </deviceList>

        <presentationURL>presentation URL</presentationURL> 

    </device>

</root>

Querying Device Metadata

Each PnP‑X device is associated with a function instance, represented by the IFunctionInstance object. Each function instance has a property store. This property store contains metadata supplied by a PnP‑X device.

There are a number of ways to view, set, and query a PnP‑X device's metadata. A property store can be opened using the IFunctionInstance::OpenPropertyStore method. The metadata in the property store can be manipulated by using the IPropertyStore interface.

A query can be constructed for devices with specific metadata by specifying a property constraint on a collection query. To do this, call the IFunctionInstanceCollectionQuery::AddPropertyConstraint method on the IFunctionInstanceCollectionQuery object that is returned by the IFunctionDiscovery::CreateInstanceCollectionQuery method. 

PnP‑X Reference

This section contains the reference material on using the PnP‑X interface. The topics include:

· PnP‑X Category Definitions 

· pnpx-wsd Schema Reference 

PnP‑X Category Definitions

PnP‑X categories are the namespaces in which components that provide similar base functionality are grouped. 

The PKEY_PNPX_DeviceCategory property key associated with a PnP‑X device function instance stores the category value. Like other PKEY values, the category value is specified in the device metadata.

Each category has predefined keywords associated with it. These keywords are used to restrict the list of devices displayed in Network Explorer. When the user types one of the predefined keywords into the Search Category box, Network Explorer displays only the items in the matching category.

Some categories have predefined subcategories. A subcategory can be specified in the device metadata, and its value is stored in the PKEY_PNPX_DeviceCategory property key instead of the parent category value.

Subcategories do not appear in Network Explorer. Instead, a subcategory's parent category value appears. Subcategories can be queried programmatically as described in “Querying Device Metadata” in this document, but they cannot be queried by the end user.

Providers can define and use their own subcategories, but they cannot define their own categories.

The following are the built-in PnP‑X categories.

	Constant/value
	Description

	PNPX_DEVICECATEGORY_COMPUTER
L"Computers"
	Computers category. 

Keywords: Computer, Laptop, Tablet

Defined subcategories: Computers.PC, Computers.MediaCenter, Computers.Server

	PNPX_DEVICECATEGORY_INPUTDEVICE
L"Input"
	Input Devices category. 

Keywords: Keyboard, Mouse, Input

Defined subcategories: Input.Keyboard, Input.Mouse

	PNPX_DEVICECATEGORY_PRINTER
L"Printers"
	Printers category. 

Keyword: Printer

	PNPX_DEVICECATEGORY_SCANNER
L"Scanners"
	Scanners category. 

Keyword: Scanner

	PNPX_DEVICECATEGORY_FAX
L"FAX"
	FAX category. 

Keyword: FAX

	PNPX_DEVICECATEGORY_MFP
L"MFP"
	Multifunction Devices category. 

Keywords: Multifunction Device, MFP

	PNPX_DEVICECATEGORY_CAMERA
L"Cameras"
	Cameras category. 

Keywords: Camera, Video Camera, Digital Camera

Defined subcategories: Cameras.DigitalStillCamera, Cameras.VideoCamera

	PNPX_DEVICECATEGORY_STORAGE
L"Storage"
	Storage category. 

Keywords: Hard Drive, CD, CD-ROM, DVD, DVD-ROM, Flash, SD

Defined subcategory: Storage.NAS

	PNPX_DEVICECATEGORY_NETWORK_INFRASTRUCTURE
L"NetworkInfrastructure"
	Network Infrastructure category. 

Keywords: Hub, Switch, Gateway, Router, Access Point, Modem

Defined subcategories: NetworkInfrastructure.AccessPoint, NetworkInfrastructure.Router, NetworkInfrastructure.Switch

	PNPX_DEVICECATEGORY_DISPLAYS
L"Displays"
	Displays category. 

Keywords: Monitor, Projector, Television, Digital Picture Frame

Defined subcategory: Displays.Monitor

	PNPX_DEVICECATEGORY_MULTIMEDIA_DEVICE
L"MediaDevices"
	Media Devices category. 

Keywords: Music Player, Music Server, MP3 Player, WMA Player, Pika, Media Extender, Stereo, A/V Receiver, Cable, Satellite, DVR, Speakers

Defined subcategories: MediaDevices.DVR, MediaDevices.DAR, MediaDevices.MCE, MediaDevices.MusicPlayer

	PNPX_DEVICECATEGORY_GAMING_DEVICE
L"Gaming"
	Gaming Devices category. 

Keywords: Xbox, Controller, Joystick

Defined subcategories: Gaming.Xbox, Gaming.Xbox360

	PNPX_DEVICECATEGORY_TELEPHONE
L"Phones"
	Phones category. 

Keywords: Telephone, Cell Phone, Pager

Defined subcategories: Phones.CellPhone, Phones.WindowsMobile

	PNPX_DEVICECATEGORY_HOME_AUTOMATION_SYSTEM
L"HomeAutomation"
	Home Automation category. 

Keywords: Light, Thermostat, Heater, A/C, Air Conditioning

Defined subcategories: HomeAutomation.Light, HomeAutomation.Thermostat, HomeAutomation.Heater, HomeAutomation.AC

	PNPX_DEVICECATEGORY_HOME_SECURITY_SYSTEM 
L"HomeSecurity"
	Home Security category. 

Keywords: Security, Home Security

	PNPX_DEVICECATEGORY_OTHER
L"Other"
	Other Devices category. 

There are no keywords or subcategories associated with this category.


Requirements:

· Client: Requires Windows Vista.

· Server: Requires Microsoft Windows Server Code Name "Longhorn".

· Header: Declared in FunctionDiscoveryKeys.h.

See also on the MSDN Web site:

· Function Discovery Categories

pnpx-ssdp Schema Reference

The pnpx-ssdp schema specifies metadata elements for PnP‑X devices that use the SSDP protocol.

pnpx-ssdp Schema Elements

The pnpx-ssdp schema defines the following elements.

· X_compatibleId (X_PnpXType) 

· X_deviceCategory (X_PnpXType) 

· X_hardwareId (X_PnpXType) 

· X_PnpX 

X_compatibleId (X_PnpXType) Element

Specifies the compatible identifier(s) of the services provided by a device. Devices may have more than one compatible ID.

<xs:element name="X_compatibleId"

    type="string"

 />

The X_compatibleId element is defined by the X_PnpXType complex type.

Remarks

To specify more than one CompatibleID, separate the identifiers with a space character, for example, PnPX_SampleService_HWID_1 PnPX_SampleService_HWID_2 PnPX_SampleService1_HWID_3. 

See also in this document:

· For definition context of element in schema, see “X_PnpXType_ComplexType” in this document

· For possible immediate parent element in schema instance, see “X_PnpX Element” in this document

X_deviceCategory (X_PnpXType) Element

Specifies the PnP‑X category to which the device belongs. More than one category can be specified.

<xs:element name="X_deviceCategory"

    type="string"

 />

The X_deviceCategory element is defined by the X_PnpXType complex type.

Remarks

To specify more than one device category, separate the categories with a space. For example, Printers Storage identifies a device with a primary category of Printers and a secondary category of Storage. 

Devices can also specify a device subcategory for a more descriptive device category. For example, Phones.WindowsMobile Cameras.DigitalStillCamera MediaDevices.MusicPlayer identifies a device that is a Microsoft Windows Mobile® device with a camera and music player. The primary device category for this device would be Phones. 

See also in this document:

· For definition context of element in schema, see “X_PnpXType_ComplexType” in this document

· For possible immediate parent element in schema instance, see “X_PnpX Element” in this document

X_hardwareId (X_PnpXType) Element

The X_hardwareId (X_PnpXType) element specifies the hardware identifier(s) of the device. PnP matches this element with the hardware description(s) provided in the [PnpxDevice] section of the device's INF file. Based on this information, the PnP service selects and loads the most appropriate device driver.

<xs:element name="X_hardwareId"

    type="string"

 />

The X_hardwareId element is defined by the X_PnpXType complex type.

Remarks

To specify more than one hardware ID, separate the identifiers with a space character, for example, PnPX_SampleService_HWID_1 PnPX_SampleService_HWID_2 PnPX_SampleService1_HWID_3.

See also in this document:

· For definition context of element in schema, see “X_PnpXType_ComplexType” in this document

· For possible immediate parent element in schema instance, see “X_PnpX Element” in this document

X_PnpX Element

Specifies SSDP device metadata.

<xs:element name="X_PnpX"

    type="X_PnpXType"

 />

pnpx-ssdp Schema Complex Types

The pnpx-ssdp schema defines the X_PnpXType. 

X_PnpXType Complex Type

Specifies the required metadata elements for PnP‑X devices using the SSDP protocol. This complex type is extensible.

<xs:complexType name="X_PnpXType">

    <xs:sequence>

        <xs:element name="X_hardwareId"

            type="string"

            minOccurs="0"

            maxOccurs="unbounded"

         />

X_hardwareId

Specifies the hardware identifier(s) of the device.
        <xs:element name="X_compatibleId"

            type="string"

            minOccurs="0"

            maxOccurs="unbounded"

         />

X_compatibleId

Specifies the compatible identifier(s) of the services provided by a device.

        <xs:element name="X_deviceCategory"

            type="string"

            minOccurs="0"

            maxOccurs="unbounded"

         />

X_deviceCategory

Specifies the PnP‑X category to which the device belongs.

        <xs:any

            processContents="lax"

            minOccurs="0"

            maxOccurs="unbounded"

            namespace="##other"

         />

    </xs:sequence>

    <xs:anyAttribute

        processContents="lax"

        namespace="##any"

     />

</xs:complexType>

X_PnpXType

Child elements:

	Element
	Type
	Description

	X_compatibleId
	string 
	Specifies the compatible identifier(s) of the services provided by a device. 

	X_deviceCategory
	string 
	Specifies the PnP‑X category to which the device belongs. 

	X_hardwareId
	string 
	Specifies the hardware identifier(s) of the device. 


pnpx-wsd Schema Reference

Specifies metadata elements for PnP‑X devices that use the WSD protocol. 

pnpx-wsd Schema Elements

The pnpx-wsd schema defines the following elements.

· CompatibleId 

· DeviceCategory 

· HardwareId 

CompatibleId Element

Specifies the compatible identifier(s) of the services provided by a device. PnP matches this element with the service description(s) provided in the [PnpxDevice] section of the device's INF file.

<xs:element name="CompatibleId"

    type="CompatibleId"

 />

CompatibleId

Remarks

The length of this string must not exceed 196 wide characters (392 bytes). To specify more than one CompatibleID, separate the identifiers with a space character, for example, PnPX_SampleService_HWID_1 PnPX_SampleService_HWID_2 PnPX_SampleService1_HWID_3. 

DeviceCategory Element

Specifies the PnP‑X category to which the device belongs. More than one category can be specified.

<xs:element name="DeviceCategory"

    type="DeviceCategoryType"

 />

DeviceCategory

Remarks

To specify more than one device category, separate the categories with a space. For example, Printers Storage identifies a device with a primary category of Printers and a secondary category of Storage. 

Devices can also specify a device subcategory for a more descriptive device category. For example, Phones.WindowsMobile Cameras.DigitalStillCamera MediaDevices.MusicPlayer identifies a device that is a Windows Mobile device with a camera and music player. The primary device category for this device would be Phones. 

See also in this document:

· PnP‑X Category Definitions

HardwareId Element

Specifies the hardware identifier(s) of the device. PnP matches this element with the hardware description(s) provided in the [PnpxDevice] section of the device's INF file. Based on this information, the PnP service selects and loads the most appropriate device driver.

<xs:element name="HardwareId"

    type="HardwareIdType"

 />

HardwareId

Remarks

The length of this string must not exceed 196 wide characters (392 bytes). To specify more than one HardwareId, separate the identifiers with a space character, for example, PnPX_SampleService_HWID_1 PnPX_SampleService_HWID_2 PnPX_SampleService1_HWID_3. 

pnpx-wsd Schema Simple Types

The pnpx-wsd schema defines the following types. 

· CompatibleIdType 

· DeviceCategoryType 

· HardwareIdType 

CompatibleIdType Simple Type

Specifies the data type of the CompatibleId element.

<xs:simpleType name="CompatibleIdType">

    <xs:list>

        <xs:itemType name="string" />

string

    </xs:list>

</xs:simpleType>

CompatibleIdType

DeviceCategoryType Simple Type

Specifies the data type of the DeviceCategory element.

<xs:simpleType name="DeviceCategoryType">

    <xs:list>

        <xs:itemType name="string" />

string

    </xs:list>

</xs:simpleType>

HardwareIdType Simple Type

Specifies the data type of the HardwareId element.

<xs:simpleType name="HardwareIdType">

    <xs:list>

        <xs:itemType name="string" />

string

    </xs:list>

</xs:simpleType>

HardwareIdType

DeviceCategoryType
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LICENSE AGREEMENT

This MicrosoRt Windows Rally Program License Agreement (the “Agreement’) is by and between
MICROSOFT CORPORATION, a corporation organized under the laws of Washington (“Microsoft"),
and the individual or entity identified and signing below (“You™ or “Licensee”). If ¥ou want a License
Jfrom Microsoft to access, view or implement one or more Licensed Technologies (as defined below),
You must (1) complete the designated information i the box below, and (2) sign and return this
Agreement AS IS to Microsoft at the address shown in Section 8.3. This is an offer to be accepted only
on the terms set forth in this Agreement. 1f any other changes are made to this Agreement, the offer is
revoked. This Agreement, completed and fully executed by You, will become effective on the date it is
received by MicrosoRt pursuant to Section 8.3 (the “Effective Date”).

Licensee full legal name.
Type oflegal entity (corporation, partnership, sole proprietorship, individual or other):
State Province organized:

Street address:

City, State & Country

Email contact for notices:

Recitals

Microsoft has developed certain “Windows Rally” technologies, including communications protocels, that
are intended to facilitate certain tasks performed by or in conjunction with network connected devices.
Licensee desires a license from Microsoft to access, view or implement the Licensed Technology(ies) for
which the applicable box(es) are checked on Exhibit A, and to use the comesponding Technical
Documentation (as defined below) for the purpose of such implementation().

L. Definitions

L1 “Affiliate” means, with respect to any legal entity, any other such entity diectly or indirectly
Controlling, Controlled by, or tnder commen Control with such entity. “Cantzol” means the possession,
directly or indirectly, of the power to direct or cause the direction of the management and policies of a
legally recognizable entity, whether thiough the ovnership of voting shares or other voting interests, by
contract, or othersise,

12 “Authorized Purpose” means, with respect to each Licensed Technology, the function(s)
comesponding to such Licensed Technology as set forth in Exhibit A.

13 “Licensed Implementation(s)” means only those specific portion(s) of Licensee’s products that (a)
implement Licensed Technology (Ges) solely to camry out the corresponding Authorized Purpose(s), and (b)
are compliant with all Required Portions of the relevant Technical Documentation.

L4 “Licensed Product” means a product, branded with 2 trademark owned or controlled by Licensee, that
includes Licensed Implementation(s) either alone or with other compenents.

15 “Licensed Technology(ies)’ means the version(s) of the software communications protocol(s) and
related technology(ies) which Licensee indicates it has selected from the list on Exhibit A. “Licensed
Technology(ies)” also includes any version(s) of such protocal(s) or technology(ies) and any new
protacal(s) or technology(ies) that may be added to this Agreement by muual written agreement between
Licensee and Microsof in the fture.

16 “Necessary Claims™ means claims of an unespired patent or patent application that (2) are ovmed or
controlled by Microsoft or 2 MicrosoRt Affiiate; and (b) are necessarlly infringed by implementing the
‘Required Portions of the Technical Documentation, wherein 2 claim is necessarly infringed only when it is
not possible to avoid infringing it because there is no nonnfiinging altemative for implementing the
‘Required Portion of the relevant Technical Documentation. “Necessary Claims” do not include any claims:
(3) other than those set forth above even if contained in the same patent as Necessary Claims; (i) that, if
licensed, would require a payment of royalties or other fee(s) by a party to unafiliated third partes; (i) to
any wnderlying or enabling technologies that may be used or needed to make or use a system or product or




[image: image2.jpg]portion thereof that implements the relevant Licensed Technology(ies). or (1v) to any implementation of
other technical docmentation, specifications or technologies that are merely refemred to in the body of the
Technical Documertation.

17 “Required Portions” means all portions of Technical Documentation with the exception of any
portions that are expressly identified by Microsoft as being “optional.

L8 “Technical Documentation” means Microsoft's propritary technical documertation for the Licensed
Technology(ies).

2. Windows Rally Program Administration; Program Additions and Updates

21 Delivery. Microsoft has made the Technical Documertation available to Windows Rally program
Hcensees at wwmicrosoft commlly.  The Technical Documentation shall be deemed accepted by
Licensee upon its download.

22 Program Additions and Updates. Microsoft may in its discretion elect to include additional software
conmaunications protacols or ofher technologies in the Windows Rally program in the fture by publishing
technical documertation for them at i microsof com rally and making available amended temns of this
Agreement at such website in order to make such protocals or other technologies available under this
Agreement. Except in the event Microsoft makes such additional protacols or other techrologies available
and Licensee accepts applicable tems goveming their inclusion under this Agreement, no ofher protocls,
technologies, technical documertation, or MicrosoR enhancements or updates to the Licensed
Technology(ies) andor Technical Documentation are licensed under this Agreement

23 No Technical Support. This Agreement does not include technical support by Microsoft to Licensee
its chamel entiies, or end users. Licensee s solely responsible for all such support and shall advise
channel entiies and end users accordingly

3. Licenses

31 Copyright License. Microsoft hereby grants Licensee a non-exclusive, royalty-fiee, non-
sublicensable, noniransferble, personal, worldwide license to make a reasenable number of complete
copies of the Tedhnical Documentation for use solely in developing and testing such Licensed
Implementation(s). Licensee shal retain in all copies of, and shall comply with, any copyright-related
notices that are included in such Technical Documentation.

32 Patent License. Microsoft hereby grants Licensee a nonexclusive, royalty-free, non-sublicensable,
nontmansferable, personal, worldwide license under the Necessary Claims to use the Tedmical
Documentation for the Licensed Technology(ies)s to:

(@) make, use, import, offer to sell, sell and distribute directly or indirectly to end users, object code
versions of Licensed Implementations only as incorporated into Licensed Products and solely for the
purpose of conforming with the comesponding Technical Documentation in order for Licensed
Inmplementations to carry ot the Authorized Purpose comesponding to such Licensed Technology(ies), and

(®)to distribute or otherwise disclose source code capies of the Licensed Implementation(s) licensed in
Section 3.2(a) enly if Licensee (i) prominently displays the following notice in all copies of such source
code, and (i) distributes or discloses the source code only under a license agreement that includes the
following notice as a temn of such license agieement and does not include any other terms that are
inconsistent with, or would prohibit, the following notice:

This source code incorporates iniellectual property owned by Microsoft Corporation and cannot be.
mads, used, sold, offered for sale, iported or redistributed without a licenss from Microsoft
Corporation. Our provision of this source code does not include any licenses or any other rights to you
under any Microsoft intellectual property. If you would ke a license from Microsoft, you need
contact Microsoft directly (send mail to rally@nicrosoftcom.”

33 License Clarifications. The licenses granted to Licensee in this Agreement do not include any right to

(i) modify the Technical Documertation, change any of the packet types or content types described in the

Technical Documentation, or extend any such packet types or contert fypes except as described in the

Technical Documertation, or (i) implement any Licensed Technology(ies) or exercise rights under any




[image: image3.jpg]Necessary Claims in any software other than a Licensed Inplementation or to support any communications
betsveen computing devices andor computing functions other than as expressly provided in the definition
ofthe Authorized Purpose comesponding to the applicable Licensed Techmology(ies). For the avoidance of
doul, regardless of whether a Licensed Implemertation performs or is capable of perfomning fimctions
other than the Authorized Purpose, the licenses set forthin Section 3.2 apply only to the perfomance of the
Authorized Purpose comesponding to such Licensed Implementation.

3.4 Licensee Covenant Not to Sue. In consideration of the terms of this Agreement, Licensee covenants
onbehalf o itself and its Affilates that it will not sue Microsoft or any Microsoft Affiiate for infringement
of any claims of paterts reading on any Technical Documertation (*Licensee Patents™) on accourt of any
manufacture, use, sale, offer for sale, importation or other disposition or promotion, worldwide, of any
Microsoft product, technology, service or portion thereof. If Licensee assigns or transfers any Licensee
Patents, applications therefor, or rights to enforce the same, Licensee shall require as a condition of any
such assignment that the assignee agrees to be bound by the provisions of this Section 3.4 with respect to
Licensee Patents. Any puported assignment or trnsfer of rights in derogation of the foregoing
requirements shall be mull and void.

35 No Warranties. Licensee shall make no representation, or any express or implied wamanty to third
parties (including, without limitation, to any end users) on behalf of Microsoft

36 Excluded Licenses. Nothing in this Ageement awhorizes Licensee to subject the Licensed
Technology(ies), Technical Documentation or any Microsoft intellectual property right in any Licensed
Inplementation to the terms of any license that requires, as a condition of se, modification or distribution
of technology subject to such license, that such technology or other tetmology cambined or distributed
with such techmology (a) be disclosed or distributed in source code oz (b) be Hcensed for the purpose of
making derivative works: or (c) be re-distributable at no charge.

3.7 Reservation of Rights. Al rights not expressly granted in this Agreement are reserved. No additional
fights whatsoever (including, without limitation, any implied licenses) are granted by implication, estoppel
or othersise. Without limiting the generality of the foregoing, this Agreement does not grant Licensee any
Hicense or other right to use or display any name, trade mame, logo, trademark or other identifier of
Microsoft (provided, however, that this Agreement also does not restrict any right that Licensee may have
under applicable laws to make accunate, descriptive and nominative references to Microsoft or its products
in any press release, public announcement or ather disclosure, including pursuant to Section 7.

4. Term and Termination

41 Term. The tem of this Agreement shall commence as of the Effective Date and continue unless and
until terminated in accordance with the provisions of this Agreement.

42 Termination (2) Licensee may temminate this Agreement at any time upon written notice to
Microsoft. Microsoft may terminate this Agreement (i) immediately wpon written notice at any time, if
Licensee is in material breach of Section 3.2(b); or (i) if Licensee othersise materially breaches this
Agreement and fail to cure the breach within thirty (30) days after Licensee receives nofice of the breach
ftom Microsoft. (b) Upon termination, Licensee’s licenses under this Agreement shall end and Licensee
shall cease all use of the Technical Documentation (ncluding but not hmited to all production and all
d@istribution of Licensed Implementations and Licensed Products).

43 Survival. Sections 1,22,3.4,3.6,3.7,42,52,6, 8 and this Section 4.3 shall survive any termination
of this Agreement. Licenses granted prior to the termination of this Agreement by Licensee to end users
For Licensed Implemertations in accordance with the tems of this Agreement shall survive any termination
of this Agreement.
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1 Licensee represents and wanrants that the person signing this Agreement on Licensee’s behalf has all
necessary power and autherity to do 5o, and that upon such signature this Agreement is a binding obligation
on Licensee.

52 DISCLAIMERS. THE TECHNICAL DOCUMENTATION, LICENSED TECHNOLOGY(IES)
AND ALL INTELLECTUAL PROPERTY MADE AVAILABLE ANDOR LICENSED BY
MICROSOFT UNDER. OR IN CONNECTION WITH THIS AGREEMENT ARE PROVIDED “AS IS
WITHOUT WARRANTY OF ANY KIND. MICROSOFT DISCLAIMS ALL WARR ANTIES, DUTIES
AND CONDITIONS, EITHER. EXPRESS, IMPLIED OR STATUTORY WITH RESPECT TO SUCH
TECHNICAL DOCUMENTATION, LICENSED TECHNOLOGY(IES) AND INTELLECTUAL
PROPERTY, INCLUDING BUT NOT LIMITED TO ANY WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE, TITLE OR NON-INFRINGEMENT.

6. Limitation of Liability

MICROSOFT SHALL NOT BE LIABLE FOR ANY DAMAGES ARISING FROM OR OTHERWISE
RELATED TO THIS AGREEMENT, INCLUDING INDIRECT, INCIDENTAL, CONSEQUENTIAL,
PUNITIVE OR SPECIAL DAMAGES, EVEN IF MICROSOFT HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES IN ADVANCE.

7. Marketing
7.1 Press Release.

@) Promptly following the Effective Date, Licensee will issue a press release in which
Licensee announces that it has entered into a Microsoft Windows Rally Program License Agreement and
describes Windows Rally techmology as being intended to provide effortless, secure and reliable
connectivity between devices and PCs, support for new connectivity scenarios, and richer experiences for
customers.

® The parties may cooperate with each ofher on press releases and similar communications
regarding the non-confidentil subject matter of this Agreement. The content and specific timing of each
such press release (ncluding the press release to be issued pursuant to Section 7.1() or similar public
conmmunications must be agreed upon in writing by both partes.

72 Microsoft Marketing Materials. Notwithstanding Section 7.1(b), Licensee conserts to Microsoft's
Kisting Licensee as a party to its Microsoft Windows Rally Program License Agreement on the Microsoft
Windows Rally website, as well as in marketing materials generated by or for Microsoft

8. Miscellancous

8.1 No Parmership, Joint Venture or Franchise. Neither this Agreement, nor any temms and conditions
contained herein, shall be construed as creating a partnership, joint venture or agency relationship or as
ganting a franchise as defined in the Washington Franchise Investment Protection Act, RCW 19.100, a5
amended, or 16 CFR Section 436.2(a), or any similarlaws in other jurisdictions.

82 Export Regulations. Licensee acknowledges that the Technical Documentation and Licensed
Implementations may be subject to U.S. export jurisdiction and other applicable national or intemational
laws. Licensee aggees to comply with all applicable intemational and national laws that apply to the
Technical Documertation and Licensed Inplementations, including the U.S. Export Administration
Regulations, as well as end-user, end-use and destination restrictions issued by U.S. and other govemments,
and privacy laws. See hitp://sw microsoft com/exporting

83 Executed Agreements and Effectiveness: Notices. To be effective, executed Agreement(s) must be
sent by messenger, traceable express mail or prepaid certified mai, retum receipt requested, addressed to
Microsoft as follows:
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One Microsoft Way

Redmond, WA 98052-6399

Attention: Windows Rally Program Manager (Scott Manchester or successor)

Copyto: Law & Corporate Affairs

Except for the foregoing, all notices in conneetion with this Agreement shall be deemed given as of the day
they are received sither by messenger, delivery service, o in the United States of America mails, postage
prepaid, certified or registered, zetum receipt requested, and addressed either to Licensee s stated in the
box an the first page of this Agreement or to Microsoft as stated abave, or to such other address as 2 party
may designate pursuant to this notice provision,

8.4 Governing Law; Jurisdiction; Attorneys' Fees. This Agreement shall be construed and controlled
by the ks of the State of Wasington, and Licensee consents ta exclusive jurisdiction and venue in the
fedenal courts siting in King County, Washington, unless no federal subject matter jurisdiction exists, in
wwhich case Licensee consents to exchusive junsdiction and venue in the Superior Court of King Courty.
Washington. Licensee waives all defanses of lack of personal jurisdiction and forum non canveniens.
Pracess may be served on either party in the manrer authorized by applicable law or court rule

85 Assignment Licensee shall not transfer or assign this Agreement, or any rights or obligations
hereunder, whether by operation of contract, law or otherwise, except with the express written consent of
Mictosoft, and any attempted assignment by Licensee in violation of this Section is void. For purposes of
this Agreement, an “assignment” by Licensee is deemed to include, without Imitation, cach of the
following: () 2 change in beneficial oxmership of Licensee of greater than twenty percent (20%) (whether
in 2 single transaction or series of transactions) if Licensee is a partnership, trust, Emited liability compary
or other like entity: (b) a merger of Licensee with another party, whether or not Licensee is the surviving
entity: (c) the acquisition of more than twenty percent (20%) of any chass of Licensee’s voting stock (or any
class of non-voting secuity convertible into voting stock) by another party (shether in a single transaction
or series of transactions): and (d) the sale or other transfer of more than fity percent (50%) of Licensee's
assets (whether in a single transaction or series of transactions). In the event of such assigament or
attenpted assignment by Licensee, MicrosoRt may, but is not obligated to, immediately teminate this
Agreement and any licenses or rights grants hereunder.

8.6 Construction. If for any reason a court of competent jurisdiction finds any provision of this
agreement, or portion thereof, to be wenforceable (other than Section 3.2(b)), such provision and the rest
of the Agieement will be enforced to the maximum extent permissible 50 as ta effect the intent of the
parties, and the Agreement will continue in full force and effect. In the event that 2 cout of conpetert
jurisdiction finds that Section 3.2(b) is unenforceable, this entite Agreement and any enses granted
hereunder shall be rendered mull and void. Failure by a party to enforce any provision of this Agreement
sill not be deermed a waiver of fifure enforcemert of that or any other provision.

8.7 No Requirement to Implement. Nothing in this Agreement shall be construed as requiring Licensee
to use or implement Licensed Technology(ies), or Limit either party from campeting in any way without
infiinging the intellectual property rights of the other pany, including by engaging in adivities,
independently or with others, that may be deemed conpetiive with Licensed Technology(ies), Licensed
Inmplementation(s) or Licensed Praduct(s).

8.8 Entire Agreement. This Agreement constitutes the enfire agreement betsveen the parties with respect
to its subject matter, and merges all prior and contemporansous commumications. It shall not be modified
except by a witten agreement dated subsequert to the date of this Agreement and signed on behalf of
Licensee and Microsoft by their respective duly authorized representatives.
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Agreementin any vay

By (gnatue) Ticenses Name

Name (printzd) Dated:

Tile
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LICENSED TECHNOL OGY(ES)

The Licensed Technology(ies) that Licensee has chosen to license under this Agreement are indicated by
check(s) in the bax(es) on the left. Each Licensed Implementation is licensed to perfomn only the
comesponding Authorized Purpose and i subject to the further terms of this Agreement

Technology Authorized Purpose

[m] Ticensed Tmplementations of this Licensed Technology may use such
LikLayer | Ticensed Technology only for the folowing pupose: to request of
Topolosy | repond to requests (m ither case in commumications with other
DIscovery | gevices that include & Licensed hplementation) for infonmation
describing (i) the device on which the Licensed Implemertation is
tunning, (i) information about cther devices connected to or which
have wireless access to the same network as the device on which the
Licensed Inplementtion is running, and (i) characteristics about the
physical media to which the device n (i) is cormected

n] Ticensed Implemantations of s Licensed Technology may use uchk
PabX Licensed Technology only for the following purpose: 1o implement the

methodology described in the Technical Documemtation for how
specific communications protocols described in (but not Hcensed under)
such Technical Documentation can be extended and amployed to
provide a plug and ply experience.

Ticensed Implementations of this Licensed Technology may use such
Licensed Technology only for the following pupose: to pemit the
transfer of Windows Connect Now Settings to a Licensed Product from
a computing device and then fom such Licensed Product to other
devices.

O Ticensed Tmplementations of this Licensed Technology may use such
DEWS Licensed Technology orly for the following purpose: to perform the

functions of a Compliant Device or a Compliant Control Point, as
defined below

A Compliant Device means a Licensed Product that includes a
Licensed Implementation which implements the mandatory
aspects of at least one DCP (as defined below) for the sole
purpose of respanding to requests from a Compliant Centrol
Point.

A Compliant Cortrol Point means a Licensed Product that
includes a Licensed Emplementation the sole fimction of shich
i to send requests to a Compliant Device.

A DCP means a device contral protocl, including 2 device-
specific schema described using the web-services description
Language, which device control protocal enables interaction
between a device associated with one device class and devices
associated with the same or different device chisses in a
networked environment.
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