[image: image2.png]4% Windows




Code Signing for Protected Media Components in Windows Vista - 13

Code Signing for Protected Media Components in Windows Vista

August 25, 2006  

Abstract

Microsoft® Windows Vista™ enables the playback of next-generation premium content such as HD DVD and other formats that are licensed under the Advanced Access Content System (AACS) specification. To ensure access to this new content, Windows Vista systems must support the requirements that are defined by the AACS specification and by content owners. Windows Vista fulfills one of these requirements through code signing, a process that provides benefits to consumers such as increased security against malware and better driver reliability to improve system stability.
System and device manufacturers must follow new code-signing requirements for Windows Vista systems that will support the playback of premium content. These requirements include:

· To help ISVs determine how to handle playback of next-generation premium content, Windows Vista exposes a list of the unsigned drivers on the system. It is up to the ISV to determine whether to enable playback.
· Components that run within the Windows Vista Protected Media Path (PMP) must be signed for the PMP to ensure access to premium content.
· Display device drivers must include an embedded certificate that verifies a robust pipeline throughout the video processing engine.

This paper provides information for hardware manufacturers and software vendors about the code-signing requirements for playing premium content in Windows Vista.
The current version of this paper is maintained on the Web at: 

http://www.microsoft.com/whdc/winlogo/drvsign/Pmp-sign.mspx
Tools and guidelines for code signing are provided in the Windows Driver Kit (WDK) and the Windows Platform Software Developer Kit (SDK). Submission guidelines for driver signing under the Windows Hardware Quality Labs (WHQL) testing program are available on Microsoft.com. 
References and resources discussed here are listed at the end of this paper.
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Disclaimer

This is a preliminary document and may be changed substantially prior to final commercial release of the software described herein.
The information contained in this document represents the current view of Microsoft Corporation on the issues discussed as of the date of publication. Because Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information presented after the date of publication.

This White Paper is for informational purposes only. MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights under copyright, no part of this document may be reproduced, stored in or introduced into a retrieval system, or transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express written permission of Microsoft Corporation.
Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject matter in this document. Except as expressly provided in any written license agreement from Microsoft, the furnishing of this document does not give you any license to these patents, trademarks, copyrights, or other intellectual property.

Unless otherwise noted, the example companies, organizations, products, domain names, e-mail addresses, logos, people, places and events depicted herein are fictitious, and no association with any real company, organization, product, domain name, email address, logo, person, place or event is intended or should be inferred.
© 2006 Microsoft Corporation. All rights reserved.

Microsoft, Windows, and Windows Vista are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.

The names of actual companies and products mentioned herein may be the trademarks of their respective owners.

Introduction
The Microsoft® Windows Vista™ operating system introduces technology advances that create exciting opportunities for home entertainment. A fundamental goal for Windows Vista is to ensure that more content can flow through the PC. Consumers will have all the benefits and experiences that are available from consumer electronics devices, while they take advantage of the deep value of Microsoft Windows® PC systems, such as device support, management, and wide choice of applications and services.
As a foundation for new media experiences, Windows Vista enables the playback of next-generation premium content such as HD DVD and other formats that are protected under the Advanced Access Content System (AACS) standard. However, premium-content owners require a higher level of access protection than was previously necessary. PC systems and devices that do not comply with the policies that are associated with a given piece of content will not be able to play back that content. An example of such a requirement is that content can only be served to an identified kernel when it flows through the PC. An identified kernel has all of its modules signed by a trusted source

To ensure access to premium content, Windows Vista systems must support the protection policy requirements as defined by the premium-content owners. System and device manufacturers are working with Microsoft to meet these requirements. In general, content protection encompasses multiple technologies, such as copy protection, link protection, conditional access, and digital rights management (DRM). Each of these technologies attempts to ensure that content can be used only in a way that is consistent with what the content owner intended.

Important: These new policies pertain only to content that has not previously been available on PCs. The ability of users to play existing content by using existing protection technologies is not affected by changes in Windows Vista.
This paper introduces the code-signing requirements for drivers and applications that participate in the playback of premium content on Windows Vista systems. This paper assumes that the reader is familiar with basic concepts of output content protection in Windows Vista and driver signing. For a list of Web-based resources with detailed information, see "Resources" at the end of this paper. In particular, see the following key references:

· The "Driver Signing" page on the WHDC Web site, especially the white paper titled Digital Signatures for Kernel Modules on x64-based Systems Running Windows Vista.
· Output Content Protection and Windows Vista
· "Providing a Driver Package" in the WDK

· Using Catalog Files on MSDN

· Windows Hardware Quality Labs (WHQL): how to submit packages for signing

Terms Used in This Paper

Advanced Access Content System (AACS)

A specification for managing content that is stored on the next generation of prerecorded and recorded optical media for consumer use with PCs and consumer electronic devices.

certification authority (CA)

An authority that provides certificates to confirm that the public key is from the subject who claims to have sent the public key.
code-signing certificate

A certificate that is issued for the purpose of signing binaries.

cross certification
The process of issuing subordinate CA certificates for existing CAs that link two root CAs.

cross-certification authority certificate
A certificate that is issued by one CA for another CA's signing key pair (that is, for another CA's public verification key). Also known as cross certificate.

DRM attribute

A code-signing attribute that is provided by the Windows Logo Program. It verifies that the driver complies with Universal Audio Architecture (UAA) audio hardware requirements and allows the driver to handle protected content.

discrete versus integrated graphics

A discrete graphics adapter is a stand-alone device, typically a plug-in board. An integrated graphics adapter is embedded in the system board chipset.

identified kernel

A kernel in which all kernel-mode drivers on the system are signed by a source that Microsoft trusts.

kernel-mode code signing (KMCS)

The process of digitally signing software so that it meets the system requirements to be loaded in kernel mode. When used by vendors, KMCS combines standard code signing with an additional cross certificate that verifies the code's identity.

Media Interoperability Gateway (MIG)

An extensible multimedia pipeline that is built on top of the new Media Foundation API and running inside the Protected Environment (PE).

MIG plug-in

Media processing or content protection components that are meant to be hosted inside the MIG pipeline and PE to process protected premium content. Examples of MIG plug-ins are codecs and content-protection components such as decryptors.
participating driver

Any user-mode component that loads into the PMP PE and has access to unencrypted protected content that flows through a Windows Vista PC system to a final destination, such as a monitor.

protected content

Any content that is protected by some form of DRM.

premium content

Next-generation media content such as an HD DVD and other formats that are protected under the AACS standard.

Protected Environment (PE)
The protected execution environment in which PMP components run.

Protected Media Path (PMP)

An umbrella term for the collection of platform technologies that provide robust, interoperable premium audio-visual content processing on Windows Vista. PMP is a platform for sourcing, sinking, and manipulating protected media content in Windows Vista and beyond. Technologies that constitute the Protected Media Path include Protected Video Path (PVP), Protected User-Mode Audio (PUMA), and the PE. The PMP runs inside the PE.

Protected User-Mode Audio (PUMA)

The new User-Mode Audio (UMA) engine in the PE. It provides a safer environment for audio playback and checks that the enabled outputs are consistent with what the premium content provider allows. PUMA-compliant code is identified to the system through the DRM attribute.

Protected Video Path (PVP)

An umbrella term for the protection mechanisms that operate within the Windows Vista PE to ensure that the various video outputs from the PC—such as Digital Video Interface (DVI), video graphics array (VGA), and TV-out—are properly controlled or protected in accordance with the content’s policy. PVP components include PVP-OPM and PVP‑UAB.

protected video path-output protection management (PVP_OPM)

A component that ensures that the PC's video outputs have the required protection or that they are turned off if such protection is not available.

PVP-OPM Legacy Mode Certificate

A certificate that replaces the Windows XP Certified Output Protection Protocol (COPP) certificate. From an engineering standpoint, this is a COPP format certificate. It is intended for use on Windows Vista only to allow COPP legacy applications to function.

protected video path-user accessible bus (PVP_UAB)

A component that provides encryption of premium content as it passes over the PCI Express (PCIe) bus to the graphics adapter

Secure Audio Path (SAP)

The mechanism introduced in Microsoft Windows XP to protect audio content rendering. Windows Vista replaces SAP with PUMA. SAP-compliant code is identified to the system through the DRM attribute.

The PMP and Output Protection

This section provides a brief summary of key PMP concepts. For further information, see the white paper titled Output Content Protection.

The PMP consists of four primary components, MIG, PVP-OPM, PVP-UAB, and PUMA:

· MIG provides content protection for Media Foundation applications. It is an extensible platform for sourcing, sinking, and manipulating protected media content. MIG governs policy usage and runs media in a separate process to ensure that media content is used only in a way that is consistent with the intent of the content provider.

· PVP-OPM ensures that a PC’s integrated graphics adapter outputs have the protection that is required under license agreement with content owners. It provides reliable control of output protection schemes such as high-bandwidth digital content protection (HDCP), Macrovision, and Copy Generation Management System-Analog (CGMS-A).
· PVP-UAB encrypts premium content as it passes over the PCI Express (PCIe) bus to a discrete graphics adapter. This encryption is required when a content owner’s policy regards the PCIe bus as a user-accessible bus.
· PUMA provides a safer environment for audio playback, as well as checking that the enabled outputs are consistent with what the premium content provider allows. PUMA includes the same level of audio output protection management that SAP provided in Windows XP, but it is handled in a completely different way and takes advantage of the PE.

Manufacturers of graphics adapters must implement the required protection mechanisms on card outputs and must ensure that the associated drivers have robust control of those outputs. Manufacturers must sign a PVP‑OPM or PVP-UAB license agreement to receive a PVP certificate, which must be embedded in their drivers. Without the embedded PVP certificate, Windows Vista is not allowed to pass premium content to the driver.

The following figure provides a quick summary of how components that are discussed in this paper interact in Windows Vista.
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PMP Overview

Code-Signing Requirements for PMP Components

This section briefly summarizes the components and methods that are involved in signing code to support premium-content playback on Windows Vista systems.

Components that Must Be Signed

A number of components must be signed. However, the type of signing depends on the particular component and whether it supports next-generation premium content.

· To satisfy content-providers’ requirement for an "identified kernel," all code that loads into kernel memory in Windows Vista must be signed for identity to allow playback of next-generation premium content.

· Display device drivers must have an embedded PVP-OPM or PVP-UAB certificate, in addition to the signing for identity that is required for kernel-mode components.

· PVP-OPM certificates are required for all graphics devices.

· Where bus encryption is required, PVP-UAB certificates are required.

· All user-mode code that loads into the PE must be PMP‑PE signed or signed by WHQL with a PE attribute. This requirement includes components that participate in PUMA.

· If the content requires PUMA, kernel-mode drivers that load into the audio stack must be signed with the DRM attribute, which ensures that content that is protected by using Windows Media DRM can be played.
KMCS Requirements

KMCS is used to ensure that content is served only to an identified kernel when it flows through the PC. Microsoft considers a kernel "identified" if all kernel-mode drivers on the system are signed by a source that Microsoft trusts. KMCS is an important step that helps ensure great consumer experiences by providing increased device reliability and access to next-generation entertainment experiences. System and device manufacturers are urged to get their kernel-mode drivers signed.
Currently, the following signing methods are accepted for kernel-mode modules:

· Signed through the WHQL testing program as part of a driver package submission. For further information, see the WHQL Web site, which is listed in "Resources" at the end of this paper.

· Signed by the vendor, by using the KMCS process. This process uses the vendor’s code-signing certificate together with the cross certificate.

For complete information about the signing process, see the WHDC Web site's "Driver Signing" page, which is listed in "Resources" at the end of this paper.

User-Mode Code-Signing Requirements

PUMA is the new user-mode audio engine in the Windows Vista PE. It provides a safe environment for audio playback and also checks that the enabled outputs are consistent with what the content allows. To be loaded in the PMP PE and process premium content, all user-mode binaries—including codecs, media sources, and media sinks—must be signed with a PE attribute.

Currently, the following signing methods are accepted for user-mode modules:

· Signed by WHQL.

· If the package that is submitted to WHQL includes a Windows Display Driver Model (WDDM) driver and a related user-mode component, WHQL signs the package with a PE attribute.

· If the package that is submitted to WHQL falls into the audio classification program, WHQL signs the package with both PE and DRM attributes.
· Signed by the vendor, by using a PMP-PE certificate, obtained from Microsoft. For information on this certificate, see "How to Obtain Certificates" later in this paper.

Note: If your component processes only unprotected content—for example, WAV decoding—and the processing is done outside the PE, a PMP-PE certificate is not required.

Revocation and Renewal

After a trusted PE component has been released and installed on users systems, it could for a variety of reasons become untrusted. For example, the signing certificate's private key could be compromised. A component that becomes untrusted is revoked, which means that the PE is no longer allowed to handle premium content.
Because revocation can have a dramatic impact on users, Microsoft provides a way to renew compromised components with updated trusted versions. There are three renewal scenarios:

· Automatic renewal. By default, Windows Vista automatically downloads and installs all critical and recommended updates. Component renewal is considered a recommended update, so most systems should quietly update the component before it can cause any problems for the user.

· On-demand renewal. If the user has disabled automatic updates or has been off the network for an extended time, the application may attempt to play premium content with an untrusted component. In that case, the application is notified and provided with a URL that allows the application to initiate the renewal process. The process is handled in one of two ways:

· The URL references a specific Microsoft Update package. The process downloads the package and launches the Update Installation Wizard to install it.

· The URL takes the user to a Web site where he or she can manually download the updated version.

· Not renewable. In rare cases, an updated version of the component may not be available, for example, the company that implemented the component has gone out of business. If the component is not essential, the PE can work around the issue by not loading the component. If the component is essential, the application is provided with a URL that directs the user to a Web page that has information on the issue.

Summary of Certificates and Signing Options

The following table summarizes the different types of certificates and the signing options for various components.

Certificates Used During Playback of Protected Content that Requires PMP

	Component
	Certificate type required
	Certificate 
use
	Example playback scenarios enabled
	Options for signing

	Participating kernel-mode display device driver
	Code signing
	Code signing 
	HD DVD
	KMCS1, WHQL2

	
	PVP-OPM 
	Challenge-response
	HD DVD on integrated graphics adapters
	MFPMP3

	
	PVP-UAB 
	Challenge-response
	HD DVD on discrete graphics adapters
	MFPMP

	
	PVP-OPM legacy mode
	Challenge-response
	Content that required COPP on Windows XP
	MFPMP

	Non-participating kernel-mode driver
	Code signing
	Code signing
	HD DVD
	KMCS, WHQL

	Participating user‑mode display driver component
	PMP-PE
	Code signing
	Playback of protected content through the PMP 
	WHQL, MFPMP

	Participating kernel-mode audio driver components
	PUMA
	Code signing
	SAP content when audio service providers turn on this requirement.
	WHQL

	Participating user-mode audio driver components or audio processing objects (APOs)
	PMP-PE 
	Code signing
	Components or APOs can process protected content.
	WHQL, MFPMP

	Media Foundation pipeline plug-ins (codecs, mf‑transforms)
	PMP-PE
	Code signing
	Plug-ins can process protected content
	MFPMP

	1 KMCS process, using a code-signing certificate and a cross certificate.

2 Windows Hardware Quality Labs testing program.
3 Media Foundation Protected Media Path (for details, send e‑mail to 
  pmpcert@microsoft.com).


How to Obtain Certificates

This section provides instructions and recommendations for obtaining the certificates that PMP requires.

PVP-OPM and PVP-UAB Certificates

The process for obtaining a PVP-OPM or PVP-UAB certificate includes signing a license and providing a set of information files to Microsoft. Manufacturers who must obtain certificates should send an e-mail request to wmla@microsoft.com.
PMP-PE Certificates

If your company is a Media Foundation technology adoption program (TAP) participant and you believe that you require a PMP-PE certificate for the Beta 2 timeframe, send an e‑mail to pmpcert@microsoft.com to be considered as a candidate for the PMP-PE certificate. See also "Requesting Multiple Certificates" later in this paper.

Note: This PMP PE certificate process is available only during the Windows Vista Beta 2 timeframe. For information about new processes after the beta testing of Windows Vista concludes, go to the "Driver Signing" page on the WHDC Web site.

Best Practices for Code Signing PMP Components

This section provides recommendations from Microsoft for planning and managing the code-signing processes for components that will run in the PE for playback of protected media.

Safeguarding Code-Signing Keys
The cryptographic keys that are at the heart of the code-signing process must be well protected. These keys represent a company’s identity and should be treated with the same care as a company’s most valuable assets. Any code that is signed with these keys appears to Windows as if it contains a valid digital signature that can be traced to the company. If the keys are stolen, they could be used to fraudulently sign malicious code and possibly result in the delivery of code that contains a Trojan or virus that appears to come from a legitimate publisher.
When to Request Multiple Certificates

Your company can request multiple PMP-PE certificates from Microsoft. However, consider the following factors:

· Certification overhead. Microsoft is striving to streamline the certification process. However, some overhead is still associated with obtaining a PMP-PE certificate, making it less than optimal to obtain a certificate from Microsoft for every product release, update, or quick-fix engineering (QFE).
Recommendation: Obtain a certificate for each product line and use the same certificate to sign subsequent releases of these products.
· Impact of revocation. All components in the Protected Media Path, including MIG plug-ins, are revocable. Both the component’s signing certificate and the component’s hash can be revoked. Revoking a signing certificate invalidates all components that were signed by using that certificate or that certificate chain.
Recommendation: Because of its over-arching impact, certificate revocation is rare. We recommend that you request different certificates for each product line. In that case, in the rare catastrophic situation when a certificate must be revoked, you will invalidate only a subset of your products. You should also provide a mechanism to renew compromised components through the Windows Update Service or a private Web site.

Code Signing Boot Drivers

For PC systems that will play premium content, all kernel-mode code must be signed for identity. Kernel-mode code that loads at boot time must be signed with an embedded certificate.

Recommendation: Embedded sign all boot drivers through the KMCS process. For information about embedded signing through the KMCS process, see the "Driver Signing" page on the WHDC Web site.
Test Signing Kernel-Mode Code

Kernel modules signed with a test certificate are considered untrusted by the Windows Vista PE Authority. This means that the kernel is reported as "not identified" and premium content that requires an identified kernel will not play back.

Understanding the User Experience with Protected Content

This section presents some user experience issues that have been raised about protected content playback and Windows Vista by both industry and consumer communities.

PMP-PE enforcement does not stop devices from working.
The PMP PE Authority can stop the flow of data to media applications, but it does not disable the DVD drive or the hard disk.

Playback of premium content requires that only identified drivers be loaded on the system.
When new premium content is loaded on a Windows Vista system, several checks are required to ensure the safety of the system. One check is for the presence of an identified kernel. When requested, the PMP performs this check by verifying that all kernel modules that are loaded on the system have been signed by a source that Microsoft trusts. If this verification fails, the PMP halts playback of that content and sends a message to the media application that includes information to help resolve the issue.

Existing content is not affected by the PMP requirements.
Users can continue to play existing content such as recorded television, standard definition DVDs, or MP3s. The policies that control the use of existing content are not affected by the new requirements for premium content.

Premium content requires signed legacy kernel-mode modules.

Existing media that can be played on Windows XP can also be played on Windows Vista, regardless of whether the system has an identified kernel. However, premium-content playback that requires an identified kernel cannot be played if the system contains any legacy unsigned kernel-mode drivers. To play this content, consumers must obtain a signed version of the driver from the vendor.

Summary and Call to Action

Kernel-mode driver signing helps ensure great consumer experiences by providing increased driver reliability, increased security against malware, and access to next-generation entertainment experiences.

Call to action for device and system manufacturers:
Two general recommendations:

· Sign your code. Even without the issues related to premium content, Microsoft recommends that software and driver vendors sign all their code.

· Participate in the Windows Vista Logo Program.

For system and device manufacturers who create products that support Windows Vista premium content experiences, the following code-signing requirements must be met:

· All kernel-mode code must be code signed. This meets that content-providers’ requirement for an "identified" kernel. This requirement applies to both x86- and x64-based systems and includes both participating and non-participating drivers.

· All driver and application components that participate in the Windows Vista PE must—at a minimum—be signed by WHQL or with the manufacturer’s certificate. This requirement includes all user-mode components that are part of the PMP.

· Display device drivers must include an embedded certificate for PVP-OPM (for integrated graphics adapters) or PVP-UAB (for discrete graphics adapters).

Manufacturers can obtain PVP-OPM, PVP‑UAB, and PMP-PE certificates by contacting Microsoft by e‑mail and signing the related license agreements.
Tools and guidelines for code signing are provided in the WDK and the Platform SDK, and submission guidelines for driver signing under the WHQL testing program are available on Microsoft.com.
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