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Abstract

The Microsoft® Windows® Rally™ technologies provide device manufacturers with the best platform for creating effortless, secure and reliable connectivity between their devices and PCs, support for new connectivity scenarios, and richer experiences for their customers while reducing the cost and time of development.

Device manufacturers who take advantage of the Windows Rally technologies can reduce their development and support costs, while increasing their ability to innovate with devices that offer new user experiences in media networking, Internet communications, and device-to-PC and device-to-device data exchange.

This paper provides an overview of the Windows Rally technologies, licensing information, and introduces technical guidance for how manufacturers can adopt and extend new capabilities in their network-connected devices.

References and resources discussed here are listed at the end of this paper. The current version of this paper is maintained on the Web at: 

http://www.microsoft.com/whdc/rally/overview.mspx
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An Introduction to Windows Rally Technologies

Microsoft® Windows® Rally™ technologies provide device manufacturers with an architecture and toolset for improving the security, reliability, and usability of network-connected devices. Windows Rally technologies enable effortless setup and more secure and manageable connectivity to other devices and PCs.

Devices that incorporate Windows Rally technologies give users access to richer, more secure experiences. Windows Rally technologies enable easier integration of devices with the end user’s digital environment, while advancing control of network Quality of Service (QoS) and diagnostics.

The Microsoft program that offers licensing of Windows Rally technologies will help manufacturers reduce development and support costs, while enhancing their brand identity for devices that connect to and interact with PCs running Microsoft Windows® operating systems.

What does the Windows Rally program deliver?

· Access to the technologies

Windows Rally technologies make device connectivity simple, robust, and more secure through discovery, configuration, and end-to-end tech​nolo​gies such as Link Layer Topology Discovery (LLTD), Windows Connect Now (WCN), Devices Profile for Web Services (DPWS), and Plug and Play Extensions (PnP‑X).

· A simple, unified, royalty-free license

This model consolidates licensing of several Windows networking and device-configuration technologies. This unified license establishes a simple process for manufacturers who want to imple​ment these technologies in their devices.

This license is royalty free and readily available through the Microsoft Web site for Windows Rally, together with all specifications, tools, and technical papers.

· Guidance for applying the technologies
Microsoft provides design and implementation guidelines for Windows Rally technolo​gies to help make network connectivity seamless for end users. In addition, Microsoft provides guidance for implementation of industry standards such as Network Address Translation (NAT), Internet Protocol version 6 (IPv6), and network traffic prioritization via 802.1p.

Windows Rally Technologies: A Quick Look

Here’s a quick first look at the Windows Rally technologies, with hints for how manufacturers can take advantage of these capabilities in their products.

Link Layer Topology Discovery protocol

The LLTD protocol enables applications to quickly discover devices at the data-link layer, and it enables a central, graphical view of everything that is connected to the network. Any device that implements LLTD appears on the Network Map with a rich icon that represents the device, allowing users one-click access to the device’s Web user interface (UI).

LLTD provides the added benefit of enabling quality media streaming experiences, even on networks with limited bandwidth. Devices that provide audio or video playback or that are bandwidth sensitive can implement the QoS Extension portions of the protocol to ensure that they receive prioritized streams and that changes in available bandwidth have little or no impact on the user experience. 

	Tip: Implement LLTD with a custom icon to ensure that your product’s industrial design or form factor is graphically depicted in the Microsoft Windows Vista™ Network Explorer and Network Map. For details, see page 8.


Windows Connect Now technologies

Windows Connect Now technologies enable simple and secure configuration of wireless networks and provisioning of wireless hardware. Windows Connect Now‑NET (WCN-NET) supports configuration of devices on out-of-band Ethernet and in-band wireless networks. WCN-NET is the Microsoft implementation of the Wi-Fi Simple Configuration Protocol, a Wi-Fi Alliance standard. 

	Tip: Implement Windows Connect Now in all wireless devices, so that users can easily transfer wireless settings from PC to devices. For details, see page 9. 


Devices Profile for Web Services 

Devices Profile for Web Services outlines a set of Web Service specifications and constraints that define a core set of Web Services functionality. The fundamental vision is a core set of capabilities that use Web Services to provide security, discoverability, addressing, eventing, and more.

	Tip: Implement Devices Profile on network-connected devices to enabled networking functions for discovery and Web service events. For details, see page 10. 


Plug and Play Extensions (PnP-X)

PnP-X makes network-connected devices as discoverable as those that are connected directly to a computer over a bus such as Universal Serial Bus (USB). The device manufacturer implements PnP‑X capabilities to supplement either UPnP or Web Services for Devices (WSD) enabled devices. The result for end users is that the device is as easy to install as traditional Plug and Play devices that work with Windows.

	Tip: Design all network-connected devices to implement PnP-X, so that users can easily install and use your devices on Internet Protocol (IP) networks.
For details, see page 13.


Architecture for Windows Rally technologies

Figure 1 shows the architectural relationship of the Windows Rally components, together with related network-connected device technologies for which Windows Vista provides native support.
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Figure 1. Technologies that Support Network-Connected Devices

Windows Vista platform support

Windows Vista provides new features and APIs to support partners who want to deliver rich experiences in Windows Vista applications.

· Function Discovery API, to support Simple Service Discovery Protocol (SSDP) and WS‑Discovery, and for extensible discovery to support other protocols.

· APIs for WSD and UPnP code generation, to provide support for new, rich experiences.

WSD is the standard advancing for enterprise and vertical solutions, and for roaming devices that work across the Internet.

UPnP is a common standard for home network A/V scenarios.

· Quality Windows Audio/VIdeo Experience (qWAVE) API, for prioritizing media streaming to LLTD-enabled devices.

· Publication Services API, for sharing devices and data among PCs.

	Tip: Adopt these APIs as part of your Web Services–based development strategy, to simplify development of robust services and features. Take advantage of these APIs to ensure that the applications that are used with your devices offer the best IP-based connectivity and deliver rich user experiences. 
For details, see page 10. 


Windows Rally Licensing and Specifications

The Windows Rally license program allows partners to implement the suite of Windows Rally networking technologies in their devices. The Windows Rally License is royalty free for device implementations, with specific co-marketing requirements that are defined in the license.

To preview and request the license

· Go to www.microsoft.com/rally and download the license for the specifications.
Follow the embedded instructions to submit your request to Microsoft.

Table 1 lists the technologies in the Windows Rally licensing program.

Table 1. Windows Rally Specifications

	Specification
	Description 

	PnP-X: Plug and Play Extensions for Windows

Installation of network-connected devices 
	This specification describes PnP‑X for Windows Vista and Microsoft Windows Server™ code name “Longhorn.” It provides requirements and guidelines for hardware manufacturers to create devices that are installable with PnP‑X.

	Link Layer Topology Discovery Protocol

Device bootstrapping, network topology mapping, and Quality of Service
	The core functions of LLTD enable the discovery of devices on a network, as well as the network topology— that is, how PCs and devices are connected. In addition, LLTD provides QoS Extensions that enables stream prioritization and quality media streaming experiences even on networks with limited bandwidth. 

	Windows Connect Now

Simple configuration of wireless networks
	The Windows Connect Now–NET specification defines technologies to support configuration of devices on out-of-band Ethernet and in-band wireless networks. The intended audience is manufacturers who want to ship products that can interoperate with Windows Vista for wireless configuration.

The Windows Connect Now–UFD specifications for Windows Vista and Windows XP provide implementation details for wireless networking products that work well with Windows Vista and Windows XP. 


Windows Rally Tools and Guidelines

Examples of the guidance that Microsoft provides for implementing Windows Rally technologies include:

· Quarterly international partner summits

· Development tools and guidelines

· Software and driver development kits

· Validation tools

· Technical specifications and white papers

Table 2. Windows Rally Device Technologies

	Scenario
supported
	Windows Vista 
component
	Device 
component
	Device 
type

	Device bootstrapping and network topology mapping 
	· Network Map
	· Windows Rally Development Kit
	· Networked CE1
· Network Infrastructure2

	Quality of Service for A/V streaming
	· qWAVE APIs
	· QoS Extensions for LLTD

· Windows Rally Development Kit
	· Networked CE

· Network Infrastructure

	Easy wireless setup and configuration
	· Network Explorer and Add a Device Wizard
	· Windows Connect Now

· Intel SDK for Wi‑Fi Simple Config
	· Networked CE

· Network Infrastructure3

	Network audio/video (A/V) device–discovery and control
	· UPnP Control Point and Host APIs

· Function Discovery

· Network Explorer
	· UPnP Media Renderer
· UPnP Media Server
	· Networked CE 

	Network device–discovery and control
	· WSDAPI

· Function Discovery

· Network Explorer
	· Web Services for Devices
	· Networked CE 

	Plug and Play experience for network devices
	· PnP-X

· Device Manager
	· UPnP and WSD Schema Extensions for PnP‑X
	· Networked CE 

	1   Consumer electronics (CE) devices that connect to a wired or wireless network.
2  Network infrastructure devices (NID) include wireless local area network (WLAN) access points (APs), bridges, routers, and wireless routers.
3  Applicable when the device is Wi-Fi–capable; that is, a wireless router or WLAN AP.


Windows Logo Program and Network Infrastructure Devices

The Windows Vista Logo Program for Devices includes requirements for network infrastructure devices (NIDs) —that is, routers, wireless routers, network bridges, and WLAN access points. The logo requirements for this device class include the Windows Rally technologies, so that devices that pass the Windows Logo Program submission tests and receive a logo provide all of the connectivity benefits that the Windows Rally technologies offer.

This paper introduces the Windows Rally technologies framework and describes the various technologies and how they interoperate. The definitive source for Windows Logo Program device requirements, including the comprehensive definition of requirements and test information, is Windows Logo Program Device Requirements for Windows Vista and Windows Server code named "Longhorn," Version 3.0.

In addition, for device-class specific architectural guidance, the Network Infrastructure Device Implementer’s Guide is recommended reading. For information about obtaining these documents, see “References” at the end of this paper.

Network Topology and QoS Extensions: LLTD

The specification for Link Layer Topology Discovery describes how the LLTD protocol operates over wired (802.3 Ethernet) and wireless (802.11) media. As the protocol name suggests, LLTD enables device discovery via the data-link layer (Layer 2) and determines the topology of a network. In addition, LLTD provides QoS Extensions that enable stream prioritization and quality media streaming experiences even on networks with limited and changing bandwidth. Applications can dynamically adapt to changing network characteristics if devices support LLTD QoS Extensions.

Exploring the Network: Link Layer Topology Discovery

LLTD is a key Windows Rally technology. In every version of Windows Vista, LLTD is on and enabled by default. Devices can also implement LLTD—and those that do so can report rich configuration information about themselves that appears in the various network map views available in Windows Vista, regardless of any IP configuration issues on the network. When LLTD is invoked, it provides metadata about the device that contains static or state information, such as the MAC address, IPv4/IPv6 address, signal strength, and so on, as well as a scaleable icon that represents the industrial design or form factor of the device.

In addition, the Windows Vista Network Map uses LLTD to determine connectivity information and media type (wired or wireless), so that the map is topologically accurate. The ability to know network topology is important for diagnosing and solving networking problems, and it is especially important for streaming content over a wireless connection. Providing a centralized Network Map ensures that a user-friendly view is easily available to show the overall network state and device health, to either the end user or a support assistant.

LLTD is meaningful for device vendors who:

· Want to reduce support costs and product returns due to setup problems.

· Would like their products’ industrial design or form factor to appear to users in Windows Vista.

LLTD enables easy, one-click access to the device’s setup and management Web UI. The Windows Vista Network Map exposes the device UI as a right-click option, thereby providing easy access to the device, regardless of whether the customer installed a custom setup utility.

QoS Extensions: Prioritizing Audio/Video Streams to Devices

QoS refers to the mechanisms used to provide a desired level of network service to an application on IP-based networks. On a home network, A/V streaming traffic competes with other data and best-effort traffic. QoS support for A/V on home IP networks is advanced through new support in Windows Vista: qWAVE and QoS Extensions to LLTD.

qWAVE provides an API that allows applications to dynamically adapt to changing network conditions in real time. This technology enables A/V applications to provide a quality user experience, especially on wireless home networks. qWAVE provides new features that focus on streaming multimedia and real-time content over variable bandwidth networks, including:

· Auto-discovery of end-to-end QOS compatibility

· End-to-end bandwidth estimation of maximum link capacity (bottleneck bandwidth) and real-time available bandwidth

· Intelligent packet prioritization

· Congestion notification

· Flow shaping (rate throttling)

· Distributed admission control to enable multisource stream coexistence

qWAVE-enabled applications work together with devices that implement the LLTD QoS Extensions to greatly improve an end user’s experience of streaming video by safely and intelligently prioritizing traffic and reducing the impact of network-related transient issues.

Implementing Hardware Support for LLTD and QoS Extensions

To vastly simplify the task of implementing LLTD and the LLTD QoS Extensions, sample source code and complete verification tools will be available from Microsoft later in 2006.

To receive information about the availability of the Windows Rally Development Kit, please send e-mail to rally@microsoft.com with “Windows Rally Development Kit” in the Subject line. 

Windows Connect Now Technologies

Windows Connect Now technologies include specifications and tools to enable simple and secure configuration of Wi-Fi networks and for provisioning of wireless devices such as:

· Wireless access points, PCs, and servers

· Network printers, printer bridges, digital still cameras, and game consoles

· Digital media receivers, set-top boxes, electronic picture frames, and personal digital assistants (PDAs)
Configuring Secure Networks and Provisioning Devices

Windows Connect Now technologies include the following:

· WCN-NET. Configuration of devices on out-of-band Ethernet and in-band wireless networks.

WCN‑NET in Windows Vista communicates with access points and wireless stations by using UPnP, authenticates with the devices by using a personal identification number (PIN), and provides wireless settings that are based on user selection.

Direct wireless in-band communication of stations is done via proxy from a Windows Connect Now-enabled wireless AP or wireless router.

· WCN-UFD. USB flash drive (UFD)-based method for configuring secure wireless networks.

Provides a configuration API and an XML-based format that work with a wizard in Windows Vista and Windows XP to write configuration files to a UFD. WCN‑UFD enables a simple and secure mechanism for users to configure wireless networks that include one or more Windows PCs.

· WCN-MTP. Media Transport Protocol (MTP) extensions for wireless configuration.

Enables an MTP initiator to provide an MTP responder with configuration parameters for joining a wireless network. This technology and Network Association Extensions for MTP are currently licensed through the MTP Porting Kit, as described in “MTP Extensions for Wireless Devices” later in this paper.

With Windows Connect Now technologies, a user whose PC runs Windows Vista or Windows XP can create network configuration settings and transmit them to the AP by one of these methods:

· Ethernet connection. Supported in Windows Vista as a common option for devices such as wireless APs, wireless digital media adapters, and Media Center Extenders.

· UFD. Note that this is the only solution that Windows XP supports.

· Temporary USB cable connection. Supported in Windows Vista, but only for MTP-class devices such as portable media, digital cameras, and so on.

The user can also print the configuration settings for reference when manually configuring a device that has an interactive display, such as a PC running an earlier version of Windows or another operating system.

The simplicity of configuration with Windows Connect Now allows non-technical users to quickly create a wireless network and add devices to it. By easing the wireless device installation process, Windows Connect Now makes wireless networking a realistic possibility for non-technical customers who otherwise might not purchase your device. Finally, Windows Connect Now improves customer satisfaction while it reduces your support costs.

Implementing Hardware Support for Windows Connect Now

For a wireless device to be able take advantage of Windows Connect Now, the device must support the capabilities defined in the Windows Connect Now specifications.

In addition, Windows Connect Now device capabilities are defined for the Windows Logo Program in “Network Infrastructure Devices - Router, Wireless Routers, WLAN Access Point Devices, and Network Bridges” in Windows Vista Logo Program for Devices, Version 3.0.

Devices Profile for Web Services and WSDAPI

In Windows Vista, the Web Services on Devices API (WSDAPI) executes unmanaged code and supports standards for device connectivity such as WS‑Discovery and WS‑Eventing. The Windows Communication Framework (WCF) executes managed code and offers enterprise-level services for Web Services solutions.

The Devices Profile for Web Services specifies a lightweight subset of the overall Web Services protocol suite that is appropriate for network-connected devices. The Devices Profile prescribes how to enable these networking functions:

· Send secure messages to and from a Web service

· Dynamically discover a Web service

· Describe a Web service

· Subscribe to and receive events from a Web service

WSDAPI is an implementation of the Devices Profile in Windows Vista. This generic Devices Profile stack provides the foundation for connecting to Web Services–based devices as both a client and as a service. For background information, see “A Technical Introduction to the Devices Profile for Web Services” on MSDN®.

Figure 2 provides an example of using the Devices Profile for message exchange between a client that has something to print, a printer device, and a print service that the device hosts.
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Figure 2. Message Exchange for a Print Device by Using the Devices Profile

UPnP Support in Windows

UPnP is an IP-based protocol suite based on preliminary versions of Web Services protocols such as XML and Simple Object Access Protocol (SOAP). With UPnP, a device can dynamically join a network, obtain an IP address, convey its capability, and discover the presence and capabilities of other devices on the network.

A UPnP device is a container of services and nested devices. For example, a VCR might consist of a tape transport service, a tuner service, and a clock service. Different categories of UPnP devices are associated with different sets of services and embedded devices. For example, services within a VCR are different from those within a printer. Information about the set of services that a particular device type can provide is captured in an XML device description document that the device hosts. The device description also lists properties such as device name and icons associated with the device.

Microsoft has enhanced UPnP support in Windows Vista to include integration with PnP-X and Function Discovery. Requirements for UPnP-capable devices that extend capabilities to work well with Windows Vista are defined in these Windows Rally specifications:

· PnP-X: Plug and Play Extensions for Windows, which includes XML samples for supporting PnP-X discovery and installation of UPnP-capable devices.

· Windows Connect Now–NET, which includes details for how UPnP-capable devices can implement this protocol for configuring wired and wireless networks.

Function Discovery API

In Windows Vista, the Function Discovery API makes it easy to create applications that enumerate and use devices of a specific type, regardless of how they are connected to the computer.

Function Discovery acts as an abstraction layer between applications and devices, which allows applications to discover devices by their functions rather than by bus type or connection. It provides a uniform programmatic interface for enumerating system resources, such as hardware devices, whether local or network connected. Function Discovery enables applications to discover and manage lists of devices or objects, which are sorted by functionality or class.

Users benefit from this categorized view of devices on their PCs. Both users and applications can use Function Discovery to discover which functions their system can perform, regardless of the underlying device or software architecture.

Function Discovery supports an extensible discovery provider model. The providers in the system provide an abstraction layer over existing standards such as Plug and Play, Simple Service Discovery Protocol (SSDP), WS‑Discovery, and the registry. Vendors can also create a custom provider to expose resources through Function Discovery.

Figure 3 shows the Function Discovery architecture. For more information, see the Function Discovery API reference on MSDN.
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Figure 3. Function Discovery Architecture

PnP-X: Extending Plug and Play to Network-connected Devices

PnP-X is a set of extensions to Plug and Play in Windows Vista that support network-connected devices. PnP‑X allows network-connected devices to appear as devices inside Windows and provides an installation experience that is similar to attaching a bus-connected device.

“Discovery” refers to how PnP‑X determines that a device is present. For bus-connected devices, Plug and Play discovery is done through PCI, USB, and other types of physical bus enumerators. In Windows Vista, PnP-X extends Plug and Plug by using the IP bus enumerator service, which uses networking protocols and the local area network (LAN) connection to determine the presence of DPWS and UPnP-capable devices.

The components of PnP‑X device association framework allow network-connected devices to be discovered, associated, and installed on a PC client as if they were bus-connected. This framework consists of components such as:

· Discovery providers, including an SSDP provider and a WS‑Discovery provider

· An association UI

· The IP bus enumerator service

Figure 4 shows the relationship between the PnP‑X components and function discovery. In this figure, PnP‑X components are represented as rectangles and function discovery categories are represented as circles. All communication is performed through function discovery, which reduces or eliminates the need for new interprocess interfaces. For information about how providers invoke function discovery, see the Function Discovery API reference on MSDN.
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Figure 4. PnP‑X Architecture

To take advantage of PnP‑X, the device manufacturer must support either Devices Profile for Web Services or UPnP 1.0. Specifically, PnP-X relies on the discovery of network-connected devices by using SSDP and WS‑Discovery.

Implementing DPWS Support for PnP-X Devices

DPWS is based on the standard application-to-application communication protocol for most Internet services, to ensure rich discovery, control, and eventing experiences. For a device that implements PnP-X by way of DPWS, the requirements are defined in Web Services specifications. (Links to all WSD-related materials are available on the Windows Rally Web site.) 

To incorporate PnP‑X, the DPWS-capable device must:

· Support DPWS and Web Services Dynamic Discovery.

· Be capable of retrieving the metadata for the device and extracting eXtensible markup language (XML) elements.

PnP-X: Plug and Play Extensions for Windows is the specification that defines the device metadata XML elements that PnP‑X requires for device installation.

· Be capable of creating a series of hardware IDs and compatible IDs from the XML.

WS‑Discovery manages the exchange of metadata between the device and Windows. The user selects the device and chooses to install it. The Plug and Play process for matching INF files is the same as the process for UPnP devices.

Implementing UPnP Support for PnP-X Devices

UPnP has been adopted widely for devices that interact in home network A/V scenarios. Adding PnP-X technology advances the capabilities and usability of devices that connect to a Windows PC.

To be able to incorporate PnP‑X capabilities, UPnP-based devices must implement the core UPnP protocols: discovery, descrip​tion, control, and notifications, including UPnP device metadata mapping. With PnP‑X, the device installation process for UPnP devices on Windows is as follows:

1.
The Windows Vista PC discovers the device—for example, when a new IP printer is connected to the home network.

2.
The user selects the device in Network Explorer (double-click or right-click and click Install).

3.
IP Bus Enumeration Service creates a physical device object (PDO) for the device.

4.
Plug and Play begins installation of the device.

5.
Plug and Play uses INF files to search the driver store for a matching driver package.

6.
The Found New Hardware Wizard helps the user through the association process.

7.
If the device requires a driver, the Found New Hardware Wizard prompts the user to install the driver.

8.
Windows initializes the device and creates a functional device object (FDO) that stores the device’s property information.

Implementing Driver Support for PnP-X Devices

Windows Vista includes built-in drivers that can be used for network-connected devices such as a WSD printer and UPnP Content Directory Services media server. If the manufacturer creates a custom driver, it is typically a user-mode component—such as a Windows Sockets application—that exposes APIs to applications.

For complete information about the required XML elements and other details for creating a PnP-X device, see PnP-X: Plug and Play Extensions for Windows.

Related Technologies for Network-Connected Devices

The Windows Rally technologies interact with other technologies in Windows Vista. Combinations of these technologies can be implemented in devices and applications to help customers achieve rich experiences with network-connected devices.

MTP Extensions for Wireless Devices

The Media Transport Protocol (MTP) is a protocol for communication and control of portable media devices. MTP enables object exchange, object description, and device management in a standard and extensible way.

MTP is a binary protocol that uses an initiator-responder model. The initiator must initiate any communication request, and the responder replies. The initiator then builds a model of the responder contents.

Although MTP is transport neutral, the basic protocol works for a device that is physically connected to a computer by using a bus such as USB. As a result, MTP as it was originally designed had no mechanism for provisioning wireless devices—providing them with network configuration data—so that they can connect to hosts over 802.11 wireless networks. These capabilities are available through extensions that are provided in the MTP Porting Kit, as described in this section.

Network Association Extensions for MTP

Network Association MTP Extension allows MTP initiators and responders to exchange information that enables a range of connection security options between hosts and devices in subsequent sessions over public and private IP networks. This specification:

· Defines the Network Association Extension.

· Describes the Network Association Extension operation.

· Prescribes the conventions for host and device behavior during network association and subsequent IP connection negotiation.

· Provides implementation notes and guidelines.

Before establishing a session over an IP network, a host and device might be required to participate in a secure exchange of information known as “network association” or “device bonding.” This information exchange is supported in these ways:

· Through out-of-band mechanisms if the link is implicitly trusted, such as by way of a USB cable.

· By in-band mechanisms if the link security is established based on some mutually supported mechanism, such as digest authentication by using a passcode known only to the responder and the user.

The Network Association Extension defines several authentication options to accommodate the wide range of device connection scenarios, including zero authentication, nominal authentication, secure authentication, and network association.

Wi-Fi Provisioning Extensions for MTP

Wi-Fi Provisioning MTP Extension defines a new MTP object format and a new MTP operation. Together, the new format and operation enable Wi-Fi provisioning for MTP devices. This extension enables an MTP initiator to provide an MTP responder with the configuration parameters that are required to join a wireless LAN.

This extension defines a new MTP object format for Wireless Configuration File (WCF) objects. A WCF object contains the network settings that allow the responder to join a wireless network. An initiator creates the WFC object and transfers it to the device. Each WCF object represents the settings for a single wireless network. The responder may receive multiple WCF objects over time. Each object has the same name as the service set identifier (SSID) of the network.

In addition to the new object format, this extension also defines a new MTP operation that instructs the responder to process a WCF object that the responder has received and stored. By processing the WCF object, the responder validates the syntax and confirms support for the contents of that object. The initiator performs this operation each time it sends or updates a WCF object. However, the WCF object is available for use by the responder at any time, even if, for some reason, the initiator neglects to perform this operation.

The device implementer determines how WCF profiles are used. For example:

· The device can detect available wireless networks and automatically select the wireless settings from the list of WCF objects on the device.

· The device requires that the user select from a list of available profiles and the device activates only the selected profile.

· The device accepts only one WCF profile at a time. The device replaces any existing profile with the latest one that it received from the initiator.

Media Transfer Protocol Porting Kit

MTP first shipped as part of the Windows Media Device Manager 10 SDK. The MTP Porting Kit includes the complete MTP specification, design documentation, sample source code, software to implement a PC-based MTP simulator, and MTP test tools.

The latest version of the MTP Porting Kit includes updated ANSI C source code, a redistributable MTP driver for Windows 98 Second Edition, Windows Millennium Edition, and Windows 2000 operating systems. This driver is implemented as a Windows Media Device Manager Service Provider and supports device access through Windows Media Player 9 Series and other device applications that work on the Windows Media Format 9 Series Software Development Kit (SDK).

IPSec and IPv6—Next-Generation Internet Protocol

Windows Rally technologies have been designed with IPv6 and Internet Protocol security (IPsec) in mind.

IPv6, the next-generation protocol designed to replace the existing network (IPv4), results in a vastly larger number of IP addresses and supports hierarchical address​ing structure, security, and mobility. IPv6 is required for new classes of computing and communications paradigms that are difficult to deliver by using IPv4. The release of Windows Vista is expected rapidly accelerate the deployment of IPv6.

IPsec, as defined in the related IETF RFC 2401:

“… is designed to provide interoperable, high quality, cryptographically-based security for IPv4 and IPv6. The set of security services offered includes access control, connectionless integrity, data origin authentication, protection against replays (a form of partial sequence integrity), confidentiality (encryption), and limited traffic flow confidentiality. These services are provided at the IP layer, offering protection for IP and/or upper layer protocols.”

	Tip: Design Internet edge devices to include IPv6 and tunneled IPv6 functionality, and to support IPsec.


Resources

Contact Us

· For information from Microsoft about licensing and technology implementation:
rally@microsoft.com
Acronyms and Conventions

AP

access point

API

application programming interface

A/V

audio/video, used as a reference to streaming media

CDS

Content Directory Services

CE

consumer electronics

DPWS

Devices Profile for Web Services

IGD

Internet gateway device

IPv6

Internet Protocol version 6

LAN

local area network

LLTD

Link Layer Topology Discovery 

MCE

Media Center Extenders

MTP

Media Transport Protocol

NAT

Network Address Translation

NID

network infrastructure device, as defined for the Windows Vista Logo Program for Hardware

PIN

personal identification number

PnP-X

Plug and Play Extensions

QoS

Quality of Service

qWAVE

Quality Windows A/V Experience

RDP

Remote Desktop Protocol

SSDP

Simple Service Discovery Protocol

SSID

service set identifier

UFD

USB flash drive

UPnP

Universal Plug and Play

USB

Universal Serial Bus

UUID

universally unique identifier

WAP

wireless access points

WEP

Wired Equivalent Privacy, an algorithm used to protect wireless networks

WCN

Windows Connect Now

WLAN

wireless LAN

WMM

wireless multimedia

WSD

Web Services for Devices

WSDAPI

Web Services for Devices API

Wi-Fi

wireless fidelity; used in reference to IEEE 802.11 networking

XML

eXtensible markup language
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Appendix A: User Experiences and Scenarios with Windows Connect Now

This appendix shows how the user configures a wireless network under Windows Vista, and describes the key design scenarios that Windows Connect Now supports.

Configuring a Wireless Network with Windows Connect Now

In Windows Vista, Network Explorer presents a list of discovered devices, including Windows Connect Now-capable devices that the user can configure, as shown in Figure A-1.
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Figure A-1. Network Explorer Device View

Alternatively, the Network Center can be used to create a new network or add a device to the network. Figure A-2 shows an example of devices that were discovered on the network. The user can select devices to configure.
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Figure A-2. Discovered Devices

When a user configures a device, the device’s PIN is used subsequently to authenticate between the Windows Vista registrar and the device. As shown in Figure A-3, Windows Vista prompts the user to supply the PIN.
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Figure A-3. PIN Entry for a Selected Device

To provide a profile for the device, the user can either select an existing network profile that contains a SSID and Passphrase or create new network settings.
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Figure A-4. Network Selection

After the user provides the PIN and network settings, the Registration Protocol runs between the Windows registrar and the device. The registrar displays a confirmation when the device is configured for the network, as shown in Figure A-5.
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Figure A-5. Successful Registration Protocol

Appendix B: Scenarios for LLTD-enabled Devices in Windows Vista and Network Map
The key user scenarios are enabled by implementing LLTD in devices, as described here.

Diagnosing Device Connectivity with Network Map

Dan wants to make sure that he can correctly add and configure devices in his network. Dan hopes to do so without having to use command-line tools like “ping” or having to write down and remember things like individual IP addresses. Before he adds any devices, he navigates to the Network Center window in Windows Vista, the central point from which other PCs and devices are managed.
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Dan examines the Status area of Network Center and notices in View mini-map that he is connected to the Internet and that his connection is working properly, as evidenced by the full-color globe and solid green lines between his PC and his network and between his network and the Internet.

Dan then proceeds to invoke Network Map by clicking View full map above the globe. Before he does so, Dan is curious to see if Windows Vista accurately reports his connectivity to the Internet, so he unplugs his router to see if Network Map reports lost Internet connectivity. Doing so shows the following result:
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This screen confirms that Dan's Internet connection is no longer working, as evidenced by the shaded view of the Internet globe and the red “X” superimposed on the gray line between his gateway and the Internet. The green line between Dan-PC2 and Gateway indicates that Dan is properly connected to his home gateway device.

Now, Dan adds his first device, a LLTD-enabled Shared Storage (MSS) network-attached storage (NAS) drive, directly to a switch, which in turn is connected directly to his gateway or router. After doing so, he refreshes the window, which results in the following screen:
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The NAS drive appears on the network, reporting its name as MSS‑019B49, and is connected via a solid green line, which indicates a proper connection. Dan did not change the Windows Vista firewall for this to work; Network Map works properly regardless of the firewall state. Dan then wonders how he can get information about the device, such as its IP address, and sees that when his mouse pauses over the device icon, the following information appears:
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Dan notices that the basic network information that is supplied here can be used by applications if necessary. Dan is pleased that he did not have to perform any additional steps and that Network Map automatically “found” the device and placed it in the correct location on the network.

Dan would like to automatically go to the Management UI of his NAS device to set it up to back up his system. He’d like to do so without having to know or remember the IP address or name of the device. Fortunately, this is automatic in Network Map: Dan just right-clicks the device to open a pop-up menu and clicks Presentation URL to access the device’s Web UI:
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Next, Dan decides to add another device to his home network. He connects his gaming console to another free port on the same switch. Dan refreshes the map and sees the following:
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The Microsoft Xbox® 360 console appears automatically in the map, without regard to any IP configuration problems that may be present, because LLTD-enabled devices like the NAS and Xbox 360 implement LLTD, a Link-layer technology.

Lastly, Dan pauses his mouse over the newly-discovered Xbox 360 icon to see that he can view its IP address and other information, just as he did previously with the NAS device, and sees the following:  
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In this way, Dan can continue to add other devices and PCs and see them in Network Map for easy connectivity information.

Quality Network Experiences during Periods of Network Congestion

No screenshots are shown for this scenario because there is no UI component; LLTD and quality Windows audio/video experience (qWAVE) work within Windows Vista to automatically perform this scenario.

Now that Dan has his devices set up, he would like to watch high-definition content on his Xbox 360, streamed across his network. However, he has set up his NAS device to back up during his peak TV-watching time.

With LLTD-enabled devices, this does not present a problem. Normally, bandwidth-intensive activities such as network backup can create network traffic that impedes streams that should have priority, such as voice or video streams. However, with LLTD and the qWAVE APIs in Windows Vista, the network can assign priority to streams as appropriate and even respond in real time to cases of network congestion, to reduce or eliminate altogether the impact on the user.
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