[image: image15.emf]You are now creating an MSN.com e-mail account that you can also use as a

.NET Passport.  Your full name will be sent with all outgoing MSN.com e-mail

messages.

Text fields:First Name (Blank by default)

Last Name (Blank by default)

The following wizard screens will ask you to provide some additional information

to help us create your account.

Please provide the geographic information below.  Your outgoing MSN.com e-

mail messages will include the current time from the time zone you choose

here.

Drop down menus:Country/Region

State

Zip Code

Time Zone

Terms of use text window containing the “AGREEMENT BETWEEN YOU AND

MICROSOFT CORPORATION”

Links:Hotmail Terms of Use

.NET Passport Terms of Use

By selecting I accept the agreement and clicking Next, I am attaching my

electronic signature to and agreeing to the Terms of Use for Hotmail and for the

.NET Passport Services; I am also accepting the Hotmail Privacy Statement

(Link) and the .NET Passport Privacy Statement (Link).  I understand that if I do

not agree to these terms of use and privacy statements, I should select I don’t

accept the agreement, click Cancel to discontinue my registration, and refrain

from using the Hotmail and .NET Passport Services.

Radio Buttons:I accept the agreement (Unselected)

I don’t accept the agreement (Unselected)

Drop down menus and text field:Month

Day

Year (With text (ex. 1999))

Radio buttons:Male (Unselected)

Female (Unselected)

Drop down menu:Occupation

([Select an Occupation] by default)

Please create your MSN.com e-mail address.  Your MSN.com e-mail address

must begin with a letter.  You can use letters, numbers, and the underscore (_)

to create your address, but no space.

Text box:E-mail Address (followed by @msn.com)

Checkbox:Use MSN® Explorer to access my e-mail account.

(Checked)

Note: You can also go to www.msn.com (using any Web browser) to access

your e-mail account.

Please create a password for your MSN.com e-mail account.  This will also be

your .NET Passport password.

Your password must be at least six characters and may contain numbers,

uppercase and lowercase letters, and standard symbols.

Text boxes:Password (Blank)

Retype Password (Blank)

Checkbox:Save my .NET Passport information in my Windows XP

user account. (Unchecked)

To help keep your MSN.com account and your .NET Passport secure, please

choose a secret question and then type the answer.  If you forget your

password, you’ll need to answer this question to create a new password.

Drop down list:Secret Question (Favorite Pet Name? by default)

Text box:Answer (Blank)

You can speed registration and get personalized services at .NET Passport

participating sites by sharing your .NET Passport information with them when

you sign in.

Select the check boxes to choose how much of your .NET Passport information

you would like Microsoft to share with other companies’ participating sites when

you sign in.

Checkboxes:Share my e-mail address (Unchecked)

Share my first and last names. (Unchecked)

Share my other registration information (Unchecked, link to

details)

Link:Tell me more about .NET Passport, privacy, and security.

Select the check box below to be listed in the Hotmail Member Directory.

Link:More information about the Hotmail Member Directory.

Checkbox:Hotmail Member Directory (Unchecked)

With a Microsoft® .NET Passport, you can use your e-mail address and a single

password to sign in to all participating Web sites and services.

Do you have an e-mail address?

Radio buttons:Yes. (Default)

No, I would like to open a free MSN.com e-mail account.

Don’t want free MSN.com e-mail?  Just open an e-mail account with another

provider and then return to the wizard to register it as your .NET Passport.

The e-mail address you typed is a .NET Passport.

To use this .NET Passport, please type its password.  To create a new .NET

Passport with a different e-mail address, click Back.

Text box:Password (Blank)

Checkbox:Save my .NET Passport information in my Windows XP

user account (Checked)

Please type your e-mail address.  If you already have a .NET Passport, or if you

have an MSN® Hotmail® or MSN.com e-mail address, type that address here.

(Hotmail and MSN.com e-mail addresses are already .NET Passports.)

Text box:E-mail Address (Blank)

Please create and confirm a password for your .NET Passport.  The password

you create can be different than the password you normally use for this e-mail

address.

Your password must be at least six characters and may contain numbers,

uppercase and lowercase letters, and standard symbols.  Do not include spaces

or extended (international) characters.

Text boxes:Password (Blank)

Retype Password (Blank)

Checkbox:Save my .NET Passport information in my Windows XP

user account. (Unchecked)

To help keep your .NET Passport secure, please choose a secret question and

then type the answer.  If you forget your password, you’ll need to answer this

question to create a new password.

Drop down list:Secret Question (Favorite Pet Name? by default)

Text box:Answer (Blank)

Please provide the geographic information below.  If you forget your password,

you’ll need to provide this information (and answer to your secret question) to

get a new password.

Drop down menus:Country/Region

State

Zip Code

Terms of use text window containing “Microsoft Passport Terms of Use and

Notices.”

Link:Printer Friendly Version

By selecting I accept the agreement and clicking Next, I am attaching my

electronic signature to and agreeing to the Terms of Use for the .NET Passport

Service; I understand that if I do not agree to these terms of use and privacy

statements, I should select I don’t accept the agreement, click Cancel to

discontinue my registration, and refrain from using the .NET Passport Service.

Radio Buttons:I accept the agreement (Selected)

I don’t accept the agreement (Unselected)

You can speed registration and get personalized services at .NET Passport

participating sites by sharing your .NET Passport information with them when

you sign in.

Select the check boxes to choose how much of your .NET Passport information

you would like Microsoft to share with other companies’ participating sites when

you sign in.

Checkboxes:Share my e-mail address. (Unchecked)

Share my other registration information. (Unchecked, link to

details)

Link:Tell me more about .NET Passport, privacy, and security.

Add a .NET Passport to your Windows XP user account

With a Passport, you can:

-Have online conversations with friends and family

-Create your own personal Web pages

-Sign in instantly to all .NET Passport-enabled sites and services

...and more, all with just one sign-in name and password!

Microsoft is committed to protecting your privacy.

Link:View the privacy statement.

Adding a Passport to your user account is quick and easy.

To continue, click Next.

You’re done!

Your Windows XP user account is now set up to use the following .NET

Passport: (Account name)

BEGINNING

END

Yes

No

Address is already a

.NET Passport

account

Address is NOT

already a .NET

Passport account
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Introduction

This review guide is a resource for those who are evaluating the Microsoft® .NET Passport service (Passport) for use on their web site.  Therefore this paper strives to cover every aspect of the Passport service in a reasonable level of detail.  The objective is to help you make your site easier to use for your customers and the millions of Passport account holders.

In January 2002, a Jupiter Media Metrix
 study found that almost 29 percent of online consumers said merchants could improve customer service by developing a simpler Web site sign in process and that 42% of consumers were bothered by having to use different sign in names and passwords to access different sites on the Web.

The cause of this problem is easy to identify.  Today most Web sites use unique systems for performing authentication and users are tasked with remembering a multitude of usernames and passwords.  This makes it more difficult for users to access sites, negatively impacting both the user and the Web sites they visit.  As more applications are developed for the Web, and as cell phones, PDA’s, and other new devices support Internet access, this problem is expected to get worse.

The Passport service is designed so that your customers can sign in to your site in the manner that is most convenient to them.  If desired, your users can have one-click access to your site. Using Passport, you are able to spend more time satisfying your customers and less time on time consuming access administration processes, such as resetting lost passwords.

What is .NET Passport?

Passport is a suite of services for authenticating (signing in) users across a number of applications.  The suite includes the Passport single sign in service and the Kids Passport service. 

.NET Passport Single Sign In Service

The Passport single sign in service solves the authentication problem for users by allowing them to create a single set of credentials that will enable them to sign in to any site that supports a Passport service (Referred to as “participating sites”).  

Passport simplifies sign in and registration, lowering barriers to access for the millions of users with Passport accounts today. The objective of the Passport single sign in service is to help increase customer satisfaction by allowing easy access without the frustration of repetitive registrations and forgotten passwords.

As a part of the single sign in service, if a user chooses to, they can store commonly used information in a Passport profile and, at their option, transmit it to the participating sites they visit.  This reduces the barriers to acquiring customers because new users are not required to retype all of their information when they register at a new site.  It also enables the sites they visit to customize and enhance their experience without having to prompt them for user information.

The Kids Passport Service
An optional adjunct to the single sign in service is the Kids Passport service.  The Kids Passport services give Web sites doing business in the United States tools to help them comply with the parental consent requirements of the Children's Online Privacy Protection Act (COPPA), which went into effect in April 2000. Parents can use the Kids Passport service to modify profile information their children can share with Passport participating Web sites, subject to certain exceptions described in the Passport Privacy Statement. Parents can also choose a consent level to determine the extent to which participating Kids Passport sites collect, use, and share children's personal information.
.NET Passport Benefits

· Convenient access—For the end-user, Passport enables quick, easy access to your site.  When a Web user who is already registered with Passport visits your Passport-enabled site for the first time, they can seamlessly register and sign in, transferring the registration information they have opted to reveal with a few clicks. Also, because that user has only one password to remember, they are more likely to access your site quickly and easily every time they visit.

· Enhanced user experience—The information an end-user chooses to reveal can greatly enhance their experience with your Passport-enabled site or service. By including information such as zip code or time zone in the profile information, a user can benefit from a more relevant, personalized Web experience.  Furthermore, Passport allows your customers to easily identify themselves, regardless of the browser they are using.  In this way, by using Passport, you can recognize your customers even when they have erased their cookies
 or are using a different computer or device to access your site than they normally do.  This means that your customers can receive the same level of personalization wherever they are.

· Reduced costs and ease of administration—For the participating site, Passport eliminates the need to build, host, and maintain an authentication service, reducing costs for development, administration and support. Passport handles access administration tasks such as the resetting of passwords, allowing you to focus development personnel and resources on value-added features that will further differentiate your business. 
Implemented by hundreds of Web sites and, as of April 2003, performing over 3.5 billion authentications per month, Passport is well on its way toward the goal of providing the best Internet-wide user authentication system: a system that provides an optimal balance of security, privacy, flexibility, and usability for the task at hand.  

Authentication vs. Authorization

It is important to clarify the difference between authentication and authorization, and how these terms are used within this paper. The differences are fairly obvious, but understanding the implications of each is important.

au·then·ti·ca·tion [aw thènt káysh'n] noun:
The verification of credentials presented by an individual or process in order to determine identity. 

au·thor·i·za·tion [àwthr záysh'n ] noun:
To grant an individual permission to do something or be somewhere. 

Authentication is the process of recognizing who an individual is by verifying credentials.  Authorization is the act of deciding what that individual has access to. When someone asks for your driver's license, for example, it is a form of authentication. Your driver’s license provides a way for you to identify yourself to others in order to assist in many transactions. 

Your driver's license alone does not determine whether you can legally engage in any age restricted activities (voting, for example).  It only verifies the relevant credentials, such as date of birth, so that permission can be given for an activity.

It is possible to authenticate someone without any authorization, but it is difficult to imagine authorizing someone for some purpose without also requiring that they go through some form of authentication.

Passport is focused on authentication.  This is important, as it means that you remain in control of authorizing your own services.  One of the benefits of Passport is that it offloads the need for you to run an authentication system, resetting passwords and other related tasks, while still leaving you control over who can use your site.

The Registration Process
When someone registers for a Passport at your site or service, they are opening two different accounts at the same time.  Using a single form, the user is opening one account with you and one with Passport.  You still receive all of the profile information that is provided during registration at your site. 

In addition, the Passport registration page (like most Passport pages) uses “co-branding.”  Co-branding allows you to display your site’s look and feel, including branding, colors, text, and navigation on the pages served by Passport.  With co-branding, your site maintains a consistent user interface across pages hosted by both your site and the Passport service.  
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Figure 1:  The Registration Process.

1. In this example the user browses to Site A, a participating site or service (or browses to www.passport.com), and they click the “Sign In” button (or click the “Register” button on Passport.com).

2. The user is redirected to a co-branded registration page displaying the registration fields that were chosen by Site A.  (The minimum number of fields required is two: email name and password.)  Here the user chooses whether or not they want to opt in to share their information with other Passport-enabled sites that they sign in to.

3. The user reads and accepts terms of use (or declines, and the process ends), and submits the form. (On Passport.com the user is shown a congratulations page and sign up process ends here.)

4. The user is then redirected back to Site A with their encrypted authentication ticket and profile information attached.  

5. Site A decrypts the authentication ticket and profile information and continues their registration process, or grants access to their site.

NOTES: Sites B and C do not receive any information about the user.  The user does not need to download any software.  

This process is designed to be flexible enough to support a number of different scenarios.  The simplest way to register someone for a Passport account is to ask for only the minimum amount of information: e-mail address and password. You can also choose to collect more information if desired.

For example, you might ask your customer to provide information on their music preferences and their location.  All of this information will be returned to you to be stored in your customer database. Only those fields that map to items in the Passport profile – (in this example) Country, State, Postal Code, and Time Zone information – will be stored by Passport to ease future registrations.  Their musical preferences, and any data specific to your individual site or service, would not be stored by Passport, as there are no fields in the Passport profile designed to hold that information.

Passport supports many languages. If the language field is not present on the registration page, Passport will try to determine the language setting of the user’s browser and save that as their preferred language.  This way, the correct language can be shown to the user wherever they use their Passport.

It is important to note that while you will receive all the profile information that the user provides during registration, certain information, including passwords, secret questions and answers, the security key, and other credential information are not shared with your site in order to help maintain the security of the user’s authentication data.
Information Stored in a .NET Passport Account
 The information that can be stored in a Passport account falls into two categories: 

1. Credentials are stored only within the Passport service. (The e-mail address is an exception to this rule, as it can act as both a credential and a profile attribute.) 

2. A small amount of Profile data that is stored within the Passport service and shared with participating sites based on user consent.
The following table lists all of the user-definable information that can be stored in a Passport account.   

	Information
	Data Type
	Required to create a Passport?
	Shared with other sites?


	E-mail Address (Sign in name)
	Credential and Profile
	Yes
	If user opts-in

	Password
	Credential
	Yes
	Never

	Secret Questions and Answers
	Credential
	Optional
	Never

	Mobile Phone Number and Mobile PIN
	Credential
	Only required when registration takes place on a mobile device; otherwise they are optional.
	Never

	Security Key
	Credential
	Optional (However a participating site may require the use of a Security Key)
	Never

	Birth Date

Country / Region

First Name

Gender

Last Name

Occupation

Postal Code

Preferred Language

State

Time Zone
	Profile
	Optional, what fields are used is determined by the site that registers the user.
	If user opts-in


Credentials

When a user registers for a Passport, they create a password for the account. If they are using Passport from a mobile phone, they will be asked to create a PIN, which acts as their password on that type of device. They may also be asked to provide a secret question and secret answer. Secret questions and answers are used to help the system or Passport customer service representatives verify the consumer’s identity, in case they have forgotten their password, or have other issues with their account.

If you want an extra layer of security for your site, then you can require that users enter an additional credential at sign in.  This additional credential is known as a security key.

The first time a user attempts to access a participating site that requires a security key, they are redirected to a Passport registration page.  When creating a security key, a user is asked to provide and confirm a four-character security key and to select and answer three out of ten secret questions.

The three secret questions are used to authenticate the user in the event a security key needs to be reset.  To assist users in remembering the answers to these three questions they are challenged to re-enter the answers before the registration process is finalized.  Once the user has successfully answered all three questions the security key is activated.

Passport also asks the user to create additional credentials if certain optional features are chosen.  For example, if a consumer uses the Passport service via a mobile phone, the telephone number will be used as the mobile sign in name.  (Since the mobile sign in name is a credential, it is not shared with Passport participating sites when the user signs in with their mobile credentials.)
Profile Information

While the profile can only contain a small amount of information, the actual amount of information requested at registration is up to you.  

Regardless of the amount collected, information stored by Passport is not shared with a Passport participating site or service unless the account holder explicitly chooses to provide it.  The account holder does this by clicking the Passport sign in link on that site. 

In other words, if you implement Passport on your site, you do not gain access to the entire Passport account base.  You will only receive information from customers when they register or sign in at your site.
It is up to the consumer to choose the type of profile information to share with the Passport participating sites that they sign in to.  They do this by checking a series of boxes on the registration form (See Figure 2).  These checkboxes ask the user to opt-in to:
1. share their e-mail address;

2. share their first and last name, or;

3. share all of the other information placed in the Passport profile.

If the user does not affirmatively select one of the above choices, the fields remain blank and no profile information is passed to participating sites when a user signs in at a site.

(Note that if the profile information that relates to a checkbox is not collected on the particular registration page then that checkbox will not appear.  For example, if you have chosen not to ask the user for their first and last name then that checkbox will not appear.)
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Figure 2:  An excerpt from a Passport registration screen showing the checkboxes.

E-mail address is unique in that, while it is a credential field, it may be shared if the user has opted to share that data by checking the appropriate box described above.  This is the only case where a credential field is shared outside of the Passport service.

Privacy link for Residents of the European Union

If during registration the user is asked to provide Country / Region information, and the user selects a country that is part of the European Union, a special privacy link will appear (See Figure 3).

Clinking on this link will open a help window alongside the user’s browser that displays details how Passport works, how profile data is used and shared, and other information designed to inform and educate the user on privacy issues. 
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Figure 3: An excerpt from a Passport registration screen showing the link that appears when a user selects a country or region that is within the European Union.
Human Interaction Protocol

Today it is not difficult for a malicious person to write a program that goes to a user registration page, fills in the entire registration form with bogus data, and submits this registration to the Web site.  These programs can easily submit hundreds if not thousands of fake registrations an hour.
By doing this an attacker may be able to overwhelm the capacity of a registration system and cause it to go offline or become unavailable for real users trying to register.  At a minimum, they can fill up the Web sites database with junk, increasing the costs of supporting the system by taking up computing resources unnecessarily.
In order to defend against this type of attack, the Passport service employs a technology called Human Interaction Protocol at the time of registration.  This technology is designed to make it easy for humans to register, but very hard for computers to do so.

This is done by asking the user to type in alphanumeric characters from a picture that is displayed on the registration form.  This helps ensure that a person—not an automated program—is completing the registration form (See Figure 4). 

In most cases, an automated registration program can’t recognize the characters in the picture.  The characters are slightly warped in order to make it unlikely that Optical Character Recognition software could be used to read this image.
In addition, Passport provides a sound file that provides the same type of functionality for the visually impaired.

Human Interaction Protocol is an excellent example of the value of the Passport service.  When this feature was implemented, hundreds of sites were instantly able to take advantage of this additional level of protection—without having to make a single change to their Web sites.  Passport will continue to deploy innovative features in this same way.
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Figure 4: An excerpt from a Passport registration screen showing the Human Interaction Protocol feature.
E-mail Validation

The last step in registering a Passport account is to validate that the user can access the e-mail address that has been registered.  This process is designed to prevent e-mail addresses from being used in Passport accounts without the permission of the true owner of that e-mail address, which can lead to confusion and inconvenience for both the consumer and the participating site.

To validate the e-mail, Passport uses the e-mail address that was provided during registration to send a welcome e-mail message informing the user about the service, telling the user how to manage the Passport account, and confirming their registration. 

This e-mail contains links that the reader is instructed to click on to either validate the account or cancel it.  In this way, if a consumer gets the e-mail and does not know what it is, they can cancel the account by clicking on the appropriate link.  This will take them to a page providing more details on what might have happened and also apologizing for the inconvenience.

There will be a one-day grace period when the Passport account can be used without being validated.  However, until the account has been validated, no profile information will be passed to any subsequent participating sites that the user visits after registration – even if the user that registered the account checked the consent boxes. 

After the grace period expires there will be a warning period during which the consumer is presented with a warning page if the account is not activated (4 days or 5 sign in attempts).  This page will give them the option of having another confirmation e-mail sent, in case it was missed the first time.

After the warning period expires, the account is blocked.  The user is shown a page after they sign in where they can enter a different e-mail address or re-send the validation e-mail, but cannot go any further.

Note that sites that provide e-mail accounts to the user, like MSN® Hotmail®, can assume the e-mail address is valid and skip this step.  

Unique Identifiers and Operational Information

When a user registers a Passport account, their account is assigned a Passport User ID (PUID) that becomes the unique identifier for the account.  This PUID is a 64-bit number that will be sent (encrypted) to your site as the authentication credential when a Passport user signs in.  This is done so that you can identify the user.  

As it is up to the user whether they want to share their e-mail address and other information with you (assuming they registered their account at a different site) you cannot depend on this type of information to identify the user.  The PUID solves this problem by providing you a way to easily understand who each unique customer is, while still respecting their desire not to share personal information about themselves if they choose not to.   

However, some sites need additional Passport information to operate properly and provide the services the user has requested. This "operational" information is shared automatically with participating sites when the user signs in using their Passport.

It is important to note that this operational information does not include any of the personal information that may have been provided as part of the registration process.  This operational information consists of:

· The version number Passport assigns to the profile.

· A new number is assigned each time a user changes their Passport profile.  This allows you to tell if your customer has updated the information in their profile since they last signed in at your site.

· Whether the e-mail address has been verified. 
· Whether the account has an e-mail account that has been deactivated.

· Whether the account is a Kids Passport account.
· Whether the user has consented to be listed in the Hotmail member directory or other public directories. 

In addition to this information Passport also temporarily logs all sign in attempts in order to help maintain the efficiency and security of the Passport service. The information in these logs is identified only by the account's unique ID number. It is never linked with personal information unless a user contacts Passport customer support for help with resolving an account problem. 

The Authentication Process 

Passport authentication messages are passed in the form of electronic “tickets” that are used to tell your site that the user has signed in successfully.  A ticket is simply a small amount of data that tells you at what time the sign in occurred, when the user last manually signed in, and other information that is useful to the authentication process.  Within the Passport system, these tickets take the form of cookies.

To get a ticket, a user with a Passport account clicks the standard Passport sign in logo on your site or tries to access a protected Web page within your site (e.g., a page that requires user authentication before allowing access).  This redirects the user to a special page on Passport.com.  This page takes information that your site has appended to the URL and processes it.  This allows the Passport service to know which site has referred the user, and which site to return the user to.  Once the information has been processed, Passport redirects the user to a page on Passport.net.

This is done for two reasons.  The first is to shorten the URL in order to make it easy for the user to casually verify that the address of the page is owned by Passport.  The second is to separate the user interface from the domain in which the authentication cookies were originally written.  This helps prevent unauthorized access of these cookies, as browsers only allow you to read the contents of cookies that have been written at the site you are currently accessing.  This entire process goes by very quickly, however, and will likely not be noticed at all by the end-user. 

On the Passport.net page the Passport user interface (along with your co-branding) appears, with links to Passport’s Privacy Statement, Terms of Use Statement, and Member Services page (See Figure 7).  Once the user enters their credentials, they are sent back to the Passport.com domain.  Once there and verified, Passport writes a cookie on the user’s browser that stores information about this sign in. (This is called a “ticket-granting-cookie” and it is used in subsequent sign in attempts, described below.) Then Passport redirects them back to your site.  Again, this process may not be noticed by the user.

When the user arrives back at your site, they will bring two encrypted packets of information attached to the query string.  A piece of software called the Passport Manager will need to be installed on your servers.  The Passport Manager reads those packets and writes them as encrypted cookies in your domain.  The first cookie contains the authentication ticket information.  The second contains any profile information that the user has chosen to share, and any operational information and unique identifiers that need to be passed.  These packets are encrypted with a unique secret key that is shared between Passport and your site.  This helps to ensure that only you can decode these messages.

Your site then takes this information and uses it to issue your own cookies.  Since these cookies are issued from your domain, you will have access to them.  Now that you know the user has been authenticated by Passport, you can take it from there.  You can use the Passport User ID to look a user up in your database and perform authorization tasks.  You can also use the profile information to personalize the user’s experience.

When the user navigates to another Passport participating site, the new site has several choices to make about how they will authenticate this user.  When the user clicks the sign in button, they are directed to the Passport service exactly as they were at their first sign in.  The difference is that this time there is a ticket-granting-cookie saved on the browser that Passport can read.  Since the ticket contains the time that it was issued, it allows the referring site to decide how “fresh” the cookie needs to be in order for the site to accept it.  If the ticket meets the rules the referring site has chosen, the user is redirected back to the referring site along with the encrypted ticket and profile cookies.  If the ticket is too old, the user is prompted to re-enter their credentials.

All participating sites can choose how old the ticket-granting-cookie can be before they will reject it.  In addition, all participating sites have the option of requiring the user to re-enter his or her password regardless of what cookies they have, and their freshness.  By forcing a user to re-type credentials, you eliminate the ability of someone who does not know the user’s password to access that user’s information.  Sites collecting sensitive information, such as financial services Web sites, are encouraged to use this feature.  It is unlikely that a site that only displays low security items such as localized news or weather would force the user to re-type his or her credentials; however, the choice is available.   
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Figure 5:  The Passport Authentication Process

1. User browses to participating site or service (Site A in this example). User clicks “Sign In” button or link.

2. User is redirected to Passport.  

3. Passport checks if the user has a “Ticket Granting Cookie” (TGT) in their browser’s cookie file (one that meets the rules that Site A has set), if one is detected they skip to step 4 and never see the Passport login UI.  If the TGT does not satisfy the time since sign in rule requested by Site A, then Passport removes information that Site A passed on the query string and redirects the user to a page that asks for the currently signed-in users’ password.  This new page has a short URL in the passport.net domain. If the user enters the correct information, they proceed.
4. The user is redirected back to Site A with their encrypted authentication ticket and profile information attached (if the user has chosen to share it, and if it is present). 

5. Site A decrypts authentication ticket and profile information, and signs the customer into their site.

6. User accesses the page, resource, or service they requested from Site A.

NOTE: That Sites B and C do not receive any information in this process.  No information about a user is shared with Sites B and C unless the user chooses to sign in at those sites.

Signing Out of .NET Passport 

Users may sign out of Passport by clicking the Passport sign out logo (See Figure 6) on any participating site.  Users who have not turned on the “Sign me in automatically” feature in Passport also may exit Passport by closing their Internet browsers.  When a user signs out of Passport by clicking on the Passport sign out logo, all Passport cookies from all of the participating sites visited during the browser session are deleted from the computer.  This is accomplished by means of HTML image tags and HTTP redirects.   

Email Addresses and Password Caching Controls

The Passport single sign in user interface asks the user two questions.  First, it asks whether the user is logging in at a public computer.  If the user checks the box indicating that he or she is using a public computer, Passport will not automatically enter the user’s e-mail address into the sign in screen when the user logs into the computer again.  This means that anyone sitting down at the same machine will not be able to see the first users email address.  Otherwise, Passport will pre-fill that part of the sign in screen for the user in order to make the service easier to use.

Second, a user can choose to be signed in to Passport automatically in the future.  If a user checks the box authorizing the automatic sign in feature, the user will not always see the Passport sign in page and will not always have to type in his or her username and password while using that computer.  Instead, the user will be able to freely use participating sites without having to input any information, and participating sites will receive the user’s profile information consistent with the user’s consent choices (as discussed above in the section titled Profile Sharing Settings).  To disable the automatic feature, a user simply has to select the Passport sign out button (See Figure 6) at any participating site. 

However, as previously discussed, any participating site can choose to override this feature and force the user to sign in every time.
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Figure 6: Passport sign in and sign out buttons
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Figure 7: An Example of a sign in page that has been co-branded 
Operational Communications

As you can see, there is no direct server-to-server communication of a user’s authentication and profile information between Passport and participating sites.  The information exchange occurs through the client’s browser using HTTP redirects and cookies.  However, Passport does perform server-to-server communication to periodically update operational information about the locations of Passport servers.  This communication occurs from your server(s) to a set of Passport servers responsible for managing the Passport Network Map.  This gives Passport the ability to provide redundancy without requiring your site to take on additional management burdens.  
SSL Channel

The SSL channel feature enhances the standard sign in process by providing an end-to-end SSL channel during authentication.  As with any time SSL is used, your site will experience a significant decrease in performance when using this option.  It is up to you to determine whether the need for an SSL channel is enough to offset the decrease in performance.

The SSL channel sign in user interface is the same as the standard sign in user interface, except that the SSL secured page also displays the graphical elements that designate SSL encryption.  Because of this, it is required that your site support SSL for hosting of co-branded elements.

Sign In UI when Using Microsoft Windows XP

When a user signs in to Passport on a computer that is running the Microsoft Windows® XP operating system the process is the same as is described in Figure 5 except for the sign in User Interface (UI) presented.  Passport uses the Windows XP credential manager capability to prompt the user to enter their e-mail address and password, and to ask the user if they would like to be signed in to Passport automatically whenever they sign in to Windows XP.  If the user checks this box, their information will be stored in the Windows credential manager.

The Windows credential manager enables Windows XP users to store their standard Passport credentials so they will not have to re-type these credentials when accessing Windows XP services that utilize Passport.  (In fact, users can store any credentials in the Windows XP credential manager, including those from other authentication providers.)  When signing in to a participating site, the Windows credential manager automatically signs in users or displays a dialog box, depending on the users’ choice and the authentication freshness.

Within this experience the user is also presented with links to either get a Passport or go to a help page.  If the user clicks on the “Get a .NET Passport” link they will be taken through the Passport registration wizard that is described in detail in Appendix D.  This wizard allows users to create a Passport account using an existing e-mail address, to create a new free e-mail account, or to associate their existing Passport with this computer.

If the user clicks on the “Help” link they are taken to the Passport Member Services page where they can learn more about Passport, discover links to the privacy statement, and manage any existing accounts.

This sign in UI may also be co-branded by the participating site to help make sure that the user experience is acceptable and so that users understand to whom they are being asked to authenticate.  A participating site may choose to co-brand this UI by placing its own logo and text at the top of this window, replacing the Passport logo and text shown in Figure 8. 
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Figure 8: Passport sign in UI when using Windows XP

Using a Security Key

Once a user has been authenticated with their standard Passport credentials, they can be redirected to another Passport page where they are prompted to enter a security key.  The security key is an optional step for sites that require an additional level of authentication.  An example of the security key UI is below.
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Figure 9: Security Key sign in UI

Cookies

Passport uses cookies to store information on a user’s computer.  By storing small amounts of information on a user’s computer sites can more effectively enable a number of scenarios.  Widely used in Internet by sites that authenticate users for personalization, cookies provide the most efficient way to establish compatibility across all browsers commonly used today, and those that are on the horizon.

Passport uses cookies whenever a user signs in to a Passport participating site.  These cookies allow users to move from page to page at a participating site without having to sign in again on each page.  The following is a general overview of the cookies used by the Passport service.

Domain Authority Cookies  

None of these cookies can be directly accessed by your site.  They are written only to the domain authority’s domain (e.g. passport.com). 

	Label
	Common Name
	Description / Contents

	MSPAuth
	Ticket
	Encrypted with the Passport key. Contains the Passport timestamps (last refresh and last manual sign in), saved-password flag, key version verification and any flags set by network servers.

	MSPProf
	Profile
	Encrypted with the Passport key. Contains each of the core profile attributes, if they are present and the user has chosen to share them.

	MSPSec
	Ticket-Granting Cookie
	Sent via HTTPS for all browsers that allow HTTPS cookie writes. Contains SSL-encoded PUID and password, used for silent sign in.

	MSPPre
	E-mail Pre-filling Cookie
	E-mail name of last user signed in on this machine.  Not set if user checks “I am using a public computer” at sign in.

	MSPVis
	Participating sites Cookie
	Each new Passport Participant site visited by a user has its site ID written to this cookie. Used by the Login server to compile the list of sites that must be signed out from when the user clicks any Sign Out link.  No encryption.

	Browsertest
	Browser Testing Cookie
	Used to check cookie and script capabilities of a users browser.


Participant Cookies

These cookies are written in the domain of the participating site and enable the user to sign in at any Passport participating sites during a browser session.  If a user disables the browser’s cookie feature, the Passport service will not be able to work on that machine.    


	Label
	Common Name
	Description / Contents

	MSPAuth
	Ticket
	Encrypted with participating sites Passport key. Contains the Passport timestamps (last refresh and last manual sign in), saved-password flag, key version verification, and other flags.

	MSPProf
	Profile
	Encrypted with participating sites Passport key. Contains each of the core profile attributes, if they are present and the user has chosen to share them.

	MSPCAuth
	Kids Passport Ticket
	Encrypted with participating sites Passport key.  Copy of MSPAuth cookie used in Kids Passport scenarios.

	MSPCProf
	Kids Passport Profile
	Encrypted with participating sites Passport key.  Copy of MSPProf cookie used in Kids Passport scenarios.

	MSPConsent
	Kids Passport Consent
	Encrypted with participating sites Passport key.  Used in managing consent in later versions of the Kids Passport system.

	MSPSecAuth
	SSL Channel
	Sent via HTTPS for all browsers that allow HTTPS cookie writes. Used to indicate the participating site is using the SSL channel feature.  


Most Passport cookies are temporary cookies and are deleted when the browser session is closed, unless the “sign me in automatically” feature is enabled at sign in.  In addition, Passport-related cookies are deleted when a user clicks the sign out link.  When the user signs out of Passport, the Passport server checks the cookies for participating sites and launches a script executed by each site to delete the cookies created at sign in.  The script for deleting a cookie is provided by each participating site during the site registration process.  Only the site that has created the cookies can delete them.  

You can use the encrypted Passport Ticket and Profile data to write your own cookies (in your own domain names) on the user’s machine.  Only these cookies authenticate the user to your site and allow you to deliver personalized content based on the PUID, shared profile data, and user preferences.  Aside from enabling you to create Passport-related cookies in your domain, Microsoft has no control over other cookies set by your site.  However, by signing the contract to go live with Passport you agree to delete all Passport cookies and other cookies that contain personally identifiable information when a customer signs out.

Even if the user does not sign out of Passport, Passport cookies are time-sensitive and expire at the end of a time period specified by Passport or by your site, whichever is shorter.  This means that users attempting to access your site with expired credentials will be forced to re-type their passwords to re-gain access.  If the user does not re-enter a password after the time period has expired, Passport will deny the user continued access to the Passport service.  Note: while the cookies ‘expire’ they remain on the system until the user signs-out (if they selected ‘sign me in automatically’) or closes their browser (if they did not select ‘sign me in automatically’).
Use of Profile Information that You Receive from .NET Passport

The information stored in a Passport account is not shared with Passport participating sites or services unless the user explicitly chooses to provide it by clicking the Passport sign in button.

By clicking on the sign in logo at your site or service, the user consents to have his or her selected Passport profile information delivered to you.  With the user’s consent, within the guidelines of your own privacy statement, consistent with the agreement signed between Passport and your site, and consistent with any privacy coalition program in which you participate (e.g. TRUSTe or BBBonline), you can then store and use the information you receive from the user’s Passport profile in exactly the same way you could have used this information if you had collected the information yourself.  You can also use the PUID as the unique key identifier for the Passport user inside your own database.

However, by signing the contract you agree to some specific restrictions in your use of Passport data.  These include: 

· You can use Passport profile information only to deliver the products and services requested by users.

· You cannot use Passport profile information to contact users for any purpose without obtaining the users’ prior consent.

· You cannot assign, transfer, share, transmit, or publicly disclose Passport profile information––or any identifiable information gathered from Passport profile information––to any third party without the user’s consent.  

· The only exception to this last requirement is when you need to transmit Passport information to third parties in order to deliver goods and services requested by the Passport user (for example, if the participating site sends some of its business, such as shipping services, to an outside provider).  In this case:

· If the third party is another Passport participating site, you may transmit the PUID.

· If the third party is not a participating site, you may transmit profile data to third parties, with the following restrictions:

· The data may only be sent for the purpose of allowing such third parties to participate in the delivery or fulfillment of a product or service requested by the user.

· Only the amount of profile data that is reasonably necessary for such third parties to receive in order to deliver the product or service requested by the user may be sent.

· Each third party that receives such data from you must have agreed in advance of receiving such information to:

· Use such data only for the purpose of delivering the product or service requested by the user; and
· Respect terms no less restrictive than these listed here.

· You agree to post privacy policies on your site and adhere to legal privacy requirements and industry standards.  Passport also now calls for you to comply with the Platform for Privacy Preferences Project (“P3P”) specifications set by the World Wide Web Consortium (“W3C”).  This means that you expose your privacy statement in the form of an XML document that conforms to the W3C-P3P specifications.  You also post a compact statement describing their use of cookies in the form of a mini-header that conforms to the W3C-P3P specifications. 

· These documents and headers, in conjunction with the new Internet Explorer 6 support of P3P specifications, enable users to more easily understand a site’s privacy statement and cookie usage.  They also make it easier for users to define their default preferences for managing cookies.

The Profile Management Process
The user can choose the type of profile information in the Passport profile they want to share with the participating sites that they sign in to.  As shown in the various registration methods discussed above, in many cases users are presented with check-boxes (unchecked by default) that allow them to indicate their sharing preferences.  After registration, the user can access these setting at the Member Services section of www.passport.com or via the “options” page inside of MSN Hotmail.
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Figure 10:  The Profile Management Process

1. A user browses to www.passport.com, memberservices.passport.com or to the options page on MSN Hotmail

2. If the user is at passport.com, they must sign in before they can see or change their information.  (Hotmail users will have already signed in before they can access the options page.)

3. The user can see and change their settings and profile information.  The user can also get help via an online “pane help” system or by contacting customer support. When finished the user continues browsing or signs out as appropriate.

NOTE:  Sites A, B, and C do not receive any updated information until the user signs into their site.

There are three specific cases, however, in which a Passport participating site will receive profile information regardless of checkbox settings:

· As described about, when the user registers for a Passport through a participating site or service, then that registering site or service will receive the profile information at the time of registration. 

· Similarly, when the registering site also provides the user with an e-mail account, then the company providing that e-mail service receives profile information on sign in. For example, if a user registers for a Passport account while creating a @hotmail.com, @WebTV®, or @msn.com e-mail account, then MSN, the provider of those e-mail services, will receive updates to profile information when the user signs in to an MSN site or service. If those e-mail services are co-branded, both service providers may receive updates to a user’s profile when they sign in to sites or services belonging to those providers. For example, @charter.com and @compaq.net e-mail accounts are MSN-provided e-mail services for whom Charter and Compaq, respectively, are co-branded providers and therefore may also receive updates to their users’ profiles on an ongoing basis. 

· Currently, there are a few Passport sites and services that require the user’s e-mail address in order to provide them with services. For example, the .NET Messenger service requires an e-mail address to provide the user with the requested messaging services. In those cases, Passport will always provide the user’s e-mail address when you sign in to that site or service. 

The Kids Passport Service

Passport participating sites may opt to implement the Kids Passport service in addition to the single sign in service.  The Kids Passport service gives these sites tools to help them comply with the parental consent requirements of the Children's Online Privacy Protection Act (COPPA), which went into effect in April, 2000 in the United States. COPPA requires that operators of online services or Web sites obtain parental consent prior to the collection, use, disclosure, or display of the personal information of children.

Many Web sites routinely collect personal information from visitors of all ages.  Parents with Passport accounts can register children under age 13 for a child’s Passport and choose, subject to certain exceptions described in the Passport privacy statement, what profile information will be shared with Passport participating sites when their children sign in.  

In addition parents can set additional consent levels for Passport Web sites that have implemented the Kids Passport service.  Parents can choose a consent level for the collection, use, and sharing of their child’s personal information by each Kids Passport participating site.  

Because it is a Passport, a child’s Passport sign in profile can store personally identifiable information, such as name, date of birth, and e-mail address, which may be shared with Passport participating sites. When a child signs in at a Kids Passport participating site, Passport checks a field that represents the combination of birth date and country in the child’s profile. If the child is covered by the COPPA law, Passport checks the profile to determine whether the parent or guardian has granted consent for that Kids Passport participating site, and at what level. The following table explains these consent levels.

	Consent level
	Description

	Deny
	The site or service cannot collect personally identifiable information from the child. Many sites will not let children use their services if this option is chosen. 

	Limited
	The site or service can collect, store, and use the information it collects from the child, but it cannot disclose the information to a third party (individual or company) except as necessary to operate the site/service. 

	Full
	The site or service can collect, store, and use the information it collects from the child, and it can also disclose the information to a third party (individual or company).


If the child’s profile indicates that consent has been granted for that Kids Passport participating site, the child is allowed to proceed at the site. If consent has not been granted, Passport displays a notification message that the child must request consent from a parent or guardian before proceeding at the site.

Localization

Passport offers the single sign in service in 27 languages.  Of the languages available, where there are significant differences between dialects or written forms of a particular language to the extent that they are considered unique languages in their own right, Passport supports both. Chinese (traditional and simplified writing forms), Portuguese (Brazil and Portugal) are therefore supported. Lesser dialectical differences (US versus British English, Castilian versus Latin American Spanish, for example) are not supported.

Passport is available in the following languages:

	· Arabic 

· Chinese (Simplified) 

· Chinese (Traditional) 

· Czech 

· Danish 

· Dutch 

· English 

· Finnish 

· French 

· German 

· Greek 

· Hebrew 

· Hungarian 

· Italian 
	· Japanese 

· Korean 

· Norwegian 

· Polish 

· Portuguese (Brazil) 

· Portuguese (Portugal) 

· Russian 

· Slovakian 

· Slovenian 

· Spanish 

· Swedish 

· Thai 

· Turkish 


Localization of Additional Services

Kids Passport is somewhat unique in that the service is market-based – namely it applies only to the United States and the COPPA law of that jurisdiction. This service is currently available in English and Spanish to users in the United States.
Consumer-focused information such as the Passport privacy statement and terms of use, as well as FAQ’s and other general information have been localized into all languages listed above and are available at www.passport.com. 
Adding .NET Passport to Your Web Site

Many sites that want to use Passport single sign in already have a proprietary authentication system in place with a large number of customer accounts in that system. These accounts typically have data associated with them and are protected by User IDs and passwords that customers are using today. 

It is critical to minimize the impact of any changes on existing customers when adopting Passport single sign in.  You may choose to move to Passport from your existing authentication system entirely, or you may choose to run the systems in parallel.  While these are by no means the only options, the following section discusses these two common approaches. 

Implementation Strategies

Two approaches to implementing Passport on an existing site are:

· Conversion—All new customers are asked to register and sign in using Passport, and returning customers must convert their accounts to Passport from the site’s existing sign in system. 

· Coexistence—Passport is presented in parallel with the site’s existing sign in system, so that individual customers may choose which to use.  

Conversion

Conversion is used when you want to adopt Passport as the primary authorization mechanism for your site and have all customers sign in with Passport. As customers return to the site, or visit a protected page for the first time, they are prompted to sign in to Passport (or to get a Passport account if they don’t already have one) and then—once only—associate their existing account information (if any) with their Passport account. On subsequent visits, the customer will simply sign in with Passport to access their account information.

The conversion approach has been used successfully by several sites including http://www.microsoft.com/.  Microsoft.com converted 20 million existing accounts to Passport. 
The advantages of the conversion approach are:

· Customers go through a quick, one-time process and can then simply sign in with Passport to access their account information in the future. 

· After some specified period of time (perhaps 3-6 months, but entirely at your discretion), the proprietary authentication code may be retired.

Coexistence

The coexistence approach to implementation involves adding Passport single sign in support as a non-exclusive alternative to your existing system.  Customers who already have accounts in your system can continue to use them, and customers with Passports can also be authenticated on the site. 

The primary advantage of coexistence is that customers who already have accounts in the existing system are free to continue using them if they want to, but customers who have Passports can use them instead of having to register for another account. The disadvantage, however, is that those customers will need to make an explicit choice as to which system to use to be authenticated at the participating site. In addition, coexistence implies continuing to maintain and support your authentication system indefinitely. 

This model is very similar to the model used today by most online merchants who accept credit cards.  The merchant usually chooses to offer the choice of several credit cards to their customers, and the customer chooses how they would like to pay.  This offers a choice to the customers in the type of transaction they will have, and the relationship between the merchant and customer is not harmed.

The following figure presents an example of how Passport can coexist with an existing proprietary authentication system.
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Figure 11:  Example of coexisting sign in methods.

Note that coexistence and conversion are not mutually exclusive. Sites may want to introduce Passport to their customers gradually, beginning with coexistence and progressing toward conversion. This hybrid approach offers end users a more gradual transition to the new system.
The Implementation Process

Microsoft’s goal is to make implementing Passport as easy as possible.  A wealth of information designed to aid implementation is available on the Microsoft Developer Network (MSDN®) Web site located at: http://msdn.microsoft.com. 

The information presented here is intended only to provide an overview of what it takes to create a successful Passport implementation. It is not intended to replace the existing SDK or implementation documents that may be found on MSDN.

Please note that, although the coding work is fairly straightforward, Passport is not just about code.  It is a service.  There are a number of specific policies and best practices that must be followed in order for Passport to be enabled on a live site.

A Passport implementation can be broken down into four phases; planning, setup, development, and going live.  By following these steps, you can integrate Passport in a way that provides a consistent, high-quality experience for your users.

Step 1: Planning

When implementing Passport, participating sites must adhere to standard guidelines that describe key elements of how the Passport service should work on their sites.  These standards are listed in the Passport SDK in the ‘Service Requirements’ topic.  Before going live, each site is checked to ensure it meets these compliance criteria.  Using this list as a guide during your implementation will help your project to move smoothly through the review process. 

One criteria is to provide a privacy statement that conforms to industry standards and is easily accessible from the home page and other pages where personal information is obtained.  We encourage the exploration of privacy certification programs, such as TRUSTe and BBBOnLine and recommend that you set time aside to review your privacy statements early in the process.

Planning the customer experience is one of the most critical steps in the Passport implementation process.  As previously discussed, co-branding enables you to carry the look and feel of your site over to the pages that will be hosted by Passport.  This extends your brand and prevents customer confusion.  As with any user interface, good co-branding provides for a better user experience and fewer problems for your users when it is well designed.  Sites that invest time to make this aspect of their implementation great generally see better overall results of their efforts.

To go live with Passport, you will need to sign a contract. While a signed contract is not required to get started with Passport implementation, it is a good idea to request a contract early so that it does not become a bottleneck later on.  Instructions on how to obtain a contract are in the Licensing section later in this paper.

Step 2: Setup

Passport supports two parallel environments with two distinct purposes:  Production for live sites and Preproduction (PREP) for sites in development.  Sites are developed in the PREP environment and are rolled into the Production environment when the site is ready to go live.

To sign into a site which is under development in the PREP environment will require a Passport account that was also created in the PREP environment.  Creating these test Passport accounts in the PREP environment is quite easy.  Simply go to http://www.passport-ppe.com and create a Passport account in the normal manner.  The Passport created will only be recognized as a valid Passport by sites that are running in the PREP environment. 

In order to decrypt the information passed to your site by Passport, you will need an encryption key and site ID.  While your site ID will remain the same when your site rolls from the PREP to the Production environment, a different encryption key is issued for each environment.  The encryption key for the Production environment is only issued after a site has passed the compliance verification step.
Step 3: Development
When implementing the Passport single sign in service you will need to consider:

· Will Passport be your sole means of authentication, or compliment an existing authentication system?

· What pages or resources will require authentication?

· How will you handle authorization?

· How will you work with users that do not yet have a Passport?

Many of these issues are made simpler by including the Passport Manager Object as a server-side Object on any page where Passport authentication will be used and by adding the Passport Unique ID (PUID) as the key to the user’s data in your database. 

The Passport Manager Object is a component that is installed onto the Web server when the Passport SDK is installed.  This component makes the development of a Passport enabled site easier by encapsulating common tasks into simple method calls.  These common tasks include:

· Determining if a user has authenticated with the Passport service

· Providing the Passport sign in / sign out button on a page

· Automatically redirecting users to the Passport sign in page

· Identifying a user based on the Passport PUID 

· Accessing a user’s "Profile," if the user has opted to share that information with sites logged into.

If a user has opted to share their personal information with sites they sign in to, you can access this information after they have signed in by accessing their profile.  After a user is signed in, you can read attributes of the user's Passport profile by calling the Profile property of the Passport Manager Object and supplying the appropriate attribute name as a parameter.  

Unlike the profile information which is optionally shared, the Passport PUID is always available and never changes for a given Passport.  The PUID should always be the primary key when referencing any user.

Passport users must be able to sign out of a site by clicking the sign out button.  Each Passport enabled site must create a sign out page which deletes all Passport authentication cookies.   When the user clicks the sign out button, the Passport service sends to the user a unique page which calls the sign out code for all sites the user is currently signed into.  This allows the user to conveniently sign out of all sites with a single click.

This approach requires that you implement the Platform for Privacy Preferences Project (P3P) compact headers.  Developed by the World Wide Web Consortium, P3P is designed to cover all the major aspects of a Web site’s privacy statements to help users better understand how the company they are dealing with will handle their personal information.  With respect to sign-out, it allows a page sent by Passport.com to include links that will delete cookies set by participating Passport sites.

As with any development effort, testing is vitally important and time should be allotted accordingly.
Step 4: Going Live

After you have completed development and testing, you will need to complete and submit a compliance checklist to receive a Production site ID.  You can see the compliance checklist in the .NET Services Manager tool at http://www.netservicesmanager.com 

Once you have passed the compliance check you will be able to download, over a secured connection, an encryption key for the Production environment. 
After having completed all steps in the Development phase and have adequately tested your code in the appropriate environment, you can deploy code to your production servers.  

Licensing

Note: There is no cost to end users who use Passport. The following licensing information is only relevant to companies that want to add Passport to their Web sites.

To obtain the necessary credentials for using the Passport service on your live site, you must sign a three-year, non-exclusive Service Agreement. (However, you do not have to sign a contract to perform a test implementation.)

To request a service agreement, please send an e-mail message to netservs@microsoft.com. The message should contain the following information:

· Company name 

· Physical address 

· URL(s) where the Passport service will be offered 

After we have received this information, we will send you a Service Agreement through e-mail for you to review (requests are processed during normal business hours, Pacific Time).

There are two fees for licensing Passport: a periodic compliance testing fee of $1,500 US and a yearly provisioning fee of $10,000 US. The provisioning fee is charged on a per-company basis.

For example, a company that uses Passport on three distinct URLs would pay one yearly fee plus the periodic compliance testing fee. This entitles the company to unlimited volume use of the Passport service at those URLs. (For full details, please refer to the Service Agreement itself).

However, as described above, you may obtain a free site ID for the Passport test environment that will allow you to evaluate the Passport service in detail without having to sign a contract.  These IDs may be obtained by going to http://www.netservicesmanager.com. 

Conclusion

Microsoft .NET Passport is a suite of authentication services that helps you to simplify your customer’s experience in registering and signing in at your Web site. Passport single sign in service reduces the amount of information your customers must remember or retype. For the millions of Passport users, single sign in offers quick, convenient access to the many participating sites. Passport also helps sites to provide a more personalized experience that is more useful and relevant to their customers. 

Passport enables participating sites to reduce the costs associated with developing and maintaining systems for registering and signing in their users. As an authentication system, Passport helps you manage user identity and leaves you in control of how that identity is used to determine access to your site.  One of the benefits of Passport is that it offloads the need for you to run an authentication system, while still giving you control over who can use your Web site.

Hundreds of sites currently offer Passport services with great success. You can implement Passport on your site and offer streamlined access to the millions of Web users who have Passport accounts today.  
Send an email to netservs@microsoft.com and get started today! 

Appendix A: Glossary of Technology Terms

The Passport services use standard Web technologies and techniques such as cookies, HTTP redirects, and secure sockets layer (SSL) that are supported on nearly all current browsers. This appendix provides brief overviews of these core technologies.

Cookies

A cookie is a small text file that a site’s Web server stores on a user’s browser. Each time the user requests a Web page from that site, the browser sends the cookie back to the server with the page request. The cookie contains information provided to the site by the user, typically during registration. This information identifies the user to the site and enables the site to personalize the user’s experience (for example, by displaying the user’s name on its Web pages).

The Passport service uses encrypted cookies to help maintain the security of user authentication credentials and profile information stored on the browser. This enables the user to sign in and access pages at Passport participating sites during a browser session. When the user signs out of Passport, all Passport cookies are deleted from the computer. If a user disables the browser’s cookie feature, the Passport service will not be available on that computer.

HTTP Redirects

Web browsers, such as Microsoft Internet Explorer and Netscape Navigator, request documents from Web servers by means of hypertext transfer protocol (HTTP). For example, a user goes to a URL (a Web address, such as "http://www.microsoft.com/hello.asp") by typing the URL in the address box or by clicking a link. The browser finds and connects to the computer "www.microsoft.com" using the HTTP protocol, and requests the document (in this example, "hello.asp"). 

An HTTP "redirect" enables the Web server to tell the browser to retrieve a different document instead (for example, "greetings.asp"). The redirection is transparent to the user. By using the consumer's browser as an intermediary to pass query string data between different sites—such as between Passport.com and participating Web sites—HTTP redirects enable sites to communicate with one another without direct connections between the sites’ servers. 

GET and POST

The GET method is used with HTTP redirects to pass data between Web servers by packaging the data and appending it to the URL. For example, if a user goes to "http://www.altavista.com/search.asp" and types "passport" in the Search box, the browser would retrieve "http://www.altavista.com/search.asp?search=passport" from the server. The main limitation of the GET method is the size of the data that can be passed in the URL. In conventional browsers and proxy servers, the accepted upper limit is 1,024 characters. More important, GET methods are applicable to hyperlinks or image references.

The POST method is similar to the GET method, except that the data is sent after the request for the document. As a result, there is no practical limitation to the amount of data that can be sent, as long as the server is willing to accept it. POST methods cannot be used with redirects because many browsers do not carry the POST data to the destination server.

Secure Sockets Layer

Secure Sockets Layer (SSL) is a security enhancing protocol that provides data encryption, server authentication, and message integrity for a connection to the Internet. Most current Web browsers support SSL, and many Web sites and services—including Passport—use this protocol when transmitting and receiving confidential user information (for example, passwords or credit card numbers). By convention, addresses of Web pages that require an SSL connection begin with https: instead of http:.

JavaScript 

JavaScript is a Web scripting language that can interact with HTML code to make Web pages more robust and dynamic by adding application logic to them. Almost all current browsers support JavaScript. Passport uses JavaScript to make certain transactions more efficient (because they require fewer redirects), and also to enable co-branding for participating sites on most centralized Web pages.

Appendix B: Location of Referenced Documents
URLs referenced in this document were accurate as of the time of writing.  Unfortunately, like all URLs, there is a strong chance that they will change from time to time.

If the reader is unable to access the information at the locations listed in this document search tools for finding the new locations are located on the home pages of http://www.msn.com, http://www.microsoft.com, and http://msdn.microsoft.com. 
Appendix C: .NET Passport Express Purchase
Passport express purchase service was designed to make online purchases easier for Passport users by giving them the option of storing credit card and billing/shipping address information in the “wallet” portion of their Passport. 

However, over time the primary goal of the Passport service has become enabling users to sign in across all participating Passport sites with one set of credentials.  Therefore, in March of 2003 the service was shut down and all user information was deleted.
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Published: June 3, 2003 | Updated: January 2004
This Passport Review Guide is considered to be true and correct to the best of our knowledge as of the time of its publication.  Microsoft may make changes to the Passport service at any time without notice and some of these changes may impact the accuracy of the Passport Review Guide.  Microsoft will use its best efforts to incorporate any such changes into new editions of this document.  Microsoft is not in any way liable for the accuracy or reliability of any information contained in the Passport Review Guide and your access to and use of this document is further subject to the terms, conditions, and notices set forth in the Passport Terms of Use detailed at http://www.passport.net/Consumer/TermsOfUse.asp. 

The information contained in this document represents the current view of Microsoft Corporation on the issues discussed as of the date of publication. Because Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information presented after the date of publication.

This white paper is for informational purposes only. MICROSOFT MAKES NO WARRANTIES, EXPRESS OR IMPLIED, IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights under copyright, no part of this document may be reproduced, stored in, or introduced into a retrieval system, or transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express prior written permission of Microsoft Corporation.

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject matter in this document. Except as expressly provided in any written license agreement from Microsoft, the furnishing of this document does not give you any license to these patents, trademarks, copyrights, or other intellectual property.

© 2003, 2004 Microsoft Corporation. All rights reserved.

The example companies, organizations, products, domain names, e-mail addresses, logos, people, places, and events depicted herein are fictitious. No association with any real company, organization, product, domain name, e-mail address, logo, person, place, or event is intended or should be inferred. 

Microsoft, Hotmail, the Microsoft Internet Explorer logo, MSDN, MSN, the .NET Logo, WebTV, the Windows logo, and Windows are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.

The names of actual companies and products mentioned herein may be the trademarks of their respective owners. 

�  Jupiter Media Metrix.  (2002).  Helping Consumers Understand Security Risks of Online Registration and Storing Personal Information.  Primary Analyst: Rob Leathern.


� Please see Appendix A: Glossary of Technology Terms for a definition of cookies.


� This column indicates how information is shared with participating sites other than the site where account was registered.
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