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Abstract

This document provides information, including checklists for daily, weekly, and monthly tasks, related to operations management of an Exchange Server 2007 organization. In addition, guidance is provided for using Microsoft Operations Manager 2005 Service Pack 1 to monitor an Exchange organization.
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Operations Management and Monitoring of an Exchange 2007 Organization

This document details the operational processes, tasks, and tools that are required to maintain an Exchange 2007 environment. It explains how the management of Exchange 2007 fits in with the overall Microsoft Operations Framework (MOF) model. It will help you design your operational management environment and give you the means to implement processes and procedures to keep your environment running smoothly.

Within a Microsoft Exchange Server 2007 organization, the procedures, roles, and responsibilities that are involved in operations should be formalized. You can use the Microsoft Operations Framework to help model your organization's formalization efforts. Implementing Exchange Server 2007 operations procedures according to the MOF processes requires:


Understanding MOF   MOF is a collection of best practices, principles, and models that give you technical guidance about the management of IT projects such as daily Exchange Server 2007 operations. Following MOF guidelines will help you achieve mission-critical production system reliability, availability, supportability, and manageability for Microsoft products. 


Learning about best practices for Exchange organizations   It is recommended that you implement proven and practical procedures to manage an Exchange 2007 organization. Using the tried, tested, and documented methods of managing operations in your organization may be more efficient than developing your own methods. 


Separating operations into daily, weekly, and monthly processes   Document the operations tasks performed regularly in your company. Documenting how and when tasks are performed ensures that the information is preserved when operations staff change jobs or leave the company. New employees also benefit from this documentation because it helps them quickly learn how your IT department conducts its Exchange operations.


Deploying the tools required for operating an Exchange 2007 organization   Many tools are available to help troubleshoot problems, automate tasks, and aid in the monitoring and maintenance of your Exchange 2007 environment. You can define a standard set of tools for your organization so the tasks performed by your operations team are performed accurately, efficiently, consistently, and in a controlled manner. You should also implement processes to track incidents and major configuration changes.

For more information, see the following sections:


Microsoft Operations Framework

Operations Management

Monitoring Exchange 2007 with Microsoft Operations Manager 2005 SP1
Microsoft Operations Framework

The Microsoft Operations Framework (MOF) is a collection of process best practices from which you can design the procedures, controls, and roles required for the efficient operation of your IT infrastructure. MOF is based on the IT Infrastructure Library (ITIL), and it adds specificity for the Microsoft platform.

MOF and Exchange 2007

It is important to understand the connection between sound operational practices and procedures and a healthy Microsoft Exchange Server 2007  infrastructure. Well-documented, thorough operational processes and procedures help make sure that all components in an organization's environment on which Exchange relies are managed efficiently and effectively. 

Changes to components of an organization's infrastructure on which Exchange relies can result in an unexpected outage. Examples of this include network changes such as firmware updates to routers and firewall rules changes. Changes to these areas could happen without the involvement of the organization's Exchange team. By using MOF-based processes to help make sure that there is documentation of these service interdependencies, an organization can help minimize the possibility for preventable outages and reduce the impact of scheduled changes.

The MOF Process Model

MOF provides guidelines about how to plan, deploy, and maintain IT operational processes in support of mission-critical service solutions. MOF is a generic model so you must adapt many of the recommendations for use in your company. When you see references to “roles” in the MOF model, understand that a single person may be assigned many roles, especially in small companies. However, even if you represent the whole IT department, the procedures and recommendations in this model are generally applicable.

MOF is a structured and flexible model that is based on:


Microsoft consulting and support teams and their experiences working with enterprise customers and partners, as well as internal IT operations groups at Microsoft.


The IT Infrastructure Library (ITIL), which describes the processes and best practices required for the delivery of mission-critical service solutions.


ISO/IEC 15504 from the International Organization for Standardization (ISO), which provides a normalized approach to assessing software process maturity.

MOF provides recommendations for deployments of various Microsoft products, such as Microsoft Windows Server 2003 and Microsoft Exchange Server 2007. 

For detailed information about the Microsoft Operations Framework, see Microsoft Operations Framework. For more information about ITIL and ISO, see http://www.itil.co.uk/ and http://www.iso.org.
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Note: 

The third-party Web site information in this topic is provided to help you find the technical information you need. The URLs are subject to change without notice. 

MOF complements and integrates with the Microsoft Solutions Framework (MSF). MSF is a disciplined approach to managing technology projects based on Microsoft internal practices, the experiences of Microsoft Product Support Services in working with customers and partners, and industry best practices in software development and project management. MSF is a deployment approach for the design and implementation of IT systems (for example, a migration project to move from Lotus Notes to Exchange Server 2007), whereas MOF addresses the daily management of a system or environment, such as an Exchange Server 2007 organization.

Components of the MOF Process Model

The MOF process model is composed of quadrants, operations management reviews, and service management reviews. Figure 1 shows how the MOF cycle works.

Figure 1   Microsoft Operations Framework cycle
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From the figure, you can see how the MOF process model moves clockwise and is organized into four integrated quadrants, as follows:


Changing 


Operating


Supporting


Optimizing

These quadrants form a spiral life cycle that applies to IT operations from a specific application to a complete operations environment with multiple data centers. The process model is supported by service management functions (SMFs) and an integrated team model and risk model. Each quadrant is supported by a corresponding operations management review (also known as review milestone), during which the effectiveness of that quadrant's SMFs are assessed. You should understand that although the model describes the MOF quadrants sequentially, activities from all quadrants can occur at the same time. 

Briefly, the quadrants cover the following activities: 


Changing   A change is planned and tested during the changing phase. After a Release Readiness Review, the change is rolled out to the production environment and enters the operating phase. The Release Readiness Review should not be the first time the release is evaluated; it should be a final review milestone before the actual deployment. Using SMFs provides a process and task road and guarantees a successful deployment and rollout for managed releases.


Operating   The goal of an Operations Review is to provide the processes, procedures, and tools that make supporting the system as simple and efficient as possible. Think of the SMFs in this quadrant as the typical data center activities, such as system administration, monitoring, and batch processing. These activities guarantee the smooth and predictable operation of the release. 


Supporting   The supporting phase is the process of maintaining the system, using these tools and procedures. This quadrant contains the main SMFs required to provide ongoing support to the users of the IT service solutions. As with any process, system, application, or service, problems can start when operations start. The support and operations staff must identify, assign, and resolve problems quickly to meet the requirements set forth in the service level agreements (SLAs). The SLA Review is a measurement of how effectively the system is performing. Issues that come out of the SLA Review may highlight areas where improvements are required.


Optimizing   The mission of service for this quadrant is to reduce costs while maintaining or improving service levels. An improvement to the system might require a change to hardware, software, or procedures. The Release Approved Review evaluates the proposals for change, accounting for items like costs, risks, and benefits. Approved changes are fed into the changing quadrant and the process starts over. This iterative process typically occurs naturally as the various teams gradually introduce changes to the system to achieve improvements. 

The MOF framework formally describes the steps involved in this improvement cycle, assigning responsibilities for each step and enabling the whole process to be managed. At the end of each phase, there is a review point. With a large IT department, this is likely to be a review meeting between the people or teams involved, such as release management, operations, and security. In a smaller company, review points are possibly only a checkpoint that indicated you are ready to proceed. Figure 2 shows the relationship between MOF and MSF. 

Figure 2   Relationship between MOF and MSF

[image: image4.png]Business Needs

IT Project Life Cycle

>

Microsoft
Solutions
Framework

Common
Disciplines.
&
Shared
Responsibility

Q \J J Pramawork

Microsoft
Operations

-
o

Service

s =





The MSF process can help you develop a solution in response to a business need such as the requirement to consolidate server resources. In this case, the solution may outline how to deploy powerful mailbox servers that are running Exchange Server 2007. After the solution is deployed, the design and deployment team hands the environment to the teams described in the MOF model. These teams manage the daily operations, and provide feedback about requirements or suggestions for change to the design team. Again, this is an iterative process that you can use to refine and continuously improve your solution.

Service Management Functions

Service management functions (SMFs) are the roles of people or teams in the organization, such as support professional or system administration. The SMFs represent the foundation of the MOF process model. Although SMFs are cross-functional and cross-quadrant, the primary role of an SMF applies to a specific stage in the quadrant. For example, system administration is part of the operating quadrant, and release management is part of the changing quadrant. SMFs and the MOF quadrant of the cycle that each SMF applies to are discussed in detail in this section. The IT department of your company may comply with these roles and quadrants. Figure 3 shows these service management functions within the MOF cycle.

Figure 3   Service management functions in MOF
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
Changing   The processes in this quadrant address the introduction of new solutions, technologies, systems, applications, hardware, and processes in the environment. This includes:


Change management   Involves managing developing, testing, and rolling out changes to the production environment. A key goal of the change management process is to identify and provide detailed information to everyone who will be affected by the impending change. 


Configuration management   Involves identifying, documenting, and tracking components of the environment and the relationships between them. Configuration management is also responsible for maintaining the definitive software library (DSL) which houses the master copies of all the software deployed in the IT environment. 


Release management   Involves releasing new software, hardware, and process releases into the production and managed preproduction environment. Release management considers all aspects of a release, whether technical or non-technical. Make sure that releases are well defined, maintained, and scheduled for each IT service. 


Operating   The processes in this quadrant revolve around effective and efficient execution of day-to-day tasks.


System Administration   Involves maintaining the messaging systems and coordinating the IT teams.


Security Administration   Involves maintaining a safe and secure computing environment.


Directory Services Administration   Involves managing user accounts, organizational units, and other Active Directory directory service objects. Directory Services Administration focuses on daily operations, maintenance, and support of the organization. 


Network Administration   Involves maintaining the physical network infrastructure, such as servers, routers, and firewalls, to make sure that messaging systems can communicate with each other.


Service Monitoring and Control   Involves monitoring system performance to ensure that daily operations are compliant with SLAs.


Storage Management   Involves maintaining the data repositories in your messaging organization to ensure the availability of data. This includes backup and capacity planning.


Job Scheduling   Involves scheduling maintenance jobs during off-peak hours (for example, backups and batch processes), considering the available capacity.


Supporting   The processes in this quadrant revolve around the resolution of incidents, problems, and inquiries.


Service Desk   Provides guidance about setting up and running the organizational unit or department that is the single point of contact between the users and the provider of IT services. Service Desk organizes the activities and customer communications about incidents, problems, and inquiries related to production systems.


Incident Management   Involves managing the process of resolving any fault or disruption to the production system, including escalation to and communication with other SMFs.


Problem Management   Focuses on structuring the escalation process of investigation, diagnosis, resolution, and closure of problems.


Optimizing   Focuses on changes to optimize performance or capacity, increase availability, or decrease costs in the delivery of IT services.


Service Level Management   Involves monitoring the performance of the IT department and periodically reviewing its compliance with SLAs.


Financial Management   Involves justifying required changes and other expenditures in terms of cost versus benefit. For example, the cost of hiring additional user helpdesk staff versus the benefits of a reduced waiting time for support calls.


Capacity Management   Involves monitoring the capacity of your messaging systems to ensure compliance with performance measures defined in SLAs.


Availability Management   Involves managing, monitoring, and reporting the availability, reliability, and maintainability of your messaging systems.


Workforce Management   Involves providing best practices and assessing staff requirements, developing skills and positive team attitudes, and transferring knowledge.


Security Management   Defines and communicates the organization's security plans, policies, guidelines, and relevant regulations defined by the associated external industry or government agencies.


Infrastructure Management   Ensures coordination of infrastructure development efforts, translating strategic technology initiatives to functional IT environmental elements, managing the technical plans for IT engineering, hardware, and enterprise architecture projects, and ensuring that quality tools and technologies are delivered. 

MOF Team Model Roles

The MOF Process Model and MOF Team Model are the core models that define the Microsoft Operations Framework. The MOF Team Model provides guidelines for organizing teams and the functions and competencies of each role cluster. The role clusters in the Team Model work with the SMFs of the Process Model. The Team Model role clusters enable the SMF processes to be followed. 

The MOF Team Model also suggests combinations of functions that should be kept separate. For example, the team that tests a change before it is released to the production environment should be separate from the team that developed the change. This can be critical to ensuring that changes to your Exchange environment are effectively tested in a lab environment that mimics your production environment as closely as practicable, to ensure that any unforeseen impact that may result from implementing the change is identified and mitigated, before the change is implemented in your production environment. Examples of this include, but are not limited to, installation of hardware firmware updates, application hotfixes, and service packs.

For more information about the MOF Team Model, see MOF Team Model for Operations. 

Operations Management

Operations management involves the administration of an organization's infrastructure components and includes the day-to-day administrative tasks, both planned and on-demand, that are required to keep an IT system operating smoothly. Typically, operations management tasks are covered by written procedures. These procedures provide all support staff with the same standard tools and methods.

In a Microsoft Exchange Server 2007 environment, typical system administration tasks include creating mailboxes, backing up and archiving mailbox and public folder data, monitoring logs, maintaining and recovering mailboxes, and updating antivirus scanners.

Standard Procedures

Several resources can help you define what standard procedures are required in your organization and how to perform them. For more information about how to administer your Exchange organization, see Operations. Because each organization is unique, you will have to customize and adapt these resources to suit your requirements.

Standard procedures will change, and documentation will occasionally need to be revised. As changes are made, your change management process should identify how each change is likely to affect how and when administrative tasks are performed. Use the change management function to update and control the documentation.

The tasks that need to be performed can generally be separated into the following general categories:


Daily Tasks

Weekly Tasks

Monthly Tasks

As Needed Tasks
When preparing documentation for operations management, checklists are useful to help make sure that the required tasks are performed at the appropriate time. For detailed information about preparing operations checklists, see the sample checklists located in Operations Checklists.

Frequently, change management takes over where system administration finishes. If a task is covered by a standard procedure, it is part of the system administration function. If there is no standard procedure for a task, it should be handled using the change management function.

Centralized Versus Decentralized Administration

Roles and responsibilities for performing system administration tasks depend on whether the organization follows a centralized or decentralized model, or a combination.

Centralized Model   In a centralized model, one or several controlled administrative groups maintain complete control of the Exchange system. This administrative model is similar to a data center where all administration tasks are performed by a single information technology group. Roles and responsibilities within the team should be defined according to experience and expertise.

Decentralized Model   Decentralized organizations are located in several geographic locations and have Exchange servers and teams of administrators in different locations. For example, there may be local administration staff and one or more Exchange servers for each office in each country. Alternatively, there may be a cluster of Exchange servers and an administrative team for North America and one for Europe. Sometimes, you may want administrators to be responsible only for their own geographical area, and that they do not have permission to administer resources in other areas. In Exchange 2007, you can do this by using the Add Exchange Administrator wizard in the Exchange Management Console or by using the Add-ExchangeAdministrator cmdlet in the Exchange Management Shell. 

For More Information

For more information about delegating control of Exchange, see Permission Considerations.

For more information about the Add-ExchangeAdministrator cmdlet, see Add-ExchangeAdministrator.

Daily Tasks

To help ensure the availability and reliability of your Microsoft Exchange Server 2007 organization, you must actively monitor the physical platform, the operating system, and all important Exchange 2007 services. Preventive maintenance helps you identify potential errors before any one of these errors cause problems with the operation of your Exchange organization. Preventive maintenance combined with disaster recovery planning and regular backups help minimize problems if they occur. 

Monitoring your Exchange organization involves checking for problems with connections, services, server resources, and system resources. You can also set alerts to notify administrators when problems occur. Microsoft Windows Server 2003  and Exchange 2007 provide you with many monitoring tools and services to help make sure that your Exchange organization is running smoothly. The key advantages to daily monitoring are as follows:


Meeting the performance requirements of your service level agreements (SLAs).


Completing successfully specific administrative tasks, such as daily backup operations, and checking server health.


Detecting and addressing issues, such as bottlenecks in the server performance or need for additional resources before they affect productivity.

Daily maintenance tasks help you establish criteria for what is normal for your organization and to detect any abnormal activity. It is important to implement these daily maintenance tasks so that you can capture and maintain data about your Exchange organization, such as usage levels, possible performance bottlenecks, and administrative changes. See the following topics for information about tasks that you should perform daily as a best practice: 


Performing Physical Environmental Checks

Performing and Monitoring Backups

Checking Disk Usage

Checking the Event Viewer

Monitoring Server Performance

Monitoring Network Performance
For More Information

To help organize your performance of daily tasks, see Daily Operations Checklist. To learn more about monitoring Exchange 2007, see Monitoring Exchange 2007 with Microsoft Operations Manager 2005 SP1.

Performing Physical Environmental Checks

Before you check performance, availability, and functionality of your Microsoft Exchange organization, you should check the physical environment. For example, the server room temperature might need to be lowered or a network cable might need to be replaced. Perform the following physical environmental inspections:


Physical security measures   Physical security protection such as locks, doors, and restricted-access rooms must be secured. Check for any unauthorized and forced entries and signs of equipment damage.


Temperature and humidity   High temperature and humidity can cause hardware components to overheat. Check temperature and humidity to help make sure that the environmental systems such as heating and air conditioning can maintain acceptable conditions and function within the hardware manufacturer's specifications.


Devices and components   Your Exchange organization relies on a functioning physical network and related hardware. Check to make sure that routers, switches, hubs, physical cables, and connectors are operational.

For More Information

For information about other important daily operations tasks, see Daily Tasks.

Performing and Monitoring Backups

Performing backups of your servers is your first line of defense in planning for a disaster. You must have a well-planned and well-rehearsed disaster recovery plan for your Microsoft Exchange organization. Your disaster recovery plan should include backing up Exchange data and Active Directory directory service data daily. You must back up all critical data from many sources, including server configuration, the Active Directory database, and the Microsoft Exchange Information Store service. You should also back up all logged event and performance data. Make sure that you back up records such as Active Directory data, application software, Exchange Server 2007 message tracking log files, and databases and log files. For more information about disaster recovery planning, see Disaster Recovery.

You can use the NTBackup tool (included with Microsoft Windows Server 2003) to back up Windows Server 2003 and Exchange 2007 data. You can also use a third-party backup tool that supports Exchange 2007. The NTBackup tool helps you back up Exchange 2007 databases, directories, selected files, and System State data, which includes Windows Server 2003 operating system registry information.

Make sure that the previous night’s backup jobs have run, and then investigate any errors or warnings. Make sure that you have a procedure for media rotation, labeling, and storage, according to the backup strategy being used. If applicable (based on the type of the backup that was run), determine whether the transaction logs have been removed from the disk as part of the backup process.

Proactively monitoring the successful completion of your Exchange backups is critical to success of your disaster recovery plan. Regular testing of the disaster recovery plan for your organization's Exchange infrastructure should be performed in a lab environment that mimics your production environment as closely as practicable.

For More Information

For information about other important daily operations tasks, see Daily Tasks.

Checking Disk Usage

Hard disks drives are a critical component of your Exchange organization. Without sufficient free disk volume, neither the operating system nor the Exchange databases can function correctly. You must monitor the Exchange store statistics daily to make sure that you do not run out of disk space and to prepare to add storage resources as required. When the Microsoft Exchange Information Store service runs out of hard drive space, it logs Event ID 1113 in the application event log to indicate the problem. For more information about managing Windows Server 2003 disks and data, see the Windows Server 2003 documentation.

Checking Disk Space

Exchange Server needs hard disk space to store its databases and transaction logs. You can check free disk space by using the following methods:


Windows Explorer   Use Windows Explorer to check for disk space on volumes that store Exchange logs and databases. You should monitor the disk space regularly to make sure that the Microsoft Exchange Information Store service will not be negatively affected because of insufficient storage resources. Comparing and maintaining statistical information about available disk space on each Exchange volume and expected growth of the databases and transaction log files, helps you with capacity planning and adding storage when the storage resources are required. To accommodate troubleshooting and disaster recovery situations, it is recommended that available free volume space be equal or greater than 110% of the size of database.


Running a script   Monitor disk space by running a script that will send you an alert message if the hard disk space falls below 100 MB. You can find a sample script on the TechNet Script Center Web site.


Use Microsoft Operations Manager   Microsoft Operations Manager (MOM) can be used to alert administrators when volume space is constrained. For more information, see Exchange 2007 Management Pack for Microsoft Operations Manager 2005 SP1. 

For More Information

For information about other important daily operations tasks, see Daily Tasks.

Checking the Event Viewer

You can use Event Viewer to obtain information about service failures, replication errors in the Active Directory directory service, and warnings about system resources such as virtual memory and disk space. Use Event Viewer to view and manage event logs; obtain information about hardware, software, and system problems that must be resolved; and identify trends that require future action. 

Event Viewer maintains logs about application, security, and system events on your computer. Both Microsoft Exchange Server and Microsoft Windows report warnings and error conditions to the event logs. Therefore, make sure that you review event logs daily. 

For more information about Event Viewer, see the Windows Server 2003 Help documentation. You can also use Event Viewer as a troubleshooting tool. For more information about using Event Viewer as a troubleshooting tool, see Microsoft Knowledge Base article 302542 "How to Diagnose System Problems with Event Viewer in Windows Server 2000."

A computer that is running a Windows Server 2003 operating system records events in three types of logs: 


Application logs   The Application log contains events logged by applications or programs. Developers determine which events to log. For example, a database program might record a file error in the Application log. Most Exchange Server-related events are in the Application log.


Security logs   The Security log records events such as valid and invalid logon attempts, as well as events related to resource use such as creating, opening, or deleting files or other objects. For example, if logon auditing is enabled, attempts to log on to the system are recorded in the Security log. 


System logs   The System log contains events logged by Windows system components. For example, the failure of a driver or other system component to load during startup is recorded in the System log. The event types logged by system components are predetermined by the server.

Exchange 2007 diagnostic logging records significant events related to authentication, connections, and user actions. After you enable diagnostic logging, you can view the log entries in Event Viewer. 
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Note: 

Using the maximum logging settings is not recommended unless you are instructed to do this by Microsoft Product Support Services. Maximum logging drains significant resources and can give many "false positives," that is, errors that get logged only at maximum logging but are really expected and are not a cause for concern. It is also recommended that you do not enable diagnostic logging permanently. Use it only when troubleshooting.

Within each Event Viewer log, Exchange Server records informational, warning, and error events. Monitor these logs closely to track the types of transactions being conducted on your Exchange servers. You should periodically archive the logs or use automatic rollover to avoid running out of space. Because log files can occupy a finite amount of space, increase the log size (for example, to 50 MB) and set it to overwrite, so that Exchange Server can continue to write new events. 

You can also automate event log administration by using tools and technologies such as the following: 


Event Comb   The Event Comb tool lets you gathers specific events from the event logs of several computers to one central location. It also lets you report on only the event IDs or event sources you specify. For more information about Event Comb, see the Account Lockout and Management Tools Web site.


Eventtriggers   You can also use command-line tools to create and query event logs and associate programs with particular logged events. By using Eventtriggers.exe, you can create event triggers that will run programs when specific events occur. For more information about Eventtriggers, see the Windows Server 2003 topic New command-line tools and the Windows XP topic Managing event logs from the Command Line.


Microsoft Operations Manager   You can use Microsoft Operations Manager (MOM) to monitor the health and use of Exchange servers. Exchange 2007 Management Pack extends Microsoft Operations Manager by providing specialized monitoring for servers that are running Exchange 2007. This management pack includes a definition of health for an Exchange 2007 server and will raise an alert message to the administrator if it detects a state that requires intervention. For more information about Exchange 2007 Management Pack, see the Microsoft Operations Manager Web site.

For More Information

For information about other important daily operations tasks, see Daily Tasks.

Monitoring Server Performance

Microsoft Exchange performance is affected by many factors such as user profiles, system architecture, software, and hardware components. Make sure that Windows is functioning correctly because, if it is not, your Exchange performance will be affected. 

Monitoring server performance helps to make sure that your servers are functioning correctly and helps you identify bottlenecks in the system. You can use the performance monitoring data to identify problems and apply corrective action. You can also use the monitoring data to enhance the performance of your servers by identifying areas that need additional resources. For example, you may need to increase your storage capacity to handle the growing number of users in your organization. 

Monitoring the Operating System

If your organization is small, or if you rely on one server for most of your Microsoft Exchange Server operations, you may need to monitor only one server. If you have a larger organization, or if you want to monitor the performance of all servers and components in Exchange Server, such as the Microsoft Exchange Information Store service, you can use System Monitor, which is a Windows Server 2003 component. 

You can also use the Windows Performance console, a Windows Server 2003 snap-in, to verify that your Windows Server 2003 operating system is functioning correctly. The Performance console, which is made up of the System Monitor and Performance Logs and Alerts snap-ins, is the primary toolset used to analyze and maintain Exchange and operating system performance levels. The Performance console is quite flexible and can be used to gather data interactively from a single server or automated to gather data from many servers. For more information about using the Performance console, see the Windows Server 2003 documentation. 

You can also use Task Manager (Taskmgr.exe) to obtain information about the processes and programs that are running on your local computer.

There are important differences between Task Manager and the Performance console, such as the Performance console captures data to a file whereas the Task Manager can end a process. Task Manager is primarily a troubleshooting aid, and the Performance console is used for more detailed troubleshooting and analysis.

System Monitor

Using the System Monitor tool, you can define, collect, and view extensive data about the usage of hardware resources and the activity of system services on computers that you administer. System Monitor lets you monitor a single computer or several computers simultaneously. This flexibility can be helpful when you want to locate a problem in your system. You can specify the type of data you want to monitor, the source of the data, and establish sampling parameters, such as manual or automatic, within a time interval on real-time data. You can even change the appearance of your System Monitor to use graph, histogram, or report views. 

Performance Logs and Alerts

With Performance Logs and Alerts, you can collect performance data automatically from local or remote computers. You can view logged counter data using System Monitor or import the data into spreadsheet programs or databases for analysis and report generation. Performance Logs and Alerts collect data in a comma-separated or tab-separated format for easy import to spreadsheet programs. It also supports setting sampling intervals for monitoring data about hardware resources and system services. You can set an alert on a counter, thereby defining that a message be sent, a program be run, an entry made to the application event log, or a log be started when the selected counter's value exceeds or falls under a specified setting.

An alert is a system-generated event that is triggered when counters that you are tracking perform outside predefined thresholds. You use Performance Logs and Alerts to configure alerts.
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Note: 

The alert functionality depends on the Windows Server 2003 Messenger Service, the Windows Server 2003 Alerter Service, and the existence of the recipient account registration in the Windows Internet Name Service (WINS). The Messenger and Alerter services are disabled by default and must be enabled and started to allow network messages to be transmitted.

For more information about creating and configuring alerts in Windows Server 2003, see Microsoft Knowledge Base article 324752 "How to Create and Configure Performance Monitor Alerts in Windows Server 2003".

Task Manager

Task Manager is a Windows Server 2003 tool that provides information about the processes and programs that are running on your local computer. You can use Task Manager to monitor key indicators of your computer's performance. You can see the status of the programs that are running and end programs that have stopped responding. You can also assess the activity of running processes using up to 15 parameters, and see graphs and data on CPU and memory usage. In addition, you can view the network status and see how your network adapter is functioning. If you have more than one user logged on to your computer, you can see who is connected, what they are working on, and you can send them a message.

For More Information

For information about other important daily operations tasks, see Daily Tasks.

Monitoring Network Performance

It is important to monitor your network performance because its performance can affect the performance of your Microsoft Exchange Server 2007 environment. You can monitor your network by using the following tools:


Network Monitor


Windows Management Instrumentation (WMI)


Simple Network Management Protocol (SNMP)

You can also use third-party monitoring tools or Microsoft Operations Manager (MOM) to monitor your Exchange system. For more information about MOM 2007, see Monitoring Exchange 2007 with Microsoft Operations Manager 2005 SP1.

Network Monitor

Network Monitor, a Microsoft Windows Server 2003 tool, collects, displays, and analyzes resource usage on a server and measure network traffic. Network Monitor exclusively monitors network activity. By capturing and analyzing network data and using this data with performance logs, you can determine your network usage, identify network problems, and forecast your network needs for the future.

Windows Management Instrumentation

Windows Management Instrumentation (WMI) helps you manage your network and applications as they become larger and more complex. With WMI, you can monitor, track, and control system events that are related to software applications, hardware components, and networks. 

Exchange 2007 provides many WMI classes that you can use to monitor and analyze Exchange servers, track messages, and check mail flow status. The Exchange 2007 SDK contains complete information about the Exchange WMI providers, including many sample scripts to help you get started. You can download or view the Exchange 2007 SDK from Microsoft Exchange Server Downloads.

Simple Network Management Protocol

Simple Network Management Protocol (SNMP) lets you capture configuration and status information about your network and send the information to a designated computer for event monitoring. For more information about SNMP, see SNMP in Windows Server 2003 Help.

For More Information

For information about other important daily operations tasks, see Daily Tasks.

Weekly Tasks

As a best practice, perform the following tasks and procedures weekly:


Archive Event Logs   If event logs are not configured to overwrite events as required, they must be regularly archived and deleted. This action is especially important for security logs, which may be required when investigating attempted security breaches.


Check for Security Updates   Identify any new service packs, hotfixes, or updates. If appropriate, test these in a test lab and use the change control procedures to arrange for deployment to the production servers.


Review SLA Performance Figures   Check the key performance data for the previous week. Review performance against the requirements of the service level agreement (SLA). Identify trends and items that have not met their targets.


Check Public Folder Replication   Check that public folder replication is up-to-date. If replication is failing, users might not be able to access data, or they may be accessing data from remote sites, resulting in gradually increasing WAN traffic.


Archive Data   Archive data to CD, DVD, tape, or similar media. After a user has left the organization, depending on your organization’s policy, you may have to leave the mailbox online for a period of time and then archive it to maintain a reasonable Exchange store size while still allowing recovery of that user's data if it is needed in the future.


Environmental Tests   Check periodically and maintain air conditioning, temperature and humidity monitors, and physical security measures.

For More Information

To help organize your performance of weekly tasks, see Weekly Operations Checklist. 

Monthly Tasks

As a best practice, perform the following tasks and procedures monthly:


Security Checks   Depending on the level of security that your organization requires, it may be appropriate to perform regular audits of security, including firewall rules, user rights, group membership, delegate rights, and so on.


Capacity Planning   Review capacity figures for the previous month, and produce a plan for any upgrades that may be required in the coming months to keep the system operating within limits specified by the organization's service level agreements (SLAs).


Disaster Recovery Test   Perform a system recovery for a single server to test your organization's documented recovery process. This test will simulate a complete hardware failure for one server, and make sure that the resources, plans, and data are available for recovery. Try to rotate the focus of the test each month, so that you test the failure of a different server or other piece of equipment every time. For example, Edge Transport server, Client Access server, Mailbox server, firewall, and so on.

For More Information

To help organize your performance of monthly tasks, see Monthly Operations Checklist. 

As Needed Tasks

Perform the following tasks as necessary; however, they are frequently also covered by standard procedures:


New and Departing Users   New users typically require a user account, a mailbox, certain rights and group memberships, possibly an e-mail copy of the organization’s IT and security procedures, and so on. Document the exact requirements and a procedure to fulfill the requirements so that new users can be established quickly. People who leave the organization must have access to their mailbox and other systems revoked (often urgently). You may require a policy to define what should be done with e-mail destined for the user (for example, should it be re-routed or rejected). You will also need a procedure to explain what happens to a user’s Exchange data after they leave the organization.


Public Folder Creation   You can grant users permission to create some public folders, but other folders (especially top-level folders) should be created by administrators only. A procedure should define who can make requests and what permissions should be applied.


Mailbox Recovery   You can recover an entire mailbox from the deleted mailbox retention dumpster or from a database backup by using a recovery storage group. Create a procedure for mailbox recovery. For more information about mailbox recovery options, see Single Mailbox Recovery.


Full Security Audit   You can perform this audit regularly, in response to an upgrade or redesign of the messaging system, or in response to an attempted (or successful) security breach. The procedure may involve port scans on servers and firewalls, audits of security fixes, and third-party penetration tests.


Update Performance Baselines   Update performance baselines after an upgrade or configuration change. You can use baselines to measure performance changes and to detect problems that affect system performance.


Database Maintenance   Exchange databases can become fragmented over time. Typically, online maintenance is sufficient to address this issue. However, in some cases manual defragmentation may be warranted, for example, after moving or deleting a large number of mailboxes. By defragmenting the databases, you can reduce the file size and create contiguous storage space. You can defragment Exchange databases by using Exchange Server Database Utilities (Eseutil.exe). For more information about Eseutil, see Eseutil.


Other Database Maintenance   Other database maintenance is usually reserved for times when you are performing system troubleshooting. You can resolve inconsistencies in Exchange databases by verifying and repairing the integrity of the database with the Information Store Integrity Checker (Isinteg.exe). For more information about Isinteg, see Isinteg. You can also use the Eseutil.exe tool to check database integrity. It is useful to include procedures using Isinteg.exe, Eseutil.exe, and other standard tools in your formal troubleshooting documentation.

For More Information

For information about other tasks that you can perform to maintain your Exchange environment, see Operations Management.

Monitoring Mail Queues

Microsoft Exchange uses queues to hold messages as they are being processed for routing and delivery. The Queue Viewer is a tool that helps you maintain and administer your organization's messaging queues and identify mail flow issues. The Queue Viewer is available on all Exchange 2007 servers with the Hub Transport or Edge server role installed. 

You must develop a queue baseline so that you can identify the difference between normal behavior and abnormal behavior for your organization. Typically, on-demand use of the Queue Viewer is the result of a support call indicating that e-mail delivery is slow or a message has not been delivered.

For more information about the Queue Viewer, see Using the Queue Viewer to Manage Queues. For more information about each queue in Exchange, common causes of problems in each queue, and how you can troubleshoot mail flow issues, see Microsoft Knowledge Base article 823489, "How to Use Queue Viewer to troubleshoot mail flow issues in Exchange Server 2003."

Using the Queue Viewer

You can use the Queue Viewer to check for the following: 


Messages that are queued for extended periods of time   Unless an Exchange Server 2007 handles an extremely high volume of e-mail messages, the server will not typically have queued messages for any extended duration. Extended periods of queuing typically indicate a system issue that warrants your attention. Review your performance metrics to see if some other performance issues are causing e-mail messages to queue. If not, look for connectors or servers that are not functioning. SMTP protocol logging might also help you discover the problem.


Peaks in queued messages   Spikes in queued messages can occur when someone sends:


A message to a large distribution list.


An extremely large message to many people.


A message whose destination is across a slow network link.

These conditions are not cause for alarm. However, you must review the security of your Exchange organization if either of the following conditions exists:


A large volume of messages is queued to one recipient or e-mail address   A large volume of messages queued to one recipient or e-mail address can be a symptom of a spam attack on an e-mail loop or a denial-of-service (DoS) attack.


A large volume of messages is queued to a specific server or domain   A large volume of messages queued to a particular server or domain indicates that a server is down, a service is stopped, a domain is unreachable, or a network disruption is preventing the system from establishing a connection.

For More Information

For information about other operations tasks that you might want to perform, see As Needed Tasks.

For information about queues in Exchange 2007, see Managing Queues.

Operations Checklists

The Microsoft Exchange Server 2007 Operations Checklists provide guidelines for IT professionals to perform the daily, weekly, and monthly maintenance tasks required to keep your Exchange servers performing optimally. Use the following checklists as is, or adapt them to suit your company's specific needs:


Daily Operations Checklist

Weekly Operations Checklist

Monthly Operations Checklist

Summary Checklist
Daily Operations Checklist

Use these checklists to record daily operations. You can modify these checklists based on your organization's requirements.

Checklist: Performing Physical Environmental Checks

Use this checklist to ensure that physical environment checks are completed.

Prepared by:

Date:

	Completed
	Task

	 
	Verify that environmental conditions are tracked and maintained.

	 
	Check temperature and humidity to ensure that environmental systems such as heating and air conditioning settings are within acceptable conditions, and that they function within the hardware manufacturer's specifications.

	 
	Verify that physical security measures such as locks, dongles, and access codes have not been breached and that they function correctly.

	 
	Ensure that your physical network and related hardware such as routers, switches, hubs, physical cables, and connectors are operational.


Checklist: Check Backups

Complete this checklist to check backups.

Prepared by:

Date:

	Completed
	Task

	 
	Make sure that the recommended minimum backup strategy of a daily online backup is completed.

	 
	Verify that the previous backup operation completed.

	 
	Analyze and respond to errors and warnings during the backup operation.

	 
	Follow the established procedure for tape rotation, labeling, and storage.

	 
	Verify that the transaction logs were successfully purged (if your backup type is purging logs).

	 
	Make sure that backups complete under service level agreements (SLA).


Checklist: Check CPU and Memory Use

Use this checklist to record the sampling time of each counter.

Prepared by:

Date:

	Completed
	Task

	 
	Examine % Processor Time performance counter.

	 
	Examine Available MBs performance counter.

	 
	Examine % Committed Bytes in Use performance counter.

	 
	Check against a performance baseline to determine the health of a server.


	Counter
	Measured value
	Time when recorded

	% Processor Time
	 
	 

	Available MBs
	 
	 

	% Committed Bytes in Use
	 
	 


Checklist: Check Disk Use

Follow the checklist and record the drive letter, designation, and available disk space.

Prepared by:

Date:

	Completed
	Task

	 
	Create a list of all drives and label them in three categories: drives with transaction logs, drives with queues, and other drives.

	 
	Check disks with transaction log files.

	 
	Check disks with SMTP queues.

	 
	Check other disks.

	 
	Use server monitors to check free disk space.

	 
	Check performance on disks.


	Drive Letter
	Designation (drives with transaction logs, drives with queues, and other drives)
	Available space MB
	Available % free

	Your data here
	 
	 
	 

	Your data here
	 
	 
	 

	Your data here
	 
	 
	 


Checklist: Event Logs

Check event logs using the following checklist.

Prepared by:

Date:

	Completed
	Task

	 
	Filter application and system logs on the Exchange server to see all errors. 
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Note: 

This process can be time-consuming.

	 
	Filter application and system logs on the Exchange server to see all warnings.

	 
	Note repetitive warning and error logs.

	 
	Respond to discovered failures and problems.


Checklist: Check IIS Logs and Performance

Complete this checklist to check IIS logs and performance, as well as the status of services such as POP3 and IMAP. For more information about monitoring IIS logs and performance, see Microsoft Windows Server 2003 Internet Information Services (IIS).

Prepared by:

Date:

	Completed
	Task

	 
	Examine event log and filter. IIS logs give you information about your changes. 
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Note: 

If you are a medium-size organization, examine your event logs weekly.

	 
	Examine System Monitor for IIS performance to examine the output of performance counters. Examine the following performance counters:


Web Service counters to monitor the World Wide Web Publishing Service (WWW service). 


Web Service Cache counters to monitor the WWW service cache.


FTP Service counters to monitor the File Transfer Protocol (FTP) service.


Active Server Pages counters to monitor applications that run as Active Server Pages (ASPs).


Checklist: Exchange Database Health

Use this checklist for to verify health of your Exchange database.

Prepared by:

Date:

	Completed
	Task

	 
	Check the number of transaction logs generated since the last check. Is the number increasing at the “usual” rate?

	 
	Verify that databases are mounted.

	 
	Make sure that public folder replication is up-to-date.

	 
	If full-text indexing is enabled, verify that indexes are up-to-date.

	 
	With test mailbox, verify the logon of each database and the send/receive capabilities.


Checklist: MAPI Client Performance

Complete the checklist to verify MAPI client performance and server availability.

Prepared by:

Date:

	Completed
	Task

	 
	Examine System Monitor counters.

	 
	Examine Event Viewer logs.

	 
	Verify that a test account can log on to the Exchange server and has send/receive capabilities.

	 
	Verify your Perfmon RPC counters against a baseline - RPC average latency/RPC requests/RPC operations.


Checklist: Check Queue Viewer

Follow the checklist and record the size of each queue.

Prepared by:

Date:

	Completed
	Task

	 
	Check queues for each server in each administrative group using the Queue Viewer tool in the Exchange Management Console.

	 
	Record queue size.


	Queue type
	Queue size

	Your data here
	 

	Your data here
	 

	Your data here
	 


Checklist: Message Paths and Mail Flow

Use this checklist to examine the message paths and mail flow in your organization.

Prepared by:

Date:

	Completed
	Task

	 
	Send messages between internal servers using test accounts.

	 
	Check and verify that messages deliver successfully.

	 
	Send outgoing messages to non-local accounts.

	 
	Check and verify that outgoing messages deliver successfully. With the test account on the external host, verify that mail comes in.

	 
	Send messages across any connectors to Exchange 5.5 organizations, Lotus Notes, and Novell GroupWise recipients.

	 
	Verify successful message transfer across connectors and routes.

	 
	Run WinRoute weekly to ensure connectivity.


Checklist: Security Logs

To effectively correct known and discovered security issues, complete the following checklist.

Prepared by:

Date:

	Completed
	Task

	 
	View the security event log on Event Viewer and match security changes to known, authorized configuration changes.

	 
	Investigate unauthorized security changes discovered in security event log.

	 
	Check security news for latest virus, worm, and vulnerabilities.

	 
	Update and fix discovered security problems and vulnerabilities.

	 
	Verify that SMTP does not relay anonymously, or lock down to specific servers that require functionality.

	 
	Verify that the Message Tracking Log does not have the Everyone group listed in the ACL permission. You can also do this task weekly.

	 
	Verify that SSL is functioning for configured secure channels.

	 
	Update virus signatures daily.


Weekly Operations Checklist

Use these checklists to record weekly operations. You can modify these checklists based on your organization's requirements.

Checklist: Create Reports

Use this checklist to create status reports to help with capacity planning, service level agreement (SLA) reviews, and performance analysis.

Prepared by:

Date:

	Completed
	Task

	 
	Use daily data from event log and System Monitor to create reports.

	 
	Report on disk usage.

	 
	Create reports on memory and CPU usage.

	 
	Generate uptime and availability reports.

	 
	Generate database and mailbox sizes.

	 
	Create capacity reports from messages sent and client logons.

	 
	Create reports on queue use, size, and growth.


Checklist: Incident Reports

Use this checklist to create incident reports.

Prepared by:

Date:

	Completed
	Task

	 
	List the top generated, resolved, and pending incidents.

	 
	Create solutions for unresolved incidents.

	 
	Update reports to include new trouble tickets.

	 
	Create a document depository for troubleshooting guides and post- mortems about outages.


Checklist: Antivirus Defense

Use this checklist to perform your antivirus defense.

Prepared by:

Date:

	Completed
	Task

	 
	Perform a virus scan on each computer; however, exclude drives that are specifically for Exchange (SMTP/Exchange Databases/Logs, and so on).


Checklist: Status Meeting

Use this checklist to conduct weekly status meetings during which the tasks are reviewed.

Prepared by:

Date:

	Completed
	Task

	 
	Server and network status for the overall organization and segments.

	 
	Organizational performance and availability.

	 
	Overview reports and incidents. 

	 
	Risk analysis and evaluation including upcoming changes.

	 
	Capacity, availability, and performance reviews.

	 
	Service level agreement (SLA) performance, and review items that have not met target objectives.


Monthly Operations Checklist

Use these checklists to record monthly operations. You can modify these checklists based on your organization's requirements.

Checklist: Capacity Planning

Use this checklist for capacity planning.

Prepared by:

Date:

	Completed
	Task

	 
	Check capacity and performance against service level agreement (SLA) requirements.

	 
	Review SLA requirements and capacity figures from previous month.

	 
	Produce and implement upgrade path based on projected growth from previous growth data.


Checklist: Hotfixes, Service Packs, Update Rollups, and Security Updates

Use this checklist to update your systems with hotfixes, service packs, update rollups, and security updates in your organization.

Prepared by:

Date:

	Completed
	Task

	 
	Maintain a list of applied hotfixes, service packs, update rollups, and security updates.

	 
	See if there are new hotfixes for Microsoft Windows Server.

	 
	See if there are service packs for Windows Server.

	 
	See if there are updates to complementary services such as Internet Information Services (IIS), Active Directory directory service, and DNS server.

	 
	Apply updates uniformly across servers and workstations in the organization.

	 
	Perform critical security updates as soon as possible, based on company policy.


Summary Checklist

This checklist provides you with a summary of Microsoft Exchange Server 2007 operations tasks on a daily, weekly, and monthly basis. You can modify these checklists based on your organization's requirements.

Checklist: Summary

Prepared by:

Date:

	Completed
	Daily

	 
	Check of physical environment.

	 
	Check backups.

	 
	Check CPU/memory use.

	 
	Check disk use. 

	 
	Examine message queues.

	 
	Examine event logs.

	 
	Check backups.

	 
	Check Internet Information Service (IIS) performance.

	 
	Check Exchange Server database health.

	 
	Check MAPI client performance.

	 
	Check Queue Viewer.

	 
	Check message paths and mail flow.

	 
	Check non-Exchange Server connectors.

	 
	Check security logs. 

	 
	Update virus definitions and scan for viruses.

	 
	Verify that Exchange Server and required Microsoft Windows services have started correctly.


	Completed
	Weekly

	 
	Create reports. 

	 
	Complete incident reports. 

	 
	Meet to discuss status.

	 
	Check IIS logs.


	Completed
	Monthly

	 
	Do capacity planning.

	 
	Perform hotfixes, service packs, update rollups, and security updates.

	 
	Perform disaster recovery test; test one backup a month to restore. 


Monitoring Exchange 2007 with Microsoft Operations Manager 2005 SP1

Making sure that Microsoft Exchange Server 2007 servers are operating reliably is a key objective for daily messaging operations. Therefore, it should be systematically approached based on the principles outlined in the Microsoft Operations Framework (MOF). For more information about the MOF, see Microsoft Operations Framework. 

A significant aspect of Exchange 2007 daily operations is monitoring the health of the Exchange components to achieve the following functions.


Generate alerts when operational failures and performance problems occur.


Represent the health state of servers and server roles.


Generate reports of operational health over time so that you can estimate future demands based on usage patterns and other performance data.

The Exchange 2007 Management Pack for MOM 2005 Service Pack 1 (SP1) contains rules to monitor a comprehensive array of server health indicators and create alerts when problems are detected, or when reasonable thresholds are exceeded.

For More Information

For complete information about MOM 2005 SP1, including installation instructions, see MOM 2005 Product Documentation.

System Requirements and Tuning

This topic discusses some general requirements that you must have to run Microsoft Operations Manager (MOM) 2005 SP1 to monitor Microsoft Exchange Server 2007.
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Note: 

MOM 2005 SP1 can run using either Microsoft SQL Server 2000 or SQL Server 2005 for the report server database. If MOM uses SQL 2000 and you have Microsoft Internet Explorer version 7 (IE7) installed, you will not see anything in the Document Map (Navigation Pane at the left side of the reports). Typically, there will be links in the Document Map that you can click to move to different sections in the reports.

Hardware and Software Requirements

The hardware and software requirements for running the Exchange 2007 Management Pack are the same as the requirements for running Exchange 2007 and MOM. For detailed information, see Exchange 2007 System Requirements.

Tuning

Tuning is important in Exchange Management Pack operations. For information about how to help tune the Exchange Management Pack, see Alert Tuning Solution Accelerator.

Naming Conventions for Performance Data Collection Rules Helps with Disabling Rules Not Required

In Exchange Server 2003, there are 158 performance data collection rules that are frequently disabled to improve the MOM database performance and to minimize growth in the MOM reporting database. In Exchange 2007, there are 149 performance data collection rules.

Each rule starts with the word Collect: to indicate that it is only collecting data. Rules that collect data for reports end with Report Collection. Additionally, there are no performance data collection rules that are not related to a threshold rule, a report, or are mentioned in the Knowledge Base of some other MOM rule. This means that performance data is no longer only being randomly collected as it was in Exchange 2003.

If customers want to disable some or all the performance data collection rules in Exchange 2007, the naming conventions make it easier to find the rules that they feel are not required.

Quick Start for Exchange 2007 Management Pack for MOM 2005 SP1

The Exchange Server 2007 Management Pack helps you do more monitoring with fewer people by monitoring the following key scenarios:


Are all Exchange services running?


Are all databases mounted and do disks have sufficient free space?


Can Microsoft Office Outlook 2007 clients connect and is performance good?


Is the mail flowing between servers?


Is Exchange performing efficiently and reliably?


Is Exchange configured correctly and is it secure? For example, are regular backups being performed?

The Exchange 2007 Management Pack provides the best experience when you deploy the full retail version of Microsoft Operations Manager (MOM) 2005 with Service Pack 1 (SP1). When you use the full version, you can monitor all options on multiple servers and view reports. The workgroup version of MOM 2005 can monitor only up to 10 servers and does not support reporting.

This topic covers, at a high level, the steps that you must perform to get the Exchange 2007 Management Pack up and running. For more information, see the other topics under Monitoring Exchange 2007 with Microsoft Operations Manager 2005 SP1. To configure your servers quickly and correctly, follow these steps.


Read the Release Notes


Import the Exchange Management Pack

Additionally, review the Exchange Server 2007 Management Pack Release Notes before you start any work with the management pack.

MOM 2005 Information

Information for planning and MOM 2005 installation is at MOM 2005 Planning and Deployment Resources.

MOM 2005 reports, including the Exchange reports, do not show any new data until the Data Transformation Services (DTS) job has run. This job transfers data from the MOM Operational database to the MOM data warehouse. By default, the DTS job is set to run at 01:00 A.M. every day.

The Agent Action account on Exchange servers must be configured to run as Local System. The following instructions explain how to verify this.
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To verify that the Agent Action account is configured to run as Local System 

	1.
Open the MOM 2005 Administrator Console. 

2.
Locate Administration, Computers, Agent-managed Computers. 

3.
Right-click the server in question, and then click Update Agent Settings. 

4.
In the dialog box, under Which account do you want to use for the Agent Action Account?, click Local System.


Importing the Exchange Management Pack

After you have your MOM 2005 environment installed, you must import the Exchange 2007 Management Pack to start monitoring the Exchange 2007 servers. 
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Note: 

If you are upgrading from a pre-release version of the Exchange 2007 Management Pack, use the Replace option (instead of the Update option), when importing the management pack.
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To import the Management Pack

	1.
Obtain the ExchangeServer2007ManagementPack.akm file and Exchange2007Reports.xml files. Download them from http://go.microsoft.com/fwlink/?linkid=78482.

2.
Install the Exchange 2007 Management Pack and make sure that you remember the location of where the files are installed.

3.
Click Start, point to Programs, point to Microsoft Operations Manager 2005, and then click Administrator Console.

4.
In the MOM 2005 Administrator Console, locate the Console Root, and then expand Microsoft Operations Manager.

5.
Right–click Management Packs, and then select Import/Export Management Pack. The Management Pack Import/Export Wizard opens.

6.
In the Management Pack Import/Export Wizard, on the Welcome page, click Next.

7.
On the Import or Export Management Packs page, verify that Import Management Packs and/or reports is selected, and then click Next.

8.
On the Select a Folder and Choose Import Type page, click Browse to locate the folder in which you have installed the ExchangeServer2007ManagementPack.akm and Exchange2007Reports.xml files. Under Type of Import, select Import Management Packs and reports, and then click Next.

9.
On the Select Management Packs page, select the Exchange2007ManagementPack.akm file, click Next, and then click Finish.  

10.
On the Select Reports page, select the Exchange2007Reports.xml file, click Next, and then click Finish. When the installation is complete, verify that the Description pane indicates that the installation was successful, and then click Close.


Configuration Requirements

There is no configuration that is required for the following monitoring scenarios before monitoring.


MAPI logons (Test-MAPIConnectivity)


Mailflow (Test-Mailflow)


Search (Test-ExchangeSearch)


Services (Test-ServiceHealth)


Configuration (Test-SystemHealth)


Local Unified Messaging connectivity (Test-UMConnectivity)


Edge Synchronization (Test-EdgeSynchronization)

Configuration is required for the following monitoring scenarios.


ActiveSync (Test-ActiveSyncConnectivity)


Outlook Web Access (Test-OWAConnectivity)


Web Services (Test-WebServicesConnectivity)


Remote Unified Messaging (Test-UMConnectivity)

For information about the additional configuration steps required for specific Exchange cmdlets, see "Manual Configuration Steps for Specific Cmdlets Used in MOM" later in this document.
Migrating from Exchange 2003 to Exchange 2007

This topic discusses items to be aware of when you migrate an Exchange Management Pack from Microsoft Exchange Server 2003 to Exchange Server 2007.

Migrating to Exchange 2007: What You Need to Know

The following are configuration issues that you might encounter when you migrate to from Exchange 2003 to Exchange 2007.

Modifying Performance Thresholds

There are 26 performance threshold rules that can be modified to suit the individual user's environment. Several (20) of these rules no longer exist, have been renamed, or are not relevant to a 64-bit computer. Examples of the latter would be pool non-page bytes and Information Store virtual bytes.

You might decide to manually migrate the thresholds of the remaining six rules that have similar thresholds to those in Exchange 2003.

Reviewing the Disabling of Event Alert Rules

In the Exchange 2003 Management Pack, there are 1,690 event alert rules. You may have disabled some that you did not consider relevant to your environment. In Exchange 2007, there are 1,790 event rules that can raise alerts. Some of the rules in the Exchange 2007 Management Pack are the same or similar to those in the Exchange 2003 Management Pack. You should review the rules that were disabled for Exchange 2003 and decide whether the same rule should be disabled for Exchange 2007.

Adding Services to Monitor

The Exchange 2003 Management Pack required that users select the services they wanted to monitor for their servers. In addition to monitoring Exchange services, users could manage additional services such as antivirus services.

The Exchange 2007 Management Pack automatically monitors all services relevant to each server role. These include Microsoft Windows services such as IISAdmin. Although the Exchange 2007 Management Pack no longer lets users monitor additional services, this capability is provided by Microsoft Operations Manager (MOM). You should review the services that are not in the following list:


ADAM_MSExchange


EdgeCredentialSvc


IISAdmin


MSExchangeADTopology


MSExchangeEdgeSync


MSExchangeFDS


MSExchangeIMAP4


MSExchangeIS


MSExchangeMailboxAssistants


MSExchangeMailSubmission


MSExchangePOP3


MSExchangeRepl


MSExchangeSA


MSExchangeSearch


MSExchangeServiceHost


MSExchangeTransport


MSExchangeTransportLogSearch


MSExchangeUM


MSFTESQL-Exchange


MSSpeechService


W3Svc

Maintaining the Membership of the Notification Groups

The Exchange 2003 Management Pack has a MOM notification group named Mail Administrators. Notifications from all alerts raised by rules in the management pack are sent to members of this notification group. Users manually add MOM Operator objects that contain an administrator's e-mail address or pager number to MOM notification groups. Notification groups have no relation to Active Directory directory service groups.

When you import the Exchange 2007 Management Pack, be aware that if you use the Replace option instead of the Update option, the membership of the Mail Administrators group will be erased.

The Exchange 2007 Management Pack includes the Mail Administrators group to whom all alerts are sent. It also contains one notification group for each Exchange 2007 server role. These role-based notification groups let administrators receive notifications for only the set of servers that they are responsible for.

Custom Reports and the Free Reporting Tool

Users may have used the reports that were included with the Exchange 2003 Management Pack as the basis for building their own custom reports. Some of the data that may have been used in such custom reports, such as message tracking data, is no longer available in the Exchange 2007 Management Pack. Instead, users have a better option. This is to use the free reporting tool from Quest Software at http://www.quest.com/exchange_reporting_management_pack/.

[image: image14.png]


Note: 

The third-party Web site information in this topic is provided to help you find the technical information you need. The URLs are subject to change without notice. 

How to Import the Exchange 2007 Management Pack into Microsoft Operations Manager

You cannot use the Exchange Management Pack for MOM 2005 until you can import it into MOM. After you have the MOM 2005 environment installed, you must import the Exchange 2007 Management Pack to start monitoring the servers that are running Exchange 2007.  
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To import the Exchange Management Pack

	1.
Obtain the Exchange2007 Management Pack.akm file and Exchange2007Reports.xml file by downloading from http://go.microsoft.com/fwlink/?linkid=78482.

2.
Install the Exchange 2007 Management Pack and be sure to remember where the files are installed.

3.
Click Start, point to Programs, point to Microsoft Operations Manager 2005, and then click Administrator Console.

4.
In the MOM 2005 Administrator Console, locate the Console Root, and then expand Microsoft Operations Manager.

5.
Right–click Management Packs, and then select Import/Export Management Pack. The Management Pack Import/Export Wizard opens.

6.
In the Management Pack Import/Export Wizard, on the Welcome page, click Next.

7.
On the Import or Export Management Packs page, verify that Import Management Packs and/or reports is selected, and then click Next.

8.
On the Select a Folder and Choose Import Type page, click Browse to locate the folder in which you have the Exchange2007ManagementPack.akm and Exchange2007Reports.xml files. Under Type of Import, select Import Management Packs and Reports, and then click Next.

9.
On the Select Management Packs page, select the Exchange2007ManagementPack.akm file, select Back up existing Management Pack, and then click Next. 

10.
On the Select Reports page, select the Exchange2007Reports.xml file, click Next, and then click Finish. When the installation is complete, verify that the Description pane indicates that the installation was successful, and then click Close.


Manual Configuration Steps Required for Specific Cmdlets Used in MOM

The Exchange 2007 Management Pack runs diagnostic cmdlets at set intervals to monitor the Exchange environment. The diagnostic cmdlets are derived from Exchange Management Shell cmdlets. To make sure that the cmdlets that are used by the Exchange 2007 Management Pack can trigger alerts and collect data for reports, you must configure the system as follows. 

Enabling Remote Unified Messaging Connectivity Monitoring

The Exchange 2007 Management Pack uses the Test-UMConnectivity cmdlet to test Unified Messaging (UM) connectivity. Test-UMConnectivity will monitor local connectivity out-of-the-box without any additional configuration. To monitor remote voice connectivity, you have to modify the parameters of the script that executes Test-UMConnectivity to provide a telephone number and an IP/VoIP gateway. 

The Test-UMConnectivity cmdlet checks connectivity to Unified Messaging servers in several ways, depending on the parameters that are passed to it. For voice connectivity, there are three modes of testing:


Local   The cmdlet tries to establish basic VoIP communication with the Unified Messaging server that runs on the same computer.


Local with TUI login   The cmdlet tries to establish VoIP communication with the Unified Messaging server that runs on the same computer. If it connects, it tries to log on to one or more UM-enabled mailboxes by signaling the extension and PIN of the mailbox under test.


Remote   The cmdlet tries to dial in to a Unified Messaging server (which may be running on another computer) by putting a call through a VoIP gateway. If it connects, it performs some basic checks on the media paths.

To perform remote connectivity checks, the administrator must provide the details that are required to enable the Test-UMConnectivity cmdlet to dial in to a Unified Messaging server. The details required will depend on the telephony arrangements at the site. These arrangements are as follows:


Extension numbering plan   To place a call to a Unified Messaging server, the cmdlet must know which telephone number to call and it must be a number that will be answered by a Unified Messaging server.


Name and number of IP gateways   To place the call, the cmdlet must know the identity of an IP gateway that connects it to the telephone network. The IP/VoIP gateway must both:


Have an IP address that can be accessed from the cmdlet host. 


Be configured to allow outgoing calls that are enabled by default. The Get-UMIPGateway cmdlet can be used to discover the gateways, their IP addresses, and whether they support outgoing calls.


How incoming calls are distributed by the IP gateways to the Unified Messaging servers   Distribution of incoming calls is not as simple to relate to connectivity testing. However, it can be important in configurations where Unified Messaging servers are not all doing the same kind of call processing. Essentially, there are two ways that Unified Messaging servers can answer incoming voice calls:


Users who call in to a subscriber access number on a dial plan and hear the default prompt, “Welcome. You are connected to Microsoft Exchange. To access your mailbox, enter your extension…” and so on. This gives users who are logged on with Outlook Voice Access, access to their Exchange 2007 mailbox, and directory search to unauthenticated callers.


Users who call in to a telephone number that is configured on an auto attendant and hear the default prompt “Welcome to the Microsoft Exchange Auto Attendant.” This provides callers with access to the directory, custom menus, and so on. This is an optional Unified Messaging feature that must be created and configured separately.

By default, all Unified Messaging servers that are associated with a dial plan will answer both voice calls that are placed to the dial plan’s subscriber access number and calls that are answered by one or more auto attendants that are associated with the dial plan. However, some customers may decide to configure their IP/VoIP gateways and Unified Messaging hunt groups so that a single Unified Messaging server answers only calls to the dial plan subscriber access number, and another Unified Messaging server answers only incoming calls answered by one or more auto attendants. In such configurations, connectivity checks to a given Unified Messaging server will have to take its configured function into account. Consider the following:


For Unified Messaging servers answering calls to the subscriber access number for a dial plan pilot number, remote connectivity checks should specify the dial plan pilot number as the Phone parameter. A list of dial plans can be obtained with the Get-UMDialPlan cmdlet. A list of subscriber access numbers for each dial plan can be obtained from its AccessTelephoneNumbers property.


For Unified Messaging servers that provide Auto Attendant service only, remote connectivity checks must specify in the Phone parameter a number answered by an auto attendant. The auto attendant pilot numbers are displayed in the PilotIdentifierList property. This is displayed as part of the default listing obtained with Get-UMAutoAttendant.

After you have identified the appropriate UMIPGateway and Phone parameters, follow these steps to create an override for the script parameters in the MOM 2005 Administrator Console.

1.
In the MOM 2005 Administrator Console, locate Management Packs\Rule Groups\Microsoft Exchange Server\Exchange 2007\Unified Messaging\UM Connectivity\Event Rules.

2.
Right-click Execute: Test-UmConnectivity (Remote Voice) diagnostic cmdlet. (Report Collection),select the This rule is enabled check box, and then click Properties.

3.
On the Responses tab, select the Script response, and then click Edit.

4.
Select the parameter cmdlet Command, and then click Edit Parameter.
5.
Copy the text in the Value field. This text is the command that will be executed by the script.

6.
Select the check box Enable overrides for this script parameter, and then click Set Criteria.

7.
Click Add.

8.
In the Target field, select the appropriate Unified Messaging server, or Computer Group that contains Unified Messaging servers.

9.
In the Value field, paste the text for the command.

10.
Replace {gatewayname} (including the braces) with the name of your Unified Messaging IP Gateway.

11.
Replace {extension} (including the braces) with the appropriate number as identified previously.

12.
Click OK five times to save your changes to the rule.

13.
In the Navigation Pane of the MOM 2005 Administrator Console, right-click Management Packs, and then click Commit Configuration Change.
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Note: 

Repeat these steps for each server, if you have more than one Unified Messaging server.

Enabling Outlook Web Access, Exchange ActiveSync, and Exchange Web Services Connectivity Monitoring

Test-OwaConnectivity, Test-ActiveSyncConnectivity, and Test-WebServicesConnectivity are the cmdlets used by the Exchange 2007 Management Pack to test Microsoft Office Outlook Web Access, Exchange ActiveSync, and Exchange Web Services connectivity from Client Access servers to Mailbox servers. The cmdlets require that a test mailbox be created on each Exchange 2007 Mailbox server that is to be tested. 

To create the test mailbox, log on to the Exchange 2007 Mailbox server with a user account that is an Exchange Mailbox administrator. Open the Exchange Management Shell, locate the Scripts directory under the installation path for Exchange 2007 (usually \Program Files\Microsoft\Exchange Server\Scripts) and execute the script New-TestCasConnectivityUser.ps1. Repeat this process on each Exchange 2007 Mailbox server that is to be tested.

Enabling External Outlook Web Access Connectivity Monitoring

The rule is enabled by default. However, you must set an external URL on your Outlook Web Access virtual directory. To set an external URL, you need to run the Set-OwaVirtualDirectory Exchange Management Shell command. The syntax of the command is:  

set-owavirtualdirectory "<Server name>\owa (Default Web Site)" -externalurl:"https://<Fully Qualified Domain Name>/owa"

For example, if the name of the server is Server01 and the domain is named “Domain.contoso.com”, you would run the following command:

set-owavirtualdirectory "Server01\owa (Default Web Site)" -externalurl:"https://Server01.Domain.contoso.com/owa"
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Note: 

These examples assume that SSL is enabled. If SSL is not enabled, use http:// instead of https://.

Installing MOM Administrator and Operator Consoles

The following are the main components that are installed with Microsoft Operations Manager (MOM) Administrator and Operator consoles.


Administrator Console   Used to configure MOM servers, management packs and rules, and to deploy the MOM agent to computers.


Operator Console   Used to view and manage alerts, view the server state, view data that was collected from performance counters and the event log, and to run MOM tasks.


Web Console   Provides a limited view of the MOM alerts.


Reporting Console   Enables you to view historical data in the form of Service Availability reports and performance counter-based reports.


Alerts by E-mail   Enables you to receive critical error (red) alerts from all computers that are running Microsoft Exchange Server 2007 or only from a particular role.

Installing the MOM Administrator and Operator Consoles

Follow these steps to install the MOM Administrator and Operator consoles.
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To install the MOM Administrator Console and the Operator Console

	1.
Run setup.exe from the MOM 2005 SP1 CD or the directory where you downloaded the MOM 2005 SP1 product to.

2.
Select Install Microsoft Operations Manager 2005.

3.
Continue the installation past the Microsoft Software License and registration dialog box, and then select Custom as your install choice.

4.
De-select the Database and Management Server. The only component that you have to install is User Interfaces.

5.
If you pass the prerequisite check, type the name of the Exchange server on which you are installing MOM and the management pack.


Supporting Exchange 2007 Management Pack Report Functionality

This topic presents two sets of instructions about installation and configuration that are required to support Exchange Server 2007 Management Pack functionality.

Information for planning and for MOM 2005 installation is at MOM 2005 Planning and Deployment Resources.

Instructions for Running MOM 2005 SP1 on a SQL 2005 Server

The Exchange 2007 Management Pack reports are important in order to make full use of the Exchange 2007 Management Pack. The MOM and SQL Server environments must be installed correctly and configured for Exchange 2007 reporting to be able to be run. 

When you install MOM 2005 reporting with SQL Server 2005, follow these steps:

1.
Clear the check box for automatically determining the reporting virtual directories.

2.
Specify the directories in the text boxes provided when installing by using the manual installation method. By default, these are Report Server and Reports.

3.
Configure the SQL Server 2005 agent service to run automatically. This must be set to pass a MOM 2005 installation prerequisite.

For information about how to install SQL Server 2005, see How to: Install SQL Server 2005 (Setup).

For information about how to install SQL Server 2000, see the Microsoft Knowledge Base article 303747, HOW TO: Install SQL Server 2000 - Basic Local Installation.

For information about MOM 2005 SP1 deployment and installation, and for SQL Server installation verification with MOM, see the MOM 2005 Deployment Guide.

For information from the Microsoft Knowledge Base about MOM 2005 SP1 updates for SQL Server 2005, see the following articles:


"You notice an increase in event and performance data latency after you upgrade the MOM 2005 Server OnePoint database to Microsoft SQL Server 2005" at http://go.microsoft.com/fwlink/?linkid=3052&kbid=913801.


"After you install version 2.0 of the .NET Framework on a server that is running Microsoft Operations Manager 2005 with SP1, you can no longer discover computers in Active Directory" at http://go.microsoft.com/fwlink/?linkid=3052&kbid=913812.


"Error message when you use SQL Server 2005 Reporting Services or SQL Server 2000 Reporting Services to generate HTML reports in Microsoft Operations Manager 2005: "There is an error in XML document"" at http://go.microsoft.com/fwlink/?linkid=3052&kbid=915785.

Instructions for Installing Exchange Server 2007 on the Same Server as a SQL 2000 Report Server or a MOM 2005 Report Server

Exchange 2007 can be installed on the same server as an SQL Server 2000 Report Server or a MOM 2005 Report Server with the following exceptions. The workarounds are required only if you are installing SQL Report Server 2000 and Exchange 2007 with the Client Access server role on the same server.

Site Replication Service (SRS) requires the .NET Framework v1.1 and ASP.NET v1.1 to be installed.  However, if the Client Access server role is installed it will register v2.0 with all the virtual directories in IIS. For SRS to install and function, you must manually register the SRS virtual directories with v1.1.

There are two workarounds depending on whether you install the Client Access server role for Exchange 2007 before you install SRS or you install SRS before you install Exchange 2007. Scenario two is the one that is recommended.

Scenario one:  Installing Exchange 2007 and then installing SRS 2000

1.
After you install Exchange 2007 (with the Client Access server role), run \WINNT\Microsoft.NET\Framework\v1.1.4322\aspnet_regiis.exe -r to make sure that IIS is prepared to use ASP.NET v1.1.

2.
Install SRS and the MOM Reporting Server.

3.
For each Client Access Server virtual directory, run \WINNT\Microsoft.NET\Framework\v2.0.xxxxx\aspnet_regiis.exe -s <metabase path of virtual directory>

The Client Access Server virtual directories are as follows:


/W3SVC/1/ROOT/Autodiscover


/W3SVC/1/ROOT/EWS


/W3SVC/1/ROOT/owa


/W3SVC/1/ROOT/Microsoft-Server-ActiveSync


/W3SVC/1/ROOT/Exchange


/W3SVC/1/ROOT/ExchWeb


/W3SVC/1/ROOT/Public

If you have additional virtual directories, they have to be changed using a similar process. Use Metabase Explorer to find the metabase path of the new virtual directories. Metabase Explorer is included with the Internet Information Services (IIS) 6.0 Resource Kit. 

Note   You do not have to use Metabase Explorer in scenario two. This is why it is the recommended procedure.

Scenario two:  Installing SRS 2000 and MOM Report Server first and then installing Exchange 2007 with the CAS role

1.
Before you install SRS 2000, run \WINNT\Microsoft.NET\Framework\v1.1.4322\aspnet_regiis.exe -r to make sure that IIS is prepared to use ASP.NET v1.1.

2.
Install SRS and the MOM Report Server.

3.
Install Exchange 2007 with the Client Access server role which will register ASP.NET v2.0 in IIS.

4.
For the two SRS virtual directories (\Reports and \ReportServer), run: \WINNT\Microsoft.NET\Framework\v1.1.4322\aspnet_regiis.exe -s <metabase path of virtual directory>.

Examples:

run \WINNT\Microsoft.NET\Framework\v1.1.4322\aspnet_regiis.exe -s /W3SVC/1/ROOT/Reports

run \WINNT\Microsoft.NET\Framework\v1.1.4322\aspnet_regiis.exe -s /W3SVC/1/ROOT/ReportServer

Exchange 2007 Management Pack for Microsoft Operations Manager 2005 SP1

A management pack tells Microsoft Operations Manager (MOM) what to monitor. It contains rules for monitoring events, performance counters, and running scripts. When an event is logged and its parameters match a rule in MOM, an alert is raised to notify the administrator.

MOM samples the performance counters on a scheduled basis. If the value of the counter is greater than the threshold specified in a MOM rule, an alert is raised. MOM also runs scripts on a scheduled basis. For the Exchange 2007 Management Pack, the scripts will run Exchange diagnostic cmdlets, and then submit the results from the diagnostic cmdlets to MOM as events or performance counters. The events or performance counters will be used for raising alerts when a problem is detected and for reporting the availability of various services.

Tasks That You Can Perform with MOM

Monitoring with MOM enables you to perform the following tasks.


Locate the information that is required to diagnose and resolve problems


Measure service availability and evaluate operational effectiveness


Take preventive measures


Obtain a performance baseline


Identify conditions or processes that are outside regular operating conditions. For example, performance counters that exceed your baseline performance expectations, or configuration that does not follow established operational recommendations.


Identify your company's peak workload hours


Obtain performance metrics

Monitoring should be performed centrally, especially in a large Exchange organization with several Exchange servers, so that reports and data can be stored in a single repository. With centralized monitoring, you can reduce administrative overhead by implementing uniform, company-wide administration procedures. The Exchange 2007 Management Pack for MOM provides a centralized approach to monitoring.

To effectively use the Exchange 2007 Management Pack, become familiar with the following:


Microsoft Operations Manager integration   The Exchange 2007 Management Pack extends MOM so that you can monitor Exchange-specific components and services in addition to resources that are provided by the operating system. An introduction to MOM will help you better understand where and how the Exchange 2007 Management Pack integrates with MOM.


Exchange 2007 Management Pack components   Not only does the management pack integrate with MOM, but it also contains specific rules, reports, and features that help monitor Exchange 2007 servers. Knowing about the components and their capabilities and purposes is important to efficiently using the Exchange 2007 Management Pack.


System monitoring tasks   Knowing the tasks that you can do with the Exchange 2007 Management Pack helps you identify opportunities to streamline IT operations in an Exchange 2007 organization. For example, instead of manually monitoring individual servers, you can automatically monitor all servers that are running Exchange 2007.


Monitoring scenarios   You can deploy the Exchange 2007 Management Pack in a centralized or decentralized environment. Deployment options could vary according to your requirements and the geography of the organization.

For More Information

For more information about MOM, visit the Microsoft Operations Manager home page.

Reporting Services for Exchange 2007 Management Pack

The Microsoft® Exchange Server 2007 Management Pack provides several reports with which to view service availability, and anti-spam statistics, as well as performance and usage metrics. The reports are present data over time, with easy-to-read graphs, charts, and tables. The reports are useful as an overview of the current Exchange organization, or to do an in-depth examination in specific areas.

Microsoft Operations Manager (MOM) reporting is accomplished by querying the MOM data warehouse for the data that you want, summarizing the data, and then creating an output report of formatted data. Because reporting relies on the data warehouse, you must have the full version of MOM 2005 Service Pack 1 (SP1) deployed.

The Exchange 2007 Management Pack includes predefined reports, and you can create custom reports according to your requirements. In MOM 2005, data is transferred daily from the operational database to the data warehouse database. By default, the data transfer occurs at 1:00 A.M., but the schedule can be changed to accommodate your needs by modifying the Scheduled Task on the SQL server that is hosting the MOM data warehouse. You can also increase the frequency that data is transferred to the data warehouse by configuring the existing schedule task to repeat throughout the data, or by making a copy of the scheduled task and configuring the copy to run at a different time. 

The reports in the Exchange 2007 Management Pack offer a richness of reporting and information beyond what was available in earlier versions of Exchange management packs. Additionally, each report has in-depth information about the report itself. Information in the reports includes the following: 


Description of the purpose and objectives of the report 


Report parameters


Related rules


Calculation method (where appropriate)


Click through functionality (click fields to see more detailed information)

The following is a list of the reports that are in the Exchange 2007 Management Pack.


Service Availability


Service Availability Summary


Mailbox Service Availability


Mailflow Local Service Availability


Mailflow Remote Service Availability


Outlook Web Access External Service Availability


Outlook Web Access Internal Service Availability


ActiveSync Internal Availability


Unified Messaging Local Voice Service Availability


Unified Messaging Local Fax Service Availability


Unified Messaging Remote Voice Service Availability


Metrics


Client Performance


Mailbox Count


RPC and Database Performance


Unified Messaging Call Summary


Unified Messaging Message Summary


Anti-Spam 


Attached File Filter


Connection Filter


Recipient Filter


Sender ID


Sender Filter


Content Filter


Protocol Analysis

The topics in this section are intended to help you identify which reports would be useful to run, and to note any considerations in running the individual reports.

Running the Reports

The reports are generated by SQL Reporting Services and can be reached from the MOM 2005 Administrator Console. 

Or, on the Start menu, you can open the Reporting Console located in the Microsoft Operations Manager 2005 group. 
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To access the reports from the MOM 2005 Administrator Console

	1.
Open the MOM 2005 Administrator Console.

2.
Click Operations in the left pane, and then click Start Reporting Console.

3.
Click Microsoft Exchange Server.

4.
Click the category of reports that you want to work with. (For example, click Exchange 2007 Anti-Spam.)

5.
Click the report that you want to see (For example, click Connection Filter.) The report will now be generated.
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To access the reports from the MOM 2005 Operator Console

	1.
Open the MOM 2005 Operator Console.

2.
In the Go menu, click Open Reporting Console.

3.
Follow the same steps from step 3 onwards in the previous procedure.


For any reports, you can specify the time frame that the report should be generated for, as well as which servers should be included.

If you want to report on a specific set of servers, such as a subset of the Exchange 2007 Mailbox servers, you can create a custom Computer Group in the MOM Administrator Console, and then add the server you want to the group. Then, the next time that MOM transfers data from the operational database to the data warehouse, the computer group that you create will display in the list of computer groups.

Configuring Subscriptions

For more information about how to configure subscriptions that will send reports by e-mail, or save them to a file share, see Subscription Overview. 

Configure an Execution Snapshot Schedule

For any reports that you feel are taking too long to generate, you can configure an Execution Snapshot. This schedule can automatically generate a copy of the report every day that will be used whenever someone tries to view the report, thereby significantly improving the reporting experience. When you are determining factors for configuring a schedule, consider the following items.


Timing   Schedule the snapshot to be run after 4:00 A.M. to make sure that the Data Transformation Services (DTS) job has time to be completed.


Report Execution Timeout   Set to "Do not time out report execution."

For background and detailed information about this task, see Reporting Service Books Online that was installed with the SQL Reporting Service.

Understanding the Report Format

The Microsoft Exchange Server 2007 Management Pack for MOM 2005 SP1 can generate several reports that will give you critical information about the computer that is running Exchange 2007 and its environment. The report layout is easy to follow. Much of the actual information about the report, such as dependencies and configuration, is contained within the body of the report.

The rest of this topic outlines the overall categories of reports together with the specific reports and a brief description of each.

The Report Format

The main features of the report are as follows.

Information that is used to Generate Report Information

By default, all the reports execute and show the last seven days of data for the relevant set of computers. However, while the report is generating or as soon as it is finished, you can modify the parameters and then click View Report.

The following is an example of the parameters that would be used for the Availability reports. Other reports have slightly different sets of parameters.

	Parameter
	Note

	Begin Date/End Date
	The default is 00:00, eight days before the current date, to 11:59:59, one day before the current date.

	Computer Group
	This parameter specifies the names of computer groups. The default is the appropriate group for the selected report. For example, the default computer group for the Mailbox Service Availability report is Microsoft Exchange 2007 Mailbox Servers.

	Computer
	This parameter specifies the domain and/or names of the computers in the selected Computer Group.

	SLA%
	This parameter specifies your own service level agreement (SLA) value for each service. This determines at what value the availability numbers turn from green to red. For example, if the SLA is set at 99.95 percent, any availability numbers larger than or equal to 99.95 percent will be green. Availability numbers lower than 99.95 percent will appear as red in the report.


View Report

The View Report button to the right of the parameters enables you to view the report filtered by the parameters that have been specified.

Description of Document Map

The Document Map, at the left side of the report layout, shows the content areas of the report. You have the option to hide or to show the Document Map. Common content areas are as follows.


Service Availability   This area shows, in a graphical format, the availability of the service that is based on input that you provide, such as the period for which the report was run.


Summary Chart   This area shows, in a pie chart format, the overall server performance levels of the specified computers.


Daily Chart   This area is a graphical presentation of analysis of actions for all included computers over time.


Results by Computer   This area presents individual tables of information by computer.


Dependencies   This area contains information about performance counters, related rules, related views, and applicable Events. Report groups can have events that are common to all the reports within the group. For example, the MSExchange Monitoring Server Info (ID: 300001) is common to all reports within the Service Availability reports.


Configuration   This area includes a comprehensive description of the report, the report parameters, and the calculation method.


Related Reports   This area contains links to related reports.

Export a Report

Click Select a format to select one of the following file formats:


HTML with Office Web Components


Excel


Web archive


Acrobat (PDF) file


TIFF file


CSV (comma delimited)


XML file with report data

After you have selected a format for your report, you can Export it to a location of your choice. It is a good idea to experiment with each file format so that you can find the one that best suits your requirements.

Working with Exchange 2007 Service Availability Reports

In the Microsoft Exchange Server 2007 Service Availability reports, there are several reports you can use to examine the availability of monitored Exchange services. This includes an overall Service Availability Summary.

The Service Availability reports can be used as follows:


To measure success against service level agreements (SLAs).


To evaluate messaging operational performance.


To evaluate the effectiveness and quality of upgrades.


To determine areas that require operational improvement or standardization (decentralized IT environment).


To help you decide about consolidation issues.

[image: image21.png]


Note: 

Because much data may be processed in the Service Availability reports, the generation of the reports can be lengthy. Therefore, you might want to configure a Snapshot schedule using the Properties tab of the reports. Or, you might want to create a subscription for the reports so that they can be generated on a scheduled basis and delivered by e-mail.
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Note: 

For information about how to configure snapshots, see Report Snapshots.
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Note: 

For more information about how to set up subscriptions, see Subscription Overview.

For more information about SQL Reporting Service, see Reporting Service Books Online that was installed with SQL Reporting Service.

Identifying the Cause of Low Availability

To better understand what caused a period of low availability, follow these steps. If you are not starting from the Service Availability Summary Report, go to step 2.

1.
If you are starting from the Service Availability Summary Report, determine which service availability you want to examine in-depth, and then select the relevant report from the list of Related Reports near the bottom of the Service Availability Summary Report.

2.
From the service availability report that you want to examine, click the icon that resembles a downward double chevron in the upper-right corner of the report. This will enable you to see the report parameters.

3.
Examine availability closely, by time. For example, if you see that availability was low on a particular day, set the Begin Date parameter of the report for the day before, and the End Date parameter to the day after the low availability. Repeat as frequently as required so the report is focused on the time from just before to just after the low availability period.

4.
Look at the related events. Determine the computer or computers that have low availability by viewing the table under the availability chart. Then, click the computer name to see all the events that were collected by Operations Manager for that computer during the timeframe specified by the Begin Date and End Date parameters. Use the data in the events to help you understand what caused the low availability.

Customizing Report Parameters

Each report has a set of parameters and the administrator can specify new default values for each report. However, we recommend that you modify only the SLA% parameter.

Configuring the SLA% Parameter

The SLA% parameter enables you to specify your own SLA value for each report. This parameter determines at what value the availability numbers in the report turn from black to red. For example, if the SLA% is set at 99.95 percent, any availability numbers greater than or equal to 99.95 percent will be black. Availability numbers less than 99.95 percent will appear red in the report. The SLA% also determines where the red SLA line appears in the chart.

The SLA% parameter can be set every time that the report is run. Or, the report can be configured to use a default SLA% parameter that you choose.

To configure the report by using a new default SLA% parameter, connect to the reporting server as an administrator and follow these steps:
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To configure the report with a new default SLA

	1.
Open the report to be configured.

2.
Click the Properties tab.

3.
Click Parameters from the Navigation Pane on the left.

4.
In the Default Value check box, next to SLAPercent, enter your SLA, for example, 99.9.

5.
Clear the check boxes under HasDefault for BeginDateStr and EndDateStr.

6.
Click Apply.


The next time that you run the report, the default value for SLA% will be your own SLA.

Service Availability Summary

The Service Availability Summary Report summarizes the availability of Exchange 2007 services such as Mailbox, Mail Flow, Microsoft Outlook Web Access, Microsoft Exchange ActiveSync, and Unified Messaging.
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Note: 

When you are working with this summary report and notice that there is a period of low availability, use the report to narrow the time when the availability was low. When you have identified the timeframe when the problem occurred, click the server name to return all the events that occurred on that server during the specified timeframe. This should provide some insight into the drop in availability for that particular timeframe.

ActiveSync Internal Service Availability

The ActiveSync Internal Service Availability Report summarizes the internal service availability of Exchange ActiveSync as measured by a rule that periodically runs a cmdlet to test the responsiveness of the service. For this report, a message is issued that tells you what steps are required to set up the test mailbox. No data is shown in the test until the mailboxes are set up.

Mailbox Service Availability

The Mailbox Service Availability Report summarizes the MAPI connectivity availability for Mailbox server. The service availability is measured by a rule that periodically runs a cmdlet to simulate a user logon.

Mailflow Local Service Availability

The Mailflow Local Service Availability Report summarizes the availability of Mailflow Local service. Mail flow service availability is measured by a rule that periodically runs a cmdlet to test the responsiveness of the service.

Mailflow Remote Service Availability

The MailFlow Remote Service Availability Report summarizes the availability of the Mailflow Remote service. Mail flow service availability is measured by a rule that periodically runs a cmdlet to test the responsiveness of the service.

Outlook Web Access External Service Availability

The Outlook Web Access External Service Availability Report summarizes the external service availability of Outlook Web Access. Outlook Web Access service availability is measured by a rule that periodically runs the Test-OWAConnectivity cmdlet to test the responsiveness of the service. This report will display, "No data available," if the external URL has not been set up on the Client Access servers and the test mailboxes have not been created. These two steps must be taken before the report can produce results.

Outlook Web Access Internal Service Availability

The Outlook Web Access Internal Service Availability Report summarizes the internal service availability of Outlook Web Access. Outlook Web Access service availability is measured by a rule that periodically runs the Test-OWAConnectivity cmdlet to test the responsiveness of the service. For this report, a message is issued that tells you what steps are required to set up the test mailbox. No data is shown in the test until the mailboxes are set up.

Unified Messaging Local Fax Service Availability

The Unified Messaging Local Fax Service Availability Report summarizes the availability of the Local Fax service. Local Fax service availability is measured by a rule that periodically runs a cmdlet to test the responsiveness of the service.

Unified Messaging Local Voice Service Availability

The Unified Messaging Local Voice Service Availability Report summarizes the availability of the Local Voice service. Local Voice service availability is measured by a rule that periodically runs a cmdlet to test the responsiveness of the service.

Unified Messaging Remote Voice Service Availability

The Unified Messaging Remote Voice Service Availability Report summarizes the availability of the Remote Voice service. Remote Voice service availability is measured by a rule that periodically runs a cmdlet to test the responsiveness of the service.

Supplemental Reports

The reports in the Supplemental Reports folder are sub-reports of the reports that were discussed earlier. They should not be used individually. You can decide not to show these reports. If you decide to hide the Supplemental Reports folder, follow these steps:
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To hide the Supplemental Reports folder

	1.
Locate the Exchange 2007 Service Availability folder.

2.
Click Show Details on the right side of the Contents tab.

3.
Click the icon under the Edit column that is next to the Supplemental Reports folder.

4.
Click Hide in list view, and then click Apply.

5.
Go back to the Exchange Server 2007 Service Availability folder.

6.
Click Hide Details on the right side of the Contents tab.

7.
The Supplemental Reports folder will no longer be visible.


Troubleshooting the Reports

Expand the Dependencies or Configuration sections near the end of the report to find more information in the following circumstances:


A report does not have any data.


You want to better understand how the report works.


You want to see how the availability numbers are calculated.

Before you run reports, make sure that the Client Access Server test mailboxes have been created, and the external Outlook Web Access URL on the Client Access servers has been set.

Working with Exchange 2007 Anti-Spam Reports

There are seven reports that you can run in the Microsoft Exchange Server 2007 anti-spam or message hygiene reports group. The following is a brief explanation of each report.

Attached File Filter

The Attached File Filter Report shows the effectiveness of the Attachment Filter agent. This agent filters messages based on attachment file name, file name extension, or file MIME content type. You can configure this agent to block a message and its attachment, to strip the attachment and allow the message to pass through, or to silently delete the message and its attachment.

Connection Filter Report

The Connection Filter Report shows the effectiveness of the Connection Filter agent. This agent filters messages based on the IP address of the remote server from which a message is sent. A variety of IP Block lists and IP Allow lists and optional services are used to determine what action, if any, to take on a particular message based on its source IP address. You can see statistics for connection-allowed results for all included computers over time or view the results by computer.

Content Filter

The Content Filter Report shows the effectiveness of the Content Filter agent. This agent uses Microsoft SmartScreen technology to assess the contents of a message. The Exchange Intelligent Message Filter is based on patented machine learning technology from Microsoft Research. The Intelligent Message Filter learns distinguishing characteristics of legitimate e-mail and of spam. Based on these characteristics, the Intelligent Message Filter helps determine whether an incoming message is spam or legitimate e-mail.

Protocol Analysis

The Protocol Analysis Report shows the effectiveness of the Protocol Analysis/Sender Reputation agent. The Sender Reputation agent is an anti-spam agent that is enabled on computers that are running Exchange 2007 that have the Edge Transport server role installed. The Sender Reputation agent can block messages according to many characteristics of the sender. The Sender Reputation agent relies on persisted data about the sender to determine what action, if any, to take on an inbound message. Sender reputation functionality is also referred to as protocol analysis.

Recipient Filter

The Recipient Filter Report shows the effectiveness of the Recipient Filter agent. This agent compares the recipients that are identified in the RCPT TO: SMTP header to known recipients identified in list of blocked recipients and to the local recipient directory which stores valid recipients that exist inside the organization. The Recipient Filter agent makes this comparison to determine what action, if any, to take on a particular message.

Sender Filter

The Sender Filter Report shows the effectiveness of the Sender Filter agent. This agent compares the sender identified in the MAIL FROM: SMTP header to known senders identified in an IP Block list. The Sender Filter agent makes this comparison to determine what action, if any, to take on a particular message.

Sender Id

The Sender Id Report shows the effectiveness of the Sender Id agent. This agent relies on the RECEIVED: SMTP header and a query to the sending system's DNS service to determine what action, if any, to take on a particular message. 

Working with Exchange 2007 Metrics Reports

The metrics reports provide detailed information about specific components of Microsoft® Exchange Server 2007 servers. You can refer to each report for a detailed description. The following sections are brief descriptions for the five reports for metrics.

Client Performance

The Client Performance Report shows the percentage of successful RPC client/server operations between clients (Microsoft Office Outlook® 2003 and later versions) and Exchange 2007 during the specified time period. Any operations that take less than or equal to two seconds are considered to be successful. The Client RPC Latency and RPC count columns are calculated from the data generated by clients and sent to the Exchange server. Therefore, these are a reflection of the client experience of getting their requests to and from the Exchange server.

Mailbox Count

The Mailbox Count Report shows the distribution of mailboxes across storage groups and databases.

RPC and Database Performance

The RPC and Database Performance Report show the relationship between RPC and Database I/O performance.

Unified Messaging Call Summary

The Unified Messaging Call Summary Report shows a summary of telephone calls received and placed by Exchange 2007 Unified Messaging servers.

Unified Messaging Message Summary

The Unified Messaging Message Summary Report shows a summary of voice and fax messages that are processed by Exchange 2007 Unified Messaging servers.

Monitoring for Agentless Servers
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Important: 

We do not recommend monitoring agentless servers. There will be some warning alerts as Microsoft Operations Manager (MOM) tries to run this monitoring because a MOM server cannot execute the diagnostic cmdlet rules. The information here applies to agentless servers only. Computers that have agents will be included automatically in the following groups according to which Exchange Server roles are installed. When first installed, the Exchange 2007 Management Pack will not monitor agentless servers. To manually monitor an agentless server, add the server to each applicable computer group from the following list:

· Microsoft Exchange Server 2007 All servers

· Microsoft Exchange Server 2007 Client Access servers

· Microsoft Exchange Server 2007 Edge Transport servers

· Microsoft Exchange Server 2007 Hub Transport and Edge Transport servers

· Microsoft Exchange Server 2007 Hub Transport servers

· Microsoft Exchange Server 2007 Mailbox servers

· Microsoft Exchange Server 2007 Mailbox servers - CMS and Physical servers

· Microsoft Exchange Server 2007 Mailbox servers - Physical servers

· Microsoft Exchange Server 2007 Unified Messaging servers

For information about the additional configuration steps required for specific Exchange cmdlets, see "Manual Configuration Steps for Specific Cmdlets Used in MOM" earlier in this document.
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