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Mobile Messaging at Microsoft: Improving Security, Manageability, and User Experience
Published: June 2006
Microsoft Information Technology (Microsoft IT) required greater security and manageability for mobile devices, such as Pocket PCs and smartphones, that connect to the corporate messaging infrastructure. To achieve these improvements, Microsoft IT deployed Microsoft® Exchange Server 2003 Service Pack 2 (SP2) on all front-end Exchange servers. This simple change provided Microsoft IT with the ability to implement security and administrative policies on mobile devices that run Windows Mobile® version 5.0 with the Messaging and Security Feature Pack (MSFP). This project also provided Microsoft employees with an improved user experience when they connect to their Exchange Server mailboxes from mobile devices, and it may reduce employees' costs from mobile operator charges. Microsoft IT implemented these changes quickly and efficiently, with negligible service downtime and at minimal cost.
Introduction

More than 26,000 Microsoft employees use Windows Mobile powered devices, such as smartphones and Pocket PCs, to access business-critical information on the corporate Microsoft Exchange messaging infrastructure. Remote access to this information from mobile devices improves communications within Microsoft and increases the company's productivity. However, this expanded ability to access e-mail and other Microsoft Exchange facilities required Microsoft IT to ensure that both company-owned and privately owned mobile devices store this information in a way that meets security guidelines. In addition to increasing security, Microsoft IT wanted to implement management policies for mobile devices, either through existing management interfaces or through simple-to-deploy management tools, that would help protect the company's intellectual property. 
Windows Mobile 5.0 with MSFP and Service Pack 2 for Exchange Server 2003 helps to address these security and manageability issues. This solution enabled Microsoft IT to provide a more robust and cost-effective service for remote access to Exchange Server mailboxes from mobile devices. The deployment process was very simple, did not require any architectural changes or additional hardware, and involved minimal risk to the messaging and collaboration infrastructure at Microsoft. 

These changes also delivered an improved user experience to Microsoft employees. For example, Direct Push technology provides faster delivery when new items, such as e-mail messages, appointments, and tasks, arrive in employees' Exchange mailboxes. Employees also gained better mobile access to the contact details in the Microsoft Global Address List (GAL). The move from Short Message Service (SMS) notifications to Direct Push for the Always Up to Date (AUTD) service had the potential to reduce the costs of employees' mobile data plans.
This paper targets IT professionals and business decision makers in organizations whose employees use mobile devices to access information on Microsoft Exchange remotely. It explains the situation at Microsoft, outlines the solution that Microsoft IT implemented, describes the process for implementing the solution, and then provides the lessons learned from the project. 

Situation

Microsoft Corporation regards the messaging and collaboration features of Microsoft Exchange Server 2003 as a business-critical service that is essential to the efficient operation of the company. The requirement to make this business-critical information available to mobile workers prompted Microsoft to enable employees to access their Exchange Server mailboxes from mobile devices. 

These remote access facilities have proved very popular; in May 2006, Microsoft IT recorded connections to the corporate network from more than 26,000 unique mobile devices. However, as usage of mobile devices has grown, security and remote management concerns have required Microsoft IT to implement a more integrated and secure approach to mobile device connectivity.

Solution

The solution that Microsoft IT proposed consisted of three main components: 
· Microsoft Exchange Server 2003 SP2
· Windows Mobile 5.0–based devices with the Messaging and Security Feature Pack
· Microsoft Exchange Server ActiveSync® Web Administration Tool
Note: Mobile operators must enable MSFP for mobile devices. Microsoft IT carried out a limited internal MSFP beta deployment in coordination with the Mobile Devices organization.

Together, these three components provided the following security and manageability enhancements: 
· Local and remote wipe to increase data security

· Web interface tool to delete data from lost or stolen devices remotely

· Support for Secure Multipurpose Internet Mail Extensions (S/MIME) encryption to help protect messages between the mobile device and the corporate network

· Policy provisioning and enforcement to improve device manageability

· Integrated settings in Exchange System Manager to set and enforce device policies

These components also delivered the following user experience improvements:
· Improved delivery of new items to mobile devices through Direct Push technology

· GAL lookup of corporate contact details

· New Tasks synchronization option in Microsoft Office Outlook® Mobile
· Greater integration between contact details and e-mail or phone functionality

This solution did not require Microsoft IT to purchase additional hardware, middleware, or software licenses. The planning calculations indicated that there would be no significant additional load on the existing Exchange Server infrastructure. The project would be simple to implement, with minimal risk to the Exchange Server infrastructure. Finally, the project and continuing support costs would be low. 

Note: For useful links on Exchange Server 2003 SP2, MSFP for Windows Mobile 5.0, and Microsoft Exchange Server ActiveSync Web Administration Tool resources, see the "For More Information" section at the end of this paper.

Solution Planning

Planning the solution was a relatively straightforward process compared to some of the projects that the Microsoft IT department typically undertakes. However, the business-critical nature of the Microsoft Exchange infrastructure required the project team to consider every change to the messaging environment very carefully. 

The project team consisted of a program manager, a service manager, a messaging engineer, an operations lead, and a Tier 2 support lead, who worked together to plan the solution and manage the deployment. During the deployment phase, the project team made use of virtual team members, including the client hardware support team, the Helpdesk, the Microsoft Internet Security and Acceleration (ISA) Server team, and the Exchange server support team. 
Project Goals

Microsoft IT established the following goals for this project:

· Increase security of business-critical information

· Enhance manageability of Windows Mobile powered devices

· Provide new services to improve the user experience
The project team at Microsoft IT wanted these goals to apply to all mobile devices running MSFP that connect to the Microsoft network, including privately owned devices. The requirement to include privately owned devices came about because employees stored company confidential data from their corporate Exchange mailboxes on their private mobile devices. 

Increased Security

Security is a central concern for all Microsoft IT, and increased employee usage of mobile devices required Microsoft IT to integrate mobile devices into the security operations framework at Microsoft. 

Microsoft IT regarded the following three security features as fundamental requirements:

· Personal identification number (PIN) locking to help secure the handset after a set time

· Local wipe of device data if an attacker enters the PIN incorrectly a specified number of times
· Remote wipe of mobile device data if the mobile device is stolen or lost

Prior to this project, these advanced security facilities were not available. 

Enhanced Remote Management 

Microsoft IT required the ability to manage remotely all mobile devices running MSFP that connect to the corporate Exchange infrastructure, provide standard tools to enable support personnel to manage these mobile devices, and implement policy-based security settings. The project team also took advantage of the ability to exempt individual devices and allow unmanaged mobile devices to connect to the network during the initial transition period.

Improved User Connection Experience

The benefits that company employees received centered on better access to employees' Exchange Server mailboxes from mobile devices. The three main improvements were faster delivery of new items to employees' mailboxes, remote access to the Microsoft GAL, and the ability to synchronize tasks items in Exchange mailboxes.

The previous AUTD mechanism for notifying mobile devices of changes to employees' Exchange mailboxes used SMS messages. If an employee's mobile operator billed for SMS messages, the change notification messages could generate significant costs. Although the costs from SMS connectivity were not a direct consideration for Microsoft IT, any change that reduced the costs of mobile connectivity for employees was an additional benefit. 
Project Constraints

Microsoft IT identified six main constraints on the project. These constraints were that the project should not:

· Require changes to the existing Exchange Server architecture. 

· Require Microsoft IT to deploy additional hardware or middleware.

· Involve complex deployment processes. 
· Require significant training for any new management tools.

· Decrease front-end or back-end server performance.

· Incur large project costs.

· Increase support costs significantly. 

With this list of requirements and restrictions, Microsoft IT assessed the current environment.

Assessment of the Environment
The project team reviewed the following areas in detail:

· Exchange Server environment

· Resource usage
· Additional support requirements

Exchange Server Environment

Microsoft IT implemented a distributed Exchange Server 2003 topology to support remote clients and Windows Mobile powered devices, with front-end (protocol) servers connecting to the back-end (mailbox) servers. The front-end servers support multiple connection protocols, such as remote procedure call over encrypted Hypertext Transfer Protocol (RPC over HTTPS), Outlook Web Access, and Outlook Mobile Access. The front-end servers also handle the Exchange ActiveSync service requests from Windows Mobile powered devices.

Mobile devices connect to the Exchange environment through either the main corporate access point URL or three regional access points. Each regional access point has a pair of load-balanced Exchange front-end servers, with the main access point employing six Exchange front-end servers to cope with the greater number of simultaneous connections. Multiple ISA Server–based servers publish the Exchange front-end servers onto the Internet. Figure 1 shows how mobile devices access the Microsoft corporate Exchange Server architecture.
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Figure 1. Mobile devices accessing the Microsoft Exchange Server architecture
Resource Usage 
Microsoft IT had to consider carefully the effects of the project on the mobile devices, the firewall servers, and the Exchange front-end servers. One particular area of investigation for resource usage was the new Direct Push technology that links Windows Mobile 5.0 with MSFP to Exchange Server 2003 with SP2.
Mobile Device Battery Life

There were concerns that Direct Push would impose an unacceptable drain on mobile device batteries due to the open connection to the Exchange front-end server. This section analyzes the effect of Direct Push on battery life.

With Direct Push, the mobile device issues a Microsoft ActiveSync command that instructs the Exchange server to monitor selected folders, typically the Inbox, Calendar, Contacts, and Tasks folders. The mobile device then maintains an open connection to the server, until either there is a change to the monitored folders, or the server sends a notification that the request has timed out. 

If there is a change to the monitored folders, the server notifies the mobile device, which then synchronizes the relevant folder. If the time-out period ends without any changes occurring, the server notifies the mobile device that there have been no changes, and the mobile device then issues the Exchange ActiveSync request. This reissuing of change notification requests is the mobile device heartbeat. 

Although the mobile device maintains an open connection to the Exchange server, the device spends most of its time listening for incoming change notifications, and only rarely initiates a connection. Because mobile devices consume very little power when listening, Microsoft employees did not experience any noticeable decrease in battery life from the introduction of Direct Push technology. 

Note: The mobile device dynamically adjusts the heartbeat interval to maximize battery life while still maintaining connectivity. The heartbeat interval depends on factors such as network reliability, enterprise firewall time-outs, and mobile operator network time-outs. 

Firewall Servers

Microsoft uses Microsoft ISA Server 2004 advanced firewall servers to publish (reverse-proxy) the Exchange front-end servers onto the Internet. The publishing ISA Server–based servers operate in bridging mode, in which the servers decrypt any incoming Secure Sockets Layer (SSL) connections, carry out application-level packet inspections, and then create a second SSL-encrypted connection to the Exchange front-end servers. 
The publishing ISA Server–based servers already handle high traffic volumes coming in to the Microsoft corporate network from other Exchange client protocols, such as RPC over HTTPS and Outlook Web Access. Although Direct Push changes the pattern of mobile device connectivity to the Exchange front-end server through the ISA Server–based servers, the project team calculated that ISA Server–based servers would be able to handle the additional traffic requests from mobile devices. 
Implementation of the solution required alteration of the configuration settings for the ISA Server–based servers. To maintain the persistent IP connection from the mobile device to the Exchange front-end servers, the project team liaised with the ISA Server team to increase the network time-outs for the Exchange ActiveSync Web listener. The Exchange ActiveSync Web listener listens for requests from mobile devices to the Exchange front-end servers. 
These longer connection time-out settings also help to increase battery life on mobile devices. However, there is no additional benefit if the mobile network operator time-outs occur before the ISA Server connection time-out. For Microsoft, the optimal setting for the ISA Server–based server connection time-out proved to be 1,800 seconds (30 minutes). Figure 2 shows this value, set through the Advanced Settings button on the Preferences tab for the Properties dialog box of the relevant Web listener.
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Figure 2. Increasing connection time-out settings to 30 minutes
Exchange Front-End Servers

A typical Exchange front-end server on the Microsoft network runs Microsoft Windows Server™ 2003 with Service Pack 1 on a Compaq DL380 G3, with four 2.4-gigahertz (GHz) Xeon processors and 2 gigabytes (GB) of RAM. Front-end servers that have this specification can handle 17,000 concurrent connections from roughly 3,000 users at a CPU loading of 15–30 percent, with the typical mix of protocols shown in Table 1. 

The different remote client protocols make varying demands on the Exchange front-end servers. Table 1 provides information about the number of open connections that each remote client type maintains, together with data on the percentages of incoming Exchange client connections that Microsoft IT handles in a typical month. 
Table 1. Comparison of Remote Exchange Client Connections

	Client type
	Number of simultaneous connections
	Proportion of connections to Exchange front-end servers

	RPC over HTTPS
	At least 10 
	73.6%

	Outlook Web Access
	At least 3
	22.5%

	Exchange ActiveSync
	1
	3.6%

	Outlook Mobile Access
	1
	0.2%


Note: Other organizations may have different protocol usage figures.

Table 1 shows that RPC over HTTPS traffic accounts for almost three-quarters of incoming connections to the Microsoft Exchange front-end servers. For this reason, RPC over HTTPS traffic typically drives capacity-planning discussions for the front-end servers. Hence, Microsoft IT was able to estimate that the change in loading from mobile devices using Direct Push would not affect the performance of the front-end servers significantly. 
Additional Support Requirements
The Microsoft Exchange Server ActiveSync Web Administration Tool requires operators to have Exchange Administrator rights. The Microsoft support model does not grant Tier 1 Helpdesk operators permissions to administer the Exchange organization, so requests for management of the Exchange organization must pass to the Tier 2 support team. The project team identified that the Tier 2 support team would require training on the remote wipe tool. Due to the simplicity of this tool, this training requirement was minimal. 
This project had the potential to increase the number of support calls to the Helpdesk. To ensure that the Helpdesk staff would be able to cope with these calls quickly and efficiently, Microsoft IT arranged internal training sessions for Helpdesk mobile device specialists. 

Deploying the Solution

The project team implemented a three-phase testing and deployment process that identified any operational issues prior to commissioning the solution in the corporate forest. The initial deployment of the solution was into two separate test forests. After the required testing completed successfully on both test forests, the team deployed the solution into the corporate forest. 

For each deployment and testing phase, the deployment process consisted of the following steps:

1. Installing Microsoft Exchange Server 2003 SP2
2. Setting the security policy for mobile devices
3. Monitoring the Exchange servers for performance issues

The final deployment included notifying the end users about the changes to their mobile devices. After Microsoft IT set the device security policy on the mobile devices and Exchange organization in the applicable Active Directory® forest, the employees accepted the new security and management settings on their mobile devices. 
Installing Exchange Server 2003 SP2

The installation of Exchange Server 2003 SP2 was a relatively minor operation, considering the overall impact of the project. For integration with Windows Mobile 5.0 and MSFP, only the front-end servers required the service pack, but Microsoft IT also updated the back-end servers to SP2 to take advantage of the security and performance improvements in SP2. 
The Microsoft IT Exchange Server operations team carried out the installation of Exchange Server 2003 SP2 on all Microsoft Exchange servers worldwide, with the server upgrades for the front-end Exchange servers staged over a three-week period. Because the front-end servers operate in a load-balanced configuration, it was possible to update one server at a time with no service downtime or noticeable effect to current users. To further minimize disruption, the upgrades were carried out during defined change management windows outside regular working hours. The upgrades followed a formalized change management process in conjunction with the ISA Server team.

After the service pack installation completed on one server in a load-balanced pair, the Exchange Server operations team confirmed that the Exchange services were running and verified connectivity for all remote e-mail access services before carrying out the upgrade on the second server.
Setting the Security Policy for Mobile Devices
As part of the design review process, the project team consulted the Microsoft IT security group to determine appropriate settings for mobile device security. These settings were configured in the Device Security Settings dialog box in Exchange System Manager, which then applied the settings to the Exchange organization and to the mobile devices. Figure 3 shows the Exchange Server 2003 SP2 default settings in the Device Security Settings dialog box.  
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Figure 3. Default settings for mobile security in Exchange Server 2003 SP2

Microsoft IT enabled the option to allow access from devices that do not fully support password settings, so that devices that do not run MSFP can still connect. This is a temporary configuration to assist with the migration process, and Microsoft IT plans to modify the security settings in the future to block non-MSFP devices from connecting.
Monitoring the Exchange Servers

With the deployment phase complete, the project team could move to maintenance mode. Microsoft IT used the current monitoring counters and the Exchange Server management agents in Microsoft Operations Manager 2005 to check processor, memory, disk, and network performance. As the team predicted, there was no noticeable degradation of server performance. 
Microsoft IT began monitoring the new counters for heartbeat interval and synchronization latency. These performance metrics provide the greatest indication of the employees' mobile device experience.
Accepting the Security Policies on the Mobile Devices
Before enforcing the security policies, Microsoft IT sent targeted e-mail messages to the relevant Microsoft employees. These messages contained information about the impending change and the effect that enforced policies would have on these employees' mobile devices. The e-mail messages also provided links to relevant support information. 

After the policies were implemented, employees synchronizing their mobile devices with their Exchange mailboxes would receive a dialog box warning them that security policies would apply to the mobile devices. The employees then accepted the security policies and set a device PIN that complied with the new policies. If an employee chose not to accept the policy, the mobile device would no longer be able to synchronize new items from the corporate Exchange environment.
Educating the Employees

During the deployment phase, the project team kept employees informed through regular announcement e-mail messages. Employees were able to view information about the new features in MSFP through an internal project Web page.

This approach caused project-related support calls to increase by only two percent over the rollout period. This minimal increase highlighted the importance of the end-user education, reinforced the low-impact nature of this project, and confirmed how intuitive the new user features were.

Lessons Learned
The project team reviewed certificate-based authentication during an early phase of Exchange Server 2003 SP2 and MSFP feature testing and found that this feature would require a change to how Microsoft IT publishes Exchange ActiveSync through its ISA Server–based servers. The required change would be to operate the ISA servers in tunneling mode rather than bridged mode for EAS, which would remove some of the advanced security options (such as application-level packet inspection and filtering) that are currently in place. To validate this feature, Microsoft IT published a separate Exchange ActiveSync Web site for restricted testing. 
Microsoft IT had to integrate the remote wipe functionality with the company's Exchange Server administration model, and the personnel responsible for the remote wipe process had to be Tier 2 support staff rather than Helpdesk personnel. This requirement was due to the internal Exchange administration permissions model. Although the remote wipe tool is very simple to deploy and use, the Tier 2 support staff required some additional training.

Microsoft IT discovered that increasing the ISA Server time-out values also improved battery life for mobile devices, but only up to the point where the ISA Server time-outs were lower than the mobile operators' network time-out period. Hence, increasing the ISA Server time-out beyond 30 minutes did not produce any further improvements in battery life.
Microsoft historically has allowed connections from privately owned devices with different form factors, operating systems, and user interfaces. If a company allows connections from privately owned devices, users need to understand why it is necessary for the company to implement device security. It is important to emphasize to users that although the devices are not corporate assets, some of the data on the devices does belong to the company, and that data must be adequately protected.  
Ideally, users will appreciate that there is an inevitable trade-off between security and mobile device usability, particularly in relation to PIN entry. For example, the feature of device lockout after a period of inactivity could require users to re-enter their PIN to resume access to certain mobile applications. Companies can reduce the impact of security policy rollout by requiring users to implement password settings on their mobile devices that match the settings in the company policy, prior to the deployment of Exchange Server 2003 SP2 and MSFP. 

Finally, clear, concise, and timely predeployment communications to end users are essential to maximize the project effectiveness, minimize disruption, and ensure that users are fully aware of the benefits and effects of security policy deployment. 

Future Plans

Microsoft IT is committed to continual review and improvements of its mobile messaging service, including security and management facilities. In the future, Microsoft IT plans to: 
· Phase out Microsoft IT support for non-MSFP devices. 

· Continue to educate employees on best practice recommendations that increase device security.

· Provide training on MSFP capabilities to new users of mobile devices.
· Investigate additional options for device security, such as certificate authentication.

· Review device security policies in the light of new Windows Mobile and Microsoft Exchange capabilities.

These plans will maximize the security and manageability benefits from the project.

Summary

Microsoft IT saw the opportunity to increase mobile device security, improve manageability, enhance the user experience, and help protect proprietary corporate data by installing and configuring Microsoft Exchange Server 2003 with SP2 to support Windows Mobile 5.0–based devices running MSFP. 

Detailed planning at the start of the project reduced the risks from unexpected issues in the deployment phase. This risk reduction included testing the Exchange Server 2003 SP2 installation in two separate forests before deployment into the corporate forest. The project team trained the support personnel and produced detailed documentation to help employees configure their mobile devices. Finally, the project team confirmed that the deployment had not affected server performance. 

Microsoft Corporation employees who have devices that run Windows Mobile 5.0 and MSFP now have faster access to the business-critical information that they require to do their jobs effectively. Microsoft IT can administer these mobile devices through simple, intuitive tools, and Microsoft management knows that proprietary company data on mobile devices is more secure than ever before. 
For More Information

For more information about mobile access with Microsoft Exchange Server 2003 SP2, go to the Exchange Server 2003 SP2 Overview Web page at http://www.microsoft.com/exchange/
evaluation/sp2/overview.mspx. To download Microsoft Exchange Server 2003 SP2, go to the Service Pack 2 for Exchange Server 2003 Web page at http://www.microsoft.com/technet
/prodtechnol/exchange/downloads/2003/sp2/download.mspx.

For more information about MSFP for Windows Mobile 5.0, visit the Windows Mobile Web site at http://www.microsoft.com/windowsmobile/business/5/default.mspx. 
For information about how Direct Push works, see "Stay Better Connected with Exchange ActiveSync" on the Microsoft TechNet Web site at http://www.microsoft.com/technet/technetmag/issues/2006/01/
StayBetterConnected/default.aspx.
The Microsoft Exchange Server ActiveSync Web Administration Tool is available for download from http://www.microsoft.com/downloads/details.aspx?FamilyID=e6851d23-d145-4dbf-a2cc-e0b4c6301453.
For more information about Microsoft products or services, call the Microsoft Sales Information Center at (800) 426-9400. In Canada, call the Microsoft Canada information Centre at (800) 563-9048. Outside the United States and Canada, please contact your local Microsoft subsidiary. To access information via the World Wide Web, go to:

http://www.microsoft.com
http://www.microsoft.com/technet/itshowcase
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Situation


Microsoft IT wanted to increase security and improve manageability for Windows Mobile–based devices that connect to the corporate messaging infrastructure. Microsoft IT had to achieve these changes with minimal service downtime and costs.


Solution


Microsoft IT deployed Microsoft Exchange Server 2003 Service Pack 2 on all corporate Exchange servers. Employees could then connect to their Exchange mailboxes from Windows Mobile 5.0–based devices with the Messaging and Security Feature Pack.


Benefits


Increased security for corporate data on mobile devices


Enhanced management of mobile devices


Simple deployment process


Richer mobile messaging experience for end users


Reduced mobile operator charges for employees


Products & Technologies


Microsoft Exchange Server 2003 Service Pack 2


Windows Mobile 5.0 with the Messaging and Security Feature Pack 
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