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Integrated Justice Information Systems (IJIS): An Overview
White Paper

Abstract

An Integrated Justice Information System (IJIS) is not a new idea. Nor is it anything that hasn’t been done before. We have been integrating justice systems for as long as these systems have been around. What is new are the technologies involved in making these systems work with each other. This paper addresses these new technologies and explains how they work. It also serves as a tutorial explaining the complexity of such a system, provides an overview of the basic independent applications that make up a typical justice information infrastructure, and the agencies that make up the justice community.
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Let’s begin by defining the agencies involved in a typical justice community. The scope of this paper focuses on the county as its jurisdictional boundary since that is the most common way in way which IJIS solutions are implemented. Larger metropolitan cities or states would also use the same agencies and functions as described below, but the size, complexity and overall project would most certainly differ. The diagram shows eight of the major agencies that will be used in describing this IJIS solution. While this is not nearly a complete list, it includes the major agencies that typically participate in the sharing of data. To facilitate easier understanding of the entire justice community, many smaller or less critical agencies, systems and applications have been purposely eliminated from this scenario.

Police Department

The first agency in our community is the POLICE. While only one police agency is shown in this example, it is rarely the case that only a single police department would be part of any IJIS solution. In any jurisdiction you will find numerous agencies that provide a law enforcement function. At the very least, there is usually a county sheriff and a city police department. When describing the systems and functions preformed by “the police” in our scenario, it is assumed that every law enforcement agency included in the actual scope of the IJIS solution would have a similar function and therefore the systems would be nearly identical in scope, albeit implemented on differing technologies. 

Jail

The next agency is the JAIL. In many jurisdictions, the jail is either a part of a given police department or is run at the county level as a separate agency. However, most commonly “the jail” is a function of the county sheriff. It is included here as a major entity in the community and regardless of where it sits, its function does not change drastically. Therefore, it is included as a separate entity and will be referenced as such.

District Attorney, Court and State Agencies

Next on the list is the DA (or prosecutor). Here again the scope may actually include multiple prosecution agencies but only one will be described here. Following the DA is the COURT, and then the STATE. The courts are responsible for the trial phase of the justice process. Their ultimate responsibility is to insure that the case is properly and legally adjudicated. The state component is always a necessary piece in any IJIS solution since they provide many different functions. Some of the data they are responsible for is driver licensing records, criminal history records, automobile registration, warrants and other such data. This data varies greatly from state to state but they are a very critical component in every solution. Additionally, the STATE nearly always provides the necessary network access to the federal (FBI) system including NCIC and foreign databases.

Department of Corrections and Health Department

The DOC is another important agency in the community since they receive those convicted of a crime. The DOC is also responsible for the continued monitoring of a convicted criminal after release from prison if for instance that individual is on parole. HEALTH (department) is listed in this scenario although are not really a justice agency. They nonetheless play an important role since they provide healthcare related services for inmates as well house the criminally insane. Last in this particular scenario is the FBI or federal system for national records searches and related data out of the local scope. 

Software and Systems

Police Department Data Systems

Now that we understand the agencies involved, we should take a look at the different applications used by these agencies. Starting with the POLICE, we see that there are several disparate applications that need to talk to one another—just within that one agency! 

The CAD (Computer Aided Dispatch) system is the system that processes and initiates an incident. This system integrates internally with the E911 telecommunications system and provides call details such as the name and address of a caller so that the proper unit can be dispatched. Additionally, this is the application used to send information about the particular circumstances of the incident to the police officer. Data flows from the CAD system to the RMS where all of the necessary details are then stored if a report is ultimately required.
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The RMS (Records Management System) contains all of the data from the numerous types of reports that any law enforcement agency must deal with. These reports might include an incident report, a booking sheet or arrest report, a witness statement or any other relevant report. From here, data must be shared with several other internal and external applications. If an incident generated a report that requires further investigation by a detective, then the information would be sent to the CMS (Case Management System) where the detective could maintain a collection of reports and other data that may be pertinent to an ongoing investigation that may include numerous different incidents.

Data from the RMS would also be shared with the CAS (Crime Analysis System) so that an analyst could determine crime patterns and trends as well as report all crime data to the FBI. The PMS (Property Management System) is yet another system that keeps track of the chain of evidence of a given incident or crime. It too receives data from the RMS but can also exchange data with the CMS and externally with the DA’s CMS. The RMS would also need to send data to the JAIL’s JMS (Jail Management System) anytime a person is arrested and booked into the jail. The DOC RMS sends data to both the RMS and CMS whenever a change occurs in a given individuals incarceration status.

Jail Data Systems

The JAIL needs to share data with four different external agencies. Its own JMS contains all of the functionality that it requires such as reports, accounting, commissary information, purchasing, etc. It initially receives data from the POLICE RMS which is typically contained in a booking report. From there, the JAIL must process the arrestee into their system. This involves taking information from the booking report and then integrating that data with that from other sources. The DOC’s RMS is queried to obtain a record of any prior convictions or periods of incarceration. It is also important to obtain any public health data on the [image: image5.emf]POLICE
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prisoner since this individual is now under the full care of the government. This information is obtained from the HEALTH department and included in the individual’s record.

A JAIL is closely tied to the COURT since the COURT will ultimately decide the disposition of the arrestee. The flow of data between the JAIL and COURT is a two-way link since they need to share information on the status of the prisoner and schedule court dates. When the case has been decided, the COURT will notify the JAIL to remand custody of the individual to the DOC, keep the prisoner in custody for a set period of time or release the prisoner.

Prosecution Data Systems
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The DA’s office (or prosecutor) receives information from the POLICE RMS. All pertinent case information is sent to the CMS where it is then processed internally. This information will be used to create a court filing document which will then be sent to the COURT’s CMS. This system also integrates with the Calendar System or scheduling application to book courtrooms, judges, witnesses, etc. 

The DA’s CMS and data flows look very similar to those of the JAIL, but there are certainly differences. One thing that really helps the DA to determine charges is the criminal history of the suspect. As such, their CMS needs to exchange data with the DOC. Although not depicted in the diagram, the DA may also some communication with the JAIL as well.

Court Data Systems
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We now get into the COURT systems. Like the POLICE, the COURT has many different systems and functions in order to operate efficiently. These systems primarily consist of a CMS, a CSS (Case Scheduling System) and a JIS (Judicial Information System). Each of these systems provide specific function, although many vendors include this functionality in one comprehensive suite.

The heart of the COURT is its’ CMS—this is the system that holds all of the data necessary to try a particular case. Much of its information comes from the DA’s CMS. Another important system to the COURT is the CSS which maintains the schedule of the courtrooms, judges, clerks, juries, etc. This system must integrate with the DA, POLICE, JAIL and JIS. The final piece of the COURT system is the JIS. The JIS is a comprehensive information management system designed for the judges. This system is a reference that judges use to make informed decisions. It typically allows access to online legal databases, Supreme Court decisions, criminal history data on the defendants, as well as other pertinent case information.

Department of Corrections Data Systems

The final agency that we will examine is the DOC (Department of Corrections). For the purposes of this paper, the DOC is the state authority responsible for the long term incarceration of convicted criminals, the repository of criminal history and the agency that monitors criminals released on parole. This agency plays a very important piece in the overall justice system and as such integrates with all [image: image8.emf]CAD
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other entities as depicted in figure 6.

The DOC system shown here is a CHS (Criminal History System) although they would typically have other systems in use as well (such as a JMS at each state prison). We are only concerned with the CHS in this particular integration scenario. While the CHS integrates with so many different agencies and systems, it really only does one thing: it reports and manages the criminal history of all offenders in the state. It is also commonly referred to as the Criminal History Repository.

The Technologies at Work

We now need to take at look at the specific technologies that we use to implement our IJIS solutions. There are several legacy technologies in use today that we will need to leverage whenever we create a new IJIS, but that is beyond the scope of this particular document so we will limit our talk to the newest protocols and standards that we use to accomplish our integration. All of these technologies are based on open Internet standards that are supported by every software vendor out there. Because these technologies are used not only on the Internet but also on our Intranets, we need to keep in mind that anything we talk about doing on the Internet we can just as easily accomplish on our Intranet.

XML – The Universal Data Language

Data as we know it today is usually completely different in every single system we use. Each software system has its own database schema and internal “business logic” that means nothing to an external system. Because of this, we have to go to a lot of work in order to translate the data into either a common format, or to another form that the external system will understand. This translation layer can be very difficult to implement as well as time consuming (re: processor intensive) depending on the technology being used.

Since there are so many disparate and distinct systems in use today, this data translation layer has become the focal point of most IJIS solutions. This isn’t necessarily a bad thing, but think of how much more we could do if only all of our systems spoke the same language. That is what XML (eXtensible Markup Language) is all about. XML is the universal language for data description. What this means is that data from any database can be described in a universal format irrespective of vendor. Because XML is an industry standard, it is supported by every software vendor which means that you can implement this technology today! Although there is not yet a standard for justice XML tags, you can still use your own tags until such time as the standard is published. 

XML makes it finally possible to easily share data with anyone. This can be accomplished by a translation layer at each agencies system. While conceptually not much different than today’s method of data transformation, XML makes this process very easy to implement as well as very fast. An XSLT (or XML Stylesheet Transformation) is an XML document that maintains a data mapping scheme to transform one set of data into another. Each agency wishing to share data with another simply needs to publish their schema so that the other agencies will understand their data. For a few entities this is fine, but when you expand this out to include many agencies it gets too complex to maintain.

For instance, if you are police department wishing to share data with another, you can simply share your schema with each and begin the translating the data. But what if you want to share with twenty other departments? It would then be necessary to maintain twenty different translation methods. You can see how quickly this becomes very complex and difficult to manage. The solution here is to implement a common schema that all participating agencies will use externally. Each agency will still translate to and from their own internal schema, but any information coming in or going out will be converted to the common format. This means that you need to have only a single transformation process in place which makes things a whole lot easier to manage.

XML, HTML and Security

So what does XML look like? XML doesn’t look much different than HTML, but in reality it is much different. It is a text based format so it is human readable although it is really designed for a computer to read. See figure 7 for a code snippet of XML. The fact that it is just plain text means that it is very easy to move between disparate systems. It can bypass typical firewall security because it is just text and is transported via HTTP through port 80. This is the same port that web browsers use for HTML so it is open on nearly all firewalls.

Does that mean that my security is in jeopardy then? Not at all! The XML documents are simply data contained in a structured text format and pose no security threat. Additionally, you still have your internal security practices in place the same way you do with email and HTML. These include virus scanners and the like.
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In looking at the XML code snippet you can see that this data is organized in a consistent manner which makes it easy to recognize the individual data elements. Note that there was no previously defined schema necessary to determine the delineation of the data elements. The power of XML is the “self-describing” tags which describe the actual data elements themselves. This differs from HTML which has a limited set of pre-defined tags that you may use. HTML does not make it possible for an author to create their own tags.

Now that you have seen some actual XML, you can see why it is called the universal language for data. Because of its “self-describing” nature, XML can represent any type of data. If you couple this with a schema you then have a really powerful method of data representation. A schema allows you to validate a given XML document insuring the data contained within it meets a certain criteria. Schemas also eliminate the need to continuously translate document from one format to another. Any necessary translation is only done once—by the agency submitting the data for sharing.

XML Web Services

Now that we understand what XML is, let’s discuss how we would go about using it. An XML Web Service is best described as an automated browser. Really there isn’t any browser involved but the concepts are the same. As an Internet user you should be familiar with a browser that allows you to find and share information over the Internet. You direct the browser where to go or what to look for and it diligently goes to work fulfilling your request. Once the information or site is located, the browser display is updated with that information and you see the results on your screen. We all do this every day so it isn’t anything new.

Now imagine that the browser is gone which means that you are no longer required to interact with your computer by telling it what to do. Utilizing the exact same technologies as your browser, XML Web Services automates the way computers talk to each other. Rather than having you orchestrate these communications, the web services do it autonomously. The underlying technologies at work are TCP/IP as the network layer protocol, HTTP as the data transport layer; HTML (and XML) as the data display and description protocols. Guess what? These are exactly the same protocols that you use whenever you access the Internet via your web browser.

So what does that mean to me then? Well, for starters it really opens up the power of the Internet and its standards for us. We can begin to automate all of our custom justice processes by using these common, well documented protocols and standards. Rather than creating a proprietary link between two disparate systems as we commonly do today, you can create an access method into that system that is open and easy to facilitate, manage and maintain. Once you create an XML Web Service interface into your existing system (whether it is an RMS, CMS or JMS), you have created a simple way for other external agencies to share your data. Any changes that you make are made on your back-end which means that anyone subscribing to your service need not change anything (assuming that you don’t change the access method of the interface). This makes much more sense from a management perspective.

XML Web Service Interactions
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I need to further describe some of the ways in which these web services interoperate with each other. We already know that the protocols in use are based on Internet standards, but we need to better understand how they work together. There must be a way to describe a web service so that another system can consume (or subscribe) to it. It is also necessary to have a consistent method of accessing (or using) a particular web service.

If you take a look at figure 8, the bottom layer represents the common Internet protocols that we use today in our browser based world as we have learned above. The next layer up the ladder is SOAP (Simple Object Access Protocol). SOAP is basically just the common method of invoking a web service on a given system. Its function is to describe what methods in a particular web service are going to be accessed. It is a special XML document that acts as a wrapper (or envelope) around a web service method call and contains information about what data will be accessed, how that data is to be transported and who (or what system) is making the call.

WSDL (Web Services Description Language) is on the next rung of the ladder. The WSDL document is once again a special XML document, but it contains a listing of all of the available methods (or functions) of a given web service. It describes the elements of that web service such as GetSubjectName() and what properties it expects, the order of those properties and their format. For instance, it may say that the GetSubjectName() web service expects these elements: LastName(as string), FirstName(as string), MiddleInitial(as string), Race(as string), Sex(M | F | U), DateOfBirth(as date) and that it will return any information in a specified format as well. What this really does is describe a particular web service so that anyone wishing to consume it knows how to interact with it.

At the top of the ladder is UDDI (Universal Description, Discovery and Integration). A UDDI service acts as a database of known web services. You can also think of it as the yellow pages of web services. It contains a listing of all registered web services along with their function and purpose. You could in essence do a search such as “show me all of the police RMS’s in my region that will perform a name check on a given subject”. The WSDL document is stored here as well so that you know how to immediately consume a web service that you have found matches your criteria.

Sharing the Data

Now that we know who the player are and what their systems do, we can begin to take a look at integration and explain what that really means to the justice community. When we talk about integration, we usually speak in rather generic terms and simply refer to integration as networking all of these disparate systems together so that they can share data. Broadly speaking, this is correct but we want to really define what this means to this community. There is a lot more to an IJIS solution than simply putting all of these systems on the same network. We have to be able to automate processes as well as deal with data in a consistent manner. 

Types of Integration

Once you have this common schema in place, you can then begin to share information in several different ways. In order to better understand how some of these data sharing methods work, we need to understand the difference between horizontal and vertical integration. Horizontal integration is defined as “the sharing of data between multiple jurisdictions within a region”, while vertical integration is defined as “the sharing of data between multiple agencies within a jurisdiction”. Take a look at table 1 below describing the differences between these integration types. The diagram in figure 9 will also help to clarify these definitions.

	HORIZONTAL INTEGRATION
	VERTICAL INTEGRATION

	· Sharing data between jurisdictions within a region
	· Sharing data within a jurisdiction between agencies

	· Synchronous Processing (real-time data access)
	· Asynchronous Processing (workflow oriented)

	· Data flows between like agencies (police departments)
	· Data flows between different agencies (police to DA)

	· Regional system flows out across designated region
	· Local system flows upward (city-county-state-federal)

	· Process limited to real-time data queries and access
	· Unlimited processes designed to automate data flow


Table 1

Integration Types
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A horizontal integration system is also commonly referred to as a RISS (Regional Information Sharing System). A RISS is typically used to share RMS data between police agencies as well as query jails and prisons to check whether or not an individual is currently in custody. Data can also be exchanged between these agencies for investigative purposes but a RISS is primarily a tool to perform queries on a given subject, vehicle or crime. Data usually remains within the system that was queried and a limited subset is displayed on a query result screen. The information is used by officers in the field and detectives working ongoing cases or major investigations. 

Because of the need for an immediate response when used in this manner, the service must be accessed synchronously which means that once a request is made, the querying system keeps the process open while awaiting a response. This is why XML Web Services are the ideal candidate for this type of a system.

A vertical integration system does a lot more work than a horizontal one. Vertical systems can provide the same functionality as a horizontal one, but they are typically designed with different technologies and are so described here. When talking about integration between all police agencies in a region, since all agencies provide basically the same service or function, we can understand very easily how these departments would interact with each other. When we start changing the service, function or responsibility however, we are talking about new processes and data flows. This is really what describes a vertical integration flow. Moving data from the POLICE to the JAIL and the DA is certainly vertical in nature since each agency in the chain has a unique and distinct function.

Each of the agencies involved in a vertical flow has their unique work flows (or business orchestrations) that define how they use a given set of data. Our vertical systems usually automate as much of this as possible to reduce our workload. For instance, data should only be collected once at its origin and never re-entered. Doing so not only creates unnecessary work but also increases the likelihood of introducing erroneous information. A vertical integration system should take the existing data in whatever form it happens to be in and transform it into data that is useful for its internal system or process. This is usually referred to as “middleware”.

Implementing a RISS

We are going to discuss an actual implementation of a RISS in this section. In order to minimize cost while at the same time maximizing functionality, we have designed this RISS to operate in a native system query-only mode without actually moving any data from one system to another. This accomplishes several things at once:

· All participating agencies maintain full control over their own data

· There is no database replication taking place which insures integrity

· Infrastructure costs are reduced since no data warehouse exists

· Existing systems (RMS, CMS, JMS) are kept in place rather than replaced further reducing costs

· Most code is shared among participating agencies reducing software customization

This system design is also limited somewhat in its scope in order to effectively produce the desired results. In this scenario, it is implemented at a county level with a few dozen participating agencies. As the size and complexity of this system (or any system like it) continues to grow, it becomes more difficult to manage and maintain. At such a time as the bandwidth requirements become too constrained or response time increases beyond an acceptable rate, this system would need to be modified by implementing a centralized data [image: image12.emf]CHS
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warehouse model rather than continuing to query each individual database simultaneously.

As stated previously, the requirements of this horizontal system dictate that the information shared between the agencies is real-time. An officer in the field making a query of this system cannot wait for more than a few seconds let alone minutes since their safety may be at stake. XML Web Services are perfect for this system since they typically operate synchronously (although they can function asynchronously as well). We have created a shared XML schema that will contain the common data tags that each agency will use in replying with its results. This schema will be translated to and from the local systems’ internal schema real-time as the queries are being made.

As you examine figure 10, you will see that the County UDDI server hosts the common XML schema (XSD) and a base class for the DAC (Data Access Component). Additionally, the main function of this server is to aggregate all of the XML Web Services available by the participating agencies. The result of this is that any agency with proper access to the UDDI server can query it for a list of these web services. That agency can then choose which of these web services to use for its own information system.

The base class is Microsoft® Visual Basic® .NET code that contains the common code fragments to access the common XSD and local XSLT as well as most major data access elements contained within that schema. This code along with custom written code for the specific RMS at each agency level provides the basic functionality of the XML Web Services and transformation of the RISS. Each agency can further customize the DAC to include strict security access levels as required by their organization. We can also see that each agency has and XSLT to transform their specific data into and from the common schema. Each agency is required to create this document for their specific RMS. 

When looking at the individual police agencies depicted in this diagram, we also notice that there is a JIS application located at each agency. This application can either be implemented as a web-based portal or a rich client application depending on the desired functionality. The portal (or application) code is shared based on a common format—in this case it is once again written in Visual Basic .NET but could be any Visual Studio® .NET compliant language. Most typically it is placed at each agency but it could also be hosted by the County integration server as well. The main reason for placing this application at each agency is that it then allows these agencies to customize what web services they wish to utilize. 

If this application was hosted at the County level, the functionality would be locked since everyone would be using the same portal to run their queries. This is not a desirable outcome since it isn’t necessary to query all agencies in every case. There may several departments that work very closely with each other due to geographical boundaries or other reasons while there are some that they never have any interaction with. It doesn’t make sense to always query every participating agency in a case like this. An even more important reason for implementing the JIS at the agency level is that they can create private or internal only web services that are not published to the UDDI server. This gives them even more functionality than a shared access portal could.

If we expand on the RISS as described in this section, the next logical step would be to implement a centralized data warehouse that contains a subset of all available data. As the systems expand both in numbers of participating agencies and in the amount of queries made, you can see that a pure XML Web Services solution scales only to a certain point. It would become too cumbersome to maintain more than a few dozen distinct web service queries within a given application or access portal. If we look at this scenario and add the police agencies from two adjacent counties to the RISS, it becomes necessary for us to perform a single query for a given county and have that query return all associated data from each of its individual RMS’s.

The great thing about this solution is that it needn’t be changed drastically once we reach this point. We would simply include a data warehouse that stores this common subset of data with Microsoft SQL Server™ 2000. The application portal can then query the single database rather than each individual agency each time it needs to locate the desired information. All of these web services would remain nearly the same as designed but would instead be queried at regular intervals to replicate the data to the warehouse. Very little needs to change technically, although the political makeup does change since each agency no longer has full control over its own data. Once data has been replicated to the central warehouse it is available to all to use. Agencies do naturally still have the choice of what they wish to share however.

Implementing a Vertical IJIS Solution

Now that we know how a RISS works, we have a better understanding of horizontal integration and how it differs from vertical. We now have the task of creating a solution to address these differences. Because a vertical integration scenario not only includes similar functioning agencies but also justice community partners with wholly different responsibilities, we need some different tools to address these problems. The most common method of vertical justice integration includes the use of middleware so that is what we will discuss here.

Broadly defined, middleware is a set of specialized software applications that perform the following functions:

· Data conversion and manipulation

· Workflow automation

· Platform translation

The tools and technology that we used in our RISS solution can be used in part of this vertical integration project and indeed they will be. With that in mind, we know that all of the work that we have put in to our RISS needn’t be lost when implementing this solution. As capable as XML and web services are, we need some software to provide tighter integration between all of the disparate technologies in use by all of the participating justice agencies. Microsoft BizTalk® Server 2002 provides the tools necessary to do just that. 

BizTalk allows you to connect disparate platforms by using an adapter to connect these technologies and translate from one protocol to another. Additionally, it provides many tools to automate the processes or workflows that every agency uses in order to provide its function. It also provides a rich set of tools to easily translate XML from one schema to another. BizTalk actually uses only XML internally to automate all of the workflows or orchestrations as they are also known. Any file format is automatically converted into XML and can then be easily manipulated as necessary. You can also create, publish and consume XML Web Services natively.

If we look at the diagram depicted in figure 11 we can see that all of the justice agencies involved in the process are included in this end-to-end integration solution. The manner in which data flows between these agencies is critical to understanding this scenario. A detailed typical justice information flow from arrest to incarceration is included in figure 12, but it will not be described in that level of detail here.
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<ROWSET>

<ROW num="1">

<IDNO>123

-

45

-

6789</IDNO>

<LNAME>SMITH</LNAME>

<FNAME>JOHN</FNAME>

<MNAME>M</MNAME>

<RACE>WHITE</RACE>

<SEX>MALE</SEX>

<BIRTHDATE>12/17/1970</BIRTHDATE>

<WARRANT>FELONY</WARRANT>

<WARRANTNO>WAC

-

2002

-

987654</WARRANTNO>

</ROW>

<ROW num="2">

<IDNO>111

-

22

-

3333</IDNO>

<LNAME>JONES</LNAME>

<FNAME>JACK</FNAME>

<MNAME>A</MNAME>

<RACE>WHITE</RACE>

<SEX>MALE</SEX>

<BIRTHDATE>09/11/1967</BIRTHDATE>

<WARRANT>MISDEMEANOR</WARRANT>

<WARRANTNO>WAC

-

2002

-

123456</WARRANTNO>

</ROW>

<ROW num="3">

<IDNO>123

-

45

-

6789</IDNO>

<LNAME>WILLIAMS</LNAME>

<FNAME>JANE</FNAME>

<MNAME>T</MNAME>

<RACE>BLACK</RACE>

<SEX>FEMALE</SEX>

<BIRTHDATE>01/23/1971</BIRTHDATE>

<WARRANT>NONE</WARRANT>

<WARRANTNO></WARRANTNO>

</ROW>

</ROWSET>

Arrest or booking data is initiated by the POLICE and is forwarded to the JAIL and the DA. The JAIL receives this data and processes it automatically which includes querying both the DOC and HEALTH for information on the arrestee. That information is compiled into an updated booking record that the JAIL enters into its JMS. At the same time, the DA has received this information and processes it in a similar manner according to its workflow. When the DA has processed this information and decided to press charges, this information is then forwarded to the COURT which then allies a like process.

After the proper judicial process, the COURT finds the arrestee guilty and remands the individual to the DOC for incarceration. The COURT information is sent automatically to the DOC where a process similar to that of the JAIL is applied. COURT records are also sent back to the DA, STATE and the POLICE for the proper recording in those systems. Although this particular scenario is greatly simplified, we can see how beneficial it is to automate and integrate as much of the processes as we can. Indeed many more orchestrations or conversations exist in a real scenario and the great part about the design of this solution is that it needn’t be limited in any way. We can continue to expand it ad infinitum.

At each communication exchange point, there is an orchestration setup within BizTalk. This orchestration automates the way the data is transformed or manipulated by maintaining an electronic workflow diagram that is created in Microsoft Visio® drawing and diagramming software. This Visio diagram contains the logic behind these transformations and can contain very complex functions. The diagram is then compiled into an XML document that is processed internally by BizTalk. Another one of the tools that is used in this process is the Data Mapper which is a tool that allows you to easily map one database schema to another. For instance, lets say that the JAIL uses a different XML schema than the POLICE. Because there are differences in the XML tags and attributes, it is necessary to map a specific tag or data description from one form to the other. The Data Mapper makes it very easy to accomplish this by using the tool one time to describe the required mappings and then save this as an XSLT document.

BizTalk also utilizes adapters which are specialized connectors to different technologies and applications. An adapter is a low-level software link that can cross platforms, technologies and database schemas. As adapters are available for nearly every legacy and current technological platform in use today, it is easy to apply them to our particular situation and simply customize some of their functionality as required. It may be necessary to create a specific adapter for one of the given RMS, CMS or CAD systems that we are using but most of the vendors that produce these products are in the process of creating an adapter if they don’t already have one.

Since much of the data that is transferred between agencies is the shared and must remain consistent, we need to insure that its integrity is kept intact throughout this process. BizTalk insures this through all of its workflow capabilities. Security is also of tremendous importance and we have many available options to us in this scenario. If we utilize only web standards in our solution, we have all of the common Internet security options at our disposal. Alternatively we may choose to support only a closed Intranet with Active Directory® directory service as our authentication and authorization method. There are many more options available as well and choosing what works best is really up to each agency, jurisdiction or entity.

While there is not a lot of detailed information on exactly how all of these pieces work here, suffice it to say that a complete middleware solution exists and that BizTalk is at the heart of this solution. Not much difference exists between these horizontal and vertical technologies, but different tools and software packages are utilized depending on the intended results. Vertical integration really means moving data between agencies while a horizontal solution merely reports given data between systems. Different political environments, system capabilities or integration levels will dictate which solution is better 

[image: image14.wmf]BizTalk Server

UDDI, XML Web Services

BizTalk Server

BizTalk Server

UDDI, XML Web Services

UDDI, XML Web Services



[image: image15.wmf]UDDI

UDDI

Universal Description, 

Universal Description, 

Discovery, and Integration

Discovery, and Integration

WSDL

WSDL

Web Services

Web Services

Description Language

Description Language

SOAP

SOAP

Simple Object

Simple Object

Access Protocol

Access Protocol

XML, XSD & HTTP

XML, XSD & HTTP

UDDI

UDDI

Universal Description, 

Universal Description, 

Discovery, and Integration

Discovery, and Integration

WSDL

WSDL

Web Services

Web Services

Description Language

Description Language

SOAP

SOAP

Simple Object

Simple Object

Access Protocol

Access Protocol

XML, XSD & HTTP

XML, XSD & HTTP


Conclusion
We have certainly covered a lot of information here. We have learned that integrating justice systems isn’t a new idea—only that we have newer and better ways of making creating these IJIS solutions. We have learned the roles of all of the different agencies in the justice community and how they operate. The differences between horizontal and vertical integration have been explained as well. Solutions to each of the integration types were explained through typical scenarios descriptions. A typical end-to-end IJIS solution will incorporate both a horizontal and vertical piece to it. All of the technologies and products described are well suited for this application and can very easily be customized to suit our individual needs.

So where does all of this leave us? Well, the best place to start creating our own IJIS solution is to determine what our goals are. We then need to identify all of our communication exchange points and the technologies, platforms and database schemas used at each of these points. From there we begin an active planning process to decide the best methods to accomplish our goals. There are so many things to consider and design that this process can be very time consuming. It is absolutely critical to the overall success of a complex system such as this however. There are many systems integrators and consultants that have streamlined these processes though so we needn’t tackle this all on our own.

As has been mentioned many times throughout this document, scenarios and descriptions have been kept purposely simple in order to better understand the bigger picture. There are many more highly detailed and descriptive documents available to help us dig a little bit deeper when we get to that point. The manners in which particular pieces of data flow between agencies will most certainly differ as well depending on the jurisdiction and laws. However, we have gained a better conceptual understanding of what an IJIS solution really is and how you might go about creating one.
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