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Executive Summary

It’s been 30 years since the patent for the first automated teller machine was issued.
 Yet the look and feel, as well as the core functionality of the ATM, remains largely unchanged since its introduction as an alternative to the branch for retail cash transactions. Indeed, the ATM can hardly be credited with aging gracefully.

The maturation of the ATM has been stunted by numerous technological and market forces in something of a chicken-or-egg quandary: Has the lack of sufficiently advanced technologies stymied the development of more sophisticated ATMs, or has the lack of demand for more technological sophistication fated the ATM to fall short of its full potential?

These are among the questions that might be asked to understand why the ATM—the most popular modern convenience second only to the personal computer (PC)
 remains the banking industry’s most poorly leveraged technology asset. 

Fortunately, a combination of business pressures, regulatory mandates, and open systems support may soon change that. Given this confluence of factors, a wave of next-generation ATMs is in the offing, and the ATM is now poised to reach its prime. This white paper explores these and other convergent forces that are altering the course of the ATM’s evolution.
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Introduction

The same monochrome interface that greeted ATM users three decades ago remains virtually unchanged today. Moreover, a majority of ATMs still leverage the same technologies and closed connectivity protocol that were used in the earliest ATMs. As a result, the ability to integrate with a bank’s existing infrastructure to offer more sophisticated and personalized functions is highly limited. 

One might prematurely dismiss the ATM as an Antiquated Technical Misstep in the otherwise vaunted history of banking technology. But consider a recent poll commissioned by electronic payment solutions provider, eFunds. Respondents ranked the ATM as the most important modern convenience second only to the PC, but ahead of e-mail and the cell phone. So while it may lack the power and panache of the PC, consumers can no longer do without the ATM.
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	Obviously for banks, the impetus 
behind introducing the ATM was not only to meet consumer demand for added convenience, but to lower transaction costs by moving customers away from costlier teller-based services. Customers use the ATM as their only option for round-the-clock physical transactions to conduct a remarkable 63 percent of their banking transactions, outpacing the Internet (27 percent), branch (7 percent), telephone (2 percent), and mail (1 percent) by a wide margin.
 


Based on these figures, the goal of migrating customers to the less costly self-service channel has clearly been met. Yet, the ATM still carries the dubious distinction of being the most revolutionary innovation in banking history that, nevertheless, has failed to keep pace with other technologies introduced around the same time, including the Internet.

Current State of the Installed Base

There are three kinds of ATMs: limited function cash-dispensing appliances, multifunction cash-dispensing ATMs, and full-featured ATMs. Cash-only devices are the most common and least costly, having no check-handling or bulk cash capabilities, and lower maintenance costs.

An estimated 1.1 million ATMs are installed globally, excluding a recent proliferation of small-footprint point-of-sale (POS) ATMs owned and/or managed in quasi-partnership by banks and retail stores. An increase in the overall number of ATMs shipped has leveled off in recent years due to banking consolidation, and the fact that optimal ATM locations have been taken. ATM sales have held steady, however, due to the increase in POS installations. 
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Small-Footprint Cash Dispensing Appliances
Indeed, ever since inter-bank surcharges won regulatory approval in the late 1990s, small-footprint, off-premise POS machines have become increasingly prevalent. 

For example, 7-Eleven, the world’s largest convenience store chain, has deployed a Web-based financial transaction kiosk in nearly 100 of its stores. This Microsoft® Windows®-based POS device connects to bank networks as well as third-party systems and applications, enabling customers to conduct traditional ATM transactions, purchase money orders, send wire transfers, and cash checks using the Certegy (formerly Equifax) service. The device was designed to appeal to traditional as well as “unbanked” customers, such as ID-bearing foreigners who have no regular banking relationship, but rely on check-cashing establishments elsewhere.

Multifunction and Full-Featured Cash Dispensing ATMs

Multifunction and full-featured ATMs have been in the market longer than small-footprint ATMs, whose functionality remains limited to basic cash dispensing services. In contrast, multifunction ATMs provide an increasingly broad and sophisticated range of capabilities, such as envelope or bulk cash deposits, check cashing, advertising, and postage stamp vending. 

Full-featured ATMs provide other advanced capabilities such as personalization, which ties services and information at the ATM to the patterned behavior of specific ATM customers. As well, full-featured ATMs are increasingly used in bank branches and other protected environments for more time-intensive financial transactions, such as accessing linked brokerage account statements. A potential model for deploying these more “intelligent” high-end kiosks is to assign a teller or other site attendant to oversee several devices, thereby cost-efficiently extending the location’s customer service delivery channels.

Some Global Growth Despite Cooling U.S. Market 

Several countries are deploying multifunction, Web-based ATMs. This is particularly true of those where, with a lower Internet adoption rate, consumers lack an alternative channel for managing their personal finances. Hong Kong and Argentina, for example, offer ATM-based brokerage services, including stock trading and statement services.

Latin America is one of the fastest growing ATM markets. Brazil, in particular, is one of the most advanced countries in terms of services offered, and ATM popularity is growing there. However, fraud and corruption continue to plague the Latin American market, and the lack of sufficient security has been a major inhibitor despite growth in the region.
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 Source: NCR 9/2003 and Retail Banking Research Ltd 2002

With a booming “white label” or POS retail installed base, Canada leads the world in per-consumer transaction volumes, followed by the United States. Canada’s primary focus is developing new technologies to support wireless ATMs, and person-to-person payments similar to eBay’s PayPal, but via the ATM.

The U.S., which boasts the largest installed base, has deployed multifunction and full-featured ATMs, but basic cash dispensing machines remain the most common. Per-transaction costs in the U.S. have risen in recent years because usage has declined while the number of ATMs has increased. This drop-off is associated with the increased consumer acceptance of non-cash-based payment methods such as debit cards, Web-based payment systems, and smart “stored value” cards. Declining usage and thinning ATM margins explain, in part, why banks are now reassessing the capabilities and value-to-cost ratio of their ATM networks. 

Functionality Comes Full Circle

A relatively stable trend over the last 20 years, cash withdrawals make up some 80 percent of ATM transactions; balance transfers and inquiries account for 10 percent; and deposits represent 5 percent.
 Beyond these basic services, ATM revenues fall into two categories: banking and non-banking. 

Fee-based banking services include non-customer surcharges, premium services like statements, and account transaction alerts. Non-banking services include advertisements for financial and non-financial products. While all of these services account for the lion’s share of ATM revenues, ATM/debit cardholders are interested in a broader range of potentially revenue-generating services, including buying stamps (50 percent) and tickets (36 percent), and cashing checks (48 percent).
 Banks are experimenting with other non-traditional ATM services as well, including “topping up” or adding value to prepaid phone cards or cell phones. 

Market acceptance of such capabilities depends on a bank’s ability to ensure that the service:

a) Is appropriate for the ATM channel (e.g, they typically require little interaction and can be completed quickly).

b) Improves profit margins by increasing consumer loyalty or operational efficiency.

c) Can be supported by the technology infrastructure of a bank or POS location.

One new capability that meets nearly all of these criteria is personalization. Personalization and related customer relationship management (CRM) tools supply pattern-based information about consumer preferences between the ATM and underlying systems. As such, they’re most useful for supporting ongoing relationships. For instance, they enable banks to cross-sell products and services to their customers while enhancing the customer experience. Consumers might welcome an alert at the ATM, for example, that notifies them when a bill is due, and enables them to initiate an automatic payment. Not all banks can support personalization, however, due to the limitations of their existing ATM networks. 

Being first to market with an ATM upgrade hardly ensures success, however, especially when the requirements above have not been met. In the late 1990s, for example, Citibank announced ATM-based trading. The service failed to gain traction because the ATM proved an impractical channel in the U.S. market, particularly at a time when Internet-based trading was at its peak.

Coming full circle, banks are once again revisiting non-traditional ATM-based services.  For instance, several banks now enable their customers to deposit funds in check form into linked brokerage accounts at participating ATMs.
 

Clearly, banks must take a cautious approach when introducing new services to ensure that they reasonably map to consumer demand. But why is it that, with corporate and consumer budgets more constrained than they were during the stock market and Internet boom, banks are under more pressure than ever to extend their core ATM capabilities?

New Business and Regulatory Requirements

For one thing, intensified global economic and business forces have placed extraordinary pressure on banks to remain competitive, increase customer loyalty, and improve the efficiency and profitability of their ATM networks. These pressures are compounded by the fact that, given aging legacy systems and rapid consolidation in recent years, banks now manage an increasingly complex hodgepodge of vertically siloed technologies.

For the majority of banks, the ATM remains a forgotten channel, isolated from the bank’s other more feature-rich delivery channels. Yet despite the growth of online banking and PIN-based payment services, ATMs are unlikely to go away any time soon. Physical transactions are simply unsupported by the newer channels. So banks are keeping a watchful eye on potential threats to their existing business models while evaluating ways to re-architect the ATM to maximize its revenue-generating potential. 

Several pending regulations are also compelling banks to provide enhanced ATM capabilities. The Check Clearing for the 21st Century Act, signed into law in October 2003,
 will eliminate the need to process a physical check. Only the check’s scanned information will need to clear before funds are automatically credited at the ATM—a tremendous added convenience for consumers. At the same time, nearly two-thirds of branch transactions are currently check-related, according to TowerGroup.
 So leveraging ATM-based check imaging to replace more costly teller services could yield significant cost savings for banks.
 On top of these benefits, check-imaging complies with the global financial industry trend toward more efficient, fully automated straight-through processing (STP), as well as the imminent Basel II Accord, which mandates improved operational risk management. 

Other industry mandates address the need for enhanced ATM security, as well. For example, American Disabilities Act (ADA) draft guidelines released in 2002 mandate that ATMs be accessible to the visually impaired. Title V of the Gramm-Leach-Bliley Act of 1999 imposes regulatory safeguards on banks to protect against unauthorized systems access resulting in harm or inconvenience to customers. And to combat online fraud and PIN-related theft, MasterCard and Visa require that, by April 1, 2005, all ATMs tied to their networks be equipped with triple DES-enabled (TDES) PIN pads.
  

It is unclear how legacy operating systems will support these mandates and guidelines. Because of them, massive ATM hardware and systems upgrades and replacements will be required. But as it stands, most ATMs—particularly those tied to older technologies—are unequipped to meet the new business and regulatory requirements.

From Firmware to Open Systems

Migration from OS/2 to Windows Gains Momentum

When ATMs were introduced in the 1970s, the leading vendors supplied customers with hardware as well as the networking and systems software, or “firmware.” It wasn’t until IBM introduced its 32-bit OS/2 operating system in 1987 that ATM vendors shifted their focus to hardware sales and maintenance from the less lucrative software side of their business. OS/2 ran on multi-vendor ATM hardware systems, introducing a new level of independence between the ATM’s base chipset and systems software.

Early ATMs were installed over the Systems Network Architecture (SNA) protocol, which was also developed by IBM to access its mainframe computers. SNA establishes a point-to-point connection between devices. In contrast, TCP/IP, the now widely deployed networking protocol, provides faster, virtually ubiquitous connectivity between endpoints at lower communication costs. TCP/IP can run without a dedicated connection over leased lines, dial-up, cable modem, ISDN, or satellite hook-up, with little more than a Category-5 cable on the receiving end. And because of its ability to dynamically select alternate communications routes, TCP/IP provides enhanced resiliency. 

While most ATMs still run on SNA and the OS/2 operating system, IBM plans to discontinue support for OS/2 in 2004. Given the many business and regulatory pressures that are already prompting banks to upgrade their ATM capabilities, the sunsetting of OS/2 offers a timely opportunity for a major technology refresh. 

In light of these trends, leading ATM vendors, including NCR and Diebold, as well as global banks like Wells Fargo, The Bank of New York, Royal Bank of Canada, and Chase Manhattan, have opted to deploy Microsoft operating systems. 

From Firmware to Open Systems

Migration from OS/2 to Windows Gains Momentum (Continued)

Microsoft offers device-appropriate versions of its OS for ATMs. There are two base OS versions that can be deployed: Windows CE and Windows XP. Windows CE is commonly used for embedded applications. However, institutions often opt to deploy a single OS across their entire ATM network, and industry experts note that Windows XP is rapidly becoming the norm for upgrading and installing new ATMs. 

Windows XP comes in two flavors: Professional (XP Pro) and Embedded (XPe). The code used in the two versions is identical, but the manner in which the required OS components are selected and deployed differs. A set of guidelines has been developed to assist ATM providers in selecting the most appropriate OS.
 

IBM may forge partnerships with distributors of the Linux operating system to provide an alternative OS for the ATM. However, according to an IDC December 2002 study, an attempted drive into the desktop OS space by Linux has slowed against Windows because of the higher total costs of developing and managing Linux-based systems.
 

Moreover, given the mandate to better manage risk, banks are opting for a mature OS to minimize the risks associated with less established systems where the responsibility for ownership and maintenance is loosely defined.

Industry experts also note that momentum is building for Windows because of its flexibility in connecting to multiple hardware, systems, and applications. And unlike Linux, the Windows OS features systems management, security, and software distribution tools within the OS kernel, easing integration with a bank’s existing infrastructure while obviating the need to purchase additional components, or build them from scratch.

From Firmware to Open Systems

Industry Drive Toward Open ATM Standards

Another development in the open systems movement is the emergence of two ATM connectivity standards: XFS and IFX. XFS and IFX add a level of abstraction between the ATM hardware and software layers, enabling banks and POS ATM providers to more easily deploy new ATM applications, connect front to middle office systems, and flexibly meet their business needs and consumer demands.

XFS (eXtensions for Financial Services), the now widely adopted software specification, allows applications to run interchangeably on varied peripherals and hardware devices, such as a bank’s branch systems and self-service ATMs. Leading ATM manufacturers are increasingly adopting XFS, enabling businesses to separate their hardware and software buying decisions.

The newer XML-based IFX (Interactive Financial eXchange) communication protocol provides a common messaging standard that banks or ATM providers can use across their distributed endpoints, including POS devices and ATMs. IFX addresses the need for more standardized, device- and vendor-independent connectivity protocols. 

Windows OS Supports Vendor-Agnostic Application Redeployment

As more banks merge and consolidate systems, the ability to build the most cost-effective, standards-based ATM architecture and flexible application layer has become a competitive necessity.  By incorporating the Microsoft Windows OS and Web-based technologies in their ATMs, middleware, and back-office systems, banks can more easily deliver applications across platforms.

With support for both XFS and IFX, the Windows OS enables banks and ATM vendors to more easily redeploy applications across other systems and hardware platforms. For example, NCR sells its Windows-based APTRA Edge software to global banks and ATM processors. The recent certification of APTRA Edge by Concord EFS, the largest ATM processor in the United States, means ATM providers can more easily deploy and maintain more advanced multi-vendor functionality across their ATM networks.

The Windows operating system and development tools also enable businesses to build and resell ATM applications, in keeping with the componentized software and systems movement. For instance, banks can deploy the same Windows-based application across an ATM network consisting of machines from different manufacturers. The application could be custom developed, acquired from a specific ATM vendor (such as with NCR’s APTRA Edge), or provided by a specialized provider like Absolute Systems
 or Phoenix Interactive.

Top 10 Reasons for Using Microsoft Windows on ATMs

1.
Windows offers a secure and robust platform that meets customer, site location, and ATM vendor requirements for 24(7 secure operation and automated error recovery.

2.
More devices and drivers are available for Windows than any other OS, enabling ATMs to offer more features such as bulk cash acceptance, bar code reading, and intelligent check processing and imaging.

3.
The XFS standard was first introduced by Microsoft, whose CEN-XFS standard is the most widely deployed for the development and support of device-agnostic and vendor-independent ATM applications.

4.
Windows is highly compatible with other Web-based financial channels, increasing opportunities for the efficient re-use of existing software and skills while providing a broader range of services.

5. Windows provides rich multimedia capabilities, such as sound files, in the widest variety of formats.

6. Industry adoption of Windows translates to a widely accessible, highly skilled, and dynamic developer pool to support Windows-based ATMs.

7. Windows developers possess unparalleled design and testing tools, improving productivity and efficiency, and making the ATM channel more cost effective and responsive to business needs.

8. Windows supports the broadest range of management and administration solutions, bringing ATMs in line with other mission-critical devices across the enterprise.

9. Plug -and-play devices and third-party components are widely available for Windows, enhancing the efficiency and business potential of ATMs.

10. Windows supports integration across the most diverse range of management and transaction authorization systems, protecting investment in existing systems and technologies while providing a future-proofed platform for modern frameworks like Microsoft .NET, and value-added services like CRM (Customer Relationship Management).


Source: NCR, September 2003

The OS, Middleware, and Enterprise Systems

Microsoft offers the world’s leading desktop and server OS because of its rich capabilities, lower total cost of ownership (TCO), and intuitive development environment. The Windows OS enables banks and retail ATM providers to offer functional enhancements to the ATM while meeting varied business requirements—all within a familiar look and feel. 

Essentially, an enhanced architecture enables the ATM to become another application on an enterprise network, providing more functional interaction between the middle and back-office or mainframe-based systems, and more easily extending capabilities to the end user. 

Microsoft has enhanced successive generations of its OS to provide the reliability, security, and systems flexibility transactional environments require. For instance, XP offers within the OS kernel a new Internet Connection Firewall (ICF) and Encrypted File System (EFS), reducing the risk of intrusion to secured ATM networks, and eliminating the need for additional software to protect ATM activity logs and system files. 


The OS, Middleware, and Enterprise Systems (Continued)

Windows XP also provides automatic downloads of system and security updates in the background—a key feature for banks where uninterrupted ATM and systems availability is critical. In addition, XP provides secured access and performance improvements for wireless networks.
 The introduction of this capability is timely since banks are increasingly deploying wireless ATMs to reduce ATM installation time and to increase placement flexibility.

Equally important, the Microsoft .NET development environment enables banks to build Web-based components on top of the OS. .NET provides software building blocks for connecting applications over the Internet, and leverages Window Forms (WinForms) for faster Web-based development. By using the .NET Framework, banks can connect XML-based components and applications regardless of the underlying platform or device.

Another game-changing technology for the banking industry is the Microsoft Windows Server™ 2003 operating system, designed to power the most robust middleware and back-office systems. The 64-bit Windows Server 2003 and Microsoft SQL Server™ won three of the coveted top 10 positions on the Transaction Processing Council’s list of business workload benchmark tests. Windows Server 2003 offers the high-performance transactional support of incumbent UNIX-based systems but at a more favorable TCO.
 
 Moreover, Windows Server 2003 will be available on AMD’s 32-bit and 64-bit cross-compatible processor. This is an important feature for banks seeking to consolidate servers, reduce development costs, and manage fewer instances of the same technology to connect multiple delivery channels—including the ATM.

The integration of back-end transactional systems with front-facing customer touch points provides a thinner enterprise architecture from a management perspective, while providing a more intuitive front-end. Yet, true to the open systems movement, the Windows OS can run on any platform and application, and eases the ability to extend systems and applications. Moreover, the .NET Framework enables banks and ATM providers to plug in proprietary and third-party systems of their choosing. This gives companies the latitude to integrate emerging technologies and respond to new business and regulatory requirements as they arise. 

Economics of the ATM Migration Path

Naturally, companies want to maximize their investment in technology, and the ATM is no exception. But by and large, the ATM has failed to keep pace with new business and regulatory demands, and the evolution of technology itself. So, banks and retail installations must determine when replacements or upgrades will be necessary.

Three conditions warrant upgrading to a more advanced ATM architecture:

1) When an existing platform, such as aging hardware or the OS/2 operating system, will no longer be supported.

2) When an existing platform, such as a newer bank or retail installation, lacks flexibility, extensibility, or ease of use.

3) When imminent regulatory mandates necessitate upgrades.

The average full-function ATM costs $20,000 to $40,000, while a basic cash dispensing machine costs nearly $10,000. According to TowerGroup estimates, retrofitting an ATM to accommodate TDES and ADA requirements costs an estimated $10,000 to $25,000 per machine. Add to that an estimated $3,000 per machine for check-imaging capabilities, and the argument for replacing or upgrading to more advanced ATMs is clearly compelling.
 

These metrics don’t even take into account the potential cost savings and added revenues modernized ATMs can provide. For example, with half of ATM vendor revenues derived from servicing and maintenance, potential savings from improved systems management could be significant.
 In addition, advanced ATM features like personalization could translate to added revenues. Indeed, by bridging the gap that separates it from more advanced enterprise systems, the ATM could soon play a more dynamic role in meeting consumer demand while building consumer loyalty. 

	Key Characteristics
	Small-Footprint 
Cash Dispensing Appliances
	Multifunction Cash Dispensing ATMs
	Full-Featured ATMs

	Price Range
	$3K to $15K 
	$12 to $20K 
	$20K to more than $40K

	General Description
	Kiosk-like
	PC-like
	PC-like

	Cash Dispensing Capability
	Yes
	Yes
	Yes

	Check Deposit Capability
	No
	No
	Yes

	Enterprise Integration
	No
	Yes
	Yes

	Capability Expansion
	No
	Limited
	Yes

	Typical Hardware Specifications and Operating System Requirements
	x86 or non-x86 chipset; less than 233 MHz processor, 

less than 64 MB of RAM
	x86 Chipset; minimum 233 MHz processor, minimum 64 MB to 128 MB of RAM 
	x86 chipset; minimum 233 MHz processor, minimum 128 MB of RAM

	Windows OS (Recommended)
	CE.NET, XP Embedded, or XP Professional
	XP Embedded or XP Professional
	XP Embedded or XP Professional


Source: Microsoft white paper, “Windows Operating Systems for Automated Teller Machines,” July 9, 2003.

Summary

As a result of converging business, regulatory, and technological forces, the distinction between the ATM and the PC may narrow in the coming years. ATM providers must introduce enhancements carefully, however, to ensure that they map appropriately to consumer demand. In this respect, providing a technology that is both easy to navigate and rich in functionality maximizes the likelihood of consumer acceptance. A tiered infrastructure, with small-footprint devices in lower transactional environments and more full-featured devices in high-traffic locations, will be most effective for achieving this goal. 

In the highly competitive banking industry, the race is on to provide the most functionally advanced, yet cost-efficient technologies possible. The Windows OS and .NET Framework are gaining momentum because of the familiarity of the Windows family of products to consumers and developers, the broad feature support, and the benefits of providing consistent technology across a bank’s tiered systems. These unique advantages have positioned the ATM—still the most popular yet under-leveraged innovation in banking history—to finally realize its full potential.
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