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Executive Summary
More than ever, enterprises are concerned with safeguarding critical data from unauthorized access, and at the same time allowing authorized users unimpeded access to the information they need to conduct their day-to-day activities. As a result, organizations need to put into place the appropriate access control mechanisms. A critical element of effective access control is to develop a strategy that determines which technologies to deploy, in addition to its relative priority. 
Trustworthy Identification is one such process. One of the four main components of Access Control, Trustworthy Identification is the critical process of identifying and authenticating users, computers, and applications to confirm that they are who they claim to be. The goal of this white paper is to outline the challenges and solutions associated with establishing Trustworthy Identification, and to help enterprises weigh the importance of each technology so they can establish an appropriate strategy for improving their security infrastructure.
The Access Control white papers from Microsoft are designed to help technical and business decision makers understand the primary components of access control technologies, and develop an effective end-to-end security strategy to secure information assets and achieve compliance with industry regulations. Additional white papers will be available at http://www.microsoft.com/windowsserversystem/overview/benefits/access/default.mspx 
Introduction

Identity and access management is a critical aspect of computing for organizations of any size. Most organizations rely on user names and passwords as their primary credential mechanisms for identifying and verifying users, and for providing access to resources. However, due to increased security and regulatory requirements, companies require a sophisticated level of assurance on the credentials being presented by users. 
At its simplest, Trustworthy Identity is the process of identifying users, computers, and applications to confirm that they are who they claim to be—and then validating that they can access a corporate resource or asset. It relies on technologies that accurately identify users, applications, and computers—all of which work together to create trust between enterprises and the entities that need access to information. 
By establishing a trust-based relationship, the right people and applications have access to system resources, thereby increasing productivity and allowing businesses to run more smoothly and effectively. In addition, Trustworthy ID helps to protect enterprises from theft of sensitive information and malicious attacks by verifying the identity of users, applications, and computers before granting access to the appropriate resources.
This white paper provides an overview of the Microsoft technologies that can provide effective Trustworthy Identity, and illustrates each of these technologies by offering typical real-life examples. Fabrikam, a fictitious manufacturing company, will be used throughout this paper to explore each component.

Identifying Users 
To understand the components of an effective trustworthy ID system, it is helpful to begin with the principals (users) that must be identified. In most enterprise environments, users are broken into four categories: internal employees, remote employees, external partners, and external customers. Each set of users has its own unique security requirements; as a result, an enterprise can have different sets of policies, depending on the user. 

With Fabrikam, for example, it is sufficient for customers to log on to their accounts on the company’s Web site with a user name and password. However, two-factor authentication—smart cards, for instance—is more appropriate for an internal employee accessing critical line-of-business functions behind the company’s firewall. For more details on each technology, please see the Technologies Supporting Trustworthy Identification section later in this paper. 
Identifying Applications and Computers
Although the primary focus of this paper is on establishing a trustworthy ID for users, it is also important to ensure that computers, hardware, and applications are identified by the network and other computers. As explained in the Microsoft System Integrity white paper—another resource within the Access Control series—Microsoft technologies such as the Trusted Platform Module (TPM) 1.2 and later can facilitate this process.

Applications should also be digitally signed to help identify trusted publishers of software and help users avoid unauthorized programs that can cause system damage or data loss. Microsoft offers technologies such as Microsoft® Authenticode® and Software Restriction Policies (SRP). Authenticode is a technology that identifies the publisher of signed software and verifies that it has not been tampered with before users download it to their PCs. Authenticode provides the ability for the user to validate the identity of the software publisher, thereby avoiding some forms of phishing. 

SRP is a policy management technology that helps prevent damage to systems by identifying software running on an enterprise domain and controlling its ability to run. System integrity is often compromised by malicious, unauthorized applications being inadvertently run. SRP provides a method for organizations to enforce the execution of authorized applications only.

Additionally, a component of Microsoft Windows® Explorer 7 called Protected Mode helps prevent unauthorized applications and malware by asking users to accept or reject installation and by notifying users of improperly signed applications. 

Fulfilling Trustworthy Identification Requirements
To establish a trustworthy identity, enterprises must have a comprehensive security policy in place with the ability to:

· Enforce complex passwords: Complex passwords provide extra security because they consist of user names and passwords that are at least six characters and combine letters, numbers, and symbols, making them more difficult to compromise. 
· Verify that credentials conform to policy: All credentials must adhere to defined policies to ensure that the security system operates as intended.

· Revoke rights based on a security policy: Organizations must have in place a security policy that determines who can have access to data, and how to revoke access privileges when an individual changes roles or leaves the company. 

· Delegate trust to third parties: By establishing a trust-based relationship with third parties, enterprises can streamline workflow and improve productivity.
· Establish trusted credentials and a trustworthy environment across the Internet: With distributed networks, such as the Internet, it is more difficult to establish user identities. Organizations need to create credentials that promote a relationship of trust with their users. 
How Do You Identify Users Accurately?

Most computer systems still rely on a three-step process for access control. 
1. Identify the user
Validate the user’s credentials
2. Establish the user’s membership in access control groups

3. Verify the user’s authorization to access the requested resource
Most systems rely on user name and password combinations to deliver authentication and authorization to network resources. Many systems urge users to create strong passwords. Strong passwords are a combination of letters, numbers, and symbols that is at least six characters long. However, many users opt for convenience over security, choosing passwords that are easily remembered—and can be easily compromised. In fact, most simple passwords can be cracked in a matter of minutes using free software available on the Internet. Because of this, passwords are not failsafe mechanisms for denying access to unauthorized users. In addition, managing user names and passwords becomes more complex and costly when organizations are running multiple systems and applications that each require a different password.

The Need for Multifactor Authentication

For organizations that require high level of security, multifactor authentication is an excellent solution to the limitations of traditional username/password systems. Multifactor authentication relies on a combination of something the users knows (such as a password) and something that a user has (such as a smart card or One-time-password device), which makes it more difficult for unauthorized people or applications to gain access to a computer or network. 
A common example of multifactor authentication with which we are all familiar is the process of getting money from an ATM. We use a card (something we have) and enter a personal identification number (something we know). Sometimes, multifactor authentication also requires something the user is—such as a fingerprint or iris pattern. In the business environment, multifactor authentication can be used organization-wide, or in limited scenarios where a higher level of assurance is required—such as when a vendor needs to connect to the corporate network.
Multifactor authentication is an integral part of Trustworthy Identification. In Windows Vista™, support for multifactor authentication in the form of smart cards will be simplified and improved, with a number of standardized components designed to ensure rapid deployment and secure authentication. 
Managing Certificates

Many devices and technologies that provide multifactor authentication are based on certificates, a type of electronic authorization that is used to authenticate the identity of a user, computer, or application. These certificates are typically issued by Public Key Infrastructure (PKI), a mechanism used to authenticate the identity of either or both ends of network communications and secure data transfer.
Organizations need the right security measures in place to protect data as it is being accessed or transported. Certificates provide an appropriate solution because they offer critically needed security for communications outside the enterprise. But for many organizations, it is difficult to manage the credential lifecycle because the process is so time and labor-intensive. 

In fact, many organizations are hesitant to put in place a public key infrastructure (PKI) solution, citing high costs and too few IT professionals. In response to this need, Microsoft developed Certificate Authority, a full-featured PKI solution that makes PKI easy to deploy and manage, and provides a single certificate infrastructure for a large variety of authentication and authorization scenarios in one standards-based platform.  
Managing Access Privileges

On Windows XP clients or earlier, a user’s credential files are typically collected on their computer. This approach is convenient because a central location for credentials enables a single sign-on approach, where one set of credentials can be used for access to a network and applications. However, this approach also leaves the information contained on the credentials open to compromise—because generic credentials can be queried by an unauthorized malware application running on the user’s computer, without the user’s consent. Since user credentials are tied to individual computers, this configuration complicates matters when users need to roam to another computer, because a new set of credentials must be generated for each computer. 
To address these issues, Windows Vista will include Credential Manager, which helps ensure that resource credentials are stored securely to help prevent unauthorized queries. In addition, Windows Vista will provide Credential Roaming Services, which is a service that integrates with Microsoft Active Directory®, so each user is given a single set of credentials and can automatically roam to multiple computers without access challenges. 

Microsoft also offers Microsoft Identity Integration Server (MIIS) 2003, which helps companies synchronize identity information across a wide variety of identity stores; easily provision and deprovision accounts and identity information across systems; and enable self-service and help-desk initiated password management and reset from a Web browser.
The Next Step: Prioritizing Initiatives to Establish Trustworthy ID
An enterprise must first identify all its current and likely challenges relating to trustworthy identification. Then, it should prioritize these challenges and identify solutions to them. Because risks and priorities vary by organization, there is no “one size fits all” solution. It should also be noted that the feasibility of deploying each security technology varies depending on the maturity of an organization’s IT infrastructure. 

At this juncture, the enterprise should establish a coherent strategy based on the company’s largest risks first and evaluate the return on each security investment. 

Technologies Supporting Trustworthy ID
Trustworthy Identification relies on a series of technologies that integrate with each other to ensure that users are authorized to access data. In 2006, Microsoft will be releasing Windows Vista, the most secure version of Windows that Microsoft has ever developed. A major focus of Windows Vista and ongoing Microsoft development efforts is the continued integration and expansion of access control technologies. No other company can provide the same breadth of security solutions in its overall security platform. In addition, these solutions are designed to work with each other—and integrate with the rest of the Microsoft operating system. 
The following chart provides a quick-reference guide to the Microsoft Trustworthy Identification technologies. To find the solutions appropriate to your challenges, determine whether the challenge is most directly related to identifying users, applications, or computers. Then review the technologies (marked with an X below) outlined in the remainder of the paper to determine which solutions will meet your needs. 


Figure 1:  Appropriate technologies for Trustworthy ID
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Smart Cards and Card Infrastructure
Deploying a smart card solution is an increasingly popular form of multifactor authentication because it both augments passwords and can be used in a broad variety of access control scenarios. The Microsoft smart card infrastructure is built into—and will be a standard component of—Windows Vista. Designed to eliminate passwords for many users, smart cards provide many of the same features, such as network authentication and password changes, yet require less work on their part. 

For Fabrikam, smart cards have simplified security immensely by centralizing a number of access scenarios. All employees are issued a smart card, which acts simultaneously as a physical identification badge, door entry pass, and multifactor network identification. Employees no longer need to carry different door keys to the areas they are authorized to enter. In addition, password issues have been eliminated because users do not need to remember multiple passwords for each line-of-business application. 

Microsoft will provide smart card support that fully integrates with Microsoft authentication components and many third-party card modules to provide a common authentication platform that works out of the box. It has a number of advanced components that will simplify the process of developing smart card software and deploying smart cards, in addition to features designed to establish trust-based relationships. 
· The Microsoft Base Smart Card Cryptographic Service Provider (CSP), which will be available as a Web release package, handles all of the standard back-end cryptographic functions and is backwards compatible to Windows 2000. With Microsoft Base Smart Card CSP, the security model is simplified, much less error-prone, and more secure. The result is a more reliable solution that is easier to integrate. 

· Support for pluggable Card Modules facilitates rapid deployment and ensures secure predictable communications between the Microsoft Base Smart Card CSP and the card middleware.
· Microsoft Smart Card Deployment and Administration provides a standard Smart Card tool kit that simplifies developing and deploying smart card middleware and provides a framework for testing functionality against a common set of application program interfaces (APIs).
· Smart Card Root Certificate Propagation automatically supplies trustworthy enterprise root certificates on the smart card for smart card deployment scenarios in which a public key identifier (PKI) has not yet been established. Microsoft also provides an administrative tool for updating smart cards with root certificates.
· The Smart Card Credential Provider Plug-in uses the credential providers (CP) interface for smart card logon, integrated unblock, and integrated PIN-change. By using a CP-pluggable model, users can log on to Windows using a wide range of authentication methods; not only can organizations use smart cards, but they can extend their security policies to biometrics, passwords, and tokens.
· Smart Card Policies enable organizations to address and monitor their smart card scenarios throughout the enterprise. When a smart card is inserted into a smart card reader, any certificates present on the card are written to the user’s MY certificate store. Then, when the card is removed, the Removal Policy Service starts an automatic function that either locks or logs off the user’s session. 

Windows Vista includes several card modules, each of which includes an Application Program Interface (API) that allows the middleware to perform specific functions—such as PIN change and write data. This function uses the Microsoft Base Smart Card CSP. The smart card model is similar to the improvements made to printer driver architecture in Windows 2000. By providing 80 percent of the necessary architecture in a common platform, Microsoft significantly reduced vendor driver development and simplified the user experience. Microsoft expects that the smart card strategy will provide many of the same benefits, including the following:
· Makes Windows more secure and reliable with a consistent interface between smart cards and the back-end infrastructure with which they communicate. Thus, organizations will gain the ability to boost the security of their strong authentication—regardless of the smart card system used.
· Offers Electronic ID (EID) capabilities out of the box, which will provide a common platform to support two-factor authentication. This, in turn, provides fast, secure logon to Windows domains, secure Web sites, and applications.
· Provides a consistent application authentication experience for Windows users. Many Windows applications are ready for smart card use, including Passport, S/MIME e-mail, the Encrypting File System (EFS), and remote access server (RAS).
· Extends Authentication and Access Control to a broad variety of sign-on scenarios, including networks, applications, physical, Internet, wireless systems, and virtual private networks (VPNs). 
· Takes advantage of the existing infrastructure with a single solution with advanced security for virtually every access scenario—whether network, wireless, VPN, intranet, Internet, or e-mail. 
Note The Encrypting File System (EFS) is a Windows feature that provides the option to store and file or folder in an encrypted form.

Certificate Services
Certificate Services, an optional component of Windows Vista, enables enterprises to deploy a PKI solution to give users, computers, and applications the ability to trust one another by using trusted x.509 certificates. X.509 is a widely used standard for defining digital certificates. Features of Certificate Services include the following:
· Centralized Management enables enterprises to manage millions of certificates from a single management console delivered through Microsoft Management Console (MMC).
· Online Revocation Services uses the Online Certificate Status Protocol (OCSP) to verify the validity of certificates.
· Certificate Auto Enrollment automatically enrolls user and computer certificates without any user intervention. 

· Active Directory Integration generates information about enrollment, storage, and revocation processes. 
Certificate Services has simplified Fabrikam’s relationships with its suppliers. By incorporating x.509 digital certificates into its Trustworthy Identification strategy, Fabrikam now assumes no risk by integrating its line-of-business applications with those of its vendors. As data is exchanged—whether orders or banking information—the system now automatically checks the single certificate store to ensure the sender or receiver is valid. 
Credential Roaming Services
Credential Roaming Services is a credential management service that is included in Windows Vista. Credential Roaming Services enables users to roam to any computer that is joined to the Microsoft Active Directory service, yet keep the same access privileges. Credential Roaming Services automatically provides certificates and private keys to roaming users so they can access any application regardless where they are or what computer they are using.

Through integration with Active Directory, users are given a single set of credentials. Because these credentials are tied to Active Directory profiles rather than the individual computer, there is little to no user interaction required. 
Credential Roaming Services provides unfettered access to all intranet, Internet, and remote access applications that rely on certificates for authentication or security. These applications include wireless systems, VPNs, secure e-mail exchange using Secure/Multipurpose Internet Mail Extension (SMIME), encrypted documents, and roaming access to PKI applications, such as smart card logon, EFS, and Secure Sockets Layer (SSL). Credential Roaming Services also provides the ability to perform all certificate functions within an enterprise—including enrollment, renewal, retrieve pending, trust download, certificate archival, deletion, status checks, and user account certificate synchronization.
Credential Roaming Services offers many benefits to the enterprise when it comes to Trustworthy Identification, including the following:

· Provides simple, secure user roaming that is seamless to the user. Most users will be unaware that Credential Roaming Services is working in the background, simplifying their day-to-day tasks and enhancing productivity.
· Increases security by giving users access to e-mail, network, VPN, wireless, intranet, and Internet with strong credentials.

· Extends Active Directory policies and permissions to any desktop, minimizing the burden of providing Trustworthy Identification and increased security.

· Offers an easy-to-deploy and easy-to-maintain credential management system that integrates with existing systems. 

· Allows users to securely send and receive signed and authenticated e-mail using S/MIME with Microsoft Outlook® from multiple computers.

Fabrikam uses Credential Roaming Services primarily on the manufacturing floor. Because many employees do not have dedicated computers, they need to be able to log on to any available computer to access e-mail, line-of-business applications, and other applications that require authentication. Credential Roaming Services has augmented the security of the company’s systems, while simplifying credentials management for the IT staff. 

One-Time Use Passwords

A one-time use password is exactly what it sounds like—a password that is meant to be used only once. Its purpose is to help users avoid sending passwords or other secret credentials over the channel for which they are to be used. Many banks use one-time use passwords when a customer first opens an account. The user is issued a password that must then be changed. This process helps to ensure the security of data, and make sure that only authorized users have access to critical data.

Windows can support one-time use passwords through integration with partner technologies to help stop keyboard loggers from accessing user ID and password information and to give temporary access to system resources when they are needed. For example, Fabrikam has a large, mobile sales force. Sometimes these users need access to administrative functions that they are unable to access remotely. In this case, users can call the IT Department, which issues a one-time use password. The user performs the required task—and then the password is “thrown away.” In this way, users can access the resources they need, and the IT department can be more confident that their system is still secure. 

Credential Manager and Cred UI
Credential Manager is a component of Windows Vista that ensures that resource credentials are stored securely. Using the Cred UI dialog box, credentials are collected on the Secure Desktop and users are able to enter credentials to secure access every time a resource is accessed. When a user name and password is required to gain access to applications, Cred UI protects the user’s credentials in transit to the application, to prevent “sniffing” by malicious users. In addition, Credential Manger provides applications with a secure generic conformation feature to enable them to prevent scripting attacks, and allows users to press CTRL+ALT+DEL when leaving their computers to prevent spoofing. 


Active Directory and Active Directory Federation Services
Organizations today are taking advantage of Web Services to integrate their disparate internal applications. Furthermore, they are moving towards providing external users access to these internal applications. This allows organizations to safely connect and collaborate with their customers, partners, and suppliers, helping increase revenue growth, improve end-user satisfaction, and reduce operational costs.
Extending internal applications to external users presents IT with security and administration challenges. Organizations must be confident that only appropriate external users are provided access to company data, and that the access granted is consistent with the role being played by the user. In addition, they must manage the increased administrative workload that commonly results from dramatically expanding the infrastructure user base.
Active Directory (AD) is the directory service at the heart of Windows. It acts as the main switchboard in a network operating system, and provides Trustworthy Identification services to a Windows network. AD is the central authority that manages identities and brokers the relationships between distributed resources and enables them to work together. 
To build the trust-based relationships required for Trustworthy Identification, Active Directory must be able to provide the ability to form relationships quickly and efficiently, standardize the ways of expressing the services available to trusted parties, and describe business policies and the types of credentials and requests it accepts. In today’s business environment, AD users need access to an ever-increasing set of resources, many of which reside outside of the traditional network boundary.  

To address these challenges, Microsoft is developing a next-generation information security infrastructure built on the Web Services (WS-*) architecture. The first deliverable from this project is Active Directory® Federation Services (ADFS), which enables Federated Identity and Access Management—the simplified, secure sharing of digital identities across security boundaries. Active Directory Federation Services will be available with the R2 release of Microsoft  Windows Server™ 2003 in the second half of 2005.  

Active Directory Federation Services (ADFS) provides simplified and secured identity federation and Web single sign-on capabilities, reducing the administrative complexity and security threats commonly faced when sharing applications with partners, customers and decentralized employees, while providing end users extranet SSO – secure, appropriate access to externally-managed applications without a separate user login.
ADFS policies control how Fabrikam users get access to resources from suppliers and vendors, without requiring separate administration of a set of disjointed identities, or without requiring the user to have a separate password for each partner’s environment. The partner’s costs for password management are reduced, and if a Fabrikam user leaves the company, IT managers can simply disable the centralized AD account and automatically disable access to federate partner resources – thus improving security.

Ultimately, ADFS enables organizations to leverage their investment in Active Directory as an identity repository for extranet use cases, reducing cost and complexity while improving security. And since ADFS is based on the emerging industry-supported WS-* web services architecture organizations will be able to federate with partners using non-Microsoft environments.
Network Access Protection
Network Access Protection (NAP) is a policy enforcement platform built into Windows Vista that works to protect network resources. NAP evaluates the health of devices attempting to access networked resources such as applications, data, and information.

Through NAP, a network can be shielded from viruses, worms, and malicious software by helping to verify and directly update any computer attempting to access the network. Non-compliant clients are restricted from network access. This set of technologies enables an IT administrator to keep the endpoints healthy and provides flexible, customized control of network health policies. Note that NAP is not designed to secure a network from malicious users; rather it is designed to help administrators maintain the health of the computers on the network.

When a client tries to access the network, it must present its system health state. If a client cannot prove it is compliant with the system health policy, its access to the network can be restricted to a special network segment containing access to server resources so compliance issues can be remedied.

After the updates are installed, the client again requests access to the network, presenting updated health credentials. Now compliant, the client is granted full access to the network based on the associated access policy. For greater control and a better user experience, health credentials are reusable for immediate access to the network until there is a change in client health state or system health policy.

Authenticode

Microsoft Authenticode was designed to remove the worry of downloading programs from the Internet by digitally signing and validating application code. Not only does it ensure users that the code is from who it says it is, it also verifies that the code has not been tampered with since its publication. Authenticode helps organizations such as Fabrikam protect against malware masquerading as a legitimate program because it alerts users that the digital signature is not valid. 
Software Restriction Policy (SRP)

Software Restriction Policy (SRP) is a policy management technology that helps prevent damage to systems by identifying software running on an enterprise domain and controlling its ability to run. Networks are often compromised by malicious and unauthorized applications being inadvertently run. SRP provides a method for organizations to enforce the execution of authorized applications only. 
Manufacturing companies such as Fabrikam can have hundreds of different applications running on its enterprise domain, from the operating system and productivity applications to industry-specific programs and middleware. SRP can mitigate the problems caused by running unauthorized programs with very little IT intervention.
Protocols
Kerberos is a network authentication protocol designed to provide strong authentication for client/server applications by using secret-key cryptography. Secret-key cryptography, also called symmetric cryptography, uses a single key to encrypt and decrypt information. As a result, it provides strong authentication between two parties and enables single sign-on across heterogeneous environments. 

Transport Layer Security/Secure Socket Layer

Transport Layer Security (TLS) and Secure Sockets Layer (SSL) are both protocols that secure data being sent between applications across a network that is not trusted. SSL technology encrypts communications between the client and the server; whereas TLS secures SMTP traffic between Microsoft Exchange servers, for example, Exchange SMTP gateways separated by the Internet. Both of those technologies are critical to scenarios in which transport-level privacy of Exchange-transmitted data is required. Organizations can use TLS/SLL to authenticate servers and clients and then encrypt messages between the authenticated parties.

Although most people associate TSL/SSL with browsing the Internet more securely, there are many other functions the protocols can perform, each of which contributes to Trustworthy Identification. In the case of Fabrikam, for instance, the company shares updated manufacturing records with its clients on a regular basis. Because these plans are highly confidential, Fabrikam needs to be able to transfer that information safely and securely. Located in one of its Microsoft SQL Server™ 2000 databases, the company can encrypt this information as it is directly to a client database and thereby ensure its integrity.

Conclusion 

Online threats continue to evolve as attackers and hackers become more knowledgeable. Trustworthy Identification is imperative to maintain and improve the security of the enterprise. As one component of an overarching Access Control strategy, Trustworthy Identification seeks to help organizations create trust-based relationships that they have confidence in. 

Even as threats evolve, so does Microsoft. Microsoft continues to make security a top priority. From Windows Vista forward, Trustworthy Identification—as part of the overarching Access Control strategy—will form an integral part of the Windows operating system. 
Next Steps:

1. Assess your organization’s current infrastructure, including the current and likely challenges relating to Trustworthy ID. Consider access control challenges for applications, network access, information, and hosts.

2. Based on the challenges, determine the overall access control priorities. What are the largest risks facing your organization?

3. Establish the goals and priorities for Trustworthy ID. Through a coherent strategy that addresses an organization’s risks, you can better evaluate the feasibility of each technology and determine the return on investment for each initiative.

4. Deploy Trustworthy ID technologies in a phased approach to minimize impact to IT staff and users. Anticipate support needs for end users and prepare documentation to guide them.

Additional Resources:

· The Access Control Strategy Series of white papers can help you understand the primary components of access control technologies. Other papers in the series include:

· System Integrity – securing computers at the system level.
· Access Policy Management – Automating access based on organization policies for users, computers, and applications.
· Information Protection – securing information on networks, mobile devices, laptops, and when distributed outside the firewall.
· Compliance – how access control can help ease compliance with regulations.
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