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Introduction to Branch Deployment of ISA Server 2004 Enterprise Edition
Microsoft Internet Security and Acceleration (ISA) Server 2004

Introduction
You can install Microsoft® Internet Security and Acceleration (ISA) Server 2004 Enterprise Edition in variations of topologies. When you configure a branch, there are two basic configuration options that you must consider:

· The nature of the domain relationship between the branch office and the main office. The branch may be in the same domain as the main office, in a child domain, in a separate domain with trust between the domains, or in a workgroup.

· The kind of connectivity that exists between the branch office and the main office before you install ISA Server in the branch. ISA Server provides secure site-to-site virtual private networking functionality between the branch and main offices. However, that functionality cannot be provided to the branch before ISA Server is installed. Options for providing initial connectivity are discussed in this document.

Branch Deployment

In deploying ISA Server in a branch, you must consider the general scenario, the topology of your ISA Server deployment, and how to establish connectivity with the main office.
Notes
· We recommend that wherever possible, the Configuration Storage server and ISA Server services be installed on separate computers, so that the Configuration Storage server can be behind the computer running ISA Server services. General deployment recommendations for ISA Server Enterprise Edition are provided in the document Deployment Guidelines for ISA Server 2004 Enterprise Edition, at the ISA Server 2004 Guidance Web site (http://www.microsoft.com).
· When you install Windows Server 2003 Service Pack 1 (SP1) on a Configuration Storage server, it automatically enables the Windows Firewall. Disable the Windows Firewall on your Configuration Storage servers immediately after installing SP1, because it will prevent communication between ISA Server array members and the Configuration Storage servers.
· Any user that has administrative rights on a computer hosting a Configuration Storage server is able to directly modify ADAM on the computer. Therefore, from a security point of view, that user has the same rights as an ISA Server Enterprise Administrator. A user that is an ISA Server array administrator is also a local administrator on the computer or computers running ISA Server services. If one of those computers also hosts a Configuration Storage server, that array administrator should be viewed (from a security point of view) as having ISA Server enterprise administrator rights.
· You may want to install ISA Server in a workgroup. Workgroup scenarios are covered in the document ISA Server 2004 Enterprise Edition in a Workgroup, at the ISA Server 2004 Guidance Web site (http://www.microsoft.com).
· You can use Windows authentication for replication of Configuration Storage servers that are in separate domains, as long as there is a trust relationship between the forests of the domains. Otherwise, use certificate authentication, which is described in the document ISA Server 2004 Enterprise Edition in a Workgroup, at the ISA Server 2004 Guidance Web site (http://www.microsoft.com). If you attempt to use Windows authentication for replication of a Configuration Storage server that is in an untrusted domain, the installation will fail.
· A detailed description of how to deploy a hub and spoke or mesh virtual private network (VPN) configuration is provided in the document Virtual Private Network Deployment Scenarios in ISA Server 2004 Enterprise Edition, at the ISA Server 2004 Guidance Web site (http://www.microsoft.com).

ISA Server Deployment

A Configuration Storage server is a server on which the configuration for all the arrays in the enterprise is stored. The Configuration Storage server uses Active Directory® Application Mode (ADAM) for storage. When you install the Configuration Storage server, you also automatically install ADAM on the computer. When you configure arrays in the enterprise, you are changing the information in the Configuration Storage server. At a later time, the ISA Server 2004 Enterprise Edition computers will access the Configuration Storage server to check whether there is any configuration change, and update their local storage (registry based) to reflect the recent changes in the enterprise.

Each enterprise requires at least one Configuration Storage server. Additional replicate Configuration Storage servers provide fault tolerance and preserve connectivity where site-to-site VPN connections are used. We recommend that you install a replicate Configuration Storage server in each branch that is a key data center, and in each branch that connects to other offices using a site-to-site VPN connection. This will allow continued full functioning of ISA Server in the event that connectivity is interrupted.

Note that slow communication links may affect Configuration Storage server replication. For more on how to manage Configuration Storage server replication, see the ISA Server Deployment Guidelines at the ISA Server 2004 Guidance Web site (http://www.micrsosoft.com).
When you install ISA Server services, the installation requires access to a domain controller, so that ISA Server can authenticate itself with the Configuration Storage server, and a DNS server, so that the fully qualified domain name of the Configuration Storage server and the name of the domain controller can be resolved. Because installation of ISA Server services will end an initial Routing and Remote access VPN connection, a branch installation scenario that relies on such a connection requires a local domain controller and DNS server to enable the installation to succeed.
Connectivity

When you have completed your deployment, branch connectivity can be handled by the VPN site-to-site functionality of ISA Server. However, to install ISA Server in a branch, you require connectivity to the main office. This document describes several means of establishing initial connectivity between the branch and the main offices before ISA Server is installed in the branch office:

· Installing a temporary, new ISA Server enterprise in the branch. This is described in Using a Temporary Enterprise to Establish Branch Connectivity in this document.

· Using Routing and Remote Access on a separate computer running Microsoft Windows Server™ 2003 to establish VPN site-to-site connectivity. This is described in Branch Connectivity Using Routing and Remote Access in this document.

· Publishing ISA Server storage to the Internet (specifying that access will be allowed only to the necessary computer in the branch), so that ISA Server storage and an array can be installed, after which a site-to-site connection can be established. This is described in Connecting to the Headquarters Configuration Storage Server Using Server Publishing in this document.
· Configuring a replicate Configuration Storage server in the main office, and then shipping it to the branch office. Using the configuration on the replicate server, you can then install ISA Server services on a computer in the branch office, and use it to establish site-to-site VPN connectivity with the main office. This is described in Configuring the Configuration Storage Server Locally and Shipping to a Branch in this document.
About This Document

There are many procedures that are common to the different branch scenarios. Therefore, the solution for each scenario is presented in a walk-through, as a concise series of steps, and the detailed procedures for the steps are provided in Appendix A: Procedures in this document. Similarly, because you may use one of several methods to establish initial branch connectivity, those methods are provided in Appendix B: Branch Connectivity Options in this document.

Scenarios
Four scenarios are presented in this document:

· Installing Internet Security and Acceleration (ISA) Server in a branch array, where both the main and branch arrays are in the same domain or in a child domain. This is developed in the Single Domain/Child Domain Solution—Walk-through in this document.

· Installing ISA Server in a branch array, where the main and branch arrays are in different domains/forests. This is developed in the Separate Domain Solution—Walk-through in this document. 

· Installing ISA Server in a branch where there is one server that functions as the domain controller for the branch, and one other server is available. The domain controller hosts the ISA Server Configuration Storage server and the remaining server runs ISA Server services. This is developed in the Dual Server Solution—Walk-through in this document.

· Installing ISA Server in a branch where there is one server that functions as the domain controller for the branch, and also hosts the ISA Server Configuration Storage server and ISA Server services. This is developed in the Single Server Solution—Walk-through in this document. 

Solutions
A solution is provided for each of the scenarios:

· Single Domain/Child Domain Solution—Walk-through
· Separate Domain Solution—Walk-through
· Dual Server Solution—Walk-through
· Single Server Solution—Walk-through
For detailed procedures that are common to all solutions, see Appendix A: Procedures in this document.
Single Domain/Child Domain Solution—Walk-through
In the single domain/child domain scenario, the branch domain is a child domain to the domain of the main office. A child domain is a domain located in the namespace tree directly beneath another domain (the parent domain). For example, example.fabrikam.com would be a child domain of the parent domain fabrikam.com. 

In this scenario, Internet Security and Acceleration (ISA) Server 2004 is installed in a branch array, where both the main and branch arrays are in the same domain or in a child domain. This walk-through provides information that is specific to the single domain/child domain scenario, with hyperlinks to procedures in Appendix A in this document and to branch connectivity options in Appendix B in this document.
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To configure the scenario, follow these steps:
1. Establish connectivity from the branch to the main office using one of the methods in Appendix B: Branch Connectivity Options.

2. Create the child domain, following the procedure in Creating a New Child Domain.

3. Install the main office Configuration Storage server, following the procedure in Installing the Configuration Storage Server.

4. Install the first array in the main office, following the procedure in Creating an ISA Server Array.

5. On the main array, create a virtual private network (VPN) representing the branch, following the procedure in Creating a VPN in ISA Server.

6. Make sure all servers in the branch which must communicate with servers in the main office, such as the domain controller, are able to connect to the main office through the VPN connection. It may be necessary to set the default gateway of the branch to be the internal IP address of the computer or device that is providing the VPN connection.

7. Install the replicate Configuration Storage server on a computer in the branch network, following the procedure in Installing the Configuration Storage Server. When you connect to the main Configuration Storage server and provide credentials, be sure to provide the domain name and user name of a user with permissions that allow connection to that server, such as the enterprise administrator.

8. Install the branch ISA Server array as described in Creating an ISA Server Array. 
9. On the branch array, create a VPN representing the main office, following the procedure in Creating a VPN in ISA Server. Ensure that the servers in the branch now use the ISA Server array as their default gateway.
10. Create enterprise-level access rules that allow the necessary communication between branches, as described in Creating Enterprise Policy for Branch Communication.
Separate Domain Solution—Walk-through
In the separate domain scenario, the branch domain is in a different domain than the main office. The two domains are in two forests that are not joined by a forest trust. When you have two Configuration Storage servers in two separate forests, you will have to establish two-way transitive trust between the two forests (not only trust between the two domains). Also, the two forests must have Windows 2003 functional level, and each domain controller must include the global catalog. These requirements will allow the Kerberos authentication required for replication. The procedure for creating forest trust is provided in Establishing External Trust Between Two Forests. 
This procedure assumes that the two domains already exist, in two separate forests that are not joined by a forest trust.
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To configure the scenario, follow these steps:
11. Establish connectivity from the branch to the main office using one of the methods in Appendix B: Branch Connectivity Options.

12. Establish trust between the two forests, following the procedure in Establishing External Trust Between Two Forests. 
13. Ensure that the domain controller in each domain has the global catalog enabled. The procedure for enabling the global catalog is provided in Enabling the Global Catalog.
14. Install the main office Configuration Storage server, following the procedure in Installing the Configuration Storage Server.

15. Install the first array in the main office, following the procedure in Creating an ISA Server Array.

16. On the main array, create a virtual private network (VPN) representing the branch, following the procedure in Creating a VPN in ISA Server.

17. Make sure all servers in the branch that must communicate with servers in the main office, such as the domain controller, are able to connect to the main office through the VPN connection. It may be necessary to set the default gateway of the branch to be the internal IP address of the computer or device that is providing the VPN connection.

18. Install the replicate Configuration Storage server on a computer in the branch network, following the procedure in Installing the Configuration Storage Server. When you connect to the main Configuration Storage server and provide credentials, be sure to provide the domain name and user name of a user with permissions that allow connection to that server, such as the enterprise administrator.

19. Install the branch ISA Server array as described in Creating an ISA Server Array. 
20. On the branch array, create a VPN representing the main office, following the procedure in Creating a VPN in ISA Server. Ensure that the servers in the branch now use the ISA Server array as their default gateway.
21. Create enterprise-level access rules that allow the necessary communication between branches, as described in Creating Enterprise Policy for Branch Communication.
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Note

If a Remote Authentication Dial-In User Service (RADIUS) server and the ISA Server computer are in different domains (or if one is in a workgroup), user mapping is supported only for Password Authentication Protocol (PAP) and Shiva Password Authentication Protocol (SPAP) authentication methods. Do not use user mapping if any other authentication method is configured.

Dual Server Solution—Walk-through
In the dual server scenario you have two servers in a branch. One of the servers is the domain controller for the branch. The domain controller will host the Configuration Storage server and the remaining server will run ISA Server services. The dual server scenario has an advantage over the single server scenario, in that it enables you to place the Configuration Storage server on a separate computer, behind the computer running ISA Server services (the firewall).
This procedure guides you through the installation of the Configuration Storage server on a domain controller behind a computer running ISA Server services.
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Note

While you can install a Configuration Storage server on a domain controller, we do not recommend that you promote an existing Configuration Storage server to become a domain controller. Doing so may affect the ability of the Configuration Storage server to authenticate itself to the computer running ISA Server services.
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To configure the scenario, follow these steps:
22. Establish connectivity from the branch to the main office using one of the methods in Appendix B: Branch Connectivity Options. 
23. If the two offices are in the same domain/forest, skip this step. If the branch office is in a separate domain from the main office, establish trust between the two forests, following the procedure in Establishing External Trust Between Two Forests.
24. If the branch office is in a separate domain from the main office, ensure that the domain controller in each domain has the global catalog enabled. The procedure for enabling the global catalog is provided in Enabling the Global Catalog.
25. Install the main office Configuration Storage server, following the procedure in Installing the Configuration Storage Server.

26. Install the first array in the main office, following the procedure in Creating an ISA Server Array.

27. On the main array, create a virtual private network (VPN) representing the branch, following the procedure in Creating a VPN in ISA Server.

28. Make sure that the domain controller is able to connect to the main office through the VPN connection. It may be necessary to set the default gateway of the branch to be the internal IP address of the computer or device that is providing the VPN connection.

29. Install the replicate Configuration Storage server on the domain controller in the branch, following the procedure in Installing ISA Server on a Domain Controller. When you connect to the main Configuration Storage server and provide credentials, be sure to provide the domain name and user name of a user with permissions that allow connection to that server, such as the enterprise administrator.
30. On the computer that will run ISA Server services, create the array branch on the second computer, following the procedure in Creating an ISA Server Array.
31. On the branch array, create a VPN representing the main office, following the procedure in Creating a VPN in ISA Server. Ensure that the servers in the branch now use the ISA Server array as their default gateway.
32. Create enterprise-level access rules that allow the necessary communication between branches, as described in Creating Enterprise Policy for Branch Communication.

Single Server Solution—Walk-through
In the single server scenario, the branch domain is in the same domain as the main office. To conserve hardware and management costs, the server that hosts the branch domain controller will also host the ISA Server Configuration Storage server and ISA Server services.

This procedure guides you through the installation of the Configuration Storage server and ISA Server services on an Active Directory domain controller.
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To configure the scenario, follow these steps:
33. Establish connectivity from the branch office to the main office using one of the methods in Appendix B: Branch Connectivity Options. In the single server scenario, it is likely that you will create an initial virtual private network (VPN) connection using Routing and Remote Access, or connect to the main Configuration Storage server through server publishing.
34. If the two offices are in the same domain, skip this step. If the branch office is in a separate domain from the main office, establish trust between the two forests, following the procedure in Establishing External Trust Between Two Forests. 

35. If the branch office is in a separate domain from the main office, ensure that the domain controller in each domain has the global catalog enabled. The procedure for enabling the global catalog is provided in Enabling the Global Catalog.

36. Install the main office Configuration Storage server, following the procedure in Installing the Configuration Storage Server.

37. Install the first array in the main office, following the procedure in Creating an ISA Server Array.

38. On the main array, create a VPN representing the branch, following the procedure in Creating a VPN in ISA Server.

39. Make sure that the domain controller is able to connect to the main office through the VPN connection. It may be necessary to set the default gateway of the branch to be the internal IP address of the computer or device that is providing the VPN connection.

40. Install the replicate Configuration Storage server on the domain controller in the branch, following the procedure in Installing ISA Server on a Domain Controller. After you have installed the Configuration Storage server, install ISA Server services on the Domain Controller, following the procedure in Modifying an ISA Server Installation. When you connect to the main Configuration Storage server and provide credentials, be sure to provide the domain name and user name of a user with permissions that allow connection to that server, such as the enterprise administrator.
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Note

If you install the Configuration Storage server and ISA Server services simultaneously, the setup process will restart the Routing and Remote Access service. If your initial VPN connection was established using Routing and Remote Access, this will prevent completion of the Configuration Storage server installation. For this reason, we recommend that you first install the Configuration Storage server, and then run setup again to install ISA Server services.

41. On the branch array, create a VPN representing the main office, following the procedure in Creating a VPN in ISA Server. Ensure that the servers in the branch now use the ISA Server array as their default gateway.
42. Create enterprise-level access rules that allow the necessary communication between branches, as described in Creating Enterprise Policy for Branch Communication.
Appendix A: Procedures
This appendix contains the following procedures used in the solutions provided in this document:
· Installing the Configuration Storage Server
· Creating an Enterprise Network
· Installing the Configuration Storage Server and ISA Server Services on a Single Computer
· Installing ISA Server on a Domain Controller
· Creating a VPN in ISA Server
· Creating a Network
· Creating a Network Rule
· Creating an ISA Server Array
· Adding Servers to the ISA Server Array
· Creating Enterprise Policy for Branch Communication
· Creating an Access Rule
· Connecting ISA Server Management
· Creating a Protocol Definition
· Creating a Server Publishing Rule
· Creating a New Computer Set
· Creating a New Network Set
· Changing the Configuration Storage Server for an Array
· Creating a New Child Domain
· Establishing External Trust Between Two Domains
· Creating and Restoring a Backup File
Installing the Configuration Storage Server

The Configuration Storage server stores the configuration information for all of the arrays in the enterprise. This procedure describes how to install the Configuration Storage server. Perform this procedure on the computer that you have designated as a Configuration Storage server.
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Note

The Configuration Storage server must be configured to use the internal (or associated) network adapter of the Microsoft Internet Security and Acceleration (ISA) Server computer (or the virtual Internet Protocol (IP) address of the ISA Server firewall array, if Network Load Balancing (NLB) is configured) as a default gateway.
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To install a Configuration Storage server, follow these steps:
43. On the computer that the Configuration Storage server is to be installed, log on to the domain as an enterprise administrator.

44. Insert the ISA Server CD into the CD drive, or run ISAAutorun.exe from the shared network drive. 

45. In Microsoft ISA Server Setup, click Install ISA Server. 

46. After the setup program prompts that it has completed determining the system configuration, on the Welcome page, click Next. 

47. If you accept the terms and conditions stated in the user license agreement, click I accept the terms in the license agreement, and then click Next. 

48. Type your customer details, and then click Next. 

49. On the Setup Scenarios page, select Install Configuration Storage Server, and then click Next.

50. On the Component Selection page, you can review the settings, and then click Next.

51. On the Enterprise Membership page, select Create a New Enterprise if you are creating a new enterprise, or Create a replica of the enterprise configuration if you are creating a replicate Configuration Storage server. Click Next. Do one of the following:
a. If you are creating a new enterprise, on the New Enterprise Warning page, click Next. This page warns you not to install more than one enterprise. Because you are creating a new enterprise, you can ignore the warning. On the Create a New Enterprise page, provide a name for the enterprise. Optional: provide a description of the enterprise. Click Next.

b. If you are creating a replica of the enterprise configuration, on the Locate Configuration Storage Server page, provide the fully qualified domain name of the Configuration Storage server that you want to replicate, or click Browse to locate the server on the network. Click Next.

52. If you are creating a replicate Configuration Storage server, the next wizard page will be the ISA Server Configuration Replicate Source page. This page provides options for the initial ISA Server replication, which may take a long time over a slow link. If you are replicating over a slow link, you may want to choose to replicate from a Windows backup file. For information about creating a backup file, see Creating and Restoring a Backup File
 in this document. Click Next.
53. On the Enterprise Deployment Environment page, you have the option of installing a digital certificate to enable encrypted communication between the Configuration Storage server and the ISA Server firewall computers. All communication between firewall computers and Configuration Storage servers in a single domain is encrypted. We recommend that you use this option when your ISA Server firewall computers are not in the same domain as your Configuration Storage server, or if the firewall computers are in a workgroup. Click Next.
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Note

For information about installing digital certificates, see Digital Certificates for ISA Server 2004 (http://www.microsoft.com).
The server certificate must be installed under the Service account, for the service called ISASTGCTRL. The name on the server has to match the fully qualified domain name of the Configuration Storage server.

54. On the Ready to Install the Program page, click Install to begin the installation.

55. After the installation is complete, click Finish. 
After you have installed the Configuration Storage server, you may want to create an enterprise network. For instructions, see Creating an Enterprise Network in this document.
Creating an Enterprise Network

As enterprise administrator, you should define enterprise networks. This will enable you to create access rules on the enterprise level. Referring to the enterprise networks will enable your array administrators to define array networks, to easily create rules for networks throughout the enterprise, and to assist spoof detection through the proper definition of networks.

The following procedure will create an enterprise network that will include all of the IP addresses of the main and branch Internal networks.
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To create an enterprise network, follow these steps:
56. On the Configuration Storage server, expand the Enterprise node, and click Enterprise Networks.

57. In the task pane, on the Tasks tab, click Create a New Network to start the New Network Wizard.

58. In Network Name, provide a name for the new network, such as Internal, and then click Next.

59. On the Network Addresses page, click Add Range to open the IP Address Range Properties dialog box. In Start address, type the low end of the IP address range, such as 10.1.0.0, and in End address, type the high end of the IP address range, such as 10.2.255.255, and then click OK. This range of IP addresses will cover all of the internal IP addresses for the main and branch arrays. On the Network Addresses page, click Next.

60. On the summary page, review the properties of the enterprise network you are creating, and then click Finish.
Installing the Configuration Storage Server and ISA Server Services on a Single Computer
You can install the Configuration Storage server and ISA Server services on a single computer. 
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Important

If you install the Configuration Storage server and ISA Server services simultaneously, the setup process will restart the Routing and Remote Access service. If your initial VPN connection was established using Routing and Remote Access, this will prevent completion of the Configuration Storage server installation. For this reason, if your initial CPN connection was established using Routing and Remote Access, we recommend that you first install the Configuration Storage server, and then install ISA Server services as described in Modifying an ISA Server Installation.
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To install the Configuration Storage server and ISA Server services on a single computer, follow these steps:
61. On the target computer, log on to the domain as an enterprise administrator.

62. Insert the ISA Server CD into the CD drive, or run ISAAutorun.exe from the shared network drive. 

63. In Microsoft ISA Server Setup, click Install ISA Server. 

64. After the setup program prompts that it has completed determining the system configuration, on the Welcome page, click Next. 

65. If you accept the terms and conditions stated in the user license agreement, click I accept the terms in the license agreement, and then click Next. 

66. Type your customer details, and then click Next. 

67. On the Setup Scenarios page, select Install both ISA Server services and Configuration Storage server, and then click Next.

68. On the Component Selection page, you can review the settings, and then click Next.

69. On the Enterprise Membership page, select Create a New Enterprise if you are creating a new enterprise, or Create a replica of the enterprise configuration if you are creating a replicate Configuration Storage server. Click Next. Do one of the following:
c. If you are creating a new enterprise, on the New Enterprise Warning page, click Next. This page warns you not to install more than one enterprise. Because you are creating a new enterprise, you can ignore the warning. On the Create a New Enterprise page, provide a name for the enterprise. Optional: provide a description of the enterprise. Click Next.

d. If you are creating a replica of the enterprise configuration, on the Locate Configuration Storage Server page, provide the fully qualified domain name of the Configuration Storage server that you want to replicate, or click Browse to locate the server on the network. Click Next.

70. If you are creating a replicate Configuration Storage server, the next wizard page will be the ISA Server Configuration Replicate Source page. This page provides options for the initial ISA Server replication, which may take a long time over a slow link. If you are replicating over a slow link, you may want to choose to replicate from a Windows backup file. For information about creating a backup file, see Creating and Restoring a Backup File
 in this document. Click Next.
71. On the Internal Network page, specify the IP address range that will constitute the Internal network for this array. Select Add, and then click Add Adapter to define the Internal network with the IP addresses associated with the internal network adapter. Click Next.

72. On the Firewall Client Connection Settings page, you can select which Firewall clients will be allowed to connect. Click Next.

73. On the Services Warning page, read the warning, and then click Next.

74. On the Ready to Install the Program page, click Install to begin the installation.

75. After the installation is complete, select Invoke ISA Server Management when the wizard closes, and then click Finish.

76. You will be prompted to restart the computer. Click Yes to restart the computer.
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Note

If you want to create an ISA Server array in a workgroup and have it use the Configuration Storage server of the combined server, you must install a certificate on the combined server. The name on the server has to match the fully qualified domain name of the Configuration Storage server. The procedures for installing a certificate and configuring ISA Server to use the certificate are provided in the document ISA Server 2004 Enterprise Edition in a Workgroup, at the ISA Server 2004 Guidance Web site (http://www.microsoft.com).

Installing ISA Server on a Domain Controller
You can install the Configuration Storage server, or both the Configuration Storage server and ISA Server services on a domain controller.
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Note

You can run the Configuration Storage server using the credentials of a user in the Domain Admins group (a domain administrator). However, for the most secure configuration, we recommend that you provide the credentials of a user who is not a domain administrator. If you do so, you must perform these steps to ensure that the user has the permissions required by the service. All of these steps take place when logged on as a local administrator on the domain controller, who is by default a domain administrator. Running the Configuration Storage server on a domain controller under the Network Service account is not supported.
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To install the Configuration Storage server, or both the Configuration Storage server and ISA Server services on a domain controller, follow these steps:
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Important

If you install the Configuration Storage server and ISA Server services simultaneously, the setup process will restart the Routing and Remote Access service. If your initial VPN connection was established using Routing and Remote Access, this will prevent completion of the Configuration Storage server installation. For this reason, we recommend that you first install the Configuration Storage server as described in this procedure, and then install ISA Server services as described in Modifying an ISA Server Installation.

77. On the target computer, log on to the domain as an enterprise administrator.

78. Insert the ISA Server CD into the CD drive, or run ISAAutorun.exe from the shared network drive. 

79. In Microsoft ISA Server Setup, click Install ISA Server. 

80. After the setup program prompts that it has completed determining the system configuration, on the Welcome page, click Next. 

81. If you accept the terms and conditions stated in the user license agreement, click I accept the terms in the license agreement, and then click Next. 

82. Type your customer details, and then click Next. 

83. On the Setup Scenarios page, do one of the following:

· If you want to install ISA Server services and the Configuration Storage server, select Install both ISA Server services and Configuration Storage server, and then click Next.
· If you want to install only the Configuration Storage server, select Install Configuration Storage Server, and then click Next.
84. On the Component Selection page, you can review the settings, and then click Next.

85. On the Enterprise Membership page, select Create a New Enterprise if you are creating a new enterprise, or Create a replica of the enterprise configuration if you are creating a replicate Configuration Storage server. Click Next. Do one of the following:
e. If you are creating a new enterprise, on the New Enterprise Warning page, click Next. This page warns you not to install more than one enterprise. Because you are creating a new enterprise, you can ignore the warning. On the Create a New Enterprise page, provide a name for the enterprise. Optional: provide a description of the enterprise. Click Next.

f. If you are creating a replica of the enterprise configuration, on the Locate Configuration Storage Server page, provide the fully qualified domain name of the Configuration Storage server that you want to replicate, or click Browse to locate the server on the network. Click Next.

86. If you are creating a replicate Configuration Storage server, the next wizard page will be the ISA Server Configuration Replicate Source page. This page provides options for the initial ISA Server replication, which may take a long time over a slow link. If you are replicating over a slow link, you may want to choose to replicate from a Windows backup file. For information about creating a backup file, see Creating and Restoring a Backup File in this document. Click Next.
87. On the Enterprise Deployment Environment page, you have the option of installing a digital certificate to enable encrypted communication between the Configuration Storage server and the ISA Server firewall computers. All communication between firewall computers and Configuration Storage servers in a single domain is encrypted. We recommend that you use this option when your ISA Server firewall computers are not in the same domain as your Configuration Storage server, or if the firewall computers are in a workgroup. Click Next.
88. If you are installing ISA Server services, the next page will be the Internal Network page. Specify the IP address range that will constitute the Internal network for this array. Select Add, and then click Add Adapter to define the Internal network with the IP addresses associated with the internal network adapter. Click Next.

89. If you are installing ISA Server services, the next page will be the Firewall Client Connection Settings page. On this page you can select which Firewall clients will be allowed to connect. Click Next.

90. If you are installing ISA Server services, the next page will be the Services Warning page. Read the warning, and then click Next.
91. Because you are installing on a domain controller, you will see the Configuration Storage Server Service Account page. Provide the credentials of the user who is not a domain administrator.
92. On the Ready to Install the Program page, click Install to begin the installation.

93. After the installation is complete, select Invoke ISA Server Management when the wizard closes, and then click Finish.

94. You will be prompted to restart the computer. Click Yes to restart the computer.
95. After installation, log on to the Configuration Storage server as a domain administrator. 
96. Open a command prompt, click Start, click Run, and type cmd.
97. In the Program Files\Microsoft ISA Server\ADAMData folder, locate the dnsdomain.bat file. dnsdomain is the DNS domain name of the computer on which ADAM is running. 
98. Type dnsdomain to run the file.
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Note

The dnsdomain.bat file appears in the directory approximately one minute after ADAM installation is complete.

Modifying an ISA Server Installation
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To modify an ISA Server installation, follow these steps:

99. On Windows Server 2003 computers, click Start, click Control Panel, and then double-click Add/Remove Programs. 

100. In Microsoft Internet Security and Acceleration Server Setup, click Change/Remove. 

101. On the Welcome page, click Next. 

102. On the Program Maintenance page, select Modify. 

103. On the Component Selection page, in Click on an icon in the list below, choose one or more of the following: 

g. Firewall Services. If you select this option, all the ISA Server services will be installed. 

h. ISA Server Management. If you select this option, the management console used to centrally manage ISA Server will be installed. 

i. Firewall Client Installation Share. If you select this option, a folder with all the files necessary to install the Firewall Client software will be created on the ISA Server computer. The folder will be shared to the Everyone group, thereby allowing anyone access to install the software. 

j. Message Screener. If you select this option, the Message Screener will be installed. This component must be installed on an SMTP server, which is typically not your ISA Server computer. 

104. Click Next. Then, click Install to begin the installation. 
Creating a VPN in ISA Server
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To create a virtual private network (VPN) in ISA Server using the Point-to-Point Tunneling Protocol (PPTP), follow these steps:
105. Open ISA Server Management.
106. Expand the main array node.
107. In the console tree, select Virtual Private Networks (VPN).

108. In the details pane, select the Remote Sites tab.

109. In the task pane, on the Tasks tab, click Add Remote Site Network to start the New Network Wizard.
110. On the Welcome page, provide a name for the new network, and then click Next.

111. On the VPN Protocol page, select Point-to-Point Tunneling Protocol (PPTP), and then click Next. 

112. On the Remote Site Gateway page, supply the name or IP address for the remote VPN server, and then click Next. 

113. On the Remote Authentication page, you can select to allow outgoing connections from the local site to the remote site. If you enable this option, you must provide a user name, domain, and password for the connection. If you do not enable this option, you will not be able to establish outgoing connections to the remote VPN site, although you will be able to accept connections from that site. Click Next.

114. On the Network Addresses page, click Add Range and add the address ranges of the remote network, or click Add Network to select the enterprise networks included in the remote network. You can obtain this information from the administrator of the remote network. After you add the address ranges, on the Network Addresses page, click Next.

115. On the summary page, review the configuration, and then click Finish.

116. In the ISA Server details pane, click Apply to apply the changes to ISA Server.
After you create a VPN site-to-site network, you must create the appropriate firewall policy to allow and control access between the branch and main offices. For a description, see the document Site-to-Site VPN in ISA Server 2004 Enterprise Edition, at the ISA Server 2004 Guidance Web site (http://www.microsoft.com). This document also provides instructions on how to create a VPN using Layer Two Tunneling Protocol (L2TP) and IP Security (IPsec) Tunneling.
Creating a Network
From an ISA Server perspective, a network is a rule element that can contain one or more ranges of Internet Protocol (IP) addresses. Networks include one or more computers, typically corresponding to a physical network. You can apply rules to one or more networks, or to all addresses except those in the specified network.
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To create a new network, follow these steps:
117. Open Microsoft ISA Server Management, expand the ISA Server array node, expand Configuration, and click Networks. 

118. In the details pane, select the Networks tab.

119. In the task pane, on the Tasks tab, click Create a New Network.

120. On the Welcome page, type a name for the network, and click Next.

121. On the Network Type page, select a network type, and click Next.

122. On the Network Addresses page, click Add Adapter to open the Select Network Adapters dialog box. Select the network adapter that connects the ISA Server computer to the appropriate network. Click OK, and click Next. Or, you can click Add Network to select the enterprise networks to be included in this array network.

123. On the Completing the New Network Wizard page, review the settings, and click Finish.

Creating a Network Rule
Network rules determine whether there is a relationship between two network entities, and what type of relationship is defined.
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To create a new network rule, follow these steps:

124. In Microsoft ISA Server Management, expand the ISA Server array node, expand Configuration, and then select Networks.

125. In the details pane, click the Network Rules tab. In the task pane, on the Tasks tab, click Create a Network Rule to start the New Network Rule Wizard.

126. On the Welcome page of the wizard, enter the name for the network rule, and then click Next.

127. On the Network Traffic Sources page, click Add to open the Add Network Entities dialog box, expand Networks, select the specific source network, click Add, and then click Close. On the Network Traffic Sources page, click Next.

128. On the Network Traffic Destinations page, click Add to open the Add Network Entities dialog box, expand Networks, select the destination network, click Add, and then click Close. On the Network Traffic Destinations page, click Next.

129. On the Network Relationship page, select either a Network Address Translation (NAT) relationship, or a Route relationship, and then click Next.

130. Review the information on the wizard summary page, and then click Finish.

131. In the ISA Server details pane, click Apply to apply the new network rule.

Creating an ISA Server Array

You can configure an ISA Server array on the Configuration Storage server. This will be an empty array, for which you can configure enterprise policy. The enterprise or array administrator can then add servers to the array. Alternatively, the array can be created on the first array server, and other servers can then be added. 
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To create an ISA Server array, follow these steps:
132. On the Configuration Storage server, open ISA Server Management.

133. In the ISA Server Management console tree, click Arrays. In the task pane, on the Tasks tab, click Create New Array to start the New Array Wizard.

134. On the Welcome page, provide a name for the new array, such as Main, and then click Next.

135. On the Array DNS Name page, provide the Domain Name System (DNS) name of the array. This is the name that Firewall clients and Web client will use to connect to the array. Click Next.

136. On the Array Enterprise Policy Page, from the drop-down menu, select the enterprise policy that will be applied to the new array, and then click Next.

137. On the Array Policy Rule Types page, select the types of rules that the array administrator is allowed to make, and then click Next.

138. On the summary page, review the array configuration, and then click Finish. When the progress bar indicates that the array has been created, click OK.

139. After the array has been created, you can assign array administrator privileges to the Main array. In ISA Server Management, right-click the name of the array and select Properties.

140. On the Assign Roles tab, click Add. Add the appropriate user or group. From the drop-down Role menu, select ISA Server Array Administrator, and then click OK. 

141. Click OK to close the properties page. 

142.  In the Firewall Policy details pane, click Apply to apply the changes.

Adding Servers to the ISA Server Array
Now that you have created an array, you can add ISA Server computers to the array. Perform this procedure for each computer you want to add to the array.
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To add servers to the ISA Server array, follow these steps:
143. Log on to the domain using the credentials of the array administrator.

144. Insert the ISA Server CD into the CD drive, or run ISAAutorun.exe from the shared network drive. 

145. In Microsoft ISA Server Setup, click Install ISA Server. 

146. After the setup program prompts that it has completed determining the system configuration, on the Welcome page, click Next. 

147. If you accept the terms and conditions stated in the user license agreement, click I accept the terms in the license agreement, and then click Next. 

148. Type your customer details, and then click Next. 

149. On the Setup Scenarios page, select Firewall Server Components, and then click Next.

150. On the Component Selection page, you can review the settings, and then click Next.

151. On the Locate Configuration Storage Server page, specify the Configuration Storage server to which this computer will connect. You can click Browse to locate the Configuration Storage server. Note that the name you use to refer to the Configuration Storage server is its name on the network, and not the enterprise name. On this page, you must provide the credentials of an enterprise or array administrator, to connect to the Configuration Storage server. This user must be recognized by the Configuration Storage server, either as a domain user, or a local user on the Configuration Storage server. Click Next.

152. On the Array Membership page, select Join an Existing Array, and then click Next.

153. On the Join an Existing Array page, provide the name of the array. You can also click Browse to open the Arrays to join dialog box, and select the array from the list. Click Next.

154. On the Configuration Storage Server Authentication Options page, select the authentication type that will be used for connections between the ISA Server computer and the Configuration Storage server. Because the firewall array and the Configuration Storage server are in the same domain in this scenario, select Windows authentication, and then click Next.

155. This step will only take place on the first server you install in the array. On the Internal Network page, specify the IP address range that will constitute the Internal network for this array. You can map your Internal network to an enterprise network:

k. Click Add to open the Addresses dialog box.

l. Click Select to open the Select Enterprise Networks dialog box.

m. Select Internal, and then click OK.

n. In the Addresses dialog box, click OK.

o. On the Internal Network page, click Next.

Alternatively, you can select Add Adapter and define the Internal network with the IP addresses associated with the internal network adapter, rather than mapping to an enterprise network.

156. On the Firewall Client Connection Settings page, you can select which Firewall clients will be allowed to connect. Click Next.

157. On the Services Warning page, review the list of services that will be stopped or disabled during installation of ISA Server. To continue the installation, click Next.
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Note

If the domain of your server is outside the IP address range that you specified for the Internal network (the IP address range of the Internal enterprise network), you will receive a notice that the system policy of ISA Server will be configured to allow the needed Active Directory connectivity. Click Next to continue the installation.

158. Click Install. 

159. After the installation is complete, click Finish. 

160. You will be prompted to restart the computer. Click Yes to restart the computer.

Repeat this procedure for the other servers that must be installed.

Creating Enterprise Policy for Branch Communication

ISA Server provides system policy rules that allow appropriate access to computers running ISA Services that may also host a Configuration Storage server. This topic describes how to configure rules to allow access through computers running ISA Server services to computers that are running Configuration Storage server or ISA Server management. 

Create access rules on the enterprise level to ensure that critical inter-branch communication is enabled. The properties of each rule are provided here. Instructions on how to create an access rule are provided in Creating an Access Rule.
Allow replication between Configuration Storage servers

There is a system policy rule that allows replication between Configuration Storage servers, but the rule is enabled only when the Configuration Storage server is installed on the same computer with ISA Server services. If you have one or more branches where the Configuration Storage server is installed on a computer that is not running ISA Server services, this rule will not apply. To ensure that the replication can take place, perform the following steps:

161. Create an enterprise-level computer set containing the IP addresses of all of the Configuration Storage servers in the enterprise, following the procedure in Creating a New Computer Set. Refer to this as the Configuration Storage Servers computer set.
162. Following the procedure in Creating an Access Rule, create a post-array enterprise-level access rule allowing access from the Configuration Storage Servers computer set, to the  Configuration Storage Servers computer set, using these protocols:
· MS-Firewall Storage-Replication

· RPC (all interfaces)
Allow centralized remote management and monitoring
There is a system policy rule that allows centralized remote management and monitoring, but the rule is enabled only when the Configuration Storage server is installed on the same computer with ISA Server services. If you have one or more branches where the Configuration Storage server is installed on a computer that is not running ISA Server services, this rule will not apply. To ensure that the replication can take place, perform the following steps:

163. Create an enterprise-level computer set containing the IP addresses of all of the static address pools used in VPNs in the enterprise, following the procedures in Creating a New Computer Set. Refer to this as the Static Address Pools computer set.
164. Following the procedures in Creating an Access Rule, create a post-array enterprise-level access rule allowing access from the Enterprise Remote Management Computers computer set, to the Enterprise Array Servers computer set and Static Address Pools computer set on these protocols:

· Microsoft CIFS (TCP) 

· Microsoft CIFS (UDP) 

· MS Firewall Control 

· MS Firewall Storage 

· RDP (Terminal Services) 

· RPC (all interfaces)
Allow authentication services from all branches to the main office
System policy that allows authentication access to the domain controller is designed for the scenario when the domain controller is behind the ISA Server array in the Internal network of the branch. However, you may not have a domain controller in each branch, in which case, authentication access is required from one branch to another, or to the main office. To enable this communication, follow these steps:

165. If you have not done so, create an enterprise-level computer set containing the IP addresses of all of the static address pools used in VPNs in the enterprise, following the procedure in Creating a New Computer Set. Refer to this as the Static Address Pools computer set.
166. Following the procedure in Creating a New Network Set, create an enterprise-level network set containing all of the enterprise networks representing the branches (and the main office, in the hub and spoke topology). Refer to this as the Corporate Networks computer set.
167. Following the procedure in Creating an Access Rule, create a post-array enterprise-level access rule allowing access from the Corporate Networks computer set, the Static Address Pools computer set, and Local Host, to the Corporate Networks computer set on these protocols:
· DNS 

· Kerberos-Sec (TCP) 

· Kerberos-Sec (UDP) 

· LDAP (UDP)

· LDAP GC (Global Catalog)

· LDAP

· LDAPS

· LDAPS GC (Global Catalog)

· Microsoft CIFS (TCP) 

· Microsoft CIFS (UDP) 
· RPC (all interfaces) 
Creating an Access Rule

Access rules determine how clients on a source network can access resources on a destination network. This procedure describes the New Access Rule Wizard in general terms. 
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To create a new access rule, follow these steps:
168. In the Microsoft ISA Server Management console tree, select Firewall Policy.
169. In the task pane, on the Tasks tab, click Create Array Access Rule to start the New Access Rule Wizard.

170. On the Welcome page of the wizard, enter the name for the access rule. Use a descriptive name, such as Internet access for staff during work hours, and then click Next.

171. On the Rule Action page, select Allow if you are allowing access, or Deny if you are denying access, and then click Next.

172. On the Protocols page, the default setting of This rule applies to is Selected protocols. Use the Add button to add the specific protocols from the Add Protocols dialog box. Or, you can select All outbound traffic to apply the rule to all defined protocols. When you have made these selections, click Next. 

173. On the Access Rule Sources page, click Add to open the Add Network Entities dialog box, click the category for which you are creating access, select the specific object, click Add (repeat to add additional network objects), and then click Close. On the Access Rule Sources page, click Next.

174. On the Access Rule Destinations page, click Add to open the Add Network Entities dialog box, click Networks, select the External network (representing the Internet), click Add, and then click Close. On the Access Rule Destinations page, click Next.

175. On the User Sets page, if your rule applies to all users, you can leave the user set All users in place and proceed to the next page of the wizard. If the rule applies to specific users, select All users and click Remove. Then, use the Add button to open the Add Users dialog box, from which you can add the user set to which the rule applies. The Add Users dialog box also provides access to the New User Sets Wizard through the New menu item. When you have completed the user set selection, click Next.

176. Review the information on the wizard summary page, and then click Finish.

177. In the Firewall Policy details pane, click Apply to apply the new access rule. It may take a few moments for the rule to be applied. Order your access rules to match your Internet access policy. If you change the order, you will need to click Apply to apply the changes.

Connecting ISA Server Management

When your ISA Server Management console is not connected to the Configuration Storage server, you cannot view the ISA Server policy or status in the console. 
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To connect ISA Server Management to the Configuration Storage server, follow these steps:

178. Click Start, point to All Programs, point to Microsoft ISA Server, and then click ISA Server Management.
179. In the ISA Server Management console, select the top node, Microsoft Internet Security and Acceleration Server 2004.
180. In the task pane, on the Tasks tab, click Connect to Configuration Storage Server to start the Enterprise Connection Wizard. On the Welcome page, click Next.

181. On the Configuration Storage Server Location page, specify the location of the Configuration Storage server, and then click Next.

182. On the Array Connection Credentials page, select whether to use the same credentials as you are using to connect to the Configuration Storage server, or different credentials, and then click Next. If you select different credentials, the next wizard page will be Array Connection Credential Details, where you can provide the credentials for connecting to an array.

183. Review the summary page and click Finish.

Creating a Protocol Definition

If you want a rule to refer to a protocol that is not predefined in ISA Server, you must define that protocol. This procedure describes how to create a protocol definition.
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To create a protocol definition, follow these steps:

184. Click Start, point to All Programs, point to Microsoft ISA Server, and then click ISA Server Management.

185. In the ISA Server Management console, select Firewall Policy. 

186. In the task pane, on the Toolbox tab, click Protocols. 

187. Under Protocols, click New, and then click Protocol to open the New Protocol Definition Wizard. 

188. On the New Protocol Definition Wizard Welcome page, in the Protocol definition name box, type LDAPS server, and then click Next. 

189. On the Primary Connection Information page, click New. 

190. In the New/Edit Protocol Connection dialog box, in the Protocol type list, select the protocol type. For LDAPS server, this is TCP. 

191. In Direction, select the direction. For LDAPS server, this is Inbound. 

192. In From and To, type the port range. For LDAPS server, both From and To are 2172 For LDAP, the port is 2171. These are ports that are specific to LDAPS and LDAP in ISA Server 2004 Enterprise Edition.
193. Click OK to close the New/Edit Protocol Connection dialog box. 

194. On the Primary Connection Information page, click Next.

195. On the Secondary Connections page, in Do you want to use secondary connections, select No, and then click Next. If the protocol requires secondary connections, select Yes, and click New to define the secondary connection.

196. Click Finish to close the New Protocol Definition Wizard. Notice that the LDAPS server protocol definition is listed in the User-Defined folder under the Protocols menu. 

Creating a Server Publishing Rule

ISA Server uses server publishing to process incoming requests to internal servers. Server publishing rules determine how server publishing functions, essentially filtering all incoming and outgoing requests through the ISA Server computer.
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To create a server publishing rule, follow these steps:
197. In ISA Server Management, select Firewall Policy. 

198. In the task pane, on the Tasks tab, click Create New Server Publishing Rule to open the New Server Publishing Rule Wizard. 

199. On the New Server Publishing Rule Wizard Welcome page, provide a name for the rule, and then click Next. 

200. On the Select Server page, in Server IP address, type the IP address of the computer that you want to publish, such as the Configuration Storage server, and then click Next. 

201. On the Select Protocol page, from the Selected protocol drop-down list, select the protocol on which you want to publish the server, and then click Next. 

202. On the IP Addresses page, under Listen for requests from these networks, select the networks on which you want to listen for requests. For example, in a back-to-back perimeter network scenario, the front-end ISA Server computer will be communicating with the external network adapter of the back-end ISA Server computer, so select External.
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Note

You can select specific IP addresses that ISA Server will listen on. To do this, click the Address button, and then for the selected network, specify the IP addresses that ISA Server will listen on.

203. Click Next. 

204. Click Finish to close the New Server Publishing Rule Wizard. Notice that in the ISA Server Management console, in the details pane, on the Firewall Policy tab, the new rule is listed. 

205. In the details pane, click the Apply button to apply the publishing rule that is effective for the incoming traffic.
Creating a New Computer Set

When you create an access rule, you can restrict access to a set of computers, rather than allowing access to an entire network. To do so, you can click New in the Add Network Entities dialog box, and create a new computer set. Alternatively, follow this procedure to create a new computer set:
206. In the console tree of ISA Server Management, click Enterprise Policies (for enterprise-level computer sets) or Firewall Policy (for array-level computer sets).

207. In the task pane, on the Toolbox tab, click Network Objects. 

208. On the toolbar beneath Network Objects, click New, and then click Computer Set. 

209. In the New Computer Set Rule Element dialog box, provide a name for the new computer set. 

210. Click Add, and select either Computer, Address Range, or Subnet, and add the appropriate computers, address ranges, or subnets included in the computer set:
· If you click Computer, you can add a single computer.

· If you click Address Range, you can add a range of IP addresses, representing a group of computers.

· If you click Subnet, you can add a subnet.

211. After you add the computers, address ranges, or subnets, click OK to close the New Computer Set Rule Element dialog box. 

212. In the details pane, click Apply to apply the change.

Creating a New Network Set

You can group one or more networks into network sets. Network sets can include one or more networks, or explicitly exclude one or more networks. Rules can be applied to networks or to network sets.
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To create a new network set, follow these steps:
213. Start the New Network Set wizard:

For an array-level network set:

p. In the console tree of ISA Server Management, on the array level, click Firewall Policy.

q. In the task pane, on the Toolbox tab, click Network Objects.

r. On the toolbar beneath Network Objects, click New, and then click Network Set.
For an enterprise-level network set:

s. In the console tree of ISA Server Management, under the Enterprise node, select Enterprise Networks.

t. In the details pane, click the Network Sets tab.

u. In the tasks pane on the Tasks tab, click Create a New Network Set.
214. On the Welcome page, provide a name for the new network set, and then click Next. 

215. On the Network Selection page, select Includes all selected networks. From the list box, select the networks that will be included in the network set, and then click Next.
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Note

You can also select Includes all networks except the selected networks. In that case, all of the networks shown in the list box will be included in the network set, except for the ones you select.

216. On the summary page, review the network set configuration, and then click Finish.
217. In the details pane, click Apply to apply the change.

Changing the Configuration Storage Server for an Array
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If you want to change the Configuration Storage server that an ISA Server array refers to, follow these steps:

218. In ISA Server Management, expand Arrays, right-click the array you want to configure, and select Properties.

219. On the Configuration Storage tab, in Configuration Storage server (FQDN), enter the new location of the Configuration Storage server. Click OK, and then click Apply in the details pane to apply your changes.

Creating a New Child Domain
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To create a new child domain, follow these steps:

220. Click Start, click Run, and then type dcpromo to start the Active Directory Installation Wizard. 
221. On the Welcome page, click Next.
222. On the Operating System Compatibility page, read the information, and then click Next. 

223. If this is the first time you have installed Active Directory on a server running Windows Server 2003, for more information, click Compatibility Help.

224. On the Domain Controller Type page, click Domain controller for a new domain, and then click Next. 

225. On the Create New Domain page, click Child domain in an existing domain tree, and then click Next. 

226. On the Network Credentials page, type the user name, password, and user domain of the user account you want to use for this operation, and then click Next. The user account must be a member of the Enterprise Admins group. 

227. On the Child Domain Installation page, verify the parent domain (Nenice.net) and type the new child domain name, and then click Next. 

228. On the NetBIOS Domain Name page, verify the NetBIOS name, and then click Next. 

229. On the Database and Log Folders page, type the location in which you want to install the database and log folders, or click Browse to choose a location, and then click Next. (Use the default settings.)

230. On the Shared System Volume page, type the location in which you want to install the Sysvol folder, or click Browse to choose a location, and then click Next. (Use the default settings.)

231. On the DNS Registration Diagnostics page, verify that the DNS configuration settings are accurate, and then click Next. 

232. On the Permissions page, select Permissions compatible only with Windows 2000 or Windows Server 2003 operating systems.
233. On the Directory Services Restore Mode Administrator Password page, type and confirm the password that you want to assign to the Administrator account for this server, and then click Next. Use this password when starting the computer in Directory Services Restore Mode.

234. Review the Summary page, and then click Next to begin the installation. 

235. Restart the computer. 

[image: image36.wmf]
Notes

· To perform this procedure, you must be a member of the Domain Admins group (in the parent domain) or the Enterprise Admins group in Active Directory, or you must have been delegated the appropriate authority. As a security best practice, consider using Run as to perform this procedure.

· The server on which you install Active Directory using this procedure will be the first domain controller in a new child domain.

· When a child domain is added to an existing tree domain, a two-way, transitive parent and child trust is established by default.

· The wizard options on the Permissions page affect application compatibility with computers running operating systems earlier than Windows Server 2003 and Windows® 2000 Server and are not related to domain functionality. For more information about permissions, see Windows Help.

· You can also use a smart card to verify administrative credentials. For more information about smart cards, see Windows Help.

· The Active Directory Installation Wizard allows Active Directory domain names up to 64 characters or up to 155 bytes. Although the limit of 64 characters is usually reached before the limit of 155 bytes, the opposite could be true if the name contains Unicode characters, where each character requires three bytes. These limits do not apply to computer names.

· You cannot install Active Directory on a computer running Windows Server 2003, Web Edition, but you can join the computer to an Active Directory domain as a member server.
Establishing External Trust Between Two Forests
This procedure assumes the following:

· DNS is properly configured

· The forest functional level in both forests is set to Windows Server 2003.

For more information about these requirements, see Checklist: Creating a Forest Trust (www.microsoft.com).
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To establish trust between two forests, follow these steps:

236. Open Active Directory Domains and Trusts. 

237. In the console tree, right-click the domain node for the forest root domain, and then click Properties. 

238. On the Trust tab, click New Trust, and then click Next. 

239. On the Trust Name page, type the DNS name (or NetBIOS name of another forest, and then click Next. 

240. On the Trust Type page, click Forest trust, and then click Next. 

241. On the Direction of Trust page, do one of the following: 

v. To create a two-way, forest trust , click Two-way. Users in this forest and users in the specified forest can access resources in either forest.

w. To create a one-way, incoming forest trust, click One-way:incoming. Users in the specified forest will not be able to access any resources in this forest.

x. To create a one-way, outgoing forest trust, click One-way:outgoing. Users in this forest will not be able to access any resources in the specified forest.

242. Continue to follow the wizard. 
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Note

To perform this procedure, you must be a member of the Domain Admins group (in the forest root domain forest root domain) or the Enterprise Admins group in Active Directory, or you must have been delegated the appropriate authority. As a security best practice, consider using Run as to perform this procedure.

Enabling the Global Catalog
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To enable or disable a global catalog, follow these steps:

243. Open Active Directory Sites and Services.

244. In the console tree, click the domain controller where you want to enable or disable the global catalog.

245. In the details pane, right-click NTDS Settings, and then click Properties.

246.  Select the Global Catalog check box to enable the global catalog.
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Note

· To perform this procedure, you must be a member of the Domain Admins group (in the domain of the selected domain controller) or the Enterprise Admins group in Active Directory, or you must have been delegated the appropriate authority. As a security best practice, consider using Run as to perform this procedure. For more information, see Default local groups, Default groups, and Using Run as.

· To open Active Directory Sites and Services, click Start, click Control Panel, double-click Administrative Tools, and then double-click Active Directory Sites and Services. 

· Members of the Domain Admins group can always log on to the domain, even when a global catalog is not available.

· Enabling a global catalog can cause additional replication traffic.

· The local domain controller will not advertise itself as a global catalog until this policy has been propagated to read-only directory partitions in the domain.

Creating and Restoring a Backup File

The Configuration Storage server is based on Active Directory Application Mode (ADAM). These procedures walk you through the creation of a Windows backup file for ADAM data that can be used in the replication of a Configuration Storage server. 

Backing up the ADAM data files
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To back up the ADAM data files, on the Configuration Storage server from which you want to replicate, follow these steps:
1. Click Start, point to All Programs, point to Accessories, point to System Tools, and then click Backup. 

2. If the Welcome page appears, click Advanced Mode. 

3. On the Backup tab, select the ADAMData folder, located under the installation folder (by default, Program files\Microsoft ISA Server). 

4. In Backup media or file name, type the name of the backup file (with a .bkf extension). 

5. Click Start Backup. In the Backup Job Information dialog box, click Start Backup.

6. When the backup is complete, copy the backup files to the computer on which you want to replicate the Configuration Storage server.

Restoring the backup files

On the computer to which you want to replicate the Configuration Storage server, do the following:

1. Click Start, point to All Programs, point to Accessories, point to System Tools, and then click Backup.

2. If the Welcome page appears, click Advanced Mode. 

3. On the Restore and Manage Media tab, right-click File, and then click Catalog file. Provide or browse to the backup file (.bkf) you copied to the local computer. Then, click OK.

4. Expand the tree nodes to navigate to the ADAMData folder. Click to select the folder.

5. In Restore files to, select Alternate location. 

6. In Alternate location, specify the folder to which you want to restore the backup data files.
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Note

The folder you specify must be on an NTFS drive, and located on a local computer, because a network location is not supported.

7. Click Start Restore. 

8. In the Confirm Restore dialog box, click OK.
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Note

After running restore, do not rename the folder you have specified for the restore data or copy the contents of the folder to a different location.

Appendix B: Branch Connectivity Options
This appendix describes the following methods of configuring branch connectivity:

· Using a Third-Party VPN Connection to Establish Branch Connectivity
· Branch Connectivity Using Routing and Remote Access
· Connecting to the Headquarters Configuration Storage Server Using Server Publishing
· Configuring the Configuration Storage Server Locally and Shipping to a Branch
· Using a Temporary Enterprise to Establish Branch Connectivity
For detailed procedures that are common to all solutions and this appendix, see Appendix A: Procedures in this document.
Using a Third-Party VPN Connection to Establish Branch Connectivity

You can use an existing VPN connection created using a third-party device or software application as the basis for installation of ISA Server components in a branch office. Ensure that the computer on which you are going to install the components uses the third-party VPN connectivity provider as its default gateway. After you have installed the ISA Server services in the branch office, you can either leave the existing VPN connection, or remove it and create a new connection using ISA Server.

Branch Connectivity Using Routing and Remote Access

Branch connectivity using Routing and Remote Access must take place on a computer running Windows Server 2003 or Windows 2000 Server that will not have ISA Server installed on it, because the ISA Server installation stops Routing and Remote Access, thereby ending the VPN connection. After you have created the VPN connection using a second computer running Windows Server 2003, set it as the default gateway for the computers on which you are going to install the Configuration Storage server, as well as the domain controller. 
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To establish branch connectivity using Routing and Remote Access, follow these steps:
247. Click Start, point to All Programs, point to Administrative Tools, and select Routing and Remote Access.

248. Right-click the server name and select Configure and Enable Routing and Remote Access.

249. On the Welcome page of the wizard, click Next.

250. On the Configuration page, select Secure connection between two private networks, and then click Next.

251. On the Demand-Dial Connections page, select Yes, and then click Next.

252. On the IP Address Assignment page, unless you are using a Dynamic Host Configuration Protocol (DHCP) server to assign addresses, select From a specified range of addresses, and then click Next. If you are using a DHCP server to assign addresses, select Automatically, and then click Next to display the summary page of the wizard.

253. On the Address Range Assignment page, click New to open the New Address Range dialog box. Note that any addresses you assign for this VPN connection cannot be in use by any of the servers in the remote network. Provide an address range and click OK, and then click Next. 

254. On the summary page, click Finish, and the Demand Dial Interface Wizard will begin automatically.

255. On the Interface Name page, provide a friendly name for the interface.

256. On the Connection Type page, select Connecting using virtual private networking (VPN), and then click Next.

257. On the VPN type page, select Point to Point Tunneling Protocol (PPTP), and then click Next. You can also use Layer Two Tunneling Protocol (L2TP) to establish the connection.

258. On the Destination Address page, provide the IP address of the headquarters ISA Server external network adapter. If the main office array has been configured to use Network Load Balancing (NLB) on the External network, use the virtual IP address assigned in the NLB configuration.

259. On the Protocols and Security page, select Route IP packets on this interface, and then click Next.

260. On the Static Routes for Remote Networks page, click Add to open the Static Route dialog box. Provide the range of IP addresses that will be routed to the VPN. Click OK, and then click Next.

261. On the Dial Out Credentials page, provide the credentials of the user that you created on the main array firewall server, which is the same as the name of the connection, and then click Next.

262. On the summary page, review the configuration, and then click Finish.
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Note

You can install a replicate Configuration Storage server in the branch on the computer that is hosting Routing and Remote Access (if it is running Windows Server 2003, which is required for ISA Server 2004 Enterprise Edition) or on another computer that has the server running Routing And Remote Access as its default gateway.
Connecting to the Headquarters Configuration Storage Server Using Server Publishing

You can create a replicate Configuration Storage server in a branch by server publishing your main Configuration Storage server to the Internet, and then connecting to the Internet from the branch to replicate the server. By publishing the Configuration Storage server only to the IP address of the planned replicate, you maintain the security of the information, while making it available where it is needed. Follow these steps:

263. On the main firewall array, create a computer set containing the IP address of the computer that will be the replicate Configuration Storage server.

264. Create protocol definitions for LDAPS (inbound) and LDAP (inbound) following the procedure in Creating a Protocol Definition. Create three server publishing rules, publishing LDAPS (inbound), LDAP (inbound), and DNS server to the new computer set, following the procedure in Creating a Server Publishing Rule.

265. In the branch office, establish an Internet connection for the computer that will host the Configuration Storage server. Install the replicate Configuration Storage server, following the procedure Installing the Configuration Storage Server.

After you have installed the Configuration Storage server, you can install the branch array, and then establish a VPN site-to-site connection from the branch ISA Server array to the main ISA Server array. You should then disable the server publishing rule.

Configuring the Configuration Storage Server Locally and Shipping to a Branch

You can configure the branch Configuration Storage server in the main office, where connectivity through the corporate network is ensured. You can then ship the Configuration Storage server to the branch office, and use it to install the branch ISA Server array. Alternatively, in a single-server branch office scenario, you can configure the Configuration Storage server and ISA Server services on the computer in the main office, and then ship it to the branch office. 
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To configure ISA Server in the main office for deployment in a branch office, follow these steps:

266.  Install either a Configuration Storage server or a combined Configuration Storage server with ISA Server services by following one of these steps:

· Install a Configuration Storage server as a replicate of the existing enterprise, following the procedure in Installing the Configuration Storage Server. 
· Install the combined Configuration Storage server with ISA Server services as a replicate of the existing enterprise, following the procedure in Installing the Configuration Storage Server and ISA Server Services on a Single Computer.

267. Ship the computer to the branch office.

268. In the branch office, connect the Configuration Storage server to the Internal network. On a computer in the Internal network, install ISA Server services, referring to the replicate Configuration Storage server. 

269. After the ISA Server services computer or computers have been configured, you can establish a site-to-site VPN connection from the branch array to the main array, following the procedure in Creating a VPN in ISA Server.
Using a Temporary Enterprise to Establish Branch Connectivity

You can create a combined ISA Server installation in a branch and use it to establish a VPN connection to the main office. The combined server will be in its own enterprise, unrelated to the main office. After you have created the VPN connection, you can install a replicate Configuration Storage server that points to the main Configuration Storage server, and then use that server as the Configuration Storage server for the branch array. Finally, you can remove the combined server. Follow these steps:

270. Install the combined server as a new enterprise, following the procedure in Installing the Configuration Storage Server and ISA Server Services on a Single Computer.

271. On the main array, create a site-to-site VPN for the combined server, following the procedure Creating a VPN in ISA Server.

272. On the combined server, create a site-to-site VPN for the main array, following the procedure Creating a VPN in ISA Server. 

273. On the main array, create a network rule establishing a route relationship between the two VPNs, following the procedure Creating a Network Rule.

274. Create an access rule on the main array allowing at least LDAPS and DNS traffic between the branch and main offices, following the procedure Creating an Access Rule. Allow Internet Control Message Protocol (ICMP) traffic as well, if you want to test the VPN connection using Ping. (For instructions, see Step 7 of this procedure.)

275. Create a local or domain user on the main array that the branch can use for authentication when connecting.

276. Test the VPN connection by pinging the main array from the branch combined server. 

277. Install a replicate of the main Configuration Storage server in the branch, following the procedure Installing the Configuration Storage Server.

278. Create the branch array, following the procedure Creating an ISA Server Array. Use the replicate Configuration Storage server as the storage for the new array.

279. Uninstall the combined server.

280. Create a new site-to-site VPN connection, network rules, and appropriate access rules for the new branch array, and reestablish the VPN connection to the main office.
Additional Information
Additional ISA Server 2004 documents are available on the ISA Server 2004 Guidance page 
(http://www.microsoft.com).
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