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Abstract

Windows Server 2003 and Windows 2000 Server environments that contain complex group structures can encounter problems with an access token limitation during authentication. This document describes how the access token limitation problem can occur and provides information to help you identify the symptoms of the problem. This document also provides information on how you can use a new task in the Ntdsutil.exe tool to create a report for the principal experiencing the problem, use the report to analyze the problem, and perform procedures to recover from an access token limitation problem.
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Access Token Limitation Problem Overview             

Windows Server 2003 and Windows 2000 Server environments that contain complex group structures can encounter problems with an access token limitation during authentication. This document describes this limitation and provides information to help you do the following:


Identify the symptoms of an access token limitation problem.


Use the new Group Membership Evaluation functionality provided in the Ntdsutil.exe tool, to generate a report.


Analyze the results of the Group Membership Evaluation report to identify the source of the problem.


Recover from an access token limitation problem.


Implement best practices to help avoid access token limitation problems.

To understand the concepts discussed in this document, you must be familiar with:


How Kerberos authentication works. 


The Active Directory logical structure. 


How users and groups are created in Active Directory. 

The following links provide additional information about these subjects:


For more information about Logon and Authentication Technologies, see the Windows Security Collection of the Windows Server 2003 Technical Reference on the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=48827). 


For more information about Authorization and Access Control Technologies, see the Windows Security Collection in the Windows Server 2003 Technical Reference on the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=48979).


For more information about Active Directory users and groups, see Active Directory Users, Computers, and Groups on the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=48829). 


For more information about Active Directory users and groups, see the Active Directory Collection in the Windows Server 2003 Technical Reference on the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=48983).

How the Access Token Limitation Problem Can Occur             

Any entity that can be authenticated by the security system in an Active Directory environment is referred to as a security principal. A user is an example of a security principal. A security context is information that describes the identity and capabilities of a security principal on a computer. In Windows Server 2003 and Windows 2000 Server all activities take place in a security context.

The security context of a security principal is represented by an access token. The access token includes a list of security identifiers (SIDs) and there is a limit (1,024) to the number of SIDs the token can contain. If this limit is exceeded, a denial of service, such as a user not being able to log on, can occur. 

This section describes the following:


How access tokens are created.


How the access token limit is reached.


Symptoms that indicate that the access token limitation has been reached.

How Access Tokens Are Created

An access token is created whenever a user or any security principal logs on to a computer, or attempts to access a resource, as part of the authentication process. An access token contains information about the identity and privileges associated with the security principal (user, group, computer, or domain controller). Every process has a token that describes the security context of the principal's account associated with the process. 

A security identifier (SID) is a unique value that identifies a security principal. A SID is issued to every security principal when it is created. Security groups are also security principals, and therefore are uniquely identified by SIDs. A user security principal can be a member of multiple security groups. Consequently, a user’s access token includes SIDs of all groups to which the user is a member.

In the following example, during Windows-based authentication, an access token is created when a user logs on in the following manner:

1.
When a user logs on interactively or tries to make a network connection to a computer running Windows, the user’s logon credentials are authenticated.

2.
If authentication is successful, the logon process returns a SID for the user and a list of SIDs for the user’s security group membership.

3.
The Local Security Authority (LSA) on the computer uses this information to create an access token that includes the SIDs returned by the logon process. The token also includes a list of privileges assigned by local security policy to the user and to the user’s security groups. The LSA uses a process called token evaluation to determine which security groups to include in the token.
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Note: 

Specific protocols like NTLM and Kerberos use different processes to create an access token.

This process of acquiring the SIDs for the user and user's group memberships is called the "token evaluation process."

Factors Affecting Token Evaluation

Several factors can affect the outcome of the token evaluation process, including the following:


Whether the token is issued for logon purposes or for resource access.


The groups that the principal is a member of, including direct and transitive memberships. 


The types of groups involved. 

There are two types of groups in Active Directory: distribution groups and security groups. Distribution groups are not included in the principal's token, but all security groups are included. All group scopes (universal, global, domain local, machine local, and built-in) are included in the token evaluation.


The functional level (for Windows Server 2003) or the domain mode (for Windows 2000 Server).

The token evaluation process evaluates groups recursively. For example, if User A is a member of Group 1 and Group 1 is a member of Group 2, then a token generated for User A contains SIDs representing both Group 1 and Group 2. In native mode and higher domains, universal, global, and domain local groups are all evaluated recursively. Universal security groups do not exist in mixed mode domains.

How SIDs Are Added to a Token

The examples in this section show how SIDs are added to a user's token in two instances:


When the user logs on.


When the user accesses a resource.

For each of these instances, the process is described for both NTLM and Kerberos authentication in the following sections.

How SIDs Are Added When the User Logs on to a Network

The following figure shows how SIDs are added to a user's token when the user attempts to log on with NTLM authentication.
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When the user attempts to log on to a network with NTLM authentication, the following process occurs:

1.
The workstation collects the user's credentials and passes them to a domain controller in the account domain.

2.
The domain controller in the account domain adds global groups to the user's token and passes the updated token list to the account domain global catalog server.

3.
The global catalog server adds universal groups to the token and passes the updated token list back to the domain controller.

4.
The workstation receives the list of SIDs and retrieves all of the local groups. The resulting union is the SIDs in the user's token. 

When the user attempts to log on in an environment with Kerberos authentication, the following process occurs:

1.
The Kerberos client on the workstation uses the credentials from the user to request a Ticket Granting Ticket (TGT) from the Kerberos Key Distribution Center (KDC) in the user's domain.

2.
The KDC obtains the list of the user's SIDs from a domain controller in the user's account domain. The KDC also queries the global catalog server and obtains any universal groups that include the user or the user's domain security groups. The KDC adds the user's SIDs and the SIDs from any applicable universal groups to the list in the TGT's authorization data field, and returns the TGT to the computer.

3.
Once the TGT is received, the Kerberos Client requests a service ticket for access to the local workstation

4.
The KDC copies the contents of the TGT's authorization data field to the service ticket's authorization data field. The service ticket is the token, and there can be no more than 1,024 SIDs in the token.

For more information about Kerberos, see the Kerberos Authentication Technical Reference at the Microsoft Web site(http://go.microsoft.com/fwlink/?LinkId=48839). 

How SIDs Are Added When a User Accesses a Resource in a Different Domain or Forest

The following figure shows how SIDs are added to a user's token when the user attempts to access resources that are in a different domain or forest from the user's computer. In this case, the environment uses NLTM authentication and the trust is external.
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When the user attempts to access a resource on a network with NTLM authentication, the following process occurs:

1.
The user attempts to access a resource.

2.
The file server in the resource domain passes the user's credentials to a domain controller in the resource domain.

3.
The domain controller in the resource domain passes the user's credentials to a domain controller in the account domain.

4.
The domain controller in the account domain adds global groups to the token, and passes the updated token list to the global catalog server.

5.
The global catalog server adds universal groups to the token and passes the updated token list back to the domain controller in the account domain.

6.
The domain controller in the account domain passes the updated token list back to the domain controller in the resource domain.

7.
The domain controller in the resource domain adds domain local groups to the token and passes the updated token list to the resource server.

8.
The resource domain file server adds machine local groups to the token and passes the updated token list to the workstation.

The computer receives the list of SIDs and retrieves all of the built-in groups for each SID. The resulting union is the SIDs in the token.
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Note: 

If the domain controller in the account domain is a global catalog server, this domain controller adds both global groups and universal groups to the token expansion list.

When a user tries to access a resource in a in a multi-domain or multi-forest environment with Kerberos authentication (where there are forest trusts), the following process occurs:

1.
When the user's workstation attempts to access files on a file server in another domain, it first checks its user credentials cache to determine whether it has a service ticket for the resource. If it finds a service ticket, it uses this ticket to access the resource. If it does not have one, it checks the cache again for a TGT. If it finds a TGT, it goes on to request a service ticket (step 3).

2.
If the computer does not have a TGT, it requests and receives a TGT from the KDC in the user's account domain. The KDC obtains the list of the user's SIDs from a domain controller in the user's account domain. The KDC also queries the global catalog server and obtains any universal groups that include the user or the user's domain security groups. The KDC adds the user's SIDs and the SIDs from any applicable universal groups to the list in the TGT's authorization data field.

3.
The computer sends a request for a service ticket to the KDC in the account domain. The account domain sends the client a referral ticket, which is a TGT that is encrypted with the interdomain key shared by the KDCs in the two different domains.

4.
The computer uses the referral ticket to prepare a second request for a service ticket, and sends this request to the KDC in the resource domain.

5.
Upon successful decryption, the KDC in the resource domain queries Active Directory to determine whether any security groups in the resource domain include the user or any of the user's security groups. If there are any such groups, the KDC adds the SIDs of the groups to the list in the service ticket's authorization data field, and returns the service ticket to the computer. The service ticket is the token, and there can be no more than 1,024 SIDs in the token.

How the Access Token Limit Is Reached

When a user logs on and authentication is successful, the logon process returns a SID for the user and a list of SIDs for the user’s security groups and these comprise the access token. SID history can add additional SIDs to the token. The SIDs in an access token include:


The security principal's SID, including SIDs from the SID history of the principal.


The SID from each domain local group that the principal is directly or transitively a member of, for the domain of the workstation or resource.


The SID for each global group that the principal is directly or transitively a member of, including SIDs from the SID history of the group.


The SID for each universal group that the principal is directly or transitively a member of, including SIDs from the SID history of the group.


The SID for each built-in group the principal is directly or transitively a member of.


The SID for each local group that the principal is directly or transitively a member of.

Due to a system limitation, the field that contains the SIDs of the principal's group memberships in the access token can contain a maximum of 1,024 SIDs. If there are more than 1,024 SIDs in the principal's access token, the Local Security Authority (LSA) cannot create an access token for the principal during the logon attempt. If this happens, the principal cannot log on or access resources.

In environments that use SID history, each security principal can have two or more SIDs. An additional SID is optionally added to the sIDHistory attribute when a security principal is migrated. Since groups, as well as users, can have SID history, the token of a migrated user with migrated groups can potentially have double the number of SIDs compared to a user that is not migrated. 
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Note: 

To reduce the token size of migrated users, ensure that your migration plans include security translation and retirement of the sIDHistory attribute, when possible.

There are two common ways in which the access token limit is exceeded:


Large fan-out group structure, where a principal is directly a member of many groups, or is a member of a group that is directly a member of many groups.


Deep nesting group structure, where a principal is a member of a group that results in a large number of transitive memberships.

Either of these structures is possible when an administrator creates groups to carry out legitimate authorization requirements of an organization.

Large Fan-out Group Structure

The large fan-out group structure involves principals being members of many different account and resource groups. This can happen due to legitimate business needs. For example, an organization might have the following characteristics:


Operations in multiple regions.


Activities that span multiple specialties.


A large number of principals that access a large number of resources.

In order to address business requirements such as these, administrators might create hundreds of account and resource groups and use group nesting to facilitate required access for all principals in the organization. In this instance, taking into account group nesting, it is possible that a principal may end up being a member of more than 1,024 groups.

The following figure illustrates a large fan-out group structure.
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Deep Nesting Group Structure

The deep nesting group structure involves creating groups that are nested within other groups. The following figure illustrates a deep nesting structure.

[image: image10.png]T
User





Since group membership is evaluated recursively, if a user is transitively a member of a group that is nested at 50 levels, that user is also a member of every other group in that hierarchy. The user is also a member of any groups that those groups are members of.

Who Can Cause the Problem

For Active Directory in Windows Server 2003, there are two types of administrative responsibilities:


Service administrators are responsible for maintaining and delivering the directory service, including domain controller management and directory service configuration.


Data administrators are responsible for maintaining the data that is stored in the directory service and on domain member servers and workstations. 

Service administration accounts and groups have the most widespread power in a network environment and require the most protection. They are responsible for directory-wide settings, installation and maintenance of software, and application of operating system service packs and updates on domain controllers.

In a typical Active Directory environment, the following service administrator groups are capable of creating groups and potentially causing access token limitation problems:


Default groups in the Builtin container:


Administrators


Server Operators


Backup Operators


Account Operators


Print Operators


Default groups in the Users container:


Enterprise Admins


Schema Admins


Domain Admins

Administrators, Enterprise Admins, and Domain Admins, have the broadest range of permissions. Schema Admins can change the default security descriptor of the group class and thereby give write permissions to anyone in the forest. Account Operators have write permissions to any group in the domain and therefore can modify membership of any group.

In addition, delegated data administrators with the following permissions can create groups or modify memberships that can potentially result in users reaching the access token limitation:


Any individual who has any of the following permissions in Active Directory on a container or OU or on the domain:


Full control


Modify owner


Modify permissions


Create containers


Create OUs


Create groups


Any individual specifically delegated with any of the following permissions:


Create objects of type Group.


Write permissions to the member attribute of a security group.


Write permissions to the group-type attribute of a distribution group and write permissions to the member attribute of that group.

For recommendations regarding delegating Active Directory administration, see the topic Best Practices.

Symptoms of an Access Token Limitation Problem

When a user or a computer tries to log on or access a resource, the system exhibits different symptoms if the access token limitation is reached. For users, the symptoms depend on the source of the limitation. For computers, the symptoms depend on the role of the computer, specifically, domain controllers.

User Account Symptoms

A user might experience one of the following symptoms if the access token limitation is reached:


Scenario 1: A user is denied logon to a computer that is located in the same domain as the user.

A user who is not able to log on due to the access token limitation receives the following error message: 
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In this case, the user, the user's computer, the account domain controller, and global catalog server contribute SIDs in the token evaluation process. The groups that can potentially contribute to the cause of the access token limitation problem are domain local, global, or universal groups. 


Scenario 2: A user cannot access a resource located in the account domain. 

The user receives an error message similar to the message for logon denial. In this case, in addition to the user and user's computer, the resource server, domain controller, and global catalog server contribute SIDs. If the user can log on successfully, machine local groups on the resource server are most likely causing the access token limitation problem.


Scenario 3: A user cannot access a resource in another domain. 

In this case, in addition to the user and user's computer, the resource server, the domain controller in the account domain, the domain controller in the resource domain, and the global catalog server contribute SIDs in the token evaluation process. If the user can log on, the domain local groups in the resource domain, or local machine groups on the resource server might be causing the problem.

Domain Controller Symptoms

Like a user account, a computer account can be added to one or more groups, and is subject to the same access token size limitation as users. There are a limited set of actions which require a computer to have a token for itself, but those actions fail if the generated token exceeds the access token limit. Applications that rely on the computer account context (such as services running as Local System) may run into problems with the access token limitation when authenticating with other computers or services.

The access token limitation is particularly problematic for domain controllers. A domain controller which has reached the access token limitation is no longer able to authenticate with other domain controllers, resulting in services such as replication no longer functioning.

If a replication failure on a domain controller occurs due to an access token limitation problem, errors such as the following appear in the Event Log:


System 

Source: LSASRV


EventID: 6035


Message text:

During a logon attempt, the user’s security context accumulated too many security IDs. This is a very unusual situation. Remove the user from some global groups to reduce the number of security IDs to incorporate into the security context. 
User's SID is S-1-5-18
If this is the Administrator account, logging on in safe mode will enable Administrator to log on by automatically restricting group memberships.
For Event 6035, you receive more than one of these System errors. You get multiple errors for the Domain Controllers group which is locked out and errors for the specific domain controller which had the access token limitation problem. In the message text above, the number in "User's SID is S-1-5-18" is a variable unique to each domain controller. 


System

Source: Kerberos


EventID: 6


Message text:

The kerberos SSPI package generated an output token of size A55F bytes, which was too large to fit in the 2EE0 buffer provided by process id 0. If the condition persists, please contact your system administrator.
The variables in the Event 6 message are the "token of size," the "buffer," and "process id."


Directory Service

Source: NTDS KCC


EventID: 1308


Message Text:

The Knowledge Consistency Checker (KCC) has detected that successive attempts to replicate with the following domain controller has consistently failed.
Analyzing Tool Report Data             

You can use the Group Membership Evaluation task of the Ntdsutil.exe tool to help you recover from an access token limitation problem, such as a user not being able to log on. The purpose of this task is to generate data that will help you identify the source of the problem. 
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Note: 

The Group Membership Evaluation task does not directly identify the group that led to the problem for you. It produces a report that will help you with your analysis.

This section provides the steps to address the access token limitation problem and analyze the report output that the Ntdsutil.exe tool generates. Some information is included here on how to run the Group Membership Evaluation task of Ntdsutil.exe. For step-by-step instructions about how to run the Group Membership Evaluation task, see Appendix: Creating the Group Membership Evaluation Report.

The primary steps for analyzing the access token limitation problem are:


Perform a preliminary analysis to narrow the scope of potential problem groups.


Create the Group Membership Evaluation report.


Analyze the report data.

Each of these steps is discussed in the following sections.

Performing a Preliminary Analysis

You can run the Group Membership Evaluation task of the Ntdsutil.exe tool for a user, group, computer, or domain controller. Before you run the tool, begin your problem analysis by determining the scope of the affected principals. You can start the problem analysis by answering the following questions:


Is it indeed a problem caused by exceeding the access token limitation?

For more information about how to verify if the problem is an access token limitation problem, see the "Symptoms of an Access token Limitation Problem" section in How the Access Token Limitation Problem Can Occur.


Is this happening to one security principal or many? 


If there are multiple principals experiencing this problem, what are the common patterns among them?


Do all affected principals belong to the same domain? 


Do all principals belong to the same forest, but different domains? 


Do all principals belong to a common business unit, organizational unit (OU), location, or other logical grouping? 

Answering these questions can help direct your effort in locating the source of the access token limitation problem.

Creating the Report

After you have identified the scope of the affected principals you can run the Ntdsutil.exe tool. Perform the following tasks:


Run the Group Membership Evaluation task of the Ntdsutil.exe tool for one or more affected principals.


Analyze the report output using the techniques presented in the "Analyzing Report Data" section of this document. 

Each of these tasks is discussed in more detail. Once you have completed the analysis of the group membership data and identified the group or groups that caused the problem you can perform recovery procedures. 

The purpose of the Group Membership Evaluation task of Ntdsutil.exe is to generate a report that helps you identify groups that might have caused the access token to exceed the group membership limit. The report helps you identify these groups in the following ways:


It reduces the number of groups to examine for recovery, from the set of all groups in a domain, to the set of groups that the principal is a member of. This is accomplished by providing you with a list of security identifiers (SIDs) that will be present in the access token for a principal. 


It provides information about each SID in the affected account’s token that can further help to narrow down group membership changes that resulted in an access token limitation problem for a principal.

Note that the tool does not provide automated analysis and recovery for accounts affected by an access token limitation problem.

Running the Group Membership Evaluation Task

To create the report, run the Group Membership Evaluation task of the command-line tool Ntdsutil.exe. For the procedure to run this tool and example commands, see the Appendix of this document.

The tool follows the token evaluation algorithm to evaluate SIDs that are present in the principal's token. The tool queries the following:


A domain controller in the account domain (Account DC) to obtain the affected account's Global group memberships.


A global catalog (Global Catalog) in the account forest to obtain the affected account's Universal group memberships.


A domain controller in the resource domain (Resource DC) to obtain the affected account's Domain local group memberships.

The Group Membership Evaluation task does not evaluate local computer groups for a specific resource.

Report Output

After you run the Group Membership Evaluation task, it generates the list of SIDs in the principal's token, along with information about each of the SIDs. The information in the following table is provided for each SID.

Output Generated by Group Membership Evaluation

	Field
	Description

	SID in Token
	Security Identifier that is part of the token.

	SID Type
	The type of SID that is being added. The SID can be either the Primary SID or a SID from the sIDHistory attribute.

	SID History Count
	The number of SIDs in the sIDHistory attribute for the principal represented by this SID. For a row represented by a sIDHistory SID, the value is zero.

	Distinguished Name
	The Distinguished Name (DN) of the entry.

	SamAccountName
	The samAccountName attribute for the SID.

	DC Queried
	The domain controller (DC) that provided this SID for addition to the list of tokens.

	Group Owner
	The samAccountName of the owner of the group. If the SID pertains to an object other than a group, this field contains "N/A."

	Group Owner SID
	The SID of the group's owner. If the SID pertains to an object other than a group, this field contains "N/A."

	WhenCreated (UTC)
	The date and time when the group was created. If the SID pertains to an object other than a group, this field contains "N/A."

	WhenChanged (UTC)
	The last date and time when any attribute of the group was changed. 

	Member WhenChanged (UTC)
	The last date and time when the membership attribute of the group was changed. 

	GroupType WhenChanged (UTC)
	The last date and time when the GroupType attribute of the group was changed.

	One Level MemberOf Count
	The number of groups which this entry is directly a member of. 

	Total MemberOf Count
	The number of groups which this entry is both directly a member of and recursively a member of.

	Group Type
	The type of group that this entry represents. Some examples are: User, Domain Local Security Group, and Well Known Computers.

	Depth From User
	The number of transitive links between the group in question and the user. If the user Joe was a member of Group1 which is a member of Group2 which is a member of Group3, then the depth from user Joe to Group3 would be 3. If there is more than one path from the user to Group3 then the shortest path is chosen.

	Closest Parent OU
	The closest organizational unit that the entry is a member of.


Analyzing Report Data

Once you generate the Group Membership Evaluation report, you can use the techniques described in this section to help you narrow the scope of affected groups and identify potential areas where group membership changes should be made. Those changes involve removing the affected principal from groups identified during your analysis, while still providing access to appropriate resources.

You can narrow the scope of affected groups to most efficiently reduce the set of all groups presented in the report to a set of groups that are most likely the cause of the access token limitation problem. Once you have the smaller set of groups, examine them in detail to determine which memberships can be safely removed. 

It is recommended that you use a program capable of tab-separated values, such as Microsoft Excel, to review the report output. It is also helpful to use color-coding or data filters when you analyze the report data. 

Use one or more of the following techniques to narrow your scope:


Examine the WhenChanged attribute.

Use the WhenChanged attribute to examine groups by filtering groups based on successively increasing timeframes. For example, first filter groups that have had changes in the last 24 hours, then increase the timeframe. It is most relevant to look at the date in which the group membership attribute last changed (Member WhenChanged), even though the change may not have affected the principal's membership directly. 


Group SIDs by owner.

List groups in the report by Group Owner and look for suspicious group owners. For example, if you employ a provisioning solution that uses a particular set of credentials, and there are many groups that are created with a different set, those groups might be considered suspect. Additionally, groups that were created, or are owned by the same person might be considered suspect for a malicious or accidental invocation of the token access limitation on the part of that owner.


Identify groups with unusual nesting.

Groups that have a high level of nesting are often considered suspect. Look at groups for which the Depth From User is unusually high. 


Identify groups with large fan-out.

While fan-out is a more difficult condition to identify, you can use Total MemberOf Count to help identify groups with large fan-out. A high Total MemberOfCount indicates a group that transitively introduces a large number of SIDs into the token. You can identify a fan-out condition by a first-level group with a high Total MemberOf Count whose transitive memberships have a low Total MemberOf Count.


Scan for groups whose type has recently changed.

Groups that have changed from a distribution group to a security group impact a principal differently. Using the GroupTypeWhenChanged attribute, identify groups whose group type has recently changed.

The next section "Performing Recovery Procedures" provides additional procedures to help with your analysis and recovery of a principal's account based on different problems that can occur due to access token limitation.

Performing Recovery Procedures             

This section provides techniques and procedures to recover from different problems that can result from exceeding the access token limit. These problems can include users not being able to log on or access a resource, administrators not being able to log on using the built-in Administrator account, and domain controllers not being able to replicate.

Recovering User Accounts

This section includes analysis and recovery steps for the following problems arising from exceeding the access token limitation:


Single user cannot log on. 


Single user cannot access a resource.


Multiple users cannot log on.


Multiple users cannot access a resource.

Single User Cannot Log On

When a single user is unable to log on, the problem is restricted to the account groups that the user is a member of. In analyzing the Group Membership Evaluation report data, the groups can be reduced to only include the domain local groups for the domain of the computer the user is logging onto, and the global and universal groups. 

For a single user, it is useful to identify groups with an unusually high level of nesting or fan-out. It is also useful to begin your analysis by first filtering groups that have had changes in the last 24 hours, then successively increasing the timeframe of the filter to 48 hours, some period of days, and so on.

Your analysis should lead you to the group modifications that resulted in this situation. In the event that you are not able to determine any modifications, narrow the suspect list to a set of groups whose membership modifications either look highly suspicious or can be safely undone.
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To recover a user account when the user cannot log on

	1.
Verify that the user cannot log on due to an access token limitation problem. The user receives the following error message when attempting to log on, if caused by the access token limitation:

The system cannot log you on due to the following error:
During a logon attempt, the user's security context accumulated too many security IDs. Please try again or consult your system administrator.
2.
Using the built-in Administrator account, log on to a domain controller in the account domain that is also a global catalog.

3.
Run the Group Membership Evaluation task of Ntdsutil.exe for the affected user. For more information about how to create the report, see Appendix: Creating the Group Membership Evaluation Report.

4.
Analyze the report output to determine the cause of the problem. For more information about how to analyze the report output, Analyzing Tool Report Data.

5.
Repair the user's group membership.

6.
Verify that the user can log on.


Single User Cannot Access a Resource

A user who is not able to access a resource due to an access token limitation problem receives an error message similar to the message that appears when a user attempts to log on, indicating that too many security IDs were accumulated. 

The procedure for recovering a user account when resource access is denied is similar to the procedure when a user cannot log on. The primary difference is that groups on the resource server, and potentially domain local groups for the resource domain, may be involved. In cases where the user is unable to access a resource, but is able to log on, the groups that should be considered for evaluation are domain local groups in the resource domain, and local groups on the resource server for which access is denied.

After you analyze the group membership and identify suspect groups, you need to change the user's group memberships to reduce the number of SIDs in the user's access token.
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To recover a user account when the user cannot access a resource

	1.
Verify that the user cannot access a resource due to an access token limitation problem. 

2.
Using the built-in Administrator account, log on to a domain controller in the account domain that is also a global catalog.

3.
Run the Group Membership Evaluation task of Ntdsutil.exe for the affected user using the resource domain option as required. For more information about how to create the report, see Appendix: Creating the Group Membership Evaluation Report.

4.
If the Group Membership Evaluation report does not show an access token limitation is reached, analyze the local groups on the specific resource server and then go to step 6.

5.
If the report shows the token access limitation is reached, narrow the scope of groups for analysis to domain local groups. Further analyze the report output to determine the cause of the problem. For more information about how to analyze the report output, see Analyzing Tool Report Data.

6.
Repair the user's group membership.

7.
Verify the user can access the resource.


Multiple Users Cannot Log On

When multiple users cannot log on, the problem is restricted to the account groups that the users are members of. In addition to following the analysis steps for each single user, it is often useful to compare the common groups for each user. When many users cannot log on, attempt to identify any commonality between the users that are reporting this problem by addressing the following questions: 


Do all users belong to the same domain? 

If so, it is likely that the Domain Users group or a group that has a large number of users from the domain is where the problem originated. This could include any groups that have the Domain Users group as members. Run the Group Membership Evaluation task for the Domain Users groups to obtain this information. 


Do all users belong to the same forest? 

If so, it could be that the problem originated with a universal group containing a large number of members, or the Domain Users group from each domain. In this situation it is recommended you examine the report for Universal groups with a high Total MemberOf Count. 


Do all users belong to some common business unit, organizational unit (OU), location, or other logical grouping? 

If so, it is likely that the problem originated in a security group representing that business unit, OU, or location, for example, a group representing all users in a department, or all users in a building.

If you are able to find characteristics the users have in common, use this information to help you narrow down the field in your analysis. 

The basic procedure for recovering multiple user accounts when users cannot log on is the same as for when a single user cannot log on. In this case you must first build a list of users, and then run the report for each user.

Continue your analysis using the steps in the following procedure.
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To recover multiple user accounts when users cannot log on

	1.
Verify users cannot log on due to an access token limitation problem. Users receive the following error message when attempting to log on:

The system cannot log you on due to the following error:
During a logon attempt, the user's security context accumulated too many security IDs. Please try again or consult your system administrator.
2.
Build a list of all users who cannot log on.

3.
Using the built-in Administrator account, log on to a domain controller in the account domain that is also a global catalog.

4.
Run the Group Membership Evaluation task of Ntdsutil.exe for each affected user. For more information about how to create the report, see Appendix: Creating the Group Membership Evaluation Report.

5.
Analyze the report output to determine the cause of the problem. Look for common group memberships and changes to the users' group memberships using filters based on different time periods. For more information about how to analyze the report output, see the previous topic Analyzing Tool Report Data.

6.
Repair users' group membership.

7.
Verify that the users can log on.


Multiple Users Cannot Access a Resource

When multiple users cannot access a resource, the problem most likely resides with domain local groups in the domain where the resource resides, as well as built-in and machine local groups for the specific resource being accessed.

If users that are experiencing resource access problems belong to the same domain as the resource, the source of the problem is most likely machine local groups or built-in groups, presuming users are able to log on. 

If the users that are experiencing resource access problems (and can log on) belong to a different domain than the resource, the likely culprit is domain local groups in the resource domain. Run the Group Membership Evaluation task for users with the resource options to get a full report including group memberships in the resource domain. Perform an analysis to identify potential problem groups. If the Group Membership Evaluation report does not show the access token limitation being exceeded, investigate built-in or machine local groups on the resource server itself.

The basic procedure for recovering multiple user accounts when users cannot access a resource is the same as for when a single user cannot access a resource, with the additional step of first building a list of users. 
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To recover user accounts when multiple users cannot access a resource

	1.
Verify users cannot access a resource due to an access token limitation problem. 

2.
Build a list of users who cannot access the resource.

3.
Using the built-in Administrator account, log on to a domain controller in the account domain that is also a global catalog.

4.
Run the Group Membership Evaluation task of Ntdsutil.exe for each affected user using the resource domain option as required. For more information about how to create the report, see Appendix: Creating the Group Membership Evaluation Report.

5.
If the Group Membership Evaluation report does not show an access token limitation is reached, analyze the local groups on the specific resource server and then go to step 7.

6.
If the report shows the token access limitation is reached, narrow the scope of groups to domain local groups for analysis. Further analyze the report output to determine the cause of the problem. For more information about how to analyze the report, see Analyzing Tool Report Data.

7.
Repair the users' group membership.

8.
Verify that users can access the resource.


Recovering an Administrator Account

If you cannot log on using the built-in Administrator account due to an access token limitation problem, you can still log on using the Safe Mode with Networking option. The built-in Administrators group is protected against account lock-out due to the token access limitation and an administrator in this group can still log on in this mode even if the account is a member of more than 1,024 groups. In this case, the system generates a special token containing the built-in Administrator SID. 

Even if the built-in Administrator account is disabled, you can still use it to log on in Safe Mode with Networking to address the token access limitation problem.
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To recover an administrator account

	1.
Verify you cannot log on with the built-in Administrator account due to an access token limitation problem with the error message:

The system cannot log you on due to the following error:
During a logon attempt, the user's security context accumulated too many security IDs. Please try again or consult your system administrator.
2.
Restart the domain controller in Safe Mode with Networking and log on using the built-in Administrator account.

3.
Run the Group Membership Evaluation task of Ntdsutil.exe. For more information about how to create the report, see Appendix: Creating the Group Membership Evaluation Report.

4.
Analyze the report output to determine the cause of the problem. For more information about how to analyze the report, see Analyzing Tool Report Data.

5.
Repair the built-in Administrator account's group membership.

6.
Verify that you can log on normally with the built-in Administrator account.


Recovering Multiple Domain Controllers

Domain controllers are not commonly direct members of a group. In your analysis be aware that large numbers of direct memberships should be considered suspect. Nor is it common for the Domain Controllers group to be a member of many security groups. 

You can run the Group Membership Evaluation task for an affected domain controller to create a report and identify groups for analysis and repair to enable the domain controller to return to full operation.
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Note: 

To recover a single computer or domain controller use the same procedure as described in the section, "Single User Cannot Log On." This section presents procedures for recovering many domain controllers.

A two-step process is presented here for recovering multiple domain controllers:


Perform the recovery procedure for one of the affected domain controllers.


Replicate changes on the repaired domain controller to other affected domain controllers.

Recover the First Affected Domain Controller
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To recover the first affected domain controller

	1.
Verify domain controllers cannot perform actions due to an access token limitation problem. For more information, see "Domain Controller Symptoms" in the topic How the Access Token Limitation Problem Can Occur.

2.
Using the built-in Administrator account, log on to an affected domain controller that is also a global catalog (DC1). 

Note   If the Administrator account is also experiencing the access token limitation problem, first restart the domain controller in Safe Mode with Networking.

3.
Run the Group Membership Evaluation task of Ntdsutil.exe for the local domain controller. For more information about creating the report, see Appendix: Creating the Group Membership Evaluation Report.

4.
Run the Group Membership Evaluation task of Ntdsutil.exe for the Domain Controllers group.

5.
For the local domain controller report, analyze the top level groups the domain controller is a member of. For more information about analyzing the report, see the previous topic Analyzing Tool Report Data.  

6.
Analyze the report for the Domain Controllers group.

7.
After you identify the problem groups, repair the group memberships for the domain controller (DC1) and the Domain Controllers group on DC1.


Replicate Changes from Repaired Domain Controller to Other Domain Controllers

You need to replicate the repairs you made to the first domain controller's group membership to the other affect domain controllers. The first step you need to take in this process is to stop the Kerberos Key Distribution Center (KDC) service on all the remaining affected domain controllers.

For a domain controller to successfully replicate with a partner, both domain controllers must have acceptable tokens to present for authenticating the process. A domain controller is capable of generating its own token, which results in problems when the access token limit is reached on that domain controller. To address this problem, the Kerberos Key Distribution Center service which issues the tokens on the affected domain controller must be stopped, so that it makes use of a KDC on the repaired domain controller to generate a healthy token. In addition to stopping the service, the domain controllers must also be restarted to ensure that all unhealthy tokens are removed from the token cache.  

The following procedure provides the steps to ensure that all affected domain controllers begin using a KDC from a repaired domain controller, allowing them to get healthy tokens and begin replicating changes. It is recommended that you force replication between each remaining affected domain controller and a repaired domain controller to speed the recovery process.

You use the Services MMC snap-in to stop and restart the KDC.
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To replicate repairs to other affected domain controllers

	1.
Using the built-in Administrator account, log on to the second affected domain controller (DC2). 

Note   If the Administrator account is also experiencing the access token limitation problem, first restart in Safe Mode with Networking.

2.
Click Start, All Programs, Administrative Tools, and then click Services.

3.
Locate and then double-click Kerberos Key Distribution Center.  

4.
In Kerberos Key Distribution Center Properties, in the Startup type drop-down list select Disabled. 

5.
In Service status click Stop.

6.
Repeat steps 1 through 5 for each remaining affected domain controller.

7.
Restart DC2. When the domain controller restarts, it clears the cache of tokens it has and attempts to get a new token. The only available running KDC is on the domain controller with the repaired group membership (DC1).

8.
Log on to DC2 using the built-in Administrator account.

9.
Force replication between DC2 and the repaired domain controller (DC1). 

10.
Verify that the group membership is repaired on this domain controller (DC2).

11.
On DC2, in Administrative Tools, click Services.
12.
Locate and then double-click Kerberos Key Distribution Center.  

13.
In Kerberos Key Distribution Center Properties, in the Startup type drop-down list select Automatic. 

14.
In Service status click Start.

15.
Repeat steps 7 through 14 for each remaining affected domain controller.


Best Practices             

To help avoid access token limitation problems, it is important to control and monitor accounts that are authorized to create groups. Incorporate the following practices into your Active Directory administration:


Establish auditing for specific events generated in the Security event log.


Delegate the ability to create groups to as few administrators as possible.

Recommendations regarding how to implement these practices are discussed in the following sections.

Auditing Changes to Active Directory

Audit data can be used to detect attempts to circumvent protections on resources and to create a record of administrative actions on the computer system.

It is recommended that you audit the following changes to Active Directory: 


Creation of group objects.


Modification of group memberships. 


Modification of group type. 


Creation of users. 

You should also ensure that audit logs are large enough, and that there is no break in the secure storage of audit logs from initial generation through backup. 

Monitoring Security Log Events

It is recommended that you monitor certain events in the Security event log on each domain controller. While the Security event log contains events that are generated by all components and applications on the computer, you can filter the events that you should monitor to help protect users and computers from an access token limitation problem. It is recommended that you monitor the events shown in the table below.

	Event Type
	Event ID
	Event Category

	Security Enabled Global Group Creation
	631
	Account Management

	Security Enabled Local Group Creation
	635
	Account Management

	Security Enabled Universal Group Creation
	658
	Account Management

	Changing a Distribution List to a Security Group
	668
	Account Management

	Creating Users
	624
	Account Management


Auditing of these events is turned on by default in Windows Server 2003. In Windows 2000 Server you need to enable auditing on each domain controller. The procedure for auditing security events is as follows.
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To enable security event auditing on a Windows 2000 domain controller

	1.
Click Start, Programs, Administrative Tools, and then click Domain Controller Security Policy.
2.
In the console tree, expand Security Settings.

3.
Expand Local Policies and then double-click Audit Policy.

4.
Double-click Audit account management.

5.
Select the check box next to Define these policy settings.

6.
Select the Success check box and click OK.

The policy takes time to replicate and apply.


Filtering for Security Events in Event Viewer

On both Windows Server 2003 and Windows 2000 Server domain controllers you can make it easier to monitor specific events in Event Viewer. You can set up a different log view in Event Viewer for each event as follows.
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To set up a new log view for each security event 

	1.
In Administrative Tools, click Event Viewer.

2.
In Event Viewer, right-click Security, and then click New Log View. A new Security log is created with the same events (example: Security (2)). 

3.
Right-click the new log and click Rename.

4.
Type in a name for one of the events you want to monitor, such as "Global Group Creation."

5.
Right-click the new log and click Properties.

6.
In the Properties dialog box, click the Filter tab.

7.
In the Event Source drop-down list, select Security.

8.
In the Category drop-down list, select Account Management.

9.
In Event ID type in the event number, such as "631" and click OK.


Delegating Administration Tasks for Group Management

An important part of securing your network is managing the users and groups that have administrative access to the Active Directory directory service.

It is recommended that you limit the ability to create and manage groups to a small subset of delegated administrators. Define and implement a group management administrator role in each domain in Active Directory and only allow members of this group to create and manage groups in the domain. All group requirements should be submitted to this group and this group should be the only one authorized to evaluate and create groups. The ability to modify group memberships can be delegated to the requestor. This eliminates the need for continued group administrator intervention for subsequent group-membership modifications. Note that delegating the ability to modify the group membership of a single or even a small number of groups cannot be used to purposely create a token access limitation problem. 

Additional recommendations to help you prevent a token access limitation problem are:


Make sure you give only trusted individuals the service administrator roles. Keep a list of all the service administrator groups and their members.


Create one (or a very few) "master" group and give only this group permission to create groups in the domain (including distribution lists). Generate audits on group creation only for groups created by someone not a member of the "master" group.


Make the default quota on each domain partition 50 or some small number. This would ensure that a single user account cannot create more than 50 groups.

For more information about how to implement the Group Management Administrator role, see the document Best Practices for Delegating Active Directory Administration at the Microsoft Web site (http://go.microsoft.com/fwlink?linkid=46677). 

For information about how to secure administrative groups see Securing Active Directory Administrative Groups and Accounts on the Microsoft Web site (http://go.microsoft.com/fwlink?linkid=48879). 

Appendix: Creating the Group Membership Evaluation Report             

This Appendix describes how to use the Group Membership Evaluation task of the Ntdsutil.exe tool to create a report. Using this report you can analyze the problem that arises when a principal attempting to log on or access a resource exceeds the access token limitation. 

Ntdsutil.exe is a command-line tool that provides management facilities for Active Directory. The tool has a series of menus that allow you to move between different management tasks. Ntdsutil.exe is intended to be used by experienced administrators. In Windows Server 2003 it is installed by default in the %systemroot%\system32 folder. However, this version of Ntdsutil.exe does not contain the Group Membership Evaluation task. 

The Group Membership Evaluation task is an update to Ntdsutil.exe. You can obtain the updated tool, along with instructions for how to run the tool at the download center on the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=48883).
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Important: 

You cannot run the Group Membership Evaluation task unless you install the updated Ntdsutil.exe tool.

Running Ntdsutil and Group Membership Evaluation

You can run the Ntdsutil.exe tool for any security principal: user, group, computer, or domain controller. A user account is used for procedures presented in this Appendix. 
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Note: 

Use the same procedures presented in this appendix to create the report for a user for any other principal.

Use one of the following procedures to run Ntdsutil.exe and the Group Membership Evaluation task to generate the report data when one of the following problems due to access token limitation arises:


User cannot log on.


User cannot access a resource.

Evaluating the Group Membership for a User Unable to Log On

Once you have verified that a user is not able to log on due to an access token limitation problem, use the following procedure to create a Group Membership Evaluation report. With the report output you can begin your analysis of the problem.
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Note: 

Be sure you remember your built-in Administrator account password for each domain. That is the only account you can use to log on to a domain controller if all users or computers have been locked out due to a token access limitation problem.
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To run the Group Membership Evaluation task of Ntdsutil.exe for a user who cannot log on

	1.
Using the built-in Administrator account, log on to a domain controller in the account domain that is also a global catalog. 

Note   If you cannot log on because of an access token limitation error; restart the domain controller in Safe Mode with Networking. Then log on using the built-in Administrator account.

2.
Open the Command Prompt window.

3.
At the command prompt type ntdsutil.exe and press Enter.

4.
At the ntdsutil prompt type group membership evaluation and press Enter.

5.
At this point, as an option, you can enter the domain controller to use in the account domain. If you do not specify a domain controller, the tool automatically locates one. To use a specific domain controller in the account domain, perform the following step:

At the group membership evaluation prompt type set account dc <account dc>
where <account dc> is the name of the domain controller you would like to use in enumerating global groups. In this case the name "localhost" could be used for the <account dc> parameter since the tool is being executed from an account domain domain controller.

6.
Also as an option, you can enter the global catalog to use. If you do not specify a global catalog, the ntdsutil.exe automatically locates one. To specify the global catalog, perform the following step:

At the group membership evaluation prompt type set global catalog <GC>
where <GC> is the name of the global catalog server you would like to use in enumerating universal groups.

7.
Perform this step only if the user and computer on which the logon is being attempted are in different domains. If the user and computer belong to different domains, the resource groups of the computer must also be enumerated. To perform this step:

At the group membership evaluation prompt type set resource dc <resource dc>
where <resource dc> is the name of the domain controller in the computer's domain which should be used for enumerating resource groups.

8.
As an optional step, set the credentials the tool should use when performing the evaluation. If you do not specify the credentials, ntdsutil.exe uses the current user credentials. To perform this step:

At the group membership evaluation prompt type set credentials <domain> <username> *
where <domain> is the domain where the user account resides and <username> is the samAccountName of the user. The asterisk provides a prompt for the password to be entered.

9.
Run the tool for the user unable to log on. To perform this step:

At the group membership evaluation prompt type run <domain> <username>
where <domain> is the account domain where the user account resides and <username> is the samAccountName of the user.


The tool runs to completion using the options that you specify. It creates a report on the user (or other security principal you specified) in the directory where you executed the commands. The report name contains the samAccountName of the user, as well as the timestamp when the report was executed. An example of a report name is paula-20050516214613.tsv. The report name tells you the following:


paula = samAccountName


20050516 = GMT date


214613 = HH:MM:SS, GMT


tsv = tab separated value

The report consists of a table where each row contains relevant information about each SID that is present in the token of the user. The list of SIDs helps reduce the number of groups that need to be examined to resolve the problem. For a complete list of information generated in the report, see the topic Analyzing Tool Report Data. 

To make it easier to analyze the data, view the tab-delimited output in a spreadsheet program (such as Microsoft Excel) that includes operations such as sorting columns, grouping by expressions, and so on.

Evaluating the Group Membership for a User Unable to Access a Resource

To run the tool for a user that is able to log on, but cannot access a resource, perform Steps 1 through 6 as in "Evaluating the Group Membership for a User Unable to Log On." In addition, you can enter a domain controller to use in the resource domain. If the user is able to log on, the inability to access the resource is most likely related to domain local groups in the resource domain, or local groups on the resource server. The complete procedure is presented as follows.
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To run the Group Membership Evaluation task of Ntdsutil.exe for a user who cannot access a resource

	1.
Using the built-in Administrator account, log on to a domain controller in the account domain that is also a global catalog. 

Note   If you cannot log on because of an access token limitation error; restart the domain controller in Safe Mode with Networking. Then log on using the built-in Administrator account.

2.
Open the Command Prompt window.

3.
At the command prompt type ntdsutil.exe and press Enter.

4.
At the ntdsutil prompt type group membership evaluation and press Enter.

5.
At this point, as an option, you can enter the domain controller to use in the account domain. If you choose not to do this a domain controller is automatically located. To enter the domain controller to use in the account domain:

At the group membership evaluation prompt type set account dc <account dc>
where <account dc> is the name of the domain controller you would like to use in enumerating global groups. In this case the name "localhost" could be used for the <account dc> parameter since the tool is being executed from an account domain DC.

6.
Also as an option, you can enter the global catalog to use. If you do not specify a global catalog one is located automatically. To enter the global catalog to use:

At the group membership evaluation prompt type set global catalog <GC>
where <GC> is the name of the global catalog server you would like to use in enumerating universal groups.

7.
If the resource is in a different domain than the user, enter the domain controller to use in the resource domain. To perform this step:

At the group membership evaluation prompt type set resource dc <resource dc>
where <resource dc> is the name of the domain controller in the computer's domain which should be used for enumerating the domain local groups in the resource domain.

8.
As an optional step, set the credentials the tool should use when performing the evaluation. If you do not specify credentials, the current user credentials are used. To perform this step:

At the group membership evaluation prompt type set credentials <domain> <username> *
where <domain> is the domain where the user account resides and <username> is the samAccountName of the user. The asterisk will provide a prompt for the password to be entered.

9.
Run the tool for the user unable to access a resource. 

At the group membership evaluation prompt, type run <domain> <username>
where <domain> is the account domain where the user account resides and <username> is the samAccountName of the user.


Using Command Line Arguments for Group Membership Evaluation

The command options in the table below are displayed when you run the Group Membership Evaluation task.

Command Options

	Input Command
	Description
	Usage Information

	Clear credentials
	Clear prior connection credentials
	N/A

	Run %s %s
	Runs token evaluation for the principal %s2 in domain %s1
	Driver command to generate the tab-delimited output for principal specified in the command line arguments. For example, to run the report for the user account dhall in the cohowinery domain, type: run cohowinery dhall

	Set Account DC %s
	Sets the domain controller used in account domain
	Optional. If not specified, domain controller locator is used to target a domain controller in the account domain. For example, to run the report using the account domain controller cohowinery-dc-01, type: set account dc cohowinery-dc-01

	Set credentials %s %s %s
	Set connection credentials as domain, user, and password. Use "NULL" for null password, * to enter password from the console.
	Optional. If not specified, default credentials are used. The same credentials are used to authenticate with the Account domain controller, global catalog and resource domain controller. For example, to run the report using the credentials for DJohnson, an administrator in the cohowinery domain, type: set credentials cohowinery djohnson *
The password must be then entered from the prompt which follows.

	Set Global Catalog %s
	Sets the global catalog used
	Optional. If not specified, the domain controller locator is used to target a global catalog in the account forest. For example, to run the report using the global catalog cohowinery-gc-01, type: set global catalog cohowinery-gc-01

	Set Resource DC %s
	Sets the domain controller used in resource domain
	Optional. If not specified, domain controller locator is used to target a domain controller in the resource domain. For example, to run the report using the resource domain controller cohowinerysales-dc-01, type: set resource dc cohowinerysales-dc-01
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