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	Abstract:  The v2 release of Microsoft Data Protection Manager (DPM) promises to address major market requirements with a slew of new features, including support for several Microsoft applications and true CDP functionality.


Happy Birthday DPM
Microsoft is pretty pleased with the inroads it has made with its System Center Data Protection Manager (DPM) product this year, and ESG agrees that it should be. 

Despite several key shortcomings with DPM – issues, by the way, that would have likely slowed down sales of products from other vendors (some big-name vendors included) – Microsoft was able to rack up some decent stats in its first year. Microsoft now touts more than 65,000 DPM beta/evaluation downloads. 
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But these numbers are just the tip of a potentially very large iceberg – one that could have Titanic-like consequences for the data protection market, huge revenue opportunities for Microsoft, and potentially process-changing implica-tions for end users.

Think about it: A year ago, ESG Research1 showed strong interest in DPM – warts and all – among organ-izations of all sizes. In fact, 47% of the end-users we surveyed said they would consider using a disk-based data protection solution from Microsoft (see Figure One).

Granted, interest doesn’t necessarily translate into sales, but it is a barometer of sorts for market conditions and user requirements. From this research, generally speaking, ESG found that organizations were interested in DPM for two basic reasons: 1) because of the operational efficiencies they “believed” it would provide and 2) because it was from Microsoft.

1. Operational efficiency. Respondents believed they would benefit from standardizing on Microsoft products versus deploying point solutions from various vendors. The assumption was that a Microsoft data protection solution would have superior integration with Microsoft applications (e.g., Exchange, SQL, SharePoint, etc.), which would enable them to leverage existing Microsoft skills to more easily manage the data protection process.


2. Microsoft brand/resources: Respondents who were interested in a Microsoft data protection solution tended to have a high level of confidence in the Microsoft brand and believed the company had the necessary resources to compete effectively in the data protection market. 


Interestingly, while respondents to the ESG Survey were drawn to the potential operational benefits of a Microsoft data protection solution, whether or not the product had superior features or functionality compared to other solutions in the market didn’t seem to factor into their decision-making process. In other words, the simple fact that DPM was a Microsoft product was enough for many users to consider purchasing the product.

Bottom line: ESG believes Microsoft was off to a good start with DPM 2006 (v1) but believes the improvements it makes with v2 are needed and should be well-received among end-users.

Bigger, Badder, Leaner
With the release of DPM 2006 (v2), Microsoft has: 

· Improved its breadth of data source coverage from just files to files to files and SQL, SharePoint and Exchange..


· Expanded its operating system support to W2k3 Server, Storage Server and Longhorn Server.


· Added new security features, including tape encryption and certificate-based key management.


· Enhanced its media management capabilities, from both a disk and a tape standpoint. Most notably, DPM (v2) increases the frequency of snapshots from once an hour to once every 15 minutes (changes are journaled in-between snapshots are applied to the last 15-minute snapshot in recovery situations), for up to 512 snapshots of product data versus 64 for v1), and it allows users to write directly to tape from the DPM server for disk-to-disk-to-tape (D2D2T) or traditional disk-to-tape (D2T) deployments. Of course, DPM also supports disk-to-disk (D2D).
· Improved disk utilization and performance as a result of the following new features: 
· Block-based tracking filter and data de-duplication: Tracks and replicates changes at the block-level in an in-memory bitmap, which reduces CPU overhead significantly. A data de-duplication feature eliminates redundant data so that only unique production data is copied to the DPM server.

· Express full backups: Reduces DPM Server capacity requirements and potential performance bottlenecks by taking a full snapshot of the data on the protected servers first and then replicating only changed blocks to the DPM Server. Changed blocks are moved from the Production Servers to the DPM Server, using Microsoft’s Volume Copy Shadow Service (VSS), where they are applied to the DPM replica. No snapshots are maintained on the Production Server, which means no copy-on-write overhead. 

· Single Instance Storage: The ability to further reduce capacity requirements by making sure that only unique data ends up on the DPM Server. Right now, this capability is limited to W2k3 R2 files.

· Added Continuous Data Protection (see “DPM’s Recovery Focus”).

ESG believes the above enhancements are in line with customer demands (they are also in line with direct user feedback to our DPM “v1” survey) and, therefore, should resonate well with organizations of all sizes, not just small to mid-size Windows shops.

It should be noted that while DPM now supports several Microsoft applications and Windows platforms, it still does not support heterogeneous (i.e., non-Microsoft) applications and operating systems, and no time frame has been given for this level of support. That said because DPM directly integrates into Microsoft Exchange, SQL and SharePoint environments, we still expect deployment to be significant. Also – and this is important –Microsoft recognizes that while organizations would like to standardize on a single data protection solution, the reality is they haven’t due to the specific workload demands of the applications they run. Microsoft has smartly positioned DPM to be the “catch all,” if you will for these types of environments. Its stated goal is to provide the best data protection (backup and recovery) for these mixed environments.
DPM’s Recovery Focus
Microsoft is using the v2 release as a way to push the onsite disk-based recovery aspects of the technology. While DPM 2006 (v1) had good recovery capabilities, it was largely positioned as a backup, not recovery, performance enhancer. DPMv2 offers end-users a true continuous data protection (CDP) capability, which means they can recover to any point in time in a disaster or outage situation.
Here’s how it works: The DPM agent, which consists of a block-level filter (to monitor changes) and a Microsoft VSS requester (VSS is used to ensure that the snapshots are application consistent), takes an initial snapshot of the full protected volume and then updates every 15 minutes thereafter. These updates are logged in a journal, and in a recovery situation, are automatically applied to the last “15-minute” snapshot. This process allows for continuous data protection of application servers for lossless data recovery (for data that has an RPO of zero), minimizes CPU and storage capacity requirements, and ensures application consistency. Also, because DPM tracks and replicates only changed blocks, the process is efficient from both a capacity and performance standpoint.


This feature will be particularly appealing for Windows-based shops with mission-critical data with demanding recovery point objectives (RPOs), as well as for end-users using more costly traditional disk- or host-based replication/snapshot products. DPMv2 supports up to 512 snapshots. However, because v2 makes copies of the application log every 15 minutes, the potential number of recovery points is over 340,000 (512 weekly shadow copies (or snapshots) x 7 days x 24 hours x incrementals every 15 minutes).  The snapshots are all captured at a known good recovery state with application consistency.  

Along similar recovery lines, Microsoft has also added tape archive support, which will enable organizations to set policies for what data is stored on the DPM Server (i.e., disk) and for how long. The idea is to match storage technologies (i.e., disk or tape) to its value, age or frequency of access, or some combination thereof. Data is seamlessly and securely (it is encrypted using the AES 256-bit algorithm) moved between disk and tape tiers. 

The Bottom Line

Microsoft has made important – and necessary – improvements to its DPM technology. ESG believes the new features – most notably, added support for Exchange, SQL and SharePoint, and integration with tape – will be well received among end-users and should open new doors for Microsoft, especially among organizations that have already implemented or are considering implementing disk-to-disk solutions. Again, our Research showed that end-users wanted SQL and Exchange support, not just file support, in the first version of DPM, and we’re seeing increasing interest in SharePoint. 

And while the backup and recovery market is already well-established and getting users to change platforms regardless of how difficult their current situation is, we believe Microsoft, with DPM, has a unique opportunity to sell directly to the application owners. The data protection features of DPMv2 are finely integrated with the application, making it a legitimate opportunity.

Again, consider the Research ESG conducted a year ago: 41% of users familiar with Microsoft DPM said they viewed the product as a way to add disk-to-disk capabilities to their existing tape backup environment while 22% of users actually believed they could use DPM as “a way to replace tape backup with a completely disk-based solution.” And 33% percent said they viewed DPM “as a replacement for existing replication/snapshot technologies with a better and/or more cost-effective solution.” 

So, what about next steps? ESG believes Microsoft should focus on providing a disk-based “2DR” capability – in other words, the ability to replicate the DPM server to off-site disk for disaster recovery (DR) purposes. Adding support for multi-site replication (i.e., the ability to replicate data from remote offices to the central site as well as from the central site to a DR location off-site) would add further value. 

DPM, in its current release, has the potential to be a market-altering technology, so we will watch and monitor V2 beta download activity to see what trends emerge. 
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�√ Improved performance and disk utilization





√ Continuous data protection











Figure One: User Attitudes to Microsoft Disk-Based Data Protection
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