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Abstract

This white paper describes interoperability between IPsec hosts running Microsoft Windows Server™ 2003, Windows XP, or Windows 2000 Server and non-IPsec hosts, including computers running third-party operating systems or earlier versions of Windows. IPsec scenarios described include domain and server isolation, secure server, and third-party Virtual Private Networking (VPN). This paper is intended for IT professionals in organizations that are investigating using IPsec in Microsoft Windows to deploy server and domain isolation. 
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IPsec Interoperability             

Internet Protocol security (IPsec) in Windows Server 2003, Windows XP, and Windows 2000 supports interoperability between these IPsec-compatible versions of Windows and computers running third-party operating systems or earlier versions of Windows. Supported IPsec scenarios include secure server scenarios (host-to-host, application-to-application, or subnet-to-subnet); domain and server isolation scenarios; and site-to-site and remote access virtual private networking (VPN) scenarios. 

Designed by the Internet Engineering Task Force (IETF) as the security architecture for Internet Protocol (IP), IPsec secures IPv4 or IPv6 unicast packets. This paper refers only to IPv4 network traffic. IPsec is implemented at the Network layer (Layer 3) of the Open Systems Interconnection (OSI) model (or at the IP layer [Layer 2] of the TCP/IP model). Therefore, IPsec services are available to upper-layer protocols in the stack, such as TCP or UDP and, transparently, to existing applications. 

In any IPsec scenario, the IPsec protocol transmits data securely between two computers on an IP network. IPsec's security functions include the following:


Computer-level authentication between two IP hosts.


Packet-level restrictions defining what traffic is transmitted between the two hosts. Rules contained in a local policy or IPsec Group Policy tell IPsec to permit, block, or secure specific packets, depending on specified addressing and protocol information.


Encryption of data transmitted between the two hosts (optional).

After a brief summary of the components of an IPsec policy, which defines security for IPsec traffic, this paper describes IPsec secure server, isolation, and VPN scenarios, followed by a short section about possible IPsec interoperability issues for networking management and monitoring tools. Appendices include information about certificate authentication common to all IPsec scenarios and a generic step-by-step procedure showing how to configure an IPsec policy. 

For a companion document that provides information about intra-Windows compatibility among the IPsec compatible versions of Windows, see Managing Intra-Windows Compatibility for IPsec at http://go.microsoft.com/fwlink/?LinkId=50170.

Understanding the information provided here requires a working knowledge of networking concepts; IPsec concepts, including IPsec policy, filters, filter actions, and filter lists; and Windows operating system concepts, including the Active Directory® directory service, Group Policy, access control lists (ACLs), and Kerberos V5 and certificate authentication.

IPsec Policy

What all IPsec scenarios have in common is the use of IPsec policies to control whether and how communications between computers are allowed, conditionally allowed, or prevented. This section describes the components of a Windows IPsec policy. Third-party operating systems that support IETF-compliant IPsec can interoperate with Windows IPsec hosts, although the specifics of how IPsec policies are handled differ for each operating system. 

An IPsec host can have only one IPsec policy. An IPsec policy consists of a name, a description, and, typically, a set of rules. In Windows, each rule in an IPsec policy consists of the components described in the following table.

Components of an IPsec Policy Rule for a Windows-based IPsec Host

	Component
	Description

	Filter list
	Contains one or more IP filters. IPsec uses packet filters to match IP packets to a filter action. A filter consists of:


Source. A source IP address or range of addresses.


Destination. A destination IP address or range of addresses.


Protocol. An IP protocol, such as TCP, UDP, or "any." For TCP or UDP only: 


Source port


Destination port

Windows IPsec puts the filters in order from the most specific to the least specific. For example, a filter that specifies host IP addresses is applied before a filter that specifies a subnet.

	Filter action
	Defines how IPsec will handle traffic. A rule associates a filter with one of the following filter actions:


Permit. Any IP packet that matches the associated filter is transmitted without any further processing by IPsec. The Permit action is used to configure an exemption that allows a non-IPsec host to initiate an unsecured connection with an IPsec host (for example, an isolated server). 


Block. Any IP packet that matches the associated filter is discarded or ignored.


Negotiate security. Any IP packet that matches the associated filter must use IPsec to negotiate and secure traffic between the source and destination hosts (or, in some cases, must first attempt to use IPsec before subsequently allowing unsecured communications). The Negotiate security filter action governs traffic between two IPsec hosts. 

	Authentication method
	Enables IPsec peers to mutually authenticate each other before establishing communications. One or more of the following methods can be used for authentication:


Kerberos V5


X.509 certificates


Preshared keys

Which method is recommended for host-to-host authentication, also called computer authentication, differs by IPsec scenario. 

In each scenario, it is only after computer authentication (which takes place at the Network layer) establishes a secure channel between two IPsec hosts that user authentication and user authorization (which take place at the application layer) occur.

	Connection type
	Specifies which type of connections IPsec policy settings are applied to:


All network connections


Local area network (LAN) connections


Remote access connections

	Tunnel setting
	Specifies whether the traffic is tunneled and, if so, the IP address of the tunnel endpoint. IPsec transport mode and IPsec tunnel mode options differ as follows:


IPsec transport mode. Protects end-to-end traffic between two IPsec hosts. Transport mode encrypts the data portion of each IP packet, but does not encrypt the header. 

Typically, IPsec transport mode is used for IPsec secure server connections, domain and server isolation connections, and L2TP/IPsec VPN connections.


IPsec tunnel mode. Protects IPsec traffic between two networks. Tunnel mode encrypts both the data portion and the header portion of each IP packet. 

Typically, IPsec tunnel mode is used for site-to-site VPN tunnels between the static IP addresses of VPN gateways in cases where at least one of the gateways does not support L2TP/IPsec. 

When defining the IPsec policy, you can enable only AH (for data and address integrity without encryption), only ESP (for data integrity and encryption), or both. You can also specify ESP with authentication only (known as ESP null) to provide data origin authentication and data integrity for only the IP payload.

IPsec first tries to apply tunnel filters to all IP packets. If none match, IPsec then applies transport mode filters.


The most complex component of an IPsec policy rule is the Negotiate security filter action, which controls communications between two IPsec hosts. When you specify Negotiate security on an IPsec policy, IPsec uses the IETF standard Internet Key Exchange (IKE) protocol to negotiate options between two IPsec hosts when one attempts to initiate a connection to the other. IKE establishes security associations (SAs) between the two hosts to determine whether and how data between them can be exchanged and secured. 

Secure SAs

When the Negotiate security filter action is specified on the IPsec policy shared by two IPsec hosts and one initiates a connection to the other, IKE uses a two-phase process to negotiate the connection:


Main mode SA (phase 1). The IKE negotiation first establishes a main mode SA (also called the Internet Security Association and Key Management Protocol, or ISAKMP, SA). If successful, the two hosts establish a secure, authenticated communication channel using key exchange security methods:


Encryption algorithms. Triple Data Encryption Standard (also known as Triple DES or 3DES) or DES are used for encryption. 3DES is recommended because DES is much weaker. 


Integrity algorithms. Secure Hash Algorithm (SHA-1), and Message Digest 5 (MD5) are used to ensure data integrity and data authentication. SHA-1 is recommended because it is more secure than MD5. 


Diffie-Hellman groups. Used to determine the length of the base prime numbers used during the key exchange process.


After negotiating the key exchange methods, the final step in the phase 1 main mode SA is to negotiate the authentication method (Kerberos V5, certificate, or preshared key).


Quick mode SA (phase 2). The IKE negotiation then establishes a pair of quick mode SAs. One quick mode SA handles inbound traffic; the other handles outbound traffic. Quick mode SAs provide protection by exchanging data transfer requirements (AH or ESP; 3DES or DES; and MD5 or SHA-1) and then refreshing the keying material before sending data.

Unsecured SAs

IKE supports unsecured SAs for connections between an IPsec host and a non-IPsec host using Soft SAs. 

In Windows, IPsec provides predefined IPsec policies by default. Use these policies only for familiarizing yourself with IPsec policies and for testing. When you deploy IPsec, create your own policies tailored to your specific security requirements.

When using IPsec either for secure server connections or for IPsec-based VPN connections, the impact of IPsec on network performance is negligible. When domain isolation is deployed, IPsec increases network traffic by about 3 to 5 percent. The IPsec AH option (which protects both IP data and IP address header information) and the IPsec ESP cryptographic option (which protects data but not the IP address header) affect performance as follows:


Selecting AH on the IPsec policy adds 24 bytes to each packet. 


Selecting ESP on the IPsec policy adds 22 to 36 bytes per packet. ESP has the same impact on performance whether or not ESP or ESP null is used.

For more information about IPsec policies, see:


"Description of an IPsec policy," "Designing and planning IPsec policies," and "Internet Key Exchange" in Help and Support Center for Windows Server 2003.


Internet Protocol Security: Frequently Asked Questions at http://go.microsoft.com/fwlink/?LinkId=49505.

IPsec Secure Server Scenario

The secure server scenario can enable IPsec connections between hosts running IPsec-compatible versions of Windows and hosts running non-Windows operating systems, and well as between two Windows-based hosts. A secure server solution can authenticate and secure communications between servers or other hosts within or across enterprise boundaries and can, optionally, encrypt traffic. 

IPsec Secure Server Connections

The IPsec secure server solution, which uses IPsec to protect traffic transmitted host-to-host on specific paths, is also referred to as server-to-server IPsec because it is, typically, configured between two servers or between any two servers in a set of servers. For example, some IPsec hosts might be located on a company's intranet and others in its perimeter network; or one IPsec host might be located at an enterprise headquarters and the other in a branch office. In the latter case, note that a secure server connection between a host in a headquarters office and a host in a branch office is different from a site-to-site VPN connection because site-to-site VPN connects two geographically remote networks, whereas a secure server connection is end-to-end.

Despite the "secure server" or "server-to-server" terminology, this type of connection is not limited only to servers. You can configure IPsec to secure end-to-end traffic on specific paths for the following types of connections:


Host-to-host:


Server-to-server (configured from static IP address to static IP address)


Client-to-client (configured from static IP address to static IP address)


Client-to-server (configured from static IP address to static IP address; excluding a connection between a client that is a member of an Active Directory domain and a domain controller, which is not supported)


Application-to-application (configured from static IP address to static IP address, plus a protocol, such as TCP or UDP, and its associated ports)


Subnet-to-subnet (configured from subnet address to subnet address; in this case IPsec settings apply to any packet that is sent with a matching source and destination address)

Although any specific secure server connection is between two hosts that mutually authenticate each other, you can configure multiple hosts with the same secure server IPsec policy. For example, if 20 servers share the same IPsec policy, the policy governs communications between any two of those servers whenever one of them initiates a connection with another one. The communications that are secured are either:


All communications between the two hosts. 


All communications between a service or application residing on the two hosts. In this case, all other communications between the two hosts is either in plaintext (unsecured) or it is blocked. To block unsecured traffic while securing application traffic, use the following two filter actions:


All traffic between two hosts (with Any specified for protocol) is blocked by using the Block filter action.


Application traffic (specified by its IP protocol and, if appropriate, by port) is secured by using the Negotiate security filter action.

IPsec transport mode (not IPsec tunnel mode) is recommended for securing traffic between end-to-end hosts in an IPsec secure server connection. 

In addition to establishing an IPsec secure server connection between two Windows-based hosts (either domain members or stand-alone hosts) or between a stand-alone Windows-based host and a third-party host, you can also establish an IPsec secure server connection between a Windows-based host that is a member of an Active Directory domain and a stand-alone computer, including a third-party computer, that is not a domain member. Unless both computers are members of an Active Directory domain, both computers must be configured to use certificates or a preshared key to authenticate each other; they cannot use Kerberos authentication. 

Between a Windows-based host and a third-party host, configure an IPsec policy locally on the computer at each end of an IPsec secure server connection. However, if both hosts are Windows-based hosts that belong to the same or a trusted Active Directory domain, you can configure a domain policy rather than a local policy and use Group Policy to distribute the policy to each host. In the latter case, the participating computers are still considered to be in a secure server scenario rather than in an isolated domain or isolated server scenario (as described later in this paper). Secure server differs from domain isolation and server isolation as follows:


The IPsec policy for secure server is configured explicitly to enable a connection between each of two hosts or between each of two subnets, that is, IP address to IP address, or subnet to subnet. This is a one-to-one relationship, and it can use Active Directory only if both hosts are domain members. Even if both hosts are domain members, it is also possible to configure a local policy rather than a domain policy.


The IPsec policy for domain isolation is configured to enable a connection between any domain member host and any other domain member host. This is a many-to-many relationship, and all isolated hosts are domain members.


The IPsec policy for server isolation is configured to enable a connection between a server (or a set of servers) and a group of client computers. This is a one-to-many relationship, and the server and all clients are domain members.

For more information about authentication in a secure server scenario, see “Computer authentication in IPsec secure server connections” later in this section. For more information about domain and server isolation, see "Domain and Server Isolation" later in this paper.

Operating systems that support IPsec secure server connections

Any host running an IPsec-compatible version of Windows can establish an IPsec secure server connection with another IPsec host. The IPsec-compatible versions of Windows are:


Windows Server 2003


Windows XP


Windows 2000

Microsoft recommends installing the latest Windows service pack (SP) before deploying any IPsec solution. Currently, the latest service packs are SP1 for Windows 2003, SP2 for Windows XP, and SP4 for Windows 2000.

Any third-party operating system that is compliant with the IETF standards for IPsec can establish an IPsec secure server connection to an IPsec-compatible Windows-based host. Common operating systems for which companies might want to establish an IPsec secure server connection to a Windows-based computer include the following versions of UNIX:


Solaris 9 and Solaris 10


HP-UX


IBM AIX


Linux (FreeSwan, OpenSwan, OpenBSD)

For information about L2TP/IPsec VPN connections between Windows and the Cisco Secure PIX firewall or between Windows and Macintosh, see "Third-Party IPsec VPN Scenarios" later in this paper.

Computer authentication in IPsec secure server connections

For IKE to allow an IPsec connection between two IPsec hosts, each IPsec host must authenticate the other as part of the process of establishing the main mode SA. IKE on a Windows-based host initiating an IPsec secure server connection with another Windows-based host can use any of the three available authentication methods. However, in most cases, Kerberos V5 is not available for secure server connections between a Windows-based host and a non-Windows-based host. 

For a secure server connection, the possibilities and constraints for host-to-host authentication are as follows:


X.509 certificates (Windows-to-Windows or Windows-to-non-Windows). Certificate authentication is recommended for most IPsec secure server connections because it is more secure than preshared key authentication. When certificate authentication is specified on the IPsec policy of both hosts, IKE on the initiating computer sends a request for a valid certificate (which must be from the same root certification authority [CA] or from a root CA that both hosts trust) to the other computer. Certificate authentication requires the deployment of a public key infrastructure (PKI) that issues and maintains certificates.

Typical scenarios where you might use certificates for secure server connections include external business partner communications (a connection between an intranet and an extranet), or communications between computers when at least one computer does not support the Kerberos V5 security protocol. 


Preshared key (Windows-to-Windows or Windows-to-non-Windows). A preshared key is a shared secret key that you can manually configure on an IPsec policy, including the IPsec policy of hosts configured for a secure server connection. Its value is stored in plaintext in the IPsec policy, and it can be read by any system service with Local System user rights.

Typically, in a large enterprise with IPsec secure server connections, you use preshared keys for testing; as an interim measure in a production environment while you deploy a PKI to obtain computer certificates; or when preshared key authentication is required by a non-Windows-based host because it does not support certificate authentication. Small- and medium-sized businesses that do not want to deploy a PKI might prefer to use preshared key authentication.

If you must use preshared key authentication, use only local IPsec policy (not Active Directory–based Group Policy), a 25-character or longer random key value, and a different preshared key value for each IP address pair.


Kerberos V5 (Windows-to-Windows only). The Kerberos V5 security protocol is the default authentication technology for computers running Windows Server 2003, Windows XP Professional, or Windows 2000 that are members of the same or trusted Active Directory domains. However, in most cases, Kerberos is not used for an IPsec secure server connection between a Windows-based host and a non-Windows-based host. Many third-party operating systems do not currently support Kerberos V5 authentication. Even when a third-party operating system does support Kerberos, Kerberos V5 is typically not available for an IPsec secure server connection between a Windows-based host and a non-Windows-based host without special additional configuration. 

For more information about using certificate authentication for IPsec deployments, see "Appendix A: Interoperability Information for Certificate Authentication in an IPsec Environment" later in this paper.

IPsec Secure Server Examples

The example scenarios in this section describe some of the possible types of IPsec secure server connections between Windows and third-party hosts. The first example demonstrates securing all traffic between two servers; the second example illustrates securing only traffic between specific applications.

If a firewall is located between IPsec hosts using a secure server connection, you must allow the IPsec traffic to cross the firewall before you configure the IPsec policy. For more information about configuring firewalls, see "Deploying IPsec" in the Windows Server 2003 Deployment Kit at http://go.microsoft.com/fwlink/?LinkId=15305.

The examples described here do not include a subnet-to-subnet connection. For information about an IPsec secure server connection between two subnets, see "Active Directory in Networks Segmented by Firewalls" at http://go.microsoft.com/fwlink/?LinkId=45087.

Server-to-server example: Windows to Solaris

Solaris is a UNIX-based operating system developed by Sun Microsystems. Solaris runs on Sun's SPARC computers as well as on computers from other vendors. The following sections describe:


How to verify that interoperability is possible between Windows and Solaris.


How to establish an IPsec secure server connection between a Windows-based host and a Solaris host.

You can adapt the information in this and the following examples to configure a secure server connection between the IPsec-compatible versions of Windows and other third-party operating systems that are compliant with the IETF standards for IPsec, including HP-UX, IBM AIX, and Linux.

Verifying IPsec interoperability between two operating systems

Before you configure an IPsec secure server connection between Windows and any third-party operating system, begin by comparing IPsec features of both operating systems. This comparison is important to ensure that IPsec interoperability is possible between the two systems. 

For this example, in which the goal is to configure a secure server connection between Windows and Solaris, the following table compares IPsec-related capabilities supported by each operating system.

Comparing IPsec-Related Features in Windows and Solaris

	Feature
	Windows
	Solaris

	Operating system support for IPsec and IKE
	Windows Server 2003

Windows XP

Windows 2000
	Solaris 9 and later

	Encryption
	3DES

DES
	3DES

DES

AES

Blowfish

	Authentication method
	CA-signed X.509 certificates:


RSA-MD5


RSA-SHA1

Preshared keys (ASCII)

Kerberos V5
	CA-signed X.509 certificates:


RSA-MD5


RSA-SHA1


DSA-SHA1

Preshared keys (hexadecimal)

Self-signed certificates

IPsec with manual keying

	IPsec transport mode
	Yes
	Yes

	IPsec tunnel mode
	Yes
	Yes

	Certificate distinguished name (DN) format 

(needed for connections that use certificate authentication)
	CN (commonName)

OU (organizationalUnitName)

O (organizationName)

L (localityName)

S (stateOrProvinceName)

C (countryName)

E (eMail)
	CN (commonName)

OU (organizationalUnitName)

O (organizationName)

L (localityName)

ST (stateOrProvinceName)

C (countryName)

MAILTO (eMail)


As the table indicates, interoperability between Windows and Solaris is possible by using preshared key or CA-signed X.509 certificates (using RSA-MD5 or RSA-SHA1 only). IPsec secure server connections use transport mode, which is supported by both operating systems. When specifying a preshared key on a Windows-based host, you use ASCII notation; on a Solaris host, you specify the same number with hexadecimal notation. In addition, a certificate DN uses different names for two components: Windows uses S for stateOrProvinceName, whereas Solaris uses ST; Windows uses E for eMail, whereas Solaris uses MAILTO.

Configuring a Solaris-to-Windows secure server connection

In this example, the IP addresses of the computers at each end of the connection—the Windows-based host and the Solaris host—are used as source and destination addresses. Alternatively, the IPsec policy for an IPsec secure server host-to-host connection (or any host-to-host IPsec connection) can specify My IP Address as the source address and a specific IP address as the destination address. Here are some of the reasons why you choose one option or the other:


Specify a specific IP address for both source and destination address. Using an explicit IP address for an IPsec host that uses more than one network adapter or that has more than one IP address assigned on a single network adapter prevents IPsec from generating filters for each IP address on the computer. Generating more filters than is necessary increases CPU utilization.


Specify My IP Address for source address. Using an IPsec secure server policy to secure traffic between any two of a large set of hosts can create administrative overhead if you specify specific IP addresses for each source address. In this situation, use My IP Address as the source address and use a specific IP address for the destination address.
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Note: 

Typically, third-party implementations of IPsec do not support the My IP Address option. Therefore, this recommendation only applies for Windows-based IPsec hosts.

On the host at each end of the connection, configure an IPsec policy with settings similar to those shown in the following example. You must log on with local administrator privileges. On the Windows-based host, for any setting that is not explicitly specified, accept the default value. This example uses Windows user interface options, but the actual settings are the same for each host.
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Note: 

For step-by-step instructions showing how to define an IPsec policy on a Windows-based host, see “Appendix B: Configuring an IPsec Policy” later in this paper. 

Securing Traffic between a Windows Host and a Solaris Host

	Action
	IPsec Policy Settings

	Add filter
	On the Windows-based host, specify: 


Windows_host_IP_address for the source address.


Solaris_host_IP_address for the destination address.


Any for the protocol.

	Add filter action
	Specify: 


Negotiate security for the filter action.


Do not communicate with computers that do not support IPsec.

Accept:


Encryption and Integrity (this option encrypts data, verifies that it is unmodified in transit, and authenticates that data originated from an IPsec peer).

Clear:


Accept unsecured communication, but always respond using IPsec.


Allow unsecured communication with non-IPsec-aware computer.


Session key perfect forward secrecy (PFS).

	Add rule
	Clear:


Activate the default response rule.

Specify: 


This rule does not specify an IPsec tunnel for the tunnel setting (this option specifies that transport mode rather than tunnel mode is used).


All network connections for network type.


Use a certificate from this certification authority (CA) for authentication method, and then specify the CA.


Associate this rule with the name representing the Negotiate security filter action created earlier.

	Repeat on Solaris host
	Repeat this configuration on the Solaris host at the other end of the IPsec secure server connection (reversing settings, such as source and destination IP addresses, as appropriate). 

For information about how to configure a comparable IPsec policy on the Solaris host, consult your Sun Microsystems documentation.

	Assign policy
	Assign the policy on the Windows-based host and on the Solaris host.

After you assign the policy on both hosts, the mirrored policy is active on each computer.


Application-to-application example: SQL server to application server

When a TCP/IP application is installed on computers running operating systems that support IPsec, you can configure an IPsec policy to secure only traffic generated by that application rather than creating a policy that secures all traffic between the two hosts. A typical IPsec secure server application-to-application connection between two hosts requires specifying not only the static IP address of each host but also a protocol, such as TCP or UDP, and its associated ports.
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Caution: 

Protocol- or port-specific filters are used more often for Permit or Block filter actions than for the Negotiate security filter action used in an application-to-application connection. When you do specify protocols and ports on an IPsec policy, make sure that only one authentication method is configured between the two hosts. For more information, see the section "Only One Authentication Method Between a Pair of Hosts" in Step-by-Step Guide to Internet Protocol Security (IPsec) at http://go.microsoft.com/fwlink/?LinkId=269.

 This example shows how to secure traffic between a stand-alone database server running Microsoft® SQL Server and a third-party application server, using the static IP addresses of each host. Typically, TCP port 1433 is used for SQL Server traffic, and that port is used in this example. 

The example IPsec policy to be configured on each server (which is more restrictive than the policy in the preceding server-to-server example) enforces the following:


Allows communications with the SQL Server only from the application server, using TCP through port 1433. 


Drops all other IP packets, including ICMP (ping). 


Encrypts all data sent between the two computers to guarantee confidentiality. 

Not only does this policy provide confidentiality for all data sent between the two servers, but it also significantly reduces the attack surface on the SQL Server. The only remaining opportunities for attack are either to interactively log on to the database server or to gain control of the application server and try to attack SQL Server through TCP port 1433. 

On the host at each end of the connection, configure an IPsec policy with settings similar to those shown in the following example. You must log on with local administrator privileges. On the Windows-based host, for any setting that is not explicitly specified, accept the default value. This example uses Windows user interface options, but the actual settings are the same for each host.
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Note: 

For step-by-step instructions showing how to define an IPsec policy on a Windows-based host, see “Appendix B: Configuring an IPsec Policy” later in this paper. 

Securing Database Traffic between an SQL Server and an Application Server

	Action
	IPsec Policy Settings

	Add filters
	On the SQL server, for the first filter, specify: 


Application_server_IP_address for the source address.


SQL_server_IP_address for the destination address.


TCP for the protocol, and then specify From any port to port 1433.

On the SQL server, for the second filter, specify: 


My IP Address for the source address.


Any IP Address for the destination address.


Any for the protocol. This filter corresponds to the All IP Traffic filter that is available on a Windows-based IPsec host if you did not delete the default IPsec policies. If you did not delete the default IPsec policies, you do not need to create this filter.

	Add filter actions
	For the first filter, specify:


Block for the filter action (blocks all communications except for application traffic explicitly allowed—and secured—by the second filter action).

For the second filter, specify: 


Negotiate security for the filter action.


Do not communicate with computers that do not support IPsec.


Custom for IP Traffic Security, specify SHA1 and 3DES, and then select both check boxes under Session key settings to generate a new key every 100000 Kb and 3600 seconds, respectively.

Clear:


Accept unsecured communication, but always respond using IPsec.


Allow unsecured communication with non-IPsec-aware computer.

Specify: 


Session key perfect forward secrecy (PFS). Selecting this option ensures that key material is not reused. PFS increases the load on the CPU and should be used only if higher security needs require it.

	Add rules
	Clear:


Activate the default response rule.

For the first rule, specify: 


This rule does not specify an IPsec tunnel for the tunnel setting. This option specifies that transport mode rather than tunnel mode is used.


All network connections for network type.


Preshared key for authentication method (must be the same on both computers), and then associate the first filter you created earlier (for TCP port 1433) with the name representing the Negotiate security filter action created earlier.

For the second rule, specify: 


This rule does not specify an IPsec tunnel for the tunnel setting. This option specifies that transport mode rather than tunnel mode is used.


All network connections for network type.


Preshared key for authentication method (use same preshared key as for first rule), and then associate the second filter you created earlier (from My IP Address to Any IP Address for Any protocol) with the name representing the Block filter action created earlier.

	Repeat on application server
	Repeat this configuration on the third-party application server at the other end of the IPsec secure server connection (reversing settings, such as source and destination IP addresses and ports, as appropriate). 

For information about how to configure a comparable IPsec policy on the third-party application server, consult the manufacturer's documentation.

	Assign policy
	Assign the policy on the SQL server and on the application server.

After you assign the policy on both servers, the mirrored policy is active on each computer.


Important   In the user interface for Windows Server 2003 IPsec, when the Permit or Block filter action is selected, the option for Authentication method is grayed out because neither Permit nor Block filter actions use authentication. However, in Windows XP or Windows 2000, you must specify the Authentication method option even if the filter action is Permit or Block, and it must match the authentication method specified for secure filters on this policy.

This configuration ensures that only the application server can communicate with the SQL server. In addition, it ensures that only TCP connections using port 1433 are permitted and that all traffic sent between the two servers is encrypted.

For a similar example showing step-by-step configuration between two Windows-based hosts, including using a script and Network Monitor to ensure that the connection works correctly, see the MSDN Library article "How To: Use IPsec to Provide Secure Communication Between Two Servers," at http://go.microsoft.com/fwlink/?LinkId=50171. 

Domain and Server Isolation Scenarios

IPsec-based domain and server isolation help reduce the risk of network attacks, misconfigurations, and compromised data by allowing you to isolate IPsec hosts from non-IPsec hosts on an IP network and by enabling you to control access by non-IPsec hosts when interoperability is required. Although you cannot currently include non-IPsec hosts (computers running earlier versions of Windows or third-party operating systems) within either IPsec isolation scenario, you can specify which types of connectivity you want to allow between IPsec hosts within these scenarios and specific computers external to your IPsec solution.

In order to understand the mechanisms that enable non-IPsec hosts to communicate with IPsec hosts in an isolation scenario, it is necessary first to understand the role played by Active Directory, computer authentication, and Group Policy in domain and server isolation. After describing which operating systems currently support isolation solutions and which operating systems are not compatible with isolation scenarios but can be explicitly allowed to interoperate with isolated hosts, this section describes how the Windows Active Directory, authentication, and Group Policy features fit into the IPsec domain and server isolation picture.

Domain and server isolation differ from each other as follows:


Domain isolation. In the domain isolation scenario, which includes computers in one or more Active Directory domains, all participating computers are governed by an IPsec policy. Any two computers that participate in the isolated domain use IPsec to authenticate each other and to secure communications with each other. 


Server isolation. In the server isolation scenario, which can include computers in one or more Active Directory domains although Active Directory is not required for server isolation, one or more servers accept authenticated and secured communications only from other domain member computers. Communications between the isolated server or servers and the computers allowed to access them are governed by a common IPsec policy. In IPsec server isolation, IPsec requires mutual authentication between client and server for all client computers allowed to access that server. 

You can deploy domain isolation and server isolation separately or together as an integrated IPsec solution in which the isolated servers are separated from the other computers in the isolated domain by membership in an Active Directory group. 

For more information about domain and server isolation, see:


Introduction to Server and Domain Isolation with Microsoft Windows at http://go.microsoft.com/fwlink/?LinkId=44640


Domain Isolation with Microsoft Windows Explained at http://go.microsoft.com/fwlink/?LinkId=44642


Server Isolation with Microsoft Windows Explained at http://go.microsoft.com/fwlink/?LinkId=44641


A Guide to Domain Isolation for Security Architects at http://go.microsoft.com/fwlink/?LinkId=44643


Server and Domain Isolation Using IPsec and Group Policy at http://go.microsoft.com/fwlink/?linkid=33947.

Operating systems that support isolation scenarios

Many small- or medium-sized organizations and most large organizations include computers that run a variety of operating systems. Therefore, when planning and deploying an IPsec domain or server isolation solution, your design must first of all take into account interoperability issues that can arise depending on the types of operating systems present in your organization. 

The following table lists operating systems that currently support IPsec domain and server isolation and those that cannot participate in an isolated domain but can interoperate with isolated hosts.

Operating Systems that Can and Cannot Support IPsec Isolation

	Role
	IPsec host
	Non-IPsec host
	Operating Systems

	Host joined to an Active Directory domain. 
	X
	 
	
Windows Server 2003 original release or SP1


Windows XP Professional SP2 (Windows XP SP1 or earlier can also join an isolated domain, but lacks certain capabilities)


Windows 2000 SP4 (Windows 2000 SP3 or earlier can also join an isolated domain, but lacks certain capabilities)

	IPsec-compatible host not joined to an Active Directory domain  (includes remote access VPN clients that are not domain members).
	 
	X
	
Windows Server 2003 


Windows XP


Windows 2000

	Windows-based host that cannot join an isolated domain.
	 
	X
	
Windows XP Home Edition (includes IPsec capability but cannot use Active Directory–based policy because it does not support membership in an Active Directory domain) 


Windows NT 4.0 or earlier


Windows 95


Windows 98


Windows Millennium Edition (Windows Me)


Microsoft Xbox


Windows Mobile

	Host running a non-Windows operating systems (partial list). 

No non-Windows operating system can currently join an Active Directory–based isolated domain.
	 
	X
	
UNIX-based systems, such as Solaris 9, Solaris 10, Linux (FreeSwan, OpenSwan, OpenBSD), HP-UX, IBM Advanced Interactive eXecutive (IBM AIX)


Apple Macintosh clients


Cisco PIX firewall (Cisco Internetwork Operating System [IOS] for VPN)


Personal Digital Assistants (PDAs)


Microsoft recommends using the latest Windows operating systems in the IPsec isolation scenarios. Currently, these are Windows 2003 SP1, Windows XP Professional with SP2, and Windows 2000 with SP4.

IPsec is available on some non-Windows operating systems, and IPsec in Windows is compatible on the IP packet level with any non-Windows IPsec implementation that adheres to the IETF standards for IPsec. It is possible, for example, to configure IPsec secure server connections between computers running Windows and non-Windows IPsec, as described earlier in this paper. However, non-Windows operating systems and earlier versions of Windows are currently excluded from joining an IPsec domain or server isolation scenario because these operating systems cannot be a member of an Active Directory domain. 

You can allow non-IPsec-compatible hosts, including computers running an earlier version of Windows or a third-party operating system, to interoperate with computers on the isolated domain. For more information, see "Techniques Enabling Access for Earlier Versions of Windows and Third-Party Operating Systems" later in this paper.

In addition to requiring IPsec itself, the following capabilities, which are provided by the IPsec-compatible Windows operating systems when Active Directory is deployed, are required by domain isolation:


Active Directory and Group Policy (also recommended for IPsec server isolation)


Kerberos V5 authentication protocol


Key exchange methods:


Secure Hash Algorithm (SHA-1) and MD5 (integrity algorithms)


Triple Data Encryption Standard (Triple DES or 3DES) or DES (encryption algorithms) 


Diffie-Hellman groups

In addition, these items are strongly recommended for domain isolation: 


Access controls (for example, NTFS file permissions) (strongly recommended)


Differing levels of privilege (user and administrator) (strongly recommended)


Support for central management of security settings (strongly recommended)


Public Key Infrastructure (PKI) and a certificate authority (CA) to issue certificates (required only if certificates are used in the IPsec isolation solution)

Lacking any one of these capabilities prevents a host from joining an IPsec isolation scenario. It does not, however, prevent such a host from interacting with isolated servers or hosts on an isolated domain.

Active Directory in an isolation scenario

In domain and server isolation, you use Active Directory to centrally manage IPsec policy, using Group Policy objects (GPOs) to distribute IPsec policy to domain member hosts. You can assign IPsec policies to an Active Directory site, domain, or organizational unit (OU). Each computer also has one local policy. An IPsec policy assigned to a site, domain, or OU overrides an IPsec policy assigned to the local computer.

The IPsec policy applied to a computer is the one assigned to the GPO that is closest to the computer in the Active Directory domain structure. For example, if a computer is a member of an OU, the IPsec policy assigned to that OU's GPO is applied. However, if the OU's GPO does not have an assigned IPsec policy, the computer applies the IPsec policy assigned to the GPO in the next OU up the Active Directory tree towards the root. The local policy has the lowest priority because it is not a GPO.

By definition, the IPsec domain isolation solution requires Active Directory, and Active Directory is recommended for server isolation because server isolation is easier to configure when you use Active Directory. Typically, any computer included within either a domain or server isolation scenario is a member of an Active Directory domain. 

However, it is important to understand that an isolated domain is not the same as an Active Directory domain. An isolated domain, which can incorporate multiple Active Directory domains, is a logical container for IPsec hosts that use IPsec policy to control communications between any two members of the isolated domain. Server isolation uses IPsec policy to control communications between domain members (or a subset of domain members) and a specific isolated server. Trust relationships in Active Directory can link multiple Active Directory domains or multiple forests into a single logical isolated domain. 

Adding a new computer to the Active Directory domain makes the new computer a member of the isolation scenario because it automatically receives the centrally configured IPsec policies by means of Group Policy. In an isolated domain, member computers can include computers connected through wired or wireless LAN connections, WAN connections, or VPN connections. 

Computers that are not members of the isolated domain can interoperate with computers on the isolated domain. Methods to enable interoperability are described in "Techniques Enabling Access for Earlier Versions of Windows and Third-Party Operating Systems" later in this paper.

Computer authentication in an isolation scenario

Any two isolated hosts must use computer authentication to mutually identify each other before the connection can occur. However, when an isolated host is configured to allow a connection with a non-isolated host, host-to-host authentication is not required and does not occur.

For two IPsec hosts to use computer authentication to verify each other's identity, Windows IKE can use any one of the available computer authentication methods:


Kerberos V5 (Windows-to-Windows only). In domain isolation (and in server isolation if Active Directory is used), Kerberos V5 authentication is required by any isolated host before it will accept an inbound connection from any other isolated host. Kerberos V5 authentication works between forests if a two-way trust exists between the forests and a fully qualified DNS domain name (FQDN) is used.


X.509 Certificates (Windows-to-Windows only). You do not typically use certificate authentication in a domain or server isolation scenario. However, for special cases in which you might use certificates for computer authentication in an isolated domain, see "Certificate authentication within an isolation scenario that uses primarily Kerberos" later in this section. Certificate authentication requites a PKI to issue and maintain certificates.


Preshared key (Windows-to-Windows only). A preshared key is not typically used in a domain or server isolation scenario except for testing or as an interim measure in a production environment while you deploy a PKI to obtain computer certificates.

An example of a case in which you might use preshared key authentication in an isolation scenario is if a relatively small number of project members belong to isolated domains in separate forests that do not have two-way trust configured and cannot use certificates. In this case, you might use preshared key authentication to protect connections between the computers located in the separate forests. 

If you must use preshared key authentication, use only local IPsec policy (not Active Directory–based policy), a 25-character or longer random key value, and a different preshared key value for each IP address pair. 

Kerberos integration with Active Directory

Starting with Windows 2000, Microsoft integrated domain authentication (using Kerberos V5) with the IKE negotiation protocol. An Active Directory domain serves as a Kerberos V5 Key Distribution Center (KDC). The result is that using Kerberos V5 authentication when deploying IPsec for domain or server isolation is easier than deploying the public key infrastructure (PKI) required for certificate authentication. Therefore, in IPsec domain and server isolation scenarios, Kerberos V5 authentication is typically the default authentication method for the host-to-host authentication (including host-to-isolated server) required by IPsec. 

Currently, in order to use Kerberos in a domain or server isolation scenario, a computer must be joined to an Active Directory domain. Using Active Directory and Kerberos V5 are also recommended for server isolation. The primary benefit of using Kerberos V5 authentication when deploying domain isolation is that doing so enables you to enforce domain membership, which is not possible if you use certificate authentication. 

By using Kerberos V5 authentication for an IPsec isolation solution, any isolated host requires Kerberos V5 authentication before it accepts an inbound connection from any other isolated host. 

Certificate authentication within an isolated domain that uses primarily Kerberos

As an adjunct to using Kerberos V5 authentication in domain or server isolation, it is also possible to use certificates for computer authentication in an isolation scenario in the following ways:


A subset of IPsec hosts. For example, you can require certificate authentication to restrict access to an isolated server inside an isolated domain to a subset of IPsec hosts. 


LAN hosts that are not domain members. Computers that are not joined to the isolated domain cannot participate in the IPsec environment because of the lack of the Kerberos V5 authentication mechanism and the policy distribution system. However, if you want to include these computers in your IPsec isolation scenario, you can configure an IPsec local policy on the hosts that are not domain members that specifies the use of certificate authentication for IPsec communications with isolated hosts. 

In addition, in a network that includes an isolated domain, two types of remote access VPN connections that use certificate authentication are possible:


Remote IPsec hosts. A remote access VPN client that is a member of an Active Directory domain which is part of an isolated domain first uses certificates to authenticate to a VPN gateway, such as a Windows server running the Routing and Remote Access service. The VPN client then uses Kerberos V5 authentication for host-to-host authentication between itself and another member of the isolated domain. 


Remote hosts that are not IPsec hosts. A remote access VPN client that is not a domain member can use L2TP/IPsec VPN and computer-level certificate authentication to connect to the organization's network. 

For more information about certificate authentication, see "Appendix A: Interoperability Information for Certificate Authentication in an IPsec Environment." For more information about IPsec-based VPN connections, see "Third-Party IPsec VPN Scenarios" later in this paper.

Group Policy in an isolation scenario

Active Directory–based IPsec isolation scenarios combine the use of the computer identity represented by a computer account in Active Directory, the use of IPsec policy to authenticate this identity, and the use of Group Policy to define and enforce isolation groups. 

You need, at minimum, an Active Directory group for computers on the isolated domain and a group for boundary hosts (described later), adding additional groups depending on your organization's needs. You use IPsec policies to specify which inbound and outbound connections each group allows. 

An example of computer groups used in a domain and server isolation scenario might include the following:


Isolation domain group (the default group). Contains all hosts in the isolated domain. These hosts can be configured to initiate outbound communication to non-IPsec hosts but ignore unauthenticated inbound requests from non-IPsec hosts. 


Boundary isolation group. Contains only those hosts in the isolated domain that allow both IPsec hosts and non-IPsec hosts to initiate communication. In this paper, members of this group are known as boundary hosts. 


No fallback isolation group. Contains hosts in the isolated domain with security requirements that require that they can neither initiate communications to nor accept communications from non-IPsec hosts. 


Encryption isolation group. Contains isolated servers that store and provide sensitive information. This group allows only a subset of domain hosts to make inbound connections, and requires those communications to be encrypted. To strengthen security for the encryption isolation group, you can create the following network access groups:


Authorized computers. Contains computer accounts of hosts authorized to have inbound access to the encryption isolation group.


Authorized users. Contains user accounts of users authorized to have inbound access to the encryption isolation group.


Unauthorized computers. Contains computer accounts of hosts denied inbound access to the encryption isolation group.

You use network access groups to configure the Group Policy user right Access this computer from the network (ALLOW) or the user right Deny access to this computer from the network (DENY) to explicitly allow or deny access to (in this example) the encryption isolation group. (Note that the “user” in “user right” can refer to a computer or a group of computers as well as to a user or user group.)

You use network access groups to configure the Group Policy user right Access this computer from the network (ALLOW) or the user right Deny access to this computer from the network (DENY) to explicitly allow or deny access to (in this example) the encryption isolation group. (Note that the “user” in “user right” can refer to a computer or a group of computers as well as to a user or user group.)

Any time you bring a new Windows-based computer online, add it to the appropriate group. Although an IPsec host should belong to only one computer group because the computer group is used to apply the GPO that contains the associated IPsec policy, it can belong to multiple network access groups. However, to avoid administrative overhead, use as few network access groups as possible. You cannot use network access groups (or computer groups) for computers running non-Windows operating systems because such computers cannot join an Active Directory domain.

The only time that computer accounts added to a network access group are evaluated against the ALLOW or DENY user right is during IKE authentication. If you add computer accounts to a network access group in a network in which IPsec isolation is not used, no ALLOW or DENY evaluation takes place. (By contrast, user accounts added to a network access group in a network environment that does not use IPsec are allowed or denied access depending on the user right configured.), such as in an IPsec environment.

Techniques Enabling Access for Earlier Versions of Windows and Third-Party Operating Systems

By default, neither a non-IPsec-compatible computer nor an IPsec-compatible computer that is not a member of an isolated domain can initiate communications with an isolated domain member, including both isolated servers and hosts on an isolated domain. Denying access to non-IPsec hosts by default ensures that any access given to a non-IPsec host is granted on a case-by-case basis by an authorized administrator for a valid business reason.

If you have a business requirement that one or more non-IPsec hosts be able to initiate communications with an isolated server or with hosts on an isolated domain, you have a variety of options that allow varying types of interaction. Available options include the following:


You can let isolated hosts use the IPsec Fall back to clear capability to initiate communications with non-IPsec hosts.


You can allow non-IPsec hosts to initiate communications with a special type of IPsec host, called a boundary host.


You can configure exemptions to allow specific non-IPsec hosts to initiate unsecured communications with an isolated server or with all or a subset of hosts on an isolated domain. Do not use this option except for cases where the business need outweighs the potential security risk posed by unsecured communications.


You can use local IPsec policies and certificates to enable IPsec connections between hosts that are members of the isolated domain and computers that are not domain members.

The following figure, depicting a simplified version of an IPsec isolated domain, shows allowed communication paths between hosts on the isolated domain, boundary hosts, non-IPsec hosts, and computers listed on an exemption list. A one-sided arrow indicates that only the sender can initiate communications; a two-sided arrow indicates that computers on either side of the connection can initiate communications. Note that, in the example figure, the boundary host is configured for two-way communications with non-boundary IPsec hosts inside the isolated domain. Although this configuration is possible, in most cases, the recommended practice is to configure the boundary host so that it cannot initiate communications with IPsec hosts that are not boundary hosts. 

Communication between IPsec hosts and hosts outside the isolated domain
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This figure shows a typical configuration that a large organization might deploy (except that the boundary host is typically restricted from initiating connections to IPsec hosts that are not boundary hosts). In contrast, a small or medium-size organization typically locates its Windows infrastructure servers inside the isolated domain. In both cases, you exempt these servers by IP address (or exempt a specific service running on a server by protocol or port) from IPsec policy so that IPsec hosts can access infrastructure services. 

For a detailed discussion of allowed communication paths in IPsec domain and server isolation, including a more complex example that includes isolated servers containing highly sensitive data that require encrypted communications and a "No fallback" Active Directory group, see the chapter "Designing and Planning Isolation Groups" in Server and Domain Isolation Using IPsec and Group Policy at http://go.microsoft.com/fwlink/?linkid=33947.

After a brief section about layering security strategies, the following sections describe how you can use Fall back to clear, boundary hosts, exemptions, and local IPsec policies with certificates to manage interoperability between IPsec hosts and non-IPsec hosts in domain and server isolation scenarios.

Integrating IPsec domain and isolation scenarios with other security measures

In the context of enabling interoperability between isolated hosts in a Windows network and hosts running non-Windows operating systems, it is important to recognize that IPsec is only one of multiple security solutions that you should use to protect your network. As is widely recognized, using a "defense in depth" layered approach to protecting computers on your network is a necessity in the current era.

IPsec domain and server isolation are designed to work with existing security methods already in place to protect your network infrastructure. Technologies and techniques such as physically segmenting network traffic, using virtual local area networks (VLANs), perimeter network access controls, network quarantine, and network-based intrusion detection are achieved by implementing or changing the configuration of network devices. Domain and server isolation configuration complements all of these existing techniques and provides a new protection level for IPsec hosts. 

For information about increasing security on your network, including defense in depth strategies, see:


The U.S. National Security Agency "Defense in Depth" white paper in PDF format, available at http://go.microsoft.com/fwlink/?LinkId=44644.


Enterprise Design in the Windows Server System Reference Architecture at http://go.microsoft.com/fwlink/?LinkId=44648.


Windows Server 2003 Security Guide available at http://go.microsoft.com/fwlink/?LinkId=44634.

Allowing IPsec hosts to initiate outbound communications with non-IPsec hosts

The Fall back to clear feature of an IPsec policy allows an IPsec host to fall back to unsecured communications if the destination host does not have an IPsec policy and therefore cannot respond to the IPsec host's request for security negotiation. Non-IPsec hosts cannot reply to the IKE main mode negotiation request because they don't recognize the request. When Fall back to clear is enabled, if the destination computer is a non-IPsec host and thus does not respond within three seconds, a soft security association (soft SA) between the two computers is created, and unsecured communication occurs.

Fall back to clear allows interoperability with the following types of non-IPsec hosts:


Computers running operating systems earlier than Windows 2000.


Computers running Windows 2000, Windows XP, or Windows Server 2003 operating systems but that do not have IPsec policy configured.


Computers running third-party operating systems that do not support IPsec or do not support Active Directory–based isolation scenarios.

You can enable the Fall back to clear feature by selecting the Allow unsecured communication with non-IPsec-aware computers option on the filter action properties page. When Fall back to clear is enabled, the IPsec host can initiate unsecured outbound communication to a non-IPsec host but still does not accept any inbound communication requests from non-IPsec hosts. 

Allowing non-IPsec hosts inbound access to boundary hosts

For non-IPsec hosts, including those running third-party operating systems, determine the resources on the isolated domain to which these computers need to access and then make those resources available by configuring the computers hosting those resources as boundary hosts. A boundary host, as its name implies, stands logically on the boundary between hosts inside and those outside an isolated domain. 

Typically, if you have more than one boundary host, you add boundary hosts to one or more Active Directory security groups called boundary groups. A boundary group is a set of IPsec hosts that accept incoming connection requests both from other isolated hosts and from non-isolated hosts. You can use dynamically assigned IP addresses for hosts in a boundary group just as you can for any other IPsec host.

How boundary hosts differ from other IPsec hosts

A boundary host, by definition, responds to all incoming requests whether or not those incoming requests are secured by IPsec. 

If you have not removed the predefined policies Server (Request Security) and Secure Server (Require Security), the predefined filter actions Request Security (Optional) and Require Security are available on the Filter Action tab of Edit Rule Properties of an IPsec policy. If appropriate, you can use these filter actions on a custom policy that you create. Predefined policies and predefined filter actions illustrate the use of different IPsec options for differing levels of security. 

In the example in the following table, boundary host behavior matches the default settings for Request Security (in which Fall back to clear is enabled by default), and IPsec host behavior matches the default settings for Require Security (in which Fall back to clear is disabled by default).

How Boundary Host Responses Differ from Other IPsec Hosts

	IPsec Hosts
	Response Type
	Incoming Requests
	Outbound Requests

	All isolated domain hosts except boundary hosts
	Require Security
	An isolated domain host responds to IPsec-authenticated inbound requests from other IPsec hosts.

An isolated domain host ignores unauthenticated inbound requests from non-IPsec hosts.
	An IPsec host initiates an outbound request by using IPsec. If the request receives an IKE response, it establishes IPsec-secured communications with another IPsec host.

If the request receives no response, it cannot connect to the non-IPsec host because, by default, Fall back to clear is not enabled. 

(Alternatively, if you want domain hosts to be able to initiate an unauthenticated outbound connection to non-IPsec hosts by default, you can enable Fall back to clear.) 

	Boundary hosts
	Request Security
	A boundary host responds to IPsec-authenticated inbound requests from other IPsec hosts.

A boundary host also responds to unauthenticated inbound requests from non-IPsec hosts. After first attempting to communicate by using IPsec by initiating an IKE negotiation to the originating computer, if no IKE response is received within three seconds, the boundary host establishes unsecured communications.
	A boundary host initiates an outbound request by using IPsec. If the request receives an IKE response, it establishes IPsec-secured communications with another IPsec host.

If the request receives no response, it uses Fall back to clear (enabled by default), which lets the boundary host initiate an unauthenticated outbound connection to a non-IPsec host after a three-second delay.


It is also possible to configure policies that are less or more restrictive than those  shown in the table. For an example of boundary hosts that are prevented from initiating communications with other IPsec hosts, see "Example defining print servers as boundary hosts" later in this section. 

For detailed information about IPsec policies, see Server and Domain Isolation Using IPsec and Group Policy at http://go.microsoft.com/fwlink/?linkid=33947. For more information about predefined IPsec policies, including information about predefined filter lists and filter actions, see "Default IPsec policies" and "To select a filter action for a rule" in Help and Support Center for Windows Server 2003.

Guidelines for boundary hosts

Use the following guidelines to manage boundary hosts: 


Institute a formal process to approve making an IPsec host a boundary host. Add an IPsec host to the boundary group only if a valid business justification is approved, including determining which non-IPsec hosts require access to which network resources. Assessing any potential security risk should be part of the approval process. Configure only an approved network resource as a boundary host.


Group boundary hosts together. Group each set of computers that share a specific reason for allowing incoming connections from non-IPsec hosts together, and place the computer accounts of those boundary hosts into an Active Directory security group. 


Use as few boundary hosts as possible. Identify as few types of security groups and corresponding IPsec policies as possible to meet your business and IT requirements.


Use a naming convention that clarifies policy and group function. Use names that indicate which policy was created for which security group. For example, create a "Boundary Hosts Request Security" IPsec policy whose name corresponds to its associated "Boundary Hosts Request Security" Active Directory security group.


Strengthen security for boundary hosts. Boundary hosts are at higher risk than other IPsec hosts on the isolated domain because they allow unsecured inbound connections. Remember that IPsec is only one of multiple security solutions that you should use to protect your network. Monitor boundary hosts closely and use non-IPsec security technology to secure these computers. 

SQL servers or file servers are often good candidates for boundary hosts. The following example shows how to define print servers as boundary hosts. In this example, the print servers are restricted from initiating connections to other IPsec hosts. 
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Note: 

For step-by-step instructions showing how to define an IPsec policy on a Windows-based host, see “Appendix B: Configuring an IPsec Policy” later in this paper. 

Example defining print servers as boundary hosts
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To define print servers as boundary hosts

	1.
Define the business need:


You want IPsec hosts running Windows and non-IPsec hosts running UNIX to be able to print to the same set of IPsec-protected print servers.

2.
Place the print servers in the same Active Directory security group called, for example, Print_Servers_Available_To_All.

3.
Define an IPsec policy for this group that uses Request Security . This allows IPsec hosts and non-IPsec hosts to access the print servers.

4.
Because boundary hosts, such as these print servers, are at higher risk of being attacked by the non-IPsec hosts allowed to access them, Microsoft recommends that you prevent boundary hosts from initiating connections to other IPsec hosts. Preventing the print servers from initiating connections to IPsec hosts does not interfere with the ability of IPsec hosts to initiate connections to the print servers. 

This step is recommended for all boundary hosts that do not host services that require that the boundary host initiate traffic to all or some IPsec hosts or to specific isolated servers.

To prevent the print servers from making IPsec-protected connections to IPsec hosts in the IPsec isolated domain:


Note   In some cases, such as with RIS servers or ADS servers (which can be configured as boundary hosts), an alternative to making the servers members of a boundary group is to include these servers on exemption lists. For more information about exemption lists, see "Allowing specific non-IPsec hosts inbound access by exempting servers or specific services" as described in the next section. 

For detailed examples showing how to configure domain and server isolation policies that include boundary hosts, see "Appendix B: IPsec Policy Summary" and "Appendix C: Lab Build Guide" in Server and Domain Isolation Using IPsec and Group Policy at http://go.microsoft.com/fwlink/?linkid=33947.

Allowing specific non-IPsec hosts inbound access by exempting servers or specific services

By default, any non-IPsec host is excluded from initiating access to computers on an isolated domain. To accommodate non-IPsec hosts that need to access IPsec hosts on the isolated domain other than or in addition to boundary hosts, you can configure exemptions on an IPsec policy. The use of exemptions ensures that all required communications can occur whether or not IPsec negotiations can be used. 

For clarity, this discussion about exemptions includes computers running IPsec-compatible Windows operating systems as well as computers running earlier versions of Windows and non-Windows operating systems. Typically, you consider all types of non-IPsec hosts when planning exemptions.

How exemptions work

You can explicitly permit a computer that is not a member of the isolated domain to initiate an unsecured connection to an IPsec resource that is not a boundary host (which a non-IPsec host can already access) by placing the non-IPsec host, or a service running on that host, on an exemption list. In addition to exempting one or more individual hosts by IP address (or by protocol and port), you can also exempt a group of hosts by exempting the subnet on which they reside. When configuring exemptions, confirm that the non-IPsec host is not otherwise blocked from access, such as by the Deny access to this computer from the network user right, which might be configured on a non-IPsec Windows-based computer.

One common use of exemptions is to allow communication with business-critical services on infrastructure servers that must be available to all systems on the network, such as domain controllers, DNS servers, and DHCP servers. Currently, these services cannot be secured by using IPsec. Making these servers boundary hosts is not feasible for the following reasons: 


Domain controllers. An IPsec connection between a domain controller and a domain member is currently not supported, in part because a client must connect to a domain controller to get a Kerberos ticket and cannot use IPsec until after it has authenticated. (Although it is possible to use IPsec between a domain controller and a domain member when certificate authentication is used, doing so is also not currently supported.)


Other infrastructure services.Fall back to clear allows boundary hosts to communicate with non-IPsec hosts, but incurs a three-second delay. This delay would severely impact performance for infrastructure services, particularly DNS. An IPsec host requires access to a DNS server to locate the domain controller; it requires access to a DHCP server to get an IP address during computer startup. 

Therefore, do not configure them to use IPsec in a domain or server isolation scenario on a Windows network, even though infrastructure servers typically run the latest operating system versions and are therefore IPsec-compatible. You can put Windows-based infrastructure servers into an Active Directory security group called "No_IPsec." Typically, you put Windows-based infrastructure servers on the exemption list of the IPsec policy for all domain hosts. 

Whether or not infrastructure servers are located inside or outside the isolated domain depends, typically, on the size of the organization:


Larger organizations. In a large organization, in which infrastructure server services typically reside on separate computers, the recommended configuration for Windows-based infrastructure servers is to locate them in a separate Active Directory domain outside the Active Directory domain or domains that constitute the isolated domain. Exempt them by IP address on the IPsec policy of the isolated domain to make them available to all computers on the network, including computers inside and outside the isolated domain. 


Smaller organizations. In a small or medium-size organization, in which two or more infrastructure server services (and other non-infrastructure services) might reside on the same computer, these servers are typically located inside the isolated domain. In this case, rather than exempting the entire server by IP address, exempt only specific services running on a server (such as the DHCP service). The exemption is configured by protocol and by port rather than solely by IP address. In this case also, exempted services are available to all computers on the network, including those inside and outside the isolated domain. 

For example, DHCP servers use User Datagram Protocol (UDP) port 67 to listen for and receive client request messages, and DHCP clients use UDP port 68 to accept message replies from a DHCP server. Therefore, in a small or medium-size organization in which you typically locate a server running the DHCP service inside the isolated domain, exempt the DHCP service by creating a filter that permits traffic from My IP Address to Any IP Address, specify the UDP protocol (rather than Any protocol), and then set the source port to 68 and the destination port to 67. In addition, you might need to exempt DHCP multicast or broadcast traffic, or set a DHCP registry key that forces the DHCP server to respond to broadcast rather unicast traffic. For more information, see "IPsec Default Exemptions by Windows Operating System" in "Managing Intra-Windows Compatibility for IPsec" at http://go.microsoft.com/fwlink/?LinkId=50170.

For a detailed example showing how to exempt multiple infrastructure services in an IPsec policy for an isolated domain, see "Appendix B: IPsec Policy Summary" in Server and Domain Isolation Using IPsec and Group Policy at http://go.microsoft.com/fwlink/?linkid=33947. For more information about how to configure exemptions for infrastructure servers, see the topic "Special IPsec Considerations" in Help and Support Center for Windows Server 2003.

Another candidate for exemption is a proxy server. If a proxy server proxies connections between servers outside the isolated domain and computers inside it, you can put it on the exemption list for the isolated domain. Other business-critical services that must be available to clients might be hosted on servers running earlier versions of Windows or third-party operating systems. In these cases, you might create exemption lists that have a more limited scope than the exemption list for infrastructure servers. For example:


IPsec clients to third-party server. You can let a group of IPsec clients that are configured not to allow outbound access to non-IPsec hosts (that is, they do not use Fall back to clear) to have access to an application on a third-party server by listing the server's IP address as an exemption on the IPsec policy for that group. 


Third-party clients to Windows-based isolated server. Conversely, you can specify that some third-party non-IPsec clients can access a single group of IPsec isolated servers by listing the IP addresses of the third-party clients as exemptions on the IPsec policy for that isolated server group.

Typically, include a host on an exemption list if it meets any of the following criteria:


If the host must be accessed by computers that cannot use IPsec, or it must be accessed at a state where IKE negotiations have not yet taken place.


If the host provides services for both IPsec hosts and for non-IPsec hosts, but it does not meet the criteria for membership in the boundary isolation group. For example, if the host cannot be centrally managed by Active Directory, you cannot configure it as a boundary host but you can configure it as an exemption.


If the host provides an application that is incompatible with IPsec (unlikely because IPsec is implemented at the network layer) or is adversely affected by the three-second Fall back to clear delay, making it ineligible as a candidate for the boundary group.


If the host supports many thousands of clients simultaneously and the resulting performance impact cannot be mitigated by adding more resources (such as by adding RAM or by upgrading to a faster processor).


If the host supports IPsec hosts from different isolated domains that do not trust each other. If there is no trust relationship established—and you don’t want to or cannot establish a trust relationship—an exempted host can support connections to hosts in an untrusted domain. 

In this case, however, a better alternative than configuring the resource host as an exemption host is to configure an IPsec secure server connection between the resource host and each of the IPsec hosts in the untrusted domain, using certificates or a preshared key for authentication. For more information, see the section "IPsec Secure Server Scenario" earlier in this paper.

The filter list that contains all IPsec-secured subnets in your organization is associated with the Negotiate security IPsec filter action; this filter list is not an exemption list. In contrast, an exemption filter list that contains the IP addresses of exempted hosts or the subnet address of a set of hosts is associated with the Permit filter action. Permitted traffic is transmitted without attempting IPsec protection.

Guidelines for exempted hosts

Use the following guidelines to manage exempted hosts: 


Institute a formal process to approve exemptions. Add a host to the exemption list only if a business justification is approved, including determining which IPsec hosts require access to a non-IPsec resource, and which non-IPsec hosts require access to an IPsec resource. Assessing any potential security risk should be part of the approval process. Configure only an approved network resource as an exemption.


Keep the number of exemptions to a minimum. Because exempted hosts have unauthenticated inbound access to IPsec hosts, they introduce a security risk to your network. In addition, too many exemptions increases the size of an IPsec policy and can therefore increase administrative overhead and impact performance. Use only as many exempted hosts as are required to meet your business and IT requirements. To keep the number of exemptions as small as possible:


Consider making the host a boundary host. If communications can withstand the three-second delay caused by Fall back to clear, make the host a boundary host rather than adding it to an exemption list. (But remember that, currently, you cannot make domain controllers, or computers running earlier versions of Windows or third-party operating systems, into boundary hosts.)


Consider the communications requirements of each isolation group. Some isolation groups, particularly server-only groups, might not need to communicate with every exemption in the domain-level policy for clients. Therefore, you can configure a separate IPsec policy for a server isolation group that has a smaller number of IP addresses on its exemption list than are on the exemption list of the domain isolation IPsec policy.


Consolidate server functions. If possible, host several exempt services at one IP address to reduce the number of filters.


Consolidate exempted hosts on the same subnet. If network traffic volume is not adversely affected, group exempted hosts together on an exempted subnet instead of configuring exemptions for each host's IP address. When you exempt a group of hosts by exempting the subnet on which they reside, any IP address within the specified subnet will match against the filter. However, take care when using this option because a rogue user spoofing an IP address from that subnet will also be exempted.

For example, place computers that use different technologies to route traffic (such as Apple Macintosh clients, UNIX clients, or mainframe-to-terminal connections) on separate subnets. If you use exempted subnets, use the smallest subnets possible for exempted subnets. In addition, leave a subnet gap between two filter lists. For example, making the smallest secure subnet a subnet with an 18-bit prefix length and making the largest permitted subnet a subnet with a 23-bit prefix length will ensure that the filter lists don't overlap. 

For example, place computers that use different technologies to route traffic (such as Apple Macintosh clients, UNIX clients, or mainframe-to-terminal connections) on separate subnets. If you use exempted subnets, use the smallest subnets possible for exempted subnets. In addition, leave a subnet gap between two filter lists. For example, making the smallest secure subnet a subnet with an 18-bit prefix length and making the largest permitted subnet a subnet with a 23-bit prefix length will ensure that the filter lists don't overlap. 


Strengthen other types of security for exempted hosts. Exempted hosts pose a potential security risk because they can initiate unsecured connections to IPsec hosts. Make sure that exempted hosts are closely monitored, and use non-IPsec technologies to secure traffic for all hosts exempted from IPsec policy. 

One option is to use Windows Firewall, which includes the policy setting "Windows Firewall: Allow authenticated IPsec bypass." For more information, see "Deploying Windows Firewall Settings for Microsoft Windows XP with Service Pack 2" on the Microsoft Download Center at http://go.microsoft.com/fwlink/?LinkId=23277.

If you allow unauthenticated traffic from extranet subnets for vendors or partners, you can secure traffic between these subnets and your corporate network by using router access control lists (ACLs). 

The following examples illustrate exempting a UNIX server so that IPsec hosts can access it, and exempting a subnet that contains exclusively Macintosh clients so that the Macintosh clients can access an isolated server.
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Note: 

For step-by-step instructions showing how to define an IPsec policy on a Windows-based host, see “Appendix B: Configuring an IPsec Policy” later in this paper. For detailed examples showing how to configure domain and server isolation policies that include exempted hosts, see "Appendix B: IPsec Policy Summary" and "Appendix C: Lab Build Guide" in Server and Domain Isolation Using IPsec and Group Policy at http://go.microsoft.com/fwlink/?linkid=33947.

Example defining a UNIX server as an exempted host
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To define a UNIX server as an exempted host

	1.
Define the business need:


Hosts on your isolated domain need to access a line-of-business (LOB) application running on a UNIX server.

2.
On the main IPsec policy for your isolated domain: 

a.
Create a filter list called UNIX LOB Application Exemption List, and define the following filter:

Source address: Any IP Address
Destination address: IP_address_of_UNIX_LOB_Server
Protocol: Any
b.
For the filter action, specify Permit.

c.
Add an exemption rule that associates the filter with the filter action.

Source address: Any IP Address
Destination address: IP_address_of_UNIX_LOB_Server
Protocol: Any


Example defining an exempted subnet for Macintosh computers
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To define a subnet that contains Macintosh computers as an exempted subnet

	1.
Define the business need:


All Macintosh computers on a specific subnet need to access an IPsec isolated server in order to obtain financial data.

2.
On the policy that governs the isolated server that contains the financial data:

a.
Create a filter list called Macintosh Clients to Financial Server, and define the following filter:

Source address: My IP Address
Destination address: Subnet_Containing_Macintosh_Computers
Protocol: Any
b.
For the filter action, specify Permit.

c.
Add an exemption rule that associates the filter with the filter action.

Source address: My IP Address
Destination address: Subnet_Containing_Macintosh_Computers
Protocol: Any


Third-party IPsec VPN Scenarios

Some small companies, many medium-size companies, and most enterprise-size companies need to establish connectivity between offices in different locations. In addition, an increasing number of employees working from home and many mobile employees away from the office must connect remotely to their corporate network. To enable and secure these connections, companies can use IPsec with virtual private network (VPN) technology for the following types of connections:


Site-to-site VPN connects geographically remote sites. This type of connection is also referred to as gateway-to-gateway VPN or router-to-router VPN. 


Remote access VPN connects client computers to a VPN gateway on a remote network so that the clients can then access resources on the remote network. 

Multi-vendor interoperability for VPN connections is essential in today's networking environment. Business acquisitions, the need to provide contractors and partners with access to a corporate network, and the use of diverse equipment within and between companies make interoperability between heterogeneous systems a networking priority.

Often, when IPsec is used to establish a remote access VPN connection, Layer Two Tunneling Protocol (L2TP) is used in conjunction with IPsec. This kind of VPN connection is commonly referred to as L2TP over IPsec or L2TP/IPsec. Some vendors also propose using IPsec tunnel-mode connections for remote access VPN, but these implementations do not comply with IETF standards.

It is important to understand that an IETF-standards compliant L2TP/IPsec VPN tunnel uses IPsec transport mode (which encrypts the data portion of an IP packet), not IPsec tunnel mode (which encrypts both the data portion and the header portion). When L2TP/IPsec is not available for a site-to-site connection, you can configure a site-to-site connection that uses IPsec tunnel mode. 

IPsec-based VPN connections include the following types:


L2TP/IPsec VPN tunnels using IPsec transport mode. Possible scenarios that can connect Windows-based and non-Windows-based systems include:


Site-to-site connections


Client-to-gateway connections (including client-to-PIX firewall connections) 

Any Windows-based computer with L2TP/IPsec support or any computer running a third-party operating system with IETF–compliant L2TP/IPsec support can act as an L2TP/IPsec VPN client. 


Site-to-site tunnels using IPsec tunnel mode. For interoperability with third-party routers, gateways, or end-systems that do not support L2TP/IPsec VPN connections, you can use IPsec in tunnel mode for site-to-site tunnels.

Windows gateways and many third-party VPN gateways support IPsec tunnel mode VPN connections.

IPsec-based VPN Connections

The following sections describe Windows support for IPsec-based VPN, IPsec-based VPN interoperability standards and certification, and computer authentication in IPsec-based VPN connections.

Operating systems that support IPsec-based VPN

Windows support for L2TP/IPsec VPN and IPsec tunnel mode VPN connections is summarized in the following table.

Windows Support for L2TP/IPsec VPN and for IPsec Tunnel Mode VPN
	IPsec Connection Type
	 Supported IPsec Mode by Windows Operating System

	VPN gateway in a site-to-site connection
	L2TP/IPsec (with IPsec transport mode):

Windows Server 2003 with the Routing and Remote Access service enabled


Windows 2000 Server with the Routing and Remote Access service enabled

IPsec tunnel mode:

Windows Server 2003 with the Routing and Remote Access service enabled


Windows 2000 Server with the Routing and Remote Access service enabled


Microsoft Internet Security and Acceleration (ISA) Server 

	VPN gateway supporting remote access VPN clients 
	L2TP/IPsec (with IPsec transport mode):

Windows Server 2003 with the Routing and Remote Access service enabled


Windows 2000 Server with the Routing and Remote Access service enabled

	Remote access VPN client 
	L2TP/IPsec (with IPsec transport mode):

Windows versions with built-in support for remote access VPN clients:

Windows Server 2003


Windows XP Professional


Windows XP Home Edition


Windows 2000 Professional


Windows 2000 Server


Windows versions that can install "Microsoft L2TP/IPsec VPN Client" for L2TP/IPsec-based remote access VPN connections:

Windows 98 (all versions). Requires Microsoft Internet Explorer 5.01 or later and the upgrade for Dial-up Networking version 1.4.


Windows Millennium Edition (Windows Me). Requires Internet Explorer 5.5 or later.


Windows NT Workstation 4.0 with SP6. Requires Internet Explorer 5.01 or later.
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Note: 

You can download Microsoft L2TP/IPsec VPN Client (Ml2tp.exe) and the "Administrator's Guide to Microsoft L2TP/IPsec VPN Client" at http://go.microsoft.com/fwlink/?LinkId=17296.

For more information, see "Microsoft L2TP/IPsec VPN Client Compatibility Issues" in the white paper "" at http://go.microsoft.com/fwlink/?LinkId=50170.

Any third-party operating system that is compliant with the IETF standards for site-to-site or remote access VPN can connect with any of the Windows-based hosts listed in the preceding table. Specific examples of IETF-compliant third-party operating systems are listed as appropriate in the sections "Interoperability in Site-to-Site VPN Scenarios" and "Interoperability in Client-to-Gateway VPN Scenarios" later in this section.

Computer authentication in IPsec-based VPN connections

When you create an IPsec-based remote access or site-to-site VPN connection, the two computers on each side of the connection must mutually authenticate each other. For remote access clients establishing an L2TP/IPsec connection to a VPN gateway and for site-to-site connection between VPN gateways establishing either an L2TP/IPsec or a IPsec tunnel-mode tunnel, use either certificates or preshared keys for computer-level authentication:


X.509 certificates (Windows-to-Windows or Windows-to-non-Windows). Certificate authentication is recommended for IPsec-based VPN connections because it is more secure than preshared key authentication. Therefore, by default, L2TP/IPsec in Windows requires the exchange of computer certificates between client and gateway or between gateway and gateway. The certificate must be from the same root CA or from a root CA that both hosts trust. The Windows Routing and Remote Access service automatically generates the IPsec policy for L2TP/IPsec VPN connections and specifies certificate-based authentication for this policy. Certificate authentication is also recommended for site-to-site VPN tunnels using IPsec tunnel mode. Certificate authentication requires a PKI to issue and maintain certificates.

For more information about the IPsec policy automatically generated by the Routing and Remote Access service, see "VPN client access in an IPsec domain isolation scenario" later in this section.


Preshared keys (Windows-to-Windows or Windows-to-non-Windows). The use of preshared key authentication is typically only recommended for VPN connections when a Windows-based gateway needs to establish a site-to-site VPN connection with a non-Windows-based gateway that does not support certificates. Windows Server 2003 and Windows 2000 Server support the use of preshared key authentication for site-to-site VPN connections (using either L2TP/IPsec or IPsec tunnel mode) and for remote access L2TP/IPsec VPN connections. Small- and medium-sized businesses that do not want to deploy a PKI might prefer to use preshared key authentication.

On a gateway running Windows 2000 Server, you must manually configure the IPsec policy for preshared key support in the same way that you configure a preshared key in other IPsec scenarios. On a gateway running Windows Server 2003 Routing and Remote Access, you can configure preshared key authentication from the properties page of the Routing and Remote Access service. 


Kerberos V5 (not typically used). By default, neither Windows Server 2003 nor Windows 2000 Server support the Kerberos V5 authentication protocol for L2TP/IPsec VPN connections because the Windows Routing and Remote Access service automatically generates the IPsec policy for L2TP/IPsec and specifies certificate-based authentication for this policy. 

For more information about using certificate authentication for IPsec deployments, see "Appendix A: Interoperability Information for Certificate Authentication in an IPsec Environment" in this paper.

Interoperability in Site-to-Site VPN Scenarios

This section describes supported site-to-site VPN scenarios between a Windows-based gateway and a non-Windows-based gateway. Both L2TP/IPsec with IPsec transport mode and IPsec tunnel mode connections are possible.

Site-to-site connection using IPsec tunnel mode

The primary reason for using IPsec tunnel mode for VPN site-to-site connections is for interoperability between a Windows-based gateway and a non-Windows-based gateway that does not support IETF standards–based L2TP/IPsec VPN connections. If the third-party gateway supports PPTP VPN connections (but not L2TP/IPsec), you can use PPTP, but your organization might require the stronger security provided by using an IPsec tunnel.

Unlike L2TP/IPsec VPN connections, which use IPsec transport mode to support both site-to-site and remote access communications, IPsec tunnel mode VPN technology is endorsed by IETF for site-to-site connections only. 

Non-Windows VPN gateways that support IPsec tunnel mode for site-to-site connections include: 


Cisco Concentrator gateways


Checkpoint VPN-1 Edge gateways


NetScreen gateways


Linksys gateways


Sonicwall gateways

The IPsec site-to-site tunneling available in Windows Server 2003 and Windows 2000 Server requires that both tunnel endpoints have static IP addresses. In Windows, IPsec tunneling does not support protocol-specific or port-specific tunnels. Therefore, make sure that you use only addresses when specifying an IP filter for the tunnel rule in an IPsec policy.

Example: Site-to-site VPN using IPsec tunnel mode between a Windows-based host and a non-Windows-based host

If you want to configure an IPsec tunnel mode VPN connection in a test environment, you can use the following step-by-step Knowledge Base articles as guidelines: 


816514, "How to Configure IPsec Tunneling in Windows Server 2003," at http://go.microsoft.com/fwlink/?LinkId=50172.


252735, "How to Configure IPsec Tunneling in Windows 2000," at http://go.microsoft.com/fwlink/?LinkId=50173.

Each article shows how to configure an IPsec tunnel for a VPN connection between a Windows Routing and Remote Access gateway on one network across the Internet to a non-Windows-based gateway on another network. Because the IPsec tunnel secures only traffic that is specified in the IPsec policy, each article also describes how to configure filters in the Routing and Remote Access service on the Windows-based gateway to prevent traffic outside the tunnel from being received or forwarded.

Often, a VPN gateway running Windows Server 2003 is not joined to an Active Directory domain. Therefore, when configuring a site-to-site connection using IPsec tunnel mode, you create a local IPsec policy for the Windows-based VPN gateway. Alternatively, it is also possible to join a VPN gateway running Windows Server 2003 to a domain, and if the domain has an IPsec policy applied to all members of the domain by default, this domain policy prevents the VPN gateway running Windows Server 2003 from having a local IPsec policy. In this case, you can create an organizational unit (OU) in Active Directory, make the Windows-based gateway a member of this OU, and then assign the IPsec policy that contains the site-to-site IPsec tunnel mode settings to the Group Policy object (GPO) of the OU.

Example: Site-to-site VPN using IPsec tunnel mode between ISA Server and third-party gateways

Microsoft Internet Security and Acceleration (ISA) Server 2004 combines firewall, Web caching, and VPN gateway functionality within a single server product. ISA Server 2004 includes new site-to-site functionality based on the IPsec tunnel mode protocol. 

For more information, see "Configuring IPsec Site-to-Site Connections between ISA Server 2004 and Third-Party Gateways" at http://go.microsoft.com/fwlink/?LinkId=50179. 

This document describes VPN site-to-site interoperability solutions using IPsec tunnel mode for the following scenarios:


Branch offices of large organizations that want to deploy ISA Server.


Medium-sized organizations that want to deploy ISA Server in the central office with less expensive third-party VPN solutions in branch offices.


Companies that support connections to an extranet.

Site-to-site connection using an L2TP/IPsec VPN tunnel

Microsoft recommends L2TP/IPsec for multi-protocol, IP multicast-capable site-to-site VPN configurations whenever both gateways support L2TP/IPsec. Windows Server 2003 and Windows 2000 Server with the Routing and Remote Access service enabled support L2TP/IPsec VPN. 

Non-Windows VPN gateways that support L2TP/IPsec for site-to-site connections include:


Cisco VPN 3000, 5000, and Cisco Internetwork Operating System (IOS) gateways (including IOS 12.0.5T and 12.0.6T)


Check Point VPN-1 Pro gateways


Nortel Networks Connectivity gateways


3COM gateways


NetScreen gateways

For more information about site-to-site L2TP/IPsec VPN connections, see:


"Connecting Remote Sites" in the Windows Server 2003 Deployment Kit at http://go.microsoft.com/fwlink/?LinkId=15305.


"Virtual Private Networking: Frequently Asked Questions" at http://go.microsoft.com/fwlink/?LinkId=49505. 


Microsoft Knowledge Base article 249278, "Windows VPN Compatibility with Cisco VPN," at http://go.microsoft.com/fwlink/?LinkId=50174.

Example: Windows gateway to Cisco IOS 12.0.5T gateway using site-to-site L2TP/IPsec VPN

You can use an L2TP/IPsec site-to-site VPN connection between a Windows-based Routing and Remote Access VPN gateway located in a branch office and a Cisco IOS version 12.0.5T VPN gateway in a headquarters office. However, to successfully establish an L2TP/IPsec session between the Windows VPN gateway and this version of the Cisco IOS gateway, you might need to make two configuration changes to the Cisco gateway: a hash configuration change and a filter configuration change. 

The IKE default policy for the Cisco IOS includes SHA-1 as the hash algorithm for the first phase negotiation of IKE security associations. If you decide to configure the Windows gateway to use MD5 as the hash algorithm instead of using SHA-1, you must configure the Cisco IOS to accept MD5 as the IKE hash algorithm. 

For more information, see Knowledge Base article 249067, "How to Configure Cisco IOS for L2TP/IPsec in Windows 2000," at http://go.microsoft.com/fwlink/?LinkId=50175. 

Interoperability in Client-to-Gateway VPN Scenarios

The following sections describe various scenarios in which a remote access VPN client connects to a VPN gateway. Microsoft supports only L2TP/IPsec using IPsec transport mode for remote access VPN connections.

The VPN client can be a Windows-based computer running the built-in Microsoft client implementation of L2TP/IPsec VPN; a Windows-based computer running third-party VPN client software; or a computer running a third-party operating system that supports VPN remote access. 

Windows native VPN clients to third-party gateway using L2TP/IPsec

The Microsoft client implementation of L2TP/IPsec built in to Windows 2000, Windows XP Professional, Windows XP Home Edition, and Windows Server 2003 is compatible with L2TP/IPsec, as defined in RFC 3193. Third-party VPN gateways that can support these Windows-based clients include:


Cisco VPN 3000, 5000, and IOS gateways (including IOS 12.0.5T and 12.0.6T)


Nortel Networks Connectivity gateways


Check Point VPN-1 Pro gateways


Linux gateways (including FreeSwan, OpenSwan, and OpenBSD)


3COM gateways


Netscreen gateways

For more information, see Microsoft Knowledge Base article 249278, "Windows VPN Compatibility with Cisco VPN," at http://go.microsoft.com/fwlink/?LinkId=50174.

Accessing a VPN gateway behind a NAT not supported by Windows XP SP2

The configuration in which a Windows-based remote access VPN client accesses a Windows-based or third-party VPN gateway when the gateway is located behind a network address translator (NAT) is no longer supported. By contrast, when the VPN client is itself located behind a network address translator, it can access a VPN gateway as long as the VPN gateway is not behind a network address translator. 

For more information, see "Managing Intra-Windows Compatibility for IPsec" at http://go.microsoft.com/fwlink/?LinkId=50170.

Third-party Operating System clients to Windows gateway using L2TP/IPsec

A computer running Windows Server 2003 or Windows 2000 Server with the Routing and Remote Access service enabled can support third-party remote access clients over L2TP/IPsec VPN connections. Any remote access client running a third-party operating system that has a built-in or add-on IETF–compliant L2TP/IPsec VPN capability can access a Windows-based VPN gateway.

For example, a computer running the Apple Mac OS X Tiger includes a built-in VPN client that supports L2TP/IPsec (as well as PPTP) and is compatible with the Windows-based Routing and Remote Access VPN gateway. The OpenSwan L2TP/IPsec VPN client available on Linux hosts can also connect to a Routing and Remote Access VPN gateway.

It is important to understand that this scenario, in which a VPN client computer running a third-party operating system connects to a Windows-based VPN gateway, is different from the case in which you install third-party VPN client software onto a Windows-based computer.

Third-party VPN client software

The following sections provide information about third-party VPN client software that can be installed on computers running Windows operating systems.

Third-party VPN client software that supports IPsec transport mode or IPsec tunnel mode

Third-party VPN client software that can support IPsec transport mode, IPsec tunnel mode, or both, is sometimes installed on a Windows-based computer. Commonly used VPN client software is listed in the following table.

Commonly Used Third-Party VPN Client Software

	Third-Party VPN Client Software
	L2TP/IPsec VPN Using IPsec Transport Mode
	VPN Using IPsec Tunnel Mode

	Cisco VPN Client
	X
	X

	Nortel VPN Client
	 
	X

	Shiva VPN Client
	X
	X

	AT&T Global Network Client
	 
	X

	OpenSwan Linux Client
	X
	X

	Check Point Client
	X
	X


However, some VPN client software, including the Cisco VPN Client and the Nortel VPN Client, cannot successfully connect to a Windows-based VPN gateway because the third-party VPN client's implementation of IPsec is incompatible with Windows IPsec. As a result, these third-party VPN clients cannot make a connection to a Windows-based VPN gateway. For more information, see the example of this problem described in "VPN client software IPsec incompatible with Windows IPsec" later in this section. 

You cannot install the versions of third-party VPN client software listed in the following table on a computer running Windows XP. 

Third-Party VPN Client Software Not Supported by Windows XP

	Third-Party VPN Client Software
	Issue

	Cisco 3000 client

Version 2.5.2 


Version 3.0.2 

Nortel Extranet Access Client

Versions 2.62d/i 


Version 3.70
	Upgrade from an earlier version of Windows to Windows XP is blocked until the VPN client program is uninstalled.

	Cisco 5000 client

Version 4.0.2.18 


Version 5.0.0.12 
	Upgrade from an earlier version of Windows to Windows XP is allowed, but the VPN client cannot be installed on a Windows XP–based computer.


For more information, see Microsoft Knowledge Base article 304434, "List of Third-Party VPN Clients That Are Blocked from Being Installed on a Windows XP–Based Computer," at http://go.microsoft.com/fwlink/?LinkId=50176.

Third-party VPN client software IPsec incompatible with Windows IPsec

One example of a third-party VPN client that cannot successfully connect to a Windows-based VPN gateway is Cisco VPN Client. Cisco VPN Client can be installed on computers running Windows 98, Windows NT 4.0, Windows Me, Windows 2000, or Windows XP and is designed to connect to Cisco servers, including the following:


Cisco IOS devices that support Easy VPN server functionality


VPN 3000 Series Concentrators


Cisco PIX Firewall Series, Version 6.2 or later

The Cisco VPN Client cannot establish a connection to a Windows-based Routing and Remote Access VPN gateway because third-party functionality in Cisco VPN client is incompatible with the Windows IPSEC Services service. 

To avoid this problem, use the L2TP/IPsec functionality that is built in to Windows XP, Windows 2000, or Windows Server 2003, or install Microsoft L2TP/IPsec VPN Client on a computer running Windows 98, Windows Me, or Windows NT Workstation 4.0 with SP6. For more information, see "Windows support for IPsec-based VPN" earlier in this paper. 

IETF-compliant remote access VPN connections incompatible with IPsec tunnel mode

IPsec tunnel mode is not defined by IETF as a standard for remote access VPN connections. Instead, IETF standards define only IPsec tunnel mode for VPN site-to-site connections only.

Therefore, the Routing and Remote Access service provided by Windows Server 2003 or Windows 2000 Server does not provide native IPsec tunnel mode support for client-to-gateway connections for any of the following clients:


Clients running a Windows operating system


Clients running a non-Windows operating system


Windows-based clients running third-party VPN client software (that uses IPsec tunnel mode)

VPN client access in an IPsec domain isolation scenario

When you configure an IPsec policy, including the IPsec policy for an isolated domain, you can specify that the policy apply to local area network (LAN) connections only, to all network connections, or to remote access connections only. As stated earlier, in a network that includes an isolated domain, two types of remote access connections are possible:


Computers that are domain members can use remote access L2TP/IPsec VPN and computer-level certificate authentication to connect to a VPN gateway on a network with an isolated domain. After that connection is established, the remote access client can then use computer-level Kerberos V5 authentication to establish IPsec-protected communications with a host on the isolated domain.


Computers that are not domain members can use remote access L2TP/IPsec VPN and computer-level certificate authentication to connect to a VPN gateway on the organization's network. They can, then connect with any boundary host. However, these computers cannot use computer-level Kerberos V5 authentication to establish a connection to an IPsec host on the isolated domain. 

If you have remote access VPN clients connecting to a Routing and Remote Access VPN gateway and you have also deployed an IPsec isolated domain, you must understand that two distinct IPsec policies are involved. The Routing and Remote Access service VPN gateway automatically creates an IPsec policy for use with L2TP/IPsec connections and includes this automatically generated IPsec policy in the IPsec Policy agent when the Routing and Remote Access service starts up. This is a different IPsec policy than the policy that you configure for IPsec hosts in an isolated domain.

You cannot modify the IPsec policy that the Routing and Remote Access service creates for use with L2TP/IPsec. However, you can use one of the following tools to view the policy on the Routing and Remote Access server:


Netsh (Windows Server 2003) or Netdiag.exe (Windows 2000). After the IPsec Policy agent and the Routing and Remote Access service both start, you can use one of the following commands to view the policy:


For Windows Server 2003: netsh ipsec dynamic show all

For Windows 2000 Server: netdiag /test:ipsec /debug

IP Security Monitor (Windows Server 2003) or Ipsecmon.exe (Windows 2000). After a connection is made, you can use the IP Security Monitor snap-in to view the policy or policies that are currently in effect. 

The IPsec policy automatically generated by the Routing and Remote Access service specifies that local computer certificates are used when the remote access client and the VPN gateway mutually authenticate each other. In certain situations, this built-in policy that requires certificate authentication for client-to-gateway connections can conflict with the IPsec policy for an isolated domain, which specifies Kerberos authentication for host-to-host communications. These situations include:


More specific IPsec filter. When an IPsec host is the VPN gateway, the inbound IPsec filter for L2TP/IPsec for the VPN gateway might be more specific than the inbound IPsec filter for the isolated domain. The IPsec policy agent applies the most specific IPsec filter, which requires certificate authentication rather than Kerberos authentication. As a result, the connection attempt fails.


Policy applied from cache. When a remote access VPN client uses Network Access Quarantine Control, the domain isolation IPsec policy on the client computer is applied from the client's cache when the client starts up. The result can be a conflicting IPsec filter that causes the client to fail to use certificate authentication when it attempts to connect to the internal LAN interface of the VPN gateway even though the server policy is configured to accept only certificate authentication on its internal interface. As a result, the connection attempt fails.

The simplest and recommended solution for resolving conflicts between the L2TP/IPsec policy and the isolated domain policy is to include the internal LAN IP address (or addresses) of the Routing and Remote Access server on the exemption list of the IPsec policy for the isolated domain. 

For more information about this issue, see chapter 7 of Server and Domain Isolation Using IPsec and Group Policy, at http://go.microsoft.com/fwlink/?linkid=33945.

For more information about the IPsec policy that the Routing and Remote Access service automatically creates for use with L2TP/IPsec connections, including how to avoid problems if the IPsec Policy agent and the Routing and Remote Access service are not stopped and restarted in the correct sequence, see the Microsoft Knowledge Base article 248750, "Description of IPsec policy created for L2TP/IPsec," at http://go.microsoft.com/fwlink/?LinkId=50177.

Windows client to Cisco Secure PIX Firewall using L2TP/IPsec

Cisco Secure PIX Firewall version 6.0 supports L2TP/IPsec. Cisco PIX Firewall 5.1 or later supports PPTP but does not support L2TP/IPsec. Confusion between these two types of firewall can arise because sometimes the term "Cisco PIX Firewall" is used to refer to "Cisco Secure PIX Firewall."

L2TP/IPsec supported by Cisco Secure PIX Firewall

The Cisco Secure PIX Firewall version 6.0 dedicated operating system added support for L2TP/IPsec. Cisco Secure PIX Firewall 6.x is an integrated hardware and software package that provides both stateful firewall protection and L2TP/IPsec VPN capabilities. It is compatible with the L2TP/IPsec VPN client software that is built into Windows and can therefore accept connections initiated by remote access clients running Windows 2000, Windows XP, or Windows Server 2003, without requiring these clients to deploy a third-party VPN client.

Certificate support in the Cisco Secure PIX Firewall includes Microsoft, Baltimore, VeriSign, and Entrust servers.

For more information, see Microsoft Knowledge Base article "Windows Virtual Private Network Connectivity to Cisco PIX Firewall," at http://go.microsoft.com/fwlink/?LinkId=50178. 

L2TP/IPsec not supported by Cisco PIX Firewall

Cisco PIX Firewall, in contrast to Cisco Secure PIX Firewall, does not currently support L2TP/IPsec VPN connections. Therefore, Windows-based L2TP/IPsec remote access clients cannot access a Cisco PIX Firewall. 

Cisco PIX Firewall 5.1 or later does support PPTP-based VPN connections for Windows 95, Windows 98, Windows NT 4.0, and Windows 2000. PPTP-based VPN connections are less secure than L2TP/IPsec VPN connections.

IPsec Interoperability Issues for Network Management and Monitoring

In an IPsec environment, IP packets traversing the network no longer appear as Transmission Control Protocol (TCP) or User Datagram Protocol (UDP) packets. As a result, when IPsec is deployed, network devices such as routers and network intrusion detection systems might not be able to determine which application is being used or inspect the data in the packet. Tools currently used for traffic monitoring, security filtering, weighted fair queuing, and quality of service classification might no longer be able to monitor or manage IPsec hosts.

Incompatible Network Management or Monitoring Services

When an IPsec policy is configured to require encryption, network management and network monitoring services cannot read the encrypted IP packets. When an IPsec policy specifies AH or ESPnull, IPsec packets are readable unless the management or monitoring software has not been updated to handle IPsec traffic.

Network management and monitoring services currently incompatible with IPsec include the following:


Router-based Quality of Service (QoS) cannot use ports or protocols to prioritize traffic. Using specific IP addresses to prioritize traffic is unaffected by IPsec. 


Router ACLs cannot examine protocol and port fields in ESP-protected packets. ACLs based only on IP address are unaffected by IPsec.


Cisco NetFlow on routers cannot analyze packets between IPsec members based on protocol or port. Analysis based only on IP address is unaffected by IPsec.


Weighted Fair Queuing (WFQ) and other flow-based router traffic prioritization methods might fail or might not queue packets as intended, resulting in suboptimal network utilization.


Devices that do not support or permit IP protocol 50, the protocol used by ESP, cannot process IPsec traffic.


Network monitors might not be able to parse ESP packets, including ESP null packets. However, Microsoft Network Monitor 2.1 (included with Windows Server 2003 or Microsoft Systems Management Server) can parse ESP null packets and can therefore be used to help troubleshoot unencrypted IPsec packets. 

Network devices or tools that are not compatible with IPsec cannot participate in IPsec communications. If such devices or tools need to communicate with an IPsec device:


For a tool that monitors or manages network traffic, upgrade the device hardware or software, if an upgrade is available.


In an IPsec isolated domain, use boundary hosts to allow incoming connections from non-IPsec-compatible network devices.


Exempt the network device or tool by selecting the Permit filter action in the IPsec policy. 

Examples of Enabling Network Traffic

The following sections provide brief examples of enabling specific types of network traffic in an IPsec environment:


Permitting SNMP traffic


Permitting ICMP traffic

Permitting SNMP traffic

Simple Network Management Protocol (SNMP) can collect information from and can configure network devices—including servers, printers, hubs, switches, and routers—on an IP network. Windows Server 2003 includes SNMP agent software that works with third-party SNMP management software to monitor the status of managed devices and applications. 

If your SNMP management systems or agents include computers running Windows 2000, Windows XP, or Windows Server 2003 that are configured to use IPsec policy, you can add a rule to the appropriate IPsec policy to permit SNMP messages.

Permitting Unsecured SNMP Traffic in an IPsec Environment

	Action
	IPsec Policy Options 

	Add filter
	On the existing IPsec policy, specify:


Source address: SNMP_management system_IP_address.


Destination address: SNMP_agent_IP_address.


Protocol: UDP.


From protocol port: From this port: 161.


To protocol port: To this port: 162.

	Add filter action
	Specify:


Filter action: Permit.

	Add rule
	Specify:


Tunnel setting (IPsec mode): This rule does not specify an IPsec tunnel (this option specifies that transport mode rather than tunnel mode is used).


Network type: All network connections.


Authentication method: Accept the authentication method appropriate for this IPsec solution because this rule specifies the Permit filter action and therefore no authentication is used.


ImportantIn the user interface for Windows Server 2003 IPsec, when the Permit or Block option is selected, the option for Authentication method is not available. However, in Windows XP or Windows 2000, you must specify the Authentication method option, and it must match the authentication method specified for secure filters.

Permitting ICMP traffic

Internet Control Message Protocol (ICMP) is a network layer maintenance protocol in the TCP/IP suite that reports errors and provides simple diagnostic capabilities related to IP packet processing. 

An IPsec policy rule that either blocks or secures ICMP traffic might disrupt any of several types of TCP/IP communications. For example, deploying IPsec can affect the following types of ICMP-dependant functionality: 


Ping.exe. The Ping command uses ICMP echo request and echo reply packets to determine whether a host on an IP network is reachable from the host on which the command is executed. Alternatively, you can check connectivity by using a network sniffer to verify whether IKE traffic is being sent and received between two hosts.


Tracert.exe. The Tracert command requires ICMP traffic to determine the path taken to a destination. If IPsec protects ICMP traffic, however, Tracert output shows only the destination computer—not the path of intermediate routers. 


PMTU. Outbound TCP connections that traverse networks with different link frame sizes require path maximum transmission unit (PMTU) discovery. For PMTU discovery to function correctly, inbound ICMP traffic from routers and other gateways must be received. 


File sharing. File sharing uses ICMP traffic to determine whether a destination IP address can be reached. 


Network logon and Group Policy. Network logon and Group Policy measure ICMP response times to each domain controller IP address. This measurement is performed to aid in the selection of a domain controller to service a network logon and to determine whether to apply Group Policy settings over slow links. 


Communication requiring fast ICMP responses. In some cases, even the three-second delay before a soft SA (an unsecured connection) is established might impact upper-layer communication that requires fast ICMP responses. An application uses fast ICMP communication to check if the peer computer is still available; if it does not reply, the session is closed.

Allowing unsecured ICMP traffic can expose your network to potential security risks. One option is to temporarily exempt ICMP traffic from IPsec filtering in order to perform troubleshooting. For example, exempting ICMP traffic lets you run the Ping.exe command on a client to locate a server and lets you run the Tracert.exe command on the client to determine the network path from the client to the server.

Allowing Unsecured ICMP Traffic between a Specific Client and a Specific Server

	Action
	IPsec Policy Options

	Add filter
	On the existing IPsec policy, specify:


Source address: My IP Address.


Destination address: Server_IP_address.


Protocol: ICMP.

	Add filter action
	Specify:


Filter action: Permit.

	Add rule
	Specify:


Tunnel setting (IPsec mode): This rule does not specify an IPsec tunnel (this setting specifies that transport mode rather than tunnel mode is used).


Network type: All network connections.


Authentication method: Accept the authentication method appropriate for this IPsec solution because this rule specifies the Permit filter action and therefore no authentication is used.


Important   In the user interface for Windows Server 2003 IPsec, when the Permit or Block option is selected, the option for Authentication method is not available. However, in Windows XP or Windows 2000, you must specify the Authentication method option, and it must match the authentication method specified for secure filters.

It is also possible to exempt all ICMP traffic. For more information about and examples of managing ICMP in an IPsec environment, see Using Microsoft Windows IPsec to Help Secure an Internal Corporate Network Server at http://go.microsoft.com/fwlink/?LinkId=44625.

Appendix A: Interoperability Information for Certificate Authentication in an IPsec Environment

Certificates might be used for computer authentication in some isolation scenarios and are recommended for use in IPsec secure server or IPsec-based VPN scenarios. This appendix provides summary information about several common interoperability-related issues when certificates are used for host-to-host authentication in any IPsec scenario. 

When the IPsec policy of IPsec hosts specifies that certificate authentication be used, you install computer certificates in the local computer certificate store:


On each IPsec host that uses certificate authentication in a domain or server isolation scenario. See "Certificate authentication within an isolated domain that uses primarily Kerberos" earlier in this paper for examples.


On both IPsec hosts at each end of an IPsec secure server connection.


On both the calling router and answering router (for site-to-site L2TP/IPsec VPN connections or for IPsec tunnel mode VPN connections).


On both the VPN gateway and the remote access client (for remote access L2TP/IPsec VPN connections).

PKI Interoperability Standards

If you plan to deploy computers running Windows and non-Windows operating systems (or different versions of Windows) in an IPsec environment that requires compliance with IETF public key infrastructure (PKI) standards, start by verifying that the Windows versions and the non-Windows operating systems that you want to use meet the required PKI interoperability standards.

Windows Certificate Services, Entrust, VeriSign, Netscape, and others are designed to adhere to existing PKI interoperability standards established by IETF. The IETF working group charged with defining PKI interoperability is Public-Key Infrastructure (X.509), abbreviated as PKIX. 

In addition to the IETF PKI interoperability standards, RSA Laboratories developed and maintains a set of de facto cryptographic message standards called Public Key Cryptography Standards (PKCS) to provide a framework for PKI interoperability. The RSA Laboratories standards that are most relevant to PKI are PKCS #7, Cryptographic Message Syntax Standard, PKCS #10, Certification Request Syntax Standard, and PKCS #12, Personal Information Exchange Syntax Standard. 

A CA used by Windows-based and non-Windows-based hosts establishing an IPsec connection must meet the following requirements:


The computer certificate is stored in the CryptoAPI computer certificate store. 


The computer certificate contains a Rivest-Shamir-Adleman (RSA) public key that has a corresponding private key that can be used for RSA signatures. The RSA cryptographic algorithms are supported by the Microsoft Base Cryptographic Service Provider and the Microsoft Enhanced Cryptographic Service Provider.


The computer certificate is used within the certificate validity period (the certificate has not expired).


The root certification authority (and any intermediate roots) is trusted. 


A valid CA chain can be constructed by the Cryptographic API (CAPI) module. 

IPsec does not require the computer certificate to be an IPsec type of certificate because existing CAs might not issue IPsec-type certificates.

For information about IETF PKIX, see Public-Key Infrastructure (X.509) (pkix) at http://go.microsoft.com/fwlink/?LinkId=124. The Web page also has a link to RFC 2459, "Internet Public Key Infrastructure X.509 Certificate and CRL Profile, Part 1," which is the specification for the basic architecture of PKI.

Deploying a PKI to Issue Certificates

Certificate-based computer authentication in any IPsec scenario requires that you deploy a PKI in order to make a certification authority (CA) available to issue certificates to the IPsec hosts that will use the certificates to mutually authenticate each other. IPsec connections can use either Windows-based or third-party PKI systems. A PKI that supports IPsec is one that provides a CA that issues X.509 certificates for computer authentication. 

Microsoft Windows Certificate Services, available in Windows Server 2003 and Windows 2000 Server, lets you create a CA for managing a Windows-based PKI. A Windows-based Certificate Services CA can be either an enterprise CA (which is integrated with Active Directory) or a stand-alone CA (which does not use Active Directory). You can use either an enterprise CA or a stand-alone CA to issue certificates for an IPsec connection between a Windows-based host and a non-Windows-based host.

IPsec connections can also use X.509 certificates generated by third-party CAs such as Entrust, VeriSign, and Netscape. If you have already deployed a non-Microsoft PKI system, you can create a Windows-based CA as a child CA of the non-Microsoft root CA.

Each of two IPsec peers establishing an IPsec-secured connection sends a list of root CAs to the other, from which it accepts a certificate for authentication. Therefore, the computers on each side of the connection must obtain certificates from the same root CA or from CAs that follow a certificate chain up to the same root CA. Typically, a single CA issues computer certificates to all computers in an organization, which satisfies this requirement if both computers belong to the same organization.


For information about installing a Windows Certificate Authority certificate for use with IPsec, see:


Windows 2003. Microsoft Knowledge Base article 253498, "How to install a certificate for use with IP Security in Windows Server 2003." 


Windows 2000. Microsoft Knowledge Base article 253498, "How to Install a Certificate for Use with IP Security."


For information about the use of certificates for IKE negotiation, see Step-by-Step Guide to Internet Protocol Security (IPsec), at http://go.microsoft.com/fwlink/?LinkId=269. 


For information about creating a Windows-based certificate infrastructure, see "Certificate Services" in Help and Support Center for Windows Server 2003, and see "Designing a Public Key Infrastructure" in "Designing and Deploying Directory and Security Services" in the Windows Server 2003 Resource Kit at http://go.microsoft.com/fwlink/?LinkId=4719.


For information about Windows 2000 Certificate Services, see the Step-by-Step Guide to Administering Certificate Services, at http://go.microsoft.com/fwlink/?LinkId=326.

Interoperability Fixes for Certificate Authentication in IPsec

This section describes solutions to common issues that can arise when certificate authentication is used in an IPsec networking environment that includes Windows-based computers.

Windows and Cisco IOS VPN interoperation requires Cepsetup.exe

The Cisco Internetwork Operating System (IOS) uses the Cisco Simple Certificate Enrollment Protocol (SCEP) proprietary protocol to obtain certificates from a Windows-based CA. The Windows Simple Certificate Enrollment Protocol (SCEP) Add-on for Certificate Services (Cepsetup.exe) provides support for the SCEP protocol that allows Cisco routers and other intermediate network devices to obtain certificates from the Windows-based CA.

To obtain Cepsetup.exe:


Windows Server 2003. You can obtain the SCEP add-on for certificate services from the download page Simple Certificate Enrollment Protocol (SCEP) Add-on for Certificate Services at http://go.microsoft.com/fwlink/?LinkId=50180.


Windows 2000 Server. You can obtain the SCEP add-on (Cepsetup.exe) for certificate services from the Windows 2000 Server Resource Kit. For information about the Resource Kit, see Windows 2000 Resource Kit at http://go.microsoft.com/fwlink/?LinkId=16465.

You can install Cepsetup.exe on either an enterprise CA or a stand-alone CA. You can install Cepsetup.exe on a root CA or a subordinate CA. If you use Cisco routers to enroll for certificates, the routers must be running Cisco IOS Release 12.2(6) or later.

For more information, see the following Microsoft Knowledge Base articles:


249125, "Using Certificates for Windows 2000 and Cisco IOS VPN Interoperation"


305196, "Cannot Establish an L2TP/IPsec Tunnel between a Cisco Router and a Windows 2000 Certificate Authority"

Listing several root CAs helps ensure successful interoperability

When you select certificate authentication while configuring a rule on an IPsec policy, you are prompted to browse to select the CA that you want to use. The IPsec rule editor lets you build an ordered list of CAs that your computer will send in its authentication request to the peer computer at the other end of the connection during IKE negotiation. The peer computer must have a computer certificate issued by one of the root CAs specified in this list in order for the authentication to succeed. 

By specifying multiple root CAs (that both hosts trust), you are able to build a list of trusted root CAs in addition to the root CA that issued a given computer its certificate. Specifying multiple trusted root CAs helps ensure interoperability in many enterprise scenarios. 

Having multiple trusted roots (and associated certificates) allows you to use different PKI infrastructures for different deployment scenarios. A typical example is a server at one company that communicates with computers at several other companies, each with its own PKI infrastructure. In this situation, the server at the first company must enroll for a certificate in each other company’s CA.

Appendix B: Configuring an IPsec Policy

Creating an IPsec policy on a Windows-based computer can be confusing because it is not clear from the user interface which steps to do in what order. You can configure an IPsec policy using either of the following methods:


Create a new policy first, define one or more rules for the policy, and then add filter lists and filter actions.


Create a filter list first, add filters, filter actions, and then create the policy and add one or more rules.

The examples in the body of this paper as well as in this appendix use the second method. The following generic set of procedures demonstrates a configuration sequence you can use when creating an IPsec policy using the wizards provided by default. 
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To create a filter list and add a filter

	1.
Open Local Security Policy, click IP Security Policies on Local Computer, and then click IP Security Policies on Active Directory (DomainName.com). 

2.
Click Action, click Manage IP filter lists and filter actions, and then click Add.

3.
In IP Filter List, type a name and description for the IP filter list, and then click Add.

4.
In IP Traffic Source, select one of the following values for Source address:


My IP Address

Any IP Address

A specific DNS Name (and then type the name)


A specified IP Address (and then type the IP address)


A specific IP Subnet (and then type the subnet address)

5.
In IP Traffic Destination, select one of the following values for Destination address:


My IP Address

Any IP Address

A specific DNS Name (and then type the name)


A specific IP Address (and then type the IP address)


A specific IP Subnet (and then type the subnet address)

6.
In IP Protocol Type, select Any, or select a specific protocol (if you select UDP or TCP, also specify ports).

7.
On the IP Filter Wizard completion page, make sure that Edit properties is selected, and then click Finish.

8.
On the Addressing tab in Filter Properties, confirm source and destination addresses, and accept the default selection: Mirrored. Also match packets with the exact opposite source and destination addresses check box.

9.
In Manage IP filter lists and filter actions, confirm that the filter list exists, and then click Close.
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To create a filter action

	1.
Open Local Security Policy, click IP Security Policies on Local Computer, and then click IP Security Policies on Active Directory (DomainName.com).

2.
Click Action, click Manage IP filter lists and filter actions, click the Manage Filter Actions tab, and then click Add.

3.
In Filter Action Name, type a name and description for the filter action.

4.
In Filter Action General Options, select one of the following:


Permit

Block

Negotiate security
5.
In Communicating with computers that do not support IPsec, select one of the following:


Do not communicate with computers that do not support IPsec

Fall back to unsecured communications
6.
In IP Traffic Security, select one of the following: 


Encryption and Integrity (the default)


Integrity only

Custom
If you select Custom, in Custom Security Method Settings, select the data integrity and encryption settings that you want and, if appropriate, specify session key settings. For example, select SHA1 and 3DES.

If you select Custom, in Custom Security Method Settings, select the data integrity and encryption settings that you want and, if appropriate, specify session key settings. For example, select SHA1 and 3DES.

7.
On the Filter Action Wizard completion page, make sure that Edit properties is selected, and then click Finish.

8.
On the Security Methods tab of the Filter_Action Properties page, configure the following:

a.
Select one of the following security methods:

-Permit
-Block
-Negotiate security
b.
Clear (or select) Accept unsecured communication, but always respond using IPsec.

c.
Clear (or select) Allow unsecured communication with non IPsec-aware computer.

d.
Clear (or select) Session key perfect forward secrecy (PFS). Selecting this option ensures that key material is not re-used. If you select this option on one computer configured to use IPsec, you must also select it on the policy of other IPsec hosts that it will communicate with.

-Permit
-Block
-Negotiate security
9.
In Manage IP filter lists and actions, confirm that the filter action exists, and then click Close.
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To create the IPsec policy and add a rule

	1.
Open Local Security Policy, click IP Security Policies on Local Computer, and then click IP Security Policies on Active Directory (DomainName.com).

2.
Click Action, and then click Create IP Security Policy.

a.
In IP Security Policy Name, type a name and description for the policy.

b.
In Requests for Secure Communication, clear Activate the default response rule. 

c.
On the IP Security Policy Wizard completion page, make sure that Edit properties is selected, and then click Finish.

3.
To add a rule to this policy, on the Rules tab, click Add.

a.
In Tunnel Endpoint, select one of the following:

-This rule does not specify a tunnel (to select IPsec transport mode).

-The tunnel endpoint is specified by this IP address: (to select IPsec tunnel mode), and then type the IP address.

b.
In Network Type, select one of the following:

-All network connections
-Local area network
-Remote access
c.
In Authentication Method, select one of the following:

-Active Directory default (Kerberos V5 protocol).

-Use a certificate from this Certification Authority (CA); and then click Browse to select the CA.

-Use this string to protect the key exchange (preshared key); and then type the preshared key. The preshared key must be the same for each participating computer.

-This rule does not specify a tunnel (to select IPsec transport mode).

-The tunnel endpoint is specified by this IP address: (to select IPsec tunnel mode), and then type the IP address.

-All network connections
-Local area network
-Remote access
-Active Directory default (Kerberos V5 protocol).

-Use a certificate from this Certification Authority (CA); and then click Browse to select the CA.

-Use this string to protect the key exchange (preshared key); and then type the preshared key. The preshared key must be the same for each participating computer.

4.
In IP Filter List, click the filter that you created earlier.

5.
In Filter Action, click the filter action that you created earlier.

6.
On the Security Rule Wizard completion page, clear Edit properties, click Finish, and then click OK.

7.
In Policy Name Properties, click Close.
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To assign the IPsec policy

	1.
Open Local Security Policy, click IP Security Policies on Local Computer, and then click IP Security Policies on Active Directory (DomainName.com).

2.
Right-click the policy, and then click Assign.
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