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Introduction 

To help prevent the capture or misuse of media files on a Windows Media® High Definition Video (WMV HD) DVD, these files should be protected with Windows Media digital rights management (DRM) technology. This technology enables the content provider to specify a wide range of rights such as who can see the content, under what conditions, how long they can watch it, and so on. This document provides a general overview of Windows Media DRM technology and how it is used on WMV HD DVDs, and step-by-step information on how to incorporate Windows Media DRM on your WMV HD DVD. This document is one of several documents that, together, describe how to create a Windows Media High Definition Video DVD ROM. For a full list of these documents, see the document "Overview and Design Guidelines for Windows Media High Definition Video DVDs."
The bulk of this document gives step-by-step instructions on how to create a basic WMV HD DVD disc with basic DRM rights. This disc has the following characteristics:

· All protected content must remain on the DVD disc; protected files copied from the DVD cannot be played. 

· A new license is issued every time the disc is played, and the license is good for only one play. The license store will not be searched for existing licenses.
· Disc authors can specify valid start and end dates and play counts for content.

These characteristics provide a good model for most sale or rental discs. However, a list of alternative business models with the modifications you must make to the disc is given in Appendix D at the end of this document.
Overview of Windows Media DRM
Microsoft® Windows Media® digital rights management (DRM) is an end-to-end system that offers content providers and retailers a flexible platform for the secure distribution of digital media files, and offers consumers the ease of use needed to enjoy digital media experiences. The following steps show how content is protected by the disc producers and then played by a consumer. Disc production includes several different groups of people—content creators, content packagers, content distributors, and licensing page owners. In many instances, these may be the same people.
The disc producers
1. The content creator creates a media file. They may retain the rights themselves, or sell or lease their rights to the distributors or other third parties.
2. The content packager ASF-encodes and then encrypts the content by using the Windows Media Format SDK or the Windows Media Rights Manager SDK. During the encryption process, a content file is assigned a key ID in the ASF header that identifies the file. The packager provides a license acquisition URL (LAURL) where a consumer can obtain a license online; this URL is also stored in the ASF header. The files can also be distributed with license-issuing software, or can be issued with licenses in advance if the files are meant to be freely viewed for a specific period. However, a LAURL must always be specified for protected content. The file itself does not contain any rights information; rights are specified only when a license is requested by the consumer.
For WMV HD DVDs, content packagers create the physical WMV HD DVD from the content plus the required WMV HD DVD files provided by Microsoft (some of which must be modified). They re-encode content (if required), design the disc menu and navigation experience, specify what rights will be assigned to licensed content, and burn all the required content and code files onto the DVD. They might create the master disc and hand it off to a third party for mass production, or they might produce the discs themselves—perhaps even on the fly, if providing a store-front distribution business.
3. The content distributor distributes the content to the consumer. The DVDs are distributed as a physical disc only (not downloaded).
4. A license service provider runs a Web site that issues licenses for the content. Not all business models require a license management service page. Running a license management service requires your site to be running 24 hours a day, seven days a week, so consumers can get licenses at any time. License management services are built on the Windows Media Rights Manager SDK. See Appendix D for alternative business models.
The content consumer

5. The consumer tries to play the file by using player software built on the Windows Media Format SDK (Windows Media Player, for example). 
6. The player recognizes from the ASF header that the file is protected by Windows Media DRM, and tries to find a license for the file by the following steps:

1. The player first searches the license store on the computer for a valid license with a key ID that matches the key ID in the content header. If the player finds a valid license, it plays the file according to any license restrictions, and no other steps are needed.
2. If no license is found, the application visits the LAURL specified in the ASF header to try to obtain a license. The content licensor hosts a page at this URL to process the request, which contains the key ID of the file, and various other data from the requesting application. This request can be silent (the application handles the full request without any user input, and displays minimal or no indication that a license is being requested), or non-silent (a user interface is displayed, requesting user input, such as a credit card number). The license issuer determines the rights that should be applied to the license, and issues a license to the requester. The player downloads the license into the license store and then starts playing the file. 
A license is bound to a particular computer. If a license permits transferring content (to a portable device, for example),when the content is transferred, a second license is created that is bound to the new device.
How DRM Works on a Windows Media High Definition Video DVD ROM
The DRM experience on a Windows Media® High Definition Video DVD ROM is a slight variation on the generic playback experience.
7. When the disc is inserted into the computer, the computer automatically runs the Autorun.inf file. 
8. Autorun.inf instructs the computer to run Start.hta, an HTML application that hosts Code.htm. 
9. Code.htm displays unlicensed preview scenes, trailers, or other information stored on the disc. It also hosts a helper ActiveX® control, A9.ocx, which interacts with Licgen.exe to issue a license locally. If the disc author has indicated that the disc includes DRM-protected content (specified in the Disc.js file written by the disc author), A9.ocx starts Licgen.exe to begin generating a license. This occurs while previews and trailers are shown to the viewer. 
In the code provided, Licgen tries to generate a new license, and returns success (0) or failure 
(-1). Licgen verifies that the files are running from a DVD, not from locally copied files, and tries to issue a license with the rights specified in a local data file. Licenses are typically issued with a duration of from one to seven days. Because the player itself did not issue the request for a license (remember, it was A9.ocx that initiated the search for a valid license), this is called license predelivery.
10. The previews finish, and the license has already been found or issued (or failed to be issued), and the disc can then display either a screen that enables the user to play the video, or an error message screen if something went wrong. 
The following table describes the DRM files required on a WMV HD DVD.
	File
	Provided by
	Description

	A9.ocx
	WMV HD DVD sample code
	An ActiveX control hosted by the startup HTML application to communicate with Licgen.exe to acquire a license, for computer playback.

	Licgen.exe
	Sample code in the Data Session Toolkit
	A local license generation application, for computer playback.

	WMDS.dll
	Created by the Data Session Toolkit wizard
	A DLL that handles the actual license issuing for computer playback.

	Wmds.ini
	Created by the Data Session Toolkit wizard
	A signed initialization file that contains license data for WMDS.dll.

	Protected WMV (and optional WMA) content files
	Provided by DVD creator or content owner.
	The DRM-protected media files.


The following table describes which components of the WMV HD DVD ROM system use which version of Windows Media DRM.
	Component
	Windows Media DRM version

	License
	9 Series

	Device
	Windows Media 10 for Portable Devices

	Computer
	9 Series or later

	License server
	10


The Windows Media licensing rights that can be applied to a protected file on the disc are described in Appendix A.
Important   Windows Media DRM technology does not prevent a DVD from being duplicated and reused; it only ensures that the user and environment conform to the requirements of the license. To prevent a DVD from being duplicated, you must use a copy-protection solution, such as those produced by Macrovision or SunnComm. These solutions work hand-in-hand with Windows Media DRM technologies to help protect content.
Creating a WMV HD DVD ROM Disc
The Windows Media® Data Session Toolkit (DST) provides many of the tools you need to create a WMV HD DVD ROM disc. The DST is a package that includes documentation, sample code for the Licgen.exe program, and a wizard to perform the following tasks, among others:
· Encrypt and DRM-protect content

· Create and sign the Wmds.ini file
· Specify disc verification options
To get the Toolkit, you must fill out a Microsoft request form. To get the URL of the Web page where you can get the request form, see the "For More Information" section of this document. This process can take a few days, so request the Toolkit as early as you can in your production process. 
The following steps describe how to create a Windows Media High Definition Video DVD ROM. These steps are described in greater detail later in the document.

11. Create the on-disc license generation application. The Toolkit comes with sample code that you must customize and compile to create the application that generates the use licenses for the encrypted content files on disc. 
12. Run the graphical version of the Toolkit and specify the content files to be included on the DVD, the rights that will be applied to these files when the license is generated, and some other information. This data is saved as an XML file.
13. Modify the Signini.ini file so that the proper files are signed and copied.

14. Run the command-line version of the Toolkit. This will perform the following actions:

· Encrypt all video files for the disc.
· Create the Wmds.ini and WMDS.dll files.
· Sign the Wmds.ini file.
· Copy the required files to a specified destination folder.
15. Modify the generated Wmds.ini file to reflect the proper individualization and security settings.
16. Re-sign the Wmds.ini file by using the Signini.exe program included with the DST.
17. Modify the Disc.js file to indicate that DRM is used on some files.

18. Copy the files to the DVD.
19. Implement a Web page to act as the LAURL for license requests.
The following sections give more detail on each of these steps. 
To learn how you can encrypt content files and create a Wmds.ini yourself, without using the Toolkit, contact WMVHDDVD@microsoft.com.
Create the On-DVD License Generating Application

A Windows Media High Definition Video DVD ROM must include a program called Licgen.exe that searches for an existing license in the license store, and if it is not found, attempts to generate one locally. This program returns one of two values: -1 for failure, and 0 for success. 
The Toolkit comes with a sample Visual Studio® C++ solution for a licgen application. This solution is installed in the folder <Toolkit Installation Path>\samples\autorun, and is called Autorun. We recommended that you use Visual Studio 6 to compile this solution, because newer versions of Visual Studio will link to a Microsoft Visual C runtime that is not included with Windows XP. This application must be renamed Licgen.exe and installed on the DVD along with the content files in the location shown later in this document. The program uses the WMDS.dll generated by the Toolkit to perform all the DRM-related functions. Documentation on the provided code is included in the Toolkit help file.

To modify the provided code to use on a DVD, you must make the following changes:
· Remove all visual elements from the code. Licgen is not intended to be a graphical program on the DVD (typically the computer will show the trailers or other visual elements specified in other files while Licgen.exe is running). We recommend that you do not create Win32 dialog boxes in your program, because these will not scale well when viewed on a large display device such as a television screen. If, for some reason, you decide to include graphical display elements, be sure that any user interface elements are appropriate for such displays.

· As part of removing all windows, remove all messaging loops. 

· The program should return only one of two values: -1 if an error occurs; 0 if license acquisition has succeeded. 

· Remove or modify the error management in the program. As installed, it uses a custom function called DisplayError to display a message box explaining the error. You might want to disable this and only return a failure value (-1), or you might want to provide more extensive error information and suggestions for user action.

· Microsoft highly recommends implementing the AuthenticateDisc function. This function is intended to verify that the disc is not a duplicate of a valid disc. Windows Media DRM does not detect disc duplication; you should use a third-party solution to prevent disc duplication. As an alternative to implementing the AuthenticateDisc function within the code, you can also protect the LicGen.exe application by using third-party security to prevent disc duplication. Macrovision or SunnComm are two companies that provide duplication protection programs.

· Compile and save the application as Licgen.exe in the folder that holds the Signini.exe signing program that is installed with the Toolkit. 

The code provided does not check to see whether the computer's license store already contains a valid license, but simply issues a new license every time. You can add code using the Windows Media Format SDK to check first whether a valid license exists on the computer.
Run the Graphical Version of the Toolkit
The Windows Media Data Session Toolkit (DST) wizard performs a number of tasks for you, including content encryption, and creation of several required files. The program comes in two versions: a graphical version, and a command-line version. Because of a limitation in the graphical version of the program (it requires at least one audio file or it will not run), you can only use the graphical version to save settings to an XML initialization file. This XML file is then passed to the command-line version of the Toolkit, which does not have the audio file limitation. If you will be including at least one protected audio file on your disc, you can run the graphical version of the program (click Build on tab 5) and skip the next topic, "Generate the Output Files," which describes how to run the command-line version of the program.

To run the graphical version of the Toolkit

20. Open the graphical DST wizard program (Wmdst.exe in the Toolkit installation folder). To modify an existing XML file, on the File menu, click Open; otherwise, you will be creating a new XML file. 
21. The Toolkit wizard is a tabbed dialog box. Fill out the tabs as described here:
Step 1 - Input tab
This tab is used to specify what content files you will protect with DRM and copy to the disc.
· Add your video files by selecting Other Files. Then click Add and select your files. (These files will not be re-encoded by the Toolkit.) 

· If you are adding audio files for playback on the DVD, select Audio Files and click the Add button to add these files. These files will be re-encoded using the settings specified on tab 2.
Step 2 - Specify Encoding Options tab 
This tab specifies encoding and display options for encoding any audio files added in the Other Files window on tab 1. Video files will not be re-encoded; if you did not include any audio files in tab 1, you can skip this tab. 
· Choose any encoding or border options you want for the audio files. (Border options apply to the Now playing pane for files played in Full mode of Windows Media Player.) 
Step 3 - Specify Encrypting Options tab
This tab specifies the encryption options for all audio and video files. 
· Select the Enable Encryption check box.

· Choose any additional encryption options you want.

Step 4 – Specify Rights tab
This tab is used to specify the rights that will be added to any license created for the user at DVD playback time. 

· Enter the license acquisition URL.
· Ensure that the following check boxes are selected:
- Allow Play on PC
- Allow Backup / Restore
· Clear the Allow Transfer to Portable Devices check box. (This would conflict with the requirement that the files must be on a DVD to work.)

· Enter any other rights you want. For more information on possible rights combinations, see Appendix D.
Step 5 – Output tab
Enter the output folder where you want the program to store all the files it generates or copies; this includes the Licgen program that you created, and the DRM-protected content files.

· Choose Create Windows Media Audio Files.

· Clear the Check Media Verification check box. 
· Select the Check Drive Type check box. 
22. The XML file you save can be reopened and edited by using the graphical Toolkit wizard. The most convenient place to save the file is in the same folder as the Toolkit wizard, because the next step will be to run the command-line version of the wizard on this file.
23. Close the wizard.

Modify the Signini.ini File

The Wmds.ini file is signed to ensure that a user does not tamper with the original list of rights and settings for DRM files. The Toolkit uses a helper program, Signini.exe, to sign the files. Signini.exe requires an initialization file, called Signini.ini, which specifies the details of the files it will sign. A basic version of Signini.ini is installed in the same folder as the Signini.exe program. You must modify the file before using it for your DVD.

Open Signini.ini with a text editor, change it to the following text, and then save and close the file.

[wmds]

Autorun=licgen.exe

ShowUI=0

HalfSeed=0

ExtraFilesAllowed=0

CheckDriveType=1

CheckFileInfo=0

MinClientVersion=2.2
RequireIndivClient=0
These values are described in the following table.

	Value
	Description

	MinClientVersion
	Specifies that Windows Media Player 9 Series or later is required to play the DVD.

	RequireIndivClient
	Specifies that individualization is not used. A zero indicates no individualization. A 1 indicates individualization is required.

	Autorun
	Specifies the name of the license generating program to sign and copy to the output files folder. This is the license generating program that you created earlier and saved in the same folder as Signini.exe. 

	HalfSeed
	A Boolean value, where 1 tells Signini to save half the license key seed in Wmds.ini, and the other half in another file, and 0 tells it to put the whole seed in Wmds.ini. You must specify 0, because the additional file will not be included on the DVD.

	ShowUI
	Specifies whether to show a user interface when issuing a license locally. This should be set to zero because Licgen.exe should not display its own user interface. 

	ExtraFilesAllowed
	The number of files allowed on the volume that are not explicitly listed in the MediaVerification section of Wmds.ini. No extra files are allowed. Set this to zero.

	CheckDriveType
	This verifies that the files are on a CD or DVD. To verify that the files are actually on a CD or DVD, set this to 1 (true); to allow users to play files copied from a disc, set this to zero (false). 


	CheckFileInfo
	Determines whether to check the hash values of the files listed in the MediaVerification section of Wmds.ini. This should be set to zero (false) because verifying the hash of all the image files on a DVD would be prohibitively slow. 


For more information, see the help documentation for the Toolkit.

Run the Command-Line Version of the Toolkit 

You must use the command-line version of the DST wizard to encrypt and create your files. The command-line version is called Cwmdst.exe, and can be found in the same folder as the graphical program. To run the program, open a command-prompt window, navigate to the Toolkit installation folder, and type the following:
cwmdst -I config.xml
Where config.xml is the name of the XML configuration file you created previously. The program will create or copy the following files to the folder specified on tab 5 of the graphical version of the program.

	File
	Description

	Autorun.inf
	Not used; can be deleted.

	Init.wax
	Not used on a WMV HD DVD; can be deleted.

	Licgen.exe
	This is a copy of the Licgen.exe program that you created. This program must be copied to the DVD.

	Protected content files
	These files will be copied to the DVD.

	WMDS.dll
	This is the DLL that issues licenses and authenticates environments. This will be copied to the DVD.

	Wmds.ini
	A file containing data needed by the licensing engine (WMDS.dll) at run time. This file includes a digital signature; you must modify this file and re-sign it, as described in the next steps. This file must be copied to the DVD.


Modify the Wmds.ini File

The Wmds.ini file created by the DST contains data needed by the licensing engine at run time. This data includes the rights for all licenses issued by the license engine. For a full list of rights available to the license engine, see Appendix A.

When the command-line program generates the Wmds.ini file, it adds a few unnecessary values, and omits some required values. You must modify Wmds.ini with a text editor to correct this.
In the [options] section

· Remove the following line

PostLaunch=toolkitconfig.wax
In the [rights] section or sections (there will be more than one, if you include multiple files)

· Change the MinAppSec value to 1000, if it is not already. (If this value is not there, add the following line:
MinAppSec=1000
· Change the MinSDKAppSec value to 3000, if it is not already. (If this value is not there, add the following line: 
MinSDKAppSec=3000
· Optionally change the "Allow Transfer to Portable Devices" value. The wizard has a bug that specifies that transfer to portable devices is always allowed. If you don't want to allow this, you must change the first 1 (true) to zero (false), as shown here: 

Transfer=1,,1,1000   'Allows transfer

Transfer=0,,1,1000   'Prohibits transfer

In the [ContentInfo] section

· Change the location given for the protected video file to point to the root video folder of the DVD where the file will actually be saved. So, for example, you would change the following line:
MyVideo.wmv
To this:

video\MyVideo.wmv
For complete documentation of the Wmds.ini file, see "Windows Media Data Session Toolkit initialization file" in the wizard help documentation.
Re-Sign the Wmds.ini File

To sign the Wmds.ini file without performing any other actions, you must run Signini.exe alone. To run Signini.exe, open a command-prompt window, navigate to the Toolkit installation folder, and type the following command:
signini <path_to_wmds.ini_folder>
where <path_to_wmds.ini_folder> is the path to the folder holding the Wmds.ini file. The path should not include the file name, "Wmds.ini." So, for example, you might type the following:
C:\Program Files\Windows Media Data Session Toolkit>signini "c:\Program Files\Windows Media Data Session Toolkit\MyDVD"
Modify the Disc.js File

The DVD includes a file called Disc.js that handles the menu and playback experience on a computer. You must ensure that this file sets a value on the global disc variable to indicate that the disc includes DRM-protected content. Ensure that this file has the following line:

disc.videoHasDRM = true;
This value can be added with a text editor or a scripting development tool.
Copy the Files to the DVD

The following diagram shows the layout of files on the DVD, with the DRM files shown in bold. You must copy these files to the locations shown. 
[image: image2.png]



Implement a LAURL Web Page
Every DRM-protected file must include a license acquisition URL (LAURL) value in the header. You entered this value in tab 4 of the graphical Toolkit wizard. You must host a licensing page at the specified URL that issues licenses appropriately. 
Note   If you are not issuing any licenses online, your Web site can be a simple warning page saying that online licensing is not supported. See "License Delivery" in Appendix D.
If you are enabling online license acquisition, you must create your LAURL site by using the Windows Media Rights Manager SDK 10. For information on how to create and host this site, see the SDK documentation. 
The following Visual Basic® Scripting Edition (VBScript) code is an example of a licensing Web page that you might host on your site. This page generates a movie rental license from hard-coded seed values. You must modify this code to fit your own licensing model, and to handle your own license requests, as noted in the code.

<%

'

' Microsoft Windows Media

' Copyright (C) Microsoft Corporation. All rights reserved.

'

' Sample ASP.NET code to create a page to handle a license request for a 

' movie rental. The request creates a license with the following values:

'    BeginDate = yesterday

'    ExpirationDate = 30 days from now

'    ExpirationAfterFirstUse = 24 hours from first use

'    DisableOnClockRollback = true

'    MinimumAppSecurity = 2000

'    PMAppSecurity = 150

' You must modify this page as described, to suit your own site.

' Declare variables

dim strKey, strKeyID, strRights, strLicense, strDerivedRights

dim objChallenge, objKey, objRights, objLicense, objParentLicense, objResponse, objHeader

dim strSeed, strPublicKey, strPrivateKey

dim title

Dim blnResult

dim strPublicKey 

On Error Resume Next   

Session.Contents("LastError").Remove()

err.clear

' The public key to bind to. Hard-coded here, but you should 
' retrieve this from a database.

' Dummy loop to handle errors. If an error occurs, call 'break' to 
' jump to error handling.

do

    ' Get the seed and public key based on the title submitted in the request.

    ' You should get these values from a database.

    title = Request("title")

    Select Case title

    Case 0401

        strSeed = "HB0bGGEOOO1K3345KmD2J90Ff3443A4nlzBllKt"

        strPublicKey= "81E0CLxXLj4V1srtPTdBXvLnXjzKxVvr!bGj3jaoBsolAAxUzCYZFA=="

    Case 0402

        strSeed = "HB0OOOBNQJ1K3345K132J90Ff3443A4nlzBllKt"

        strPublicKey= "81E0CLxXLj4V1srtPTdBXvLnXjzKxVvr!bGj3jaoBsolAAxUzCYZFA=="

    Case 0403

        strSeed = "HB0bGGEOOOJ1K3345KmD2l90Ff3443A4nlzBllKt"

        strPublicKey= "81E0CLxXLj4V1srtPTdBXvLnXjzKxVvr!bGj3jaoBsolAAxUzCYZFA=="

    Case 0404

        strSeed = "HB0OOOOBNQJ1dd545KmD2J90Ff3443A4nlzBllKt"

        strPublicKey= "81E0CLxXLj4V1srtPTdBXvLnXjzKxVvr!bGj3jaoBsolAAxUzCYZFA=="

    case Else

        ' Can't find the requested title. Raise the 
        ' "undefined variable" error and exit loop.

        Session("LastError") = "Requested title not found. "

        err.Raise 500

        exit do

    End Select

    ' Create objects needed to process the request.

    Set objChallenge = Server.CreateObject("Wmrmobjs.WMRMChallenge")

    Set objKey = Server.CreateObject("Wmrmobjs.WMRMKeys")

    Set objRights = Server.CreateObject("Wmrmobjs.WMRMRights")

    Set objResponse = Server.CreateObject("Wmrmobjs.WMRMResponse")

    Set objLicense = Server.CreateObject("Wmrmobjs.WMRMLicGen")    

    Set objHeader = Server.CreateObject("Wmrmobjs.WMRMHeader")    

    if err.number <> 0 then

        Session("LastError") = "Failed to create objects. " & err.description 

        exit do

    end if

    ' Get client information from the challenge.

    objChallenge.Challenge = Request("challenge")

    strClientInfo = objChallenge.ClientInfo

    if err.number <> 0 then 

        Session("LastError") = "Failed to get ClientInfo. [" & err.number & "] " & err.description 

        exit do

    end if

    ' Get the header, which holds the keyID.

    objHeader.Header = objChallenge.Header

    if err.number <> 0 then 

        Session("LastError") = "Failed to get header. [" & err.number & "] " & err.description 

        exit do

    end if

    ' Verify the header with the packaging server's public key.

    ' You can get the public key by e-mail or from a database, but

    ' this sample uses an Application variable to collect this information.

    blnResult = objHeader.Verify(strPublicKey) 

    if (err.number <> 0) then

        Session("LastError") = "Failed to verify header signature. [" & err.number & "] " & err.description 

            exit do

        end if 

    if (blnResult = 0) then

        err.Raise 507  ' Generic exception error.

        Session("LastError") = "Header signature verification failed. [" & err.number & "] " & err.description 

            exit do

    end if

 ' Generate the key.    

    strKeyID = objHeader.KeyID

    objKey.KeyID  = strKeyID

    objKey.Seed = strSeed

    strKey = objKey.GenerateKey()

    if err.number <> 0 then

        Session("LastError") = "Failed to create key. " & err.description 

        exit do

    end if

    ' Set the rights for a movie rental.

    objRights.Reset()

    objRights.BeginDate = FormatWMDate(dateadd("D",-1,now()))

    objRights.ExpirationDate = FormatWMDate(dateadd("D",30,now()))

    objRights.ExpirationAfterFirstUse = 24

    objRights.DisableOnClockRollback = true

    ' Required security of the consuming application should be 2000 for

        ' video content. This is supported by Windows Media Player, which

        ' will be used to play the content.

    objRights.MinimumAppSecurity = 2000

    objRights.PMAppSecurity = 150

    strRights = objRights.GetAllRights()

    if err.number <> 0 then

         Session("LastError") = "Failed to generate rights. " & err.description 

        exit do

    end if

    ' Set the child license object.

    objLicense.Rights = strRights

    objLicense.ClientInfo = strClientInfo

    objLicense.BindToPubKey = strPublicKey

    objLicense.KeyID = strKeyID

    call objLicense.SetKey("MSDRM", strKey)

    ' Add the license.

    strLicense = objLicense.GetLicenseToDeliver()

    call objResponse.AddLicense("2.0.0.0", strLicense)

    if err.number <> 0 then

        Session("LastError") = "Failed to add license. " & err.description 

        exit do

    end if

    ' Generate the response to the license request.

    strLicResponse = objResponse.GetLicenseResponse()

loop while false ' End of error handling block.

' Handle any error that occurred while processing the request.

if err.number <> 0 then

    Session("LastError") = "An error occurred while generating the license. " & Session("LastError")

    Response.Write Session("LastError")

    err.clear

else

    ' Succeeded. Send the license.

    Response.Write strLicResponse

end if

' Clean up objects.

Set objChallenge = nothing

Set objKey = nothing

Set objRights = nothing

Set objLicense = nothing

Set objResponse = nothing

%>

For More Information
· All the documents in the series on creating a WMV HD DVD are linked from a splash page (http://www.microsoft.com/windows/windowsmedia/content_provider/wmvhddvd/) on the Windows Media Web site

· Documentation on the Windows Media Rights Manager, which is used to create a license acquisition Web page, is available in the MSDN library (http://msdn.microsoft.com/library/default.asp?url=/library/en-us/wmrm10/htm/iwmrmrightsobject.asp). This documentation gives more details on Windows Media rights. 
· The Windows Media High Definition Video page  (http://www.wmvhd.com/) includes general information about the product, lists available media titles, gives playback specifications, and more.
· Information about the Windows Media SDKs, porting kits, and toolkits that handle Windows Media DRM can be found on the Windows Media Web site (http://www.microsoft.com/windows/windowsmedia/drm/components.aspx). This page includes links to download or request the products.
· For general information about Windows Media technologies, see the Windows Media Web page (http://www.microsoft.com/windows/windowsmedia/).
Appendix A:  License Rights on a Windows Media High Definition Video DVD
The license generating engine on the DVD creates a Windows Media® 9 Series license that contains a subset of the Windows Media 9 Series licensing rights. Rights include expiration dates and play counts. Most of these rights can be specified by using the graphical version of the Toolkit wizard, but two (MinimumAppSecurity and MinimumClientSDKSecurity) can be modified only by using the Wmds.ini file.
For more information on these rights, see the documentation for the Windows Media Rights Manager in the MSDN Library. Note that the latest version of Windows Media Rights Manager has deprecated some of these rights, but they are still valid.

To enable a standard computer playback scenario with the following features...
· Computer playback is supported.
· Files cannot be copied from the DVD.
· Licenses are reissued every playback session.
· The startup HTML application Start.hta is used as provided; no modifications are needed.

...you should set the following rights to the values shown here:

· AllowBackupRestore   True  (Allows the license to be recovered.)
· AllowPlayOnPC   True  (Allows playback on computer.)
· MinimumAppSecurity   1000  (Provides a minimum security level for the consuming application.)
· MinimumClientSDKSecurity   3000

· TransferCount   1  (Allows content to be copied to a single computer.)
· PlayCount   1  (Requires a license to be regenerated each play session, which is how the provided Licgen.exe program works.)
For a description of other playback scenarios, see Appendix D.
The following rights are supported on a DRM-protected file on a WMV HD DVD disc. All rights are specified in the Wmds.ini file.
	Property
	Description

	AllowBackupRestore
	A Boolean value specifying whether the license permits backup and restoration of licenses on the computer.

	AllowBurnToCD
	A Boolean value specifying whether the license permits content to be copied to a CD in the Red Book Audio format.

	AllowPlayOnPC
	A Boolean value specifying whether the license permits content to be played on a client computer.

	AllowTransferToNonSDMI
	A Boolean value specifying whether the license permits content to be transferred to portable devices or portable media that are not SDMI compliant. 

This value is never explicitly set, but is inferred by the license generating engine from other rights. 

	AllowTransferToSDMI
	A Boolean value specifying whether the license permits content to be transferred to SDMI-compliant portable devices or portable media.

This value is never explicitly set, but is inferred by the license generating engine from other rights.

	BeginDate
	A date before which the license is not valid.

	BurnToCDCount
	A DWORD specifying number of times that content can be copied to a CD.

	DeleteOnClockRollback
	A Boolean value specifying whether a license must be deleted if the clock is set to an earlier time.

	DisableOnClockRollback
	A Boolean value specifying whether a license must be disabled if the clock is set to an earlier time.

	ExpirationAfterFirstUse
	A DWORD value specifying the license expiration in number of hours, beginning when the license is first used.

	ExpirationDate
	A date after which the license is no longer valid. The value is a string in the format #YYYYMMDDZ# where Y is year, M is month, D is day, and 'Z' is a required literal character indicating that all times are specified in Coordinated Universal Time, not local time.)

	ExpirationOnStore
	A DWORD value specifying the license expiration in number of hours, beginning when the license is first stored on the consumer's computer. For this right to be meaningful, license reuse must be enabled. See Appendix D for more information on license reuse.

	MinimumAppSecurity
	A DWORD value specifying  the minimum security level that a player application must have to play the content. 1000 is the highest level usable by the free Stub.lib file included with the Windows Media Format SDK (used to build a player application). Higher security levels require a Stub.lib costing a substantial fee. 

This can be specified only in the Wmds.ini file.

	MinimumClientSDKSecurity
	A DWORD specifying the minimum security level of the Windows Media Format SDK on which the consuming application is built. This must always be 3000, which requires that player applications be built on Windows Media Format 7.1 SDK or later.

This can be specified only in the Wmds.ini file.

	Playcount
	A DWORD specifying the number of times the license permits content to be played. If generating a new license each disc session, as is done with the provided Licgen code sample, this should be set to 1.

	PMAppSecurity
	Specifies the security level for content that is being transferred to portable devices or portable media.

This value is derived implicitly by the licensing engine from other values, and cannot be set explicitly.

	PMExpirationDate
	An expiration date for a media license.

This value is derived implicitly by the licensing engine from other values, and cannot be set explicitly.

	PMRights
	Specifies a variety of content rights.

This value is derived implicitly by the licensing engine from other values, and cannot be set explicitly.

	TransferCount
	Specifies the number of times content can be transferred to a portable device. For this to work, AllowTransferToNonSDMI and/or AllowTransferToSDMI must be true.


Individualization is not recommended, because individualization requires an additional round-trip request on the Internet (which could potentially fail), and computer playback without individualization does not require any Internet connection at all. Individualization is specified by the RequireIndivClient value in the Signini.ini file.
Appendix B: System Requirements

The system requirements for the various components are summarized here:

The computer used to create a DVD

· The Windows Media® Data Session Toolkit, and any system requirements it has.

The computer used to protect content with DRM
If the Windows Media Data Session Toolkit is not used for content protection, you must use an SDK or application that supports file protection. These include the following:

· Windows Media Format SDK 9 Series or later

· Windows Media Rights Manager SDK 9 Series or later

· An application built on the Format SDK, such as Windows Media Player 9 Series (or later) or Windows Media Encoder 9 Series

The computer used to play content

· The system requirements for a computer to play a WMV HD DVD ROM are given on the Windows Media High Definition Video page. 

Appendix C: Descriptions of Windows Media DRM Software
This section describes the major software that enables you to read, create, or license Windows Media DRM files. To learn where to get the SDKs, see "For More Information."
· Windows Media Format SDK   This SDK is used to build applications that can read or write Windows Media files that are DRM-protected. It provides fine control of the file data, and is not intended to be used for basic DRM file reading or writing.

· Windows Media Rights Manager SDK   This SDK is required for building a Web page that can issue Windows Media DRM licenses.

· Windows Media DRM 10 for Portable Devices Porting Kit   This kit is used to enable portable devices to read Windows Media–based content that is DRM-protected. The kit includes sample C code that must be installed on the device, as well as documentation and testing applications.

· Windows Media Encoder   This application, primarily intended for transcoding media files, will also write files that are DRM-protected. 
· Windows Media Player   This application can read and write files that are DRM-protected, and enables you to DRM-protect content that you copy from a disc.
· Windows Media Data Session Toolkit   This application can DRM-protect audio files and create all the files you need to make a CD that holds these files and issues licenses for them.

Appendix D: Alternative Business Model Modifications

The body of this document describes how to create a good, general-use DVD that works for most rental or sale business models. However, you can make some modifications to the code or rights on the disc to enable different business scenarios. Most of these modifications require changes in license delivery or license reuse, which are described after the scenario descriptions. You might have to change some values in Signini.ini and re-sign the Wmds.ini file to handle some scenarios. See "Re-Sign the Wmds.ini File" earlier in this document to see what values should be changed.
Permanent sale scenario
Permanent sale means selling all rights to a specific user, with no play count maximum or expiration date. In this model, the right to play content is tied to a specific computer (licenses cannot be tied to a specific person). The content can be copied to a device, if the licensor allows this right. This means that content can be copied to another computer, but does not become unencrypted. 
Licenses can be issued online and/or offline, depending on whether you want to support license requests from files copied from a DVD to a computer. See "License Delivery" later in this appendix for more information on license delivery options. 
The following list shows the specific rights required to enable this scenario:
· AllowTransferToNonSDMI=(true or false)
· AllowTransferToSDMI=true

· TransferCount=(some value)

· AllowBurnToCD=True

· PMAppSecurity=1000

Rental scenario
The rental scenario is used by the typical storefront DVD rental service. Customers typically rent a DVD for a specified period of time, and return the DVD when the rental period is over. 

In this scenario, a potential problem is a customer renting the DVD, returning the disc, and continuing to play the files. There are two ways to prevent this; one is to prevent individual files from being played after they have been copied from the disc, as described in the main scenario in this document, and to specify the ExpirationOnStore license (or ExpirationDate). 

A second method allows users to copy files locally, but still forces the license to expire at the end of the rental period. To do this, you can add custom code to Licgen.exe to verify that the disc is in the computer before issuing a license. This license can be set to expire after a period of time, such as several days. In this way, the user can copy the content off the disc but can play the copy only for the duration of the rental period. After that, they must re-insert the disc in the DVD drive to play the content. When the user plays the content with an expired license, the user could be prompted to purchase the disc from the retailer. If the disc is purchased, a permanent license would be stored on the computer or device.

To enable this second method, you must modify license reuse in Licgen.exe, include code that checks for the presence of a disc, and enable your license server to issue licenses to computers. You must specify the following right on the disc version of the files:

ExpirationOnStore=(some value)
OR

ExpirationDate=(some value)
You can also enable individualization for additional security, as described in the Permanent sale scenario, although this will prevent DVD playback.

Pay-per-view scenario
In the pay-per-view scenario, the user pays for a certain number of viewings (typically 1), and a new license must be issued and paid for before each viewing. Windows Media DRM and the Windows Media Data Session Toolkit both allow the creation of licenses that allow the content to be played a specific number of times or for a limited period of time. 

To enable this scenario, you would require online license delivery (Licgen.exe would be removed) and issue licenses specifying the following rights:

Playcount=(some value) 
AND/OR
ExpirationOnStore=(some value)
Subscription scenario
A business might consider distributing content for a low cost, and requiring the user to join a subscription service to access the content. The user can retain the content for as long as they want, but they can play the content only while they are a paying subscriber.

To enable this scenario, you would require online license delivery. The license server would confirm that the user is still an active subscriber before issuing a new license with a specified validity period. License reuse must be enabled in Licgen.exe by adding custom code that tells the application to visit the file's LAURL to acquire a license, rather than generating one locally. Licenses issued would have the following right:
ExpirationDate=(somevalue)
Promotional scenario
In some cases, you might want to release promotional content on a DVD that can be played only until a specific date (such as when a new movie is broadly released). By issuing a license that expires after a period of time, this content can be included safely on the DVD, with confidence that after a contractual period passes, the DRM licenses will prevent that content from playing on any computer. To enable this scenario, use the standard scenario described in this paper, supporting local license delivery only for computers, and issue licenses with the following right:
ExpirationDate=(somevalue)
Super distribution scenario
DVD consumers can promote further content distribution by sharing the content with others. This would enable discs to be duplicated, but a new license must be acquired by each viewer. These discs would still contain DRM-protected content, but not any software to prevent disc duplication. License delivery would be online only, and retailers could either deliver a license over the Internet or mail a permanently-licensed copy of the disc. 
License Delivery
Licenses for DRM-protected content can be delivered in two ways: online and offline. Online license delivery, as mentioned previously, means visiting a license service Web page to request a license in real time over the Internet. Offline license delivery means creating a license locally using the on-disc Licgen.exe program. 

The standard WMV HD DVD scenario described in this document enables both offline and online license acquisition (if the license service providers implement an online licensing page). 
To enable online license acquisition, you must host a Web licensing service as described in "Implement a LAURL Web Page" earlier in this document. 
Online license delivery enables you to change the rights in the licenses you issue at any time, whereas the rights are fixed for on-disc licenses after the disc is burned. Also, online license delivery permits user tracking, and much more flexibility in licensing options, such as providing every fifth license free. 

However, online license acquisition is typically slower than offline (local disc-generated) license delivery. Also, unless you write your own online license request code using the Windows Media Format SDK, online license requests will be handled by Windows Media Player when the user chooses to play a particular file, rather than while the disc is showing previews or trailers. This causes additional delay that might affect the user experience.

When issuing licenses using different delivery methods, be aware of any differences between license rights issued by both methods. If the rights are different, be aware of the different user experience for both.
The online and offline license delivery alternatives are summarized here:
· Online (Windows Media Licensing Web service)   Support this to allow users to copy individual DRM-protected files to the computer, or if you want to support more flexible licensing options, such as pay-per-view or user play tracking. Online license delivery is slower than offline license delivery.

· Offline   Support this to prevent playback of files copied from the disc. Rights are specified at disc burn time, and cannot be changed. Issuing a license offline is faster than online delivery, and it does not require you to host a licensing service.
Reusing Existing Licenses
Several of these scenarios depend on reusing licenses that are on the disc. The Licgen.exe code provided does not search the license store for an existing valid license to reuse, but instead issues a new license for each playback session. Reusing existing licenses enables a license to be bound to a play count (or to other persistent values) the first time the license is acquired (the ExpirationOnStore right). 
You can modify the Licgen code to check for existing licenses on the computer. Computers and portable devices store their licenses in an onboard license store, if this is supported. 

To support license reuse, you must use Windows Media Format SDK methods. The following steps show which Windows Media Format SDK methods and functions to call to determine whether a valid license for a file exists in the license store. For more information on these functions and methods, see the SDK documentation.
24. Call WMCreateEditor to create and return an IWMMetadataEditor pointer.
25. Call IWMMetadataEditor::Open to open the file being checked.
26. Query IWMMetadataEditor for the IWMDRMEditor interface.
27. Call IWMDRMEditor::GetDRMProperty( ... DRM_ActionAllowed_Playback ... ), which returns a Boolean value indicating whether a current valid license for this file exists on the computer.
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