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Windows Server 2003 Management Capabilities
	Management capabilities that come with Microsoft® Windows® Server 2003 are designed to simplify and automate the management of Windows environments while providing the flexibility and reliability necessary to meet your organization's business needs.

How do you:
· Quickly and reliably deploy and redeploy systems and applications? 
· Reliably enforce IT policies? 
· Reliably manage IT security? 
· Minimize IT-related disruptions to the business and ensure high levels of end user satisfaction? 
· Efficiently scale systems management efforts? 
· Do all this cost effectively?

Windows Server 2003 includes new and enhanced management capabilities to address these challenges and to improve the manageability of the Windows platform and Windows computing environments. 

Enterprise systems management products from Microsoft (Microsoft Systems Management Server, Microsoft Operations Manager-Server 2000, and Microsoft Application Center 2000) and from other vendors take advantage of these capabilities to deliver value-enhancing management solutions for enterprise computing environments.
Simplified Management

Automated management and improved graphical user interfaces (GUIs) in Windows Server 2003 simplify the management of Windows environments. Capabilities such as automated systems deployment and software installation, built-in clustering and load balancing, and automatic enrollment of security certificates significantly reduce the complexity of managing large IT environments. 

Major improvements to the management GUIs for Group Policy, the Active Directory® directory service, Terminal Services, and other components also simplify management.
Automated Deployment

Windows Server 2003 includes enhanced new capabilities to automate deploying and redeploying the operating system and applications. Remote Installation Services (RIS) enables fully automated script-based

	or imaged-based deployments to servers and desktops. In conjunction with the new Microsoft Windows Preinstallation Environment* (Windows PE), RIS enables complete automation of highly customized deployments. 

Automated Deployment Services (ADS) includes a new set of Microsoft imaging tools and a secure, remotable infrastructure for rapidly deploying and redeploying servers in high-bandwidth data center environments.  In addition, ADS offers a secure, reliable script execution framework that lets administrators perform script-based administration on 1,000 servers as easily as they once did on a single server.
Policy-Based Management

Policy-based management provides fine control over defining and enforcing IT policies. It enables one-to-many management, making managing very large distributed systems environments almost as easy as managing a single system or user, after the policies are defined. 
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Figure: New Group Policy Management GUI

Windows Server 2003 unleashes the power of policy-based management by using improved Group Policy infrastructure, new and vastly enhanced Group Policy management capabilities, and broad support for policy-based management across server components. All Group Policy management operations can now be done by using a single easy-to-use GUI; what-if modeling of and reporting on Group Policy enforcement; and the abilities to stage and back up group policy implementations and to support multiforest network topology scenarios. The new Configure Your Server Wizard enables server roles to be quickly and reliably configured, and the Manage

	Your Server Roles GUI provides a central location for accessing administrative tools and guidance for server role management.
Enhanced Security Management

Windows Server 2003 provides powerful capabilities to establish and manage the security of your Windows environment. The ability to restrict and delegate rights for specific administration roles, software restriction policy enforcement, strong password requirement enforcement, and the ability to deliver highly managed user environments minimize the risk of unintentional or deliberate security breaches. Simplified security management capabilities—such as automatic enrollment of digital certificates and automatic network quarantine for non–policy-compliant users and devices—further strengthen the environment's security.

Microsoft provides security vulnerability assessment capabilities to help administrators identify systems that threaten security. Microsoft also provides a corporate update management solution to help ensure that administrators' Windows operating system deployments are up to date with the latest security and critical patches. This solution enables automated download of security and critical operating system updates and gives administrators control over the testing, staging, distribution, and application of these updates within their organizations. 

Effective User Service Management

Windows Server 2003 includes capabilities designed to minimize the cost of managing user services and to deliver high levels of end user productivity, satisfaction, and data safety. Simplified user provisioning, policy-based software distribution and configuration, and remote access to corporate and line-of-business applications using Windows Server 2003 Terminal Server greatly simplify delivering and managing user services, as do capabilities such as remote assistance and identity management, which enable implementation of single sign-on to systems and applications.

Windows Server 2003 technologies such as folder redirection and offline folders, roaming profiles, and the capability to assign and publish software to users enable the IntelliMirror® management technologies, which provide access to a user’s standard computing environment from any managed computer. The IntelliMirror technologies also enable reliable network-based backup of user data and improved data availability when the user is disconnected from the network. The Volume Shadow Copy capabilities enable automated point-in-time backups of user data and provide self-service capabilities to allow users to find and restore lost or corrupted files. Together, these capabilities result in high levels of user productivity and satisfaction.


	Scalable Operations Management

Windows Management Instrumentation (WMI) infrastructure provides access to more than 10,000 system objects in Windows Server 2003 through application, scripting, and command-line interfaces. This access enables system and application settings and state to be discovered and finely monitored, controlled, and reported. Windows Server 2003 also includes built-in performance monitoring, logging, tracing, and system recovery capabilities to enable quick troubleshooting and resolution of abnormal operating conditions. 

Microsoft Operations Manager-Server 2000 (MOM), which is licensed separately, provides additional monitoring, event triggering, and reporting capabilities. MOM includes knowledge packs for specific Windows Server components and for other Microsoft server products that use knowledge about product- and component-specific events to filter, determine the severity of, and help identify causes and solutions for these events.

Windows Server 2003 also enables scalable management of ongoing operations through capabilities such as cluster management, network load balancing, and the Windows System Resource Manager (WSRM). These capabilities allow administrators to effectively allocate, scale, or constrain computing resources to meet availability and quality-of-service targets. Additionally, command-line and wizard-based backup functionality enable efficient management of backup operations.

Windows Server 2003 provides powerful command-line administration capabilities for distributed systems environments using command-line scripts and the new WMI Console. The ADS script execution framework extends the use of these command-line capabilities for managing large numbers of servers in datacenter environments. In conjunction with Services for UNIX,** Windows Server 2003 delivers a complete UNIX environment on Windows and allows IT organizations to make the most of their investments in UNIX scripts and their expertise to do unified management of Windows and UNIX environments. 
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Highlights of Windows Server 2003 Management Capabilities
SE = Windows Server 2003, Standard Edition   

EE = Windows Server 2003, Enterprise Edition

DE = Windows Server 2003, Datacenter Edition
	Capability
	Benefit
	SE
	EE
	DE

	Core management infrastructure
	
	
	
	

	Active Directory (AD)
	Enables centralized, scalable network, system, and user management
	(
	(
	(

	Windows Management Instrumentation (WMI)
	Enables sophisticated monitoring, configuration, and troubleshooting capabilities by providing highly detailed information on and fine control over system components
	(
	(
	(

	Microsoft Management Console (MMC) Framework
	Provides a framework for delivering consistent GUIs for managing system services and business applications
	(
	(
	(

	Systems deployment 

	Remote Installation Services (RIS)
	Enables automated script-based or image-based bare metal and full-refresh redeployment of the operating system and applications to servers and desktops
	(
	(
	(

	System Preparation tool (sysprep.exe)
	Prepares source system for image capture and enables image-based deployment
	(
	(
	(

	Automated Deployment Services (ADS)
	Delivers rapid, automated, bulk deployments and redeployments of servers in high-bandwidth datacenter environments
	
	(
	(

	Image management
	Simplifies capturing, editing, and managing server images
	
	(
	(

	Script execution
	Enables scalable administration of large numbers of servers by executing many scripts at one time on these servers
	
	(
	(

	Microsoft Windows Preinstallation Environment (Windows PE)
	Enables highly customized, automated deployments when used with RIS
	(
	(
	(

	Disk preparation tools
	Enable partitioning and formatting of disk before deploying the operating system
	(
	(
	(

	Networking support and script execution
	Enables network communications and customized deployments to be installed before the operating system
	(
	(
	(

	Simplified server management

	Configure Your Server Roles Wizard
	Easy and reliably sets up standard server roles
	(
	(
	(

	Manage Your Server Roles GUI
	Easily discovers and manages server roles; improves administrator productivity
	(
	(
	(

	Policy-based management

	Group Policy
	Enables highly scalable policy-based management
	(
	(
	(

	WMI and security filtering
	Enables highly detailed targeting of policy
	(
	(
	(

	Resultant set of policy
	Enables reporting on applied policies
	(
	(
	(

	800+ GP settings
	Enables extensive policy-based management across system components and services
	(
	(
	(

	Group Policy Management Console
	Simplifies management of group policy operations
	(
	(
	(

	Group Policy modeling and logging
	Enables what-if analysis to determine impact of planned policy settings and logging of actual policies applied
	(
	(
	(

	Group Policy staging
	Enables predeployment testing of new group policy configurations
	(
	(
	(

	Group Policy scripting
	Enables automated management of group policy operations
	(
	(
	(

	Security management

	Strong password enforcement
	Minimizes security risk from the use of blank or weak passwords
	(
	(
	(

	Security policy enforcement
	Minimizes risk of virus or worm attacks by preventing specified types of programs or scripts to be executed 
	(
	(
	(

	Software Update Services (SUS)
	Gives administrator control over applying security and critical operating system updates and enables secure, up-to-date environments
	(
	(
	(

	Automated update notification and download
	Removes the need to manually check availability of new updates
	(
	(
	(

	Flexible configuration options
	Enables an update management process tailored to the needs of individual IT organizations; enables testing and staging of updates
	(
	(
	(

	Automated update application
	Removes the need for end-user intervention during update installation
	(
	(
	(

	Update application history
	Allows viewing of update application history on individual systems
	(
	(
	(

	Update application logging
	Provides consolidated logs for update application attempts across the SUS environment
	(
	(
	(

	User service management

	Application deployment
	Enables automated deployment of applications and service packs
	(
	(
	(

	Group Policy–based 
	Allows automated or semiautomated policy-based deployment of applications to users or computers
	(
	(
	(

	Terminal Server–based
	Reduces hardware and software deployment costs by enabling remote access to centrally deployed applications
	(
	(
	(

	Microsoft Installer
	Allows script-driven installation, repair, and deinstallation of software
	(
	(
	(

	IntelliMirror Management Technologies
	Improve user productivity and satisfaction by delivering a user’s standard computing environment on any managed network-connected computer and by improving availability and safety of user data
	(
	(
	(

	Application availability
	Enables applications assigned or published to users to be available from any managed network-connected computer
	(
	(
	(

	Roaming profiles
	Delivers a consistent user environment on any managed network-connected computer 
	(
	(
	(

	Folder redirection
	Delivers user files and folders to any managed networked-connected computer
	(
	(
	(

	Offline folders and client-side caching
	Enables access to frequently used files and folders even when the computer is not connected to a network
	(
	(
	(

	Volume shadow copy services
	Enables point-in-time snapshot backups of file system data
	(
	(
	(

	Volume shadow copy restore
	Improves end user productivity and satisfaction and reduces support costs by providing end user self-service file restore capabilities
	(
	(
	(

	Windows System Resource Manager (WSRM)
	Enhances application availability and quality of service by providing control over application CPU and memory utilization; enables server consolidation for mixed application workloads
	
	(
	(

	Operations management

	Monitoring
	
	
	
	

	System monitor, performance logs and alerts
	Enables collecting and viewing real-time performance data of a local computer or several remote computers
	(
	(
	(

	WMI scripting
	Enables creating and executing monitoring scripts
	(
	(
	(

	Troubleshooting 
	
	
	
	

	Event logs and Event Viewer
	Enables logging and reporting of system events and error conditions
	(
	(
	(

	Trace logs and Tracerpt
	Enables root-cause analysis of error conditions by recording detailed system application events when certain error conditions such as disk I/O operation faults or a page faults occur; provides the ability to generate trace analysis reports
	(
	(
	(

	Fault recovery
	
	
	
	

	Emergency Management Services
	Enables recovery of systems in hung or distressed mode
	(
	(
	(

	Automated System Recovery
	Enables recovery of systems after a system crash
	(
	(
	(

	Command-line management
	Enables easy, efficient administration of local and distributed systems directly from the command line
	(
	(
	(

	WMI Console
	Enables system administrators to easily manage local and distributed systems with little or no training  
	(
	(
	(

	Services for UNIX**
	Enables centralized management of mixed Windows and UNIX environments; preserves investments in UNIX scripts and expertise by enabling use of UNIX scripts on Windows
	
	
	


*Windows PE is available to Enterprise Agreement, Select License, and Software Assurance customers only.

** Microsoft Services for UNIX is licensed separately.

The information contained in this document represents the current view of Microsoft Corporation on the issues discussed as of the date of publication. Because Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. MICROSOFT MAKES NO WARRANTIES, EXPRESS OR IMPLIED, IN THIS DOCUMENT.

© 2003 Microsoft Corporation. All rights reserved.

Microsoft, Active Directory, IntelliMirror, Windows, and the Windows logo are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.

The names of actual companies and products mentioned herein may be the trademarks of their respective owners.
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