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Abstract

Businesses today must use a combination of technology and processes to help protect their e-mail environments against viruses, worms, spam and inappropriate content. Microsoft is committed to helping customers by providing guidance, taking a leadership role in the industry, and making investments in technology.  This white paper outlines Microsoft’s defense-in-depth solutions for securing e-mail against the latest threats.
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Windows Server System is comprehensive, integrated,
and interoperable server infrastructure that simplifies the
development, deployment, and management of flexible
business solutions.
www.microsoft.com/windowsserversystem
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E-mail Security Challenges
Many of today’s viruses and worms are designed by criminal hackers to rapidly infect millions of computer systems across the world through the Web and e-mail. The worldwide cost of viruses and worms in 2003 was estimated to be more than $12 billion. At the same time, companies are being overwhelmed with unsolicited e-mail – analysts estimate that spam accounts for anywhere from 50% to 70% of all e-mail traffic. Spam is not only a threat to corporate productivity, but has become a common carrier for malicious code. As a result, the messaging infrastructure is a critical focal point for businesses in the fight against malicious software.

Businesses today must use a combination of technology and processes to help protect their environments. Microsoft is committed to helping customers by providing guidance, taking a leadership role in the industry, and making investments in technology.

· Guidance: Microsoft provides IT professionals and application developers with the knowledge they need to build and deploy secure solutions. Microsoft provides guides such as Securing Exchange Server Communications, Top 4 Exchange Server Security Best Practices, and Security Hardening Guide for Exchange Server 2003, and ISA Server 2004 Security Hardening Guide.
· Leadership: Microsoft has demonstrated its commitment to leadership with the formation working groups such as the Virus Information Alliance (VIA), which fosters information sharing among antivirus providers about emerging threats to enable better response and greater protection for customers. Microsoft also partners with service providers and government agencies as a member of organizations such as the Global Infrastructure Alliance for Internet Safety (GIAIS).

· Technology: Microsoft has invested in improving the Windows platform with technology investments such as Windows Server™ 2003 Service Pack 1, Windows XP Service Pack 2, Windows AntiSpyware and the Malicious Software Removal Tools. Investments such as these will continue with additional security improvements in future Windows releases. Microsoft also continues to focus on improving the updating process through technology investments in Software Update Services and Systems Management Server.

As the threat posed by viruses, worms and spam grows and evolves, customers are looking to Microsoft to provide additional security technologies. This paper outlines Microsoft's approach to helping business customers protect their communication infrastructure from these threats.

Messaging Infrastructure Protection is Critical
Because e-mail servers are aggregation points for data and are critical to the day-to-day operations of most businesses, malicious software writers, hackers and spammers have focused on them as a primary method of entry into the corporate network. E-mail has become the most common vehicle for virus infections, and was the means of entry in 88% of corporate virus incidents in 2003. Spam is also a major problem –  MSN® Hotmail® alone processes nearly 3 billion spam messages a day. In addition to being an invasion of privacy and a costly drain on time and resources, spam can also be a transport mechanism for worms and viruses, making it a significant security threat.

Microsoft is focused on relieving customers of the problems caused by e-mail threats. Microsoft’s goal for securing messaging infrastructure is to help businesses foster collaboration without exposing their corporate assets to attack by malicious software.  Keeping businesses and users safe and productive requires solutions that protect against the latest e-mail threats, secure access to e-mail resources, and integrate tightly with e-mail infrastructure.

Protection Against the Latest E-mail Threats

Defense-in-depth is considered a security best practice – the use of security technologies at multiple points in the network to reduce the overall probability that attacks can penetrate business critical resources.  In e-mail environments, defense-in-depth helps administrators ensure that malicious code or activities can be stopped at multiple “check points” within the e-mail infrastructure, decreasing the likelihood that a single threat can slip through.  

Multiple Layers of Protection

To create in-depth e-mail defenses, businesses generally protect e-mail traffic at three points in the network infrastructure – at the edge of the network, on servers, and on clients. 

· Antivirus and anti-spam protections are both generally applied at the network edge or gateway to stop SMTP-based threats before they make their way onto the internal network.  This layer of prevention significantly reduces the overall traffic flowing to e-mail servers, meaning that bandwidth and server resources are used only for business-critical communications.  

· Firewall protection is provided at the gateway or DMZ.  This layer of protection secures access to e-mail servers against all kinds of malicious access, including application and network-based attacks that seek to uncover and exploit e-mail systems and services.  

· Antivirus protection is essential for front and backend e-mail servers.  While gateway protection eliminates a majority of threats, placing antivirus on e-mail servers themselves provides an additional line of defense, as well as contains internal incidents that never reach the gateway.  Spam protection on e-mail servers is an option many organizations add when they are seeking to improve overall detection rates, catching spam that gets past perimeter defenses.

· While not e-mail specific, desktop antivirus, anti-spyware, and personal firewall protection is generally applied at the client. E-mail information control technologies that prevent users from forwarding, printing or otherwise sharing confidential material is also deployed at the client. 

Multiple Technologies

In addition to providing defensive layers throughout the network, a defense-in-depth strategy uses multiple technologies to uncover and prevent security threats.  By not relying on a single technology to defend against an attack, organizations eliminate single points of failure in their overall security architecture. 

In the case of antivirus, using scan engines from several vendors is useful, since each engine combines its own unique set of detection methods.  Virus signatures are the most common detection method, and each engine vendor has its own set of priorities and skills for creating new signatures.  Each company also establishes unique timetables for releasing updates. Using more than one engine will result in overlapping update intervals, which lowers the overall window of exposure for emerging threats. In addition to signature files, antivirus engines also rely to a varying degree on vendor-proprietary heuristics or behavior blocking technologies.  A business using multiple engines can better protect themselves against new threats, since if the threat is not detected by a signature file in one engine, it may be quickly detected by a signature or heuristics built into another engine.  

Other e-mail security solutions, like firewalls and anti-spam, also benefit from combining multiple security techniques.  In the case of firewalls, setting different security configurations at various points in the network infrastructure can provide higher levels of protection.  For example, at the network edge, configurations are set to determine yes/no access, while in the DMZ, firewalls protecting specific applications use smart filtering configurations to further control and eliminate malicious access. With anti-spam, the constant evolution of spammer tactics makes it difficult for a single technology to be 100% accurate.  Using a combination of signature and heuristic approaches can improve detection, and the two solutions can potentially work together to lower the incidents of false positives.  

Secure Access

Worms, viruses and spam are not the only threats to e-mail security.  E-mail is a key target for hackers, who launch attacks to take e-mail servers offline or mine e-mail addresses and confidential data.  In today’s interconnected workplace where users require remote access to e-mail in order to share information with coworkers, customers, and partners, it is essential to secure access to e-mail resources.  

In order to exploit e-mail servers, hackers first have to find them.  Therefore, organizations need to put in place technologies that prevent hackers from discovering e-mail servers.  For example, in Microsoft Exchange many organizations provide remote access through Outlook® Web Access (OWA).  Organizations can put a security layer between the OWA server and the network edge, eliminating OWA’s direct access to the Internet and potential threats, limiting a hacker’s ability to locate vulnerable machines, and providing another point at which users can be authenticated and traffic can be scanned. 

Integration with Infrastructure

Security solutions need to be reliable and manageable to provide any level of protection.  If IT administrators are consistently rebooting crashed servers, resetting configurations, or manually distributing updates, it severely undermines not only the protection, but the productivity gains organizations are looking for from security solutions.  

One of the most important ways to ensure that security solutions perform as needed is to make sure they are tightly integrated into the e-mail infrastructure.  This integration allows security applications to focus on protection without doing redundant work for the e-mail application.  For example, if an antivirus solution integrates with the native Microsoft Windows SMTP stack, it doesn’t need to employ a port 25 redirector and can simply do virus scanning rather than performing routing functions.  

Tight integration also provides performance, availability and manageability benefits to security.  Tightly integrated security solutions generally perform better, meaning that more traffic can be scanned without impacting e-mail server performance (or overloading systems to the point of failure).

Perhaps most critical to IT staff, integration provides for easier management of security systems.  With integrated systems, IT administrators can configure, deploy, update, report and monitor from a single console.  In the case of Microsoft Exchange, Microsoft Operations Manager is a key integration point that IT and mail administrators can provide centralized control.
Understanding Microsoft’s E-mail Security Solutions
Microsoft’s e-mail security strategy focuses on defense-in-depth protection, secure access and infrastructure integration.  However, Microsoft also takes into account that our customers have varied security requirements and technology expertise, and thus Microsoft wants to offer our customers with flexible options for securing their unique Exchange environment.   
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From managed e-mail filtering services from FrontBridge, to on-premise firewall, antivirus and anti-spam protection for Exchange, customers can choose the layers that best fit their unique e-mail protection requirements.  The following sections describe these complementary e-mail security solutions. 

FrontBridge E-mail Hygiene and Management Services

For protecting organizations against external e-mail threats, Microsoft offers FrontBridge Managed Messaging Services, a suite of hosted e-mail security, compliance and availability services.  FrontBridge services are designed to help businesses protect themselves against the latest e-mail-borne threats without an upfront capital investment in on-site software, hardware or additional IT staff. These fully-managed, real-time services help organizations tackle spam and viruses, ensure corporate governance and regulatory compliance, and guarantee e-mail availability after network outages and disasters. Each service includes multiple layers of protection to ensure the highest protection, without compromising message delivery speed. Providing “in the cloud” protection, FrontBridge services are deployed across most reliable global network of data centers and backed by service level agreements. 

Security, Protection and Compliance

FrontBridge offers four managed services that address e-mail threat protection and proactive e-mail management. FrontBridge helps businesses offload several messaging tasks to an expert provider, enabling organizations to focus resources on developing further market differentiation. 

· E-mail Filtering – Multi-layered e-mail security service for spam filtering, virus scanning, content and policy enforcement and disaster recovery. Protects corporate networks from spam and viruses via multiple proprietary detection techniques, including e-mail traffic analysis technology, “fingerprinting,” rules-based scoring, multi-engine virus scanning and Custom Spam Filter Management (CSFM). The service also includes a robust policy enforcement editor to stop sensitive and inappropriate messages from leaving and entering the corporate network. Finally, the disaster recovery prevents lost messages, queuing messages in the event of server unavailability. 

· Message Archive – Secure retention, monitoring and reporting on email records for compliance, legal discovery and storage management. 

· Email Encryption – Encrypt sensitive corporate information and comply with privacy regulations.

· Active Message Continuity – always-on access to e-mail with web-based 30-day rolling archive for use post-disaster.

Closing Network Vulnerabilities

FrontBridge helps organizations shield themselves from network-based attacks.  Some solution providers require both a primary mail exchange (MX) record, which resolves to the service network, and a secondary MX record, which resolves to the corporate email server as a backup.  FrontBridge, however, requires only one mail exchange (MX) record, which resolves to the FrontBridge network. Without a secondary or third MX record, the enterprise network can remain hidden from DNS lookups.  Customers become invisible to malicious mailers because the DNS lookup points at FrontBridge.  Customers therefore only accept inbound SMTP traffic from FrontBridge, closing the last remaining vulnerability in their network firewall.

Manage Cost and Complexity

FrontBridge Services were developed to easily integrate with one another. With no user tuning, FrontBridge’s fully scalable solution effectively blocks unwanted e-mail and viruses, reducing message traffic and improving the efficiency of the corporate messaging infrastructure.  Also, there are no white lists to upload or maintain. FrontBridge’s “set it and forget it” philosophy offloads management and maintenance of e-mail security, enabling organizations to redeploy scarce IT resources to immediate value-producing projects.
Internet Security and Acceleration Server

Because many threats to Exchange exist outside of the SMTP message stream, organizations need to put in place firewall level protection to secure Exchange resources. Internet Security and Acceleration (ISA) Server 2004 adds advanced application-layer firewall protection for Microsoft Exchange Server, providing greater security than most traditional hardware firewalls.  

Easily Enable More Secure Remote Access to Exchange Server

For remote access to Exchange, Outlook Web Access provides Web browser access to e-mail, scheduling (including group scheduling), contacts, and collaborative information stored in Exchange Storage System folders. To protect OWA, ISA Server provides customers with a way to limit access to OWA resources.  Instead of deploying Exchange front-end servers at the network perimeter, where they are vulnerable to attacks, organizations can use an ISA Server to handle all inbound requests from Microsoft Office Outlook 2003 and Outlook Web Access.  By publishing Outlook Web Access servers through ISA Server, the name and IP address of the Outlook Web Access server are not accessible to the user. The user accesses the ISA Server computer, which then forwards the request to the Outlook Web Access server according to the conditions of mail server publishing rules. The internal Exchange servers return the requested data to ISA Server, and then ISA Server sends the information to the client through the Internet. 

ISA Server also enables easy configuration of forms-based authentication and control of e-mail attachment availability, to protect corporate resources when accessed through Outlook Web Access.  Because Outlook Web Access is often used from public computers, organizations may want to control the user’s ability to view and save attachments, so that private corporate information is not cached or saved to a public computer. ISA Server provides a mechanism for blocking e-mail attachments for users on public (shared) computers or users on private computers (or both). This prevents users from opening or saving attachments, although the attachments can be seen by the users.  

The ISA Server Outlook Web Access publishing feature also enables publishing of Outlook Mobile Access and Exchange ActiveSync. Outlook Mobile Access provides users with access to Outlook from mobile devices. Using Exchange ActiveSync, users can synchronize with high levels of security, directly to Exchange mailboxes from Microsoft Windows Mobile™‑based devices, such as Pocket PC, Pocket PC Phone Edition, and Smartphone.

Application-Level Filtering

ISA server provides multiple levels of filtering to stop threats from reaching e-mail systems, including traditional packet filtering and stateful inspection.  When packet filtering is enabled, ISA Server drops all packets on the external interface unless they’re explicitly allowed, statically, by IP packet filters, or dynamically, by access policy or publishing rules. For stateful inspection, ISA Server also inspects the source and destination of the traffic indicated in the IP header and the port in the TCP or UDP header identifying the network service or application used. 

However, ISA also provides sophisticated traffic inspection for application-level security. “Smart” application filters can analyze a data stream for a given application and provide application-specific processing, including inspecting, screening or blocking, redirecting, or even modifying the data as it passes through the firewall. This mechanism protects against known exploits such as unsafe SMTP commands or attacks against internal Domain Name System (DNS) servers. Third-party tools for content screening, including virus detection, lexical analysis, and site categorization, also use application and Web filters to further extend the firewall.

Integrated Innovation

ISA incorporates simple, easy to learn and use management tools shorten ramp-up time for new security administrators while making it easier to avoid security breaches due to firewall misconfiguration.  It also includes integration with Microsoft Operations Manager (along with array-level logging in ISA Enterprise Edition) for centrally monitoring ISA Servers.  ISA Server’s integration with Windows Active Directory, third-party VPN solutions, and other existing infrastructure you have today simplifies the task of securing corporate applications, users, and data.

Antigen® Antivirus and Anti-spam Software

For server-level protection, Antigen for SMTP Gateways, Antigen for Exchange and Advanced Spam Manager combine to provide on-premise antivirus and anti-spam protection on perimeter gateway or routing servers (including ISA), as well as front and backend Exchange servers.  

· Antigen for SMTP Gateways helps protect e-mail infrastructure against infection and downtime at the network perimeter, stopping the latest e-mail threats before they ever reach users.
· Antigen for Exchange is a server-based antivirus solution that provides comprehensive protection across Exchange 5.5, Exchange 2000 and Exchange 2003 environments.  It can be deployed on front-end and back-end Exchange servers, protecting against perimeter threats as well as providing internal incident containment.  Inbound and outbound scanning is performed at the SMTP stack and real-time scanning at the Exchange Information Store.  
· Advanced Spam Manager can be deployed on the gateway or Exchange servers, and uses multiple techniques to help stop spam before it can impact user productivity.  Advanced Spam Manager employs a frequently updated, signature-based anti-spam engine, several layers of content and mail-host filtering, and integration with the Exchange 2003 Intelligent Message Filter (IMF).
Layered Defenses

In addition to adding a layer of server-level protection to you overall e-mail defense, Antigen for Exchange and Antigen for SMTP Gateways also employ a layered defense strategy within a single server.  Because just one missed virus can mean extensive damage and costly cleanup, it is important to strive for every possible incremental improvement in virus detection rates. While it is possible that a virus could be missed by a single scan engine, it is far less likely that a virus would get past multiple antivirus engines using different technologies. Antigen enables customers to employ this type of layered defense at both the SMTP gateway and the e-mail server by intelligently managing multiple antivirus engines within a single solution. The technology used by each engine is unique and each has its strengths. For example, while some engines may make better use of heuristics, others may be better at scanning for macro viruses. Antigen makes the most of those strengths by combining multiple antivirus engines from partners in the security industry into a single product for improved overall reliability and protection. Without the expense of procuring and deploying numerous antivirus products, a business can reap the benefits of multiple engines in a single solution.

There are also many methods of detecting spam — some based on signatures, others on rules, probabilistic analysis, or artificial intelligence. Each method has its strengths, and no one method is fool-proof. For example, the strength of signature-based detection is its accuracy while a major advantage of rule-based detection is that it is often able to stop new forms of spam without being updated. Using both methods, with appropriate tuning, would deliver greater protection than either one standing alone. Microsoft is uniquely positioned to help customers take advantage of the complementary nature of the signature-based anti-spam protection of Advanced Spam Manager and the heuristics-based protection that is protecting millions of mailboxes in the form of SmartScreen and the Exchange Intelligent Message Filter.

Server Optimization

Layered defenses must be tightly integrated not only with each other, but with the server infrastructure they protect. Without such integration, a security solution can be unmanageable, have poor performance, and let attacks through. Antigen solutions provide tight integration with the Microsoft Exchange platform, optimizing server performance and ensuring e-mail protection that doesn’t over-tax server resources – even during outbreaks.  Performance bias settings and distributed, multi-threaded scanning enable customers to achieve the benefits of multiple engine scanning without introducing additional mail processing time or server performance degradation.

Antigen offers a single solution that integrates with Microsoft Exchange Server 5.5, 2000 and 2003, providing antivirus protection at all the key virus entry points, as well as provides integration with Microsoft Operations Manager for centralized management.  Centralized configuration, deployment, reporting and updating is provided via the Sybari® Enterprise Manager™ web-based console. 

Content Control

Protecting e-mail does not end at virus and worm remediation.  E-mail can also contain inappropriate and undesirable content – such as pornography, legally or ethically questionable material or confidential company information.  

Through administrator-defined content filtering rules, Antigen for Exchange helps enforce compliance with corporate policy for language usage and confidentiality within the message body text.  Antigen for Exchange also has configurable file filtering rules that help customers ensure that file types known for carrying viruses (for example, .exe) or opening organizations to legal exposure (for example, .mp3) are preemptively blocked, regardless of origin or destination.

Summary

E-mail is one of the most critical elements of the business infrastructure today, enabling information sharing and communication. As a result, it is the target of many attacks and businesses must take security seriously. Microsoft is committed to its vision for businesses to foster collaboration among employees and with partners through technology without exposing their networks and assets to attack by malicious software. Through technology investments such as the Exchange Intelligent Message Filter, Sender ID, Windows XP Service Pack 2, and ISA Server 2004, Microsoft has already taken steps toward achieving this vision.

With FrontBridge, ISA Server, and Antigen solutions, Microsoft has taken additional steps to help customers secure their e-mail environments. FrontBridge, ISA Server and Antigen products provide software and services required to create layered defenses against e-mail threats. By using these technologies in combination, organizations will have significantly more control over their e-mail security and productivity. 

Related Links

See the following resources for further information:

Messaging Security Overview at http://www.microsoft.com/messagingsecurity
FrontBridge Evaluation at http://www.frontbridge.com/forms/form_evaluation.php
Antigen Evaluation at http://www.sybari.com/eval
ISA Evaluation at http://www.microsoft.com/isaserver/evaluation/trial/default.mspx
Exchange Security Guidance at http://www.microsoft.com/technet/prodtechnol/exchange/2003/security.mspx
For the latest information about Windows Server System, see the Windows Server System Web site at http://www.microsoft.com/windowsserversystem.[image: image5.emf]
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