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1. Executive Summary

The <<Company>> engaged Microsoft Consulting Services (MCS) to help evaluate, plan, and design the deployment of Windows XP Professional. 
This document, called a “Functional Specification” document in Microsoft Solutions Framework terminology, discusses the details of the Windows XP Professional Project in the context of the project scope and the functionality that will be delivered at its conclusion. Although the technical requirements will be detailed in this document, the exact technical solution that will be used to deliver the required functionality may be modified during the course of the project, with the team’s consent, in order to achieve the project goals and objectives.  

Currently, many of <<Company>>’s desktop services are running on  the Windows NT 4.0 Workstation Platform.  Some of the key benefits of implementing Windows XP Professional in the <<Company>> environment include:

Improved Desktop Deployment Automation Toolset
Through technologies such as enhanced unattended installation options, third party disk imaging in conjunction with the system preparation toolset or Windows 2000 Remote Installation Services, Windows XP is the easiest version of Windows to deploy in corporate environments.
COM and Shared DLL Isolation Support for Development
Dynamic Link Libraries (DLLs) versioning conflicts have presented a complex and often frustrating set of problems for Windows application developers.  Windows XP addresses this problem by allowing application developers to build isolated applications and side-by-side assemblies. These help eliminate the effects of DLL versioning conflicts on the development, deployment, and maintenance of applications.  Windows XP enables applications to be isolated, so that an application can consistently get the version of a component with which it was tested. New applications consume new versions of components, while old applications may continue to use older versions.  Developers can also use this technology to correct DLL versioning conflicts caused by an incompatible version of a shared assembly.
Group Policy based Management

Group Policy provides directory-based desktop configuration management by defining configurations for groups of users and computers. With the options available in Windows XP Group Policy, organizations can specify settings centrally for registry-based policies, security, software installation, software restriction, restricted group membership, scripts, folder redirection, remote installation services, and Internet Explorer maintenance. 
Accessibility Options
Windows XP Professional includes multiple features and options that improve accessibility for people with disabilities. Users can use the Accessibility wizard or individual Control Panel properties to set options to meet the needs of users with vision, mobility, hearing, and learning disabilities. Accessibility tools such as Magnifier, Narrator, and On-Screen Keyboard allow users with disabilities to configure and use computers without additional hardware or software.
Remote Access and Management Capabilities

Based on Terminal Services technology, Remote Desktop in Windows XP Professional provides remote access to the desktop of your computer running Windows XP Professional, from a computer at another location. Using Remote Desktop users can, for example, connect to their office computer from home and access all their applications, files, and network resources as though you were in front of your computer at the office. This ability allows users the ability to run applications on a remote computer running Windows XP Professional from any other client running a Microsoft Windows family of operating systems. 
Also based upon Windows 2000 Terminal Services technology, Remote Assistance for Windows XP allows users to invite a trusted person to remotely and interactively assist them with a problem. Organizations can also use Remote Assistance to remotely assist end-users. This feature is useful in situations where detailed or lengthy instructions are required to reproduce or resolve problems.  

In both cases, the applications run on the target Windows XP Professional–based computer and only the keyboard input, mouse input, and display output data are transmitted over the network to the remote location.  The terminal sessions are secure using the Remote Desktop Protocol (RDP) and are lightweight enough to provide a rich experience over limited bandwidth.
  Vision and Scope

1.1 Background

The Office of Chief Information Officer (OCIO) at the <<Company>> (<<Company>>) provides the guidelines for the desktop environment for over 8500 Patent examiners, Trademark attorneys and various support elements throughout the organization.  Currently, the <<Company>> maintains five software baselines, one for each of the divisional roles, on the Windows NT 4.0 platform.  

Each software baseline is built upon an “enterprise” baseline which contains applications that are common to all users within the <<Company>> and the Windows NT 4.0 operating system.  From this enterprise baseline, all other software specific to the cost center is applied to provide a unique baseline specific to the user defined task.  Many of these applications are line of business (LOB) and are developed either in-house or by contracted third party development staff (<<Company>> commonly refers to these applications as AIS).  Software updates to these AIS applications are numerous and currently <<Company>> experiences problems testing and deploying these changes in a controlled fashion.  The <<Company>> is interested in seeing the organization move to a unified baseline that provides a higher degree of success in deployments and a common environment for testing.

In addition, the <<Company>> is interested in automating as much of the development and deployment process as possible.  Currently, the <<Company>> uses disk imaging to deploy their Windows NT 4.0 desktops within their environment.  This provides an incredible time savings, however the process lacks back-end automation in developing the imaged content.  As a result, upgrades and replacement software packages are merely applied to the existing image and delivered to both customers and AIS application developers.  This has created a condition in which newly developed applications are dependent upon earlier versions of software which may not be present in future deployments.  The <<Company>> requirements are to develop a deployment process that is easily understandable, documented and automated to a large degree.
The <<Company>> has also identified that user modification of the desktop platform has created a condition in which the integrity of what was originally delivered has been compromised.  This is affecting all facets of the <<Company>> and has brought cause for concern within <<Company>> management.  The <<Company>> Office of Systems Architecture and Engineering (OSAE) seeks to work with security and other groups in the organization to provide a maintainable, least-privilege model environment as it pertains to the desktop but still provide a level of customization that addresses the needs of end-users, to include section 508 related challenges.

1.2 Vision Statement

The <<Company>> is committed to providing a rich desktop experience in its Windows XP Professional deployment by providing a highly available platform that is both maintainable and manageable while ensuring the flexibility to meet the business challenges of tomorrow.

1.3 Design Goals

The <<Company>>, in conjunction with MCS, will develop a design that meets the aforementioned objectives.  In designing these solutions, the following goals must be kept in mind:

1. Because the deployment process will be given to, built upon and maintained by the customer, simplicity in design and implementation should be emphasized.  The design and implementation should be well documented.

2. The security and management settings introduced should not impede the use of technologies designed to address accessibility needs of the end-user.

3. All efforts to manipulate desktop settings should be managed through Group Policy where applicable.  The goal is twofold: significant reduction of customization and centralized management of the choices implemented.

4. Application testing will be performed on an ongoing basis to ensure currently deployed applications provide the same level of functionality as they do on the existing platform.

5. Commercial-off-the-shelf (COTS) and AIS application upgrades which can be coupled with this desktop deployment should be explored to take advantage of the new process.

6. The use of Microsoft Product Support Services (PSS) supported methods, best practices, and default settings (where possible) should be employed in the design of the desktop platform.

2. Current Infrastructure Overview

2.1 Network Architecture

The <<Company>> maintains a single domain model using the Windows 4.0 network operating system for approximately 8500 user accounts and 9,000 client workstations.  Network services are provided in the form of DHCP, WINS, DNS, user logon and File/Print services.  <<Company>> plans to upgrade their current domain architecture to Windows 2000 Active Directory within the next 6 months, approximately 3 to 4 months prior to the first Windows XP desktop being placed in production.
2.2 Desktop Architecture
Currently, <<Company>> utilizes the Windows NT 4.0 Workstation operating system as the primary desktop platform.  This architecture employs the latest service pack available (Service Pack 6a) in conjunction with two Microsoft hot fixes relative to the <<Company>> environment.  Each workstation participates in the current <<Company>> NT 4.0 domain architecture by means of a 10/100 MB dedicated Ethernet connection using TCP/IP as it’s primary protocol.  In recent months, the <<Company>> deployed a script to remove the IPX/SPX protocol from the <<Company>> machines. With the absence of Novell, IPX/SPX is no longer needed in their environment.
The desktop operating system is accompanied by several COTS software applications that provide services in the areas of office automation, file backup and recovery, anti-viral protection and web browsing.  Each of these COTS applications are common to all cost centers and are compliant with the Windows NT 4.0 operating system.  The base installation was deployed in a highly customized manner to provide a platform similar to the operating environment prior to the NT 4.0 rollout.
The hardware configuration in the installed base ranges from Pentium Pro 180 class workstations with 32 MB of RAM and 2 GB UW-SCSI hard drives to Pentium 4 1.7 Ghz class systems with 512 MB RAM and 18 GB U160-SCSI hard drives.  The following table depicts the general classes which comprise the current <<Company>> hardware baseline install base:
	Hardware Platform

	Desktop

	PPro 180/32MB/2GB

	PII 300/XXMB/XGB

	PII 450/XXMB/XGB

	PIII 700/XXMB/XGB

	PIII 933/512MB/18GB

	P4 1.7/512MB/18GB


2.3 Desktop Management
The <<Company>>’s desktop management infrastructure relies heavily on logon scripts and custom developed packaged deployed using Systems Management Server 2.0.  In limited cases such as the Outlook 2000 Security Update and another AIS registry modification, <<Company>> has begun using NT 4.0 System Policies to centrally manage the desktop environment.  As modifications are desired, the baseline image is often changed to accommodate these changes.
2.4 Desktop Deployment
<<Company>> utilizes third party imaging tools in conjunction with the NT 4.0 System Preparation Toolset to assist with mass deployment of the current desktop operating system.  This has resulted in efficient and predictable deployments; however tasks that require completion post image restoration are performed manually.  An effort was recently completed to automate post image restoration tasks, however prior to this effort the process remained largely manual and prone to human error.  Complex automation used in creation of the initial <<Company>> desktop image resulted in a general lack of ongoing understanding, and due to the complexity the process, software updates has been purely additive in nature.  This resulted in multiple COTS and AIS upgrades and never resulted in a process of deploying a clean image, benign of any legacy components.
2.5 Remote Assistance

The <<Company>> support infrastructure primarily uses the Remote Control software provided by the Systems Management Server 2.0 SP2 client.  Use of this software requires the installation of a specifically customized SMS Administrative Console MMC snap-in.  This has resulted in over 100 SMS Administrative Consoles being deployed in the <<Company>> and tethers the helpdesk’s ability to provide remote administrative services to the general availability of the SMS infrastructure. 
2.6 Accessibility Options

<<Company>> uses a combination of third party offerings in conjunction with native operating system accessibility options to deliver an accessible desktop environment for users with disabilities.  <<Company>> currently requires all software deployed in their environment to be compliant with Section 508 per Federal regulation.  Providing a rich experience for users with disabilities is a primary focus for the <<Company>> Office of the Chief Information Officer (OCIO).
2.7 Shared Components

Many COTS and custom applications require shared components to operate properly in the <<Company>> environment.  In many cases, multiple upgrades and deployments have overwritten versions of these shared components with previous versions causing havoc with the installed base of applications.  In other cases, planned upgrades to AIS and COTS applications have been suspended while non-compliant applications are retooled to support newer shared components.
Requirements

2.8 Common Functional Capabilities/Requirements

1. Automated and documented deployment process
2. Centrally managed desktop architecture
3. Reduced customization 

4. Reduced dependency on shared component architectures
Automated and documented deployment process
· The methodologies and scripts use in the deployment process of the Windows XP Professional platform will be well documented.  It is desirable that the installation and deployment of the desktop operating system be automated wherever possible to reduce the opportunity for error.
Centrally managed desktop architecture
· Wherever possible the use of technologies such as Group Policy settings will be used in lieu of locally assigned settings and modifications to allow for centralized management.

Reduced customization
· Reduction of organizational customization from the default behavior provided by Windows XP is an optimal design goal to reduce complexity and further align the organization with industry best practices.
Reduced dependency on shared component architectures

· As it pertains to custom LOB applications (AIS), the use of shared components will be mitigated by the use of local versions of these components and the employment of DLL redirection technologies built into the Windows XP operating system.

2.9 Operations Requirements

· Need to effectively centralize the environment
· Need to provide an accessible system to those with disabilities
· Need to provide the highly available system
2.10 Risks and Assumptions

There are some risk factors that need to be considered in planning for a Windows XP Professional deployment:

· The availability of Windows 2000 Active Directory
· Application Compatibility
· Level of effort for modification of existing deployment scripts for LOB applications (AIS)
Physical and Logical Design
Standardizing desktop configurations makes it easier to install, update, manage, support, and replace desktop operating systems.  Standard desktop configurations also make it easier for support personnel to identify and resolve problems that users may encounter. Problems can occur when users install operating system upgrades, applications, device drivers, settings, preferences, and hardware devices that have not been approved for use in the organization.  This has proved to be a particular challenge to the <<Company>> in previous baseline deployments.  Having a standard configuration minimizes downtime by ensuring that users have the same settings, applications, drivers, and preferences that they had before the problem occurred.  This section is provided to outline the standard desktop design and general assumptions made during the planning phase of the Windows XP project.
2.11 Operating System Feature Overview

Based upon the stability of the Windows 2000 platform, Windows XP Professional was designed to provide a best-of-breed experience to the end user through a rich set of new features.  Many of these features address current concerns in organizations such as the <<Company>>, however some are either undesirable or their implementation may be deferred to a later time in the deployment cycle.  

In addition, many of the delivered features may require certain dependencies.  
2.11.1 Feature Dependencies
A dependency is a relationship between two entities in which one entity depends upon the other to be available before it can be brought online.  An example of this is Group Policy Management of the XP Professional environment.  For Group Policy Management to be implemented and centrally administered, the desktop platform must participate in an Active Directory environment.  In the absence of an Active Directory forest, Windows XP would be forced to use Local Policies in lieu of Group Policies. A vertical dependency requires that all of the dependent resources come online in sequence, starting with the resource that is at the bottom of the dependency tree.
In an effort to illustrate the feature set choices made by the <<Company>> design team and identify both origins of implementation and possible dependencies, the following table is provided.

	Feature
	Status
	Dependencies
	Comments

	Automatic Updates
	Disabled
	
	Corporate Windows Update

	Integrated CD Burning
	Enabled
	CD-R or equivalent hardware
	

	ClearType Support
	Enabled
	
	

	Compressed (Zip) Folders
	Enabled
	
	

	Control Panel Category View
	Enabled
	
	

	Simplified Desktop
	Enabled
	
	

	Credential Management
	Enabled
	
	

	Desktop Cleanup Wizard
	Disabled
	
	

	Device Driver Signing
	Enabled
	
	Warn but allow

	Device Driver Roll Back
	Enabled
	
	

	Fast User Switching
	N/A
	Workgroup configuration
	

	Dynamic Update
	Disabled
	
	Initial image setup

	Windows Error Reporting 
	Enabled
	Network storage
	

	User State Migration
	Enabled
	Network storage
	

	Games
	Disabled
	
	

	Remote Assistance
	Enabled
	Training
	

	Windows Update Integration
	Disabled
	
	Awaiting Corporate Update

	Internet Connection Firewall
	Disabled
	
	

	Internet Connection Sharing
	Disabled
	
	

	Internet Explorer 6.0
	Enabled
	
	

	MSN Explorer Service
	Disabled
	
	

	System Restore
	Enabled
	
	

	Windows Media Player 8
	Enabled
	
	

	Network Bridging
	Disabled
	Multiple connections
	

	Remote Desktop
	Disabled
	Local group management
	

	Automated System Recovery
	Enabled
	
	

	Group Policy Management
	Enabled
	Active Directory/Tiered Administrative Model
	

	Resultant Set of Policy
	Enabled
	
	Helpdesk only

	Windows Messenger Service
	Disabled
	
	

	Software Restriction Policies
	Disabled
	Established root certificate as trusted publisher
	

	COM and Shared DLL Isolation Support
	Enabled
	Developer training
	

	Support Tools
	Enabled
	
	


2.11.2 Feature Set Components

In understanding the design layout of the <<Company>>’s implementation of Windows XP Professional, it is very essential to grasp the key components of Windows XP feature set first.  The following is the brief list of key components of the Windows XP feature set.

Automatic and Dynamic Update – Microsoft regularly provides reliability and compatibility improvements, and also provides emergency fixes for security issues. Some of these updates might not be available on the Windows XP Professional operating system CD.  Updates are assembled into Dynamic Update packages, which are available on the Windows Update Web service.  Windows Update is an online extension of Windows XP Professional, and provides a central location for product enhancements, such as Service Packs, device drivers, and system security updates. Windows XP Professional users can install or update drivers from the Windows Update Web site.  In the future, Microsoft plans to provide corporate customers with a version of Windows Update that can be ran internally to assist the dissemination of patches which <<Company>> intends to deploy.  Outlines of that plan will be included in a later document.
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Shell Enhancements – Windows XP delivers added shell enhancements to the Windows Explorer such as compressed folders (zip), integrated CD burning, a task based UI (Control Panel and simplified desktop pictured below) and ClearType font smoothing.  ClearType font smoothing dramatically improves font resolution, so documents and Web pages display with enhanced clarity. ClearType is intended for display on flat screen monitors and is ideal for portable computers and other flat screen devices.  In addition, ClearType enhancements work well on standard CRTs.
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Windows File Protection – Windows File Protection prevents the replacement of protected system files such as .sys, .dll, .ocx, .ttf, .fon, and .exe files. Windows File Protection runs in the background and detects attempts by other programs to replace or move a protected system file. Windows File Protection checks the file's digital signature to determine if the new file is the correct Microsoft version. If the file is not the correct version, Windows File Protection either replaces the file from the backup stored in the Dllcache folder or from the Windows CD. If Windows File Protection cannot locate the appropriate file, it prompts you for the location. Windows File Protection also writes an event to the event log, noting the file replacement attempt.
Integrated CD Burning – If users have a CD recording drive installed, they can record/write to a CD by using Windows Explorer within Windows XP Professional. End users can write both data and audio files to a CD-R or CD-RW disc. Users can create a data CD through Windows Explorer by copying files and folders to the CD recording drive. Windows XP Professional writes the files to a temporary staging area, where they are held before they are copied to the CD. After a user has copied all the files they want to put on the CD, they can the use the "Write these files to CD" task to invoke the CD Writing Wizard and write the files to the CD without any additional software.
Software Restriction Policies - Software Restriction Policies are designed to assist organizations in regulating unknown or untrusted applications by allowing the classification of applications as trusted or untrusted. After trusted and untrusted applications have been identified, you can then apply a policy that regulates each application's ability to execute. This policy can apply to an entire computer or to individual users.  Software Restriction Policies are implemented as part of Group Policy and are enforced by a combination of corporate defined security levels and rule sets.

Windows Messenger Service – Windows XP provides instant messaging technology in the form of the Windows Messenger.  Windows Messenger integrates with Remote Assistance technology and the .NET Passport authentication logon system.  For this technology to be effective in the <<Company>>, Windows Messenger should be deployed and used in conjunction with the Microsoft Exchange Server 2000 deployment.  
Group Policy Management – As discussed previously, <<Company>> intends to centrally manage Windows XP through the use of Group Policy.  Group Policy extends upon the existing functionality of NT 4 System Policies to provide a single mechanism to maintain configuration and settings within a Active Directory environment.
Support Tools - Windows Support Tools help organizations deploy, manage, and troubleshoot Windows XP Professional. The Windows XP Support Tools can be found in the \Support\Tools folder of the operating system CD.  <<Company>> has determined that the use of the support tools on each desktop will provide the helpdesk with the ability to provide assistance to end users desktops.
Device Driver Enhancements - Device driver roll back under Windows XP is operational for any device driver that installs via Plug & Play.   Driver roll back allows a user to reinstate an older version of a driver that is known to work after upgrading.  Driver roll back does not work for printers but Windows XP will create system restore point every time an unsigned driver is installed to ensure a point of return is available.
Windows Error Reporting – When Windows or an application created an error on previous platforms, the Dr. Watson exception handler would manage and store log files and user dumps surrounding the crash.  This information usually stayed local to the workstation, taking up valuable resources and not providing any entity with the ability to determine root cause.  Under Windows XP, this information can be sent to a central location for further analysis.  Microsoft provides corporate customers such as <<Company>> with the ability to track and maintain the error reporting information locally, and provides a tool for bulk submission of collected data.  This behavior is innocuous to end users and data can be collected with a customizable message to end users.
2.12 Default User Profile

The end user experience is generally defined by the feature set available, the permissions applied and the user profile.  User profiles are defined as files which contain configuration information for a specific user, such as desktop settings, persistent network connections, and application settings.  Each user's preferences are saved to a user profile that Windows XP uses to configure the desktop each time a user logs on.  By definition, user profiles can be modified unless restrictions such as Group Policy or access control permissions provide a level of enforcement desired by the organization.  User profiles can be either mandatory or customizable.  These profiles can be stored locally or remotely on a shared server location.  Remote storage of profiles provides for the ability to have these settings follow each user from workstation to workstation using Roaming Profiles.
No matter which profile method is chosen, organizations usually agree that a default environment established for each user is desirable.  Windows based operating systems provide a mechanism for delivering a uniform experience to each user through the Default User profile.  A default user profile can be created by taking an existing user profile and using built-in tools to stage it for use by each new client to the operating system.  <<Company>> has determined that they will make use of local profiles during the initial deployment of Windows XP.  Plans for roaming profiles will be addressed in future projects.
2.12.1 Default User Profile Components

The desired settings for the default user profile desired by <<Company>> are listed in the table found in Appendix B.  Many of these settings can be automated through the manipulation of registry settings which are documented in Appendix B.  Due to the fact that many of these settings are simply guidelines for end user settings, these settings will not be mandatory, but rather they will be provided to the customer as a guideline.
2.12.2 Staging the Default User Profile
In order to stage a default profile which will contain settings for each end user who logs on to the deployed desktop, a sample user must be created and modified to the specifications decided upon.  In previous versions of Windows operating systems it was suitable to modify the profile for the Local Administrator account on the workstation and provide this as the basis for the Default Profile.  Under Windows XP this ability has been disabled, so a new user must be created to modify the profile settings, then staged for new user consumption.
2.12.2.1 Creation of a Sample User Account

Since the System Preparation Toolset (sysprep) requires that the system be deployed in a workgroup environment, the Out-Of-Box-Experience (OOBE) dialog after initial setup can be used to create this user, or the following script can be run as the Local Administrator to create a sample account for profile purposes.
' Declarations

Set WshShell = CreateObject("WScript.Shell")

' Get the computer name

sCompname = WshShell.ExpandEnvironmentStrings("%COMPUTERNAME%")

'msgbox sCompname

' Create a new user on the local machine

set oCont = GetObject("WinNT://" & sCompname & ", computer")

Set oUser = oCont.Create("user", "Profile")

oUser.SetInfo

'Add the new user to the local Administrators group

Set oGroup = GetObject("WinNT://" & sCompname & "/Administrators")

oGroup.Add("WinNT://" & sCompname & "/Profile")

' Release memory

Set WshShell = Nothing

Set sCompname = Nothing

set oCont = Nothing

Set oUser = Nothing

Set oGroup = Nothing
Additionally, the user account can be created using the Local Users and Groups MMC snap-in per the instructions below.
1. Launch MMC from the Run dialog (Start | Run | type MMC.exe)
2. From the drop down menu, choose File | Add and Remove Snap-In (Ctrl-M)

3. Click the Add button

4. From the Add Standalone Snap-In dialog, choose the Local Users and Groups snap-in

5. Click the Add button

6. From the Choose Target Machine dialog, accept the default of Local Computer and click Finish

7. Expand the snap-in to expose the Users container

8. Right-click the Users container and choose the New User… task

9. In the Username field type “Profile”, unselect the User must change password at next logon checkbox and click Create
10. Double-click the newly created user and navigate to the Member of tab

11. Click the Add button, type “Administrators” in the editable area and click the OK button

12. Close the MMC

Note:  Once the Default Profile is created, verified and staged, this sample account should be deleted for security reasons.

2.12.2.2 Modification of Default Profile User Settings

Once the sample user is created the user settings can be modified by logging on as that user and making the desired modifications.  <<Company>> has determined the aforementioned settings will be designated as the default profile for all new users.  Profile modification can either be done manually or through an automated process.  To reduce the opportunity of human error the aforementioned settings have been collected in Appendix B as ALLSETTINGS.REG and will be merged into the registry during the pre-image automation script to be developed by the <<Company>> Test and Evaluation Software (TESW) group independently.
2.12.2.3 Staging the Default Profile

Once all the applications are installed and the sample profile is as desired it must be staged for all new users to inherit.  In the case of local profiles, the default user profile is staged on each individual computer in the “Documents and Settings\Default User” directory.  Since many of the registry settings contain access control permissions based upon the sample user, care must be taken to copy the default profile using the correct tools.  Windows XP provides a supported method of staging the default profile using the System Control Panel applet.  Currently, Windows XP does not provide a programmatic method of performing this step, however following the directions below will result in a staged profile. 
1. Log into the workstation as the local Administrator

2. Open the Control Panel and launch the System applet

3. Navigate to the Advanced tab and click the Settings button under the User Profiles section

4. Within the User Profiles dialog select the sample user account and click the Copy To button
5. When the Copy To dialog appears, ensure the target is the Default User profile folder and the Everyone group is permitted to use this profile (pictured below)
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6. Click OK to copy the profile

7. Delete the sample user account profile in the dialog by selecting the account and clicking the Delete button

2.13 Enterprise COTS Application Installation

The following commercial-off-the-shelf applications have been designated for the common Windows XP baseline.  Each application has been verified independently by the vendor or with Microsoft to interoperate with the Windows XP operating system.
	Application
	Version

	Adobe Acrobat Reader
	Ver 5.01 Plus Search

	Netscape Communicator
	Ver 6.2.1

	Second Copy 2000
	Ver 6.2.0.37 (build 37)

	Winzip
	Ver 8.0

	<<Company>> XP Desktop Logo
	Ver Alpha 1.0

	Java 2 Runtime Environment
	Ver 1.3.1_02

	Microsoft Office 2000 CD 1
	Ver 9.0 (2000)

	Microsoft Office 2000 - CD 1 - Microsoft Access 2000
	Ver 9.0 (2000)

	Microsoft Office 2000 - CD 1 - Microsoft Access Snapshot Viewer
	Ver 9.0 (2000)

	Microsoft Office 2000 - CD 1 - Microsoft Excel 2000
	Ver 9.0 (2000)

	Microsoft Office 2000 - CD 1 - Microsoft Front Page 2000
	Ver 9.0 (2000)

	Microsoft Office 2000 - CD 1 - Microsoft Outlook 2000
	Ver 9.0 (2000)

	Microsoft Office 2000 - CD 1 - Microsoft Photo Editor Version
	Ver 9.0 (2000)

	Microsoft Office 2000 - CD 1 - Microsoft Power Point 2000
	Ver 9.0 (2000)

	Microsoft Office 2000 - CD 1 - Microsoft Word 2000
	Ver 9.0 (2000)

	Norton Antivirus
	Ver 7.6.1

	
	


2.14 Cost-Center Defined LOB Application Installation
Each cost center at the <<Company>> requires the use of internally developed line of business (LOB) applications, which <<Company>> refers to as AIS.  Each cost center application suite sits upon the Enterprise baseline defined within this document.  The <<Company>> Test and Evaluation Software division (TESW) is currently performing application compatibility testing on the existing applications.  As this is an ongoing process, <<Company>> TESW has not yet completed the final list of AISs that will be included in each baseline.  Ultimately, the goal of the organization is to move to a single baseline following this project.
2.15 Hardware Specification

<<Company>> provides desktop services to over 8500 client computers.  As one can imagine, the lifecycle of desktop deployment has created some mild fragmentation of the hardware configuration.  Many of these deployed systems are in line for life cycle replacement.  In addition, Windows XP Professional has a minimum and recommended hardware configuration in order for the operating system to function properly.  The following illustrates these two specifications:

	Minimum requirements
	Recommended requirements

	Intel Pentium (or compatible) 233 MHz or higher processor
	Intel Pentium II (or compatible) 300 MHz or higher processor.

	64 MB of RAM
	128 MB (4 GB maximum) of RAM

	2-GB hard disk with 650 MB of free disk space (additional disk space required if installing over a network)
	2 GB of free hard disk space

	VGA-compatible or higher display adapter
	SVGA display adapter and Plug and Play monitor

	Keyboard, mouse, or other pointing device
	Keyboard, mouse, or other pointing device

	CD-ROM or DVD-ROM drive (required for CD installations)
	CD-ROM or DVD-ROM drive 12x or faster

	Network adapter (required for network installation)
	Network adapter


Based upon these guidelines and internal application requirements, the <<Company>> has determined the following hardware platform and higher will provide a suitable host for the Windows XP Professional operating system and the accompanying applications it will host.

	<<Company>> hardware requirements

	Intel Pentium II (or compatible) 450 MHz or higher processor

	256 MB RAM

	2 GB of free hard disk space

	SVGA display adapter 

	Keyboard, and mouse

	CD-ROM or DVD-ROM drive  

	10/100 Network adapter


2.15.1 Hardware Compatibility List

As in the Windows NT 4.0 Workstation deployment, <<Company>> will utilize the guidance set forth in the Microsoft Hardware Compatibility List (HCL) Web site at http://www.microsoft.com/hcl/. The HCL contains a list of hardware devices that have passed the Hardware Compatibility Tests (HCT) for Windows XP in the Windows Hardware Quality Labs (WHQL). Note: the list provided by Microsoft on this site is neither complete nor comprehensive; there are many devices that use compatible device identifiers or emulate other devices that work on Windows XP.
2.16 Network Services Specification

As important as the Windows XP operating system is to the desktop, many of its features cannot be realized without network connectivity.  Specifically, many of the desktop management features are not available in a managed fashion without Windows 2000 Active Directory in place to host Group Policies.  With this in mind, the following table is provided to outline the basic assumptions where network services are provided to the target desktop.
	Network Attribute
	Configuration

	Protocols
	TCP/IP

	Bandwidth
	10/100 MB switched Ethernet

	Network Operating System
	Windows 2000 Active Directory

	Domain
	<<Company>>.gov (<<Company>>)

	IP Address dissemination
	DHCP

	Policy-based management
	Group Policy Objects

	Offline Files and Folders
	N/A

	Folder Redirection
	N/A

	Internet Explorer Maintenance
	Group Policy Objects

	Security Settings
	Group Policy Objects


2.17 Network Management Specification

Within the Windows XP Professional deployment, <<Company>> intends to utilize native Windows 2000 Active Directory security group membership to establish a tier-based, centralized administrative model for deployed desktops.  Using global security groups, the <<Company>> can assign granular privileges to users within the administrative and helpdesk staff, drawing a distinct line between server and workstation administration.  Some of the tools and methods are listed below.

2.17.1 Group Membership

Careful use of group membership can be used to in conjunction with local group membership, NTFS permissions and Group Policy filtering to create boundaries in the administrative model for the domain.  For instance a global group called “Helpdesk” can be created to contain all help desk personnel NT user accounts.  Their area of responsibility could simply contain the end user workstation.  The “Helpdesk” group could be configured either manually or system wide through the use of the Security Configuration Editor (discussed below) to belong to the local group “Administrators” on the local workstations only.  System privileges could be curtailed for this group to ensure server access is minimal and workstation access is maximized.  Further control to utilities such as Control Panel applets and the Registry Editor can be granted through Group Policy Objects and filtered on specific group membership.  Setting the Administrator password different on the local workstation than that of the domain Administrator will ensure password integrity and further secure the administrative model.  By assigning the above rights to global groups, and nesting the global groups in local groups, user accounts can simply be added to the global groups to gain the necessary access required by their role.   This simple example will enable full control over Windows XP Professional workstation by a member of the help desk staff; while providing a auditable path in the system’s event log though the use of a administrative hierarchy.  

Based upon discussions with the <<Company>> OCIO Security Team, the following group membership hierarchy has been decided upon for each desktop client:

	Local Group
	Membership

	Administrators
	<<Company>>\Domain Admins, <<Company>>\HelpDesk

	Backup Operators
	

	Debugger Users
	

	Guests
	

	HelpServicesGroup
	

	Network Configuration Operators
	

	Power Users
	

	Remote Desktop Users
	

	Replicator
	

	Users
	<<Company>>\Domain Users


2.17.2 Security Configuration Toolset
While Windows NT 4.0 does provide rudimentary configuration tools, it lacks tools for security analysis and ongoing configuration management. Introduced in Windows 2000 and Windows NT 4.0 SP4, the Security Configuration Toolset is intended to answer the need for a central security configuration tool and will provide the framework for enterprise-level analysis functionality in future versions.  An integral part of Group Policy, the Security Configuration Toolset is not designed to replace system tools that address different aspects of system security—such as Users and Groups MMC snap-in, the Access Control List (ACL) Editor, and so on.  Rather, its goal is to complement them by defining an engine that can interpret a standard configuration file and perform the required operations automatically in the background. Administrators can continue to use existing tools to change individual security settings whenever necessary, however Group Policy provides a centralized mechanism of disseminating and enforcing defined settings.  By default, settings are applied at logon and refreshed every 16 hours.  The Security Configuration Tool Set allows you to configure and analyze all of the following:

· Account policies— sets access policy, including domain or local password policies, domain or local account lockout policy.
· Local policies — configure local audit policy, user rights assignment, and various security options such as control of floppy disk, CD-ROM, and so forth.

· Restricted groups—assigns group memberships for built-in groups such as administrators, server operators, backup operators, power users, and so on, as well as any other specific group that you would like to configure. This should not be used as a general membership management tool—only to control membership of specific groups that have sensitive capabilities assigned to them.

· System services— configures security for the different services installed on a system, including network transport services, such as TCP/IP, NetBIOS, CIFS file sharing, printing, and so on. These can be configured as start-up options (automatic, manual, or disabled), or you can also set access control on these services—grant or deny access to start, stop, pause, and issue control commands.

· File or folder sharing— configures settings for Windows NT File System (NTFS) and Redirector service. These include options to turn off anonymous access and to enable packet signatures and security when accessing various network file shares. Future releases will include other service-specific sub-areas, including services such as the Internet Information Server.

· System registry—use the tool set to set the security on system registry keys.

· System store— use the tool set to set the security for local system file volumes and directory trees.

Specific security settings have been determined by the <<Company>> Security section and are outlined in the security template found in Appendix A.
2.17.3 Group Policy Management

<<Company>> intends to use Group Policy to manage their desktop operating system configurations.  Through the use of Group Policy Objects and security group membership filtering, various settings will be applied to all desktops.  In an effort to reduce the complexity that comes with Group Policy, the number of Group Policy Objects (GPOs) created and managed will be kept to a minimum.  The following table lists the GPOs and their intended audience.  Settings and configurations specific to each GPO are contained in full detail as Appendix A.

	Group Policy Object
	Intended Audience

	Default Domain Policy
	Authenticated Users

	Common Settings
	Authenticated Users

	Desktop Restrictions
	<<Company>>\Domain Users

	Desktop Privileges
	<<Company>>\Domain Admins, <<Company>>\HelpDesk


2.17.4 Internet Connection Firewall

Windows XP provides a rudimentary unicast firewall service for all network connections.  <<Company>> does not have a requirement to enable host based firewall services within its environment and the use would likely impact the ability to provide assistance and collection of statistical information from internally developed AIS.
2.17.5 Windows Time Service

Under Windows NT 4.0, tools such as TimeServ and W32Time were required to be installed to preserve network time on the system.  Network time is important for transaction based systems such as SMS and must be preserved across all systems in the <<Company>> environment.  Windows XP provides the Windows Time Service to address this issue.  Time can either be synchronized with a NTP time source or, when participating in a Windows 2000 Active Directory domain, from the local domain controllers.
2.17.6 Internet Information Services
There is no requirement for IIS at the desktop level at <<Company>>.  Developer needs will be assessed on a case by case basis.  Unlike previous versions of Windows which provided an IIS like service called Personal Web Services, Windows XP Professional does provide a reduced feature set of the full IIS found in server based versions of Windows.  Implementation of IIS can create security risks if implemented incorrectly, so all workstations requiring IIS should run the IIS Lockdown Tool (found at http://www.microsoft.com/security) at the very minimum.
2.18 File System Specification

Windows XP Professional supports the FAT16, FAT32, and NTFS file system formats.  NTFS provides advanced storage features such as compression, improved security, and larger partitions and file sizes, and is the recommended file system for Windows XP Professional.  <<Company>> currently uses NTFS in the Windows NT 4.0 Workstation implementation for its flexibility.  Some specific features the <<Company>> may realize in the newest version of NTFS are file encryption, the ability to assign disk quotas and better scalability allows you to use large volumes.  Based upon the benefits and security provided by NTFS, <<Company>> will use NTFS
2.18.1 Dynamic vs. Basic Disks

The term basic disk refers to a physical disk that contains basic volumes, such as primary partitions and logical drives. In x86-based computers, basic disks use the same partition style (the MBR partition style) as the disks used by previous versions of MS–DOS and Windows. The use of basic disks is required if it is desired to use previous operating systems to access data on a computer that also runs Windows XP Professional (sometime referred to dual booting).  

A dynamic disk is a physical disk that contains dynamic volumes. Dynamic disks provide features that basic disks do not such as increasing the size of a volume by extending the volume and improved disk input/output (I/O) performance through striped volumes.  Dynamic disks offer greater flexibility for volume management because they use a hidden database to track information about dynamic volumes on the disk and about other dynamic disks in the computer. Because each dynamic disk in a computer stores a replica of the dynamic disk database, Windows XP Professional can repair a corrupted database on one dynamic disk by using the database on another dynamic disk.

When you move dynamic disks to a computer that has existing dynamic disks, you must import the dynamic disks to merge the databases on the moved disks with the databases on the existing dynamic disks. This behavior differs from basic disks, where volumes can be added by simply moving them between target workstations.

2.18.1.1 Basic to Dynamic Disk Conversion

Converting a disk from a basic to dynamic changes the partition layout on the disk and creates the dynamic disk database. The result of these changes is increased flexibility for volume management in Windows 2000 and Windows XP Professional. It is important to understand that these changes are not easily reversed, and as discussed before the structure of dynamic disks is not compatible with some operating systems.
As with most settings for the desktop deployment at <<Company>>, it is desired to automate wherever possible to reduce the chance of human error.  Fortunately, Windows XP provides a new tool for managing logical volumes from the command line.  Diskpart answer files can be created in text files and ran as Diskpart scripts by providing these answer files as arguments from the command line.  (i.e. - diskpart /s script.txt)   To convert the system disk use the following commands.
From the command line run:

diskpart /s convertdynamic.txt

Contents of convertdynamic.txt:

select disk 0
convert dynamic

2.18.2 Volume Partitioning

<<Company>> will also look to utilize a single volume partition on the system drive of all systems to allow for a uniform experience in the various deployment technologies.  Technologies such as Windows 2000 Remote Installation Services (RIS) result in single partitions after image deployment.  In order to preserve a uniform baseline, all deployments, either through third party disk imaging or RIS will result in a single partitioned deployment of the Windows XP operating system.
<<Company>> has decided on the following logical volume settings for the Windows XP desktop deployment on most configured workstations.

	Disk Setting
	Configuration

	Disk Type
	Basic

	Number of disks
	1

	Number of partitions
	1

	File system
	NTFS


3. Installation Procedures
Windows XP Professional demonstrates support for several advanced methods of deployment to include such methods of distribution as third party disk imaging, network share, unattended media and Remote Installation services.  Windows XP also provides a mechanism for clean installations as well as upgrades from the previous Windows desktop operating systems.
3.1 Installation Overview

The <<Company>> has evaluated their environment and determined that they will proceed with a clean installation of the Windows XP Professional operating system using third party disk imaging software.  This entails the identification and determination of several components to ensure a successful deployment.
3.1.1 Windows Product Activation

Windows Product Activation (WPA) deters casual copying and piracy by requiring each Windows XP Professional installation to be activated. Product Activation is based on a requirement that each unique installation have a unique product key.  Microsoft recognizes that large enterprises have unique deployment needs, and that activation could complicate enterprise deployment. Based upon this, Microsoft does not require activation for customers who acquire their licenses for Windows XP through one of Microsoft's volume licensing programs. 

This wavier of the WPA requirement changes the functionality of the system preparation toolset as well as the end user experience. For example, it is possible to re-run the sysprep toolset multiple times under Windows XP, however each time the grace period is reset.  Non-volume licensing customers can only do this a total of three (3) times before the WPA grace period will no longer reset.  Volume licensing (VL) media does not suffer this limitation and as a result sysprep can be run multiple times on the target platform.

<<Company>> is a volume licensing customer and benefits from the aforementioned restrictions being lifted using specific VL media.  <<Company>> will retain a specific product ID for their installation from the Microsoft Volume Licensing program.  For security purposes, this code has been excluded from this document.
3.1.2 Determining Physical Deployment Methods

In desktop deployment there are generally two determining factors that are weighed when making a decision to deploy using a clean installation or upgrade from a previous operating system:  knowledge of the existing environment and possible fragmentation of the deployment base.  In the first of these factors, <<Company>> has expressed a concern in what it has labeled “baseline drift”, where many users in the existing environment have obtained administrator level access to their workstations and have installed unauthorized third party applications at their own discretion.  

The second factor is of concern due to the fundamental shift in the Windows XP Professional internal architecture.  Items such as the system directory being located in a directory called “Windows” versus “WINNT”, user profiles being migrated from the “Profiles” directory in the system root to “Documents and Settings” under the root of the system drive are changes that cannot be ignored.  The directory structure and file and registry permission set has a differing end result depending on the method of deployment

In order to provide a uniform experience for deployment testing, application development and deployment, help desk services and the end user <<Company>> has decided to deploy Windows XP Professional in a similar manner to their user environment.
3.1.3 Physical Deployment Phases
Desktop setup can be largely broken into 3 major parts.  First part involves pre-image installation and customization.  Second part is encompasses preparing images with the Windows XP System Preparation Toolset and performing image management.  After completion of this part, installation can begin.  Last part involves post deployment tasks that must be accomplished after the image is deployed.  
The goal will always be to automate as much as possible to reduce the chance of human error and provide an expedient process, however care should be employed to provide an easily understandable and transferable process for image creation.  Through the lifecycle of desktop deployment the base image may require the replacement of key COTS applications or troubleshooting of individual installed components.  This may dictate the requirement to rebuild the deployed image from scratch versus the appending of upgrades to the existing process.  To ensure this can be accomplished the automation used in developing the desktop image should be both well documented and not subject to fragility.
3.2 Installation Phases
3.2.1 Base Installation

The following Windows XP Professional components have been determined for installation by the <<Company>> Office of System Architecture and Engineering (OSAE).  

	Component
	Description
	Configuration

	Accessopt
	Accesibiltiy Options
	On

	Calc
	Calculator
	On

	Charmap
	Character Map
	On

	Chat
	Chat
	On

	Deskpaper
	Desktop Wallpaper
	On

	Dialer
	Phone Dialer
	On

	Fax
	Fax Program
	On

	fp_extensions
	Front Page Extentions
	Off

	fp_vdir_deploy
	Visual InterDev RAD Remote Deployment Support
	Off

	Freecell
	Freecell game
	Off

	Hearts
	Hearts game
	Off

	Hypertrm
	HyperTerminal
	On

	IEAccess
	Visible entry points (shortcuts) to Internet Explorer
	On

	iis_common
	Common set of files needed by Internet Information Services (IIS)
	Off

	iis_ftp
	FTP service
	Off

	iis_inetmgr
	MMC-based administration tools for IIS.
	Off

	iis_pwmgr
	Personal Web Manager
	Off

	iis_smtp
	SMTP service
	Off

	iis_smtp_docs
	Documentation for the SMTP service
	Off

	iis_www
	WWW service
	Off

	iis_www_vdir_printers
	Web printing components
	Off

	iis_www_vdir_tereminalservices
	Terminal Services ActiveX client
	Off

	Iisdbg
	Microsoft Script Debugger.
	Off

	indexsrv_system
	Indexing Service
	On

	media_clips
	Sample sound clips
	On

	media_utopia
	Utopia Sound Scheme
	On

	Minesweeper
	Minesweeper game on the computer.
	Off

	Mousepoint
	Mouse pointers
	On

	Mplay
	Windows Media Player
	On

	Msnexplr
	MSN Explorer
	Off

	Mswordpad
	WordPad
	On

	Netcis
	Microsoft Component Object Model (COM) Internet Services
	Off

	Netoc
	Additional optional networking components
	Off

	Objectpkg
	Object Package
	On

	Paint
	Microsoft Paint 
	On

	Pinball
	Pinball game
	Off

	Rec
	Sound Recorder
	On

	Solitaire
	Solitaire game 
	Off

	Spider
	Spider Solitaire game
	Off

	Templates
	Document Templates 
	Off

	Vol
	Volume Control
	On

	Zonegames
	Microsoft Gaming Zone Internet games
	Off


3.2.1.1 Setup Manager
Windows XP comes with a rich set of tools designed to assist corporate customers with deployment of the Windows XP Professional operating system.  One such tool is Setup Manager.  Setup Manager (setupmgr.exe) is provided on the XP distribution media as part of DEPLOY.CAB in \SUPPORT\TOOLS folder.  Setup Manager can be used to create or modify the files that control an unattended Setup, extract the configuration information from a preconfigured system into an answer file or create a distribution share point for network installations.  Setup Manager also contains the ability to encrypt the administrative password assigned during setup within the text file it generates.
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<<Company>> will use Setup Manager to create answer files for CD based installation and for Sysprep installation.  The CD based installation will be performed in as part of the initial installation phase.  Fully unattended installations will be created.  In this phase of the installation process, Setup manager is used to generate a WINNT.SIF answer file for CD based installation per the component guidelines above.  
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Introduced in Windows 2000, WINNT.SIF answer files can be used in conjunction with standard RTM media at boot time to determine installed components.  During the CD boot process, RTM media looks to the floppy drive for an answer file named WINNT.SIF.  If found the answer file is processed and the install is completed using the provided answer file.  WINNT.SIF based installations reduce the complexity of creating a network distribution point and removes the requirement of passing a string of arguments to WINNT.EXE or WINNT32.EXE.  Due to the need to reduce complexity, the <<Company>> has determined that initial installs of Windows XP in the baseline creation process will use WINNT.SIF files provided by <<Company>> OSAE.  The initial WINNT.SIF to be used in the Windows XP deployment can be found within Appendix C.  Ensure that the target partition is 4096 MB in size during install as target partitions above 7.8 GB will result in modification of the boot.ini file that will not translate across differing hardware platforms and drive geometries.
Since <<Company>> will be using the System Preparation Toolset (Sysprep) to deploy the created image, a few settings must be kept in mind for the initial install.  Specifically, the initial WINNT.SIF installation will creates a password of “password” (lower case) however Sysprep requires the password be blank prior to execution so it must be reset.  The workstation must also reside in a workgroup named WORKGROUP.  
It is important that <<Company>> determine a name for the pre-built workstation and exclude it from any network client installation that does not support cloning.  A perfect example of this is the SMS Client.  The SMS Client software contains a GUID that cannot be cloned.  Because of this, we can suppress discovery and client installation by configuring the Excluded Servers registry key on the SMS Central Site Server.  <<Company>> will use the initial computer name COMPNAME in the pre-image installation and the Network Operations Division will populate the HKLM\SMS\Components\SMS_DATA_DISCOVERY_MANAGER key with the ExcludeServers Multi_Sz value of the chosen computername.  In <<Company>>’s previous NT 4 baseline this step was omitted and created a situation where client installation would sometimes take several hours to complete while SMS resolved duplicate SMS ID issues.

3.2.2 Application Installation

1. After the base install, the next step in the process is to install the COTS/AIS applications per the previously defined matrix.  Application installation should be automated and modularly installed using scripting or some sort of automation.  Manual installation is a poor practice as it does not prevent human error, limits the knowledge base of the installation to a minimal set of people and results may vary from build to build throughout the lifecycle of the chosen baseline.  Slight automation also assists in a modular approach to base image creation.  In this model, when a product is replaced with a new major revision, the old package can be removed and the new one can replace it in the automated script.  From there, a clean build including the new software can be achieved without piling on multiple upgrades throughout the lifecycle.  As this has been a major problem with <<Company>>’s baselines in the past, minimal automation through scripted install is the goal of this phase.  Installation order is also important, so packages with dependencies or software that enhances the abilities of another should be installed in the correct order to provide that functionality  (ex:  Acrobat Reader adding plug-ins to the Netscape Browser and Microsoft Word).  The following order has been determined for the packages determined previously:
a. Microsoft Office 2000 CD 1

b. Netscape Communicator

c. Adobe Acrobat Reader

d. Java 2 Runtime Environment

e. Norton Antivirus

f. Second Copy 2000

g. Winzip

h. <<Company>> XP Desktop Logo
2. From DEPLOY.CAB, copy the contents of the expanded folder to C:\Sysprep

3. Copy the contents of the Release to Manufacturing (RTM) Windows XP media to C:\Sysprep\i386

4. Use SETUPMGR to generate SYSPREP.INF and copy to C:\Sysprep (attached in Appendix C)

a. Note that OemSkipEULA is set to 1 vs. set to Yes in SYSPREP.INF

3.2.3 Default Profile Modification/Staging

1. While logged on as Administrator run ALLSETTINGS.REG

2. As Administrator run createuser.vbs to create a profile user
3. Shutdown and restart the workstation to integrate the changes from the registry import
4. Log on with username “Profile”, no password

5. While logger on as Profile run ALLSETTINGS.REG

6. Log off and Log on as Administrator

7. As Administrator copy profile to Default User per instructions stated earlier
8. As Administrator delete the Profile user profile

9. As Administrator delete the Profile user account

10. As Administrator set the Administrator account to blank

3.2.4 System Preparation Toolset Staging/Disk Imaging
1. Run C:\Sysprep.exe –mini –quiet –reseal
2. The box will shut down, reboot using DOS boot disk
3. Boot to DOS and create image using “Partition to Image” within GHOST
3.2.5 Physical Deployment

1. Boot to DOS and restore the chosen image using “Image to Disk” within GHOST - do not resize image.  This can be performed in an automated fashion through the use of Ghost.exe’s command line arguments.
2. Reboot the system and start sysprep
3. Upon start Mini-Setup will prompt for a “Computer Name”
4. The system password will be automatically set by Sysprep per SYSPREP.INF settings.  (SYSPREP.INF may also be modified to join the system to the domain, however this has not been determined yet by <<Company>> Security as an appropriate action)
5. The workstation will reboot and come return to a logon prompt awaiting user interaction.
3.2.6 Post-Installation Tasks

Some of the post installation tasks that cannot be performed prior to imaging are the joining the domain and nesting domain global groups in system local groups.  With the addition of new technologies we now have new capabilities within Windows XP.  What was once a post installation task, joining the domain can now be automated from within Sysprep.  Nesting of groups can then be scripted using ADSI or NET LOCALGROUP commands.  <<Company>> T&E SW currently has the responsibility of maintaining the automation behind post-installation tasks.  <<Company>> T&E SW would prefer to, and has expressed the interest that this automation is to be made independent of the scope of this document.
4. Application Compatibility Testing

When moving to a new operating system users may be concerned with how well the organization’s older applications will perform or whether they will run at all on the new platform. Microsoft understands this issue and has taken significant steps to improve the user experience on Windows XP. To solve compatibility problems and enable a better user experience with legacy applications, Microsoft has integrated application compatibility technologies into Windows XP.  This section describes in detail the application compatibility testing process used to test Line of business (LOB) applications developed by <<Company>> on Windows XP Professional.  <<Company>> refers to LOB applications as Automated Information Systems (AIS).  To meet <<Company>>’s project objectives, all AISs and underlying COTS must be tested for migration from Windows NT 4.0 to Windows XP.

The following test framework provides a guideline to use when testing <<Company>>’s AISs. This framework will help <<Company>> plan proper testing techniques and avoid unnecessary efforts. The following guidelines also clarify what to look for in testing, so the <<Company>> does not waste time with issues that are not failed conditions.  Regardless of how <<Company>> decides to test its’ AIS applications, they must be confident that each application satisfies the chosen requirements in the “Designed for Microsoft Windows XP” Application Specification as determined by the Office of Software Development Management (OSDM). 

4.1 Purpose of Testing
This section serves as the test approach for the Application Compatibility Testing between <<Company>>’s AIS applications and Microsoft Windows XP. Preparation for this test consists of three major stages:

· Test Approach – this sets the scope of system testing, the overall strategy to be adopted, the activities to be completed, the general resources required and the methods and processes to be used to test the release. It also details the activities, dependencies and effort required to conduct the System Test. 

· Test Planning – this details the activities, dependencies and effort required to conduct the System Test. 

· Test Conditions/Cases – this documents the tests to be applied, the data to be processed, the automated testing coverage and the results.
4.1.1 Formal Review

There will be several formal review points before and during system test.  Review points are vital elements in achieving a quality product.  Some identified formal review points are:
1. Design Documentation
2. Testing Approach
3. Unit Test Plans
4. Unit Test Conditions & Results
5. System Test Conditions 
6. Post System Test Review
4.1.2 Objectives of Testing
At a high level, this testing is intended to verify that the software will support the intended business functions and achieves the standards required by <<Company>> for the development of newer versions while interfacing correctly with Microsoft Windows XP Professional. 

Getting Started (10 things to keep in mind prior to testing

1. Test early and test often.

2. Integrate the application development and testing life cycles. Users get better results and won't have to mediate between two armed camps in the IT shop.

3. Formalize a testing methodology; testing everything the same way establishes a uniformed criterion for evaluating the results. 

4. Develop a comprehensive test plan; it forms the basis for the testing methodology.

5. Use both static and dynamic testing.

6. Define the expected results.

7. Understand the business reason behind the application. 
8. Use multiple levels and types of testing (regression, systems, integration, stress and load).

9. Review and inspect the work, it will lower costs.

10. Don't let programmers check their own work; they'll miss their own errors. 

4.2 Testing Methodology

Testing is the process of analyzing a software item to detect the differences between existing and required conditions (defects/errors/bugs) and to evaluate the features of the software item. The purpose of testing is verification, validation and error detection to find problems, and the purpose of finding those problems is to get them resolved. 

4.2.1 Application Compatibility
Because there are new technologies in Microsoft Windows XP Professional, <<Company>> needs to test each of its AISs for compatibility with the new Microsoft Windows XP operating system.  Even though <<Company>> currently uses Windows NT 4.0 Workstation, they must test their AISs to make sure that they work as well on Windows XP Professional as they do in their existing environment.  Also, enhancements included in Windows XP Professional, such as improved security features, might not be supported by some applications.
Line-of-Business applications (LOB)
Line-of-business applications are by definition unique and as a result, no two enterprises implement the same application exactly the same way. Application walk-through tests must be developed for each business application, and this walk-through must address all variants of batch processing and interactive usage. Thus, the burden of interoperability, line-of-business application and network testing falls on the shoulders of <<Company>>. 
4.2.2 Testing Process

<<Company>> has adopted a phased approach to the evaluation of the compatibility between the <<Company>> AISs and Microsoft Windows XP operating system environments. The complete evaluation process, and the product changes that it may lead to, may take several months. Breaking this process into well-organized phases allows <<Company>> to provide timely and accurate information about compatibility and support issues to the developers and users. 
4.2.2.1 Phased Planning Approach

Task 1: Select and Acquire Products to be tested

The first step in <<Company>>’s compatibility testing is to select the products to be tested. <<Company>> selected the following applications, which were expected to be among the most critical by the end users: 

1. All AISs  developed by/for <<Company>>
2. All COTS software identified for the upcoming platform

Task 2: Design Test Plans

<<Company>>’s Testing and Software Evaluation (TESW) division developed a standard format for testing which provides a detailed audit trail for the testing process. The test plan is specifically designed to identify which functions are to be tested, how to execute each function, precisely the order in which the functions should be tested, and what the test engineer should expect to happen.  Using this technique, TESW provides a scenario by which the test engineer or the client can repeat any incompatibilities or discrepancies which have been discovered, using the same methodical, step-by-step approach. 
Due to time restrictions, TESW and Microsoft Consulting Services (MCS) has streamlined the structure of the test plan by removing less-essential functions and concentrating on functions or packages known to cause compatibility problems, i.e. printing, Crystal Reports, etc.
Task 3: Conduct Tests

Prior to the commencement of testing, Software Development Managers (SDMs) are to fill out a web-based features questionnaire for each of their applications submitted for testing. The questionnaire consists of several items for which each SDM specifies the particular attributes of the applications and the dependencies. 
Testing will be conducted according to the test plan developed by the TESW group under the supervision of the TESW project manager.  Each application will follow the detailed test plan prepared during the test development stage.  Any difference, either functional or cosmetic, observed by the TESW test engineer between the expected operations of the application compared to its actual operation with the system will be checked against the results on a standard system, and reported as a discrepancy.  If there are any discrepancies between the expected and actual results, the test engineer will document the observed differences and prepare a detailed description of the problem. These steps ensure that all discrepancies could be reproduced.

Due to resource restrictions, the result will not be checked against the results on a standard system but will be verified by the SDM and the application’s developer/user will verify if the results are acceptable.  A log file, produced during testing, will be examined by the test engineer at the end of each application to determine the nature of any inconsistencies that might have been encountered. 
4.2.3 Testing Environment
In well-run projects, the mission of the test team is not merely to help perform testing, but to help minimize the risk of product failure. Testers look for manifest problems in the product, potential problems, and the absence of problems. They explore, assess, track, and report product quality, so that others in the project can make informed decisions about product development. It is important to recognize that testers are not out to "break the code." Testers are not out to embarrass or complain, just to inform. They are human meters of product quality and their job is to inform. 
4.2.3.1 Roles and Responsibilities

The areas of responsibility for testing are as follows:
· Unit Testing - User Representatives Team 

· System Testing - Development Team

· User Acceptance Testing - User Representatives Team and Testing team 

· Technology Compliance Testing - Systems Installation & Support Group
· Formal Signoff – Test must be formally approved by Project Leader before System Test can commence

Management Team

1. Project Leader
a. Ensure Phase 1 is delivered to schedule, budget & quality 

b. Regular review of testing progress with test controller

c. Liaise with external groups e.g. Microsoft Consulting Services 

d. Raise and manage issues/risks relating to project or outside test team’s control

e. Review & sign off Test approach, plans and schedule. 

f. Review high level / detailed test plans for System Test

2. Test Coordinator

a. Ensure Phase One is delivered to schedule 

b. Regularly review testing progress 

c. Ensure Exit Criteria are achieved prior to system test signoff 

d. Manage issues/risks relating to system test team 

e. Resolve business issues

f. Define procedures

g. Review high level / detailed test plans for system test

h. Provide resources necessary for completing system test

i. Administration of the STS Site

Development Team/Support Group

3. Test Schedule and Coordination
a. Review SharePoint Team Services site for changes in test schedule 

b. Send email notification and confirmation regarding test date and expectations for testing cycle

c. Verify software evaluation website sign up for re-wrap of packages 

d. Report progress at regular status reporting meetings 

e. Co-ordinate review & signoff of test conditions 

f. Ensure test systems outages/problems are reported immediately and followed up. 

g. Ensure Entrance criteria are achieved prior to system test start. 

h. Ensure Exit criteria are achieved prior to system test signoff. 

Testing Support Team / Systems Installation / Support Group

4. Support Programmers
a. Take part in test error review 

b. Co-ordinate/provide support for system test. 

c. Resolve errors 

d. Re-release test software after amendments 

e. Re-wrap packages with Wise Installer

5. Testers
a. Witness testing, checking and  resolving 

b. Execute test conditions and Check off results 

c. Generate software error reports 

d. Administer error measurement system 

e. Manage individual test cycles & resolve tester queries/problems.

f. Take part in test error review

g. Execute compatibility tools when necessary

h. Ensure Exit criteria are achieved prior to System Test signoff

6. Versioning Control 

a. Re-release tested software after amendments 

User Representatives Team

7. Software Development Manager (SDM) , Users and Developer

a. Provide support for Test software 

b. Deliver software to system test environment 

c. Resolve design issues

d. Resolve design issues

e. Execute testing

f. External support team

4.2.3.2 Hardware Testing Environment
The key to successfully finding bugs is to duplicate the actual hardware environment as closely as possible. To ensure that all tests are conducted under identical circumstances, all machines used to test applications must have the following hardware configuration. 
Microsoft Windows XP will be installed in TESW on two computers per each application that will be tested.  This will save time if a test fails and needs to be started on a “clean box”.  All hardware must meet minimum requirements.

Test Operating System 

· Windows XP Professional, build 2600

· <<Company>> defined Group Policy and Security Policy settings
Processor/RAM

· Two computers are required:

Dual processor system for testing with Windows XP Professional

Back up with Ghost image if tests needs to be started  over

· Both computers must meet these additional requirements:

Pentium II or higher, or equivalent

450 MHz or faster

128MB RAM or more

Ports
· PS/2 or USB ports for keyboard and mouse

· At least one parallel (printer) port

Floppy drive

· The test environment machines must have one 3½" HD floppy drive configured as drive A.

· The machines should be set to boot from drive A first, then drive C.

Hard drives

· At least one IDE (ATA) or SCSI drive, 4 GB or larger. 

CD/DVD drives
· For applications that users install from CD/DVD.
Devices

· Graphics. Matrox family of adapters.

· Network. Intel 10/100 family of adapters.

· Keyboard

· Mouse 

· Printers
4.2.3.3 Minimum Operating Environment

Clean Install 

Deploying Windows XP using Sysprep and a third-party cloning software package is the method used to deploy the test machine. This method will only do a clean install and not an upgrade. If existing applications are not supported under Windows XP, or if the hardware and software that is currently installed causes problems if upgraded, it is better to wipe the systems and do a clean install of the operating system and applications. Another advantage of a clean install is to get everyone on a standard desktop, thus making it easier to support and manage. 
After using a third-party utility to copy the image files to the target computer, Windows XP will boot and then go through the Mini-Setup wizard, which can be fully automated using a script. Because the master image was prepared with the System Preparation tool, each target computer receives its own unique security ID. Once the image is duplicated and deployed to a computer, the next time that Windows XP is started from the hard disk, the system will detect and re-enumerate the Plug and Play devices to complete the installation and configuration on the target computer.
4.2.3.4 Group Policy Environment
Group Policy settings simplify the administration of users and objects by letting IT administrators organize them into logical units, such as departments or locations and then assign the same settings, including security, appearance, and management options, to all employees in that group. This approach also ensures that settings are consistent across all members of a group. There are over 550 new polices available for Windows XP Professional.
There are currently two sets of group policy settings: a restricted group and a common group.  While testing each application, the developer/users must “kick-off” the group policy emulator to enable these setting.  Each group of setting will produce a different set of results.  Those results should be recorded and adjustments in the settings can be made if necessary at a later date.
4.3 Testing Process

Organizations without formal testing plans will experience significant delays and cost overruns in the Windows XP deployment process.  Testing plans should be considered long-term investments, and tests should be re-run when service pack changes affect these key areas. <<Company>> should monitor the Windows XP testing process and revise testing plans throughout the process so the plans match the testing process. 
4.3.1 Process Overview

1. Organize Project – creation of a System Test Plan, Schedule & Test Approach, and requesting/assigning resources.

2. Design/Build System Test – identification of test cycles, test cases, entrance & exit criteria, expected results, etc. In general, test conditions/expected results will be identified by the test team in conjunction with the Project Manger. The Test Team will then identify Test Cases and the data required. 

3. Design/Build Test Procedures – establishment of procedures such as error management systems and Status reporting, and setting up the data tables for the Automated Testing Tool.

4. Build Test Environment - includes requesting/building hardware, prerequisite software installation and data staging.

5. Execute Project Integration Test and Operations Acceptance Test – Testing phases and cycles

6. Signoff - Signoff happens when all pre-defined exit criteria have been achieved  
4.3.2 Testing Classifications

The two areas <<Company>> is most concerned with are:

1. Integration Testing - This test proves that all areas of the system interface with Windows XP and that there are no gaps in the data flow. Final integration test proves that system works when all the fixes are complete. 

2. Business (User) Acceptance Test - This test, which is planned and executed by the Business Representative(s), ensures that the system operates in the manner expected. It is high level testing, ensuring that there are no gaps in functionality. 
a. Acceptance Tests: 17 test cases will be performed for the acceptance tests. To achieve the acceptance criteria 15 of the 17 cases should be completed successfully, i.e. a pass rate of 85% must be achieved before the software will be accepted.  

Note: These tests are not intended to perform in depth testing of the software but to check for compatibility with the operating system.   Some of the items on the checklist do not apply to certain applications and therefore do not need to pass for those applications.  That is the reason for the 85% pass rate acceptance.
4.3.3 Detailed Testing Process
Currently, <<Company>> has over one-hundred line-of business (AIS) applications.  <<Company>> will use the testing of its’ AIS applications to standardize the way <<Company>> writes and packages its’ applications.  <<Company>> will use this opportunity as a way to assist OSAE in moving towards a Unified Baseline.  The step-by-step testing process can be found in Appendix H of this document.

4.3.4 Error Reporting
During application testing, error reporting is critical to the tracking and resolution of issues that arise from compatibility.  During testing, <<Company>> should adopt one of the two methods listed below for classifying errors.

4.3.4.1 Three Level Error Classification Method

Errors, which are agreed as valid, will be categorized as follows: 
1. Category A - Serious errors that prevent System test of a particular function continuing or serious data type error.
a. If, because of a consistent crash during processing of a new application, a user could not complete that application. 

b. Incorrect data is passed to system resulting in corruption or system crashes 

c. Example of severely affected functionality:

i. Calculation of repayment term/amount are incorrect 

ii. Incorrect credit agreements produced 

2. Category B - Serious or missing data related errors that will not prevent implementation. 
a. a value is not defaulting correctly and it is necessary to input the correct value

b. data is affected which does not have a major impact, for example -  where an element of a customer application was not propagated to the database 
c. There is an alternative method of completing a particular process - e.g. a problem might occur which has a work-around.

d. Serious cosmetic error on front-end.

3. Category C - Minor errors that do not prevent or hinder functionality. 
a. Incorrect/misspelled text on screens

b. drop down lists missing or repeating an option 
4.3.4.2 Five Level Error Classification Method

1. Catastrophic - Defects that could (or did) cause disastrous consequences for the system in question.  

Critical loss of data, critical loss of system availability, critical loss of security, critical loss of safety, etc.
2. Severe - Defects that could (or did) cause very serious consequences for the system in question.  

A function is severely broken, cannot be used and there is no workaround.
3. Major - Defects that could (or did) cause significant consequences for the system in question.  A defect that needs to be fixed but there is a workaround.

a. Losing data from a serial device during heavy loads.

b. Function badly broken but workaround exists
4. Minor - Defects that could (or did) cause small or negligible consequences for the system 
in question. 

a. Error messages misleading.

b. Displaying output in a font or format other than what the customer desired.
5. No Effect - Trivial defects that can cause no negative consequences for the system in question.  Such defects normally produce no erroneous outputs.  

a. Simple typos in documentation.

b. Bad layout or mis-spelling on screen.

4.3.5 Status Reporting
Test preparation and testing progress will be formally reported on a weekly basis. If possible a meeting should be held. The attendees should consist of the following roles: 
· Project Manager 

· Project Leader/ Test Controller 

· Development Team Leader 
A status report will be prepared by the Test Controller. This report will contain the following information: 
1.
Current Status v. Plan (Ahead/Behind/On Schedule) 

2.
Progress of tasks planned for previous week 

3.
Tasks planned for next week including tasks carried from previous week 

4.
Error statistics from Error Measurement system 

5.
Issues/risks 

4.3.6 Software Packaging

During application testing the release of new versions of the software will be coordinated between the support programmers of the AIS and the test controller. However, unless it concerns a fix to a very serious error, new versions should only be released when agreed upon targets have been reached (i.e. the next version contains fixes to X or more number of bugs). 
4.3.6.1 Release Schedule

	Functionality to 
be Delivered
	v0.1
1st December
	v0.2
17th January
	v0.3
28th February
	v0.4
17th March
	Windows XP compliant

	1. Process A
	
	
	
	
	

	2. Process B
	
	
	
	
	

	3. Process C
	
	
	
	
	

	4. Function A
	
	
	
	
	

	5. Other
	
	
	
	
	


Key - 
Process A:  Tested and passed all conditions

Process B:  Failed during primary testing

Process C:  Error were fixed

Process A:  Repackaging of software

Other:
    Development Managers scheduled release, new version of dependencies, TRB’s, etc.

4.3.7 Revision Control

To track changes and to allow multiple people to work on the same design and files, it is important to have some sort of revision control system. One can use revision control on any number of files and keep track of changes, merge two different files that come from the same source, back out changes, label release code, etc.
Another thing that revision control allows one to do is have a golden directory of all of the files that have been check in. This allows designers to work from a current base of files and to test changes before releasing them to the rest of the engineers. Ideally, every change will be thoroughly simulated before it is checked in to revision control. 
4.4 Application Compatibility Technologies

Application compatibility problems can arise when users try to run their programs on a newer version of the Windows operating systems.  This may be especially true when the organization is moving many older applications to Windows XP.   Accordingly, migration of these applications to Windows XP must take into account the differences in the respective operating system application programming interfaces (APIs). Some of these differences are due to the new features of Windows XP, but some are due to the more stringent programming requirements of the Windows XP code base.
To solve this problem and so enable a better user experience with legacy applications, Microsoft has integrated application compatibility technologies into Windows XP that come into play whenever an application is installed on the operating system, whether in the course of a system upgrade or during regular operations. 
The application compatibility technologies of Windows XP fall into two distinct groups:  the migration compatibility technologies that help migrate applications when upgrading from previous versions of Windows; and the compatibility fixes, compatibility modes, and Application help that together support the installation and operation of applications on Windows XP operating system. These technologies work by virtue of “matching information”.  “Matching information” refers to the application-specific information that enables the operating system to identify applications and act appropriately, whether in administering compatibility fixes or delivering essential help information to the user should there be a compatibility problem. 
4.4.1 Migration Compatibility Technologies
As outlined above, to help ensure successful migration of applications from legacy Windows platforms, Windows XP uses the MigDB.inf and NTCompat.inf database files to identify known application compatibility problems. A compatibility check routine is performed during Windows XP Setup, which serves to warn the user of any serious compatibility problems before the setup routine is complete. Problematic applications are listed along with hardware compatibility information in the upgrade report generated by Setup.  

In the case of <<Company>>, COTS dependencies that are not compliant have been noted during initial testing and these versions are to be replaced with current, XP compliant versions prior to deployment.

4.4.2 Compatibility Fixes
As noted above, the operating system uses matching information to determine how to interact with applications, specifically what fixes or messages to deliver for a given application. The compatibility fixes (also referred to as “shims” or “shim technology”) contained in SysMain.sdb address common application compatibility problems when installing an application originally written for a previous version of Windows. Fixes can provide simple solutions to the most common compatibility problems. They can also be targeted at specific problems known to crop up with certain applications.  Such fixes might permit the operating system to ignore certain warnings or delay heap and memory release calls.
4.4.3 Compatibility Modes
Compatibility modes (also referred to as “layers”) are essentially collections of compatibility fixes that serve to emulate a specific operating system environment for an application. Some of the fixes include: returning Windows 95 version credentials; precise emulation of various versions of the Windows heap manager; file path fixes to redirect legacy Windows desktop and start menu folders to their Windows XP equivalents in the Documents and Settings folder; and registry virtualization to emulate legacy Windows registry data.
There are three different kinds of modes. End-user modes are displayed in the different shell features of Windows XP (the compatibility tab or the Program Compatibility Wizard).  System modes, which include all the end-user modes listed above, can be used to control the behavior of their applications. Custom modes, which a system administrator or other IT professional can create for a particular application or set of applications, are created using the CompatAdmin tool.

4.4.3.1 Troubleshoot Program Compatibility Issues

There are several tools available to an organization troubleshooting application compatibility issues.  The following section outlines a few of these tools.

4.4.3.1.1 Program Compatibility Wizard 

The Program Compatibility Wizard may be used to test programs in different modes (environments) and with various settings. For example, if the program was originally designed to run on Windows NT 4.0, set the compatibility mode to Windows NT 4.0 and try running the program again. If successful, the program will start in that mode each time. The wizard also prompts users to try different settings, such as switching the display to 256 colors and the screen resolution to 640 by 480 pixels. 
4.4.3.1.2 Application Compatibility Toolkit Version 2.0 

The Application Compatibility Toolkit 2.0 contains documents and tools can use to help diagnose and resolve program compatibility issues with Windows XP. The Windows XP Application Compatibility Toolkit is available for download at http://msdn.microsoft.com/compatibility.
4.4.3.1.3 Additional Tools

In addition to the user interface tools for application compatibility, there are two tools that are designed for the use of experienced system administrators and IT support staff: QFixApp and CompatAdmin. These are especially helpful in supporting applications not catalogued in the local or online application compatibility databases. Both can be found in the Application Compatibility Toolkit, available online from Microsoft. 
QFixApp - QFixApp is a small application that provides an interface to the database of compatibility fixes included with the operating system. This is a manual process—not semi-automated like that of the Program Compatibility Wizard—but it enables users to gain precise control over the compatibility fixes applied to the application. Another benefit to QFixApp is that it doesn’t require the application to be included in the list of applications with known compatibility problems. QFixApp can be very useful to those who want to determine the correct fixes to apply to their custom applications.
The QFixApp.exe tool enables you to select any executable file and apply to it one or more of the fixes available in the SysMain database (of which there will be approximately 200 shipped with the product). Users can use QFixApp to identify which combinations of fixes enable your application to work on Windows XP. 
CompatAdmin - CompatAdmin provides an interface for browsing and editing the Windows XP compatibility fix database. The tool allows you to select any executable file and apply one or more of the numerous fixes available in the operating system. When users determined all of the fixes needed to run the application, CompatAdmin can be used to create a package to deploy these fixes to other Windows XP–based computers. 
5. User State Migration

The <<Company>> currently utilizes Windows NT Workstation 4.0 as their desktop operating system. After migration users will be upgraded to Windows XP Professional.  Windows NT Workstation and XP Professional are architecturally similar from the aspect of functionality and low level components, however almost six years spans these two operating systems and the layout and default permissions have changed significantly.  The goal of this requirement is that when users upgrade their operating system, previously installed applications will continue to function as before, with all preferences and privileges working after the upgrade.  Users within the <<Company>> environment also maintain their documents and files in specific locations today.  The user experience post migration should ensure that users do not lose what they once had.  Therein is the goal of user state migration, the preservation of the individual user experience when moving to and from disparate desktop operating systems.

Some organizations leave it up to users to do things such as copy all their important files to a server and save copies of their Internet bookmarks. This approach is not practical for a number of reasons.  First, it results in a significant loss of productivity on the end user.  Second, this can place an unnecessary burden on network resources without any defined schedule, so there is no way to practically plan usage patterns.  Finally, individual users either will not have the necessary privileges to perform the action, or the users will perform the migration differently based upon their understanding of the task.  All this results in an unmanageable situation without any uniform application of process, ultimately resulting in customer dissatisfaction and increased support costs.  

In addition, users typically have their computers set up just the way they like them - with desktop shortcuts and specific application settings. Some users have accessibility concerns and settings used to address these may be contained within their personal user profile.  Getting a new computer to mirror these old settings could be a significant task without the help of an automated tool.  In past migrations at <<Company>>, this has resulted in occasional data loss and increased help desk requests.  The <<Company>> has decided to use an automated tool to migrate user data for a better user experience during the Windows XP migration to mitigate some of these risks.

5.1 Requirements

· User’s data is migrated to the new system without destruction on the old system

· User’s data is migrated from organizationally defined locations on the source system to default locations on the target operating system
· Applications work properly after customers upgrade to new operating systems

· End-users’ experience with their applications and the operating system is the same or better after the upgrade

The users’ settings and data will be migrated to the new system as part of the deployment of the Windows XP Professional operating system.  <<Company>> has taken the approach with Windows NT 4.0 to house specific settings and documents in either default locations or custom locations.  For example, user profiles are located in one area of the file system under Windows NT 4.0, but due to architectural changes in Windows XP, this location has changed.  In yet another example, <<Company>> made a decision to consolidate files on Windows NT 4.0 in a formatted fashion in one location in the file system.  However in the act of deploying Windows XP, <<Company>> desires to place these in an unformatted default location to support future goals.  Some of the settings migrated are listed below with their source and targets identified by platform:

	Settings
	Windows NT
	Windows XP

	User Documents and Files
	C:\DOCS
	\Documents and Settings\Migrated Files

	User Profile Settings
	C:\WINNT\Profiles
	\Documents and Settings

	Custom Office Templates
	Application Directory
	\Documents and Settings


The size of each user’s settings will vary from user to user.  For example, a user that has been a part of <<Company>> for 20 years will have substantially more data than that of a user who has been at the organization for two weeks.  Users are constricted to a finite amount of network storage and are constrained with local storage limits.  Until recently, <<Company>>’s desktops were constrained by 9 GB hard drives.  Based upon this fact, <<Company>> should be prepared at worst case to have storage to migrate 9 GB of data for each user migrated for the period of maintenance desired during the migration.  An example would be that if <<Company>> plans to migrate 20 people per day and maintain each user’s migrated data on central storage (until properly backed up) for one working week they would need (9GB X 20 people) X 5 days worth of storage allocated.  This would work out to about 900GB of central data storage.  <<Company>> could minimize this by only maintaining the data for two days, requiring only 360GB of central data storage.  This figure is also a high watermark.  The likelihood that users are using all storage available is rare; however <<Company>> should plan accordingly to mitigate this possibility.

5.2 Data Migration Tools Tested

Many user state migration tools exist on the market today.  <<Company>> has scaled down the list to the following products based upon cost, availability and functionality

	Product
	Vendor
	Description

	Ghost
	Symantec
	Imaging, Migration

	PC Transplant Pro
	Altiris
	Migration

	Desktop DNA
	Miramar Systems
	Migration

	PowerDeploy Suite
	PowerQuest
	Creation, Distribution, Imaging, Migration

	PC Tranxport
	Tranxition
	Migration

	USMT
	Microsoft
	Migration


1. Symantec-Ghost Corporate Edition

a. Current Versions:  2002 (standard), 7.5 (enterprise)

b. Supported Platforms:   Windows, Netware

c. Description:  Designed for PC deployment, recovery, cloning, and migration. From the Symantec Ghost central management console, IT managers can remotely clone any Windows NT or Windows 2000 workstation.  The Symantec Ghost product was the only one that did not offer the migration feature as a separate product. Its "move user" function was tightly integrated with the rest of the Ghost package.

2. Altiris PC Transplant Pro

a. Current Version:  3.0

b. Supported Platforms:  Windows 95, 98, NT and 2000

c. Description:  The PC Transplant helps identify and capture files, directories, desktop, network, and application settings, and builds them into a compressed, self-extracting "Personality Package". The Migration Wizard helps with OS migrations by cloning the OS and migrating each PC's unique name, IP address (or DHCP settings), and automatically creating a user account with network and sharing rights, printer drivers, and personality.

3. Desktop DNA

a. Current Version:  3.5

b. Supported Platforms:  Windows 95, 98, Me, NT, 2000, XP

c. Description:  Desktop DNA is a migration tool for moving application settings, user data and even the applications themselves from one system to another. Desktop DNA is targeted at an enterprise audience, there are plans to release a version geared toward home users in the future, but this tool is designed for the migration of many systems on a local area network.

4. PowerQuest-PowerDeploy Suite, Migration Manager

a. Current Version:  3.0

b. Supported Platforms:  Windows

c. Description:  PowerDeploy Suite provides imaging and deployment, system migration, management of system updates and system retirement. The PowerDeploy Suite includes PowerQuest DeployCenter, PowerQuest Migration Manager, DataGone and a centralized and secure Web interface console known as PowerQuest ControlCenter ST. 

5. Tranxition- Personality Tranxport Pro

a. Current Version:  2.0

b. Supported Platforms:   Windows 95, 98, NT, 2000 and ME

c. Description:  PT Pro Personality Tranxport Professional's advanced features automatically capture the settings, data and documents from the original PC and "inject" them into a new or upgraded PC.

6. Microsoft- User State Migration Tool

a. Current Version: 2.0

b. Supported Platforms: Windows NT, 2000 and XP

c. Description:  The USMT is a command-line utility, allowing administrators to migrate a user's data and settings.  The utility is a set of two executable programs: Scanstate.exe and Loadstate.exe. Both of these tools are configured via text files that will need to be edited by an administrator in order to ensure the appropriate data and settings.  Scanstate.exe is used to read information from the source PC. The data and settings are based on information that an administrator provides via text configuration files and is stored on a specified intermediary storage device such as a network server.Loadstate.exe takes the data and settings from the intermediary storage device and writes it back down to a PC that has been preloaded with Windows 2000 Professional and any relevant applications. The exact data and settings that are written can be controlled via text configuration files.
Important factors used to determine the best solution were:

· Ease of use – an easy interface which would require little to no training on usage of the tool

· Portability – a dependency on a client service installed on the workstations if it existed

· Troubleshooting – any information that could be stored or used to help the technician troubleshoot the tool and/or outcome

· Customization of templates – the manipulability of templates that could be used and/or created to include proprietary software (AIS)

· Development time - the amount of dedicated time necessary to use the tool effectively to include in a script and/or build templates

· Resource needs – any necessary hardware/software that would have to be purchased/setup to run the tool

User settings/data that we would like to be able to migrate:

· Outlook Profile (*.pab, *.pst, additional mailboxes, signatures, delivery points, mail settings, views, etc.)

· Word settings (AutoText, toolbars, macros, custom dictionary, etc.)

· NT Settings (wallpaper, screen saver, desktop icons, explorer settings, printers, mapped drives, shares, mouse settings, keyboard settings, appearance, quick launch toolbar, etc.)

· Office templates

· Internet bookmarks (both Internet Explorer and Netscape Navigator)

· AIS settings, if applicable

· Data (*.doc, *.xls, *.mdb, etc.)

5.3 Functionality Testing

Some of the factors used in determining the best tool for the task at hand were ease of use, portability, the ability to troubleshoot problems, the customization of templates to include <<Company>> AIS, overall development time and the resources needed to complete the task.

Testing of the tools was independently performed by the group responsible for user migration and desktop deployment within <<Company>> with the assistance of MCS.

The following areas were considered in testing:

1. Outlook Profile

2. Outlook preferences and settings

3. Outlook Personal Address Book

4. Outlook Personal Stores

5. Microsoft Word customizations

6. Windows Profile Settings (Background, Screen Saver, Desktop Icons, Printers, Shares, Mouse and Keyboard Controls, Appearance, Quick Launch, etc)

7. Office templates

8. Personal File Storage

5.3.1 Test Environment Setup

In each of the evaluation tests three workstations were used to setup a real life scenario of user state migration.  One workstation served as the server on which all the software packages were installed.  The destination workstation was loaded with the <<Company>> Windows XP image.  The source station (user’s station) was comprised of a Patents baseline and contained approximately 500 MB of actual user data.  The server system was located on a separate network segment than both the source and destination workstations.. (Note: Both netowork segments had been upgraded to PTONET II)
The source station was customized as follows:

· User: user
· Workstation ID/Computer Name:  WS04291

· Outlook:

· PST:  c:\docs\archive.pst

· PAB:  c:\docs\luncefor.pab

· Signature:  user with telephone number

· New messages notification turned on

· Expanded folder list view

· Preview pane

· Additional mailbox:  HelpDesk 9000

· Delivery point:  mailbox

· Background:  tiled Cloud wallpaper

· Screen Saver:  A Festive Time

· Appearance:  Red, White and Blue (VGA)

· Desktop Icons:  4 briefcases, a scrap object, shortcuts to CD player and display, shortcuts to Office 97 Bookshelf Dictionary and Outlook new appointment.

· Internet Explorer Favorites and Netscape Navigator Bookmarks

· Docs folder is shared and allows Kbloy full control of the folder

· Quick Launch Toolbar:  includes shortcut to appointments and CD player

· Network Printers: \\<<Company>>-fp-01\CG2_12_12c06_HP4_1 and \\<<Company>>-fp-02\CP2_7D24_HP4_1
· Default Printer:  HP LaserJet 4M

· Mapped Drives: \\ws03452\revised_dsd, \\ws03919\c$, \\ws07425\build$
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5.3.2 Testing Results

The basic problem of migrating a computer's "personality" can manifest itself in several scenarios. First there's the new computer problem, where PTO replaces the old computer with a new model, complete with a new operating system and applications. Another scenario involves an in-place upgrade of the operating system. While there are other variations on the basic theme, these two pretty much cover the types of actions that must take place.

Focus was placed on the transfer of files and settings between two computers using the machine-to-machine transfer instead of an in-place migration.  Doing this type of upgrade will wipe the hard drive clean and load a fresh image of the new operating system, which closely mirrors the expected method of deployment <<Company>> plans to take. The process of moving the personality is then essentially the same because you collect the personality information, save it to a network share and reapply the personality to the new operating system. The difference between the two is that some type of imaging software is required to load a copy of the new operating system.

All the programs tested take slightly different approaches to the problem. Several, including Desktop DNA, allow the migration of entire applications from one system to the next. This may not be desirable, especially when you're upgrading from an older version of Windows to something like Win 2000 or XP.  Other products, such as PC Transplant Pro, won't permit migration of an entire application.  For commercial off-the-shelf (COTS) software this approach is feasible, but for the large number of business users who want their corporate applications to follow them to their new machine, this may not apply. 

To measure the performance of each product, testing included the entire transfer process, with special attention being paid to the steps and time required to complete the entire process.  Focus was applied in the area of how an administrator would automate the task and not have to visit the user's work area during the migration.  Particular attention was paid to each install process, looking for any significant amount of configuration or manual intervention that was required by the tool as well. The need to load software on the client machines was also evaluated.

Every product tested required some sort of template file to specify what settings and applications to migrate. Only two of the products we tested, PowerQuest Migration Manager and Symantec Ghost, came with printed documentation.
5.4 Summary

MCS and <<Company>> personnel recently tested these six personality transfer products to see which offer the best overall tool kit for getting the job done. Through comprehensive testing it was deemed that PC Transplant Pro from Altiris to be the best overall choice for personality transfer.  Appendix H contains a detailed description of the key advantages of the chosen state migration package.
Altiris’ PC Transplant Pro 3.6 was found to be the most robust and easiest package to use.  PC Transplant Pro was the most thorough in migrating the user state as well as providing the most flexibility in template manipulation.  It’s A2i builder feature was also extremely robust.  The A2i builder will allow us to create a separate template for each AIS that can be maintained rather than a huge template that we would have to root through to find the section needing an update.  We will have the ability to run the A2i builder from any workstation to be able to create application templates.  This will negate the need to have one workstation with all AIS software packages installed.  The fact that PC Transplant Pro can package the user state into an executable also will allow technicians to just double click on the file without having to launch the application itself or be logged in as the user.

Based upon the results of this testing, <<Company>> Desktop Deployment Division will take their current scripted migration process for Windows NT 4.0 and develop a migration with the PC Transplant Pro toolset upon it’s approval by the Windows XP Professional project SDM.
6. Corporate Error Reporting
Corporate Error Reporting is a tool that administrators can use to manage the cabinet files created by the Watson exception handler within Windows and other products. Corporate Error Reporting allows organizations to redirect crash reports to a local file server instead of submitting the information directly to Microsoft crash-reporting servers over the Internet.  <<Company>> has expressed hesitance in allowing information about internal systems and processes to be sent to Microsoft support.  

<<Company>>, like many organizations, has formed an Advanced Problem Resolution (APR) team who would benefit greatly from the information yielded from error reporting and would like to examine this information prior to having this information go directly to an external entity such as Microsoft.  With Corporate Error Reporting on Windows XP, the <<Company>> APR team can review what types of crashes users are experiencing the most. The information can then be used in educating users on how to avoid problems or produce work-arounds to potential crash situations.  Also, this information can be used to provide Microsoft Premier Support professionals when issues arise during deployment.
6.1 Error Information Collection

6.1.1 Guidelines

Sending a problem report to any entity is a form of data collection. The Corporate Error Reporting feature was designed in keeping with the Federal Trade Commission’s (FTC) Fair Information Practice Principles, which govern the collection and use of personal data. Other requirements were specific to the crash recovery process.  The requirements for this feature included:
1. User consent before transmission 

2. Explain the data collected and how it will be used 

3. Data security
6.1.2 Data Collected

The data that is initially collected with the Application Error Reporting tool is technical data about the state of the program and the user’s computer when the crash occurred.  These "minidumps (10-150k each) include the processor stack, system info, modules-loaded, type of exception and global/local variables.  The user’s document (or any data contained in it) is not intentionally sent with the other report information. To ensure further security, the data that is collected is transmitted via a secure connection and is kept confidential and anonymous in a limited-access database.

The exact specification of the minidump format is documented in the Microsoft Platform SDK, which is available on the MSDN Web site.  The minidump contains the following:

•
Exception information: This is information regarding the problem that occurred; it tells us what kind of instruction the application received that caused it to generate an error. 

•
System information: This is data about the kind of CPU (processor) you have and what operating system you are running. Please note that the Pentium III processor ID is not collected. 

•
List of all the modules that are currently loaded and their version information. 

•
List of all the threads that are currently running. For each thread, we collect the current context and the whole stack. 

•
Global data.
The Error Reporting tool collects Internet Protocol (IP) addresses; however the tool does not intentionally collect any form of personally identifiable information. It is possible that such information may be captured in memory or in the data collected from open files.
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6.1.3 Reported Error Types

6.1.3.1 Application Errors

When an application generates an error condition, the following information is collected:

· The Digital Product ID, which can be used to identify your license. 

· Information regarding the condition of the machine and the application at the time when the fault occurred. This includes data stored in memory and stacks, information about files in the application's directory, as well as the operating system version and the computer hardware in use packaged into a minidump.
6.1.3.2 Setup Failures

The Error Reporting tool also reports unrecoverable errors that occur during setup of applications.  The following information is collected:

· Log files created during setup
· Setup.exe log file 

· Windows Installer log file 

· Other log files created during installation
· Product code of the package that failed 

· Product version of the package that failed 

· Information that identifies the point in setup where the error occurred
6.1.3.3 Windows Kernel Failures

Windows Kernel Fault Reports contain information about what your operating system was doing when the problem occurred. These event reports contain the minimum information that can help to identify why the operating system stopped unexpectedly.  The event report includes: 

· The operating system (OS) name (for example, Microsoft Windows XP). 

· The OS version (for example, 5.1.2600.0). 

· The OS language as represented by the locale identifier (LCID) (for example, 1033 for United States English). This is a standard international numeric abbreviation. 

· The loaded and recently unloaded drivers. This identifies the modules used by the kernel when the stop error occurred and those that were used recently. 

· The list of drivers in the Drivers folder on your hard disk; for example, C:\winnt\system32\drivers for Windows XP. 

· The time stamp that indicates when the stop error occurred 

· The stop code or bug check messages and parameters that describe the stop error 

· The processor context for the process that stopped. This includes the processor, hardware state, performance counters, multiprocessor packet information, deferred procedure call information, and interrupts (requests from software or devices for processor attention). 

· The process information and kernel context for the halted process. This includes the offset (location) of the directory table and the page frame number database that maintains the information about every physical page (block of memory) in the operating system. 

· The process information and kernel context for the thread that stopped. This information identifies registers (data-storage blocks of memory in the processor) and interrupt request levels, and includes pointers to operating system data structures. 

· The kernel-mode call stack for the interrupted thread. This is a data structure that consists of a series of memory locations and includes a pointer to the initial location.
6.1.4 Generating Errors for Testing

Although there are several ways to generate an application error, the vbscript below will generate an error for the executable specified.  For this example, WORDPAD is used.

' NAME: CorpErr.vbs

' AUTHOR: Joel Yoker, Microsoft

' DATE  : 12/12/2001

'

' COMMENT: Execution creates an error in the

' WINWORD.EXE process using the NT System Debugger

' in order to test Windows Error Reporting

' Create the Shell Object

Set oShell = WScript.CreateObject("WScript.Shell")

' Set the values for the commands to run

sCmd = "wordpad.exe"

sCmd2 = "ntsd -pv -pn wordpad.exe -c " & Chr(34) & "r eip=123; q" & Chr(34)

' Run the commands

oShell.Run sCmd

WScript.Sleep 100

oShell.Run sCmd2

' Release memory

Set OShell = Nothing

6.2 Infrastructure Requirements

Like most features, Corporate Error Reporting (CER) requires some resources be established and some minor configuration be made before information can be collected.  The following outlines the requirements for CER in a corporate environment.

6.2.1 Staging Point for Crash Dump Information
Corporate Error Reporting requires that a UNC path be established to collect the information being submitted.  Each error can contain data up to 150k, so over time a method of archiving and storage management should be established by the <<Company>> NOD and APR teams.  Generated errors create a folder hierarchy that can be traversed manually or by using the CER utility found within the Office XP Resource kit.  The staging paths have not yet been determined as of yet, and <<Company>> has not determined how long these reports should remain before archival.  <<Company>> should look to establish this prior to deployment of the Windows XP platform.
6.2.2 Client Configuration through Group Policy

Windows XP Group Policy contains a administrative template setting that allows for centralized management of the end user experience of error reporting and supports the redirection to an internal UNC share.  These settings can be located in the Computer Configuration\Administrative Templates\System\Error Reporting section of the Group Policy MMC Snap-in.  

Configurable options include the redirection to an internal UNC, client notification, suppression of accessible information, automatic consent, and customization of the dialogs presented.  A dialog is provided below as an example.
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Error Reporting Tools

Introduced with Office XP, CER.EXE allows for the organization of collected information into what is termed “buckets”.  The CER tool can also be used to submit the collected information to Microsoft after internal examination.  CER.EXE is part of the Office XP Resource Kit toolset and can be freely downloaded at http://www.microsoft.com/office/ork/xp/appndx/appa03.htm.
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6.3 User Experience

When an error occurs it is important to gain consent prior to collecting information from the end user.  When the error occurs, a dialog box appears allowing the user to examine the data being sent and show the customer who will be using the information (<<Company>> Helpdesk in the example below).  A progress dialog is then presented upon consent to show the user what is happening.  These dialogs can be suppressed by group policy, however this would result in an experience where the end user’s application would restart without notification that an error occurred.  Examples of the dialogs an end user will experience are provided:
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7. Appendix A:  Group Policy Settings

The <<Company>>’s Group Policy settings have been attached in a separate Excel spreadsheet containing the settings chosen by the <<Company>> Network Operations Division and OSAE.
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Appendix B:  Default User Profile Settings
7.1 Windows XP Tour Balloon Settings

Key:  HKCU\Software\Microsoft\Windows\CurrentVersion\Applets\Tour

Value:  DWORD, RunCount

Setting:  0x0 to disable, 0x1 to Enable

7.2 Preventing Sysprep from Removing Desktop Icons and Shortcuts

Key:  HKLM\Software\Microsoft\Windows\CurrentVersion\OemStartMenuData

Value:  DWORD, OemDesktopCleanupDisable

Setting:  0x1
7.3 Default Profile Settings 
Items marked with a red “X” indicate <<Company>> choices
	General (not covered)

	
	Disabling Tour Balloon 

	X
	Disabling Sysprep Initial Desktop Cleanup

	Control Panel

	
	Classic View

	X
	Category View

	

	Display

	Display Properties – Themes

	
	Theme:  Default

	Display Properties – Desktop

	
	Background: None

	
	Position: Stretch

	
	Customize Desktop

	
	
	Desktop Items – General

	
	
	
	Desktop icons

	
	
	
	X
	My Documents

	
	
	
	X
	My Computer

	
	
	
	
	My Network Places

	
	
	
	
	Internet Explorer

	
	
	
	Desktop cleanup

	
	
	
	
	Run Desktop Cleanup Wizard every 60 days

	Display Properties – Screen Saver

	
	Screen saver

	
	
	Name: Windows XP

	
	
	Settings:

	
	
	Wait: 15 minutes

	
	
	X
	On resume, password protect

	Display Properties – Appearance

	
	Windows and buttons:

	
	
	Windows Classic style

	
	X
	Windows XP style

	
	Color Scheme:  Default (blue)

	
	Font size:

	
	X
	Normal

	
	
	Large fonts

	
	
	Extra large fonts

	
	Effects:

	
	X
	Use the following transition effect for menus and tooltips:

	
	
	X
	Fade effect

	
	
	
	Scroll effect

	
	
	Use the following method to smooth edges of screen fonts:

	
	
	X
	ClearType

	
	
	
	Standard

	
	
	Use large icons

	
	X
	Show shadows under menus

	
	X
	Show window contents while dragging

	
	X
	Hide underlined letters for keyboard navigation until I press the Alt key

	

	Folder Options

	Folder Options – General

	
	Tasks

	
	X
	Show common tasks in folders




	
	
	Use Windows classic folders

	
	Browse Folders







	
	X
	Open each folder in the same window

	
	
	Open each folder in its own window

	
	Click items as follows







	
	
	Single-click to open an item (point and select)

	
	
	Underline icon titles consistent with my browser

	
	
	Underline icon titles only when I point at them

	
	X
	Double-click to open an item (single-click to select)

	

	Folder Options – View

	Files and Folders

	X
	Automatically search for network folders and printers

	X
	Display file size information in folder tips

	
	Display simple folder view in Explorer’s Folders list

	
	Display the contents of system folders

	X
	Display the full path in the address bar x

	X
	Display the full path in the title bar

	
	Do not cache thumbnails

	Hidden Files and Folders

	
	
	Do not show hidden files and folders

	
	X
	Show hidden files and folders

	
	Hide extensions for known file types

	X
	Hide protected operating system files (Recommended)

	X
	Launch folder windows in a separate process

	X
	Remember each folder’s view settings

	
	Restore previous folder windows at logon

	X
	Show Control Panel in My Computer

	X
	Show Encrypted or compressed NTFS files in color

	X
	Show pop-up description for folder and desktop items

	
	Use simple file sharing (Recommended)

	

	Power Options

	Power Options - Power Schemes

	
	Power schemes

	
	X
	Home/Office Desk

	
	
	Portable/Laptop

	
	
	Presentation

	
	
	Always On

	
	
	Minimal Power Management

	Max Battery

	
	Settings for selected power scheme

	
	
	Turn off monitor:  After 20 mins

	
	
	Turn off hard disks: Never

	
	
	System standby: Never

	
	
	System hibernates: Never

	Power Options – Advanced

	
	Options

	
	
	Always show icon on the taskbar

	
	X
	Prompt for password when computer resumes from standby

	
	Power buttons

	
	
	When I press the power button on my computer

	
	
	
	Do nothing

	
	
	
	Ask me what to do 

	
	
	
	Stand by

	
	
	
	Hibernate

	
	
	X
	Shut down

	
	
	When I press the sleep button on my computer

	
	
	
	Do nothing

	
	
	
	Ask me what to do 

	
	
	X
	Stand by

	
	
	
	Hibernate

	
	
	
	Shut down

	Power Options – Hibernate

	X
	Enable Hibernation

	

	Sounds and Audio Devices

	Sounds and Audio Devices Properties – Volume

	
	Device volume

	
	
	Mute

	
	X
	Place volume icon in the taskbar

	
	
	Advanced

	
	
	Adjust volume for:

	
	
	X
	Playback

	
	
	
	
	Recording

	
	
	
	
	Other:  Mono out

	
	
	
	Show the following volume controls:

	
	
	
	X
	Master volume

	
	
	
	X
	Wave

	
	
	
	X
	SW Synth

	
	
	
	
	Aux

	
	
	
	
	Video

	
	
	
	X
	CD Audio

	
	
	
	X
	Line In

	
	
	
	
	Microphone

	
	
	
	
	Phone Line

	
	
	
	X
	PC Speaker

	System Properties

	System Properties – Advanced

	Performance

	Performance - Performance Options

	
	Let Windows choose what’s best for my computer

	
	Adjust for best appearance

	
	Adjust for best performance

	X
	Custom:

	
	X
	Animate windows when minimizing and maximizing

	
	
	Fade or slide menus into view

	
	
	Fade or slide ToolTips into view

	
	
	Fade out menu items after clicking

	
	X
	Show shadows under menus

	 
	X
	Show shadows under mouse pointer

	
	X
	Show translucent selection rectangle

	
	X
	Show window contents while dragging

	
	X
	Slide open combo boxes

	
	X
	Slide taskbar buttons

	
	X
	Smooth edges of screen fonts

	
	X
	Smooth-scroll list boxes

	
	X
	Use a background image for each folder type

	
	X
	Use common tasks in folders

	
	X
	Use drop shadows for icon labels on the desktop

	
	X
	Use visual styles on windows and buttons

	Performance – Advanced

	Processor scheduling

	
	Adjust for best performance of:

	
	X
	Programs

	
	
	Background services

	Memory usage

	Adjust for best performance of:

	
	X
	Programs

	
	
	System cache

	Virtual Memory

	
	Custom Size

	
	
	Drive:

	
	
	Initial Size (MB):

	
	
	Maximum size (MB):

	X
	System managed size

	
	No paging file

	Startup and Recovery

	
	System Startup

	
	
	Default operating system:

	
	
	
	“Microsoft Windows XP Professional” /fastdetect

	
	
	Time to display list of operating systems: 5 sec

	
	
	Time to display recovery options when needed: 30 sec

	
	System failure

	
	X
	Write an event to the system log

	
	X
	Send an administrative alert

	
	X
	Automatically restart

	
	Write debugging information

	
	
	(none)

	
	X
	Small Memory dump (64 kb)

	
	
	Kernel memory dump

	
	
	Complete memory dump

	
	
	
	Small dump directory: %SystemRoot%\Minidump

	
	
	
	Dump File: %SystemRoot%\MEMORY.DMP

	
	
	
	
	Overwrite any existing file

	
	Error Reporting

	
	
	Disable error reporting

	
	
	
	But notify me when critical errors occur

	
	X
	Enable error reporting

	
	
	X
	Windows operating system

	
	
	X
	Programs

	
	
	
	
	Choose Programs

	
	
	
	
	X
	All programs

	
	
	
	
	
	All programs in this list:

	
	
	
	
	
	
	Programs from Microsoft

	
	
	
	
	
	
	Windows Components

	
	
	
	
	
	Do not report errors for these programs:

	System Properties – System Restore

	
	Turn off System Restore

	
	Disk Space usage

	
	
	Disk Space to use: 12%

	System Properties – Automatic Updates

	
	Notification Settings

	
	
	Download the updates automatically and notify me when they are ready to be installed

	
	
	Notify me before downloading any updates and notify me again before installing them on my computer

	
	X
	Turn off automatic updating

	System Properties – Remote

	
	Remote Assistance

	
	X
	Allow Remote Assistance invitations to be sent from this computer

	
	
	
	Advanced

	
	
	
	X
	Allow this computer to be controlled remotely

	
	
	
	Invitations

	
	
	
	
	Max:  30 days

	
	Remote Desktop

	
	
	
	Remote users:  

	

	Taskbar and Start Menu

	Taskbar and Start Menu Properties - Taskbar

	
	Taskbar appearance

	
	X
	Lock the taskbar

	
	
	Auto-hide the taskbar

	
	X
	Keep the taskbar on top of other windows

	
	X
	Group similar taskbar buttons

	
	
	Show Quick Launch

	
	Notification area

	
	X
	Show the clock

	
	X
	Hide inactive icons

	

	Taskbar and Start Menu Properties - Start Menu

	Start Menu

	Customize Start Menu – General

	
	Select and icon size for programs

	
	X
	Large icons

	
	
	Small icons

	Programs

	Programs\Number of Programs: 6

	
	
	Show on the Start menu

	
	X
	Internet

	
	
	
	Program: Netscape

	
	X
	E-Mail

	
	
	
	Program: Outlook

	Customize Start Menu – Advanced

	
	Start menu settings

	
	X
	Open submenus when I pause on them with my mouse

	
	X
	Highlight newly installed programs

	Start menu items:

	
	Control Panel

	
	
	Display as a link

	
	X
	Display as a menu

	
	
	Don't display this item

	X
	Enable Dragging and Dropping

	X
	Favorites Menu

	X
	Help and Support

	
	My Computer

	
	X
	Display as a link

	
	
	Display as a menu

	
	
	Don't display this item

	
	My Documents

	
	X
	Display as a link

	
	
	Display as a menu

	
	
	Don't display this item

	
	My Music

	
	
	Display as a link

	
	
	Display as a menu

	
	X
	Don't display this item

	X
	My Network Places

	
	My Pictures

	
	
	Display as a link

	
	
	Display as a menu

	
	X
	Don't display this item

	
	Network Connections

	
	
	Display as a link

	
	X
	Display as a menu

	
	
	Don't display this item

	X
	Printers and Faxes

	X
	Run Command

	
	Scroll Programs

	X
	Search

	System Administrative Tools

	
	Display on the All Programs menu

	
	Display on the All Programs menu and the Start menu

	X
	Don't display this item

	
	Recent documents

	
	
	List my most recently opened document

	

	Taskbar and Start Menu Properties – Classic Start Menu

	
	Advanced Start Menu options:

	
	
	Display Administrative Tools

	
	
	Display Favorites

	
	
	Display Log Off

	
	X
	Display Run

	
	X
	Enable dragging and dropping

	
	
	Expand Control Panel

	
	
	Expand My Documents

	
	
	Expand My Pictures

	
	
	Expand Network Connections

	
	
	Expand Printers

	
	
	Scroll Programs

	
	
	Show Small Icons in Start menu

	
	X
	Use Personalized Menus


7.4 ALLSETTINGS.REG
Windows Registry Editor Version 5.00

;Desktop Icons

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\HideDesktopIcons\NewStartPanel]

"{450D8FBA-AD25-11D0-98A8-0800361B1103}"=dword:00000000

"{20D04FE0-3AEA-1069-A2D8-08002B30309D}"=dword:00000000

"{208D2C60-3AEA-1069-A2D7-08002B30309D}"=dword:00000001

"{871C5380-42A0-1069-A2EA-08002B30309D}"=dword:00000001

;Desktop Cleanup Wizard

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\CleanupWiz]

"NoRun"=dword:00000001

;Screen Saver

[HKEY_CURRENT_USER\Control Panel\Desktop]

"ScreenSaverIsSecure"="1"

"ScreenSaveTimeOut"="900"

"ScreenSaveActive"="1"

"SCRNSAVE.EXE"="C:\\WINDOWS\\System32\\logon.scr"

;Cleartype

[HKEY_CURRENT_USER\Control Panel\Desktop]

"FontSmoothing"="2"

"FontSmoothingType"=dword:00000002

;Folder Options

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced]

"Hidden"=dword:00000001

"ShowCompColor"=dword:00000001

"HideFileExt"=dword:00000000

"DontPrettyPath"=dword:00000000

"ShowInfoTip"=dword:00000001

"HideIcons"=dword:00000000

"MapNetDrvBtn"=dword:00000001

"WebView"=dword:00000001

"Filter"=dword:00000000

"SuperHidden"=dword:00000000

"SeparateProcess"=dword:00000000

"ListviewAlphaSelect"=dword:00000001

"ListviewShadow"=dword:00000001

"ListviewWatermark"=dword:00000001

"TaskbarAnimations"=dword:00000001

"StartMenuInit"=dword:00000002

"StartButtonBalloonTip"=dword:00000002

"TaskbarSizeMove"=dword:00000000

"Start_LargeMFUIcons"=dword:00000001

"Start_MinMFU"=dword:00000006

"TaskbarGlomming"=dword:00000001

"NoNetCrawling"=dword:00000000

"FolderContentsInfoTip"=dword:00000001

"FriendlyTree"=dword:00000000

"WebViewBarricade"=dword:00000000

"DisableThumbnailCache"=dword:00000001

"ShowSuperHidden"=dword:00000000

"ClassicViewState"=dword:00000000

"PersistBrowsers"=dword:00000000

;Volume icon on the Taskbar

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Applets\SysTray]

"Services"=dword:0000001f

;System Managed Pagefile

[HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Session Manager\Memory Management]

"PagingFiles"=hex(7):43,00,3a,00,5c,00,70,00,61,00,67,00,65,00,66,00,69,00,6c,\

  00,65,00,2e,00,73,00,79,00,73,00,20,00,30,00,20,00,30,00,00,00,00,00

;Automatic Updates

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\WindowsUpdate\Auto Update]

"AUOptions"=dword:00000001

"AUState"=dword:00000007

;Start Menu Settings

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced]

"Start_ShowNetPlaces"=dword:00000001

"Start_ShowControlPanel"=dword:00000002

"Start_EnableDragDrop"=dword:00000001

"StartMenuFavorites"=dword:00000002

"Start_ShowHelp"=dword:00000001

"Start_ShowMyComputer"=dword:00000001

"Start_ShowMyDocs"=dword:00000001

"Start_ShowMyMusic"=dword:00000000

"Start_ShowMyPics"=dword:00000000

"Start_ShowPrinters"=dword:00000001

"Start_ShowRun"=dword:00000001

"Start_ScrollPrograms"=dword:00000000

"Start_ShowSearch"=dword:00000001

"Start_ShowRecentDocs"=dword:00000002

"Start_AutoCascade"=dword:00000001

"Start_NotifyNewApps"=dword:00000001

"Start_AdminToolsRoot"=dword:00000000

"StartMenuAdminTools"=dword:00000000

8. Appendix C:  Pre-Image Automation
8.1 WINNT.SIF
;SetupMgrTag

; <<Company>> Unattended XP CD setup

; 9:37 AM 9/25/2001

; Joel Yoker/Melodee Alves 

[Data]

    AutoPartition=1

    MsDosInitiated="0"

    UnattendedInstall="Yes"

[Unattended]

    UnattendMode=FullUnattended

    UnattendSwitch=Yes

    OemPreinstall=Yes

    OemSkipEula=Yes

    TargetPath=\WINDOWS

[GuiUnattended]

    AdminPassword=""

    EncryptedAdminPassword=NO

    OEMSkipRegional=1

    TimeZone=35

    OEMSkipWelcome=1

    AutoLogon=Yes

    AutoLogonCount=1

[GuiRunOnce]

"msiexec /i E:\support\tools\suptools.msi /qb-"

[Components]

    freecell=Off

    hearts=Off

    minesweeper=Off

    msnexplr=Off

    pinball=Off

    solitaire=Off

    spider=Off

    zonegames=Off

    media_clips=On

    media_utopia=On

[UserData]

    FullName="<<Company>>"

    OrgName="<<Company>>"

    ComputerName=COMPNAME

    ProductID=BHDF6-B7FXR-C9C98-39KF6-BPM4J 

[Display]

    BitsPerPel=32

    Xresolution=1024

    YResolution=768

[Identification]

    JoinWorkgroup=WORKGROUP

[Networking]

    InstallDefaultComponents=Yes

[TerminalServices]

    AllowConnections=0

[TapiLocation]

    AreaCode=999
8.2 SYSPREP.INF
;SetupMgrTag

[GuiUnattended]

    AdminPassword="change4pto"

    EncryptedAdminPassword=NO

    AutoLogon=Yes

    AutoLogonCount=1

    OEMSkipRegional=1

    OEMDuplicatorstring=PTOXPALPHA1

    OEMSkipWelcome=1

    TimeZone=35

[UserData]

    ProductID=BHDF6-B7FXR-C9C98-39KF6-BPM4J

    FullName="<<Company>>"

    OrgName="<<Company>>"

[Display]

    BitsPerPel=24

    Xresolution=1024

    YResolution=768

[Unattended]

    KeepPageFile=0

    OemSkipEula=Yes

    InstallFilesPath="C:\sysprep\i386"

    TargetPath=\WINDOWS

[SysprepMassStorage]

PCMCIA\*PNP0600="%windir%\inf\mshdc.inf"

PCMCIA\KME-KXLC005-A99E="%windir%\inf\mshdc.inf"

PCMCIA\_-NinjaATA--3768="%windir%\inf\mshdc.inf"

PCMCIA\FUJITSU-IDE-PC_CARD-DDF2="%windir%\inf\mshdc.inf"

PCI\VEN_10B9&DEV_5215="%windir%\inf\mshdc.inf"

PCI\VEN_10B9&DEV_5219="%windir%\inf\mshdc.inf"

PCI\VEN_10B9&DEV_5229="%windir%\inf\mshdc.inf"

PCI\VEN_1097&DEV_0038="%windir%\inf\mshdc.inf"

PCI\VEN_1095&DEV_0640="%windir%\inf\mshdc.inf"

PCI\VEN_1095&DEV_0646="%windir%\inf\mshdc.inf"

PCI\VEN_1095&DEV_0646u2="%windir%\inf\mshdc.inf"

PCI\VEN_1095&DEV_0648="%windir%\inf\mshdc.inf"

PCI\VEN_1095&DEV_0649="%windir%\inf\mshdc.inf"

PCI\VEN_0E11&DEV_AE33="%windir%\inf\mshdc.inf"

PCI\VEN_8086&DEV_1222="%windir%\inf\mshdc.inf"

PCI\VEN_8086&DEV_1230="%windir%\inf\mshdc.inf"

PCI\VEN_8086&DEV_7010="%windir%\inf\mshdc.inf"

PCI\VEN_8086&DEV_7111="%windir%\inf\mshdc.inf"

PCI\VEN_8086&DEV_2411="%windir%\inf\mshdc.inf"

PCI\VEN_8086&DEV_2421="%windir%\inf\mshdc.inf"

PCI\VEN_8086&DEV_244A="%windir%\inf\mshdc.inf"

PCI\VEN_8086&DEV_244B="%windir%\inf\mshdc.inf"

PCI\VEN_8086&DEV_7199="%windir%\inf\mshdc.inf"

PCI\VEN_8086&DEV_7601="%windir%\inf\mshdc.inf"

PCI\VEN_1042&DEV_1000="%windir%\inf\mshdc.inf"

PCI\VEN_1039&DEV_0601="%windir%\inf\mshdc.inf"

PCI\VEN_1039&DEV_5513="%windir%\inf\mshdc.inf"

PCI\VEN_10AD&DEV_0001="%windir%\inf\mshdc.inf"

PCI\VEN_10AD&DEV_0150="%windir%\inf\mshdc.inf"

PCI\VEN_105A&DEV_4D33="%windir%\inf\mshdc.inf"

PCI\VEN_1106&DEV_0571="%windir%\inf\mshdc.inf"

PCMCIA\LOOKMEET-CBIDE2______-6C0A="%windir%\inf\mshdc.inf"

PCI\VEN_1179&DEV_0105="%windir%\inf\mshdc.inf"

PCI\VEN_1055&DEV_9130="%windir%\inf\mshdc.inf"

; Adaptec SCSI

PCI\VEN_9005&DEV_00CF="%windir%\inf\pnpscsi.inf"

;.DeviceDesc =                 "Adaptec AIC-7899 Ultra160 PCI SCSI Card"

PCI\VEN_9005&DEV_008F="%windir%\inf\pnpscsi.inf"

;.DeviceDesc =                 "Adaptec AIC-7892 Ultra160 PCI SCSI Card"

PCI\VEN_9005&DEV_0080="%windir%\inf\pnpscsi.inf"

;.DeviceDesc =                 "Adaptec SCSI Card 29160 - Ultra160 SCSI (Generic)"

PCI\VEN_9005&DEV_0081="%windir%\inf\pnpscsi.inf"

;.DeviceDesc =                 "Adaptec SCSI Card 19160 - Ultra160 SCSI (Generic)"

PCI\VEN_9005&DEV_005F="%windir%\inf\pnpscsi.inf"

;.DeviceDesc =                 "Adaptec AIC-7896/AIC-7897 - Ultra2 SCSI"

PCI\VEN_9005&DEV_001F="%windir%\inf\pnpscsi.inf"

;.DeviceDesc =                 "Adaptec AIC-7890/AIC-7891 - Ultra2 SCSI"

PCI\VEN_9005&DEV_0010="%windir%\inf\pnpscsi.inf"

;.DeviceDesc =                 "Adaptec AHA-2940U2/U2W - Ultra2 SCSI"

PCI\VEN_9004&DEV_8078="%windir%\inf\pnpscsi.inf"

;.DeviceDesc = "Adaptec AIC-7880 PCI Ultra SCSI"

PCI\VEN_9004&DEV_7078="%windir%\inf\pnpscsi.inf"

;.DeviceDesc = "Adaptec AIC-7870 PCI SCSI Controller"

PCI\VEN_9004&DEV_7178="%windir%\inf\pnpscsi.inf"

;.DeviceDesc = "Adaptec AHA-2940/2940W PCI SCSI Controller"

PCI\VEN_9004&DEV_7678="%windir%\inf\pnpscsi.inf"

;.DeviceDesc = "Adaptec AIC-7870 PCI SCSI Controller"

PCI\VEN_9004&DEV_7778="%windir%\inf\pnpscsi.inf"

;.DeviceDesc = "Adaptec AIC-7870 PCI SCSI Controller"

PCI\VEN_9004&DEV_6778="%windir%\inf\pnpscsi.inf"

;.DeviceDesc = "Adaptec AIC-786X PCI SCSI Controller"

PCI\VEN_9004&DEV_6678="%windir%\inf\pnpscsi.inf"

;.DeviceDesc = "Adaptec AIC-786X PCI SCSI Controller"

PCI\VEN_9004&DEV_6578="%windir%\inf\pnpscsi.inf"

;.DeviceDesc = "Adaptec AIC-786X PCI SCSI Controller"

PCI\VEN_9004&DEV_6478="%windir%\inf\pnpscsi.inf"

;.DeviceDesc = "Adaptec AIC-786X PCI SCSI Controller"

PCI\VEN_9004&DEV_6278="%windir%\inf\pnpscsi.inf"

;.DeviceDesc = "Adaptec AIC-786X PCI SCSI Controller"

PCI\VEN_9004&DEV_6078="%windir%\inf\pnpscsi.inf"

;.DeviceDesc = "Adaptec AIC-786X PCI SCSI Controller"

PCI\VEN_9004&DEV_7860="%windir%\inf\pnpscsi.inf"

;.DeviceDesc = "Adaptec AIC-7860 PCI SCSI Controller"

PCI\VEN_9004&DEV_5078="%windir%\inf\pnpscsi.inf"

;.DeviceDesc = "Adaptec AIC-7850 PCI SCSI Controller"

PCI\VEN_9004&DEV_5075="%windir%\inf\pnpscsi.inf"

;.DeviceDesc = "Adaptec AIC-7550 PCI SCSI Controller"

PCI\VEN_9004&DEV_8178="%windir%\inf\pnpscsi.inf"

;.DeviceDesc = "Adaptec AHA-2940U/AHA-2940UW PCI SCSI Controller"

PCI\VEN_9004&DEV_8778="%windir%\inf\pnpscsi.inf"

;.DeviceDesc = "Adaptec AIC-788x / AHA-2940UW Pro PCI SCSI Controller"

[TapiLocation]

    AreaCode=999

[Identification]

    JoinWorkgroup=WORKGROUP

[Networking]

    InstallDefaultComponents=Yes

8.3 CREATEUSER.VBS

' Declarations

Set WshShell = CreateObject("WScript.Shell")

sCompname = "Workstation1"

sUsername = "Test"

sPassword = "Password1!"

sGroupname = "Users"

sPurpose = "OEDIS Access Account for RegNum: "

' Use this to get the computer name if running locally

sCompname = WshShell.ExpandEnvironmentStrings("%COMPUTERNAME%")

' Create a new user on the local machine

set oCont = GetObject("WinNT://" & sCompname & ", computer")

Set oUser = oCont.Create("user", sUsername)

oUser.Description = sPurpose & sUsername

' Set the password due to password complexity requirements

oUser.SetPassword sPassword

' Commit the changes

oUser.SetInfo

' Set account attributes

Set oUser = GetObject("WinNT://" & sCompname & "/" & sUsername & ",user")

oFlag = oUser.Get("UserFlags")

' Set the Password Never Expires (&H10000) and User Cannot Change Password (&H00040) attributes 

sFlag = oFlag Or &H10040

oUser.Put "userFlags", sFlag

oUser.SetInfo

'Add the new user to the local Administrators group

Set oGroup = GetObject("WinNT://" & sCompname & "/" & sGroupname)

oGroup.Add("WinNT://" & sCompname & "/" & sUsername)

' Release memory

Set WshShell = Nothing

Set sCompname = Nothing

set oCont = Nothing

Set oUser = Nothing

Set oGroup = Nothing

9. Appendix D:  Compatibility Checklist
APPLICATION NAME: ___________________________    DATE/TIME IN______
APPLICATION IS BEING INSTALLED FROM:
___________________________

USER/TESTER NAME (S):______________________, __________________, _________________


CSC VERIFIER:_______      WORKSTATION/USER ID NUMBER: _________________

Please confirm that the following tests have been completed, if they are applicable to your application:

	Tested the following functionality:
	N/A
	Passed
	Failed
	Comments

	1. Log on as administrator and install your application
	
	
	
	

	2. Test the installation both as administrator and as power user; then test the application's functionality.
	
	
	
	

	3. Log on as a user and test the features most important to your end users. Test specific scenarios that are needed to accomplish business tasks. 
	
	
	
	

	4. Terminate the installation before it is complete.
	
	
	
	

	5. Try all the installation options used in your environment
	
	
	
	

	6. Log on as several users who are members of the users group.
	
	
	
	

	7. Test combinations of applications, such as standard desktop configurations.
	
	
	
	

	8. Manipulate large graphic files
	
	
	
	

	9. Perform rapid development sequences of edit, compile, edit, compile.
	
	
	
	

	10. Test Printing:  Print documents with embedded files from several source applications.
	
	
	
	

	11. Test Scanning function if applicable
	
	
	
	

	12. Test with applicable hardware, such as scanners and Plug and Play devices.
	
	
	
	

	13. Test concurrent use of a database, including simultaneous access and update of a record.
	
	
	
	

	14. Test searching:  Perform complex queries.
	
	
	
	

	15. Apply Group Policy to the system and capture version number.
	
	
	
	

	16. Try to uninstall the application.
	
	
	
	

	17. Verify that an application can be installed by an administrator and uninstalled by a user. When a user is logged on as a user, the uninstall should be either complete or disallowed.
	
	
	
	


SDM sign-off                                     *    Passed               
Failed              *
* If your application passes, please go to the Software Evaluation website and sign up for your application to be repackaged.  If your application fails, please note the errors and report them to the verifier.

10. Appendix E:  Test Case Summary

This appendix provides a comprehensive checklist of the test cases and Pass/Fail statements for each test case.

T1.1  Perform primary functionality and maintain stability

TC1.1.1  Does the application perform its primary functions and maintain stability during functionality testing?

(
Pass The application performed all its primary functions and did not crash, stop responding, or lose data.

(
Fail The application failed to perform one or more primary functions, or it crashed, stopped responding, or lost data.

TC1.1.2  Does the application remain stable when a mouse with more than three buttons was used?

(
Pass The application did not crash, stop responding, or lose data.

(
Fail The application crashed, stopped responding, or lost data as a result of executing the test for at least one mouse button.

TC1.1.3  Does the application use the user’s temporary folder for temporary files?

TC1.1.3.1  Does the application store its temporary files only in the user’s temporary folder during installation?

(
Pass No temporary folder was created and no temporary files were stored in the wrong places.

(
Fail  One or more new temporary folders were created or one or more temporary files were stored in the wrong places. Record the full paths for the folders and files.

TC1.1.3.2  Does the application store its temporary files only in the user’s temporary folder during functionality testing?

(
Pass No temporary folder was created and no temporary files were stored in the wrong places.

(
Fail One or more new temporary folders were created or one or more temporary files were stored in the wrong places. Record the full paths for the folders and files.

TC1.1.4  Does the application not crash or lose data when presented with long path, file and printer names?

TC1.1.4.1  Does the application maintain stability when a file is saved by drilling down through the “User1 LFNPath1” path in User1’s “My Documents” folder?

(
Pass The application did not crash or lose the test document data.

(
Fail The application crashed or lost the test document data.

TC1.1.4.2  Does the application maintain stability when a file is saved by entering the full “User1 LFNPath2” path?

(
Pass The application did not crash or lose the test document data.

(
Fail The application crashed or lost the test document data.

TC1.1.4.3  Does the application maintain stability when a file is saved using a long file name?

(
Pass The application did not crash or lose the test document data.

(
Fail The application crashed or lost the test document data.

TC1.1.4.4  Does the application maintain stability when a file is opened by drilling down through the “User1 LFNPath1” path in User1’s “My Documents” folder?

(
Pass The application did not crash or lose the test document data.

(
Fail  The application crashed or lost the test document data.

TC1.1.4.5  Does the application maintain stability when a file is opened by entering the full “User1 LFNPath2” path?

(
Pass The application did not crash or lose the test document data.

(
Fail  The application crashed or lost the test document data.

TC1.1.4.6  Does the application maintain stability when a file is opened using a long file name?

(
Pass The application did not crash or lose the test document data.

(
Fail The application crashed or lost the test document data.

TC1.1.4.7  Does the application maintain stability when printing to a printer with a long name?

(
Pass The application did not crash or lose the test document data.

(
Fail The application crashed or lost the test document data.

(
The application does not have a “print hard copy” feature.  This is not a failure, but it is also very unusual. Make sure there is no printing functionality in any part of your application before you check this option.

TC1.1.5  Does the application perform primary functionality and maintain stability on a dual-processor computer?

TC1.1.6  Does the application not crash when devices it uses are not installed?

TC1.1.6.1  Does the application maintain stability when printing if no printer is installed?

(
Pass The application did not crash or lose the test document data.

(
Fail The application crashed or lost the test document data.

(
The application does not have a “print hard copy” feature.  This is not a failure, but it is also very unusual. Make sure there is no printing functionality in any part of your application before you check this option.

TC1.1.6.2  Does the application maintain stability when attempting to use devices that are not installed?

(
Pass The application did not crash.

(
Fail The application crashed upon attempting to use one or more devices that were not installed. Record the names of the devices.

TC1.1.7  Does the application switch the system’s display mode back to the previous color mode, if application automatically changes to 256-color mode when it runs?

(
Pass The system color quality setting was the same after the application closed as it was before the application was started.

(
Fail The system color quality setting was “256 colors” after the application was closed.

T1.2  Any kernel-mode drivers that the application installs must pass verification testing on Windows XP

TC1.2.1  Do all related kernel-mode drivers pass testing as Windows XP loaded them?

(
Pass All kernel-mode drivers passed initial load tests.

(
Fail At least one kernel-mode driver failed initial load tests.

(
The application does not install kernel-mode drivers.  This is not a failure.

TC1.2.2  Do all related kernel-mode drivers pass functionality testing with standard kernel testing enabled?

(
Pass All kernel-mode drivers passed verifications during functionality testing.

(
Fail At least one kernel-mode driver failed verifications during functionality testing.

(
The application does not install kernel-mode drivers. This is not a failure.

TC1.2.3  Do all related kernel-mode drivers pass low-resources simulation testing?

(
Pass  All kernel-mode drivers passed verifications during low-resources testing.

(
Fail  At least one kernel-mode driver failed verifications during low-resources testing.

(
The application does not install kernel mode drivers.  This is not a failure.

T1.3  Any device or filter drivers included with the application must pass Windows HCT testing

TC1.3.1  Are proofs of WHQL testing attached to the submission for all required drivers?

(
Pass All device and filter drivers have been tested by WHQL.

(
Fail At least one device and filter driver has been tested by WHQL

(
The application does not install drivers that require WHQL testing.  This is not a failure.

TC1.3.2  Do no warnings appear about unsigned drivers during testing?

(
Pass No unsigned driver warnings appeared during any testing.

(
Fail At least one unsigned driver warning appeared during any testing. Record the name of the driver.

T1.4  Perform Windows version checking correctly

TC1.4.1  Does the application install correctly under current and future versions of Windows?

(
Pass The application successfully installed on the future version of Windows, or it appropriately blocked the installation without hanging, crashing or losing data.

(
Fail The application displayed an inappropriate version error message, hung, crashed or lost data during the installation.

TC1.4.2  Does the application perform all functionality tests correctly under current and future versions of Windows?

(
Pass The application passed all functionality tests on the future version of Windows, or it appropriately blocked some or all tests without hanging, crashing or losing data.

(
Fail The application displayed an inappropriate version error message, hung, crashed or lost data during functionality testing.

(
The application blocks functionality for future versions as documented.  This is not a failure.

T1.5  Support Fast User Switching

TC1.5.1  Does the application properly support Fast User Switching?

(
Pass The application passed all CVTs as User2; or the application blocked User2 from starting the application; or the application blocked User2 from executing specific functionality.

(
Fail The application failed some functionality testing, or incorrectly blocked User2 from starting the application.

TC1.5.2  Does the application properly support Remote Desktop?

(
Pass The application passes all CVTs as the remote desktop user, or the application blocked the remote desktop user from starting the application; or the application blocked the remote desktop user from executing specific functionality

(
Fail The application failed some functionality testing, or incorrectly blocked the remote desktop user from starting the application

TC1.5.3  If the application installs a replacement GINA, does the GINA propely support Remote Desktop?

(
Pass The replacement GINA adheres to the current Winlogon APIs and functions properly.

(
Fail The replacement GINA does not adhere to the current Winlogon APIs or does not function properly.

T1.6  Support new visual styles

TC1.6  Does the application pass all functionality tests with a Windows XP theme applied?

(
Pass The application did not lose functionality or usability when one of the new visual styles was selected.

(
Fail The application lost some functionality or usability when one of the new visual styles was selected.

T1.7  Support switching between tasks

TC1.7.1  Does the application display normally and not lose data when focus is switched among other applications with Alt+Tab?

(
Pass No data was lost when switching among applications and all applications displayed normally.

(
Fail Data was lost data switching among applications or some display irregularities appeared.

TC1.7.2  Does the application display normally and not lose data when Windows logo key and the taskbar are used to switch among applications?

(
Pass No data was lost when switching among applications and all applications displayed normally.

(
Fail Data was lost data switching among applications or some display irregularities appeared.

TC1.7.3  Does the Windows Security dialog box or the Task Manager display normally and can the application be cancelled or closed without losing data?

(
Pass Everything displayed normally and the application did not lose data when canceling the Windows Security dialog box or closing the Task Manager.

(
Fail Something displayed abnormally, or a dialog could not be closed, or the application could not be restored or lost data when canceling the Windows Security dialog box or closing the Task Manager.

T2.1  Do not attempt to replace files protected by Windows File Protection

TC2.1  Does the installation finish without any Windows File Protection messages appearing?

(
Pass The installation completed and no WFP dialogs appeared.

(
Fail At least one WFP dialog appeared during the installation. Write down the name of each file WFP had to replace. You may need to look in the System and Application logs using the Event Viewer to find the names of the files.

T2.2  Migrate from earlier versions of Windows

TC2.2.1  Does the application successfully migrate from Windows 98 to Windows XP Home Edition?

(
Pass The application migrated successfully.

(
Fail Migration was unsuccessful. Describe what went wrong.

TC2.2.2  Does the application successfully migrate from Windows Me to Windows XP Home Edition?

(
Pass The application migrated successfully.

(
Fail Migration was unsuccessful. Describe what went wrong.

TC2.2.3  Does the application successfully migrate from Windows 98 to Windows XP Professional?

(
Pass The application migrated successfully.

(
Fail Migration was unsuccessful. Describe what went wrong.

TC2.2.4  Does the application successfully migrate from Windows Me to Windows XP Professional?

(
Pass The application migrated successfully.

(
Fail Migration was unsuccessful. Describe what went wrong.

TC2.2.5  Does the application successfully migrate from Windows NT 4.0 Workstation to Windows XP Professional?

(
Pass The application migrated successfully.

(
Fail Migration was unsuccessful. Describe what went wrong.

TC2.2.6  Does the application successfully migrate from Windows 2000 Professional to Windows XP Professional?

(
Pass The application migrated successfully.

(
Fail Migration was unsuccessful. Describe what went wrong.

T2.3  Do not overwrite non-proprietary files with older versions

TC2.3.1  Does the application not overwrite non-proprietary files with older versions?

(
Pass The application did not overwrite any non-proprietary files with older versions.

(
Fail At least one non-proprietary was overwritten with an older version. Record the file name and versions for each file.

TC2.3.2  Do all application executable files have file version, product name and company name information?

(
Pass All executable files the application installs have version number, product name and company name information.

(
Fail At least one executable file the application installs is missing version number, product name, or company name information. Record the names of the files that are missing information.

T2.4  Do not require a reboot inappropriately

TC2.4.1  Does the installation finish without requiring a reboot?

(
Pass During installation, the application did not require or suggest a reboot, or it prompted for a reboot and one or more reasons detailed in the Specification requirement 2.4 are documented.

(
Fail During installation, the application prompted for a reboot and no reasons are documented; or the reasons documented are not allowed by the Specification; or the application rebooted without giving the user the option to postpone the reboot (even if the documented reasons are allowed by the Specification).

TC2.4.2  Can all Test Framework testing be completed without application requiring a reboot?

(
Pass During functionality testing, the application did not require or suggest a reboot, or it prompted for a reboot and one or more reasons detailed in the Specification requirement 2.4 are documented.

(
Fail During functionality testing, the application prompted for a reboot and no reasons are documented; or the reasons documented are not allowed by the Specification; or the application rebooted without giving the user the option to postpone the reboot (even if the documented reasons are allowed by the Specification).

T2.5  Install to Program Files by default

TC2.5  Does the application offer a default installation folder under “E:\Program Files?”

(
Pass Both “E:” and “Program Files” appeared in the default installation path.

(
Fail “E:” and/or “Program Files” was missing from the default installation path. Write down the actual default path the application used or offered you.

T2.6  Install any shared files that are not side-by-side to the correct locations

TC2.6  Does the application install shared files only to correct locations?

(
Pass Either all shared files are installed in the correct locations, or there are no shared files.

(
Fail At least one shared file was not stored in the correct location. Record the full path and name of each incorrectly installed file.

T2.7  Support Add or Remove Programs properly

TC2.7.1  Does installation add all necessary entries to the registry?

(
Pass The application added all the required information to the registry.

(
Fail Some required information is missing or appears to be incorrect.

TC2.7.2  Does uninstalling application as Owner remove and leave all the correct files and registry settings?

(
Pass The application removed and left all the correct files and registry settings.

(
Fail The application did not remove everything it should have (and there are no exemptions for the data), or the application removed user-created data without prompting the user for permission, or the application left user settings and preferences data without providing an option to completely remove them.

TC2.7.3  Does uninstalling application as User1 either degrade gracefully or both remove and leave all the correct files and registry settings?

(
Pass Either the application degraded gracefully (and did not allow User1 to uninstall it), or it both removed and left all the correct files and registry settings.

(
Fail The application failed to completely uninstall because User1 is a Limited User and the application did not degrade gracefully, or it did not remove everything it should have, or the application removed user-created data without prompting the user for permission, or the application left user settings and preferences data without providing an option to completely remove them.

TC2.7.4  Can the application be reinstalled after uninstalling it?

(
Pass The application can be installed without problems.

(
Fail The application could not be fully reinstalled, or Owner’s preferences and settings were not fully retained.

T2.8  Support “All Users” installations

TC2.8.1  Does the application default to an “all users” installation or provide an “all users” installation as an option when installed by Owner?

(
Pass The application successfully installed using one of the accepted “all users” installation options.

(
Fail The application either could not be installed for all users, or it did not offer “all users” as the default option.

TC2.8.2  Does the application default to an “all users” installation or provide an “all users” installation as an option when installed by User1?

(
Pass Either User1 installed the application successfully for “all users” or the installer degraded gracefully and did not install any files on the system.

(
Fail Either User1 was able to install the application for User1 only, or the installation failed and did not degrade gracefully and/or installed some files on the system.

T2.9  Support Autorun for CDs and DVDs

TC2.9.1  Does the application’s installer start by way of Autorun?

(
Pass The application’s installation started using Autorun.

(
Fail The application’s installation did not start automatically.

( 
The application is not installed from CD/DVD.

TC2.9.2  Does the application’s installer correctly detect that application is already installed and avoid restarting the installation?

(
Pass The application’s installer did not try to reinstall the application

(
Fail The application’s installer restarted the installation process as if the application was not already installed.

(
The application is not installed from CD/DVD. 

T3.1  Default to the correct location for storing user-created data

TC3.1.1  Does the application offer a correct location for opening User1’s user-created data?

(
Pass The application uses a correct default location.

(
Fail The application used an incorrect default location. Record the full path the application used.

TC3.1.2  Does the application offer a correct location for saving User1’s user-created data?

(
Pass The application uses a correct default location.

(
Fail The application used an incorrect default location. Record the full path the application used.

TC3.1.3  Does the application offer a correct location for opening User2’s user-created data?

(
Pass The application uses a correct default location.

(
Fail The application used an incorrect default location. Record the full path the application used.

TC3.1.4  Does the application offer a correct location for saving User2’s user-created data?

(
Pass The application uses a correct default location.

(
Fail The application used an incorrect default location. Record the full path the application used.

T3.2  Classify and store application data correctly

TC3.2.1  Does the application store less than 128K of application data in the registry for User1?

(
Pass The application saved less than 128K of application data in the registry.

(
Fail The application saved more than 128K of application data in the registry.

TC3.2.2  Does the application store configuration data for User1 only in acceptable folders?

(
Pass The application stored configuration data for User1 in acceptable folders (or stored no configuration data in folders).

(
Fail The application stored User1 configuration data in unacceptable locations. List the locations and file names.

T3.3  Deal gracefully with access-denied scenarios

TC3.3.1  Does the application prevent User1 from saving to the Windows system folder, E:\Windows?

(
Pass The application prevented User1 from saving the file with a meaningful message and did not hang, crash or lose the test document.

(
Fail The application allowed User1 to save the file, or it prevented the save but did not display meaningful message, or it hung, crashed or lost the test document.

TC3.3.2  Does the application prevent User1 from modifying documents owned by User2?

(
Pass The application prevented User1 from saving the file with a meaningful message and did not hang, crash or lose the test document.

(
Fail The application allowed User1 to save the file, or it prevented the save but did not display meaningful message, or it hung, crashed or lost the test document.

TC3.3.3  Does the application prevent User1 from modifying system-wide settings?

(
Pass The application prevented User1 from making system-wide changes.

(
Fail The application allowed User1 to system settings changes that User1 was blocked from making from outside the application.

(
Does not apply. The application has no functionality that allows users to make system settings changes.

TC3.3.4  Does the application’s installer either allow User1 to install application or degrade gracefully if the installation fails?

(
Pass Either User1 was able to install the application, or the application gave User1 an appropriate dialog and degraded gracefully.

(
Fail The application either failed to install so CVTs failed, or the application did not degrade gracefully.

T3.4  Support running as a Limited User

TC3.4  Does the application support running as User1, a Limited User?

(
Pass All primary function tests succeeded with User1 running the application.

(
Fail One or more primary functions failed with User1 running the application, and the failure was caused by insufficient privileges.

11. Appendix F:  Application Testing Glossary 
Baseline – A snapshot of registry settings and files installed/saved on local hard drives. The Analyzer compares two baselines to produce a comparison report that shows any changes in the registry and files on the system. 

Common dialog box – The dialog supplied by an application that allows users to browse for files to open and save, invoked by choosing Open, Save, or Save As on the File menu in many Windows applications. 

Consistency verification tests (CVTs) – A set of tests that consistently exercises all primary functionality of a test application. CVTs are used to verify that the application performs as expected after changing environment parameters.

Crash, crashes – For this Test Framework, when the application crashes, it stops responding and may lose data. A failure that does not cause loss of data, displays a message that allows a user to understand what went wrong and tells the user how to avoid the problem in the future, and allows the user to continue running the application or close it, is not considered a “crash.”

Fail, failure – Outcome of a test that indicates the test application does not comply with one or more requirements for the “Designed for Windows XP” Logo.

Framework – “Designed for Microsoft Windows XP” Application Test Framework, this document.

Hardware Compatibility List –The list of all computers and peripherals that have passed Microsoft compatibility testing on Windows XP. The most current HCL is available at http://www.microsoft.com/hcl/default.asp.

LFN – See “long file name” and “long path name.”

Long file name – A file name used to test applications for compliance with the Windows XP file system naming convention. Windows XP allows file names that are up to MAX_FILE characters long, may contain most printable characters, and may contain multiple spaces and periods (dots). 

Long path name – A path name used to test applications for compliance with the Windows XP file system naming convention. Windows XP allows paths that are up to MAX_PATH characters long, may contain most printable characters, and may contain multiple spaces and periods (dots). 

MAX_FILE – A manifest constant defined in the windows.h include file. The current value assigned to MAX_FILE is 255.

MAX_PATH – A manifest constant defined in the windows.h include file. The current value assigned to MAX_PATH is 260.

Migration – In this Test Framework, the actions taken by an application to prepare it to run on Windows XP when user upgrades the system from a down-level version of Windows. 

Pass – Outcome of a test that indicates the test application complies with one or more requirements for the “Designed for Windows XP” Logo.

Run tests, running tests – In this Test Framework, performing the steps described in a test case.

Side-by-side sharing – File/function sharing in Windows XP, Windows 2000, Windows Me and Windows 98 Second Edition that enables multiple versions of the same DLL to run at the same time. 

Stability – The ability of an application to continue to function, over time and over its full range of use, without failing or causing failure in other applications or the operating environment. See the Windows Applications Exploratory Test Procedure for a detailed explanation.

Specification – “Designed for Microsoft Windows XP” Application Specification,” upon which this Test Framework is based.

Test – See “test case.”

Test application – All components of an application being tested for the “Designed for Windows XP” Logo. 

Test case – Description of the steps a test engineer must take to verify that the application passes or fails a Specification requirement. Some requirements have several parts and this Framework specifies a test case for each part. The test engineer organizes all of the test cases into one or more test passes as part of a test plan unique to each application.

Test engineer – The person or team who creates the test plan for a test application (based on this Test Framework), assembles the test environment hardware and software, executes the tests in the test plan, and reports results of the tests.

base test environment – The initial environment, described in the “Windows XP Testing Environment” section of this Test Framework, with Windows XP installed and additional special settings that support Framework test cases. 

Test Framework – “Designed for Microsoft Windows XP” Application Test Framework, this document.

Test pass – A set of test cases organized for efficient testing, based on the unique test plan for each application. Most test plans requires several test passes.  

Test plan – The set of all tests created, based on the test descriptions in this Test Framework, that determine if a test application complies with all requirements of the “Designed for Microsoft Windows XP” Application Specification. The test plan specifies the test case sequence, and may use several test passes to execute all necessary test cases. 

Tester – See “test engineer.”
12. Appendix G: Step-by-Step Application Compatibility Testing Process
12.1 Scope 

The following describes the scope of application compatibility testing required for migration to Windows XP:

1. A test of all AIS for compatibility with Windows XP must be complete prior to deployment of the baseline it resides upon.  Currently, there are over 100 AIS applications at <<Company>>.
2. The Software Development Manager (SDM), the developer and an experienced user of each application must perform actual testing of the application.  Members of the Testing and Software Evaluation (TESW) group will assist with any issues that arise during testing.

3. Compatibility testing will take place at:
2231 Crystal Drive, 

Crystal Park 3, Suite 451

Arlington, Virginia 22202
4. If application incompatibilities exist with Windows XP, identify and resolve those application incompatibilities with various Application Compatibility tools. (i.e., Dependency Walker, ApiMon, etc.)

5. In an attempt to standardize the built process of applications, all <<Company>> custom-in-house applications will be repacked using the WISE installer.  Each application will be task to a member of the TESW group for help with the repacking.  
6. All results will be reported and maintained by a test tracking system.
12.1.1 Schedule 
The following illustrates the scheduling steps required to complete the testing of all <<Company>> AIS prior to the scheduled deployment of Windows XP:

1. Tests will run from November 13, 2001 until February 28, 2002 on Monday-Friday.  
2. Scheduled test times are 10:00-12:00 PM, 12:00-2:00 PM and 2:00-4:00 PM providing approximately two (2) hours of test time for each applications.  Note:  Some applications will exceed this time based upon complexity and issues discovered.
3. Three applications per day will be scheduled, four days a week for a total of 12 applications being tested per week for 10 weeks. Holidays should be factored into the scheduling process.  (i.e. - Christmas, Thanksgiving, Martin Luther King, etc.)

12.2 Pre-test Criteria

The following conditions must exist prior to the arrival of the group testing application:

12.2.1 Testing Center

1. Microsoft Windows XP will be installed on two computers per each application that will be tested.  This will reduce wasted time if a test fails and needs to be restarted. 
2. Upon restoration of the test image:

a. Assign a workstation ID during sysprep

b. Set the password

c. Join machine to domain

d. Add Printer drivers

e. Verify that user can log on to the computer as Administrator and User

3. The development team will check a posted schedule on the SharePoint team services site for changes in the schedule.
4. The project manager will send out an email confirmation of testing date and time, three days before scheduled test.  Notification of acceptance must be returned.  The standard email will read:
When: Wednesday, November 14, 2001 10:00 AM-12:00 PM (GMT-05:00) Eastern Time (US & Canada). 

Where: CPK 3, Ste 451

*~*~*~*~*~*~*~*~*~*

This is a reminder that you are scheduled to test GCCTS with Windows XP. 

Please be aware that you will need to bring the following with you:

*The application on a CD-ROM or other media (applications will not be downloaded from the p: drive etc.).

*Any dependencies that your software requires (WordPerfect in your case).  If you don't have a copy of the software dependency, you can check it out from the CM library.

*Please bring all necessary personnel with you i.e. developer, seasoned user with access to full functionality of your application.

The baseline your software will be tested on includes Microsoft Windows XP RTM, Office 2000 CD 1, Netscape 4.78, SUN JVM 1.3.1-1a, WinZip 8, Acrobat 5 Reader.

5. The development team will make sure all forms have been filled out
6. The project manager will  assign a tester to the application and  provide them with all the required application information
12.2.2 Software Development Manager (SDM)

1. Pre-testing form with a list of all the application dependencies at least 7 days prior to testing.  Make sure access is provided to the most recent versions.  SDM should, if possible, come with a copy of all their software’s’ dependencies.

2. Must be scheduled for testing on the SharePoint Team Services Site http://ws03930

3. Contact the developer and identify an experienced user for the application.  That user along with the developer will perform the tests.

4. Prepare an additional copy of the software 

5. Plan for at least two hours of testing and arrive on time
12.3 Entrance Criteria

The Entrance Criteria specified by the system test controller, should be fulfilled before system testing can commence. In the event any criterion has not been achieved, the system test may commence if Test Controller agrees that the risk is manageable. 
· All developed code must be unit tested. 

· All human resources must be assigned and in place. 

· All test hardware and environments must be in place, and free for testing use

· System Test plans must be signed off by Tester and Test Controller.
These conditions must exist upon arrival and during testing:

12.3.1 Testing Center

1. Development team will greet the SDM.  In addition, they will make sure that the SDM arrives with a User and a developer and 2 copies of their application software.

2. A tester will be assigned to the application and  provide them with all the required  application information

3. The person verifying the process should watch the installation of the application. Each test verifier should witness the entire installation of the application. 
4. Once the application is loaded by the administrator, the tester verifier should verify that the files are being installed in the correct directories (i.e. - C:\windows, C:\Documents and Settings, C:\Program files)
5. The test verifier will ensure that the Application has been tested on all the items that are applicable on the checklist.  (See Checklist in Appendix D)
6. Apply any fixes, side-by-side DLL redirection, application compatibility tools or Program Compatibility Wizard and run tools when necessary.

7. Record all changes and/or errors
12.3.2 Software Development Manager (SDM)

1. Load the software.  Use an Administrator Account to Install the Program Note:  Software will not be loaded from WinInstall

2. Make sure that application is installed in the c:\\windows  directory

3. Test as user

4. Make sure that the Application has been tested on all the items that are applicable on the checklist.  See Appendix D for checklist.  It important to run as many tests as you can. Test everything you can think of.

5. Apply Group Policy emulator and Test all areas, including printing, scanning, group policy searching as common user and then as restricted user.
6. Be prepared to leave software, including software from CM library.
12.4  Exit Criteria

The exit criteria detailed below must be achieved before the software can be recommended for promotion to a “passed” acceptance status for Windows XP deployment.  The only applications certified for <<Company>>’s Windows XP deployment are those that have been tested in the testing center and signed off by the <<Company>> TESW.  Some of the requirements are as follows:

1. The Acceptance Tests must be completed, with a pass rate of not less than 85%

2. All High Priority errors from Testing must be fixed and tested

3. If any medium or low-priority errors are outstanding the implementation risk must be signed off as acceptable by Test Controller, Software Development Manager and Project manager.

4. Project Integration Test must be signed off by Test Controller and tester

5. Software Development Manager must sign up for application repackaging.  Sign-up and scheduling for repackaging will done at the <<Company>> Software Evaluation Website with the help of the development team’s test planner.

6. System Test plans must be signed off by the user/developer, tester verifier and test controller.  A formal sign-off sheet must be completed prior to exiting the testing process

7. All test results are posted on the <<Company>> L: Drive in the appropriate folder (Windows XP Efforts Nov 01 - Mar 02\App Compat Testing\<name of application>)
13. Appendix H:  Altiris PC Transplant Pro 3.6

13.1 Product Overview

The PC Transplant helps identify and capture files, directories, desktop, network, and application settings, and builds them into a compressed, self-extracting "Personality Package". The Migration Wizard helps with OS migrations by cloning the OS and migrating each PC's unique name, IP address (or DHCP settings), and automatically creating a user account with network and sharing rights, printer drivers, and personality.

13.2 Evaluation Insight

· Installation of a client service/software was not necessary to run PC Transplant Pro on the source and destination workstations

· GUI wizards to guide the technician through the migration

· Error and Undo logs are created for each migration for technician to peruse

· User state is packaged into an executable (*.EXE)

· Application templates can be created using the A2i builder wizard which will monitor the registry and hard drive files for modifications while you are customizing an application.  Templates created are A2i files.

· Not necessary to be logged on as the user while migrating the user state

· Able to migrate more than one user state at a time on the source machine

· Able to run within a script

· Reports any errors that might be encountered after a migration

· Able to run a simulation to validate the migration

13.3 Test Process/Results

· Started migration at 5:16 pm and finished at 5:27 pm

· Started migration to XP at 5:33 pm and finished at 5:58 pm

· Workstation should be added to the domain prior to migration into XP

· Able to direct user state to any profile on XP (created <<Company>>\jbui profile)

· All local and network printers were migrated (drivers for local printers were present)

13.4 Detailed Screenshots and Dialogs
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						Domain controller: Refuse machine account password changes				Not defined

						Domain member: Digitally encrypt or sign secure channel data (always)				Enabled

						Domain member: Digitally encrypt secure channel data (when possible)				Enabled

						Domain member: Digitally sign secure channel data (when possible)				Disabled

						Domain member: Disable machine account password changes				30 Days

						Domain member: Maximum machine account password age				Disabled

						Domain member: Require strong (Windows 2000 or later) session				Disabled

						Interactive logon: Do not display last user name				Disabled

						Interactive logon: Do not require CTRL+ALT+DEL				Not defined

						Interactive logon: Message text for users attempting to logon				Not defined

						Interactive logon: Message title for users attempting to logon				Not defined

						Interactive logon: Number of previous logons to cache (in case domain controller is not available)				10 logons

						Interactive logon: Prompt user to change password before expiration (days)				14 days

						Interactive logon: Require Domain Controller authentication to unlock workstation				Disabled

						Interactive logon: Smart Card removal behavior				No Action

						Microsoft network client: Digitally sign communications (always)				Disabled

						Microsoft network client: Digitally sign communications (if server agrees)				Enabled

						Microsoft network client: Send unencrypted password to third-party SMB servers				Disabled

						Microsoft network server: Amount of idle time required before suspending session				15 minutes

						Microsoft network server: Digitally sign communications (always)				Disabled

						Microsoft network server: Digitally sign communications (if client agrees)				Disabled

						Microsoft network server: Disconnect clients when logon hours expire				Enabled

						Network access: Allow anonymous SID/Name translation				Disabled

						Network access: Do not allow anonymous enumeration of SAM accounts				Enabled

						Network access: Do not allow anonymous enumeration of SAM accounts and shares				Enabled

						Network access: Do not allow storage of credentials or .NET Passports for network authentication				Disabled

						Network access: Let Everyone permissions apply to anonymous users				Disabled

						Network access: Named Pipes that can be accessed anonymously				COMNAP, COMNODE, SQL\QUERY, SPOOLSS, LLSRPC, EPMAPPER, LOCATOR

						Network access: Remotely accessible registry paths				System\CurrentControlSet\Control\ProductOptions
System\CurrentControlSet\Control\Print\Printers
System\CurrentControlSet\Control\Server Applications
System\CurrentControlSet\Services\Eventlog
Software\Microsoft\OLAP Server
Software\Microsoft\Windows NT\CurrentVersion
System\CurrentControlSet\Control\ContentIndex
System\CurrentControlSet\Control\Terminal Server
System\CurrentControlSet\Control\Terminal Server\UserConfig
System\CurrentControlSet\Control\Terminal Server\DefaultUserConfiguration

						Network access: Shares that can be accessed anonymously				COMCFG, DFS$

						Network access: Sharing and security model for local accounts				Guest only - local users authenticate as Guest

						Network access: Do not store LAN Manager hash value on next password change				Disabled

						Network access: Force logoff when logon hours expire				Disabled

						Network access: LAN Manager authentication level				Send LM & NTLM - user NTLMv2 session security if negotiated

						Network access: LDAP client signing requirements				Negotiate signing

						Network access: Minimum session security for NTLM SSP based (including secure RPC) clients				No minimum

						Network access: Minimum session security for NTLM SSP based (including secure RPC) servers				No minimum

						Recovery console: Allow automatic administrative logon				Disabled

						Recovery console: Allow floppy copy and access to all drives and folders				Disabled

						Shutdown: Allow system to be shut down without having to log on				Enabled

						Shutdown: Clear virtual memory pagefile				Enabled

						System cryptography: Use FIPS compliant algorithms for encryption, hashing and signing				Enabled

						System objects: Default owner for objects created by members of the Administrator group				Object Creator

						System objects: Require case insensitivity for non-Windows subsystems				Enabled

						System objects: Strengthen default permissions of internal system objects (e.g. Symbolic Links)				Enabled

				Windows Settings - Security Settings\Event Log

						Maximum application log size				10024 kb

						Maximum security log size				10024 kb

						Maximum system log size				10024kb

						Prevent local guests group from accessing application log				Enabled

						Prevent local guests group from accessing security log				Enabled

						Prevent local guests group from accessing system log				Enabled

						Retain application log				Not Defined

						Retain security log				Not Defined

						Retain system log				Not Defined

						Retention method for application log				Overwrite as needed

						Retention method for security log				Overwrite as needed

						Retention method for system log				Overwrite as needed

				Windows Settings - Security Settings\Restricted Groups

				(Add groups that should be restricted from modification other than through GP)

				Windows Settings - Security Settings\System Services

				Windows Settings - Security Settings\Registry

				Windows Settings - Security Settings\File System

				Windows Settings - Security Settings\Public Key Policies\Encrypting File System

				Windows Settings - Security Settings\Public Key Policies\Automatic Certificate Request Settings

				Windows Settings - Security Settings\Public Key Policies\Trusted Root Certification Authorities

				Windows Settings - Security Settings\Public Key Policies\Enterprise Trust

				Windows Settings - Security Settings\Software Restriction Policies

				Windows Settings - Security Settings\IP Security Policies

						Client (Respond Only)

						Secure Server (Require Security)

						Server (Request Security)

				Administrative Templates

				Administrative Templates - Windows Components\NetMeeting

						Disable remote Desktop Sharing				Not Configured

				Administrative Templates - Windows Components\Internet Explorer

						Security Zones: Use only Machine Settings				Not Configured

						Security Zones: Do not allow users to change policies				Enabled

						Security Zones: Do not allow users to add/delete sites				Not Configured

						Make proxy settings per-machine (rather than per-user)				Not Configured

						Disable Automatic Install of Internet Explorer components				Enabled

						Disable Periodic Check for Internet Explorer software updates				Enabled

						Disable software update shell notifications on program launch				Enabled

						Disable showing the splash screen				Enabled

				Administrative Templates - Windows Components\Task Scheduler

						Hide Property Pages				Not Configured

						Prevent Task Run or End				Not Configured

						Prohibit Drag-and-Drop				Enabled

						Prohibit New Task Creation				Enabled

						Prohibit Task Deletion				Enabled

						Remove Advanced Menu				Enabled

						Prohibit Browse				Enabled

				Administrative Templates - Windows Components\Terminal Services

						Keep-Alive Messages				Disabled

						Limit users to one remote session				Not Configured

						Enforce Removal of Remote Desktop Wallpaper				Not Configured

						Limit number of connections				Not Configured

						Limit maximum color depth				Not Configured

						Do not allow new client connections				Disabled

						Do not allow local administrators to customize permissions				Enabled

						Remove Windows Security item from the Start menu				Not Configured

						Remove Disconnect item from Shut Down dialog				Disabled

						Set path for TS Roaming Profiles				Not Configured

						TS User Home Directory				Not Configured

						Remote control settings				Enabled

						Start a program on connection				Disabled

				Administrative Templates - Windows Components\Terminal Services\Client/Server data redirection

						Do not allow clipboard redirection				Disabled

						Do not allow smart card device redirection				Disabled

						Allow audio redirection				Enabled

						Do not allow COM port redirection				Not Configured

						Do not allow client printer redirection				Not Configured

						Do not allow LPT port redirection				Enabled

						Do not allow drive redirection				Disabled

						Do not set default client printer to be default printer in a session				Enabled

				Administrative Templates - Windows Components\Terminal Services\Encryption and Security

						Always prompt client for password upon connection		XP		Enabled

						Set client connection encryption level		XP		Enabled, High Level

				Administrative Templates - Windows Components\Terminal Services\Licensing

						Prevent License Upgrade		XP		Not Configured

				Administrative Templates - Windows ComponentsTerminal Services\Temporary Folders

						Do not use temp folders per session		XP		Enabled

						Do not delete temp folder upon exit		XP		Enabled

				Administrative Templates - Windows Components\Terminal Services\Session Directory

						Session Directory Active		XP		Not Configured

						Session Directory Server		XP		Not Configured

						Session Directory Cluster Name		XP		Not Configured

				Administrative Templates - Windows Components\Terminal Services\Sessions

						Set time limit for disconnected sessions		XP		Enable

						Set time limit for active sessions		XP		Disabled

						Set time limit for idle sessions		XP		Disabled

						Allow reconnection from original client only		XP		Disabled

						Terminate session when time limits are exceeded		XP		Not Configured

				Administrative Templates - Windows Components\Windows Installer

						Disable Windows Installer		2000		Not Configured

						Always install with elevated privileges		2000		Enabled

						Prohibit rollback		2000		Disabled

						Remove browse dialog box for new source		2000		Enabled

						Prohibit patching		2000		Enabled

						Disable IE security prompt for Windows Installer scripts		2000		Disabled

						Enable user control over installs		2000		Disabled

						Enable user to browse for source while elevated		2000		Disabled

						Enable user to use media source while elevated		2000		Disabled

						Enable user to patch elevated products		2000		Disabled

						Allow admin to install from Terminal Services session		2000		Enabled

						Cache transforms in secure location on workstation		2000		Enabled

						Logging		2000		Not Configured

						Prohibit User Installs		2000 w/ Installer 1.5		Enabled

						Turn off creation of System Restore Checkpoints		XP		Disabled

				Administrative Templates - Windows Messenger

						Do not allow Windows Messenger to be run		XP		Enabled

						Do not automatically start Windows Messenger initially		XP		Enabled

				Administrative Templates - System														Setting Value		Notes

						Display Shutdown Event Tracker		XP		Not Configured

						Specify Windows Installation file location		XP		Enable

						Specify Windows Service Pack installation file location		2000		Enabled

						Remove Boot / Shutdown / Logon / Logoff status messages		2000		Not Configured

						Verbose vs normal status messages		XP		Disabled

						Restrict these programs from being launched from Help		2000		Not Configured

						Turn off Autoplay		2000		Disabled

						Do not automatically encrypt files moved to encrypted folders		2000		Disabled

						Download missing COM components		XP		Not Configured

				Administrative Templates - System\User Profiles

						Delete cached copies of roaming profiles		2000		Disabled

						Do not detect slow network connections		2000		Disabled

						Slow network connection timeout for user profiles		2000		Not Configured

						Wait for remote user profile		2000		Disabled

						Prompt user when slow link is detected		2000		Enabled

						Timeout for dialog boxes		2000		Not Configured

						Log users off when roaming profile fails		2000		Disabled

						Maximum retries to unload and update user profile		2000		Not Configured

						Add the Administrator security group to roaming user profiles		2000 SP2		Enabled

						Prevent Roaming Profile Changes from propagating to the server		XP		Disabled

						Only allow local user profiles		XP		Not Configured

				Administrative Templates - System\Scripts

						Run logon scripts synchronously		2000		Not Configured

						Run startup scripts asynchronously		2000		Not Configured

						Run startup scripts visible		2000		Disabled

						Run shutdown scripts visible		2000		Disabled

						Maximum wait time for Group Policy scripts		2000		Not Configured

				Administrative Templates - System\Logon

						Always use classic logon		XP		Enabled

						Don't display the Getting Started welcome screen at logon		2000		Enabled

						Run these programs at user logon		2000		Not Configured

						Do not process the run once list		2000		Not Configured

						Do not process the legacy run list		2000		Not Configured

						Always wait for the network at computer startup and logon		XP		Not Configured

				Administrative Templates - System\Disk Quotas

						Enable disk quotas		2000		Not Configured

						Enforce disk quota limit		2000		Not Configured

						Default quota limit and warning level		2000		Not Configured

						Log event when quota limit exceeded		2000		Not Configured

						Log event when quota warning level exceeded		2000		Not Configured

						Apply policy to removable media		2000		Not Configured

				Administrative Templates - System\Net Logon

						Expected dial-up delay on logon		XP		Enabled

						Site Name		XP		Not Configured

						Negative DC Discovery Cache Setting		XP		Not Configured

						Initial DC Discovery Retry Setting for Background Callers		XP		Not Configured

						Maximum DC Discovery Retry Interval Setting for Background Callers		XP		Not Configured

						Final DC Discovery Retry Setting for Background Callers		XP		Not Configured

						Positive Periodic DC Cache Refresh for Background Callers		XP		Not Configured

						Positive Periodic DC Cache Refresh for Non-Background Callers		XP		Not Configured

						Scavenge Interval		XP		Not Configured

						Contact PDC on logon failure		XP		Not Configured

				Administrative Templates - System\Net Logon\DC Locator for DNS Records

						Dynamic Registration of the DC Locator DNS Records		XP		Not Configured

						DC Locator DNS records not registered by the DCs		XP		Not Configured

						Refresh Interval of the DC Locator DNS Records		XP		Not Configured

						Weight Set in the DC Locator DNS SRV Records		XP		Not Configured

						Priority Set in the DC Locator DNS SRV Records		XP		Not Configured

						TTL Set in the DC Locator DNS Records		XP		Not Configured

						Automated Site Coverage by the DC Locator DNS SRV Records		XP		Not Configured

						Sites Covered by the DC Locator DNS SRV Records		XP		Not Configured

						Sites Covered by the GC Locator DNS SRV Records		XP		Not Configured

						Sites Covered by the Application Directory Partition Locator DNS SRV Records		XP		Not Configured

						Location of the DCs hosting a domain with single label DNS name		XP		Not Configured

				Administrative Templates - System\Group Policy

						Turn off background refresh of group policy		2000		Disabled

						Group Policy refresh interval for computers		2000		Enabled

						Group Policy refresh interval for domain controllers		2000		Enabled

						User Group Policy loopback processing mode		2000		Not Configured

						Group Policy slow link detection		2000		Not Configured

						Turn off Resultant Set of Policy Logging		XP		Disabled

						Remove users ability to invoke machine policy refresh		XP		Disabled

						Disallow Interactive Users from generating Resultant Set of Policy data		XP		Enabled

						Registry policy processing		2000		Enabled

						Internet Explorer Maintenance policy processing		2000		Enabled

						Software Installation policy processing		2000		Enabled

						Folder Redirection policy processing		2000		Enabled

						Scripts policy processing		2000		Enabled

						Security policy processing		2000		Enabled

						IP Security policy processing		2000		Not Configured

						EFS recovery policy processing		2000		Not Configured

						Disk Quota policy processing		2000		Not Configured

				Administrative Templates - System\Remote Assistance

				1		Solicited Remote Assistance		XP		Enabled

						Offer Remote Assistance		XP		Enabled

				Administrative Templates - System\System Restore

						Turn off System Restore		XP		Disabled

						Turn off Configuration		XP		Disabled

				Administrative Templates - System\Error Notification

						Display Error Notification		XP		Enabled

						Report Errors		XP		Enabled

				Administrative Templates - System\Error Notification\Advanced Error Reporting Settings

						Default application reporting settings		XP		Enabled

						List of applications to always report error for		XP		Not Configured

						List of applications to never report for		XP		Not Configured

						Report operating system errors		XP		Enabled

						Report unplanned shutdown events		XP		Enabled

				Administrative Templates - System\Windows File Protection

						Set Windows File Protection Scanning		XP		Not Configured

						Hide the file scan progress window		XP		Enabled

						Limit Windows File Protection cache size		XP		Not Configured

						Specify Windows File Protection cache location		XP		Not Configured

				Administrative Templates - System\Remote Procedure Call

						RPC Troubleshooting State Information		XP		Not Configured

						Propagation of extended error information		XP		Not Configured

				Administrative Templates - System\Windows Time Service

						Global Configuration Settings		XP		Not Configured

				Administrative Templates - System\Windows Time Service\Time Providers

						Enable Windows NTP Client		XP		Not Configured

						Configure Windows NTP Client		XP		Not Configured

						Enable Windows NTP Server		XP		Not Configured

				Administrative Templates - Network

						Background Intelligent Transfer Service (BITS) inactive job timeout		XP		Not Configured

						Set how often a DFS Client discovers DC's		XP		Not Configured

				Administrative Templates - Network\DNS Client

						Primary DNS Suffix		2000		Not Configured

						Dynamic Update		XP		Not Configured

						DNS Suffix Search List		XP		Not Configured

						Primary DNS Suffix Devolution		XP		Not Configured

						Register PTR Records		XP		Not Configured

						Registration Refresh Interval		XP		Not Configured

						Replace Addresses In Conflicts		XP		Not Configured

						DNS Servers		XP		Not Configured

						Connection-Specific DNS Suffix		XP		Not Configured

						Register DNS Records with Connection-specific DNS suffix		XP		Not Configured

						TTL Set in the A and PTR records		XP		Not Configured

						Update Security Level		XP		Not Configured

						Update Top Level Domain Zones		XP		Not Configured

				Administrative Templates - Network\Offline Files

						Allow or Disallow use of the Offline Files feature		2000		Disabled

						Prohibit user configuration of Offline Files		2000		Enabled

						Synchronize all offline files before logging on		2000		Not Configured

						Synchronize all offline files before logging off		2000		Not Configured

						Synchronize offline files before suspend		2000		Not Configured

						Default cache size		2000		Not Configured

						Action on server disconnect		2000		Not Configured

						Non-default server disconnect actions		2000		Not Configured

						Remove "Make Available Offline"		2000		Enabled

						Prevent use of Offline Files folder		2000		Not Configured

						Files not cached		2000		Not Configured

						Administratively assigned offline files		2000		Not Configured

						Turn off reminder balloons		2000		Not Configured

						Reminder balloon frequency		2000		Not Configured

						Initial reminder balloon lifetime		2000		Not Configured

						Reminder balloon lifetime		2000		Not Configured

						At logoff, delete local copy of user’s offline files		2000		Not Configured

						Event logging level		2000		Not Configured

						Subfolders always available offline		XP		Not Configured

						Encrypt the Offline Files Cache		XP		Not Configured

						Prohibit 'Make Available Offline" for these files and folders		XP		Not Configured

						Configure Slow link speed		2000		Not Configured

				Administrative Templates - Network\Network Connections

						Prohibit use of Internet Connection Sharing on your DNS domain network		2000		Enabled

						Prohibit use of Internet Connection Firewall on your DNS domain network		XP		Enabled

						Prohibit installation, configuration, and use Network Bridge on your DNS network		XP		Enabled

						IEEE 802.1x Certificate Authority for Machine Authentication		XP		Not Configured

				Administrative Templates - Network\QoS Packet Scheduler

						Limit reservable bandwidth		XP		Not Configured

						Limit outstanding packets		XP		Not Configured

						Set timer resolution		XP		Not Configured

				Administrative Templates - Network\QoS Packet Scheduler\DSCP value of conforming packets

						Best effort service type		XP		Not Configured

						Controlled load service type		XP		Not Configured

						Guaranteed service type		XP		Not Configured

						Network control service type		XP		Not Configured

						Qualitative service type		XP		Not Configured

				Administrative Templates - Network\QoS Packet Scheduler\DSCP value of non-conforming packets

						Best effort service type		XP		Not Configured

						Controlled load service type		XP		Not Configured

						Guaranteed service type		XP		Not Configured

						Network control service type		XP		Not Configured

						Qualitative service type		XP		Not Configured

				Administrative Templates - Network\QoS Packet Scheduler\Layer-2 priority value

						Non-conforming packets		XP		Not Configured

						Best effort service type		XP		Not Configured

						Controlled load service type		XP		Not Configured

						Guaranteed service type		XP		Not Configured

						Network control service type		XP		Not Configured

						Qualitative service type		XP		Not Configured

				Administrative Templates - Network\SNMP

						Communities		XP		Not Configured

						Permitted Managers		XP		Not Configured

						Traps for Public community		XP		Not Configured

				Administrative Templates - Printers

						Allow printers to be published		2000		Disabled

						Allow pruning of published printers		2000		Disabled

						Automatically publish new printers in Active Directory		2000		Not Configured

						Check published state		2000		Not Configured

						Computer location		2000		Not Configured

						Custom support URL in the Printers folder's left pane		2000		Not Configured

						Directory pruning interval		2000		Not Configured

						Directory pruning priority		2000		Not Configured

						Directory pruning retry		2000		Not Configured

						Disallow installation of printers using kernel-mode drivers		XP		Enabled

						Log directory pruning retry events		XP		Not Configured

						Pre-populate printer search location text		2000		Not Configured

						Printer browsing		2000		Not Configured

						Prune printers that are not automatically republished		2000		Not Configured

						Web-based printing		2000		Disabled

		User Configuration

				Software Settings

				Windows Settings

				Windows Settings - Scripts

						Logon

						Logoff

				Windows Settings - Security Settings\Public Key Policies\AutoEnrollment Settings

				Windows Settings - Security Settings\Public Key Policies\Enterprise Trust

				Windows Settings - Security Settings\Software Restriction Policies

				Windows Settings - Folder Redirection

						Application Data

						Desktop

						My Documents

						Start Menu

				Windows Settings - Internet Explorer Maintenance

				Windows Settings - Internet Explorer Maintenance\Browser User Interface

				Windows Settings - Internet Explorer Maintenance\Browser User Interface\Browser Title

						Customize Title Bars				X

						Title Bar Text:				USPTO

				Windows Settings - Internet Explorer Maintenance\Browser User Interface\Custom Logo

						Customize the Static logo bitmaps				Not Configured

						Small (22x22) Bitmap:				Not Configured

						Large (38x38) Bitmap:				Not Configured

						Customize the animated bitmaps				Not Configured

						Small (22x22) Bitmap:				Not Configured

						Large (38x38) Bitmap:				Not Configured

				Windows Settings - Internet Explorer Maintenance\Browser User Interface\Browser Toolbar Customizations

						Use Windows Default toolbar background Bitmap				X

						Customize toolbar background bitmap:				Not Configured

						Delete existing toolbar buttons if present				Not Configured

						Add toolbar buttons				Not Configured

				Windows Settings - Internet Explorer Maintenance\Connection

				Windows Settings - Internet Explorer Maintenance\Connection\Connection Settings

						Do not customize connection settings				X

						Import the current Connection Settings from this machine				Not Configured

						Delete existing Dial-Up Connection Settings				Not Configured

						Delete existing Dial-Up Connection Setting				Not Configured

				Windows Settings - Internet Explorer Maintenance\Connection\Automatic Browser Configuration

						Automatically detect configuration settings				X

						Enable Automatic Configuration				Not Configured

						Automatically configure every X minutes				Not Configured

						Auto-config URL (.INS file):				Not Configured

						Auto-proxy URL (.JS, .JVS or .PAC file):				Not Configured

				Windows Settings - Internet Explorer Maintenance\Connection\Proxy Settings

						Enable Proxy Settings				Not Configured

						Proxy Servers: Address of Proxy/Port				Not Configured

						HTTP				Not Configured

						Secure				Not Configured

						FTP				Not Configured

						Gopher				Not Configured

						Socks				Not Configured

						Use the same proxy servers for all addresses				Not Configured

						Do not use proxy server for addresses beginning with:				Not Configured

						Do not use proxy server for local (Intranet) addresses				Not Configured

				Windows Settings - Internet Explorer Maintenance\Connection\User Agent String

						Customize string to be appended to user agent string				Not Configured

						Custom string to be appended to user agent string:				Not Configured

				Windows Settings - Internet Explorer Maintenance\URLs

				Windows Settings - Internet Explorer Maintenance\URLs\Favorites and Links

						Place favorites and links at the top of the list in the orser specified below				Not Configured

						Delete existing Favorites and Links, if present				Not Configured

						Only delete the favorites created by the administrator				Not Configured

						Delete existing channels, if present				Not Configured

						Add URL (Favorites/Links)				PTOWEB.url - http://ptoweb

				Windows Settings - Internet Explorer Maintenance\URLs\Important URLs

						Customize Home page URL				X

						Home page URL:				http://ptoweb

						Customize Search bar URL				Not Configured

						Search bar URL:				Not Configured

						Customize Online support page URL				Not Configured

						Online support page URL:				Not Configured

				Windows Settings - Internet Explorer Maintenance\Security

				Windows Settings - Internet Explorer Maintenance\Security\Security Zones and Content Ratings

						Do not customize security zones and privacy				X

						Import the current security zones and privacy settings				Not Configured

						Do not customize Content Ratings				X

						Import the current Content Ratings settings				Not Configured

				Windows Settings - Internet Explorer Maintenance\Security\Authenticode Settings

						Do not customize Authenticode Security				X

						Import the current Authenticode Security settings				Not Configured

						Enable trusted publisher lockdown				Not Configured

				Windows Settings - Internet Explorer Maintenance\Programs

						Do not customize Program Settings				X

						Import the current Program Settings				Not Configured

				Administrative Templates - Windows Components

				Administrative Templates - Windows Components\Netmeeting

						Enable Automatic Configuration		NMtg 3.0		Not Configured

						Disable Directory services		NMtg 3.0		Not Configured

						Prevent adding Directory servers		NMtg 3.0		Enabled

						Prevent viewing Web directory		NMtg 3.0		Enabled

						Set the intranet support Web page		NMtg 3.0		Not Configured

						Set Call Security options		NMtg 3.0		Enabled

						Prevent changing Call placement method		NMtg 3.0		Enabled

						Prevent automatic acceptance of Calls		NMtg 3.0		Enabled

						Prevent sending files		NMtg 3.0		Disabled

						Prevent receiving files		NMtg 3.0		Disabled

						Limit the size of sent files		NMtg 3.0		Enabled

						Disable Chat		NMtg 3.0		Disabled

						Disable NetMeeting 2.x Whiteboard		NMtg 3.0		Enabled

						Disable Whiteboard		NMtg 3.0		Disabled

				Administrative Templates - Windows Components\NetMeeting\Application Sharing

						Disable application Sharing		NMtg 3.0		Disabled

						Prevent Sharing		NMtg 3.0		Disabled

						Prevent Desktop Sharing		NMtg 3.0		Disabled

						Prevent Sharing Command Prompts		NMtg 3.0		Disabled

						Prevent Sharing Explorer windows		NMtg 3.0		Disabled

						Prevent Control		NMtg 3.0		Disabled

						Prevent Application Sharing in true color		NMtg 3.0		Disabled

				Administrative Templates - Windows Components\NetMeeting\Audio & Video

						Limit the bandwidth of Audio and Video		NMtg 3.0		Enabled

						Disable Audio		NMtg 3.0		Enabled

						Disable full duplex Audio		NMtg 3.0		Enabled

						Prevent changing DirectSound Audio setting		NMtg 3.0		Enabled

						Prevent sending Video		NMtg 3.0		Enabled

						Prevent receiving Video		NMtg 3.0		Enabled

				Administrative Templates - Windows Components\NetMeeting\Options Page

						Hide the General page		NMtg 3.0		Enabled

						Disable the Advanced Calling button		NMtg 3.0		Enabled

						Hide the Security page		NMtg 3.0		Enabled

						Hide the Audio page		NMtg 3.0		Enabled

						Hide the Video page		NMtg 3.0		Enabled

				Administrative Templates - Windows Components\Internet Explorer

						Search: Disable Search Customization		IE 6.0		Disabled

						Search: Disable Find Files via F3 within the browser"		IE 6.0		Disabled

						Disable external branding of Internet Explorer		IE 5.01		Enabled

						Disable importing and exporting of favorites		IE 5.01		Disabled

						Disable changing Advanced page settings		IE 5.01		Enabled

						Disable changing home page settings		IE 5.01		Enabled

						Use Automatic Detection for dial-up connections		IE 5.01		Disabled

						Disable caching of Auto-Proxy scripts		IE 5.01		Enabled

						Display error message on proxy script download failure		IE 5.01		Not Configured

						Disable changing Temporary Internet files settings		IE 5.01		Enabled

						Disable changing history settings		IE 5.01		Enabled

						Disable changing color settings		IE 5.01		Disabled

						Disable changing link color settings		IE 5.01		Disabled

						Disable changing font settings		IE 5.01		Disabled

						Disable changing language settings		IE 5.01		Disabled

						Disable changing accessibility settings		IE 5.01		Disabled

						Disable Internet Connection wizard		IE 5.01		Enabled

						Disable changing connection settings		IE 5.01		Enabled

						Disable changing proxy settings		IE 5.01		Enabled

						Disable changing Automatic Configuration settings		IE 5.01		Enabled

						Disable changing ratings settings		IE 5.01		Enabled

						Disable changing certificate settings		IE 5.01		Enabled

						Disable changing Profile Assistant settings		IE 5.01		Enabled

						Disable AutoComplete for forms		IE 5.01		Enabled

						Do not allow AutoComplete to save passwords		IE 5.01		Enabled

						Disable changing Messaging settings		IE 5.01		Enabled

						Disable changing Calendar and Contact settings		IE 5.01		Enabled

						Disable the Reset Web Settings feature		IE 5.01		Enabled

						Disable changing default browser check		IE 5.01		Enabled

						Identity Manager: Prevent users from using Identities		IE 5.01		Enabled

						Configure Outlook Express		IE 5.01		Disabled

						Configure Media Explorer Bar		IE 5.01		Enabled

				Administrative Templates - Windows Components\Internet Explorer\Internet Control Panel

						Disable the General page		IE 5.01		Not Configured

						Disable the Security page		IE 5.01		enabled

						Disable the Content page		IE 5.01		Enabled

						Disable the Connections page		IE 5.01		Enabled

						Disable the Programs page		IE 5.01		Enabled

						Disable the Advanced page		IE 5.01		Enabled

				Administrative Templates - Windows Components\Internet Explorer\Offline Pages

						Disable adding channels		IE 5.01		Enabled

						Disable removing channels		IE 5.01		Enabled

						Disable adding schedules for offline pages		IE 5.01		Not Configured

						Disable editing schedules for offline pages		IE 5.01		Not Configured

						Disable removing schedules for offline pages		IE 5.01		Not Configured

						Disable offline page hit logging		IE 5.01		enabled

						Disable all scheduled offline pages		IE 5.01		Disabled

						Disable channel user interface completely		IE 5.01		Enabled

						Disable downloading of site subscription content		IE 5.01		Disabled

						Disable editing and creating of schedule groups		IE 5.01		Not Configured

						Subscription Limits		IE 5.01		Not Configured

				Administrative Templates - Windows Components\Internet Explorer\Browser Menu

						File menu: Disable Save As menu option		IE 5.01		Not Configured

						File menu: Disable New menu option		IE 5.01		Not Configured

						File menu: Disable Open menu option		IE 5.01		Not Configured

						File menu: Disable closing the browser and Explorer windows		IE 5.01		Not Configured

						File menu: Disable Save As Web Page Complete		IE 5.01		Not Configured

						View Menu: Disable 'Source' menu option		IE 5.01		Not Configured

						View Menu: Disable 'Full Screen' menu option		IE 5.01		Not Configured

						Hide Favorites menu		IE 5.01		Not Configured

						Tools Menu: Disable 'Internet options' menu option		IE 5.01		enabled

						Help Menu: Remove 'Tip of the Day' menu option		IE 5.01		Enabled

						Help Menu: Remove 'For Netscape Users' menu option		IE 5.01		Not Configured

						Help Menu: Remove 'Send Feedback' menu option		IE 5.01		Enabled

						Disable Context Menu		IE 5.01		Not Configured

						Disable Open in New Window Option		IE 5.01		Not Configured

						Disable Save this program to disk option		IE 5.01		Not Configured

				Administrative Templates - Windows Components/Internet Explorer/Toolbars

						Disable customizing browser toolbar buttons		IE 5.01		Not Configured

						Disable customizing browser toolbars		IE 5.01		Not Configured

						Configure Toolbar Buttons		IE 5.01		Not Configured

				Windows Components/Internet Explorer/Persistence Behavior

						File size limits for Local Machine zone		IE 5.01		Not Configured

						File size limits for Intranet zone		IE 5.01		Not Configured

						File size limits for Trusted Sites Zone		IE 5.01		Not Configured

						File size limits for Internet zone		IE 5.01		Not Configured

						File size limits for Restricted Sites zone		IE 5.01		Not Configured

				Administrative Templates - Windows components\Internet Explorer\Administrator Approved Controls

						Media Player		IE 5.01		Enabled

						Menu Controls		IE 5.01		Enabled

						Microsoft Agent		IE 5.01		Enabled

						Microsoft Chat		IE 5.01		Enabled

						Microsoft Survey Control		IE 5.01		Enabled

						Shockwave Flash		IE 5.01		Enabled

						NetShow File Transfer Control		IE 5.01		Enabled

						DHTML Edit Control		IE 5.01		Enabled

						Microsoft Scriptlet Component		IE 5.01		Enabled

						Carpoint		IE 5.01		Not Configured

						Investor		IE 5.01		Not Configured

						MSNBC		IE 5.01		Not Configured

				Administrative Templates - Windows Components\Windows Explorer

						Turn on Classic Shell		2000		Disabled

						Removes the Folder Options menu item from the Tools menu		XP		Disabled

						Remove File menu from Windows Explorer		XP		Disabled

						Remove "Map Network Drive" and "Disconnect Network Drive"		2000		Disabled

						Remove Search button from Windows Explorer		2000		Disabled

						Remove Windows Explorer's default context menu		2000		Disabled

						Hides the Manage item on the Windows Explorer context menu		2000		Disabled

						Allow only per user or approved Shell extensions		XP		enabled

						Do not track Shell shortcuts during roaming		2000		Enabled

						Hide these specified drives in My Computer		2000		Disabled

						Prevent access to drives from My Computer		2000		Disabled

						Remove Hardware tab		2000		Disabled

						Remove DFS tab		2000		Disabled

						Remove Security tab		XP		Disabled

						Remove UI to change menu animation setting		2000		Disabled

						Remove UI to change keyboard navigation indicator setting		2000		Disabled

						No "Computers Near Me" in My Network Places		2000		Enabled

						No "Entire Network" in My Network Places		2000		Enabled

						Maximum number of Recent documents		XP		Not Configured

						Do not request alternate credentials		XP		Not Configured

						Request credentials for network installations		2000		Not Configured

						Remove CD Burning features		2000		Not Configured

						Do not move deleted items to the Recycle Bin		2000		Not Configured

						Display confirmation dialog when deleting files		2000		enabled

						Maximum allowed Recycle Bin size		2000		Not Configured

						Remove Shared Documents from My Computer		XP		Not Configured

						Turn off caching of thumbnail pictures		2000		Not Configured

				Administrative Templates - Windows Components\Windows Explorer\Common Open File Dialog

						Items displayed in Places Bar		XP		Not Configured

						Hide the common dialog places bar		2000		Disabled

						Hide the common dialog back button		2000		Disabled

						Hide the dropdown list of recent files		2000		Disabled

				Administrative Templates - Windows Components\Microsoft Management Console

						Restrict the user from entering author mode		2000		Enabled

						Restrict users to the explicitly permitted list of snap-ins		2000		Enabled

				Administrative Templates - Windows Components\Microsoft Management Console\Restricted\Permitted snap-ins

						Active Directory Users and Computers		2000		Disabled

						Active Directory Domains and Trusts		2000		Disabled

						Active Directory Sites and Services		2000		Disabled

						ADSI Edit		XP		Disabled

						Active X Control		XP		Disabled

						Certificates		2000		Not Configured

						Component Services		2000		Not Configured

						Computer Management		2000		Not Configured

						Device Manager		2000		Not Configured

						Disk Management		2000		Not Configured

						Disk Defragmenter		2000		Not Configured

						Distributed File System		2000		Not Configured

						Event Viewer		2000		Not Configured

						FAX Service		2000		Disabled

						Front Page Server Extensions		XP		Disabled

						Indexing Service		2000		Not Configured

						Internet Authentication Service (IAS)		2000		Not Configured

						Internet Information Services		2000		Disabled

						IP Security		2000		Disabled

						IP Security Policy Management		XP		Disabled

						IP Security Monitor		XP		Disabled

						Link to Web Address		XP		Not Configured

						Local Users and Groups		2000		Not Configured

						Performance Logs and Alerts		2000		Disabled

						QoS Admission Control		2000		Disabled

						Remote Desktops		XP		Not Configured

						Removable Storage Management		2000		Not Configured

						Routing and Remote Access		2000		Not Configured

						Security Configuration and Analysis		2000		Disabled

						Security Templates		2000		Disabled

						Services		2000		Not Configured

						Shared Folders		2000		Not Configured

						System Information		2000		Disabled

						Telephony		2000		Not Configured

						Terminal Services Configuration		2000		Not Configured

						WMI Control		2000		Not Configured

				Administrative Templates - Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\ Extension snap-ins

						AppleTalk Routing		2000		Disabled

						Certification Authority		2000		Not Configured

						Connection Sharing (NAT)		2000		Disabled

						DCOM Configuration Extension		2000		Not Configured

						Device Manager		2000		Not Configured

						DHCP Relay Management		2000		Disabled

						Event Viewer		2000		Not Configured

						Extended View (Web View)		XP		Not Configured

						IAS Logging		2000		Disabled

						IGMP Routing		2000		Disabled

						IP Routing		2000		Disabled

						IPX RIP Routing		2000		Disabled

						IPX Routing		2000		Disabled

						IPX SAP Routing		2000		Disabled

						Logical and Mapped Drives		2000		Not Configured

						OSPF Routing		2000		Disabled

						Public Key Policies		2000		Disabled

						RAS Dialin - User Node		2000		Disabled

						Remote Access		2000		Disabled

						Removable Storage		2000		Not Configured

						RIP Routing		2000		Disabled

						Routing		2000		Disabled

						Send Console Message		2000		Not Configured

						Shared Folders Ext		2000		Not Configured

						Service Dependencies		2000		Disabled

						SMTP Protocol		2000		Disabled

						SNMP		2000		Disabled

						System Properties		2000		Not Configured

				Administrative Templates - Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\ Group Policy

						Group Policy snap-in		2000		Disabled

						Group Policy Tab for Active Directory Tools		2000		Disabled

						Result Set of Policy		XP		Disabled

				Administrative Templates - Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\ Group Policy\Group Policy snap-in extensions

						Administrative Templates (Computers)		2000		Disabled

						Administrative Templates (Users)		2000		Disabled

						Folder Redirection		2000		Disabled

						Internet Explorer Maintenance		2000		Disabled

						Remote Installation Services		2000		Disabled

						Scripts (Logon/Logoff)		2000		Disabled

						Scripts (Startup/Shutdown)		2000		Disabled

						Security Settings		2000		Disabled

						Software Installation (Computers)		2000		Disabled

						Software Installation (Users)		2000		Disabled

				Administrative Templates - Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\ Group Policy\Resultant Set of Policy snap-in extensions

						Administrative Templates (Computers)		XP		Disabled

						Administrative Templates (Users)		XP		Disabled

						Folder Redirection		XP		Disabled

						Internet Explorer Maintenance		XP		Disabled

						Scripts (Startup / Shutdown)		XP		Disabled

						Scripts (Logon / Logoff)		XP		Disabled

						Security Settings		XP		Disabled

						Software Installation (Computers)		XP		Disabled

						Software Installation (Users)		XP		Disabled

				Administrative Templates - Windows Components\Task Scheduler

						Hide Property Pages		2000		Enabled

						Prevent Task Run or End		2000		Enabled

						Prohibit Drag-and-Drop		2000		Enabled

						Prohibit New Task Creation		2000		Enabled

						Prohibit Task Deletion		2000		Enabled

						Remove Advanced Menu		2000		Enabled

						Prohibit Browse		2000		Enabled

				Administrative Templates - Windows Components\Terminal Services

						Start a program on connection		XP		Disabled

						Remote control settings		XP		Enabled, Full control with user's permission

				Administrative Templates - Windows Components\Terminal Services\Sessions

						Set time limit for disconnected sessions		XP		Enabled

						Set time limit for active sessions		XP		Disabled

						Set time limit for idle sessions		XP		Disabled

						Allow reconnection from original client only		XP		Disabled

						Terminate session when limits are reached		XP		Not Configured

				Administrative Templates - Windows Components\Windows Installer

						Always install with elevated privileges		2000		Enabled

						Search order		2000		Not Configured

						Prohibit rollback		2000		Disabled

						Prevent removable media source for any install		2000		Enabled

				Administrative Templates - Windows Components\Windows Messenger

						Do not allow Windows Messenger to be run		XP		Enabled

						Do not automatically start Windows Messenger initially		XP		Enabled

				Administrative Templates - Windows Components\ Windows Update

						Remove access to use all Windows update Features		XP		Enabled

				Administrative Templates - Windows Components\Windows Media Player

				Administrative Templates - Windows Components\Windows Media Player\User Interface

						Set and Lock Skin		MP 8.00		Not Configured

						Do not Show Anchor		MP 8.00		Not Configured

				Administrative Templates - Windows Components\Windows Media Player\Playback

						Prevent Codec Download		MP 8.00		Enabled

				Administrative Templates - Windows Components\Windows Media Player\Networking

						Hide Network tab		MP 8.00		Enabled

						Streaming Media Protocols		MP 8.00		Not Configured

						Configure HTTP Proxy		MP 8.00		Disabled

						Configure MMS Proxy		MP 8.00		Disabled

						Configure Network Buffering		MP 8.00		Enabled

				Administrative Templates - Start Menu and Taskbar

						Remove user's folders from the Start Menu		2000		Disabled

						Remove links and access to Windows Update		2000		Enabled

						Remove common program groups from Start Menu		2000		Not Configured

						Remove My Documents icon from start menu		2000		Not Configured

						Remove Documents menu from Start Menu		2000		Not Configured

						Remove programs on Settings menu		2000		Not Configured

						Remove Network Connections from Start Menu		2000		Not Configured

						Remove Favorites menu from Start Menu		2000		Not Configured

						Remove Search menu from Start Menu		2000		Not Configured

						Remove Help menu from Start Menu		2000		Not Configured

						Remove Run menu from Start Menu		XP		Not Configured

						Remove My Pictures icon from Start Menu		XP		Not Configured

						Remove My Music icon from Start Menu		XP		Not Configured

						Remove My Network Places icon from Start Menu		2000		Not Configured

						Add Logoff to the Start Menu		2000		Enabled

						Remove Logoff on the Start Menu		2000		Not Configured

						Remove and prevent access to the Shut Down command		2000		Not Configured

						Remove drag-and-drop context menus on the Start Menu		2000		Not Configured

						Prevent changes to Taskbar and Start Menu Settings		2000		Not Configured

						Remove access to the context menu for taskbar		2000		Not Configured

						Do not keep history of recently opened documents		2000		Not Configured

						Clear history of recently opened documents on exit		2000		Not Configured

						Turn off personalized menus		2000		Enabled

						Turn off user tracking		2000		Disabled

						Add "Run in Separate Memory Space" check box to Run dialog box"		2000		Enabled

						Do not use the search-based method when resolving shell shortcuts		2000		Enabled

						Do not use the tracking-based method when resolving shell shortcuts		2000		Disabled

						Gray unavailable Windows Installer programs Start Menu shortcuts		2000		Disabled

						Prevent Grouping of taskbar items		XP		enabled

						Turn off notification area cleanup		XP		Enabled

						Lock the Taskbar		XP		Disabled

						Force classic Start Menu		XP		Disabled

						Remove Balloon Tips on Start Menu items		XP		Disabled

						Remove pinned programs list from the Start Menu		XP		Disabled

						Remove frequent programs list from the Start Menu		XP		Disabled

						Remove All Programs list from the Start Menu		XP		Disabled

						Remove and disable the Turn Off Computer button		XP		Disabled

						Remove the 'Undock PC' button from the Start Menu		XP		Not Configured

						Remove user name from Start Menu		XP		Disabled

						Remove Clock from system notification area		XP		Disabled

						Hide the notification area 		XP		Disabled

						 Do not display any custom toolbars in the taskbar       		XP		Disabled

				Administrative Templates - Desktop

						Hide and disable all items in the desktop		2000		Disabled

						Remove My Documents icon from desktop		2000		Disabled

						Remove My Computer icon from desktop		XP		Disabled

						Remove Recycle Bin icon from desktop		XP		Disabled

						Remove Properties from the My Documents context menu		2000 SP3		Disabled

						Remove Properties from the My Computer context menu		2000 SP3		Disabled

						Remove Properties from the Recycle Bin context menu		XP		Disabled

						Hide My Network Places icon on desktop		2000		Disabled

						Hide Internet Explorer icon on desktop		2000		Disabled

						Do not add shares from recently opened documents to the My Network Places folder		2000		Not Configured

						Prohibit user from changing My Documents path		2000		Enabled

						Prevent adding, dragging, dropping and closing the Taskbar's toolbars		2000		enabled

						Prohibit adjusting desktop toolbars		2000		Disabled

						Don't save settings at exit		2000		Disabled

						Remove the Desktop Cleanup Wizard		XP		Enabled

				Administrative Templates - Desktop\Active Desktop

						Enable Active Desktop		2000		Disabled

						Disable Active Desktop		2000		Enabled

						Disable all items		2000		Enabled

						Prohibit changes		2000		Enabled

						Prohibit adding items		2000		Enabled

						Prohibit deleting items		2000		Enabled

						Prohibit editing items		2000		Enabled

						Prohibit closing items		2000		Disabled

						Add/Delete items		2000		Not Configured

						Active Desktop Wallpaper		2000		Not Configured

						Allow only bitmapped wallpaper		2000		Disabled

				Administrative Templates - Desktop\Active Directory

						Maximum size of Active Directory searches		2000		Not Configured

						Enable filter in Find dialog box		2000		Not Configured

						Hide Active Directory folder		2000 only		Not Configured

				Administrative Templates - Control Panel

						Prohibit access to the Control Panel		2000		Disabled

						Hide specified control panel applets		2000		Not Configured

						Show only specified control panel applets		2000		Not Configured

						Force classic Control Panel Style		XP		Not Configured

				Administrative Templates - Control Panel\Add/Remove Programs

						Remove Add/Remove Programs		2000		Not Configured

						Hide Change or Remove Programs page		2000		Not Configured

						Hide Add New Programs page		2000		Not Configured

						Hide Add/Remove Windows Components page		2000		Not Configured

						Hide the "Add a program from CD-ROM or floppy disk" option		2000		Not Configured

						Hide the "Add programs from Microsoft" option		2000		enabled

						Hide the "Add programs from your network" option		2000		Not Configured

						Go directly to Components wizard		2000		Disabled

						Remove Support Information		2000		enabled

						Specify default category for Add New Programs		2000		Not Configured

				Administrative Templates - Control Panel\Display

						Remove Display in control panel		2000		Disabled

						Hide Desktop Tab		2000		Disabled

						Prevent changing wallpaper		2000		Disabled

						Hide Appearance and Themes tab		2000		Disabled

						Hide Settings tab		2000		Disabled

						Hide Screen Saver tab		2000		Disabled

						Screen Saver		2000 SP1		Not Configured

						Screen Saver executable name		2000 SP1		Not Configured

						Password protect the screen saver		2000 SP1		enabled

						Screen Saver timeout		2000 SP1		Not Configured

				Administrative Templates - Control Panel\Display\Desktop Themes

						Remove Theme option		XP		Not Configured

						Prevent selection of windows and button styles		XP		Not Configured

						Prohibit selection of a font size		XP		Not Configured

						Prohibit Theme color selection		XP		Not Configured

						Load a specific visual style file or force Windows Classic		XP		Not Configured

				Administrative Templates - Control Panel\Printers

						Browse a common web site to find printers		2000		Disabled

						Browse the network to find printers		2000		enabled

						Default Active Directory path when searching for printers		2000		Not Configured

						Prevent addition of printers		2000		Disabled

						Prevent deletion of printers		2000		Disabled

				Administrative Templates - Control Panel\Regional and Language Options

						Restrict selection of Windows menus and dialogs language		2000		Disabled

				Administrative Templates - Shared Folders

						Allow DFS roots to be published		XP		Enabled

						Allow shared folders to be published		XP		Not Configured

				Administrative Templates - Network\Offline Files

						Action on server disconnect		2000		Not Configured

						Administratively assigned offline files		2000		Not Configured

						Remove "Make Available Offline"		2000		Not Configured

						Turn off reminder balloons		2000		Enabled

						Prohibit user configuration of Offline Files		2000		Enabled

						Event logging level		2000		Not Configured

						Initial reminder balloon lifetime		2000		Not Configured

						Non-default server disconnect actions		2000		Not Configured

						Prevent use of Offline Files Folder		2000		Not Configured

						Reminder balloon frequency		2000		Not Configured

						Reminder balloon lifetime		2000		Not Configured

						Synchronize all offline files before logging off		2000		Not Configured

						Synchronize all offline files when logging on		XP		Not Configured

						Synchronize all offline files before Suspend		2000		Not Configured

						Prohibit "Make Available Offline" for these files and folders		XP		Not Configured

						Do not automatically make redirected folders available offline		XP		Not Configured

				Administrative Templates - Network\NetworkConnections

						Ability to change properties of an all user remote access connection		2000 SP1		Disabled

						Ability to delete all user remote access connections		2000 SP1		Not Configured

						Ability to Enabling/Disable a LAN connection		2000 SP1		Not Configured

						Ability to rename all user remote access connections		XP		Not Configured

						Ability to rename LAN connections		XP		Not Configured

						Ability to rename LAN connections or remote access connections		2000 SP1		Disabled

						Enable Windows 2000 Network Connections policies for Administrators		XP		Enabled

						Prohibit access to properties of a LAN connection		2000 SP1		Enabled

						Prohibit access to properties of components of a remote access connection		2000 SP1		Not Configured

						Prohibit access to the Advanced Settings item on the Advanced menu		2000 SP1		Enabled

						Prohibit access to the Dial-up Preferences item on the Advanced menu		2000 SP1		Enabled

						Prohibit access to the New Connection wizard		2000 SP1		Enabled

						Prohibit adding and removing components for a LAN or remote access connection		2000 SP1		Disabled

						Prohibit changing properties of a private remote access connection		2000 SP1		Enabled

						Prohibit changing properties of components of a private remote access connection		2000 SP1		Enabled

						Prohibit connecting and disconnecting a remote access connection		2000 SP1		Not Configured

						Prohibit deletion of RAS connections		2000 SP1		Enabled

						Prohibit enabling/disabling components of a LAN connection		2000 SP1		Not Configured

						Prohibit Renaming private remote access connections		2000 SP1		Enabled

						Prohibit TCP/IP advanced configuration		2000 SP1		Disabled

						Prohibit viewing of status for an active connection		2000 SP1		Not Configured

				Administrative Templates - System

						Don't display the Getting Started welcome screen at logon		2000 only		Enabled

						Century interpretation for Year 2000		2000		Not Configured

						Configure driver search locations		XP		Enabled, Don’t search Windows Update

						Code signing for device drivers		2000		Enabled, Warn

						Custom user interface		2000		Not Configured

						Prevent access to the command prompt		2000		Disabled

						Prevent access to registry editing tools		2000		Enabled

						Run only allowed Windows applications		2000		Not Configured

						Don't run specified Windows applications		2000		Not Configured

						Turn off Autoplay (HKCU)		XP		Not Configured

						Restrict these programs from running launched from Online Help		2000		Not Configured

						Download missing COM components (User)		2000		Enabled

						Windows Automatic Updates		XP		Disabled

				Administrative Templates - System\User Profiles

						Connect home directory to root of the share		2000		Not Configured

						Limit profile size		2000		Enabled

						Exclude directories in roaming profile		2000		Not Configured

				Administrative Templates - System\Scripts

						Run logon scripts synchronously		2000		Not Configured

						Run legacy logon scripts hidden		2000		Enabled

						Run logon scripts visible		2000		Disabled

						Run logoff scripts visible		2000		Disabled

				Administrative Templates - System\Ctrl+Alt+Del Options

						Remove Task Manager		2000		Disabled

						Remove Lock Computer		2000		Disabled

						Remove Change Password		2000		Disabled

						Remove Logoff		2000		Disabled

				Administrative Templates - System\Logon

						Run these programs at user logon		2000		Not Configured

						Do not progress the run once list		2000		Not Configured

						Do not progress the legacy run list		2000		Not Configured

				Administrative Templates - System\Group Policy

						Group Policy refresh interval for users		2000		Enabled

						Group Policy slow link detection		2000		Not Configured

						Group Policy domain controller selection		2000		Not Configured

						Create new Group Policy Object links disabled by default		2000		Disabled

						Default name for new Group Policy Objects		2000		Not Configured

						Enforce Show Policies Only		2000		Not Configured

						Turn off automatic update of ADM files		2000		Not Configured

						Disallow Interactive Users from generating Resultant Set of Policy data		XP		Enabled

				Administrative Templates - System\Power Management

						Prompt for password on resume from hibernate / suspend		XP		Not Configured



&RPage &P

Value of policy setting

Notes for setting

Value of policy setting

Notes for setting

Value of policy setting

Notes for setting

Active directory name of Group Policy Object

Version of Group Policy Object

Domain containing Group Policy Object

http://ptoweb



Ref - Security Policy Defualts

		Security Settings

				Account Policies

						Password Policy

								Enforce Password History								0		Passwords Remembered

								Maximum Password Age								42		Days

								Minumum Password Age								0		Days

								Minimum Password Length								0		Characters

								Password must meet complexity requirements								Disabled		Enabled/Disabled

								Store password using reversable encryption								Disabled		Enabled/Disabled

						Account Lockout Policy

								Account lockout duration								Not defined		Minutes

								Account lockout threshold								0		Invalid logon attempts

								Reset account lockout after								Not defined		Minutes

						Kerberos Policy

								Enforce user logon restrictions								Not defined		Enabled/Disabled

								Maximum lifetime for service ticket								Not defined		Minutes

								Maximum lifetime for user ticket								Not defined		Hours

								Maximum lifetime for user ticker renewal								Not defined		Days

								Maximum tolerance for computer clock synchronization								Not defined		Minutes

				Local Policies

						Audit Policy

								Audit account logon events								No auditing		Success/Failure

								Audit account management								No auditing		Success/Failure

								Audit directory service access								Not defined		Success/Failure

								Audit logon events								No auditing		Success/Failure

								Audit object access								No auditing		Success/Failure

								Audit policy change								No auditing		Success/Failure

								Audit privilege use								No auditing		Success/Failure

								Audit process tracking								No auditing		Success/Failure

								Audit system events								No auditing		Success/Failure

						User Rights Assignment

								Access this computer from the Network

								Act as part of the operating system

								Add workstations to domain

								Adjust memory quotas for a process

								Allow logon through Terminal Services

								Back up files and directories

								Bypass traverse checking

								Change the system time

								Create a pagefile

								Create a token object

								Create permenant shared objects

								Debug programs

								Deny access to this computer from the network

								Deny logon as a batch job

								Deny logon as a service

								Deny logon locally

								Deny logon through Terminal Services

								Enable computer and user accounts to be trusted for delegation

								Force shutdown from a remote system

								Generate security audits

								Increase scheduling priority

								Load and unload device drivers

								Lock Pages in Memory

								Log on as a batch job

								Log on as a service

								Log on locally

								Manage auditing and security log

								Modify firmware environment values

								Perform volume maintenance tasks

								Profile single process

								Profile system performance

								Remove computer from docking station

								Replace a process level token

								Restore files and directories

								Shut down the system

								Syncronize directory service data

								Take ownership of files or other objects

						Security Options

								Accounts:

										Accounts: Administrator account status						Not defined		Enabled/Disabled

										Accounts: Guest account status						Disabled		Enabled/Disabled

										Accounts: Limit local account use of blank password						Enabled		Enabled/Disabled

										Accounts: Rename administrator account						Not defined		Text

										Accounts: Rename quest account						Not defined		Text

								Audit:

										Audit: Audit the access of global system objects						Disabled		Enabled/Disabled

										Audit: Audit the use of Backup and Restore						Disabled		Enabled/Disabled

										Audit: Shut down the system immediately if unable to log security audits						Disabled		Enabled/Disabled

								Devices:

										Devices: Allow undock without having to log on						Enabled		Enabled/Disabled

										Devices: Allowed to format and eject media						Administrators		Local Group

										Devices: Prevent users from installing printer drivers						Disabled		Enabled/Disabled

										Devices: Restrict CD-ROM access to locally logged on user						Disabled		Enabled/Disabled

										Devices: Restrict floppy access to locally logged on user						Disabled		Enabled/Disabled

										Devices: Unsigned driver installation behavior						Not defined		Ignore/Warn/Bock

								Domain controller:

										Domain controller: Allow server operators to schedule tasks						Not defined		Enabled/Disabled

										Domain controller: LDAP server signing requirements						Not defined		Require

										Domain controller: Refuse machine account password changes						Not defined		Enabled/Disabled

								Domain member:

										Domain member: Digitally encrypt or sign secure channel data (always)						Enabled		Enabled/Disabled

										Domain member: Digitally encrypt secure channel data (when possible)						Enabled		Enabled/Disabled

										Domain member: Digitally sign secure channel data (when possible)						Enabled		Enabled/Disabled

										Domain member: Disable machine account password changes						Disabled		Enabled/Disabled

										Domain member: Maximun machine account password age						30		Days

										Domain member: Require strong (Windows 2000 or later) session						Disabled		Enabled/Disabled

								Interactive logon:

										Interactive logon: Do not display last user name						Disabled		Enabled/Disabled

										Interactive logon: Do not require CTRL+ALT+DEL						Not defined		Enabled/Disabled

										Interactive logon: Message text for users attempting to logon								Text

										Interactive logon: Message title for users attempting to logon								Text

										Interactive logon: Number of previous logons to cache (in case domain controller is not available)						10		logons

										Interactive logon: Prompt user to change password before expiration (days)						14		days

										Interactive logon: Require Domain Controller authentication to unlock workstation						Disabled		Enabled/Disabled

										Interactive logon: Smart Card removal behavior						No action		None/Lock/Logoff

								Microsoft network client:

										Microsoft network client: Digitally sign communications (always)						Disabled		Enabled/Disabled

										Microsoft network client: Digtally sign communications (if server agrees)						Enabled		Enabled/Disabled

										Microsoft network client: Send unencrypted password to third-party SMB servers						Disabled		Enabled/Disabled

								Microsoft network server:

										Microsoft network server: Amount of idle time required before suspending session						15		Minutes

										Microsoft network server: Digitally sign communications (always)						Disabled		Enabled/Disabled

										Microsoft network server: Digitally sign communications (if client agrees)						Disabled		Enabled/Disabled

										Microsoft network server: Disconnect clients when logon hours expire						Enabled		Enabled/Disabled

								Network access:

										Network access: Allow anonymous SID/Name translation						Disabled		Enabled/Disabled

										Network access: Do not allow anonymous enumeration of SAM accounts						Enabled		Enabled/Disabled

										Network access: Do not allow anonymous enumeration of SAM accounts and shares						Disabled		Enabled/Disabled

										Network access: Do not allow storage of credentials or .NET Passports for network authentication						Disabled		Enabled/Disabled

										Network access: Let Everyone permissions apply to anonymous users						Disabled		Enabled/Disabled

										Network access: Named Pipes that can be accessed anonymously						Not defined		List

										Network access: Remotely accessible registry paths						Not defined		List

										Network access: Shares that can be accessed anonymously						Not defined		List

										Network access: Sharing and security model for local accounts						Guest Only		Guest Only/Classic

										Network access: Do not store LAN Manager hash value on next password change						Disabled		Enabled/Disabled

										Network access: Force logoff when logon hours expire						Not defined		Enabled/Disabled

										Network access: LAN Manager authentication level						Send LM & NTLM responses		Response type

										Network access: LDAP client signing requirements						Negotiate signing		None/Negotiate/Require

										Network access: Minimum session security for NTLM SSP based (including secure RPC) clients						No minimum

										Network access: Minimum session security for NTLM SSP based (including secure RPC) servers						No minimum

								Recovery console:

										Recovery console: Allow automatic administrative logon						Disabled		Enabled/Disabled

										Recovery console: Allow floppy copy and access to all drives and folders						Disabled		Enabled/Disabled

								Shutdown:

										Shutdown: Allow system to be shut down without having to log on						Enabled		Enabled/Disabled

										Shutdown: Clear virtual memory pagefile						Disabled		Enabled/Disabled

								System cryptography:

										System cryptography: Use FIPS compliant algorithms for encryption, hashing and signing						Disabled		Enabled/Disabled

								System objects:

										System objects: Default owner for objects created by members of the Administrator group						Object Creator		Administrators/Creator

										System objects: Require case insensitivity for non-Windows subsystems						Enabled		Enabled/Disabled

										System objects: Strengthen default permissions of internal system objects (e.g. Symbolic Links)						Enabled		Enabled/Disabled

				Event Log

						Maximum application log size										512		kb

						Maximum security log size										512		kb

						Maximum system log size										512		kb

						Prevent local guests group from accessing application log										Enabled		Enabled/Disabled

						Prevent local guests group from accessing security log										Enabled		Enabled/Disabled

						Prevent local guests group from accessing system log										Enabled		Enabled/Disabled

						Retain application log										7		Days

						Retain security log										7		Days

						Retain system log										7		Days

						Retention method for application log										By Days		By days/As needed/Do not

						Retention method for security log										By Days		By days/As needed/Do not

						Retention method for system log										By Days		By days/As needed/Do not

				Restricted Groups

						Add groups that should be restricted from modification other than through GP

								Users								Authenticated Users, INTERACTIVE		List

				System Services

						Services that should be restricted from modification other than through GP

				Registry

						Registry keys permissions managed from GP

				File System

						File system permissions managed from GP

				Public Key Policies

						Autoenrollment Settings

								Enroll computer and user certificates automatically

						Encrypting File System

								Define policies

				Software Restriction Policies





Ref - Group Policy Expalination

		Computer Configuration

		Policy Name		Policy Explanation		Policy Location in Tree

		Enforce password history				Windows Settings\Security Settings\Account Policies\Password policy\Enforce password history

		Maximum password age				Windows Settings\Security Settings\Account Policies\Password policy\Maximum password age

		Minimum password age				Windows Settings\Security Settings\Account Policies\Password policy\Minimum password age

		Minimum password length				Windows Settings\Security Settings\Account Policies\Password policy\Minimum password length

		Password must meet complexity requirements				Windows Settings\Security Settings\Account Policies\Password policy\Password must meet complexity requirements

		Store password using reversible encryption for all users in the domain				Windows Settings\Security Settings\Account Policies\Password policy\Store password using reversible encryption for all users in the domain

		Account lockout duration				Windows Settings\Security Settings\Account Policies\Account lockout duration

		Account lockout threshold				Windows Settings\Security Settings\Account Policies\Account lockout threshold

		Reset account lockout counter after				Windows Settings\Security Settings\Account Policies\Reset account lockout counter after

		Audit account logon events				Windows Settings\Security Settings\Local Policies\Audit policies\Audit account logon events

		Audit account management				Windows Settings\Security Settings\Local Policies\Audit policies\Audit account management

		Audit directory service access				Windows Settings\Security Settings\Local Policies\Audit policies\Audit directory service access

		Audit logon events				Windows Settings\Security Settings\Local Policies\Audit policies\Audit logon events

		Audit object access				Windows Settings\Security Settings\Local Policies\Audit policies\Audit object access

		Audit policy change				Windows Settings\Security Settings\Local Policies\Audit policies\Audit policy change

		Audit privilege use				Windows Settings\Security Settings\Local Policies\Audit policies\Audit privilege use

		Audit process tracking				Windows Settings\Security Settings\Local Policies\Audit policies\Audit process tracking

		Audit system events				Windows Settings\Security Settings\Local Policies\Audit policies\Audit system events

		Access this computer from the network				Windows Settings\Security Settings\Local Policies\User rights assignment\Access this computer from the network

		Act as part of the operating system				Windows Settings\Security Settings\Local Policies\User rights assignment\Act as part of the operating system

		Add workstations to domain				Windows Settings\Security Settings\Local Policies\User rights assignment\Add workstations to domain

		Adjust memory quotas for a process				Windows Settings\Security Settings\Local Policies\User rights assignment\Adjust memory quotas for a process

		Allow logon through Terminal Services				Windows Settings\Security Settings\Local Policies\User rights assignment\Allow logon through Terminal Services

		Back up files and directories				Windows Settings\Security Settings\Local Policies\User rights assignment\Back up files and directories

		Bypass traverse checking				Windows Settings\Security Settings\Local Policies\User rights assignment\Bypass traverse checking

		Change the system time				Windows Settings\Security Settings\Local Policies\User rights assignment\Change the system time

		Create a pagefile				Windows Settings\Security Settings\Local Policies\User rights assignment\Create a pagefile

		Create a token object				Windows Settings\Security Settings\Local Policies\User rights assignment\Create a token object

		Create permanent shared objects				Windows Settings\Security Settings\Local Policies\User rights assignment\Create permanent shared objects

		Debug programs				Windows Settings\Security Settings\Local Policies\User rights assignment\Debug programs

		Deny access to this computer from the network				Windows Settings\Security Settings\Local Policies\User rights assignment\Deny access to this computer from the network

		Deny logon as a batch job				Windows Settings\Security Settings\Local Policies\User rights assignment\Deny logon as a batch job

		Deny logon as a service				Windows Settings\Security Settings\Local Policies\User rights assignment\Deny logon as a service

		Deny logon locally				Windows Settings\Security Settings\Local Policies\User rights assignment\Deny logon locally

		Deny logon through Terminal Services				Windows Settings\Security Settings\Local Policies\User rights assignment\Deny logon through Terminal Services

		Enable computer and user accounts to be trusted for delegation				Windows Settings\Security Settings\Local Policies\User rights assignment\Enable computer and user accounts to be trusted for delegation

		Force shutdown from a remote system				Windows Settings\Security Settings\Local Policies\User rights assignment\Force shutdown from a remote system

		Generate security audits				Windows Settings\Security Settings\Local Policies\User rights assignment\Generate security audits

		Increase scheduling priority				Windows Settings\Security Settings\Local Policies\User rights assignment\Increase scheduling priority

		Load and unload device drivers				Windows Settings\Security Settings\Local Policies\User rights assignment\Load and unload device drivers

		Lock pages in memory				Windows Settings\Security Settings\Local Policies\User rights assignment\Lock pages in memory

		Log on as a batch job				Windows Settings\Security Settings\Local Policies\User rights assignment\Log on as a batch job

		Log on as a service				Windows Settings\Security Settings\Local Policies\User rights assignment\Log on as a service

		Log on locally				Windows Settings\Security Settings\Local Policies\User rights assignment\Log on locally

		Manage auditing and security log				Windows Settings\Security Settings\Local Policies\User rights assignment\Manage auditing and security log

		Modify firmware environment values				Windows Settings\Security Settings\Local Policies\User rights assignment\Modify firmware environment values

		Perform volume maintenance tasks				Windows Settings\Security Settings\Local Policies\User rights assignment\Perform volume maintenance tasks

		Profile single process				Windows Settings\Security Settings\Local Policies\User rights assignment\Profile single process

		Profile system performance				Windows Settings\Security Settings\Local Policies\User rights assignment\Profile system performance

		Remove computer from docking station				Windows Settings\Security Settings\Local Policies\User rights assignment\Remove computer from docking station

		Replace a process level token				Windows Settings\Security Settings\Local Policies\User rights assignment\Replace a process level token

		Restore files and directories				Windows Settings\Security Settings\Local Policies\User rights assignment\Restore files and directories

		Shut down the system				Windows Settings\Security Settings\Local Policies\User rights assignment\Shut down the system

		Synchronize directory service data				Windows Settings\Security Settings\Local Policies\User rights assignment\Synchronize directory service data

		Take ownership of files or other objects				Windows Settings\Security Settings\Local Policies\User rights assignment\Take ownership of files or other objects

		Accounts: Administrator account status				Windows Settings\Security Settings\Local Policies\Security options\Accounts: Administrator account status

		Accounts: Guest account status				Windows Settings\Security Settings\Local Policies\Security options\Accounts: Guest account status

		Accounts: Limit local account use of blank passwords to console logon only				Windows Settings\Security Settings\Local Policies\Security options\Accounts: Limit local account use of blank passwords to console logon only

		Accounts: Rename administrator account				Windows Settings\Security Settings\Local Policies\Security options\Accounts: Rename administrator account

		Accounts: Rename guest account				Windows Settings\Security Settings\Local Policies\Security options\Accounts: Rename guest account

		Audit: Audit the access of global system objects				Windows Settings\Security Settings\Local Policies\Security options\Audit: Audit the access of global system objects

		Audit: Audit the use of Backup and Restore privilege				Windows Settings\Security Settings\Local Policies\Security options\Audit: Audit the use of Backup and Restore privilege

		Audit: Shut down system immediately if unable to log security audits				Windows Settings\Security Settings\Local Policies\Security options\Audit: Shut down system immediately if unable to log security audits

		Devices: Allow undock without having to log on				Windows Settings\Security Settings\Local Policies\Security options\Devices: Allow undock without having to log on

		Devices: Allowed to format and eject removable media				Windows Settings\Security Settings\Local Policies\Security options\Devices: Allowed to format and eject removable media

		Devices: Prevent users from installing printer drivers				Windows Settings\Security Settings\Local Policies\Security options\Devices: Prevent users from installing printer drivers

		Devices: Restrict CD-ROM access to locally logged-on user only				Windows Settings\Security Settings\Local Policies\Security options\Devices: Restrict CD-ROM access to locally logged-on user only

		Devices: Restrict floppy access to locally logged-on user only				Windows Settings\Security Settings\Local Policies\Security options\Devices: Restrict floppy access to locally logged-on user only

		Devices: Unsigned driver installation behavior				Windows Settings\Security Settings\Local Policies\Security options\Devices: Unsigned driver installation behavior

		Domain controller: Allow server operators to schedule tasks				Windows Settings\Security Settings\Local Policies\Security options\Domain controller: Allow server operators to schedule tasks

		Domain controller: LDAP server signing requirements				Windows Settings\Security Settings\Local Policies\Security options\Domain controller: LDAP server signing requirements

		Domain controller: Refuse machine account password changes				Windows Settings\Security Settings\Local Policies\Security options\Domain controller: Refuse machine account password changes

		Domain member: Digitally encrypt or sign secure channel data (always)				Windows Settings\Security Settings\Local Policies\Security options\Domain member: Digitally encrypt or sign secure channel data (always)

		Domain member: Digitally encrypt secure channel data (when possible)				Windows Settings\Security Settings\Local Policies\Security options\Domain member: Digitally encrypt secure channel data (when possible)

		Domain member: Digitally sign secure channel data (when possible)				Windows Settings\Security Settings\Local Policies\Security options\Domain member: Digitally sign secure channel data (when possible)

		Domain member: Disable machine account password changes				Windows Settings\Security Settings\Local Policies\Security options\Domain member: Disable machine account password changes

		Domain member: Maximum machine account password age				Windows Settings\Security Settings\Local Policies\Security options\Domain member: Maximum machine account password age

		Domain member: Require strong (Windows 2000 or later) session key				Windows Settings\Security Settings\Local Policies\Security options\Domain member: Require strong (Windows 2000 or later) session key

		Interactive logon: Do not display last user name				Windows Settings\Security Settings\Local Policies\Security options\Interactive logon: Do not display last user name

		Interactive logon: Do not require CTRL+ALT+DEL				Windows Settings\Security Settings\Local Policies\Security options\Interactive logon: Do not require CTRL+ALT+DEL

		Interactive logon: Message text for users attempting to log on				Windows Settings\Security Settings\Local Policies\Security options\Interactive logon: Message text for users attempting to log on

		Interactive logon: Message title for users attempting to log on				Windows Settings\Security Settings\Local Policies\Security options\Interactive logon: Message title for users attempting to log on

		Interactive logon: Number of previous logons to cache (in case domain controller is not available)				Windows Settings\Security Settings\Local Policies\Security options\Interactive logon: Number of previous logons to cache (in case domain controller is not available)

		Interactive logon: Prompt user to change password before expiration				Windows Settings\Security Settings\Local Policies\Security options\Interactive logon: Prompt user to change password before expiration

		Interactive logon: Require Domain Controller authentication to unlock workstation				Windows Settings\Security Settings\Local Policies\Security options\Interactive logon: Require Domain Controller authentication to unlock workstation

		Interactive logon: Smart card removal behavior				Windows Settings\Security Settings\Local Policies\Security options\Interactive logon: Smart card removal behavior

		Microsoft network client: Digitally sign communications (always)				Windows Settings\Security Settings\Local Policies\Security options\Microsoft network client: Digitally sign communications (always)

		Microsoft network client: Digitally sign communications (if server agrees)				Windows Settings\Security Settings\Local Policies\Security options\Microsoft network client: Digitally sign communications (if server agrees)

		Microsoft network client: Send unencrypted password to third-party SMB servers				Windows Settings\Security Settings\Local Policies\Security options\Microsoft network client: Send unencrypted password to third-party SMB servers

		Microsoft network server: Amount of idle time required before suspending session				Windows Settings\Security Settings\Local Policies\Security options\Microsoft network server: Amount of idle time required before suspending session

		Microsoft network server: Digitally sign communications (always)				Windows Settings\Security Settings\Local Policies\Security options\Microsoft network server: Digitally sign communications (always)

		Microsoft network server: Digitally sign communications (if client agrees)				Windows Settings\Security Settings\Local Policies\Security options\Microsoft network server: Digitally sign communications (if client agrees)

		Microsoft network server: Disconnect clients when logon hours expire				Windows Settings\Security Settings\Local Policies\Security options\Microsoft network server: Disconnect clients when logon hours expire

		Network access: Allow anonymous SID/Name translation				Windows Settings\Security Settings\Local Policies\Security options\Network access: Allow anonymous SID/Name translation

		Network access: Do not allow anonymous enumeration of SAM accounts				Windows Settings\Security Settings\Local Policies\Security options\Network access: Do not allow anonymous enumeration of SAM accounts

		Network access: Do not allow anonymous enumeration of SAM accounts and shares				Windows Settings\Security Settings\Local Policies\Security options\Network access: Do not allow anonymous enumeration of SAM accounts and shares

		Network access: Do not allow storage of credentials or .NET Passports for network authentication				Windows Settings\Security Settings\Local Policies\Security options\Network access: Do not allow storage of credentials or .NET Passports for network authentication

		Network access: Let Everyone permissions apply to anonymous users				Windows Settings\Security Settings\Local Policies\Security options\Network access: Let Everyone permissions apply to anonymous users

		Network access: Named Pipes that can be accessed anonymously				Windows Settings\Security Settings\Local Policies\Security options\Network access: Named Pipes that can be accessed anonymously

		Network access: Remotely accessible registry paths				Windows Settings\Security Settings\Local Policies\Security options\Network access: Remotely accessible registry paths

		Network access: Shares that can be accessed anonymously				Windows Settings\Security Settings\Local Policies\Security options\Network access: Shares that can be accessed anonymously

		Network access: Sharing and security model for local accounts				Windows Settings\Security Settings\Local Policies\Security options\Network access: Sharing and security model for local accounts

		Network security: Do not store LAN Manager hash value on next password change				Windows Settings\Security Settings\Local Policies\Security options\Network security: Do not store LAN Manager hash value on next password change

		Network security: Force logoff when logon hours expire				Windows Settings\Security Settings\Local Policies\Security options\Network security: Force logoff when logon hours expire

		Network security: LAN Manager authentication level				Windows Settings\Security Settings\Local Policies\Security options\Network security: LAN Manager authentication level

		Network security: LDAP client signing requirements				Windows Settings\Security Settings\Local Policies\Security options\Network security: LDAP client signing requirements

		Network security: Minimum session security for NTLM SSP based (including secure RPC) clients				Windows Settings\Security Settings\Local Policies\Security options\Network security: Minimum session security for NTLM SSP based (including secure RPC) clients

		Network security: Minimum session security for NTLM SSP based (including secure RPC) servers				Windows Settings\Security Settings\Local Policies\Security options\Network security: Minimum session security for NTLM SSP based (including secure RPC) servers

		Recovery console: Allow automatic administrative logon				Windows Settings\Security Settings\Local Policies\Security options\Recovery console: Allow automatic administrative logon

		Recovery console: Allow floppy copy and access to all drives and all folders				Windows Settings\Security Settings\Local Policies\Security options\Recovery console: Allow floppy copy and access to all drives and all folders

		Shutdown: Allow system to be shut down without having to log on				Windows Settings\Security Settings\Local Policies\Security options\Shutdown: Allow system to be shut down without having to log on

		Shutdown: Clear virtual memory pagefile				Windows Settings\Security Settings\Local Policies\Security options\Shutdown: Clear virtual memory pagefile

		System cryptography: Use FIPS compliant algorithms for encryption, hashing, and signing				Windows Settings\Security Settings\Local Policies\Security options\System cryptography: Use FIPS compliant algorithms for encryption, hashing, and signing

		System objects: Default owner for objects created by members of the Administrators group				Windows Settings\Security Settings\Local Policies\Security options\System objects: Default owner for objects created by members of the Administrators group

		System objects: Require case insensitivity for non-Windows subsystems				Windows Settings\Security Settings\Local Policies\Security options\System objects: Require case insensitivity for non-Windows subsystems

		Autoenrollemt Settings				Windows Settings\Security Settings\Public Key Policies\Autoenrollemt Settings

		Encrypting file system				Windows Settings\Security Settings\Public Key Policies\Public Key Policies\Encrypting file system

		Software Restriction Policies				Windows Settings\Security Settings\Software Restriction Policies\

						Windows Settings\Security Settings\IP Security Policies on Local Computer\

		Client (Respond Only)				Windows Settings\Security Settings\IP Security Policies on Local Computer\Client (Respond Only)

		Secure Server (Require Security)				Windows Settings\Security Settings\IP Security Policies on Local Computer\Secure Server (Require Security)

		Server (Request Security)				Windows Settings\Security Settings\IP Security Policies on Local Computer\Server (Request Security)

		Disable remote desktop sharing		Disables the remote desktop sharing feature of NetMeeting.  Users will not be able to set it up or use it for controlling their computers remotely.		Administrative Templates\Windows Components\NetMeeting\Disable remote desktop sharing

		Hide Property Pages		Prevents users from viewing and changing the properties of an existing task.

This setting removes the Properties item from the File menu in Scheduled Tasks and from the context menu that appears when you right-click a task. As a result, users cannot change any properties of a task. They can only see the properties that appear in Detail view and in the task preview.

This setting prevents users from viewing and changing characteristics such as the program the task runs, its schedule details, idle time and power management settings, and its security context.

Note: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Tip: This setting affects existing tasks only. To prevent users from changing the properties of newly created tasks, use the "Remove Advanced Menu" setting.		Administrative Templates\Windows Components\Task Scheduler\Hide Property Pages

		Prevent Task Run or End		Prevents users from starting and stopping tasks manually.

This setting removes the Run and End Task items from the context menu that appears when you right-click a task. As a result, users cannot start tasks manually or force tasks to end before they are finished.

Note: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.		Administrative Templates\Windows Components\Task Scheduler\Prevent Task Run or End

		Prohibit Drag-and-Drop		Prevents users from adding or removing tasks by moving or copying programs in the Scheduled Tasks folder.

This setting disables the Cut, Copy, Paste, and Paste shortcut items on the context menu and the Edit menu in Scheduled Tasks. It also disables the drag-and-drop features of the Scheduled Tasks folder.

As a result, users cannot add new scheduled tasks by dragging, moving, or copying a document or program into the Scheduled tasks folder.

This setting does not prevent users from using other methods to create new tasks, and it does not prevent users from deleting tasks.

Note: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.		Administrative Templates\Windows Components\Task Scheduler\Prohibit Drag-and-Drop

		Prohibit New Task Creation		Prevents users from creating new tasks.

This setting removes the Add Scheduled Task item that starts the New Task Wizard. Also, the system does not respond when users try to move, paste, or drag programs or documents into the Scheduled Tasks folder.

Note: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Important: This setting does not prevent administrators of a computer from using At.exe to create new tasks or prevent administrators from submitting tasks from remote computers.		Administrative Templates\Windows Components\Task Scheduler\Prohibit New Task Creation

		Prohibit Task Deletion		Prevents users from deleting tasks from the Scheduled Tasks folder.

This setting removes the Delete command from the Edit menu in the Scheduled Tasks folder and from the menu that appears when you right-click a task. Also, the system does not respond when users try to cut or drag a task from the Scheduled Tasks folder.

Note: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Important: This setting does not prevent administrators of a computer from using At.exe to delete tasks.		Administrative Templates\Windows Components\Task Scheduler\Prohibit Task Deletion

		Remove Advanced Menu		Prevents users from viewing or changing the properties of newly created tasks.

This setting removes the "Open advanced properties for this task when I click Finish" item from the last page of the Scheduled Task Wizard. 

This setting prevents users from viewing and changing task characteristics, such as the program the task runs, details of its schedule, idle time and power management settings, and its security context. It is designed to simplify task creation for beginning users.

Note: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Tip: This setting affects newly created tasks only. To prevent users from changing the properties of existing tasks, use the "Hide Property Pages" setting.		Administrative Templates\Windows Components\Task Scheduler\Remove Advanced Menu

		Prohibit Browse		Limits newly scheduled to items on the user's Start menu, and prevents the user from changing the scheduled program for existing tasks.

This setting removes the Browse button from the Schedule Task Wizard and from the Task tab of the properties dialog box for a task. Also, users cannot edit the "Run" box or the "Start in" box that determine the program and path for a task.

As a result, when users create a task, they must select a program from the list in the Scheduled Task Wizard, which displays only the tasks that appear on the Start menu and its submenus. Once a task is created, users cannot change the program a task runs.

Important: This setting does not prevent users from creating a new task by pasting or dragging any program into the Scheduled Tasks folder. To prevent this action, use the "Prohibit Drag-and-Drop" setting.

Note: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.		Administrative Templates\Windows Components\Task Scheduler\Prohibit Browse

		Keep-Alive Messages		Specifies whether persistent connections are allowed.

After a terminal server client loses the connection to a Terminal server, the session on the terminal server might remain active instead of changing to a disconnected state,even if the client is physically disconnected from the terminal server.If the client logs on to the same terminal server again, a new session might be established (if Group Policy is configured to allow multiple sessions), and the original session might still be active. Enabling keep-alive connections ensures that the session state is consistent with the client state.By default, keep-alive connections are disabled.

If this setting is enabled, keep-alive connections are enabled.

If this setting is disabled, the default behavior is enforced and cannot be changed, even by the computer owner.

If this setting is not configured, keep-alive is off by default.		Administrative Templates\Windows Components\Terminal Services\Keep-Alive Messages

		Limit users to one remote session		Limits Terminal Services users to a single remote session. 

By default, Terminal Server allows an unlimited number of simultaneous active or disconnected sessions for each remote user. Use this setting to limit the number of simultaneous remote sessions to one for each user.

If you enable this setting, users who log on remotely to a terminal server can maintain only a single session on the server. If the user leaves the session in a disconnected state, he or she will automatically connect to that session at next logon. 

If you disable this setting, the default behavior of unlimited simultaneous connections is enforced.

If you do not configure this setting, the number of user sessions is not specified at the Group Policy level.		Administrative Templates\Windows Components\Terminal Services\Limit users to one remote session

		Enforce Removal of Remote Desktop Wallpaper		If you enable this setting, desktop wallpaper is never displayed to a remote desktop client.

If you disable this setting, desktop wallpaper may be displayed, depending on the client configuration (see the Experience tab in the Remote Desktop Client options for more information).

If you do not configure this setting, wallpaper may be displayed on Windows XP Professional and Home Edition depending on the client configuration.

Note: Because this setting is applied to the Terminal Server, it affects all remote desktop sessions, regardless of which operating system the remote desktop client is running on.		Administrative Templates\Windows Components\Terminal Services\Enforce Removal of Remote Desktop Wallpaper

		Limit number of connections		Directs Terminal Services to limit the number of simultaneous connections to the terminal server.

Use this setting to restrict the number of client sessions that can be active on a terminal server. If this number is exceeded, when users try to connect they receive an error message telling them that the server is busy and to try again later. Restricting the number of sessions improves performance because fewer sessions are demanding system resources. 

By default, servers running Terminal Server ("terminal servers") are configured to allow an unlimited number of sessions. 

To use this setting, enter the number of connections you want to specify as the maximum connections for the terminal server. To specify unlimited connections, type 999999.

If you enable this setting the maximum number of connections on the terminal server is limited to the specified number consistent with the version of Windows and the mode of Terminal Services that is enabled. 

If you disable this setting or do not configure it, limits to the number of connections are not enforced at the Group Policy level.

Note that this setting is designed to be used on terminal servers (that is, on servers running Windows with Terminal Server installed).		Administrative Templates\Windows Components\Terminal Services\Limit number of connections

		Limit maximum color depth		Specifies the maximum color resolution (color depth) for Terminal Services connections. 

You can use this setting to set a limit on the color depth of any connection to a terminal server or Remote Desktop. Limiting the color depth can improve connection performance, particularly over slow links, in addition to reducing server load. 

To use this setting, select the setting from the Color depth list. To specify that all connections should be at the highest color depth supported by the client, select "Client compatible". The current maximum color depth for Terminal Server and Remote Desktop connections is 24-bit. The default values are 256 Colors for both Terminal Server and Remote Desktop (server) and 15-bit for Remote Desktop on Windows Professional. 

If you enable this setting, users are limited to the specified color depth as the maximum for their Terminal Services connection. The actual color depth for the connection is determined by the color support available at the client. 

If you disable this setting or do not configure it, the color depth for connections is the default value for the Terminal Services mode/Windows version running on the computer, unless a lower level is specified by the user at the time of connection.		Administrative Templates\Windows Components\Terminal Services\Limit maximum color depth

		Do not allow new client connections		Disables new client connections to the terminal server. 

This setting prevents terminal servers from accepting new connections, without terminating existing sessions. Existing connections remain active until the user logs off or the connection times out.

If you enable this setting, the terminal server remains active but does not accept new connections. 

If you disable this setting, the terminal server accepts new client connections to the limit set in the "Limit number of connections" setting. Or, if "Limit number of connections" is not configured, the limit set in the Network Adapter tab of the Terminal Services Configuration tool is applied. 

If you do not configure this setting, the disabling of new client connections is not specified at the Group Policy level.

Note: Because users cannot reconnect to disconnected sessions when this setting is in effect, you might want to remove the Disconnect item from the Shut Down Windows dialog box in Terminal Services sessions. To do this, enable the "Remove Disconnect item from the Start Menu" setting.		Administrative Templates\Windows Components\Terminal Services\Do not allow new client connections

		Do not allow local administrators to customize permissions		Disables the administrator rights to customize security permissions in the Terminal Services Configuration tool (Tscc.msc).

Use this setting to prevent terminal server administrators from making changes to the security descriptors for user groups in the TSCC Permissions tab. By default, administrators are able to make such changes. 

If you enable this setting, the TSCC Permissions tab cannot be used to customize per-connection security descriptors or to change the default security descriptors for an existing group. All of the security descriptors are Read Only.

If you disable this setting or do not configure it, server administrators have full Read/Write privileges to the user security descriptors in the TSCC Permissions tab.

Note that the preferred method of managing user access is by adding a user to the Remote Desktop Users group.		Administrative Templates\Windows Components\Terminal Services\Do not allow local administrators to customize permissions

		Remove Windows Security item from Start menu		Removes the Windows Security item from the Settings menu on Terminal Services clients.

If you enable this setting, the Windows Security item does not appear in Settings menu on the Start menu. As a result, users must type a security attention sequence, such as CTRL+ALT+END, to open the Windows Security dialog box on a Terminal Services client.

This setting is designed to prevent inexperienced users from logging on to Terminal Services inadvertently.		Administrative Templates\Windows Components\Terminal Services\Remove Windows Security item from Start menu

		Remove Disconnect item from Shut Down dialog		Removes the Disconnect item from the Shut Down Windows dialog box on Terminal Services clients.

If you enable this setting, the Disconnect item does not appear in the drop-down list of options in the Shut Down Windows dialog box. As a result, Terminal Services users cannot use this familiar method to disconnect their client from a Terminal Services server.

If you disable this setting, the Disconnect item always appears.

If you do not configure this setting, the appearance of the Disconnect item is not specified at the Group Policy level. 

Note: This setting affects the Shut Down Windows dialog box only. It does not prevent users from using other methods of disconnecting from a Terminal Services session. Also note that this setting does not prevent Disconnected sessions at the server. Also, see "Do not allow disconnected sessions" to set this behavior.		Administrative Templates\Windows Components\Terminal Services\Remove Disconnect item from Shut Down dialog

		Set path for TS Roaming Profiles		Directs Terminal Services to use the specified network path for TS roaming user profiles. 

By default, a terminal server stores all user profiles locally on the server. You can use this setting to specify a network share where the profiles are stored instead, allowing users to access the same profile for sessions on all terminal servers in the same organizational unit.

To use this setting, type the path to the network share in the form \\Computername\Sharename. Do not specify a placeholder for user alias, because Terminal Services will automatically append this at logon. If the specified network share does not exist, Terminal Services displays an error message at the server and stores the user profiles locally. 

If you enable this setting, Terminal Services uses the specified path as the root directory for all user profiles. The profiles themselves are contained in subdirectories named for the alias of each user. 

If you disable this setting or do not configure it, user profiles will be stored locally on the server, unless specified otherwise by the server administrator. 

Note that the roaming profiles specified with this setting apply to Terminal Services connections only; a user might also have a Windows roaming profile, in which case the Terminal Services roaming profile always takes precedence in a Terminal Services session.		Administrative Templates\Windows Components\Terminal Services\Set path for TS Roaming Profiles

		TS User Home Directory		Directs Terminal Services to use the specified network share or local directory path as the root of the user's home directory for Terminal Services connections. 

To use this setting, select the location for the home directory (network or local) from the Location list. If you choose to place the directory on a network share, type the Home Dir Root Path in the form \\Computername\Sharename, and then select the drive letter to which you want the network share to be mapped. 

If you chose to keep the home directory on the local computer, type the Home Dir Root Path in the form "Drive:\Path" (without quotes), without environment variables or ellipses. Do not specify a placeholder for user alias, because Terminal Services automatically appends this at logon. (Note: the "Drive letter" field is ignored if you choose to specify a local path; if you choose to specify a local path but then type the name of a network share in Home Dir Root Path, Terminal Services places user home directories in the network location.)

If you enable this setting, Terminal Services creates the user's home directory in the specified location on the local computer or the network. The home directory path for each user is the specified Home Dir Root Path and the user's alias. 

If you disable this setting or do not configure it, the user's home directory is as specified at the server.		Administrative Templates\Windows Components\Terminal Services\TS User Home Directory

		Remote control settings		Sets rules for remote control of Terminal Services user sessions. 

Use this setting to configure the level of remote control and permissions required from the user for remote control of Terminal Services user sessions. Remote control can be established with or without a user's permission. There are two levels of remote control: the View Session level, which only allows you to watch the user's session, or the Full Control level, in which you can interact with a user's session. 

To use this setting, select one of the five options in the "Remote control" setting list. Click "No remote control allowed" to disable remote control completely. 

By default, Terminal Services allows the "View Session upon permission granted by user" level of remote control.

If you enable this setting, administrators can remotely interact with a user's Terminal Services session according to the specified rules. 

If you disable this setting or do not enable it, remote control rules will be determined by the server administrator.

Note: This setting appears in both Computer Configuration and User Configuration. If both settings are configured, the Computer Configuration setting overrides.		Administrative Templates\Windows Components\Terminal Services\Remote control settings

		Start a program on connection		Directs Terminal Services to run the specified program automatically upon connection. 

Use this setting to specify the program that runs automatically when a user logs on to a terminal server, overriding Start Program settings by the server administrator or user. The Start menu and Windows Desktop are not displayed, and when the user exits the program the session is automatically disconnected.

By default, Terminal Services sessions provide access to the full Windows desktop, unless otherwise specified with this setting or by the server administrator or by the user in configuring the client connection.

To use this setting, in "Program path and file name", type the fully qualified path and file name of the executable file to be run when the user logs on. If necessary, in "Working Directory", type the fully qualified path to the starting directory for the program. If you leave "Working Directory" blank, the program runs with its default working directory. If the specified program path, file name, or working directory is not the name of a valid directory, the terminal server connection fails with an error message.

If you enable this setting, Terminal Services sessions automatically run the specified program and use the specified Work Directory (or the program default directory, if Working Directory is not specified) as the working directory for the program. 

If you disable this setting or do not configure it, Terminal Services sessions start with the full desktop, unless the server administrator or user specify otherwise.

Note: See the "Run these programs at user logon" setting in System.adm. Also note that this setting appears in both Computer Configuration and User Configuration. If both settings are configured, the Computer Configuration setting overrides.		Administrative Templates\Windows Components\Terminal Services\Start a program on connection

		Do not allow clipboard redirection		Disables the sharing of clipboard contents ("clipboard redirection") between terminal servers and client computers in a Terminal Services session. 

By default, Terminal Services allows users to redirect clipboard data to and from the terminal server and the local computer. 

If you enable this setting, users of the terminal server cannot redirect clipboard data. 

If you disable this setting, clipboard redirection is always allowed.

 If you do not configure this setting, clipboard redirection is not specified at the Group Policy level. However, an administrator can still disable clipboard redirection using the Terminal Services Configuration tool.		Administrative Templates\Windows Components\Terminal ServicesClient\Server data redirection\Do not allow clipboard redirection

		Do not allow smart card device redirection		Disables the mapping of smart card devices in a Terminal Services session. The client must be running either Windows XP or Windows 2000.

By default, Terminal Services maps smart card devices on connection.

If you enable this setting, Terminal Services users cannot use a smart card to log on to a Terminal Services session.

If you disable this setting, smart card device redirection is always allowed.

If you do not configure this setting, smart card device redirection is not specified at the Group Policy level. However, an administrator can still disable local smart card device redirection by using the Terminal Services Configuration tool.		Administrative Templates\Windows Components\Terminal ServicesClient\Server data redirection\Do not allow smart card device redirection

		Allow audio redirection		Allow users to play server audio on the local computer, or vice versa, during a Terminal services session. 

By default, Terminal Server does not allow users to access the output of server audio devices on their local computers ("audio redirection"). 

If you enable this setting, users of the Terminal server can redirect audio data. 

If you disable this setting, audio redirection is never allowed.

 If you do not configure this setting, audio redirection is not specified at the Group Policy level. However, an administrator can still enable or disable audio redirection by using the Terminal Services Configuration tool.

Note: Audio redirection is enabled by default for Remote Desktop users on Windows Professional and Server.

Note: Audio redirection is enabled by default for Remote Desktop users on Windows Professional but disabled by default for Remote Desktop (remote administration) connections to Windows Server.		Administrative Templates\Windows Components\Terminal ServicesClient\Server data redirection\Allow audio redirection

		Do not allow COM port redirection		Disables the redirection of data to client COM ports from the server in Terminal Services sessions. 

Use this setting to prevent users from redirecting data to COM port peripherals or mapping local COM ports while they are logged on to a terminal server. By default, Terminal Services allows users to redirect COM port data. 

If you enable this setting, Terminal Services users cannot redirect server data to the local COM port. 

If you disable this setting, COM port redirection is always allowed.

 If you do not configure this setting, COM port redirection is not specified at the Group Policy level. However, an administrator can still disable local COM port redirection using the Terminal Services Configuration tool.		Administrative Templates\Windows Components\Terminal ServicesClient\Server data redirection\Do not allow COM port redirection

		Do not allow client printer redirection		Disables the mapping of client printers in Terminal Services sessions. 

Use this setting to prevent users from routing printing jobs from the server to a printer attached to their local computer. By default, Terminal Services allows client printer mapping. 

If you enable this setting, users cannot route printing jobs from the server to a printer attached to their local computer in Terminal Services sessions. 

If you disable this setting, the client printer mapping setting in the Terminal Service Configuration tool determines printer redirection. 

If you do not configure this setting, client printer mapping is not specified at the Group Policy level. However, an administrator can still disable client printer mapping using the Terminal Services Configuration tool.		Administrative Templates\Windows Components\Terminal ServicesClient\Server data redirection\Do not allow client printer redirection

		Do not allow LPT port redirection		Disables the redirection of data to client LPT ports during Terminal Services sessions. 

By default, Terminal Services allows users to map local LPT ports and redirect data from the server to local LPT port peripherals. 

If you enable this setting, Terminal Services users cannot redirect server data to the local LPT port. 

If you disable this setting, LPT port redirection is always allowed.

 If you do not configure this setting, LPT port redirection is not specified at the Group Policy level. However, an administrator can still disable local LPT port redirection using the Terminal Services Configuration tool.		Administrative Templates\Windows Components\Terminal ServicesClient\Server data redirection\Do not allow LPT port redirection

		Do not allow drive redirection		Disables the mapping of client drives in Terminal Services sessions. 

By default, Terminal Services maps client drives automatically upon connection. Mapped drives appear in the session folder tree in Windows Explorer or My Computer in the format \\TSClient\<driveletter>$. 

If you enable this setting, client drive mapping is not allowed in Terminal Services sessions. 

If you disable this setting, client drive redirection is always allowed.

 If you do not configure this setting, client drive redirection is not specified at the Group Policy level. However, an administrator can still disable client drive redirection by using the Terminal Services Configuration tool.		Administrative Templates\Windows Components\Terminal ServicesClient\Server data redirection\Do not allow drive redirection

		Do not set default client printer to be default printer in a session		Directs Terminal Services not to specify the default client printer as the default printer in a Terminal Services session.

By default, Terminal Services automatically designates the default client printer as the default printer in a Terminal Services session. Use this setting to override this default behavior.

If you enable this setting, the terminal server does not set the default client printer as the default printer in the session. Instead, the default printer is that which is specified at the server. 

If you disable this setting, the default printer is always the default client printer. 

If you do not configure this setting, the default printer is not enforced at the Group Policy level. However, an administrator can configure the default printer for client sessions by using the Terminal Services Configuration tool.		Administrative Templates\Windows Components\Terminal ServicesClient\Server data redirection\Do not set default client printer to be default printer in a session

		Always prompt client for password upon connection		If you enable this setting, users cannot automatically log on to a terminal server or access a Remote Desktop by supplying their passwords in the Remote Desktop Connection client. The local computer administrator cannot configure the computer to allow automatic sending of passwords.

If you disable this setting, the local computer administrator cannot change it, and users can send passwords automatically if they configure their client to do so.

If you do not configure this setting, the local computer administrator can use the Terminal Services Configuration tool to either allow or prevent automatic sending of passwords.		Administrative Templates\Windows Components\Terminal Services\Encryption and Security\Always prompt client for password upon connection

		Set client connection encryption level		Directs Terminal Services to enforce the specified encryption level for all data sent between the client and the server during Terminal Services connections. 

If you enable this setting, encryption is set to the level you specify (Client Compatible or High) for all connections to the server. By default, Encryption is set at the Client Compatible level. 

The Client Compatible level encrypts data sent between the client and the server at the maximum key strength supported by the client. Use this level when the terminal server is running in an environment containing mixed or legacy clients.

The High level encrypts data sent from client to server and from server to client by using strong 128-bit encryption. Use this level when the terminal server is running in an environment containing 128-bit clients only (such as Windows XP clients). Clients that do not support this level of encryption cannot connect. 

If you disable this setting or do not configure it, the encryption level is not enforced. However, administrators can set the encryption level at the server using the Terminal Services Configuration tool.		Administrative Templates\Windows Components\Terminal Services\Encryption and Security\Set client connection encryption level

		Prevent License Upgrade		Controls the way a License Server distributes license upgrades to Windows 2000 servers.

A License Server attempts to provide the most appropriate CAL for the connection. For example, a Windows 2000 TS CAL token is provided for clients connecting to a Windows 2000 server, and a Windows XP TS CAL token is provided for a connection to a Windows XP server.

By default, this per-machine setting allows a License Server to supply a Windows XP TS CAL token, if available, to a Windows 2000 server, if there is no Windows 2000 TS CAL token available.

If you enable this setting, when a WIndows 2000 server requests a license, but no Windows 2000 TS CAL token is available, a temporary CAL is issued if the client has not already been issued a temporary CAL. Otherwise, no CAL is issued and the client is refused connection, unless the terminal server is within its grace period.

If you disable this setting, the default behavior is enforced.

If you do not configure this setting, the License Server exhibits the default behavior.		Administrative Templates\Windows Components\Terminal ServicesLicensing\Prevent License Upgrade

		Do not use temp folders per session		Directs Terminal Services not to use per-session temporary folders. 

Use this setting to disable the creation of a separate temporary folder for each terminal server session. By default, Terminal Services creates a separate temporary folder for each active session that a user maintains on a terminal server. Unless otherwise specified, these per-session temporary folders are in %USERPROFILE%\Local Settings\Temp\<sessionid>. 

If you enable this setting, per-session temporary folders are not created. Instead, users' temporary files are stored in a common Temp directory for each user on the server (by default, %USERPROFILE%\Local Settings\Temp).

If you disable this setting, per-session temporary folders are always used, even if the administrator specifies otherwise in the Terminal Services Configuration tool. 

If you do not configure this setting, per-session temporary folders are used unless otherwise specified by the server administrator.		Administrative Templates\Windows Components\Terminal Services\Temporary folders\Do not use temp folders per session

		Do not delete temp folder upon exit		Directs Terminal Services not to delete users' per-session temporary folders at logoff. 

Use this setting to maintain users' session-specific temporary folders on a terminal server, even if the user logs off from a session. By default, the terminal server deletes users' temporary folders when the user logs off. 

If you enable this setting, users' per-session temporary folders are retained when the user logs off from a session. 

If you disable this setting, users' per-session temporary folders are deleted when a user logs off, even if the administrator specifies otherwise in the Terminal Services Configuration tool. 

If you do not configure this setting, by default the terminal server deletes user's per-session temporary folders on logoff unless specified otherwise by the server administrator.

Note: This setting only takes effect if per-session temporary folders are in use on the server. That is, if you enable the "Do not use temporary folders per session" setting and then enable this setting, this setting has no effect.		Administrative Templates\Windows Components\Terminal Services\Temporary folders\Do not delete temp folder upon exit

		Session Directory Active		Specifies that Terminal Services uses a Session Directory for tracking user sessions, allowing a group of terminal servers to locate and connect a user back to an existing session.

If you enable this setting, Terminal Services stores user session information in a Session Directory on the server specified in the Session Directory Server setting.

If you disable this setting or do not configure it, session tracking is not specified at the Group Policy level. However, administrators can configure servers to participate in the Session Directory Service with the Terminal Services Configuration tool.

Note: If you enable this setting, you must enable the Session Directory Server and Session Directory Cluster Name settings. Session Directory Service can only be used when the Terminal Server component is enabled on the server.		Administrative Templates\Windows Components\Terminal Services\Session Directory\Session Directory Active

		Session Directory Server		This setting works in combination with Session Directory Active policy to specify the name of the network server where the Terminal Services Session Directory service is running. 
\specify the DNS name, IP address, or fully qualified domain name of the Session Directory server (e.g., "Server.Domain.com"). You should also ensure that the Terminal Services Session Directory service is running on the specified server. If the name is invalid, an error is logged in the event log stating that the specified location could not be found.

If you disable this setting or do not configure it, Session Directory Server is not specified at the Group Policy level.

Note: Use this setting in combination with Session Directory Active and Session Directory Cluster Name.		Administrative Templates\Windows Components\Terminal Services\Session Directory\Session Directory Server

		Session Directory Cluster Name		Specifies the Cluster Name for the terminal server, associating it with other servers in the same logical group. 

To use this setting, specify the name of the terminal server cluster. If the name is invalid, an error is logged in the event log stating that the specified cluster could not be found. 

If you disable this setting or do not configure it, Cluster Name is not specified at the Group Policy level.

Note: Use this setting in combination with Session Directory Active and Session Directory Server.		Administrative Templates\Windows Components\Terminal Services\Session Directory\Session Directory Cluster Name

		Set time limit for disconnected sessions		Sets the maximum amount of time that a disconnected Terminal Services session is kept active on the server.

By default, Terminal Services allows users to disconnect from a remote session without logging off and ending the session. When a session is in a disconnected state, running programs are kept active even though the user is not actively connected. By default, these disconnected sessions are maintained for an unlimited time on the server. 

If you enable this setting, disconnected sessions are deleted from the server after the specified amount of time. To enforce the default behavior and specify that disconnected sessions are unlimited, select "Never".

If you disable this setting or do not configure it, time limits for disconnected sessions are not specified at the Group Policy level.

Note: this setting does not apply to console sessions, such as Remote Desktop sessions to computers running Windows Professional. Also note that this setting appears in both Computer Configuration and User Configuration. If both settings are configured, the Computer Configuration setting overrides.		Administrative Templates\Windows Components\Terminal Services\Sessions\Set time limit for disconnected sessions

		Set time limit for active sessions		Sets a time limit for active Terminal Services sessions.

Use this setting to specify the maximum amount of time a Terminal Services session can be active before the user session is automatically disconnected. By default, Terminal Services allows users an unlimited time for an active session. 

To use this setting, select the Active session limit in the drop-down list. To enforce the default behavior and specify that active sessions are unlimited, select "Never". 

 If you enable this setting, Terminal Services ends active remote sessions after the specified amount of time. The user receives a two-minute warning that the Terminal Services session is about to end, allowing him or her to save open files and close programs.

If you disable this setting or do not configure it, time limits for active sessions are not specified at the Group Policy level.

Note: active session limits do not apply to the console session. To specify that user sessions are terminated at time-out, enable the setting "Terminate session when time limits are reached". Also note that this setting appears in both Computer Configuration and User Configuration. If both settings are configured, the Computer Configuration setting overrides.		Administrative Templates\Windows Components\Terminal Services\Sessions\Set time limit for active sessions

		Set time limit for idle sessions		Sets a time limit for active but idle Terminal Services sessions.

Use this setting to specify the maximum amount of time an active Terminal Services session can be idle (that is, no user input) before the user session is automatically disconnected. By default, Terminal Services allows users an unlimited time for an active session, even if the session is idle. 

To use this setting, select the idle session limit in the drop-down list. To enforce the default behavior and specify that idle sessions are unlimited, select "Never". 

 If you enable this setting, active but idle sessions are automatically disconnected after the specified amount of time. The user receives a two-minute warning that the Terminal Services session is about to end, allowing him or her to press a key to keep the session active.

If you disable this setting or do not configure it, time limits for active but idle sessions are not specified at the Group Policy level.

Note: Idle session limits do not apply to the console session. To specify that user sessions are terminated at time-out, enable the setting "Terminate session when time limits are reached". Also note that this setting appears in both Computer Configuration and User Configuration. If both settings are configured, the Computer Configuration setting overrides.		Administrative Templates\Windows Components\Terminal Services\Sessions\Set time limit for idle sessions

		Allow reconnection from original client only		Directs Terminal Services to allow users to reconnect to disconnected sessions only from the original client computer.

Use this setting to prevent Terminal Services users from reconnecting to disconnected sessions from computers other than the client computer from which they originally created the session. By default, Terminal Services allows users to reconnect to disconnected sessions from any client computer.

If you enable this setting, Terminal Services users can reconnect to disconnected sessions only from the original client computer. If a user attempts to connect to the disconnected session from another client computer, a new session is created instead.

If you disable this setting, users can always connect to disconnected sessions from any client computer.

If you do not configure this setting, session reconnection from the original computer is not specified at the Group Policy level.

Important: This option is only supported for Citrix ICA clients that provide a serial number when connecting; the setting is ignored if the user is connecting with a Windows client. Also note that this setting appears in both Computer Configuration and User Configuration. If both settings are configured, the Computer Configuration setting overrides.		Administrative Templates\Windows Components\Terminal Services\Sessions\Allow reconnection from original client only

		Terminate session when time limits are reached		Directs Terminal Services to terminate timed-out sessions rather than disconnect them.

Use this setting to specify that sessions are terminated (that is, the user is logged off and the session is deleted from the server) instead of being disconnected after time limits for active or idle sessions are reached. Time limits are set locally by the server administrator or in Group Policy. See the "Set time limits for active sessions" and "Set time limits for idle sessions" settings.

If you enable this setting, sessions that reach a time-out limit are terminated.

If you disable this setting, timed-out sessions are always disconnected, even if specified otherwise by the server administrator.

If you do not enable this setting, timed-out sessions are disconnected unless specified otherwise in local settings.

Note: this setting only applies to time-out limits that are deliberately set (in Terminal Services Configuration or Group Policy), not to time-out events that occur due to connectivity or network conditions. Also note that this setting appears in both Computer Configuration and User Configuration. If both settings are configured, the Computer Configuration setting overrides.		Administrative Templates\Windows Components\Terminal Services\Sessions\Terminate session when time limits are reached

		Disable Windows Installer		Disables or restricts the use of Windows Installer.

This setting can prevent users from installing software on their systems or permit users to install only those programs offered by a system administrator.

If you enable this setting, you can use the options in the Disable Windows Installer box to establish an installation setting.

--   The "Never" option indicates that Windows Installer is fully enabled. Users can install and upgrade software. Windows Installer is enabled by default on Windows 2000.

--   The "For non-managed apps only" option permits users to install only those programs that a system administrator assigns (offers on the desktop) or publishes (adds them to Add or Remove Programs).

--   The "Always" option indicates that Windows Installer is disabled.

This setting affects Windows Installer only. It does not prevent users from using other methods to install and upgrade programs.		Administrative Templates\Windows Components\Windows Installer\Disable Windows Installer

		Always install with elevated privileges		Directs Windows Installer to use system permissions when it installs any program on the system.

This setting extends elevated privileges to all programs. These privileges are usually reserved for programs that have been assigned to the user (offered on the desktop), assigned to the computer (installed automatically), or made available in Add or Remove Programs in Control Panel. This setting lets users install programs that require access to directories that the user might not have permission to view or change, including directories on highly restricted computers.

If you disable this setting or do not configure it, the system applies the current user's permissions when it installs programs that a system administrator does not distribute or offer.

Note: This setting appears both in the Computer Configuration and User Configuration folders. To make this setting effective, you must enable the setting in both folders.

Caution: Skilled users can take advantage of the permissions this setting grants to change their privileges and gain permanent access to restricted files and folders. Note that the User Configuration version of this setting is not guaranteed to be secure.		Administrative Templates\Windows Components\Windows Installer\Always install with elevated privileges

		Prohibit rollback		Prohibits Windows Installer from generating and saving the files it needs to reverse an interrupted or unsuccessful installation.

This setting prevents Windows Installer from recording the original state of the system and sequence of changes it makes during installation. It also prevents Windows Installer from retaining files it intends to delete later. As a result, Windows Installer cannot restore the computer to its original state if the installation does not complete.

This setting is designed to reduce the amount of temporary disk space required to install programs. Also, it prevents malicious users from interrupting an installation to gather data about the internal state of the computer or to search secure system files. However, because an incomplete installation can render the system or a program inoperable, do not use this setting unless it is essential.

This setting appears in the Computer Configuration and User Configuration folders. If the setting is enabled in either folder, it is considered be enabled, even if it is explicitly disabled in the other folder.		Administrative Templates\Windows Components\Windows Installer\Prohibit rollback

		Remove browse dialog box for new source		Prevents users from searching for installation files when they add features or components to an installed program.

This setting disables the Browse button beside the "Use feature from" list in the Windows Installer dialog box. As a result, users must select an installation file source from the "Use features from" list that the system administrator configures.

This setting applies even when the installation is running in the user's security context.

If you disable this setting or do not configure it, the Browse button is enabled when an installation is running in the user's security context. But only system administrators can browse when an installation is running with elevated system privileges, such as installations offered on the desktop or in Add or Remove Programs.

This setting affects Windows Installer only. It does not prevent users from selecting other browsers, such as Windows Explorer or My Network Places, to search for installation files.

Also, see the "Enable user to browse for source while elevated" setting.		Administrative Templates\Windows Components\Windows Installer\Remove browse dialog box for new source

		Prohibit patching		Prevents users from using Windows Installer to install patches.

Patches are updates or upgrades that replace only those program files that have changed. Because patches can be easy vehicles for malicious programs, some installations prohibit their use.

Note: This setting applies only to installations that run in the user's security context. By default, users who are not system administrators cannot apply patches to installations that run with elevated system privileges, such as those offered on the desktop or in Add or Remove Programs.

Also, see the "Enable user to patch elevated products" setting.		Administrative Templates\Windows Components\Windows Installer\Prohibit patching

		Disable IE security prompt for Windows Installer scripts		Allows Web-based programs to install software on the computer without notifying the user.

By default, when a script hosted by an Internet browser tries to install a program on the system, the system warns users and allows them to select or refuse the installation. This setting suppresses the warning and allows the installation to proceed.

This setting is designed for enterprises that use Web-based tools to distribute programs to their employees. However, because this setting can pose a security risk, it should be applied cautiously.		Administrative Templates\Windows Components\Windows Installer\Disable IE security prompt for Windows Installer scripts

		Enable user control over installs		Permits users to change installation options that typically are available only to system administrators.

This setting bypasses some of the security features of Windows Installer. It permits installations to complete that otherwise would be halted due to a security violation.

The security features of Windows Installer prevent users from changing installation options typically reserved for system administrators, such as specifying the directory to which files are installed. If Windows Installer detects that an installation package has permitted the user to change a protected option, it stops the installation and displays a message. These security features operate only when the installation program is running in a privileged security context in which it has access to directories denied to the user.

This setting is designed for less restrictive environments. It can be used to circumvent errors in an installation program that prevents software from being installed.		Administrative Templates\Windows Components\Windows Installer\Enable user control over installs

		Enable user to browse for source while elevated		Allows users to search for installation files during privileged installations.  This setting enables the Browse button in the "Use feature from" dialog box. As a result, users can search for installation files, even when the installation program is running with elevated system privileges. By default, only system administrators can browse during installations with elevated privileges, such as installations offered on the desktop or displayed in Add or Remove Programs.  Because the installation is running with elevated system privileges, users can browse through directories that their own permissions would not allow.  This setting does not affect installations that run in the user's security context. Also, see the "Remove browse dialog box for new source" setting.		Administrative Templates\Windows Components\Windows Installer\Enable user to browse for source while elevated

		Enable user to use media source while elevated		Allows users to install programs from removable media, such as floppy disks and CD-ROMs, during privileged installations.

This setting permits all users to install programs from removable media, even when the installation program is running with elevated system privileges. By default, users can install programs from removable media only when the installation runs in the user's security context. During privileged installations, such as those offered on the desktop or displayed in Add or Remove Programs, only system administrators can install from removable media.

This setting does not affect installations that run in the user's security context. By default, users can install from removable media when the installation runs in their own security context.

Also, see the "Prevent removable media source for any install" setting in User Configuration\Administrative Templates\Windows Components\Windows Installer.		Administrative Templates\Windows Components\Windows Installer\Enable user to use media source while elevated

		Enable user to patch elevated products		Allows users to upgrade programs during privileged installations.

This setting permits all users to install patches, even when the installation program is running with elevated system privileges. Patches are updates or upgrades that replace only those program files that have changed. Because patches can easily be vehicles for malicious programs, some installations prohibit their use.

By default, only system administrators can apply patches during installations with elevated privileges, such as installations offered on the desktop or displayed in Add or Remove Programs.

This setting does not affect installations that run in the user's security context. By default, users can install patches to programs that run in their own security context. Also, see the "Prohibit patching" setting.		Administrative Templates\Windows Components\Windows Installer\Enable user to patch elevated products

		Allow admin to install from Terminal Services session		Allows Terminal Services administrators to install and configure programs remotely.

By default, system administrators can install programs only when system administrators are logged on to the computer on which the program is being installed. This setting creates a special exception for computers running Terminal Services.

This setting affects system administrators only. Other users cannot install programs remotely.		Administrative Templates\Windows Components\Windows Installer\Allow admin to install from Terminal Services session

		Cache transforms in secure location on workstation		Saves copies of transform files in a secure location on the local computer.

Transform files consist of instructions to modify or customize a program during installation. By default, Windows Installer stores transform files in the Application Data directory in the user's profile. When a user reinstalls, removes, or repairs an installation, the transform file is available, even if the user is on a different computer or is not connected to the network.

If you enable this setting, the transform file is saved in a secure location on the user's computer instead of in the user profile. Because Windows Installer requires the transform file in order to repeat an installation in which the transform file was used, the user must be using the same computer or be connected to the original or identical media to reinstall, remove, or repair the installation.

This setting is designed for enterprises that must take special precautions to prevent unauthorized or malicious editing of transform files.		Administrative Templates\Windows Components\Windows Installer\Cache transforms in secure location on workstation

		Logging		Specifies the types of events that Windows Installer records in its transaction log for each installation. The log, Msi.log, appears in the Temp directory of the system volume.

When you enable this setting, you can specify the types of events you want Windows Installer to record. To indicate that an event type is recorded, type the letter representing the event type. You can type the letters in any order and list as many or as few event types as you want.

To disable logging, delete all of the letters from the box.

If you disable this setting or do not configure it, Windows Installer logs the default event types, represented by the letters "iweap."		Administrative Templates\Windows Components\Windows Installer\Logging

		Prohibit User Installs		This setting allows you to configure user installs. To configure this setting, set it to enabled and use the drop-down list to select the behavior you want.

If this setting is not configured, or if the setting is enabled and "Allow User Installs" is selected, the installer allows and makes use of products that are installed per user, and products that are installed per computer. If the installer finds a per-user install of an application, this hides a per-computer installation of that same product.

If this setting is enabled and "Hide User Installs" is selected, the installer ignores per-user applications. This causes a per-computer installed application to be visible to users, even if those users have a per-user install of the product registered in their user profile.

If this setting is enabled and "Prohibit User Installs" is selected, the installer prevents applications from being installed per user, and it ignores previously installed per-user applications. An attempt to perform a per-user installation causes the installer to display an error message and stop the installation. This setting is useful in environments where the administrator only wants per-computer applications installed, such as on a kiosk or a Windows Terminal Server.		Administrative Templates\Windows Components\Windows Installer\Prohibit User Installs

		Turn off creation of System Restore Checkpoints		System Restore enables users, in the event of a problem, to restore their computers to a previous state without losing personal data files. By default, the Windows Installer automatically creates a System Restore checkpoint each time an application is installed, so that users can restore their computer to the state it was in before installing the application.

If you enable this setting, the windows Installer does not generate System Restore checkpoints when installing applications.

If you disable this setting or do not configure it, the Windows Installer automatically creates a System Restore checkpoint each time an application is installed.

Note: This setting only applies to Windows XP Professional.		Administrative Templates\Windows Components\Windows Installer\Turn off creation of System Restore Checkpoints

		Do not allow Windows Messenger to be run		Allows you to disable Windows Messenger.

If you enable this setting, Windows Messenger will not run.

If you disable or do not configure this setting, Windows Messenger can be used.

Note: If you enable this setting, Remote Assistance also cannot use Windows Messenger.

Note: This setting is available under both Computer Configuration and User Configuration. If both are present, the Computer Configuration version of this setting takes precedence.		Administrative Templates\Windows Components\Windows Messenger\Do not allow Windows Messenger to be run

		Do not automatically start Windows Messenger initially		Windows Messenger is automatically loaded and running when a user logs on to a Windows XP computer. You can use this setting to stop Windows Messenger from automatically being run at logon.

If you enable this setting, Windows Messenger will not be loaded automatically when a user logs on.

If you disable or do not configure this setting, the Windows Messenger will be loaded automatically at logon.

Note: This setting simply prevents Windows Messenger from running intially. If the user invokes and uses Windows Messenger from that point on, Windows Messenger will be loaded.

The user can also configure this behavior on the Preferences tab on the Tools menu in the Windows Messenger user interface.

Note: If you do not want users to use Windows Messenger, enable the "Do not allow Windows Messenger to run" setting.

Note: This setting is available under both Computer Configuration and User Configuration. If both are present, the Computer Configuration version of this setting takes precedence.		Administrative Templates\Windows Components\Windows Messenger\Do not automatically start Windows Messenger initially

		Security Zones: Use only machine settings		Applies security zone information to all users of the same computer. A security zone is a group of Web sites with the same security level.

If you enable this policy, changes that the user makes to a security zone will apply to all users of that computer.

If you disable this policy or do not configure it, users of the same computer can establish their own security zone settings.

This policy is intended to ensure that security zone settings apply uniformly to the same computer and do not vary from user to user.

Also, see the "Security zones: Do not allow users to change policies" policy.		Administrative Templates\Windows Components\Internet Explorer\Security Zones: Use only machine settings

		Security Zones: Do not allow users to change policies		Prevents users from changing security zone settings. A security zone is a group of Web sites with the same security level.

If you enable this policy, the Custom Level button and security-level slider on the Security tab in the Internet Options dialog box are disabled.

If you disable this policy or do not configure it, users can change the settings for security zones.

This policy prevents users from changing security zone settings established by the administrator.

Note: The "Disable the Security page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel), which removes the Security tab from Internet Explorer in Control Panel, takes precedence over this policy. If it is enabled, this policy is ignored.

Also, see the "Security zones: Use only machine settings" policy.		Administrative Templates\Windows Components\Internet Explorer\Security Zones: Do not allow users to change policies

		Security Zones: Do not allow users to add/delete sites		Prevents users from adding or removing sites from security zones. A security zone is a group of Web sites with the same security level.

If you enable this policy, the site management settings for security zones are disabled. (To see the site management settings for security zones, in the Internet Options dialog box, click the Security tab, and then click the Sites button.)

If you disable this policy or do not configure it, users can add Web sites to or remove sites from the Trusted Sites and Restricted Sites zones, and alter settings for the Local Intranet zone.

This policy prevents users from changing site management settings for security zones established by the administrator.

Note:  The "Disable the Security page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel), which removes the Security tab from the interface, takes precedence over this policy. If it is enabled, this policy is ignored.

Also, see the "Security zones: Use only machine settings" policy.		Administrative Templates\Windows Components\Internet Explorer\Security Zones: Do not allow users to add/delete sites

		Make proxy settings per-machine (rather than per-user)		Applies proxy settings to all users of the same computer.

If you enable this policy, users cannot set user-specific proxy settings. They must use the zones created for all users of the computer.

If you disable this policy or do not configure it, users of the same computer can establish their own proxy settings.

This policy is intended to ensure that proxy settings apply uniformly to the same computer and do not vary from user to user.		Administrative Templates\Windows Components\Internet Explorer\Make proxy settings per-machine (rather than per-user)

		Disable Automatic Install of Internet Explorer components		Prevents Internet Explorer from automatically installing components.

If you enable this policy, it prevents Internet Explorer from downloading a component when users browse to a Web site that needs that component.

If you disable this policy or do not configure it, users will be prompted to download and install a component when visiting a Web site that uses that component.

This policy is intended to help the administrator control which components the user installs.		Administrative Templates\Windows Components\Internet Explorer\Disable Automatic Install of Internet Explorer components

		Disable Periodic Check for Internet Explorer software updates		Prevents Internet Explorer from checking whether a new version of the browser is available.

If you enable this policy, it prevents Internet Explorer from checking to see whether it is the latest available browser version and notifying users if a new version is available.

If you disable this policy or do not configure it, Internet Explorer checks every 30 days by default, and then notifies users if a new version is available.

This policy is intended to help the administrator maintain version control for Internet Explorer by preventing users from being notified about new versions of the browser.		Administrative Templates\Windows Components\Internet Explorer\Disable Periodic Check for Internet Explorer software updates

		Disable software update shell notifications on program launch		Specifies that programs using the Microsoft Software Distribution Channel will not notify users when they install new components. The Software Distribution Channel is a means of updating software dynamically on users' computers by using Open Software Distribution (.osd) technologies.

If you enable this policy, users will not be notified if their programs are updated using Software Distribution Channels.

If you disable this policy or do not configure it, users will be notified before their programs are updated.

This policy is intended for administrators who want to use Software Distribution Channels to update their users' programs without user intervention.		Administrative Templates\Windows Components\Internet Explorer\Disable software update shell notifications on program launch

		Disable showing the splash screen		Prevents the Internet Explorer splash screen from appearing when users start the browser.

If you enable this policy, the splash screen, which displays the program name, licensing, and copyright information, is not displayed.

If you disable this policy or do not configure it, the splash screen will be displayed when users start their browsers.		Administrative Templates\Windows Components\Internet Explorer\Disable showing the splash screen

		Display Shutdown Event Tracker		The Shutdown Event Tracker can be displayed when you shut down a Windows XP Professional workstation. This is an extra set of questions that is displayed when you invoke a shutdown to collect information related to why you are shutting down the computer.

If you enable this setting, and you click "Always" in the drop-down box, the Shutdown Event Tracker is displayed when you shut down.

If you enable this setting, and you click "Never" in the drop-down box, the Shutdown Event Tracker is not displayed when you shut down.

If you disable or do not configure this setting, the default behavior for the Shutdown Event Tracker occurs.

Note: By default, the Shutdown Event Tracker is not displayed on Windows XP Professional.		Administrative Templates\System\Display Shutdown Event Tracker

		Specify Windows installation file location		Specifies an alternate location for Windows installation files.

To enable this setting, and enter the fully qualified path to the new location in the "Windows Setup file path" box.

If you disable this setting or do not configure it, the Windows Setup source path will be the location used during the last time Windows Setup was run on the system.		Administrative Templates\System\Specify Windows installation file location

		Specify Windows Service Pack installation file location		Specifies an alternate location for Windows Service Pack installation files.

To enable this setting, enter the fully qualified path to the new location in the "Windows Service Pack Setup file path" box.

If you disable this setting or do not configure it, the Windows Service Pack Setup source path will be the location used during the last time Windows Service Pack Setup was run on the system.		Administrative Templates\System\Specify Windows Service Pack installation file location

		Remove Boot / Shutdown / Logon / Logoff status messages		Suppresses system status messages.

If you enable this setting, the system does not display a message reminding users to wait while their system starts or shuts down, or while users log on or off.		Administrative Templates\System\Remove Boot / Shutdown / Logon / Logoff status messages

		Verbose vs normal status messages		Directs the system to display highly detailed status messages.

If you enable this setting, the system displays status messages that reflect each step in the process of starting, shutting down, logging on, or logging off the system.

This setting is designed for sophisticated users that require this information.

Note: This setting is ignored if the "Remove Boot / Shutdown / Logon / Logoff status messages" setting is enabled.		Administrative Templates\System\Verbose vs normal status messages

		Restrict these programs from being launched from Help		Allows you to restrict programs from being run from online Help.

If you enable this setting, you can prevent programs that you specify from being allowed to be run from Help. When you enable this setting, enter the list of the programs you want to restrict. Enter the file name of the executable for each application, separated by commas.

If you disable or do not configure this setting, users will be able to run applications from online Help.

Note: You can also restrict users from running applications by using the Software Restriction settings available in Computer Configuration\Security Settings.

Note: This setting is available under Computer Configuration and User Comfiguration. If both are set, the list of programs specified in each of these will be restricted.		Administrative Templates\System\Restrict these programs from being launched from Help

		Turn off Autoplay		Turns off the Autoplay feature.

Autoplay begins reading from a drive as soon as you insert media in the drive. As a result, the setup file of programs and the music on audio media start immediately.

By default, Autoplay is disabled on removable drives, such as the floppy disk drive (but not the CD-ROM drive), and on network drives.

If you enable this setting, you can also disable Autoplay on CD-ROM drives or disable Autoplay on all drives.

This setting disables Autoplay on additional types of drives. You cannot use this setting to enable Autoplay on drives on which it is disabled by default.

Note: This setting appears in both the Computer Configuration and User Configuration folders. If the settings conflict, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Note: This setting does not prevent Autoplay for music CDs.		Administrative Templates\System\Turn off Autoplay

		Do not automatically encrypt files moved to encrypted folders		Prevents Windows Explorer from encrypting files that are moved to an encrypted folder.

If you disable this setting or do not configure it, Windows Explorer automatically encrypts files that are moved to an encrypted folder.

This setting applies only to files moved within a volume. When files are moved to other volumes, or if you create a new file in an encrypted folder, Windows Explorer encrypts those files automatically.		Administrative Templates\System\Do not automatically encrypt files moved to encrypted folders

		Download missing COM components		Directs the system to search Active Directory for missing Component Object Model (COM) components that a program requires.

Many Windows programs, such as the MMC snap-ins, use the interfaces provided by the COM. These programs cannot perform all of their functions unless Windows 2000 has internally registered the required components.

If you enable this setting and a component registration is missing, the system searches for it in Active Directory and if it is found, downloads it. The resulting searches might make some programs start or run slowly.

If you disable this setting or do not configure it, the program continues without the registration. As a result, the program might not perform all of its functions, or it might stop.

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in  User Configuration.		Administrative Templates\System\Download missing COM components

		Delete cached copies of roaming profiles		Determines whether the system saves a copy of a user’s roaming profile on the local computer's hard drive when the user logs off.

This setting, and related settings in this folder, together describe a strategy for managing user profiles residing on remote servers. In particular, they tell the system how to respond when a remote profile is slow to load.

Roaming profiles reside on a network server. By default, when users with roaming profiles log off, the system also saves a copy of their roaming profile on the hard drive of the computer they are using in case the server that stores the roaming profile is unavailable when the user logs on again. The local copy is also used when the remote copy of the roaming user profile is slow to load.

If you enable this setting, any local copies of the user’s roaming profile are deleted when the user logs off. The roaming profile still remains on the network server that stores it.

Important: Do not enable this setting if you are using the slow link detection feature of Windows 2000 and Windows XP. To respond to a slow link, the system requires a local copy of the user’s roaming profile.		Administrative Templates\System\User Profiles\Delete cached copies of roaming profiles

		Do not detect slow network connections		Disables the slow link detection feature.

Slow link detection measures the speed of the connection between a user's computer and the remote server that stores the roaming user profile. When the system detects a slow link, the related settings in this folder tell the system how to respond.

If you enable this setting, the system does not detect slow connections or recognize any connections as being slow. As a result, the system does not respond to slow connections to user profiles, and it ignores the settings that tell the system how to respond to a slow connection.

If you disable this setting or do not configure it, slow link detection is enabled. The system measures the speed of the connection between the user's computer and profile server. If the connection is slow (as defined by the "Slow network connection timeout for user profiles" setting), the system applies the other settings set in this folder to determine how to proceed. By default, when the connection is slow, the system loads the local copy of the user profile.		Administrative Templates\System\User Profiles\Do not detect slow network connections

		Slow network connection timeout for user profiles		Defines a slow connection for roaming user profiles.

If the server on which the user's roaming user profile resides takes longer to respond than the thresholds set by this setting allow, then the system considers the connection to the profile to be slow.

This setting and related settings in this folder together define the system's response when roaming user profiles are slow to load.

This setting establishes thresholds for two tests. For computers connected to IP networks, the system measures the rate at which the remote server returns data in response to an IP ping message. To set a threshold for this test, in the Connection speed box, type a decimal number between 0 and 4,294,967,200, representing the minimum acceptable transfer rate in kilobits per second. By default, if the server returns fewer than 500 kilobits of data per second, it is considered to be slow.

For non-IP computers, the system measures the responsiveness of the remote server's file system. To set a threshold for this test, in the Time box, type a decimal number between 0 and 20,000, representing the maximum acceptable delay, in milliseconds. By default, if the server's file system does not respond within 120 milliseconds, it is considered to be slow.

Consider increasing this value for clients using DHCP Service-assigned addresses or for computers accessing profiles across dial-up connections.

Important: If the "Do not detect slow network connections" setting is enabled, this setting is ignored. Also, if the "Delete cached copies of roaming profiles" setting is enabled, there is no local copy of the roaming profile to load when the system detects a slow connection.		Administrative Templates\System\User Profiles\Slow network connection timeout for user profiles

		Wait for remote user profile		Directs the system to wait for the remote copy of the roaming user profile to load, even when loading is slow. Also, the system waits for the remote copy when the user is notified about a slow connection, but does not respond in the time allowed.

This setting and related settings in this folder together define the system's response when roaming user profiles are slow to load.

If you disable this setting or do not configure it, then when a remote profile is slow to load, the system loads the local copy of the roaming user profile. The local copy is also used when the user is consulted (as set in the "Prompt user when slow link is detected" setting), but does not respond in the time allowed (as set in the "Timeout for dialog boxes" setting).

Waiting for the remote profile is appropriate when users move between computers frequently and the local copy of their profile is not always current. Using the local copy is desirable when quick logging on is a priority.

Important: If the "Do not detect slow network connections" setting is enabled, this setting is ignored. Also, if the "Delete cached copies of roaming profiles" setting is enabled, there is no local copy of the roaming profile to load when the system detects a slow connection.		Administrative Templates\System\User Profiles\Wait for remote user profile

		Prompt user when slow link is detected		Notifies users when their roaming profile is slow to load. The notice lets users decide whether to use a local copy or to wait for the roaming user profile.

If you disable this setting or do not configure it, when a roaming user profile is slow to load, the system does not consult the user. Instead, it loads the local copy of the profile. If you have enabled the "Wait for remote user profile" setting, the system loads the remote copy without consulting the user.

This setting and related settings in this folder together define the system's response when roaming user profiles are slow to load.

To adjust the time within which the user must respond to this notice, use the "Timeout for dialog boxes" setting.

Important: If the "Do not detect slow network connections" setting is enabled, this setting is ignored. Also, if the "Delete cached copies of roaming profiles" setting is enabled, there is no local copy of the roaming profile to load when the system detects a slow connection.		Administrative Templates\System\User Profiles\Prompt user when slow link is detected

		Timeout for dialog boxes		Notifies users when their roaming profile is slow to load. The notice lets users decide whether to use a local copy or to wait for the roaming user profile.

If you disable this setting or do not configure it, when a roaming user profile is slow to load, the system does not consult the user. Instead, it loads the local copy of the profile. If you have enabled the "Wait for remote user profile" setting, the system loads the remote copy without consulting the user.

This setting and related settings in this folder together define the system's response when roaming user profiles are slow to load.

To adjust the time within which the user must respond to this notice, use the "Timeout for dialog boxes" setting.

Important: If the "Do not detect slow network connections" setting is enabled, this setting is ignored. Also, if the "Delete cached copies of roaming profiles" setting is enabled, there is no local copy of the roaming profile to load when the system detects a slow connection.		Administrative Templates\System\User Profiles\Timeout for dialog boxes

		Log users off when roaming profile fails		Logs a user off automatically when the system cannot load the user's roaming user profile.

This setting is used when the system cannot find the roaming user profile or the profile contains errors which prevent it from loading correctly.

If you disable this setting or do not configure it, when the roaming profile fails, the system loads a local copy of the roaming user profile, if one is available. Otherwise, the system loads the default user profile (stored in %Systemroot%\Documents and Settings\Default User).

Also, see the "Delete cached copies of roaming profiles" setting.		Administrative Templates\System\User Profiles\Log users off when roaming profile fails

		Maximum retries to unload and update user profile		Determines how many times the system tries to unload and update the registry portion of a user profile. When the number of trials specified by this setting is exhausted, the system stops trying. As a result, the user profile might not be current, and local and roaming user profiles might not match.

When a user logs off of the computer, the system unloads the user-specific section of the registry (HKEY_CURRENT_USER) into a file (NTUSER.DAT) and updates it. However, if another program or service is reading or editing the registry, the system cannot unload it. The system tries repeatedly (at a rate of once per second) to unload and update the registry settings. By default, the system repeats its periodic attempts 60 times (over the course of one minute).

If you enable this setting, you can adjust the number of times the system tries to unload and update the user's registry settings. (You cannot adjust the retry rate.)

If you disable this setting or do not configure it, the system repeats its attempt 60 times.

If you set the number of retries to 0, the system tries just once to unload and update the user's registry settings. It does not try again.

Note: This setting is particularly important to servers running Terminal Services. Because Terminal Services edits the users' registry settings when they log off, the system's first few attempts to unload the user settings are more likely to fail.

This setting does not affect the system's attempts to update the files in the user profile.

Tip: Consider increasing the number of retries specified in this setting if there are many user profiles stored in the computer's memory. This indicates that the system has not been able to unload the profile.

Also, check the Application Log in Event Viewer for events generated by Userenv. The system records an event whenever it tries to unload the registry portion of the user profile. The system also records an event when it fails to update the files in a user profile.		Administrative Templates\System\User Profiles\Maximum retries to unload and update user profile

		Add the Administrators security group to roaming user profiles		This setting adds the Administrator security group to the roaming user profile share.\n\nOnce an administrator has configured a users' roaming profile, the profile will be created at the user's next login. The profile is created at the location that is specified by the administrator.\n\nFor Windows 2000 and Windows XP operating systems, the default file permissions for the newly generated profile are full control, or read and write access for the user, and no file access for the administrators group.\n\nBy configuring this setting, you can alter this behavior.\n\nIf you enable this setting, the administrator group is also given full control to the user's profile folder.\n\nIf you disable or do not configure it, only the user is given full control of their user profile, and the administrators group has no file system access to this folder.\n\nNote: If the setting is enabled after the profile is created, the setting has no effect.\n\nNote: The setting must be configured on the client computer, not the server, for it to have any effect, because the client computer sets the file share permissions for the roaming profile at creation time.\n\nNote: In the default case, administrators have no file access to the user's profile, but they may still take ownership of this folder to grant themselves file permissions.\n\nNote: The behavior when this setting is enabled is exactly the same behavior as in Windows NT 4.0.		Administrative Templates\System\User Profiles\Add the Administrators security group to roaming user profiles

		Prevent Roaming Profile changes from propagating to the server		This setting determines if the changes a user makes to their roaming profile are merged with the server copy of their profile.

By default, when a roaming profile user logs on to a computer, their roaming profile is copied down to the local computer. If they have already logged on to this computer in the past, the roaming profile is merged with the local profile. Similiarly, when the user logs off this computer, the local copy of their profile, including any changes they have made, is merged with the server copy of their profile.

Using the setting, you can prevent changes made to a roaming profile on a particular computer from being persisted.

If you enable this setting, the following occurs on the affected computer: At login, the user receives their roaming profile. But, any changes a user makes to their profile will not be merged to their roaming profile when they log off.

If this setting is disabled or not configured, the default behavior occurs, as indicated above.

Note: This setting only affects roaming profile users.		Administrative Templates\System\User Profiles\Prevent Roaming Profile changes from propagating to the server

		Only allow local user profiles		This setting determines if roaming user profiles are available on a particular computer. By default, when roaming profile users log on to a computer, their roaming profile is copied down to the local computer. If they have already logged on to this computer in the past, the roaming profile is merged with the local profile. Similarly, when the user logs off this computer, the local copy of their profile, including any changes they have made, is merged with the server copy of their profile.

Using the setting, you can prevent users configured to use roaming profiles from receiving their profile on a specific computer.

If you enable this setting, the following occurs on the affected computer: At first logon, the user receives a new local  profile, rather than the roaming profile. At logoff, changes are saved to the local profile. All subsequent logons use the local profile. 

If you disable this setting or do not configure it, the default behavior occurs, as indicated above.

If you enable both the "Prevent Roaming Profile changes from propagating to the server" setting and the "Only allow local user profiles" setting, roaming profiles are disabled.

Note: This setting only affects roaming profile users.		Administrative Templates\System\User Profiles\Only allow local user profiles

		Run logon scripts synchronously		Directs the system to wait for the logon scripts to finish running before it starts the Windows Explorer interface program and creates the desktop.

If you enable this setting, Windows Explorer does not start until the logon scripts have finished running. This setting ensures that logon script processing is complete before the user starts working, but it can delay the appearance of the desktop.

If you disable this setting or do not configure it, the logon scripts and Windows Explorer are not synchronized and can run simultaneously.

This setting appears in the Computer Configuration and User Configuration folders. The setting set in Computer Configuration takes precedence over the setting set in User Configuration.		Administrative Templates\System\Scripts\Run logon scripts synchronously

		Run startup scripts asynchronously		Lets the system run startup scripts simultaneously.

Startup scripts are batch files that run before the user is invited to log on. By default, the system waits for each startup script to complete before it runs the next startup script.

If you enable this setting, the system does not coordinate the running of startup scripts. As a result, startup scripts can run simultaneously.

If you disable this setting or do not configure it, a startup cannot run until the previous script is complete.		Administrative Templates\System\Scripts\Run startup scripts asynchronously

		Run startup scripts visible		Displays the instructions in startup scripts as they run.

Startup scripts are batch files of instructions that run before the user is invited to log on. By default, the system does not display the instructions in the startup script.

If you enable this setting, the system displays each instruction in the startup script as it runs. The instructions appear in a command window. This setting is designed for advanced users.

If you disable this setting or do not configure it, the instructions are suppressed.		Administrative Templates\System\Scripts\Run startup scripts visible

		Run shutdown scripts visible		Displays the instructions in shutdown scripts as they run.

Shutdown scripts are batch files of instructions that run when the user restarts the system or shuts it down. By default, the system does not display the instructions in the shutdown script.

If you enable this setting, the system displays each instruction in the shutdown script as it runs. The instructions appear in a command window.

If you disable this setting or do not configure it, the instructions are suppressed.		Administrative Templates\System\Scripts\Run shutdown scripts visible

		Maximum wait time for Group Policy scripts		Determines how long the system waits for scripts applied by Group Policy to run.

This setting limits the total time allowed for all logon, startup, and shutdown scripts applied by Group Policy to finish running. If the scripts have not finished running when the specified time expires, the system stops script processing and records an error event.

By default, the system lets the combined set of scripts run for up to 600 seconds (10 minutes), but you can use this setting to adjust this interval.

To use this setting, in the Seconds box, type a number from 1 to 32,000 for the number of seconds you want the system to wait for the set of scripts to finish. To direct the system to wait until the scripts have finished, no matter how long they take, type 0.

This interval is particularly important when other system tasks must wait while the scripts complete. By default, each startup script must complete before the next one runs. Also, you can use the "Run logon scripts synchronously" setting to direct the system to wait for the logon scripts to complete before loading the desktop.

An excessively long interval can delay the system and inconvenience users. However, if the interval is too short, prerequisite tasks might not be done, and the system can appear to be ready prematurely.		Administrative Templates\System\Scripts\Maximum wait time for Group Policy scripts

		Don't display the Getting Started welcome screen at logon		Supresses the welcome screen.

This setting hides the welcome screen that is displayed on Windows 2000 Professional and Windows XP Professional each time the user logs on.

Users can still display the welcome screen by selecting it on the Start menu or by typing "Welcome" in the Run dialog box.

This setting applies only to Windows 2000 Professional and Windows XP Professional. It does not affect the "Configure Your Server on a Windows 2000 Server"screen on Windows 2000 Server.

Note: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Tip: To display the welcome screen, click Start, point to Programs, point to Accessories, point to System Tools, and then click "Getting Started." To suppress the welcome screen without specifying a setting, clear the "Show this screen at startup" check box on the welcome screen.		Administrative Templates\System\Logon\Don't display the Getting Started welcome screen at logon

		Always use classic logon		This setting forces the user to log on to the computer using the classic logon screen. By default, a workgroup is set to use the simple logon screen. This setting only works when the computer is not on a domain.		Administrative Templates\System\Logon\Always use classic logon

		Run these programs at user logon		Specifies additional programs or documents that Windows starts automatically when a user logs on to the system.

To use this setting, click Show, click Add, and then, in the text box, type the name of the executable program (.exe) file or document file. Unless the file is located in the %Systemroot% directory, you must specify the fully qualified path to the file.

Note: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the system starts the programs specified in the Computer Configuration setting just before it starts the programs specified in the User Configuration setting.

Also, see the "Do not process the legacy run list" and the "Do not process the run once list" settings.		Administrative Templates\System\Logon\Run these programs at user logon

		Do not process the run once list		Ignores customized run-once lists.

You can create a customized list of additional programs and documents that are started automatically the next time the system starts (but not thereafter). These programs are added to the standard list of programs and services that the system starts.

If you enable this setting, the system ignores the run-once list.

If you disable this setting or do not configure it, the system runs the programs in the run-once list.

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Note: Customized run-once lists are stored in the registry in HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce.

Also, see the "Do not process the legacy run list" setting.		Administrative Templates\System\Logon\Do not process the run once list

		Do not process the legacy run list		Ignores the customized run list.

You can create a customized list of additional programs and documents that the system starts automatically when it runs on Windows XP, Windows 2000, Windows NT 4.0 and earlier. These programs are added to the standard run list of programs and services that the system starts.

If you enable this setting, the system ignores the run list for Windows NT 4.0, Windows 2000, and Windows XP.

If you disable or do not configure this setting, Windows 2000 adds any customized run list configured for Windows NT 4.0 and earlier to its run list.n
This setting appears in the Computer Configuration and User Configuration folders. If both policies are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Note: To create a customized run list by using a policy, use the "Run these applications at startup" setting.

The customized run lists for Windows NT 4.0 and earlier are stored in the registry in HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run and HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Windows\Run. They can be configured by using the "Run" setting in System Policy Editor for Windows NT 4.0 and earlier.

Also, see the "Do not process the run once list" setting.		Administrative Templates\System\Logon\Do not process the legacy run list

		Always wait for the network at computer startup and logon		Determines whether Windows XP waits for the network during computer startup and user logon. By default, Windows XP does not wait for the network to be fully initialized at startup and logon. Existing users are logged on using cached credentials, which results in shorter logon times. Group Policy is applied in the background once the network becomes available.

Note that because this is a background refresh, extensions such as Software Installation and Folder Redirection take two logons to apply changes. To be able to operate safely, these extensions require that no users be logged on. Therefore, they must be processed in the foreground before users are actively using the computer. In addition, changes that are made to the user object, such as adding a roaming profile path, home directory, or user object logon script, may take up to two logons to be detected.

If a user with a roaming profile, home directory, or user object logon script logs on to a computer, Windows XP always waits for the network to be initialized before logging the user on.

If a user has never logged on to this computer before, Windows XP always waits for the network to be initialized.

If you enable this setting, logons are performed in the same way as for Windows 2000 clients, in that Windows XP waits for the network to be fully initialized before users are logged on. Group Policy is applied in the foreground, synchronously.

If you disable or do not configure this setting, Windows does not wait for the network to be fully initialized and users are logged on with cached credentials. Group Policy is applied asynchronously in the background.

Note: If you want to guarantee the application of Folder Redirection, Software Installation, or roaming user profile settings in just one logon, enable this setting to ensure that Windows waits for the network to be available before applying policy.

Note: For servers, the startup and logon processing always behaves as if this policy setting is enabled.		Administrative Templates\System\Logon\Always wait for the network at computer startup and logon

		Enable disk quotas		Enables and disables disk quota management on all NTFS volumes of the computer, and prevents users from changing the setting.

If you enable this setting, disk quota management is enabled, and users cannot disable it.

If you disable the setting, disk quota management is disabled, and users cannot enable it.

If this setting is not configured, disk quota management is disabled by default, but administrators can enable it.

To prevent users from changing the setting while a setting is in effect, the system disables the "Enable quota management" option on the Quota tab of NTFS volumes.

Note: This setting enables disk quota management but does not establish or enforce a particular disk quota limit. To specify a disk quota limit, use the "Default quota limit and warning level" setting. Otherwise, the system uses the physical space on the volume as the quota limit.

Note: To enable or disable disk quota management without specifying a setting, in My Computer, right-click the name of an NTFS volume, click Properties, click the Quota tab, and then click the "Enable quota management" option.		Administrative Templates\System\Disk Quotas\Enable disk quotas

		Enforce disk quota limit		Determines whether disk quota limits are enforced and prevents users from changing the setting.

If you enable this setting, disk quota limits are enforced. If you disable this setting, disk quota limits are not enforced. When you enable or disable the setting, the system disables the "Deny disk space to users exceeding quota limit" option on the Quota tab so administrators cannot make changes while the setting is in effect.

If the setting is not configured, the disk quota limit is not enforced by default, but administrators change the setting.

Enforcement is optional. When users reach an enforced disk quota limit, the system responds as though the physical space on the volume were exhausted. When users reach an unenforced limit, their status in the Quota Entries window changes, but they can continue to write to the volume as long as physical space is available.

Note: This setting overrides user settings that enable or disable quota enforcement on their volumes.

Note: To specify a disk quota limit, use the "Default quota limit and warning level" setting. Otherwise, the system uses the physical space on the volume as the quota limit.		Administrative Templates\System\Disk Quotas\Enforce disk quota limit

		Default quota limit and warning level		Specifies the default disk quota limit and warning level for new users of the volume.

This setting determines how much disk space can be used by each user on each of the NTFS file system volumes on a computer. It also specifies the warning level, the point at which the user's status in the Quota Entries window changes to indicate that the user is approaching the disk quota limit.

This setting overrides new users’ settings for the disk quota limit and warning level on their volumes, and it disables the corresponding options in the "Select the default quota limit for new users of this volume" section on the Quota tab.

This setting applies to all new users as soon as they write to the volume. It does not affect disk quota limits for current users or affect customized limits and warning levels set for particular users (on the Quota tab in Volume Properties).

If you disable this setting or do not configure it, the disk space available to users is not limited. The disk quota management feature uses the physical space on each volume as its quota limit and warning level.

When you select a limit, remember that the same limit applies to all users on all volumes, regardless of actual volume size. Be sure to set the limit and warning level so that it is reasonable for the range of volumes in the group.

This setting is effective only when disk quota management is enabled on the volume. Also, if disk quotas are not enforced, users can exceed the quota limit you set. When users reach the quota limit, their status in the Quota Entries window changes, but users can continue to write to the volume.		Administrative Templates\System\Disk Quotas\Default quota limit and warning level

		Log event when quota limit exceeded		Determines whether the system records an event in the local Application log when users reach their disk quota limit on a volume, and prevents users from changing the logging setting.

If you enable this setting, the system records an event when the user reaches their limit. If you disable this setting, no event is recorded. Also, when you enable or disable this setting, the system disables the "Log event when a user exceeds their quota limit" option on the Quota tab, so administrators cannot change the setting while a setting is in effect.

If the setting is not configured, no events are recorded, but administrators can use the Quota tab option to change the setting.

This setting is independent of the enforcement settings for disk quotas. As a result, you can direct the system to log an event, regardless of whether or not you choose to enforce the disk quota limit.

Also, this setting does not affect the Quota Entries window on the Quota tab. Even without the logged event, users can detect that they have reached their limit, because their status in the Quota Entries window changes.

Note: To find the logging option, in My Computer, right-click the name of an NTFS file system volume, click Properties, and then click the Quota tab.		Administrative Templates\System\Disk Quotas\Log event when quota limit exceeded

		Log event when quota warning level exceeded		Determines whether the system records an event in the Application log when users reach their disk quota warning level on a volume.

If you enable this setting, the system records an event. If you disable this setting, no event is recorded. When you enable or disable the setting, the system disables the corresponding "Log event when a user exceeds their warning level" option on the Quota tab, so that administrators cannot change logging while a setting is in effect.

If the setting is not configured, no event is recorded, but administrators can use the Quota tab option to change the logging setting.

This setting does not affect the Quota Entries window on the Quota tab. Even without the logged event, users can detect that they have reached their warning level because their status in the Quota Entries window changes.

Note: To find the logging option, in My Computer, right-click the name of an NTFS file system volume, click Properties, and then click the Quota tab.		Administrative Templates\System\Disk Quotas\Log event when quota warning level exceeded

		Apply policy to removable media		Extends the disk quota policies in this folder to NTFS file system volumes on removable media.

If you disable this setting or do not configure it, the disk quota policies established in this folder apply to fixed-media NTFS volumes only. Note: When this setting is applied, the computer will apply the disk quota to both fixed and removable media.		Administrative Templates\System\Disk Quotas\Apply policy to removable media

		Net Expected dial-up delay on logon		controller’s (DC) response when logging on to the network.

To specify the Expected dial-up delay at logon, click Enable, and then enter the desired value in seconds (for example, the value "60" is 1 minute).

If this setting is not configured, it is not applied to any computers, and computers use their local configuration.		Administrative Templates\System\Net Logon\Expected dial-up delay on logon

		Net Site Name		Specifies the Active Directory site to which computers belong.

An Active Directory site is one or more well-connected TCP/IP subnets that allow administrators to configure Active Directory access and replication.

To specify the site name for this setting, click Enabled, and then enter the site name. When the site to which a computer belongs is not specified, the computer automatically discovers its site from Active Directory.

If this setting is not configured, it is not applied to any computers, and computers use their local configuration.		Administrative Templates\System\Net Logon\Site Name

		Net Negative DC Discovery Cache Setting		Specifies the amount of time (in seconds) the DC locator remembers that a domain controller (DC) could not be found in a domain. When a subsequent attempt to locate the DC occurs within the time set in this setting, DC Discovery immediately fails, without attempting to find the DC.

The default value for this setting is 45 seconds. The maximum value for this setting is 7 days (7*24*60*60). The minimum value for this setting is 0.

Warning: If the value for this setting is too large, a client will not attempt to find any DCs that were initially unavailable. If the value for this setting is too small, clients will attempt to find DCs even when none are available.		Administrative Templates\System\Net Logon\Negative DC Discovery Cache Setting

		Net Initial DC Discovery Retry Setting for Background Callers		When applications performing periodic searches for domain controllers (DC) are unable to find a DC, the value set in this setting determines the amount of time (in seconds) before the first retry.

The default value for this setting is 10 minutes (10*60). The maximum value for this setting is 49 days (0x4294967). The minimum value for this setting is 0.

This setting is relevant only to those callers of DsGetDcName that have specified the DS_BACKGROUND_ONLY flag.

If the value of this setting is less than the value specified in the NegativeCachePeriod subkey, the value in the NegativeCachePeriod subkey is used.

Warning: If the value for this setting is too large, a client will not attempt to find any DCs that were initially unavailable. If the value set in this setting is very small and the DC is not available, the traffic caused by periodic DC discoveries may be excessive.		Administrative Templates\System\Net Logon\Initial DC Discovery Retry Setting for Background Callers

		Net Maximum DC Discovery Retry Interval Setting for Background Callers		When applications performing periodic searches for Domain Controllers (DCs) are unable to find a DC, the value set in this setting determines the maximum retry interval allowed.

For example, the retry intervals may be set at 10 minutes, then 20 minutes and then 40 minutes, but when the interval reaches the value set in this setting, that value becomes the retry interval for all subsequent retries until the value set in Final DC Discovery Retry Setting is reached.

The default value for this setting is 60 minutes (60*60). The maximum value for this setting is 49 days (0x4294967). The minimum value for this setting is 0.

If the value for this setting is smaller than the value specified for the Initial DC Discovery Retry Setting, the Initial DC Discovery Retry Setting is used.

Warning: If the value for this setting is too large, a client may take very long periods to try to find a DC.

If the value for this setting is too small and the DC is not available, the frequent retries may produce excessive network traffic.		Administrative Templates\System\Net Logon\Maximum DC Discovery Retry Interval Setting for Background Callers

		Net Final DC Discovery Retry Setting for Background Callers		When applications performing periodic searches for domain controllers (DC) are unable to find a DC, the value set in this setting determines when retries are no longer allowed. For example, retires may be set to occur according to the Maximum DC Discovery Retry Interval Setting, but when the value set in this setting is reached, no more retries occur. If a value for this setting is smaller than the value in Maximum DC Discovery Retry Interval Setting, the value for Maximum DC Discovery Retry Interval Setting is used.

The default value for this setting is to not quit retrying (0). The maximum value for this setting is 49 days (0x4294967). The minimum value for this setting is 0.

Warning: If the value for this setting is too small, a client will stop trying to find a DC too soon.		Administrative Templates\System\Net Logon\Final DC Discovery Retry Setting for Background Callers

		Net Positive Periodic DC Cache Refresh for Background Callers		Determines when a successful DC cache entry is refreshed. This setting is applied to caller programs that periodically attempt to locate DCs, and it is applied before the returning the DC information to the caller program. The default value for this setting is infinite (4294967200). The maximum value for this setting is (4294967200), while the maximum that is not treated as infinity is 49 days (4294967). Any larger value is treated as infinity. The minimum value for this setting is to always refresh (0).		Administrative Templates\System\Net Logon\Positive Periodic DC Cache Refresh for Background Callers

		Net Positive Periodic DC Cache Refresh for Non-Background Callers		Determines when a successful DC cache entry is refreshed. This setting is applied to caller programs that do not periodically attempt to locate DCs, and it is applied before the returning the DC information to the caller program. This setting is relevant to only those callers of DsGetDcName that have not specified the DS_BACKGROUND_ONLY flag.

The default value for this setting is 30 minutes (1800). The maximum value for this setting is (4294967200), while the maximum that is not treated as infinity is 49 days (4294967). Any larger value will be treated as infinity. The minimum value for this setting is to always refresh (0).		Administrative Templates\System\Net Logon\Positive Periodic DC Cache Refresh for Non-Background Callers

		Net Scavenge Interval		Determines the interval at which Netlogon performs the following scavenging operations:

- Checks if a password on a secure channel needs to be modified, and modifies it if necessary.
- On the domain controllers (DC), discovers a DC that has not been discovered.
- On the PDC, attempts to add the <DomainName>[1B] NetBIOS name if it hasn’t already been successfully added.

None of these operations are critical. 15 minutes is optimal in all but extreme cases. For instance, if a DC is separated from a trusted domain by an expensive (e.g., ISDN) line, this parameter might be adjusted upward to avoid frequent automatic discovery of DCs in a trusted domain.

To enable the setting, click Enabled, and then specify the interval in seconds.		Administrative Templates\System\Net Logon\Scavenge Interval

		Net Contact PDC on logon failure		Defines whether a domain controller (DC) should attempt to verify with the PDC the password provided by a client if the DC failed to validate the password.

Contacting the PDC is useful in case the client’s password was recently changed and did not propagate to the DC yet. Users may want to disable this feature if the PDC is located over a slow WAN connection.

To enable this feature, click Enabled.

To disable this feature, click Disabled.		Administrative Templates\System\Net Logon\Contact PDC on logon failure

		Dynamic Registration of the DC Locator DNS Records		Determines if Dynamic Registration of the domain controller (DC) locator DNS resource records is enabled. These DNS records are dynamically registered by the Net Logon service and are used by the Locator algorithm to locate the DC.

If you enable this setting, DCs to which this setting is applied dynamically register DC Locator DNS resource records through dynamic DNS update-enabled network connections.

If you disable this setting, DCs will not register DC Locator DNS resource records.

If this setting is not configured, it is not applied to any DCs, and DCs use their local configuration.		Administrative Templates\System\Net Logon\DC Locator DNS Records\Dynamic Registration of the DC Locator DNS Records

		DC Locator DNS records not registered by the DCs		Determines which Domain Controller (DC) Locator DNS records are not registered by the Netlogon service.

To enable this setting, select Enable and specify a list of space-delimited mnemonics (instructions) for the DC Locator DNS records that will not be registered by the DCs to which this setting is applied.

Select the mnemonics from the following list:

Mnemonic         Type  DNS Record

LdapIpAddress    A     <DnsDomainName>
Ldap             SRV   _ldap._tcp.<DnsDomainName>
LdapAtSite       SRV   _ldap._tcp.<SiteName>._sites.<DnsDomainName>
Pdc              SRV   _ldap._tcp.pdc._msdcs.<DnsDomainName>
Gc               SRV   _ldap._tcp.gc._msdcs.<DnsForestName>
GcAtSite         SRV   _ldap._tcp.<SiteName>._sites.gc._msdcs.<DnsForestName>
DcByGuid         SRV   _ldap._tcp.<DomainGuid>.domains._msdcs.<DnsForestName>
GcIpAddress      A     _gc._msdcs.<DnsForestName>
DsaCname         CNAME <DsaGuid>._msdcs.<DnsForestName>
Kdc              SRV   _kerberos._tcp.dc._msdcs.<DnsDomainName>
KdcAtSite        SRV    _kerberos._tcp.dc._msdcs.<SiteName>._sites.<DnsDomainName>
Dc               SRV   _ldap._tcp.dc._msdcs.<DnsDomainName>
DcAtSite         SRV   _ldap._tcp.<SiteName>._sites.dc._msdcs.<DnsDomainName>
Rfc1510Kdc       SRV   _kerberos._tcp.<DnsDomainName>
Rfc1510KdcAtSite SRV   _kerberos._tcp.<SiteName>._sites.<DnsDomainName>
GenericGc        SRV   _gc._tcp.<DnsForestName>
GenericGcAtSite  SRV   _gc._tcp.<SiteName>._sites.<DnsForestName>
Rfc1510UdpKdc    SRV   _kerberos._udp.<DnsDomainName>
Rfc1510Kpwd      SRV   _kpasswd._tcp.<DnsDomainName>
Rfc1510UdpKpwd   SRV   _kpasswd._udp.<DnsDomainName>

If this setting is disabled, DCs configured to perform dynamic registration of DC Locator DNS records register all DC locator DNS resource records.

If this setting is not applied to DCs, DCs use their local configuration		Administrative Templates\System\Net Logon\DC Locator DNS Records\DC Locator DNS records not registered by the DCs

		Refresh Interval of the DC Locator DNS Records		Specifies the Refresh Interval of the domain controller (DC) Locator DNS resource records for DCs to which this setting is applied. These DNS records are dynamically registered by the Net Logon service and are used by the Locator algorithm to locate the DC. This setting may be applied only to DCs using dynamic update.

DCs configured to perform dynamic registration of the DC Locator DNS resource records periodically reregister their records with DNS servers, even if their records’ data has not changed. If authoritative DNS servers are configured to perform scavenging of the stale records, this reregistration is required to instruct the DNS servers configured to automatically remove (scavenge) stale records that these records are current and should be preserved in the database.

Warning: If the DNS resource records are registered in zones with scavenging enabled, the value of this setting should never be longer than the Refresh Interval configured for these zones. Setting the Refresh Interval of the DC Locator DNS records to longer than the Refresh Interval of the DNS zones may result in the undesired deletion of DNS resource records.

To specify the Refresh Interval of the DC records, click Enabled, and then enter a value larger than 1800. This value specifies the Refresh Interval of the DC records in seconds (for example, the value 3600 is 60 minutes).

If this setting is not configured, it is not applied to any DCs, and DCs use their local configuration.		Administrative Templates\System\Net Logon\DC Locator DNS Records\Refresh Interval of the DC Locator DNS Records

		Weight Set in the DC Locator DNS SRV Records		Specifies the Weight field in the SRV resource records registered by the domain controllers (DC) to which this setting is applied. These DNS records are dynamically registered by the Net Logon service, and they are used to locate the DC.

The Weight field in the SRV record can be used in addition to the Priority value to provide a load-balancing mechanism where multiple servers are specified in the SRV records Target field and are all set to the same priority. The probability with which the DNS client randomly selects the target host to be contacted is proportional to the Weight field value in the SRV record.

To specify the Weight in the DC Locator DNS SRV records, click Enabled, and then enter a value. The range of values is 0 to 65535.

If this setting is not configured, it is not applied to any DCs, and DCs use their local configuration.		Administrative Templates\System\Net Logon\DC Locator DNS Records\Weight Set in the DC Locator DNS SRV Records

		Priority Set in the DC Locator DNS SRV Records		Specifies the Priority field in the SRV resource records registered by domain controllers (DC) to which this setting is applied. These DNS records are dynamically registered by the Net Logon service and are used to locate the DC.

The Priority field in the SRV record sets the preference for target hosts (specified in the SRV record’s Target field). DNS clients that query for SRV resource records attempt to contact the first reachable host with the lowest priority number listed.

To specify the Priority in the DC Locator DNS SRV resource records, click Enabled, and then enter a value. The range of values is 0 to 65535.

If this setting is not configured, it is not applied to any DCs, and DCs use their local configuration.		Administrative Templates\System\Net Logon\DC Locator DNS Records\Priority Set in the DC Locator DNS SRV Records

		TTL Set in the DC Locator DNS Records		Specifies the value for the Time-To-Live (TTL) field in Net Logon registered SRV resource records. These DNS records are dynamically registered by the Net Logon service, and they are used to locate the domain controller (DC).

To specify the TTL for DC Locator DNS records, click Enabled, and then enter a value in seconds (for example, the value "900" is 15 minutes).

If this setting is not configured, it is not applied to any DCs, and DCs use their local configuration.		Administrative Templates\System\Net Logon\DC Locator DNS Records\TTL Set in the DC Locator DNS Records

		Automated Site Coverage by the DC Locator DNS SRV Records		Determines whether domain controllers (DC) will dynamically register DC Locator site-specific SRV records for the closest sites where no DC for the same domain exists (or no Global Catalog for the same forest exists). These DNS records are dynamically registered by the Net Logon service, and they are used to locate the DC.

If this setting is enabled, the DCs to which this setting is applied dynamically register DC Locator site-specific DNS SRV records for the closest sites where no DC for the same domain, or no Global Catalog for the same forest, exists.

If you disable this setting, the DCs will not register site-specific DC Locator DNS SRV records for any other sites but their own.

If this setting is not configured, it is not applied to any DCs, and DCs use their local configuration.		Administrative Templates\System\Net Logon\DC Locator DNS Records\Automated Site Coverage by the DC Locator DNS SRV Records

		Sites Covered by the DC Locator DNS SRV Records		Specifies the sites for which the domain controllers (DC) register the site-specific DC Locator DNS SRV resource records. These records are registered in addition to the site-specific SRV records registered for the site where the DC resides, and records registered by a DC configured to register DC Locator DNS SRV records for those sites without a DC that are closest to it. 

The DC Locator DNS records are dynamically registered by the Net Logon service, and they are used to locate the DC. An Active Directory site is one or more well-connected TCP/IP subnets that allow administrators to configure Active Directory access and replication.

To specify the sites covered by the DC Locator DNS SRV records, click Enabled, and then enter the sites names in a space-delimited format.

If this setting is not configured, it is not applied to any DCs, and DCs use their local configuration.		Administrative Templates\System\Net Logon\DC Locator DNS Records\Sites Covered by the DC Locator DNS SRV Records

		Sites Covered by the GC Locator DNS SRV Records		Specifies the sites for which the global catalogs (GC) should register site-specific GC locator DNS SRV resource records. These records are registered in addition to the site-specific SRV records registered for the site where the GC resides, and records registered by a GC configured to register GC Locator DNS SRV records for those sites without a GC that are closest to it. 

The GC Locator DNS records and the site-specific SRV records are dynamically registered by the Net Logon service, and they are used to locate the GC. An Active Directory site is one or more well-connected TCP/IP subnets that allow administrators to configure Active Directory access and replication. A GC is a domain controller that contains a partial replica of every domain in Active Directory.

To specify the sites covered by the GC Locator DNS SRV records, click Enabled, and enter the sites' names in a space-delimited format.

If this setting is not configured, it is not applied to any GCs, and GCs use their local configuration.		Administrative Templates\System\Net Logon\DC Locator DNS Records\Sites Covered by the GC Locator DNS SRV Records

		Sites Covered by the Application Directory Partition Locator DNS SRV Records		Specifies the sites for which the domain controllers (DC) housing application directory partition should register the site-specific, application directory partition-specific DC Locator DNS SRV resource records. These records are registered in addition to the site-specific SRV records registered for the site where the DC resides, and records registered by a DC configured to register DC Locator DNS SRV records for those sites without a DC that are closest to it. 

The application directory partition locator DNS records and the site-specific SRV records are dynamically registered by the Net Logon service, and they are used to locate the application directory partition-specific DC. An Active Directory site is one or more well-connected TCP/IP subnets that allow administrators to configure Active Directory access and replication.

To specify the sites covered by the DC Locator application directory partition-specific DNS SRV records, click Enabled, and then enter the site names in a space-delimited format.

If this setting is not configured, it is not applied to any DCs, and DCs use their local configuration.		Administrative Templates\System\Net Logon\DC Locator DNS Records\Sites Covered by the Application Directory Partition Locator DNS SRV Records

		Location of the DCs hosting a domain with single label DNS name				Administrative Templates\System\Net Logon\DC Locator DNS Records\Location of the DCs hosting a domain with single label DNS name

		Turn off background refresh of Group Policy		Specifies whether the computers to which this setting is applied attempt DNS name resolution of a single-label domain names.

By default, when a computer (or the DC Locator running on a computer, to be more specific) needs to locate a domain controller hosting an Active Directory domain specified with a single-label name, the computer exclusively uses NetBIOS name resolution, but not the DNS name resolution, unless the computer is joined to an Active Directory forest in which at least one domain has a single-label DNS name. 

If this setting is enabled, computers to which this policy is applied will attempt to locate a domain controller hosting an Active Directory domain specified with a single-label name using DNS name resolution.

If this setting is disabled, computers to which this setting is applied will attempt to locate a domain controller hosting an Active Directory domain specified with a single-label name only using NetBIOS name resolution, but not the DNS name resolution, unless the computer is joined to an Active Directory forest in which at least one domain has a single-label DNS name.

If this setting is not configured, it is not applied to any computers, and computers use their local configuration.		Administrative Templates\System\Group Policy\Turn off background refresh of Group Policy

		Group Policy refresh interval for computers		Specifies how often Group Policy for computers is updated while the computer is in use (in the background). This setting specifies a background update rate only for Group Policies in the Computer Configuration folder.

In addition to background updates, Group Policy for the computer is always updated when the system starts.

By default, computer Group Policy is updated in the background every 90 minutes, with a random offset of 0 to 30 minutes.

You can specify an update rate from 0 to 64,800 minutes (45 days). If you select 0 minutes, the computer tries to update Group Policy every 7 seconds. However, because updates might interfere with users' work and increase network traffic, very short update intervals are not appropriate for most installations.

If you disable this setting, Group Policy is updated every 90 minutes (the default). To specify that Group Policy should never be updated while the computer is in use, select the "Turn off background refresh of Group Policy" policy.

The Group Policy refresh interval for computers policy also lets you specify how much the actual update interval varies. To prevent clients with the same update interval from requesting updates simultaneously, the system varies the update interval for each client by a random number of minutes. The number you type in the random time box sets the upper limit for the range of variance. For example, if you type 30 minutes, the system selects a variance of 0 to 30 minutes. Typing a large number establishes a broad range and makes it less likely that client requests overlap. However, updates might be delayed significantly.

This setting establishes the update rate for computer Group Policy. To set an update rate for user policies, use the "Group Policy refresh interval for users" setting (located in User Configuration\Administrative Templates\System\Group Policy).

This setting is only used when the "Turn off background refresh of Group Policy" setting is not enabled.

Note: Consider notifying users that their policy is updated periodically so that they recognize the signs of a policy update. When Group Policy is updated, the Windows desktop is refreshed; it flickers briefly and closes open menus. Also, restrictions imposed by Group Policies, such as those that limit the programs users can run, might interfere with tasks in progress.		Administrative Templates\System\Group Policy\Group Policy refresh interval for computers

		Group Policy refresh interval for domain controllers		Specifies how often Group Policy is updated on domain controllers while they are running (in the background). The updates specified by this setting occur in addition to updates performed when the system starts.

By default, Group Policy on the domain controllers is updated every five minutes.

You can specify an update rate from 0 to 64,800 minutes (45 days). If you select 0 minutes, the domain controller tries to update Group Policy every 7 seconds. However, because updates might interfere with users' work and increase network traffic, very short update intervals are not appropriate for most installations.

If you disable this setting, the domain controller updates Group Policy every 5 minutes (the default). To specify that Group Policies for users should never be updated while the computer is in use, select the "Turn off background refresh of Group Policy" setting.

This setting also lets you specify how much the actual update interval varies. To prevent domain controllers with the same update interval from requesting updates simultaneously, the system varies the update interval for each controller by a random number of minutes. The number you type in the random time box sets the upper limit for the range of variance. For example, if you type 30 minutes, the system selects a variance of 0 to 30 minutes. Typing a large number establishes a broad range and makes it less likely that update requests overlap. However, updates might be delayed significantly.

Note: This setting is used only when you are establishing policy for a domain, site, organizational unit (OU), or customized group. If you are establishing policy for a local computer only, the system ignores this setting.		Administrative Templates\System\Group Policy\Group Policy refresh interval for domain controllers

		User Group Policy loopback processing mode		Applies alternate user settings when a user logs on to a computer affected by this setting.

This setting directs the system to apply the set of Group Policy objects for the computer to any user who logs on to a computer affected by this setting. It is intended for special-use computers, such as those in public places, laboratories, and classrooms, where you must modify the user setting based on the computer that is being used.

By default, the user's Group Policy objects determine which user settings apply. If this setting is enabled, then, when a user logs on to this computer, the computer's Group Policy objects determine which set of Group Policy objects applies.

To use this setting, select one of the following modes from the Mode box:

--   "Replace" indicates that the user settings defined in the computer's Group Policy objects replace the user settings normally applied to the user.

--   "Merge" indicates that the user settings defined in the computer's Group Policy objects and the user settings normally applied to the user are combined. If the settings conflict, the user settings in the computer's Group Policy objects take precedence over the user's normal settings.

If you disable this setting or do not configure it, the user's Group Policy objects determines which user settings apply.

Note: This setting is effective only when both the computer account and the user account are in Windows 2000 domains.		Administrative Templates\System\Group Policy\User Group Policy loopback processing mode

		Group Policy slow link detection		Defines a slow connection for purposes of applying and updating Group Policy.

If the rate at which data is transferred from the domain controller providing a policy update to the computers in this group is slower than the rate specified by this setting, the system considers the connection to be slow.

The system's response to a slow policy connection varies among policies. The program implementing the policy can specify the response to a slow link. Also, the policy processing settings in this folder lets you override the programs' specified responses to slow links.

To use this setting, in the "Connection speed" box, type a decimal number between 0 and 4,294,967,200 (0xFFFFFFA0), indicating a transfer rate in kilobits per second. Any connection slower than this rate is considered to be slow. If you type 0, all connections are considered to be fast.

If you disable this setting or do not configure it, the system uses the default value of 500 kilobits per second.

This setting appears in the Computer Configuration and User Configuration folders. The setting in Computer Configuration defines a slow link for policies in the Computer Configuration folder. The setting in User Configuration defines a slow link for settings in the User Configuration folder.

Also, see the "Do not detect slow network connections" and related policies in Computer Configuration\Administrative Templates\System\User Profile. Note: If the profile server has IP connectivity, the connection speed setting is used. If the profile server does not have IP connectivity, the SMB timing is used.		Administrative Templates\System\Group Policy\Group Policy slow link detection

		Turn off Resultant Set of Policy logging		This setting allows you to enable or disable Resultant Set of Policy (RSoP) logging on a client computer.

RSoP logs information on Group Policy settings that have been applied to the client. This information includes details such as which Group Policy objects (GPO) were applied, where they came from, and the client-side extension settings that were included.

If you enable this setting, RSoP logging is turned off.

If you disable or do not configure this setting, RSoP logging is turned on. By default, RSoP logging is always on.

Note: To view the RSoP information logged on a client computer, you can use the RSoP snap-in in the Microsoft Management Console (MMC).		Administrative Templates\System\Group Policy\Turn off Resultant Set of Policy logging

		Remove users ability to invoke machine policy refresh		This setting allows you to control a user's ability to invoke a computer policy refresh.

If you enable this setting, users may not invoke a refresh of computer policy. Computer policy will still be applied at startup or when an official policy refresh occurs.

If you disable or do not configure this setting, the default behavior applies. By default, computer policy is applied when the computer starts up. It also applies at a specified refresh interval or when manually invoked by the user.

Note: This setting only applies to nonadministrators. Administrators can still invoke a refresh of computer policy at any time, no matter how this policy is configured.

Also, see the "Group Policy refresh interval for computers" setting to change the policy refresh interval.		Administrative Templates\System\Group Policy\Remove users ability to invoke machine policy refresh

		Disallow Interactive Users from generating Resultant Set of Policy data		This setting controls the ability of users to view their Resultant Set of Policy (RSoP) data.

By default, interactively logged on users can view their own Resultant Set of Policy (RSoP) data.

If this setting is enabled, interactive users cannot generate RSoP data.

If this setting is not configured or disabled, interactive Users can generate RSoP.

Note: This setting does not affect administrators. If this setting is enabled or disabled, by default, administrators can view RSoP data.

Note: To view RSoP data on a client computer, use the RSoP snap-in for the Microsoft Management Console. You can launch the RSoP snap-in from the command line by typing RSOP.msc

Note: This setting exists as both a User Configuration and Computer Configuration setting.

Also, see the "Turn off Resultant set of Policy Logging" setting in Computer Configuration\Administrative Templates\System\GroupPolicy.		Administrative Templates\System\Group Policy\Disallow Interactive Users from generating Resultant Set of Policy data

		Registry policy processing		Determines when registry policies are updated.

This setting affects all policies in the Administrative Templates folder and any other policies that store values in the registry.

It overrides customized settings that the program implementing a registry policy set when it was installed.

If you enable this setting, you can use the check boxes provided to change the options. If you disable this setting or do not configure it, it has no effect on the system.

The "Do not apply during periodic background processing" option prevents the system from updating affected policies in the background while the computer is in use. Background updates can disrupt the user, cause a program to stop or operate abnormally, and, in rare cases, damage data.

The "Process even if the Group Policy objects have not changed" option updates and reapplies the policies even if the policies have not changed. Many policy implementations specify that they are updated only when changed. However, you might want to update unchanged policies, such as reapplying a desired setting in case a user has changed it.		Administrative Templates\System\Group Policy\Registry policy processing

		Internet Explorer Maintenance policy processing		Determines when Internet Explorer Maintenance policies are updated.

This setting affects all policies that use the Internet Explorer Maintenance component of Group Policy, such as those in Windows Settings\Internet Explorer Maintenance.

It overrides customized settings that the program implementing the Internet Explorer Maintenance policy set when it was installed.

If you enable this setting, you can use the check boxes provided to change the options. If you disable this setting or do not configure it, it has no effect on the system.

The "Allow processing across a slow network connection" option updates the policies even when the update is being transmitted across a slow network connection, such as a telephone line. Updates across slow connections can cause significant delays.

The "Do not apply during periodic background processing" option prevents the system from updating affected policies in the background while the computer is in use. Background updates can disrupt the user, cause a program to stop or operate abnormally, and, in rare cases, damage data.

The "Process even if the Group Policy objects have not changed" option updates and reapplies the policies even if the policies have not changed. Many policy implementations specify that they are updated only when changed. However, you might want to update unchanged policies, such as reapplying a desired setting in case a user has changed it.		Administrative Templates\System\Group Policy\Internet Explorer Maintenance policy processing

		Software Installation policy processing		Determines when software installation policies are updated.

This setting affects all policies that use the software installation component of Group Policy, such as policies in Software Settings\Software Installation. You can set software installation policy only for Group Policy objects stored in Active Directory, not for Group Policy objects on the local computer.

This policy overrides customized settings that the program implementing the software installation policy set when it was installed.

If you enable this setting, you can use the check boxes provided to change the options. If you disable this setting or do not configure it, it has no effect on the system.

The "Allow processing across a slow network connection" option updates the policies even when the update is being transmitted across a slow network connection, such as a telephone line. Updates across slow connections can cause significant delays.

The "Process even if the Group Policy objects have not changed" option updates and reapplies the policies even if the policies have not changed. Many policy implementations specify that they are updated only when changed. However, you might want to update unchanged policies, such as reapplying a desired setting in case a user has changed it.		Administrative Templates\System\Group Policy\Software Installation policy processing

		Folder Redirection policy processing		Determines when folder redirection policies are updated.

This setting affects all policies that use the folder redirection component of Group Policy, such as those in WindowsSettings\Folder Redirection. You can only set folder redirection policy for Group Policy objects, stored in Active Directory, not for Group Policy objects on the local computer.

This setting overrides customized settings that the program implementing the folder redirection policy set when it was installed.

If you enable this setting, you can use the check boxes provided to change the options. If you disable this setting or do not configure it, it has no effect on the system.

The "Allow processing across a slow network connection" option updates the policies even when the update is being transmitted across a slow network connection, such as a telephone line. Updates across slow connections can cause significant delays.

The "Process even if the Group Policy objects have not changed" option updates and reapplies the policies even if the policies have not changed. Many policy implementations specify that they are updated only when changed. However, you might want to update unchanged policies, such as reapplying a desired setting in case a user has changed it.		Administrative Templates\System\Group Policy\Folder Redirection policy processing

		Scripts policy processing		Determines when policies that assign shared scripts are updated.

This setting affects all policies that use the scripts component of Group Policy, such as those in WindowsSettings\Scripts.

It overrides customized settings that the program implementing the scripts policy set when it was installed.

If you enable this policy, you can use the check boxes provided to change the options. If you disable this setting or do not configure it, it has no effect on the system.

The "Allow processing across a slow network connection" option updates the policies even when the update is being transmitted across a slow network connection, such as a telephone line. Updates across slow connections can cause significant delays.

The "Do not apply during periodic background processing" option prevents the system from updating affected policies in the background while the computer is in use. Background updates can disrupt the user, cause a program to stop or operate abnormally, and, in rare cases, damage data.

The "Process even if the Group Policy objects have not changed" option updates and reapplies the policies even if the policies have not changed. Many policy implementations specify that they are updated only when changed. However, you might want to update unchanged policies, such as reapplying a desired setting in case a user has changed it.		Administrative Templates\System\Group Policy\Scripts policy processing

		Security policy processing		Determines when security policies are updated.

This setting affects all policies that use the security component of Group Policy, such as those in Windows Settings\Security Settings.

It overrides customized settings that the program implementing the security policy set when it was installed.

If you enable this setting, you can use the check boxes provided to change the options. If you disable this setting or do not configure it, it has no effect on the system.

The "Do not apply during periodic background processing" option prevents the system from updating affected policies in the background while the computer is in use. Background updates can disrupt the user, cause a program to stop or operate abnormally, and in rare cases, damage data.

The "Process even if the Group Policy objects have not changed" option updates and reapplies the policies even if the policies have not changed. Many policy implementations specify that they be updated only when changed. However, you might want to update unchanged policies, such as reapplying a desired setting in case a user has changed it.		Administrative Templates\System\Group Policy\Security policy processing

		IP Security policy processing		Determines when IP security policies are updated.

This setting affects all policies that use the IP security component of Group Policy, such as policies in Computer Configuration\Windows Settings\Security Settings\IP Security Policies on Local Machine.

It overrides customized settings that the program implementing the IP security policy set when it was installed.

If you enable this setting, you can use the check boxes provided to change the options. If you disable this setting or do not configure it, it has no effect on the system.

The "Allow processing across a slow network connection" option updates the policies even when the update is being transmitted across a slow network connection, such as a telephone line. Updates across slow connections can cause significant delays.

The "Do not apply during periodic background processing" option prevents the system from updating affected policies in the background while the computer is in use. Background updates can disrupt the user, cause a program to stop or operate abnormally, and, in rare cases, damage data.

The "Process even if the Group Policy objects have not changed" option updates and reapplies the policies even if the policies have not changed. Many policy implementations specify that they are updated only when changed. However, you might want to update unchanged policies, such as reapplying a desired setting in case a user has changed it.		Administrative Templates\System\Group Policy\IP Security policy processing

		EFS recovery policy processing		Determines when encryption policies are updated.

This setting affects all policies that use the encryption component of Group Policy, such as policies related to encryption in Windows Settings\Security Settings.

It overrides customized settings that the program implementing the encryption policy set when it was installed.

If you enable this setting, you can use the check boxes provided to change the options. If you disable this setting or do not configure it, it has no effect on the system.

The "Allow processing across a slow network connection" option updates the policies even when the update is being transmitted across a slow network connection, such as a telephone line. Updates across slow connections can cause significant delays.

The "Do not apply during periodic background processing" option prevents the system from updating affected policies in the background while the computer is in use. Background updates can disrupt the user, cause a program to stop or operate abnormally, and, in rare cases, damage data.

The "Process even if the Group Policy objects have not changed" option updates and reapplies the policies even if the policies have not changed. Many policy implementations specify that they are updated only when changed. However, you might want to update unchanged policies, such as reapplying a desired setting in case a user has changed it.		Administrative Templates\System\Group Policy\EFS recovery policy processing

		Disk Quota policy processing		Determines when disk quota policies are updated.

This setting affects all policies that use the disk quota component of Group Policy, such as those in Computer Configuration\Administrative Templates\System\Disk Quotas.

It overrides customized settings that the program implementing the disk quota policy set when it was installed.

If you enable this setting, you can use the check boxes provided to change the options. If you disable this setting or do not configure it, it has no effect on the system.

The "Allow processing across a slow network connection" option updates the policies even when the update is being transmitted across a slow network connection, such as a telephone line. Updates across slow connections can cause significant delays.

The "Do not apply during periodic background processing" option prevents the system from updating affected policies in the background while the computer is in use. Background updates can disrupt the user, cause a program to stop or operate abnormally, and, in rare cases, damage data.

The "Process even if the Group Policy objects have not changed" option updates and reapplies the policies even if the policies have not changed. Many policy implementations specify that they are updated only when changed. However, you might want to update unchanged policies, such as reapplying a desired setting in case a user has changed it.		Administrative Templates\System\Group Policy\Disk Quota policy processing

		Solicited Remote Assistance		Use this setting to determine whether or not solicited remote assistance is allowed from this computer.  Solicited remote assistance is where the user of a computer explicitly requests help from another party (who is termed an 'expert').

 When this setting is enabled, solicited remote assistance is enabled to this computer.  A user can request help and an expert can connect to the computer.  Note that sending a help request does not explicitly give the expert permission to connect to the computer and/or control it.  When the expert tries to connect, the user will still be given a chance to accept or deny the connection (giving the expert view-only privileges to the user's desktop) and will afterward have to explicitly click a button to give the expert the ability to remotely control the desktop if remote control is enabled.
If the setting is enabled, there are other configuration options available as well:
'Allow buddy support': checking this checkbox means that a user can request help from other individual users (friends, coworkers, etc. via e-mail, instant messenger, etc.) as well as via an official channel set up by an software or hardware vendor, corporate helpdesk, etc.  Unchecking this box means that a user can only request help through an official channel.
'Permit remote control of this computer': This selection allows you to choose whether an expert will be able to remotely control the computer or whether the expert is only allowed to remotely view the user's desktop.
'maximum ticket time': these two settings control the maximum time a user can have a help request be valid.  When the ticket (help request) expires, the user must send another request before an expert can connect to the computer.

When this setting is disabled, solicited remote assistance is disabled.  This means that a user cannot send a request for assistance and an expert cannot connect to the computer in response to a user request.

When this setting is not-configured, the individual user will be able to configure solicited remote assistance via the control panel.  The default settings via the control panel are: solicited remote assistance is enabled, buddy support is enabled, remote control is enabled, and the maximum ticket time is 30 days		Administrative Templates\System\Remote Assistance\Solicited Remote Assistance

		Offer Remote Assistance		Use this setting to determine whether or not a support person or IT admin (who is termed the "expert") can offer remote assistance to this computer without a user explicitly requesting it first via a channel, e-mail, or instant messenger.

Using this setting, an expert can offer remote assistance to this computer.

Note: The expert cannot connect to the computer unannounced or control it without permission from the user. When the expert tries to connect, the user is still given a chance to accept or deny the connection (giving the expert view-only privileges to the user's desktop), and thereafter the user has to explicitly click a button to give the expert the ability to remotely control the desktop, if remote control is enabled.

If you enable this setting, you can offer remote assistance. When you configure this setting, you can make two choices: you can select either "Allow helpers to only view the computer" or "Allow helpers to remotely control the computer." In addition to making this selection, when you configure this setting you also specify the list of users or user groups that will be allowed to offer remote assistance. These are known as "helpers."

To configure the list of helpers, click "Show." This opens a new window where you can enter the names of the helpers. Add each user or group one by one. When you enter the name of the helper user or user groups, use the following format:

<Domain Name>\<User Name> or
<Domain Name>\<Group Name>

If you disable or do not configure this policy setting, users or groups cannot offer unsolicited remote assistance to this computer.		Administrative Templates\System\Remote Assistance\Offer Remote Assistance

		Turn off system restore		Determines whether System Restore is turned on or off.

System Restore enables users, in the event of a problem, to restore their computers to a previous state without losing personal data files. By default, System Restore is on. 

If you enable this setting, System Restore is turned off, and the System Restore Wizard and Configuration Interface cannot be accessed. 

If you disable this setting, System Restore is turned on and enforced. It cannot be turned off in the Configuration Interface, but, depending on the "Turn off Configuration" settings, it may still be configured. The feature is nonfunctional until the system is rebooted. To turn off the Configuration Interface, see the "Turn off Configuration" setting. 

If you do not configure it, the system reverts to the default local setting. 

Important: This setting only refreshes at boot time. 

Note: This setting is only available in the Home Edition and Professional versions of Windows. 

Also, see the "Turn off Configuration" setting. If the "Turn off System Restore" setting is disabled or not configured, the "Turn off Configuration" setting is used to determine whether the  Configuration Interface appears.		Administrative Templates\System\System Restore\Turn off system restore

		Turn off configuration		Allows you to turn off the Configuration Interface for System Restore.

System Restore enables users, in the event of a problem, to restore their computers to a previous state without losing personal data files. The behavior of this setting depends on the "Turn off System Restore" setting. 

If you enable this setting, the option to configure System Restore on the Configuration Interface disappears. If the "Turn off Configuration setting" is disabled, the Configuration Interface is still visible, but all System Restore configuration defaults are enforced. 

If you do not configure it, the Configuration Interface for System Restore remains, and the user has the ability to configure System Restore. 

Note: This setting is only available in the Home Edition and Professional versions of Windows. 

Also, see the "Turn off System Restore" setting. If the "Turn off System Restore" setting is enabled, the "Turn off Configuration" setting is not active. If the "Turn off System Restore" setting is disabled, and "Turn off Configuration" is not configured, System Restore cannot be turned off locally, but it can be configured. If the "Turn off System Restore" setting is not configured, and "Turn off Configuration" is disabled, System Restore can be turned off locally but not configured.		Administrative Templates\System\System Restore\Turn off configuration

		Display Error Notification		Use this setting to control whether or not a user is given the choice to report an error.

When Display Error Notification is enabled, the user will be notified that an error has occurred and will be given access to details about the error.  If the Report Errors setting is also enabled, the user will also be given the choice of whether to report the error.

When Display Error Notification is not enabled, the user will not be given the choice of whether to report the error. If the Report Errors setting is enabled, the error will be automatically reported, but the user will not be notified that an error has occurred.
Disabling this setting is useful for server machines that do not have interactive users.

If you do not configure this setting, the user will be able to adjust the setting via the control panel, which is set to 'enable notification' by default on Windows XP Personal and Windows XP Professional machines and 'disable notification' on servers.

Also, see the "Report Errors" policy.		Administrative Templates\System\Error Reporting\Display Error Notification

		Report Errors		Use this setting to control whether or not errors are reported.

If Report Errors is enabled, the errors may be reported to Microsoft via the Internet or to a corporate file share.
If the 'Do not display links to any Microsoft "more information" web sites' checkbox is checked, links to Microsoft web sites that have more information about the error message will not be displayed.
If the 'Do not collect additional files' checkbox is checked, additional files will not be collected and included in the error reports.
If the 'Do not collect additional machine data' checkbox is checked, additional information about the machine will not be collected and included in the error reports.
If the 'Force queue mode for application errors' checkbox is checked, then the user will not be offered the chance to report when an error occurs.  Instead, the error will be placed in a queue directory, and the next admin to log onto the machine will be given the chance to report the error.
Use the 'Corporate file path' setting to set a UNC path that errors reports will be uploaded to. By entering a path, all error reports will go to the UNC path and Corporate Error Reporting will be enabled.
If an entry is made in the 'Replace instances of the word "Microsoft" with' setting, instances of the word "Microsoft" will be replaced with the contents of the entry in the error notification dialog boxes. This can be used to customize the error reporting dialogs with your company's name.

If Report Errors is disabled, users will not be given the option to report errors. If Display Error Notification is enabled, then users will still get a message indicating that a problem occurred, but will not have the option to report.

If you do not configure this setting, the user will be able to adjust the setting via the control panel, which is set to 'enable reporting' by default on Windows XP Personal and Windows XP Professional and 'disable reporting' on servers.

If this setting is enabled, it will override any settings made via the control panel for error reporting.  If this setting is enabled, default values will be used for any error reporting policies that are not configured (even if settings were adjusted via the control panel).

Also, see the "Display Error Notification" setting.		Administrative Templates\System\Error Reporting\Report Errors

		Default application reporting settings		This setting controls whether or not errors in general applications are included when error reporting is enabled.

When this setting is enabled, The 'Default' dropdown list allows you to choose whether or not to report all application errors or no application errors by default.

When the 'Report all errors in Microsoft applications' checkbox is checked, all errors in Microsoft applications will be reported, regardless of the setting in the 'Default' dropdown list.

When the 'Report all errors in Windows components' checkbox is checked, all errors in Windows applications will be reported, regardless of the setting in the 'Default' dropdown list.

If this setting is disabled, or not configured, the user will be able to adjust this setting via the control panel, which is set to 'upload all applications' by default.

This setting is ignored if the 'Report Errors' setting is disabled or not configured.

Also see the 'Report Errors' and 'Report Operating System Errors' policies.		Administrative Templates\System\Error Reporting\Advanced Error Reporting settings\Default application reporting settings

		List of applications to always report errors for		This setting specifies the applications that are always included in error reporting.

When this setting is enabled, You can create a list of applications that are always included in error reporting: click the 'Show' button, and edit the list of application file names. The file names must include the .exe file extension (for example, 'notepad.exe'). Errors generated by applications on this list will be reported, even if the Default dropdown in the Default Application Reporting setting is set to report no application errors.
If the 'Report all errors in Microsoft applications' or 'Report all errors in Windows components' checkbox in the Default Application Reporting setting is checked, error reporting will report errors as though all applications in these categories were added to this list. (Note: The 'Microsoft applications' category includes the 'Windows components' category.

When this setting is disabled or not configured, no list of explicitly included files will be used, though the two checkboxes mentioned above will still be honored.

Also see the "Default Application Reporting" and "Application Exclusion List" policies.

This setting will be ignored if the 'Report Errors' setting is disabled or not configured.		Administrative Templates\System\Error Reporting\Advanced Error Reporting settings\List of applications to always report errors for

		List of applications to never report errors for		This setting controls error reporting for errors in general applications when error reporting is enabled.

The "Default" dropdown list allows you to choose whether or not to report all application errors or no application errors by default.

To create a list of applications that error reporting will report for, click the "Show" button next to "Report errors for applications on this list" and edit the list of application filenames (example: notepad.exe).  Errors generated by applications in this list will be reported, even if "Default" is set to report no application errors.  You may use the "Report all errors in Microsoft applications" and "Report all errors in Windows components" checkboxes to implicitly add applications in these categories to the include list.  Note that the "Microsoft applications" category includes the "Windows components" category.

To create a list of applications that error reporting will exclude from reporting, click the "Show" button next to "Exclude errors for applications on this list".  Errors generated by applications in this list will never be reported, even if the default is set to report all application errors.

The exclude list has priority, so if an application is listed in the include list and exclude list the application will be excluded.  You may also use the exclude list to exclude specific Microsoft applications or Windows components if you implicitly included these categories in the include list via the two checkboxes.

If you disable this setting or do not configure it, the user will be able to adjust this setting via the control panel, which is set to 'upload all applications' by default.		Administrative Templates\System\Error Reporting\Advanced Error Reporting settings\List of applications to never report errors for

		Report operating system errors		This setting controls whether or not errors in the operating system are included when error reporting is enabled.

When this setting is enabled, error reporting will include operating system errors.

When this setting is disabled, operating system errors will not be included in error reporting.

If you do not configure this setting, the user will be able to adjust this setting via the control panel, which is set to 'upload operating system errors' by default

Also see the 'Report Errors' setting.		Administrative Templates\System\Error Reporting\Advanced Error Reporting settings\Report operating system errors

		Report unplanned shutdown events		This setting controls whether or not unplanned shutdown events can be reported when error reporting is enabled.

When this setting is enabled, error reporting will include unplanned shutdown events.

When this setting is disabled, unplanned shutdown events will not be included in error reporting.

If you do not configure this setting, the user will be able to adjust this setting via the control panel, which is set to 'upload unplanned shutdown events' by default.

Also see the 'Report Errors' setting.		Administrative Templates\System\Error Reporting\Advanced Error Reporting settings\Report unplanned shutdown events

		Set Windows File Protection scanning		Determines when Windows File Protection scans protected files. This setting directs Windows File Protection to enumerate and scan all system files for changes.

You can use this setting to direct Windows File Protection to scan files more often. By default, files are scanned only during setup.

To use this setting, enable the setting, and then select a rate from the "Scanning Frequency" box.

--  "Do not scan during startup," the default, scans files only during setup.

--  "Scan during startup" also scans files each time you start Windows 2000. This setting delays each startup.

Note: This setting affects file scanning only. It does not affect the standard background file change detection that Windows File Protection provides.		Administrative Templates\System\Windows File Protection\Set Windows File Protection scanning

		Hide the file scan progress window		Hides the file scan progress window.

This window provides status information to sophisticated users, but it might confuse novices.

If you enable this setting, the file scan window does not appear during file scanning.

If you disable this setting or do not configure it, the file scan progress window appears.		Administrative Templates\System\Windows File Protection\Hide the file scan progress window

		Limit Windows File Protection cache size		Specifies the maximum amount of disk space that can be used for the Windows File Protection file cache.

Windows File Protection adds protected files to the cache until the cache content reaches the quota. If the quota is greater than 50 MB, Windows File Protection adds other important Windows 2000 files to the cache until the cache size reaches the quota.

To enable this setting, enter the maximum amount of disk space to be used (in MB). To indicate that the cache size is unlimited, select "4294967295" as the maximum amount of disk space.

If you disable this setting or do not configure it, the default value is set to 50 MB on Windows 2000 Professional and is unlimited (4294967295 MB) on Windows 2000 Server.		Administrative Templates\System\Windows File Protection\Limit Windows File Protection cache size

		Specify Windows File Protection cache location		Specifies an alternate location for the Windows File Protection cache.

To enable this setting, enter the fully qualified local path to the new location in the "Cache file path" box.

If you disable this setting or do not configure it, the Windows File Protection cache is located in the %Systemroot%\System32\Dllcache directory.

Note: Do not put the cache on a network shared directory.		Administrative Templates\System\Windows File Protection\Specify Windows File Protection cache location

		RPC Troubleshooting State Information		Determines whether the RPC Runtime maintains RPC state information for the system, and how much information it maintains. Basic state information, which consists only of the most commonly needed state data, is required for troubleshooting RPC problems.

If you enable this setting, you can use the drop-down box to determine which systems maintain RPC state information. If the setting is disabled or not configured, RPC uses the Auto2 setting.

-- "None" indicates that the system does not maintain any RPC state information. Note: Because the basic state information required for troubleshooting has a negligible effect on performance and uses only about 4K of memory, this setting is not recommended for most installations.

--  "Auto1" directs RPC to maintain basic state information only if the computer has at least 64 MB of memory.

--  "Auto2" directs RPC to maintain basic state information only if the computer has at least 128 MB of memory and is running Windows 2000 Server, Windows 2000 Advanced Server, or Windows 2000 Datacenter Server. 

--  "Server" directs RPC to maintain basic state information on the computer, regardless of its capacity.

-- "Full" directs RPC to maintain complete RPC state information on the system, regardless of its capacity. Because this setting can degrade performance, it is recommended for use only while you are investigating an RPC problem.

Note: To retrieve the RPC state information from a system that maintains it, you must use a debugging tool.		Administrative Templates\System\Remote Procedure Call\RPC Troubleshooting State Information

		Propagation of extended error information		Directs the RPC Runtime to generate extended error information when an error occurs.

Extended error information includes the local time that the error occurred, the RPC version, and the name of the computer on which the error occurred or was propagated. Programs can retrieve the extended error information by using standard Windows application programming interfaces (APIs).

nIf you disable this setting or do not configure it, the RPC Runtime only generates a status code to indicate an error condition.

To use this setting, enable the setting, and then select an error response type in the drop-down box.

--  "Off" disables all extended error information for all processes. RPC only generates an error code.

--  "On with Exceptions" enables extended error information but lets you disable it for selected processes. To disable extended error information for a process while this setting is in effect, the command that starts the process must begin with one of the strings in the Extended Error Information Exception field.

-- "Off with Exceptions" disables extended error information but lets you enable it for selected processes. To enable extended error information for a process while this setting is in effect, the command that starts the process must begin with one of the strings in the Extended Error Information Exception field.

--  "On" enables extended error information for all processes."

Note: For information about the Extended Error Information Exception field, see the Windows 2000 Platform Software Development Kit (SDK).
Note: Extended error information is formatted to be compatible with other operating systems and older Microsoft operating systems, but only newer Microsoft operating systems can read and respond to the information.
Note: The default setting, "Off," is designed for systems where extended error information is considered to be sensitive, and it should not be made available remotely.		Administrative Templates\System\Remote Procedure Call\Propagation of extended error information

		Global Configuration Settings		Specifies a set of parameters for all time providers installed on your system. There are two sets of parameters: clock discipline parameters, which control how the Windows Time Service processes the time samples it receives from providers, and general parameters. The general parameters allow you to configure the following: whether the time service is discoverable through DsGetDcName, the verbosity of event logging, the reliability of the local CMOS clock, and the minimum and maximum suggested polling intervals for time providers.		Administrative Templates\System\Windows Time Service\Global Configuration Settings

		Enable Windows NTP Client		Specifies whether the Windows NTP Client is enabled. Enabling the Windows NTP Client allows your computer to synchronize its computer clock with other NTP servers. You may want to disable this service if you decide to use a third-party time provider.		Administrative Templates\System\Windows Time Service\Time Providers\Enable Windows NTP Client

		Configure Windows NTP Client		Specifies whether the Windows NTP Client synchronizes time from the domain hierarchy or a manually configured NTP server. Specifies whether the client can synchronize time from a source outside its site, how long the Windows NTP Client waits before attempting to re-resolve an unsuccessfully resolved NTP server name, and the verbosity of the NTP Client's event logging.		Administrative Templates\System\Windows Time Service\Time Providers\Configure Windows NTP Client

		Enable Windows NTP Server		Specifies whether the Windows NTP Server is enabled. Enabling the Windows NTP Server allows your computer to service NTP requests from other machines.		Administrative Templates\System\Windows Time Service\Time Providers\Enable Windows NTP Server

		Background Intelligent Transfer Service (BITS) inactive job timeout		The number of days a pending BITS job can remain inactive before being considered abandoned by the requestor.

Once a job is determined to be abandoned, it is removed by the system and any downloaded files pertaining to the job are deleted from the disk. Any property changes for the job or any successful download action resets this timer.

If the computer remains offline for a long period of time, no activity for the job will be recorded.

You might want to increase this value if computers tend to stay offline for a longer period of time and still have pending jobs. You might want to decrease this value if you are concerned about orphaned jobs occupying disk space.

If you enable this setting, you can configure the inactive job time-out to specified number of days. If you disable or do not configure this setting, the default value of 90 will be used for the inactive job time-out.		Administrative Templates\Network\Background Intelligent Transfer Service (BITS) inactive job timeout

		Sets how often a DFS Client discovers DC's		Allows you to configure how often a Distributed File System (DFS) client attempts to discover domain controllers on their network.

By default, a DFS client attempts to discover domain controllers every 15 minutes.

If you enable this setting, you can configure how often a DFS client attempts to discover domain controllers. This value is specified in minutes.

If you disable this setting or do not configure it, the default value of 15 minutes applies.

Note: The minimum value you can select is 15 minutes. If you try to set this setting to a value less then 15 minutes, the default value of 15 minutes is applied.		Administrative Templates\Network\Sets how often a DFS Client discovers DC's

		Primary DNS Suffix		Specifies the primary Domain Name System (DNS) suffix for all affected computers. The primary DNS suffix is used in DNS name registration and DNS name resolution.

This setting lets you specify a primary DNS suffix for a group of computers and prevents users, including administrators, from changing it.

If you disable this setting or do not configure it, each computer uses its local primary DNS suffix, which is usually the DNS name of Active Directory domain to which it is joined. However, administrators can use System in Control Panel to change the primary DNS suffix of a computer.

To use this setting, in the text box provided, type the entire primary DNS suffix you want to assign. For example, microsoft.com.

This setting does not disable the DNS Suffix and NetBIOS Computer Name dialog box that administrators use to change the primary DNS suffix of a computer. However, if administrators enter a suffix, that suffix is ignored while this setting is enabled.

Important: To make changes to this setting effective, you must restart Windows 2000 on all computers affected by the setting.

Note: To change the primary DNS suffix of a computer without setting a setting, click System in Control Panel, click the Network Identification tab, click Properties, click More, and then enter a suffix in the "Primary DNS suffix of this computer" box.

For more information about DNS, see "Domain Name System (DNS)" in Help.		Administrative Templates\Network\DNS Client\Primary DNS Suffix

		Dynamic Update		Determines if dynamic update is enabled.

Computers configured for dynamic update automatically register and update their DNS resource records with a DNS server.

If you enable this setting, the computers to which this setting is applied may use dynamic DNS registration on each of their network connections, depending on the configuration of each individual network connection. For a dynamic DNS registration to be enabled on a specific network connection, it is necessary and sufficient that both computer-specific and connection-specific configurations allow dynamic DNS registration. This setting controls the computer-specific property controlling dynamic DNS registration. If you enable this setting, you allow dynamic update to be set individually for each of the network connections.

If you disable this setting, the computers to which this setting is applied may not use dynamic DNS registration for any of their network connections, regardless of the configuration for individual network connections.

If this setting is not configured, it is not applied to any computers, and computers use their local configuration.		Administrative Templates\Network\DNS Client\Dynamic Update

		DNS Suffix Search List		Determines the DNS suffixes to attach to an unqualified single-label name before submission of a DNS query for that name.

An unqualified single-label name contains no dots, such as "example". This is different from a fully qualified domain name, such as "example.microsoft.com.".

With this setting enabled, when a user submits a query for a single-label name, such as "example", a local DNS client attaches a suffix, such as "microsoft.com", resulting in the query "example.microsoft.com", before sending the query to a DNS server.

If you enable this setting, you can specify the DNS suffixes to attach before submission of a query for an unqualified single-label name. The values of the DNS suffixes in this setting may be set using comma-separated strings, such as "microsoft.com,serverua.microsoft.com,office.microsoft.com". One DNS suffix is attached for each submission of a query. If a query is unsuccessful, a new DNS suffix is added in place of the failed suffix, and this new query is submitted. The values are used in the order they appear in the string, starting with the leftmost value and preceding to the right.

If you enable this setting, you must specify at least one suffix.

If you disable this setting, the primary DNS suffix and network connection-specific DNS suffixes are appended to the unqualified queries.

If this setting is not configured, it is not applied to any computers, and computers use their local configuration.		Administrative Templates\Network\DNS Client\DNS Suffix Search List

		Primary DNS Suffix Devolution		Determines whether the DNS client performs primary DNS suffix devolution in a name resolution process.

When a user submits a query for a single-label name, such as "example", a local DNS client attaches a suffix, such as "microsoft.com", resulting in the query "example.microsoft.com", before sending the query to a DNS server.

If a DNS Suffix Search List is not specified, the DNS client attaches the Primary DNS Suffix to a single-label name, and, if this query fails, the Connection-Specific DNS suffix is attached for a new query. If none of these queries are resolved, the client devolves the Primary DNS Suffix of the computer (drops the leftmost label of the Primary DNS Suffix), attaches this devolved Primary DNS suffix to the single-label name, and submits this new query to a DNS server.

For example, if the primary DNS suffix ooo.aaa.microsoft.com is attached to the non-dot-terminated single-label name "example," and the DNS query for example.ooo.aaa.reskit.com fails, the DNS client devolves the primary DNS suffix (drops the leftmost label), and submits a query for example.aaa.microsoft.com. If this query fails, the primary DNS suffix is devolved further and the query example.microsoft.com is submitted. If this query fails, devolution continues and the query example.microsoft.com is submitted. The primary DNS suffix would not be devolved further because the DNS suffix has two labels, "microsoft.com". The primary DNS suffix cannot be devolved to less than two labels.

If this setting is enabled, DNS clients on the computers to which this setting is applied attempt to resolve names that are concatenations of the single-label name to be resolved and the devolved Primary DNS Suffix.

If this setting is disabled, DNS clients on the computers to which this setting is applied donot attempt to resolve names that are concatenations of the single-label name to be resolved and the devolved Primary DNS Suffix.

If this setting is not configured, it is not applied to any computers, and computers use their local configuration.		Administrative Templates\Network\DNS Client\Primary DNS Suffix Devolution

		Register PTR Records		Determines whether the registration of PTR resource records is enabled for the computers to which this policy is applied.

By default, DNS clients configured to perform dynamic DNS registration attempt PTR resource record registration only if they successfully registered the corresponding A resource record. “A” resource records map a host DNS name to the host IP address, and “PTR” resource records map the host IP address to the host DNS name.

To enable this setting, click Enable, and then select one of the following values:

Do not register - computers never attempt PTR resource records registration.

Register - computers attempt PTR resource records registration regardless of the success of the A records registration.

Register only if A record registration succeeds – computers attempt PTR resource records registration only if they successfully registered the corresponding A resource records.

If this setting is not configured, it is not applied to any computers, and computers use their local configuration.		Administrative Templates\Network\DNS Client\Register PTR Records

		Registration Refresh Interval		Specifies the Registration Refresh Interval of A and PTR resource records for computers to which this setting is applied. This setting may be applied to computers using dynamic update only.

Computers running Windows 2000 and Windows XP, and configured to perform dynamic DNS registration of A and PTR resource records, periodically reregister their records with DNS servers, even if their records’ data has not changed. This reregistration is required to indicate to DNS servers configured to automatically remove (scavenge) stale records that these records are current and should be preserved in the database.

Warning: If the DNS resource records are registered in zones with scavenging enabled, the value of this setting should never be longer than the Refresh Interval configured for these zones. Setting the Registration Refresh Interval to longer than the Refresh Interval of the DNS zones might result in the undesired deletion of A and PTR resource records.

To specify the Registration Refresh Interval, click Enable, and then enter a value larger than 1800. Remember, this value specifies the Registration Refresh Interval in seconds, for example, 1800 seconds is 30 minutes.

If this setting is not configured, it is not applied to any computers, and computers use their local configuration.		Administrative Templates\Network\DNS Client\Registration Refresh Interval

		Replace Addresses In Conflicts		Determines whether a DNS client that attempts to register its A resource record should overwrite an existing A resource record or records containing conflicting IP addresses.

This setting is designed for computers that register A resource records in DNS zones that do not support Secure Dynamic Update. Secure Dynamic Update preserves ownership of resource records and does not allow a DNS client to overwrite records that are registered by other computers.

During dynamic update of a zone that does not use Secure Dynamic Update, a DNS client may discover that an existing A resource record associates the client’s host DNS name with an IP address of a different computer. According to the default configuration, the DNS client attempts to replace the existing A resource record with an A resource record associating the DNS name with the client’s IP address.

If you enable this setting, DNS clients attempt to replace conflicting A resource records during dynamic update.

If you disable this setting, the DNS client still performs the dynamic update of A resource records, but if the DNS client attempts to update A resource records containing conflicts, this attempt fails and an error is recorded in the Event Viewer log.

If this setting is not configured, it is not applied to any computers, and computers use their local configuration.		Administrative Templates\Network\DNS Client\Replace Addresses In Conflicts

		DNS Servers		Defines the DNS servers to which a computer sends queries when it attempts to resolve names.

Warning: The list of the DNS servers defined in this setting supersedes DNS servers configured locally and those configured using DHCP. The list of DNS servers is applied to all network connections of multihomed computers to which this setting is applied.

To use this setting, click Enable, and then enter a space-delimited list of IP addresses (in dotted decimal format) in the available field. If you enable this setting, you must enter at least one IP address.

If this setting is not configured, it is not applied to any computers, and computers use their local or DHCP-configured parameters.		Administrative Templates\Network\DNS Client\DNS Servers

		Connection-Specific DNS Suffix		Specifies a connection-specific DNS suffix. This setting supersedes the connection-specific DNS suffixes set on the computers to which this setting is applied, those configured locally and those configured using DHCP.

Warning: A connection-specific DNS suffix specified in this setting is applied to all the network connections used by multihomed computers to which this setting is applied.

To use this setting, click Enable, and then enter a string value representing the DNS suffix in the available field.

If this setting is not configured, it is not applied to any computers, and computers use their local or DHCP-configuration parameters.		Administrative Templates\Network\DNS Client\Connection-Specific DNS Suffix

		Register DNS records with connection-specific DNS suffix		Determines if a computer performing dynamic registration may register A and PTR resource records with a concatenation of its Computer Name and a connection-specific DNS suffix, in addition to registering these records with a concatenation of its Computer Name and the Primary DNS suffix.

Warning: Enabling of this group setting is applied to all the network connections of multihomed computers to which this setting is applied.

By default, a DNS client performing dynamic DNS registration registers A and PTR resource records with a concatenation of its Computer Name and the primary DNS suffix. For example, a concatenation of a Computer Name, such as "mycomputer", and the primary DNS suffix, such as "microsoft.com", would result in "mycomputer.microsoft.com".

If this setting were enabled, a computer would register A and PTR resource records with its connection-specific DNS suffix in addition to registering A and PTR resource records with the primary DNS suffix. For example, a concatenation of a Computer Name "mycomputer" and the connection specific DNS suffix "VPNconnection" would be used when registering A and PTR resource records, resulting in "mycomputer.VPNconnection". Notice that if dynamic DNS registration is disabled on a computer to which this setting is applied, then, regardless of this setting’s settings, a computer does not attempt dynamic DNS registration of A and PTR records containing a concatenation of its Computer Name and a connection-specific DNS suffix. If dynamic DNS registration is disabled on a specific network connection of a computer to which this setting is applied, then, regardless of this setting’s settings, a computer does not attempt dynamic DNS registration of A and PTR records containing a concatenation of its Computer Name and a connection-specific DNS suffix on that network connection.

If this setting is disabled, a DNS client does not register A and PTR resource records with its connection-specific DNS suffix.

If this setting is not configured, it is not applied to any computers, and computers use their local configuration.		Administrative Templates\Network\DNS Client\Register DNS records with connection-specific DNS suffix

		TTL Set in the A and PTR records		Specifies the value for the Time-To-Live (TTL) field in A and PTR resource records registered by the computers to which this setting is applied.

To specify the TTL, click Enable, and then enter a value in seconds (for example, the value 900 is 15 minutes).

If this setting is not configured, it is not applied to any computer.		Administrative Templates\Network\DNS Client\TTL Set in the A and PTR records

		Update Security Level		Specifies whether the computers to which this setting is applied use secure dynamic update or standard dynamic update for registration of DNS records.

To enable this setting, click Enable, and then choose one of the following values.

Unsecure followed by secure - if this option is chosen, computers send secure dynamic updates only when nonsecure dynamic updates are refused.

Only Unsecure - if this option is chosen, computers send only nonsecure dynamic updates.

Only Secure - if this option is chosen, computers send only secure dynamic updates.

If this setting is not configured, it is not applied to any computers, and computers use their local configuration.		Administrative Templates\Network\DNS Client\Update Security Level

		Update Top Level Domain Zones		Specifies whether the computers to which this setting is applied may send dynamic updates to the zones named with a single label name, also known as top-level domain zones, for example, “com”.

By default, a DNS client configured to perform dynamic DNS update sends dynamic updates to the DNS zone that is authoritative for its DNS resource records, unless the authoritative zone is a top-level domain and root zone.

If this setting is enabled, computers to which this policy is applied send dynamic updates to any zone that is authoritative for the resource records that the computer needs to update, except the root zone.

If this setting is disabled, computers to which this policy is applied do not send dynamic updates to the root and/or top-level domain zones that are authoritative for the resource records that the computer needs to update.

If this setting is not configured, it is not applied to any computers, and computers use their local configuration.		Administrative Templates\Network\DNS Client\Update Top Level Domain Zones

		Allow or Disallow use of the Offline Files feature		Determines whether the Offline Files feature is enabled.

This setting also disables the "Enable Offline Files" option on the Offline Files tab. This prevents users from trying to change the option while a setting controls it.

Offline Files saves a copy of network files on the user's computer for use when the computer is not connected to the network.

If you enable this setting, Offline Files is enabled and users cannot disable it.

If you disable this setting, Offline Files is disabled and users cannot enable it.

By default, Offline Files is enabled on Windows 2000 Professional and is disabled on Windows 2000 Server.

Tip: To enable Offline Files without specifying a setting, in Windows Explorer, on the Tools menu, click Folder Options, click the Offline Files tab, and then click "Enable Offline Files."

Note: To make changes to this setting effective, you must restart Windows 2000.		Administrative Templates\Network\Offline Files\Allow or Disallow use of the Offline Files feature

		Prohibit user configuration of Offline Files		Prevents users from enabling, disabling, or changing the configuration of Offline Files.

This setting removes the Offline Files tab from the Folder Options dialog box. It also removes the Settings item from the Offline Files context menu and disables the Settings button on the Offline Files Status dialog box. As a result, users cannot view or change the options on the Offline Files tab or Offline Files dialog box.

This is a comprehensive setting that locks down the configuration you establish by using other settings in this folder.

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Tip: This setting provides a quick method for locking down the default settings for Offline Files. To accept the defaults, just enable this setting. You do not have to disable any other settings in this folder.		Administrative Templates\Network\Offline Files\Prohibit user configuration of Offline Files

		Synchronize all offline files when logging on		Determines whether offline files are fully synchronized when users log on.

This setting also disables the "Synchronize all offline files before logging on" option on the Offline Files tab. This prevents users from trying to change the option while a setting controls it.

If you enable this setting, offline files are fully synchronized at logon. Full synchronization ensures that offline files are complete and current. Enabling this setting automatically enables logon synchronization in Synchronization Manager.

If this setting is disabled and Synchronization Manager is configured for logon synchronization, the system performs only a quick synchronization. Quick synchronization ensures that files are complete but does not ensure that they are current.

If you do not configure this setting and Synchronization Manager is configured for logon synchronization, the system performs a quick synchronization by default, but users can change this option.

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Tip: To change the synchronization method without setting a setting, in Windows Explorer, on the Tools menu, click Folder Options, click the Offline Files tab, and then select the "Synchronize all offline files before logging on" option.		Administrative Templates\Network\Offline Files\Synchronize all offline files when logging on

		Synchronize all offline files before logging off		Determines whether offline files are fully synchronized when users log off.

This setting also disables the "Synchronize all offline files before logging off" option on the Offline Files tab. This prevents users from trying to change the option while a setting controls it.

If you enable this setting, offline files are fully synchronized. Full synchronization ensures that offline files are complete and current.

If you disable this setting, the system only performs a quick synchronization. Quick synchronization ensures that files are complete, but does not ensure that they are current.

If you do not configure this setting, the system performs a quick synchronization by default, but users can change this option.

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Tip: To change the synchronization method without changing a setting, in Windows Explorer, on the Tools menu, click Folder Options, click the Offline Files tab, and then select the "Synchronize all offline files before logging off" option.		Administrative Templates\Network\Offline Files\Synchronize all offline files before logging off

		Synchronize offline files before suspend		Determines whether offline files are synchonized before a computer is suspended.

If you enable this setting, offline files will be synchronized whenever the computer is suspended. Setting the synchronization action to "Quick" ensures only that all files in the cache are complete. Setting the synchronization action to "Full" ensures that all cached files and folders are up to date with the most current version.

If you disable or do not configuring this setting, a synchronization will not occur when the computer is suspended.

Note: If the computer is suspended by closing the display on a portable computer, a synchronization is not performed. If multiple users are logged on to the computer at the time the computer is suspended, a synchronization is not performed.		Administrative Templates\Network\Offline Files\Synchronize offline files before suspend

		Default cache size		Limits the percentage of the computer's disk space that can be used to store automatically cached offline files.

This setting also disables the "Amount of disk space to use for temporary offline files" option on the Offline Files tab. This prevents users from trying to change the option while a setting controls it.

Automatic caching can be set on any network share. When a user opens a file on the share, the system automatically stores a copy of the file on the user's computer.

This setting does not limit the disk space available for files that user's make available offline manually.

If you enable this setting, you can specify an automatic-cache disk space limit.

If you disable this setting, the system limits the space that automatically cached files occupy to 10 percent of the space on the system drive.

If you do not configure this setting, disk space for automatically cached files is limited to 10 percent of the system drive by default, but users can change it.

Tip: To change the amount of disk space used for automatic caching without specifying a setting, in Windows Explorer, on the Tools menu, click Folder Options, click the Offline Files tab, and then use the slider bar associated with the "Amount of disk space to use for temporary offline files" option.		Administrative Templates\Network\Offline Files\Default cache size

		Action on server disconnect		Determines whether network files remain available if the computer is suddenly disconnected from the server hosting the files.

This setting also disables the "When a network connection is lost" option on the Offline Files tab. This prevents users from trying to change the option while a setting controls it.

If you enable this setting, you can use the "Action" box to specify how computers in the group respond.

--  "Work offline" indicates that the computer can use local copies of network files while the server is inaccessible.

--  "Never go offline" indicates that network files are not available while the server is inaccessible.

If you disable this setting or select the "Work offline" option, users can work offline if disconnected.

If you do not configure this setting, users can work offline by default, but they can change this option.

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer  Configuration takes precedence over the setting in User Configuration.

Tip: To configure this setting without establishing a setting, in Windows Explorer, on the Tools menu, click Folder Options, click the Offline Files tab, click Advanced, and then select an option in the "When a network connection is lost" section.

Also, see the "Non-default server disconnect actions" setting.		Administrative Templates\Network\Offline Files\Action on server disconnect

		Non-default server disconnect actions		Determines how computers respond when they are disconnected from particular offline file servers. This setting overrides the default response, a user-specified response, and the response specified in the "Action on server disconnect" setting.

To use this setting, click Show, and then click Add. In the "Type the name of the item to be added" box, type the server's computer name. Then, in the "Type the value of the item to be added" box, type "0" if users can work offline when they are disconnected from this server, or type "1" if they cannot.

This setting appears in the Computer Configuration and User Configuration folders.  If both settings are configured for a particular server, the setting in Computer Configuration takes precedence over the setting in User Configuration.  Both Computer and User configuration take precedence over a user's setting.  This setting does not prevent users from setting custom actions through the Offline Files tab.  However, users are unable to change any custom actions established via this setting.

Tip: To configure this setting without establishing a setting, in Windows Explorer, on the Tools menu, click Folder Options, click the Offline Files tab, and then click Advanced. This setting corresponds to the settings in the "Exception list" section.		Administrative Templates\Network\Offline Files\Non-default server disconnect actions

		Remove 'Make Available Offline'		Prevents users from making network files and folders available offline.

This setting removes the "Make Available Offline" option from the File menu and from all context menus in Windows Explorer. As a result, users cannot designate files to be saved on their computer for offline use.

However, this setting does not prevent the system from saving local copies of files that reside on network shares designated for automatic caching.

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.		Administrative Templates\Network\Offline Files\Remove 'Make Available Offline'

		Prevent use of Offline Files folder		Disables the Offline Files folder.

This setting disables the "View Files" button on the Offline Files tab. As a result, users cannot use the Offline Files folder to view or open copies of network files stored on their computer. Also, they cannot use the folder to view characteristics of offline files, such as their server status, type, or location.

This setting does not prevent users from working offline or from saving local copies of files available offline. Also, it does not prevent them from using other programs, such as Windows Explorer, to view their offline files.

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Tip: To view the Offline Files Folder, in Windows Explorer, on the Tools menu, click Folder Options, click the Offline Files tab, and then click "View Files."		Administrative Templates\Network\Offline Files\Prevent use of Offline Files folder

		Files not cached		Lists types of files that cannot be used offline.

This setting lets you exclude certain types of files from automatic and manual caching for offline use. The system does not cache files of the type specified in this setting even when they reside on a network share configured for automatic caching. Also, if users try to make a file of this type available offline, the operation will fail and the following message will be displayed in the Synchronization Manager progress dialog box: "Files of this type cannot be made available offline."

This setting is designed to protect files that cannot be separated, such as database components.

To use this setting, type the file name extension in the "Extensions" box. To type more than one extension, separate the extensions with a semicolon (;).

Note: To make changes to this setting effective, you must log off and log on again.		Administrative Templates\Network\Offline Files\Files not cached

		Administratively assigned offline files		Lists network files and folders that are always available for offline use. This setting makes the specified files and folders available offline to users of the computer.

To assign a folder, click Show, and then click Add. In the "Type the name of the item to be added" box, type the fully qualified UNC path to the file or folder. Leave the "Enter the value of the item to be added" field blank.

Note: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the settings will be combined and all specified files will be available for offline use.		Administrative Templates\Network\Offline Files\Administratively assigned offline files

		Turn off reminder balloons		Hides or displays reminder balloons, and prevents users from changing the setting.

Reminder balloons appear above the Offline Files icon in the notification area to notify users when they have lost the connection to a networked file and are working on a local copy of the file. Users can then decide how to proceed.

If you enable this setting, the system hides the reminder balloons, and prevents users from displaying them.

If you disable the setting, the system displays the reminder balloons and prevents users from hiding them.

If this setting is not configured, reminder balloons are displayed by default when you enable offline files, but users can change the setting.

To prevent users from changing the setting while a setting is in effect, the system disables the "Enable reminders" option on the Offline Files tab

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Tip: To display or hide reminder balloons without establishing a setting, in Windows Explorer, on the Tools menu, click Folder Options, and then click the Offline Files tab. This setting corresponds to the "Enable reminders" check box.		Administrative Templates\Network\Offline Files\Turn off reminder balloons

		Reminder balloon frequency		Determines how often reminder balloon updates appear.

If you enable this setting, you can select how often reminder balloons updates apppear and also prevent users from changing this setting.

Reminder balloons appear when the user's connection to a network file is lost or reconnected, and they are updated periodically. By default, the first reminder for an event is displayed for 30 seconds. Then, updates appear every 60 minutes and are displayed for 15 seconds. You can use this setting to change the update interval.

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Tip: To set reminder balloon frequency without establishing a setting, in Windows Explorer, on the Tools menu, click Folder Options, and then click the Offline Files tab. This setting corresponds to the "Display reminder balloons every ... minutes" option.		Administrative Templates\Network\Offline Files\Reminder balloon frequency

		Initial reminder balloon lifetime		Determines how long the first reminder balloon for a network status change is displayed.

Reminder balloons appear when the user's connection to a network file is lost or reconnected, and they are updated periodically. By default, the first reminder for an event is displayed for 30 seconds. Then, updates appear every 60 minutes and are displayed for 15 seconds. You can use this setting to change the duration of the first reminder.

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.		Administrative Templates\Network\Offline Files\Initial reminder balloon lifetime

		Reminder balloon lifetime		Determines how long updated reminder balloons are displayed.

Reminder balloons appear when the user's connection to a network file is lost or reconnected, and they are updated periodically. By default, the first reminder for an event is displayed for 30 seconds. Then, updates appear every 60 minutes and are displayed for 15 seconds. You can use this setting to change the duration of the update reminder.

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.		Administrative Templates\Network\Offline Files\Reminder balloon lifetime

		At logoff, delete local copy of user’s offline files		Deletes local copies of the user's offline files when the user logs off.

This setting specifies that automatically and manually cached offline files are retained only while the user is logged on to the computer. When the user logs off, the system deletes all local copies of offline files.

If you disable this setting or do not configure it, automatically and manually cached copies are retained on the user's computer for later offline use.

Caution: Files are not synchronized before they are deleted. Any changes to local files since the last synchronization are lost.		Administrative Templates\Network\Offline Files\At logoff, delete local copy of user’s offline files

		Event logging level		Determines which events the Offline Files feature records in the event log.

Offline Files records events in the Application log in Event Viewer when it detects errors. By default, Offline Files records an event only when the offline files storage cache is corrupted. However, you can use this setting to specify additional events you want Offline Files to record.

To use this setting, in the "Enter" box, select the number corresponding to the events you want the system to log. The levels are cumulative; that is, each level includes the events in all preceding levels.

"0" records an error when the offline storage cache is corrupted.

"1" also records an event when the server hosting the offline file is disconnected from the network.

"2" also records events when the local computer is connected and disconnected from the network.

"3" also records an event when the server hosting the offline file is reconnected to the network.

Note: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.		Administrative Templates\Network\Offline Files\Event logging level

		Subfolders always available offline		Makes subfolders available offline whenever their parent folder is made available offline.

This setting automatically extends the "make available offline" setting to all new and existing subfolders of a folder. Users do not have the option of excluding subfolders.

If you enable this setting, when you make a folder available offline, all folders within that folder are also made available offline. Also, new folders that you create within a folder that is available offline are made available offline when the parent folder is synchronized.

If you disable this setting or do not configure it, the system asks users whether they want subfolders to be made available offline when they make a parent folder available offline.		Administrative Templates\Network\Offline Files\Subfolders always available offline

		Encrypt the Offline Files cache		This setting determines whether offline files are encrypted.

Offline files reside on a user's hard drive, not the network, and they are stored in a local cache on the computer. Encrypting this cache enhances security on a local computer. If the cache on the local computer is not encrypted, any encrypted files cached from the network will not be encrypted on the local computer. This may pose a security risk in some environments.

If you enable this setting, all files in the Offline Files cache are encrypted.  This includes existing files as well as files added later. The cached copy on the local computer is affected, but the associated network copy is not. The user cannot unencrypt Offline Files through the user interface.

If you disable this setting, all files in the Offline Files cache are unencrypted. This includes existing files as well as files added later. The cached copy on the local computer is affected, but the associated network copy is not. The user cannot encrypt Offline Files through the user interface.

If you do not configure this setting, encryption of the Offline Files cache is controlled by the user through the user interface. The current cache state is retained, and if the cache is only partially encrypted, the operation completes so that it is fully encrypted. The cache does not return to the unencrypted state. The user must be an administrator on the local computer to encrypt or decrypt the Offline Files cache.

Note: By default, this cache is protected on NTFS partitions by ACLs.		Administrative Templates\Network\Offline Files\Encrypt the Offline Files cache

		Prohibit 'Make Available Offline' for these file and folders		Prohibits specific network files and folders from being made available for offline use.

To prohibit the "Make Available Offline" option for specific files or folders, enable this setting, click Show, and then click Add. In the "Type the name of the item to be added" box, type the fully qualified UNC path to the file or folder. Leave the "Enter the value of the item to be added" field blank.

Note: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the settings are combined, and all specified files will not be available for offline use.

Note: This setting does not prevent files from being automatically cached if the network share is configured for "Automatic Caching". It only affects the availability of the "Make Available Offline" menu option in the user interface.

Note: If the "Disable Make Available Offline" setting is enabled, this setting has no effect.		Administrative Templates\Network\Offline Files\Prohibit 'Make Available Offline' for these file and folders

		Configure Slow link speed		Configures the threshold value at which Offline Files considers a network connection to be "slow". Any network speed below this value is considered to be slow.

When a connection is considered slow, Offline Files automatically adjust its behavior to avoid excessive synchronization traffic and will not automatically reconnect to a server when the presence of a server is detected.

If you enable this setting, you can configure the threshold value that will be used to determine a slow network connection.

If this setting is disabled or not configured, the default threshold value of 64,000 bps is used to determine if a network connection is considered to be slow.

Note: Use the following formula when entering the slow link value: [ bps / 100]. For example, if you want to set a threshold value of 128,000 bps, enter a value of 1280.		Administrative Templates\Network\Offline Files\Configure Slow link speed

		Prohibit use of Internet Connection Sharing on your DNS domain network		Determines whether administrators can enable and configure the Internet Connection Sharing (ICS) feature of an Internet connection and if the ICS service can run on the computer.

Important: This setting is location aware. It only applies when a computer is connected to the same DNS domain network it was connected to when the setting was refreshed on that computer. If a computer is connected to a DNS domain network other than the one it was connected to when the setting was refreshed, this setting does not apply.

ICS lets administrators configure their system as an Internet gateway for a small network and provides network services, such as name resolution and addressing through DHCP, to the local private network.

If you enable this setting, ICS cannot be enabled or configured by administrators, and the ICS service cannot run on the computer. The Advanced tab in the Properties dialog box for a LAN or remote access connection is removed. The Internet Connection Sharing page is removed from the New Connection Wizard. The Network Setup Wizard is disabled.

If you disable this setting or do not configure it and have two or more connections, administrators can enable ICS. The Advanced tab in the properties dialog box for a LAN or remote access connection is available. In addition, the user is presented with the option to enable Internet Connection Sharing in the Network Setup Wizard and Make New Connection Wizard. (The Network Setup Wizard is available only in Windows XP Professional.)

By default, ICS is disabled when you create a remote access connection, but administrators can use the Advanced tab to enable it. When running the New Connection Wizard or Network Setup Wizard, administrators can choose to enable ICS.

Note: Internet Connection Sharing is only available when two or more network connections are present.

Note: When the "Prohibit access to properties of a LAN connection," "Ability to change properties of an all user remote access connection," or "Prohibit changing properties of a private remote access connection" settings are set to deny access to the Connection Properties dialog box, the Advanced tab for the connection is blocked.

Note: Nonadministrators are already prohibited from configuring Internet Connection Sharing, regardless of this setting.		Administrative Templates\Network\Network Connections\Prohibit use of Internet Connection Sharing on your DNS domain network

		Prohibit use of Internet Connection Firewall on your DNS domain network		Prohibits use of Internet Connection Firewall on your DNS domain network.

Determines whether users can enable the Internet Connection Firewall feature on a connection, and if the Internet Connection Firewall service can run on a computer.

Important: This setting is location aware. It only applies when a computer is connected to the same DNS domain network it was connected to when the setting was refreshed on that computer. If a computer is connected to a DNS domain network other than the one it was connected to when the setting was refreshed, this setting does not apply.

The Internet Connection Firewall is a stateful packet filter for home and small office users to protect them from Internet network security threats.

If you enable this setting, Internet Connection Firewall cannot be enabled or configured by users (including administrators), and the Internet Connection Firewall service cannot run on the computer. The option to enable the Internet Connection Firewall through the Advanced tab is removed. In addition, the Internet Connection Firewall is not enabled for remote access connections created through the Make New Connection Wizard. The Network Setup Wizard is disabled.

If you disable this setting or do not configure it, the Internet Connection Firewall is disabled when a LAN Connection or VPN connection is created, but users can use the Advanced tab in the connection properties to enable it. The Internet Connection Firewall is enabled by default on the connection for which Internet Connection Sharing is enabled. In addition, remote access connections created through the Make New Connection Wizard have the Internet Connection Firewall enabled.		Administrative Templates\Network\Network Connections\Prohibit use of Internet Connection Firewall on your DNS domain network

		Prohibit installation and configuration of Network Bridge on your DNS domain network		Determines whether a user can install and configure the Network Bridge.

Important: This settings is location aware. It only applies when a computer is connected to the same DNS domain network it was connected to when the setting was refreshed on that computer. If a computer is connected to a DNS domain network other than the one it was connected to when the setting was refreshed, this setting does not apply.

The Network Bridge allows users to create a layer 2 MAC bridge, enabling them to connect two or more network segements together. This connection appears in the Network Connections folder.

If you disable this setting or do not configure it, the user will be able to create and modify the configuration of a Network Bridge. Enabling this setting does not remove an existing Network Bridge from the user's computer.		Administrative Templates\Network\Network Connections\Prohibit installation and configuration of Network Bridge on your DNS domain network

		Limit reservable bandwidth		Determines the percentage of connection bandwidth that the system can reserve. This value limits the combined bandwidth reservations of all programs running on the system.

By default, the Packet Scheduler limits the system to 20 percent of the bandwidth of a connection, but you can use this setting to override the default.

If you enable this setting, you can use the "Bandwidth limit" box to adjust the amount of bandwidth the system can reserve.

If you disable this setting or do not configure it, the system uses the default value of 20 percent of the connection.

Important: If a bandwidth limit is set for a particular network adapter in the registry, this setting is ignored when configuring that network adapter.		Administrative Templates\Network\QoS Packet Scheduler\Limit reservable bandwidth

		Limit outstanding packets		Specifies the maximum number of outstanding packets permitted on the system. When the number of outstanding packets reaches this limit, the Packet Scheduler postpones all submissions to network adapters until the number falls below this limit.

"Outstanding packets" are packets that the Packet Scheduler has submitted to a network adapter for transmission, but which have not yet been sent.

If you enable this setting, you can limit the number of outstanding packets.

If you disable this setting or do not configure it, then the setting has no effect on the system.

Important: If the maximum number of outstanding packets is specified in the registry for a particular network adapter, this setting is ignored when configuring that network adapter.		Administrative Templates\Network\QoS Packet Scheduler\Limit outstanding packets

		Set timer resolution		Determines the smallest unit of time that the Packet Scheduler uses when scheduling packets for transmission. The Packet Scheduler cannot schedule packets for transmission more frequently than permitted by the value of this entry.

If you enable this setting, you can override the default timer resolution established for the system, usually units of 10 microseconds.

If you disable this setting or do not configure it, the setting has no effect on the system.

Important: If a timer resolution is specified in the registry for a particular network adapter, then this setting is ignored when configuring that network adapter.		Administrative Templates\Network\QoS Packet Scheduler\Set timer resolution

		Best effort service type		Specifies an alternate Layer-3 Differentiated Services Code Point (DSCP) value for packets with the Best Effort service type (ServiceTypeBestEffort). The Packet Scheduler inserts the corresponding DSCP value in the IP header of the packets.

This setting applies only to packets that conform to the flow specification.

If you enable this setting, you can change the default DSCP value associated with the Best Effort service type.

If you disable this setting, the system uses the default DSCP value of 0.

Important: If the DSCP value for this service type is specified in the registry for a particular network adapter, this setting is ignored when configuring that network adapter.		Administrative Templates\Network\QoS Packet Scheduler\DSCP value of conforming packets\Best effort service type

		Controlled load service type		Specifies an alternate Layer-3 Differentiated Services Code Point (DSCP) value for packets with the Controlled Load service type (ServiceTypeControlledLoad). The Packet Scheduler inserts the corresponding DSCP value in the IP header of the packets.

This setting applies only to packets that conform to the flow specification.

If you enable this setting, you can change the default DSCP value associated with the Controlled Load service type.

If you disable this setting, the system uses the default DSCP value of 24 (0x18).

Important: If the DSCP value for this service type is specified in the registry for a particular network adapter, this setting is ignored when configuring that network adapter.		Administrative Templates\Network\QoS Packet Scheduler\DSCP value of conforming packets\Controlled load service type

		Guaranteed service type		Specifies an alternate Layer-3 Differentiated Services Code Point (DSCP) value for packets with the Guaranteed service type (ServiceTypeGuaranteed). The Packet Scheduler inserts the corresponding DSCP value in the IP header of the packets.

This setting applies only to packets that conform to the flow specification.

If you enable this setting, you can change the default DSCP value associated with the Guaranteed service type.

If you disable this setting, the system uses the default DSCP value of 40 (0x28).

Important: If the DSCP value for this service type is specified in the registry for a particular network adapter, this setting is ignored when configuring that network adapter.		Administrative Templates\Network\QoS Packet Scheduler\DSCP value of conforming packets\Guaranteed service type

		Network control service type		Specifies an alternate Layer-3 Differentiated Services Code Point (DSCP) value for packets with the Network Control service type (ServiceTypeNetworkControl). The Packet Scheduler inserts the corresponding DSCP value in the IP header of the packets.

This setting applies only to packets that conform to the flow specification.

If you enable this setting, you can change the default DSCP value associated with the Network Control service type.

If you disable this setting, the system uses the default DSCP value of 48 (0x30).

Important: If the DSCP value for this service type is specified in the registry for a particular network adapter, this setting is ignored when configuring that network adapter.		Administrative Templates\Network\QoS Packet Scheduler\DSCP value of conforming packets\Network control service type

		Qualitative service type		Specifies an alternate Layer-3 Differentiated Services Code Point (DSCP) value for packets with the Qualitative service type (ServiceTypeQualitative). The Packet Scheduler inserts the corresponding DSCP value in the IP header of the packets.

This setting applies only to packets that conform to the flow specification.

If you enable this setting, you can change the default DSCP value associated with the Qualitative service type.

If you disable this setting, the system uses the default DSCP value of 0.

Important: If the DSCP value for this service type is specified in the registry for a particular network adapter, this setting is ignored when configuring that network adapter.		Administrative Templates\Network\QoS Packet Scheduler\DSCP value of conforming packets\Qualitative service type

		Best effort service type		Specifies an alternate Layer-3 Differentiated Services Code Point (DSCP) value for packets with the Best Effort service type (ServiceTypeBestEffort). The Packet Scheduler inserts the corresponding DSCP value in the IP header of the packets.

This setting applies only to packets that do not conform to the flow specification.

If you enable this setting, you can change the default DSCP value associated with the Best Effort service type.

If you disable this setting, the system uses the default DSCP value of 0.

Important: If the DSCP value for this service type is specified in the registry for a particular network adapter, this setting is ignored when configuring that network adapter.		Administrative Templates\Network\QoS Packet Scheduler\DSCP value of non-conforming packets\Best effort service type

		Controlled load service type		Specifies an alternate Layer-3 Differentiated Services Code Point (DSCP) value for packets with the Controlled Load service type (ServiceTypeControlledLoad). The Packet Scheduler inserts the corresponding DSCP value in the IP header of the packets.

This setting applies only to packets that do not conform to the flow specification.

If you enable this setting, you can change the default DSCP value associated with the Controlled Load service type.

If you disable this setting, the system uses the default DSCP value of 0.

Important: If the DSCP value for this service type is specified in the registry for a particular network adapter, this setting is ignored when configuring that network adapter.		Administrative Templates\Network\QoS Packet Scheduler\DSCP value of non-conforming packets\Controlled load service type

		Guaranteed service type		Specifies an alternate Layer-3 Differentiated Services Code Point (DSCP) value for packets with the Guaranteed service type (ServiceTypeGuaranteed). The Packet Scheduler inserts the corresponding DSCP value in the IP header of the packets.

This setting applies only to packets that do not conform to the flow specification.

If you enable this setting, you can change the default DSCP value associated with the Guaranteed service type.

If you disable this setting, the system uses the default DSCP value of 0.

Important: If the DSCP value for this service type is specified in the registry for a particular network adapter, this setting is ignored when configuring that network adapter.		Administrative Templates\Network\QoS Packet Scheduler\DSCP value of non-conforming packets\Guaranteed service type

		Network control service type		Specifies an alternate Layer-3 Differentiated Services Code Point (DSCP) value for packets with the Network Control service type (ServiceTypeNetworkControl). The Packet Scheduler inserts the corresponding DSCP value in the IP header of the packets.

This setting applies only to packets that do not conform to the flow specification.

If you enable this setting, you can change the default DSCP value associated with the Network Control service type.

If you disable this setting, the system uses the default DSCP value of 0.

Important: If the DSCP value for this service type is specified in the registry for a particular network adapter, this setting is ignored when configuring that network adapter.		Administrative Templates\Network\QoS Packet Scheduler\DSCP value of non-conforming packets\Network control service type

		Qualitative service type		Specifies an alternate Layer-3 Differentiated Services Code Point (DSCP) value for packets with the Qualitative service type (ServiceTypeQualitative). The Packet Scheduler inserts the corresponding DSCP value in the IP header of the packets.

This setting applies only to packets that do not conform to the flow specification.

If you enable this setting, you can change the default DSCP value associated with the Qualitative service type.

If you disable this setting, the system uses the default DSCP value of 0.

Important: If the DSCP value for this service type is specified in the registry for a particular network adapter, this setting is ignored when configuring that network adapter.		Administrative Templates\Network\QoS Packet Scheduler\DSCP value of non-conforming packets\Qualitative service type

		Non-conforming packets		Specifies an alternate link layer (Layer-2) priority value for packets that do not conform to the flow specification. The Packet Scheduler inserts the corresponding priority value in the Layer-2 header of the packets.

If you enable this setting, you can change the default priority value associated with nonconforming packets.

If you disable this setting, the system uses the default priority value of 1.

Important: If the Layer-2 priority value for nonconforming packets is specified in the registry for a particular network adapter, this setting is ignored when configuring that network adapter.		Administrative Templates\Network\QoS Packet Scheduler\Layer-2 priority value\Non-conforming packets

		Best effort service type		Specifies an alternate link layer (Layer-2) priority value for packets with the Best Effort service type (ServiceTypeBestEffort). The Packet Scheduler inserts the corresponding priority value in the Layer-2 header of the packets.

If you enable this setting, you can change the default priority value associated with the Best Effort service type.

If you disable this setting, the system uses the default priority value of 0.

Important: If the Layer-2 priority value for this service type is specified in the registry for a particular network adapter, this setting is ignored when configuring that network adapter.		Administrative Templates\Network\QoS Packet Scheduler\Layer-2 priority value\Best effort service type

		Controlled load service type		Specifies an alternate link layer (Layer-2) priority value for packets with the Controlled Load service type (ServiceTypeControlledLoad). The Packet Scheduler inserts the corresponding priority value in the Layer-2 header of the packets.

If you enable this setting, you can change the default priority value associated with the Controlled Load service type.

If you disable this setting, the system uses the default priority value of 4.

Important: If the Layer-2 priority value for this service type is specified in the registry for a particular network adapter, this setting is ignored when configuring that network adapter.		Administrative Templates\Network\QoS Packet Scheduler\Layer-2 priority value\Controlled load service type

		Guaranteed service type		Specifies an alternate link layer (Layer-2) priority value for packets with the Guaranteed service type (ServiceTypeGuaranteed). The Packet Scheduler inserts the corresponding priority value in the Layer-2 header of the packets.

If you enable this setting, you can change the default priority value associated with the Guaranteed service type.

If you disable this setting, the system uses the default priority value of 5.

Important: If the Layer-2 priority value for this service type is specified in the registry for a particular network adapter, this setting is ignored when configuring that network adapter.		Administrative Templates\Network\QoS Packet Scheduler\Layer-2 priority value\Guaranteed service type

		Network control service type		Specifies an alternate link layer (Layer-2) priority value for packets with the Network Control service type (ServiceTypeNetworkControl). The Packet Scheduler inserts the corresponding priority value in the Layer-2 header of the packets.

If you enable this setting, you can change the default priority value associated with the Network Control service type.

If you disable this setting, the system uses the default priority value of 7.

Important: If the Layer-2 priority value for this service type is specified in the registry for a particular network adapter, this setting is ignored when configuring that network adapter.		Administrative Templates\Network\QoS Packet Scheduler\Layer-2 priority value\Network control service type

		Qualitative service type		Specifies an alternate link layer (Layer-2) priority value for packets with the Qualitative service type (ServiceTypeQualitative). The Packet Scheduler inserts the corresponding priority value in the Layer-2 header of the packets.

If you enable this setting, you can change the default priority value associated with the Qualitative service type.

If you disable this setting, the system uses the default priority value of 0.

Important: If the Layer-2 priority value for this service type is specified in the registry for a particular network adapter, this setting is ignored when configuring that network adapter.		Administrative Templates\Network\QoS Packet Scheduler\Layer-2 priority value\Qualitative service type

		Communities		Configures a list of the communities defined to the Simple Network Management Protocol (SNMP) service.

SNMP is a protocol designed to give a user the capability to remotely manage a computer network, by polling and setting terminal values and monitoring network events.

A valid community is a community recognized by the SNMP service, while a community is a group of hosts (servers, workstations, hubs, and routers) that are administered together by SNMP. The SNMP service is a managed network node that receives SNMP packets from the network.

If you enable this setting, the SNMP agent only accepts requests from management systems within the communities it recognizes, and only when the requested operation is allowed by the permissions established for the community.

If you disable or do not configure this setting, the SNMP service takes the Valid Communities configured on the local computer instead.

Note: Use a cryptic community name and only allow Read-Only permission.

Note: This setting has no effect if the SNMP agent is not installed on the client computer.

Also, see the other two SNMP settings: "Permitted Managers" and "Trap Configuration".		Administrative Templates\Network\SNMP\Communities

		Permitted Managers		This setting determines the permitted list of hosts that can submit a query to the Simple Network Management (SNMP) agent running on the client computer.

Simple Network Management Protocol is a protocol designed to give a user the capability to remotely manage a computer network by polling and setting terminal values and monitoring network events.

The manager is located on the host computer on the network. The manager's role is to poll the agents for certain requested information.

If you enable this setting, the SNMP agent only accepts requests from the list of Permitted Managers that you configure using this setting.

If you disable or do not configure this setting, SNMP service takes the Permitted Managers configured on the local computer instead.

Note: This setting has no effect if the SNMP agent is not installed on the client computer.

Also, see the other two SNMP settings: "Trap Configuration" and "Community Name".		Administrative Templates\Network\SNMP\Permitted Managers

		Traps for Public community		This setting allows Trap configuration for the Simple Network Management Protocol (SNMP) agent.

Simple Network Management Protocol is a protocol designed to give a user the capability to remotely manage a computer network by polling and setting terminal values and monitoring network events.

This setting allows you to configure the name of the hosts that receive trap messages for the community sent by the SNMP service. A trap message is an alert or significant event that allows the SNMP agent to notify management systems asynchronously.

If you enable this setting, the SNMP service sends trap messages to the hosts within the communities specified by the Trap Configuration.

If you disable or do not configure this setting, the SNMP service takes the Trap Configuration configured on the local computer instead.

Note: This setting has no effect if the SNMP agent is not installed on the client computer.

Also, see the other two SNMP settings: "Permitted Managers" and "Community Name".		Administrative Templates\Network\SNMP\Traps for Public community

		Allow printers to be published		Determines whether the computer's shared printers can be published in Active Directory.

If you enable this setting or do not configure it, users can use the "List in directory" option in the Printer's Properties' Sharing tab to publish shared printers in Active Directory.

If you disable this setting, this computer's shared printers cannot be published in Active Directory, and the "List in directory" option is disabled.

Note: This settings takes priority over the setting "Automatically publish new printers in the Active Directory".		Administrative Templates\Printers\Allow printers to be published

		Allow pruning of published printers		Determines whether the domain controller can prune (delete from Active Directory) the printers published by this computer.

By default, the pruning service on the domain controller prunes printer objects from Active Directory if the computer that published them does not respond to contact requests. When the computer that published the printers restarts, it republishes any deleted printer objects.

If you enable this setting or do not configure it, the domain controller prunes this computer's printers when the computer does not respond.

If you disable this setting, the domain controller does not prune this computer's printers. This setting is designed to prevent printers from being pruned when the computer is temporarily disconnected from the network.

Note: You can use the "Directory Pruning Interval" and "Directory Pruning Retry" settings to adjust the contact interval and number of contact attempts.		Administrative Templates\Printers\Allow pruning of published printers

		Automatically publish new printers in Active Directory		Determines whether the Add Printer Wizard automatically publishes the computer's shared printers in Active Directory.

If you enable this setting or do not configure it, the Add Printer Wizard automatically publishes all shared printers.

If you disable this setting, the Add Printer Wizard does not automatically publish printers. However, you can publish shared printers manually.

The default behavior is to automatically publish shared printers in Active Directory. 

Note: This setting is ignored if the "Allow printers to be published" setting is disabled.		Administrative Templates\Printers\Automatically publish new printers in Active Directory

		Check published state		Directs the system to periodically verify that the printers published by this computer still appear in Active Directory. Also, this setting specifies how often the system repeats the verification.

By default, the system verifies published printers when it starts. This setting provides for periodic verification while the computer is operating.

To enable this additional verification, enable this setting, and then select a verification interval.

To disable verification, disable or do not configure this setting, or set the verification interval to "Never."		Administrative Templates\Printers\Check published state

		Computer location		Specifies the default location criteria used when searching for printers.

This setting is a component of the Location Tracking feature of Windows 2000 printers. To use this setting, enable Location Tracking by enabling the "Pre-populate printer search location text" setting.

When Location Tracking is enabled, the system uses the specified location as a criterion when users search for printers. The value you type here overrides the actual location of the computer conducting the search.

Type the location of the user's computer. When users search for printers, the system uses the specified location (and other search criteria) to find a printer nearby. You can also use this setting to direct users to a particular printer or group of printers that you want them to use.

If you disable this setting or do not configure it, and the user does not type a location as a search criterion, the system searches for a nearby printer based on the IP address and subnet mask of the user's computer.		Administrative Templates\Printers\Computer location

		Custom support URL in the Printers folder's left pane		Adds a customized Web page link to the Printers folder.

By default, the Printers folder includes a link to the Microsoft Support Web page called "Get help with printing". It can also include a link to a Web page supplied by the vendor of the currently selected printer.

You can use this setting to replace the "Get help with printing" default link with a link to a Web page customized for your enterprise.

If you disable this setting or do not configure it, or if you do not enter an alternate Internet address, the default link will appear in the Printers folder.

Note: Web pages links only appear in the Printers folder when Web view is enabled. If Web view is disabled, the setting has no effect. (To enable Web view, open the Printers folder, and, on the Tools menu, click Folder Options, click the General tab, and then click "Enable Web content in folders.")

Also, see the "Web-based printing" setting in this setting folder and the "Browse a common web site to find printers" setting in User Configuration\Administrative Templates\Control Panel\Printers.

Web view is affected by the "Turn on Classic Shell" and "Remove the Folder Options menu item from the Tools menu" settings in User Configuration\Administrative Templates\Windows Components\Windows Explorer, and by the "Enable Active Desktop" setting in User Configuration\Administrative Templates\Desktop\Active Desktop.		Administrative Templates\Printers\Custom support URL in the Printers folder's left pane

		Directory pruning interval		Specifies how often the pruning service on a domain controller contacts computers to verify that their printers are operational.

The pruning service periodically contacts computers that have published printers. If a computer does not respond to the contact message (optionally, after repeated attempts), the pruning service "prunes" (deletes from Active Directory) printer objects the computer has published.

By default, the pruning service contacts computers every eight hours and allows two repeated contact attempts before deleting printers from Active Directory.

If you enable this setting, you can change the interval between contact attempts.

If you do not configure or disable this setting the default values will be used.

Note: This setting is used only on domain controllers.		Administrative Templates\Printers\Directory pruning interval

		Directory pruning priority		Sets the priority of the pruning thread.

The pruning thread, which runs only on domain controllers, deletes printer objects from Active Directory if the printer that published the object does not respond to contact attempts. This process keeps printer information in Active Directory current.

The thread priority influences the order in which the thread receives processor time and determines how likely it is to be preempted by higher priority threads.

By default, the pruning thread runs at normal priority. However, you can adjust the priority to improve the performance of this service.

Note: This setting is used only on domain controllers.		Administrative Templates\Printers\Directory pruning priority

		Directory pruning retry		Specifies how many times the pruning service on a domain controller repeats its attempt to contact a computer before pruning the computer's printers.

The pruning service periodically contacts computers that have published printers to verify that the printers are still available for use. If a computer does not respond to the contact message, the message is repeated for the specified number of times. If the computer still fails to respond, then the pruning service "prunes" (deletes from Active Directory) printer objects the computer has published.

By default, the pruning service contacts computers every eight hours and allows two retries before deleting printers from Active Directory. You can use this setting to change the number of retries.

If you enable this setting, you can change the interval between attempts.

If you do not configure or disable this setting, the default values are used.

Note: This setting is used only on domain controllers.		Administrative Templates\Printers\Directory pruning retry

		Disallow installation of printers using kernel-mode drivers		Determines whether printers using kernel-mode drivers may be installed on the local computer. Kernel-mode drivers have access to system-wide memory, and therefore poorly-written kernel-mode drivers can cause stop errors.

If you disable this setting or do not configure it, printers using kernel-mode drivers may be installed on the local computer.

If you enable this setting, installation of a printer using a kernel-mode driver will not be allowed. This setting is enabled by default.

Note:This setting only affects printer installation. It does not affect pre-existing printers using kernel-mode drivers. It also does not affect 64-bit Itanium computers, because kernel-mode drivers cannot be installed on Intel 64-bit Itanium computers.		Administrative Templates\Printers\Disallow installation of printers using kernel-mode drivers

		Log directory pruning retry events		Specifies whether or not to log events when the pruning service on a domain controller attempts to contact a computer before pruning the computer's printers.

The pruning service periodically contacts computers that have published printers to verify that the printers are still available for use. If a computer does not respond to the contact attempt, the attempt is retried a specified number of times, at a specified interval. The "Directory pruning retry" setting determines the number of times the attempt is retried; the default value is two retries. The "Directory Pruning Interval" setting determines the time interval between retries; the default value is every eight hours. If the computer has not responded by the last contact attempt, its printers are pruned from the directory.

If the "Log directory pruning retry events" setting is enabled, the contact events are recorded in the event log. If this setting is not configured or is disabled, the contact events are not recorded in the event log.

Note: This setting does not affect the logging of pruning events; the actual pruning of a printer is always logged.

Note: This setting is used only on domain controllers.		Administrative Templates\Printers\Log directory pruning retry events

		Pre-populate printer search location text		Enables the physical Location Tracking support feature of Windows 2000 printers.

Location tracking lets you design a location scheme for your enterprise and assign computers and printers to locations in your scheme. Location tracking overrides the standard method of locating and associating users and printers, which uses the IP address and subnet mask of a computer to estimate its physical location and proximity to other computers.

If you enable Location Tracking, a Browse button appears beside the Location field in the Find Printers dialog box. (To go to the Browse button, click Start, click Search, and click For printers.) The Browse button also appears on the General tab of the Properties dialog box for a printer. It lets users browse for printers by location without their having to know the precise location (or location naming scheme). Also, if you enable the "Computer location" setting, the default location you type appears in the Location field.

If you disable this setting or do not configure it, Location Tracking is disabled. Printer proximity is estimated based on IP address and subnet mask.		Administrative Templates\Printers\Pre-populate printer search location text

		Printer browsing		Announces the presence of shared printers to print browse master servers for the domain.

On Windows 2000 domains with Active Directory, shared printer resources are available in Active Directory and are not announced.

If you enable this setting, the print spooler announces shared printers to the print browse master servers. As a result, shared printers appear in the domain list in the Browse for Printer dialog box in the Add Printer Wizard.

If you disable this setting, shared printers are not announced to print browse master servers, even if Active Directory is not available.

If you do not configure this setting, shared printers are announced to browse master servers only when Active Directory is not available.

Note: A client license is used each time a client computer announces a printer to a print browse master on the domain.		Administrative Templates\Printers\Printer browsing

		Prune printers that are not automatically republished		Determines whether the system prunes (deletes from Active Directory) printers that are not automatically republished. This setting applies to printers running operating systems other than Windows 2000 and to Windows 2000 printers published outside their forest.

The Windows 2000 pruning service prunes printer objects from Active Directory when the computer that published them does not respond to contact requests. Computers running Windows 2000 detect and republish deleted printer objects when they rejoin the network. However, because non-Windows 2000 computers and computers in other domains cannot republish printers in Active Directory automatically, by default the system never prunes their printer objects.

You can enable this setting to change the default behavior. To use this setting, select one of the following options from the "Prune non-republishing printers" box:

--  "Never" specifies that printer objects that are not automatically republished are never pruned. "Never" is the default.

--  "Only if Print Server is found" prunes printer objects that are not automatically republished only when the print server responds, but the printer is unavailable.

--  "Whenever printer is not found" prunes printer objects that are not automatically republished whenever the host computer does not respond, just as it does with Windows 2000 printers.

Note: This setting applies to printers published by using Active Directory Users and Computers or Pubprn.vbs. It does not apply to printers published by using Printers in Control Panel.

Tip: If you disable automatic pruning, remember to delete printer objects manually whenever you remove a printer or print server.		Administrative Templates\Printers\Prune printers that are not automatically republished

		Web-based printing		Determines whether Internet printing is supported on this server.

Internet printing lets you display printers on Web pages so the printers can be viewed, managed, and used across the Internet or an intranet.

Internet printing is supported by default on Windows 2000. If you enable this setting or do not configure it, Internet printing remains supported. If you disable this setting, Internet printing is not supported.

Note: This setting affects the server side of Internet printing only. It does not prevent the print client on the computer from printing across the Internet.

Also, see the "Custom support URL in the Printers folder's left pane" setting in this folder and the "Browse a common web site to find printers" setting in User Configuration\Administrative Templates\Control Panel\Printers.		Administrative Templates\Printers\Web-based printing

		User Configuration

		Policy Name		Policy Explanation		Policy Location in Tree

		Auto Enrollement Settings				Windows\Settings\Security Settings\Public Key Policies\Auto Enrollement Settings

		Enterprise Trust				Windows\Settings\Security Settings\Public Key Policies\Enterprise Trust

		Browser Title				Windows\Settings\Internet Explorer Maintenance\Browser User Interface\Browser Title

		Custom Logo				Windows\Settings\Internet Explorer Maintenance\Browser User Interface\Custom Logo

		Browser Toolbar Customization				Windows\Settings\Internet Explorer Maintenance\Browser User Interface\Browser Toolbar Customization

		Connection Settings (Preference Mode)				Windows\Settings\Internet Explorer Maintenance\Connection\Connection Settings (Preference Mode)

		Automatic Browser Configuration (Preference Mode)				Windows\Settings\Internet Explorer Maintenance\Connection\Automatic Browser Configuration (Preference Mode)

		Proxy Settings (Preference Mode)				Windows\Settings\Internet Explorer Maintenance\Connection\Proxy Settings (Preference Mode)

		User Agent String				Windows\Settings\Internet Explorer Maintenance\Connection\User Agent String

		Favorites and Links (Preference Mode)				Windows\Settings\Internet Explorer Maintenance\URLs\Favorites and Links (Preference Mode)

		Important URLs (Preference Mode)				Windows\Settings\Internet Explorer Maintenance\URLs\Important URLs (Preference Mode)

		Security Zones and Content Ratings (Preference Mode)				Windows\Settings\Internet Explorer Maintenance\Security\Security Zones and Content Ratings (Preference Mode)

		Authenticode Settings (Preference Mode)				Windows\Settings\Internet Explorer Maintenance\Security\Authenticode Settings (Preference Mode)

		Programs				Windows\Settings\Internet Explorer Maintenance\Programs\

		Check for newer versions of stored pages				Windows\Settings\Internet Explorer Maintenance\Advanced\Corporate Settings\Temporary Internet Files (User)\Check for newer versions of stored pages

		Set amount of disk space to use				Windows\Settings\Internet Explorer Maintenance\Advanced\Corporate Settings\Temporary Internet Files (User)\Set amount of disk space to use

		Set amount of disk space to use in KB				Windows\Settings\Internet Explorer Maintenance\Advanced\Corporate Settings\Temporary Internet Files (Machine)\Set amount of disk space to use in KB

		Disable roaming cache				Windows\Settings\Internet Explorer Maintenance\Advanced\Corporate Settings\Temporary Internet Files (Machine)\Disable roaming cache

		Path				Windows\Settings\Internet Explorer Maintenance\Advanced\Corporate Settings\Codec Download\Path

		Related Sites and Errors				Windows\Settings\Internet Explorer Maintenance\Advanced\Corporate Settings\Related Sites and Errors\

		Use inline AutoComplete for Web addresses				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\AutoComplete\Use inline AutoComplete for Web addresses

		Use inline AutoComplete in Windows Explorer				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\AutoComplete\Use inline AutoComplete in Windows Explorer

		Use AutoComplete for Web addresses				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\AutoComplete\Use AutoComplete for Web addresses

		Use AutoComplete for forms				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\AutoComplete\Use AutoComplete for forms

		Use AutoComplete for user names and passwords on forms				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\AutoComplete\Use AutoComplete for user names and passwords on forms

		Prompt to save passwords				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\AutoComplete\Prompt to save passwords

		Default text size				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Display Settings\Default text size

		Background color				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Display Settings\Background color

		Text color				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Display Settings\Text color

		Use Windows colors				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Display Settings\Use Windows colors

		Link color				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Display Settings\Link color

		Visited link color				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Display Settings\Visited link color

		Use hover color				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Display Settings\Use hover color

		Hover color				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Display Settings\Hover color

		Enable autodailing				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Enable autodailing

		Enable script debugging				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Enable script debugging

		Show friendly URLs				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Show friendly URLs

		Use smooth scrolling				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Use smooth scrolling

		Enable page transitions				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Enable page transitions

		Enable page hit counting				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Enable page hit counting

		Automatically check for Internet Explorer updates				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Automatically check for Internet Explorer updates

		Underline links				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Underline links

		Enable folder view for FTP sites				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Enable folder view for FTP sites

		Show Go button in address bar				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Show Go button in address bar

		Show friendly http error messages				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Show friendly http error messages

		Display notification about every script error				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Display notification about every script error

		Enable smart tags				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Enable smart tags

		Show Office XP smart tags				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Show Office XP smart tags

		Show pictures				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Show pictures

		Enable image toolbar hovering				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Enable image toolbar hovering

		Enable automatic image resizing				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Enable automatic image resizing

		Don't show HTML content in the media bar				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Don't show HTML content in the media bar

		Play animations				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Play animations

		Play videos				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Play videos

		Play sounds				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Play sounds

		Smart image dithering				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Smart image dithering

		Show image download placeholders				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Show image download placeholders

		Enable profile assistant				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Enable profile assistant

		Delete saved pages when browser closed				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Delete saved pages when browser closed

		Do not save encrypted pages to disk				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Do not save encrypted pages to disk

		Warn if forms submit is being directed				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Warn if forms submit is being directed

		Warn if changing between secure and not secure mode				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Warn if changing between secure and not secure mode

		Microsoft VM logging enabled				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Microsoft VM logging enabled

		Microsoft VM JIT compiler enabled				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Microsoft VM JIT compiler enabled

		Print background color and images				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Print background color and images

		Search provider keyword				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Search provider keyword

		Use HTTP 1.1				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Use HTTP 1.1

		Use HTTP 1.1 through proxy connections				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Use HTTP 1.1 through proxy connections

		Disable automatic signup				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Disable automatic signup

		Do not run internet connection wizard				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Advanced Settings\Do not run internet connection wizard

		Always send URLs a UTF-8				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\URL Encoding\Always send URLs a UTF-8

		URL to be displayed for updates				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Component Updates\URL to be displayed for updates

		Update check interval (Days)				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Component Updates\Update check interval (Days)

		Cipher strength update information URL				Windows\Settings\Internet Explorer Maintenance\Advanced\Internet Settings\Component Updates\Cipher strength update information URL

		Enable Automatic Configuration		Configures NetMeeting to download settings for users each time it starts.

The settings are downloaded from the URL listed in the "Configuration URL:" text box.

Group Policy based settings have precedence over any conflicting settings set by downloading them from this URL.		Administrative Templates\Windows Components\NetMeeting\Enable Automatic Configuration

		Disable Directory services		Disables the directory feature of NetMeeting.

Users will not logon to a directory (ILS) server when NetMeeting starts.  Users will also not be able to view or place calls via a NetMeeting directory.

This policy is for deployers who have their own location or calling schemes such as a Web site or an address book.		Administrative Templates\Windows Components\NetMeeting\Disable Directory services

		Prevent adding Directory servers		Prevents users from adding directory (ILS) servers to the list of those they can use for placing calls.		Administrative Templates\Windows Components\NetMeeting\Prevent adding Directory servers

		Prevent viewing Web directory		Prevents users from viewing directories as Web pages in a browser.		Administrative Templates\Windows Components\NetMeeting\Prevent viewing Web directory

		Set the intranet support Web page		Sets the URL NetMeeting will display when the user chooses the Help Online Support command.		Administrative Templates\Windows Components\NetMeeting\Set the intranet support Web page

		Set Call Security options		Sets the level of security for both outgoing and incoming NetMeeting calls.		Administrative Templates\Windows Components\NetMeeting\Set Call Security options

		Prevent changing Call placement method		Prevents users from changing the way calls are placed, either directly or via a gatekeeper server.		Administrative Templates\Windows Components\NetMeeting\Prevent changing Call placement method

		Prevent automatic acceptance of Calls		Prevents users from turning on automatic acceptance of incoming calls.

This ensures that others cannot call and connect to NetMeeting when the user is not present.

This policy is recommended when deploying NetMeeting to run always.		Administrative Templates\Windows Components\NetMeeting\Prevent automatic acceptance of Calls

		Prevent sending files		Prevents users from sending files to others in a conference.		Administrative Templates\Windows Components\NetMeeting\Prevent sending files

		Prevent receiving files		Prevents users from receiving files from others in a conference.		Administrative Templates\Windows Components\NetMeeting\Prevent receiving files

		Limit the size of sent files		Limits the size of files users can send to others in a conference.		Administrative Templates\Windows Components\NetMeeting\Limit the size of sent files

		Disable Chat		Disables the Chat feature of NetMeeting.		Administrative Templates\Windows Components\NetMeeting\Disable Chat

		Disable NetMeeting 2.x Whiteboard		Disables the 2.x whiteboard feature of NetMeeting.

The 2.x whiteboard is available for compatibility with older versions of NetMeeting only.

Deployers who do not need it can save bandwidth by disabling it.		Administrative Templates\Windows Components\NetMeeting\Disable NetMeeting 2.x Whiteboard

		Disable Whiteboard		Disables the T.126 whiteboard feature of NetMeeting.		Administrative Templates\Windows Components\NetMeeting\Disable Whiteboard

		Disable application Sharing		Disables the T.126 whiteboard feature of NetMeeting.		Administrative Templates\Windows Components\NetMeeting\Application Sharing\Disable application Sharing

		Prevent Sharing		Prevents users from sharing anything themselves.  They will still be able to view shared applications/desktops from others.		Administrative Templates\Windows Components\NetMeeting\Application Sharing\Prevent Sharing

		Prevent Desktop Sharing		Prevents users from sharing the whole desktop.  They will still be able to share individual applications.		Administrative Templates\Windows Components\NetMeeting\Application Sharing\Prevent Desktop Sharing

		Prevent Sharing Command Prompts		Prevents users from sharing command prompts.  This prevents users from inadvertently sharing out applications, since command prompts can be used to launch other applications.		Administrative Templates\Windows Components\NetMeeting\Application Sharing\Prevent Sharing Command Prompts

		Prevent Sharing Explorer windows		Prevents users from sharing Explorer windows.  This prevents users from inadvertently sharing out applications, since Explorer windows can be used to launch other applications.		Administrative Templates\Windows Components\NetMeeting\Application Sharing\Prevent Sharing Explorer windows

		Prevent Control		Prevents users from allowing others in a conference to control what they have shared.  This enforces a read-only mode; the other participants cannot change the data in the shared application.		Administrative Templates\Windows Components\NetMeeting\Application Sharing\Prevent Control

		Prevent Application Sharing in true color		Prevents users from sharing applications in true color.  True color sharing uses more bandwidth in a conference.		Administrative Templates\Windows Components\NetMeeting\Application Sharing\Prevent Application Sharing in true color

		Limit the bandwidth of Audio and Video		Limits the bandwidth audio and video will consume when in a conference.  This setting will guide NetMeeting to choose the right formats and send rate so that the bandwidth is limited.		Administrative Templates\Windows Components\NetMeeting\Audio & Video\Limit the bandwidth of Audio and Video

		Disable Audio		Disables the audio feature of NetMeeting.  Users will not be able to send or receive audio.		Administrative Templates\Windows Components\NetMeeting\Audio & Video\Disable Audio

		Disable full duplex Audio		Disables full duplex mode audio.  Users will not be able to listen to incoming audio while speaking into the microphone.  Older audio hardware does not perform well when in full duplex mode.		Administrative Templates\Windows Components\NetMeeting\Audio & Video\Disable full duplex Audio

		Prevent changing DirectSound Audio setting		Prevents user from changing the DirectSound audio setting.  DirectSound provides much better audio quality, but older audio hardware may not support it.		Administrative Templates\Windows Components\NetMeeting\Audio & Video\Prevent changing DirectSound Audio setting

		Prevent sending Video		Prevents users from sending video if they have the hardware.  Users will still be able to receive video from others.		Administrative Templates\Windows Components\NetMeeting\Audio & Video\Prevent sending Video

		Prevent receiving Video		Prevents users from receiving video.  Users will still be able to send video provided they have the hardware.		Administrative Templates\Windows Components\NetMeeting\Audio & Video\Prevent receiving Video

		Hide the General page		Hides the General page of the Tools Options dialog.  Users will not then be able to change personal identification and bandwidth settings.		Administrative Templates\Windows Components\NetMeeting\Options Page\Hide the General page

		Disable the Advanced Calling button		Disables the Advanced Calling button on the General Options page.  Users will not then be able to change the call placement method and the servers used.		Administrative Templates\Windows Components\NetMeeting\Options Page\Disable the Advanced Calling button

		Hide the Security page		Hides the Security page of the Tools Options dialog.  Users will not then be able to change call security and authentication settings.		Administrative Templates\Windows Components\NetMeeting\Options Page\Hide the Security page

		Hide the Audio page		Hides the Audio page of the Tools Options dialog.  Users will not then be able to change audio settings.		Administrative Templates\Windows Components\NetMeeting\Options Page\Hide the Audio page

		Hide the Video page		Hides the Video page of the Tools Options dialog.  Users will not then be able to change video settings.		Administrative Templates\Windows Components\NetMeeting\Options Page\Hide the Video page

		Turn on Classic Shell		This setting allows you to remove the Active Desktop and Web view features. If you enable this setting, it will disable the Active Desktop and Web view. Also, users cannot configure their system to open items by single-clicking (such as in Mouse in Control Panel). As a result, the user interface looks and operates like the interface for Windows NT 4.0, and users cannot restore the new features.

Note: This setting takes precedence over the "Enable Active Desktop" setting. If both policies are enabled, Active Desktop is disabled.

Also, see the "Disable Active Desktop" setting in User Configuration\Administrative Templates\Desktop\Active Desktop and the "Remove the Folder Options menu item from the Tools menu" setting in User Configuration\Administrative Templates\Windows Components\Windows Explorer.		Administrative Templates\Windows Components\Windows Explorer\Turn on Classic Shell

		Removes the Folder Options menu item from the Tools menu		Removes the Folder Options item from all Windows Explorer menus and removes the Folder Options item from Control Panel. As a result, users cannot use the Folder Options dialog box.

The Folder Options dialog box lets users set many properties of Windows Explorer, such as Active Desktop, Web view, Offline Files, hidden system files, and file types.

Also, see the "Enable Active Desktop" setting in User Configuration\AdministrativeTemplates\Desktop\Active Desktop and the "Prohibit user configuration of Offline Files" setting in User Configuration\Administrative Templates\Network\Offline Files.		Administrative Templates\Windows Components\Windows Explorer\Removes the Folder Options menu item from the Tools menu

		Remove File menu from Windows Explorer		Removes the File menu from My Computer and Windows Explorer.

This setting does not prevent users from using other methods to perform tasks available on the File menu.		Administrative Templates\Windows Components\Windows Explorer\Remove File menu from Windows Explorer

		Remove "Map Network Drive" and "Disconnect Network Drive"		Prevents users from using Windows Explorer or My Network Places to map or disconnect network drives.

If you enable this setting, the system removes the Map Network Drive and Disconnect Network Drive commands from the toolbar and Tools menus in Windows Explorer and My Network Places and from menus that appear when you right-click the Windows Explorer or My Network Places icons. It also removes the Add Network Place option from My Network Places.

This setting does not prevent users from connecting to another computer by typing the name of a shared folder in the Run dialog box.

Note:

This setting was documented incorrectly on the Explain tab in Group Policy for Windows 2000. The Explain tab states incorrectly that this setting prevents users from connecting and disconnecting drives.

Note: It is a requirement for third-party applications with Windows 2000 or later certification to adhere to this setting.		Administrative Templates\Windows Components\Windows Explorer\Remove "Map Network Drive" and "Disconnect Network Drive"

		Remove Search button from Windows Explorer		Removes the Search button from the Windows Explorer toolbar.

This setting removes the Search button from the Standard Buttons toolbar that appears in Windows Explorer and other programs that use the Windows Explorer window, such as My Computer and My Network Places.

It does not remove the Search button or affect any search features of Internet browser windows, such as the Internet Explorer window.

This setting does not affect the Search items on the Windows Explorer context menu or on the Start menu. To remove Search from the Start menu, use the "Remove Search menu from Start menu" setting (in User Configuration\Administrative Templates\Start Menu and Taskbar). To hide all context menus, use the "Remove Windows Explorer's default context menu" setting.		Administrative Templates\Windows Components\Windows Explorer\Remove Search button from Windows Explorer

		Remove Windows Explorer's default context menu		Removes shortcut menus from the desktop and Windows Explorer. Shortcut menus appear when you right-click an item.

If you enable this setting, menus do not appear when you right-click the desktop or when you right-click the items in Windows Explorer. This setting does not prevent users from using other methods to issue commands available on the shortcut menus.		Administrative Templates\Windows Components\Windows Explorer\Remove Windows Explorer's default context menu

		Hides the Manage item on the Windows Explorer context menu		Removes the Manage item from the Windows Explorer context menu. This context menu appears when you right-click Windows Explorer or My Computer.

The Manage item opens Computer Management (Compmgmt.msc), a console tool that includes many of the primary Windows 2000 administrative tools, such as Event Viewer, Device Manager, and Disk Management. You must be an administrator to use many of the features of these tools.

This setting does not remove the Computer Management item from the Start menu (Start, Programs, Administrative Tools, Computer Management), nor does it prevent users from using other methods to start Computer Management.

Tip: To hide all context menus, use the "Remove Windows Explorer's default context menu" setting.		Administrative Templates\Windows Components\Windows Explorer\Hides the Manage item on the Windows Explorer context menu

		Allow only per user or approved shell extensions		This setting is designed to ensure that shell extensions can operate on a per-user basis. If you enable this setting, Windows is directed to only run those shell extensions that have either been approved by an administrator or that will not impact other users of the machine.

A shell extension only runs if there is an entry in at least one of the following locations in registry.

For shell extensions that have been approved by the administrator and are available to all users of the computer, there must be an entry at HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Shell Extensions\Approved.

For shell extensions to run on a per-user basis, there must be an entry at HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Shell Extensions\Approved.		Administrative Templates\Windows Components\Windows Explorer\Allow only per user or approved shell extensions

		Do not track Shell shortcuts during roaming		Determines whether Windows traces shortcuts back to their sources when it cannot find the target on the user's system.

Shortcut files typically include an absolute path to the original target file as well as the relative path to the current target file. When the system cannot find the file in the current target path, then, by default, it searches for the target in the original path. If the shortcut has been copied to a different computer, the original path might lead to a network computer, including external resources, such as an Internet server.

If you enable this setting, Windows only searches the current target path. It does not search for the original path even when it cannot find the target file in the current target path.		Administrative Templates\Windows Components\Windows Explorer\Do not track Shell shortcuts during roaming

		Hide these specified drives in My Computer		Removes the icons representing selected hard drives from My Computer and Windows Explorer. Also, the drive letters representing the selected drives do not appear in the standard Open dialog box.

To use this setting, select a drive or combination of drives in the drop-down list. To display all drives, disable this setting or select the "Do not restrict drives" option in the drop-down list.

Note: This setting removes the drive icons. Users can still gain access to drive contents by using other methods, such as by typing the path to a directory on the drive in the Map Network Drive dialog box, in the Run dialog box, or in a command window.

Also, this setting does not prevent users from using programs to access these drives or their contents. And, it does not prevent users from using the Disk Management snap-in to view and change drive characteristics.

Also, see the "Prevent access to drives from My Computer" setting.

Note: It is a requirement for third-party applications with Windows 2000 or later certification to adhere to this setting.		Administrative Templates\Windows Components\Windows Explorer\Hide these specified drives in My Computer

		Prevent access to drives from My Computer		Prevents users from using My Computer to gain access to the content of selected drives.

If you enable this setting, users cannot view the contents of the selected drives in My Computer or Windows Explorer. Also, they cannot use the Run dialog box, the Map Network Drive dialog box, or the Dir command to view the directories on these drives.

To use this setting, select a drive or combination of drives from the drop-down list. To allow access to all drive directories, disable this setting or select the "Do not restrict drives" option from the drop-down list.

Note: The icons representing the specified drives still appear in My Computer, but if users double-click the icons, a message appears explaining that a setting prevents the action.

Also, this setting does not prevent users from using programs to access local and network drives. And, it does not prevent them from using the Disk Management snap-in to view and change drive characteristics.

Also, see the "Hide these specified drives in My Computer" setting.		Administrative Templates\Windows Components\Windows Explorer\Prevent access to drives from My Computer

		Remove Hardware tab		Removes the Hardware tab.

This setting removes the Hardware tab from Mouse, Keyboard, and Sounds and Audio Devices in Control Panel. It also removes the Hardware tab from the Properties dialog box for all local drives, including hard drives, floppy disk drives, and CD-ROM drives. As a result, users cannot use the Hardware tab to view or change the device list or device properties, or use the Troubleshoot button to resolve problems with the device.		Administrative Templates\Windows Components\Windows Explorer\Remove Hardware tab

		Remove DFS tab		Removes the DFS tab from Windows Explorer.

This setting removes the DFS tab from Windows Explorer and from other programs that use the Windows Explorer browser, such as My Computer. As a result, users cannot use this tab to view or change the properties of the Distributed File System (DFS) shares available from their computer.

This setting does not prevent users from using other methods to configure DFS.		Administrative Templates\Windows Components\Windows Explorer\Remove DFS tab

		Remove Security tab		Removes the Security tab from Windows Explorer.

If you enable this setting, users opening the Properties dialog box for all file system objects, including folders, files, shortcuts, and drives, will not be able to access the Security tab. As a result, users will be able to neither change the security settings nor view a list of all users that have access to the resource in question.

If you disable or do not configure this setting, users will be able to access the security tab.		Administrative Templates\Windows Components\Windows Explorer\Remove Security tab

		Remove UI to change menu animation setting		Prevents users from selecting the option to animate the movement of windows, menus, and lists.

If you enable this setting, the "Use transition effects for menus and tooltips" option in Display in Control Panel is disabled.

Effects, such as animation, are designed to enhance the user's experience but might be confusing or distracting to some users.		Administrative Templates\Windows Components\Windows Explorer\Remove UI to change menu animation setting

		Remove UI to change keyboard navigation indicator setting		Disables the "Hide keyboard navigation indicators until I use the ALT key" option in Display in Control Panel.

When this Display Properties option is selected, the underlining that indicates a keyboard shortcut character (hot key) does not appear on menus until you press ALT.

Effects, such as transitory underlines, are designed to enhance the user's experience but might be confusing or distracting to some users.		Administrative Templates\Windows Components\Windows Explorer\Remove UI to change keyboard navigation indicator setting

		No "Computers Near Me" in My Network Places		Removes computers in the user's workgroup and domain from lists of network resources in Windows Explorer and My Network Places.

If you enable this setting, the system removes the "Computers Near Me" option and the icons representing nearby computers from My Network Places. This setting also removes these icons from the Map Network Drive browser.

This setting does not prevent users from connecting to computers in their workgroup or domain by other commonly used methods, such as typing the share name in the Run dialog box or the Map Network Drive dialog box.

To remove network computers from lists of network resources, use the "No Entire Network in My Network Places" setting.		Administrative Templates\Windows Components\Windows Explorer\No "Computers Near Me" in My Network Places

		No "Entire Network" in My Network Places		Removes all computers outside of the user's workgroup or local domain from lists of network resources in Windows Explorer and My Network Places.

If you enable this setting, the system removes the Entire Network option and the icons representing networked computers from My Network Places and from the browser associated with the Map Network Drive option.

This setting does not prevent users from viewing or connecting to computers in their workgroup or domain. It also does not prevent users from connecting to remote computers by other commonly used methods, such as by typing the share name in the Run dialog box or the Map Network Drive dialog box.

To remove computers in the user's workgroup or domain from lists of network resources, use the "No "Computers Near Me" in My Network Places" setting.

Note: It is a requirement for third-party applications with Windows 2000 or later certification to adhere to this setting.		Administrative Templates\Windows Components\Windows Explorer\No "Entire Network" in My Network Places

		Maximum number of recent documents		Determines how many shortcuts the system can display in the Documents menu on the Start menu.

The Documents menu contains shortcuts to the nonprogram files the user has most recently opened. By default, the system displays shortcuts to the 10 most recently opened documents.		Administrative Templates\Windows Components\Windows Explorer\Maximum number of recent documents

		Do not request alternate credentials		Prevents users from submitting alternate logon credentials to install a program.

This setting suppresses the "Install Program As Other User" dialog box for local and network installations. This dialog box, which prompts the current user for the user name and password of an administrator, appears when users who are not administrators try to install programs locally on their computers. This setting allows administrators who have logged on as regular users to install programs without logging off and logging on again using their administrator credentials.

Many programs can be installed only by an administrator. If you enable this setting and a user does not have sufficient permissions to install a program, the installation continues with the current user's logon credentials. As a result, the installation might fail, or it might complete but not include all features. Or, it might appear to complete successfully, but the installed program might not operate correctly.

If you disable this setting or do not configure it, the "Install Program As Other User" dialog box appears whenever users install programs locally on the computer.

By default, users are not prompted for alternate logon credentials when installing programs from a network share. If enabled, this setting overrides the "Request credentials for network installations" setting.		Administrative Templates\Windows Components\Windows Explorer\Do not request alternate credentials

		Request credentials for network installations		Prompts users for alternate logon credentials during network-based installations.

This setting displays the "Install Program As Other User" dialog box even when a program is being installed from files on a network computer across a local area network connection.

If you disable this setting or do not configure it, this dialog box appears only when users are installing programs from local media.

The "Install Program as Other User" dialog box prompts the current user for the user name and password of an administrator. This setting allows administrators who have logged on as regular users to install programs without logging off and logging on again using their administrator credentials.

If the dialog box does not appear, the installation proceeds with the current user's permissions. If these permissions are not sufficient, the installation might fail, or it might complete but not include all features. Or, it might appear to complete successfully, but the installed program might not operate correctly.

Note: If it is enabled, the "Do not request alternate credentials" setting takes precedence over this setting. When that setting is enabled, users are not prompted for alternate logon credentials on any installation.		Administrative Templates\Windows Components\Windows Explorer\Request credentials for network installations

		Remove CD Burning features		Windows Explorer allows you to to create and modify re-writable CDs if you have a CD writer connected to your PC.

If you enable this setting, all features in the Windows Exlorer that allow you to use your CD writer are removed.

If you disable or do not configure this setting, users are able to use the Windows Explorer CD burning features.

Note: This setting does not prevent users from using third-party applications to create or modify CDs using a CD writer.		Administrative Templates\Windows Components\Windows Explorer\Remove CD Burning features

		Do not move deleted files to the Recycle Bin		When a file or folder is deleted in Windows Explorer, a copy of the file or folder is placed in the Recycle Bin. Using this setting, you can change this behavior.

If you enable this setting, files and folders that are deleted using Windows Explorer will not be placed in the Recycle Bin and will therefore be permanently deleted.

If you disable or do not configure this setting, files and folders deleted using Windows Explorer will be placed in the Recyele Bin.		Administrative Templates\Windows Components\Windows Explorer\Do not move deleted files to the Recycle Bin

		Display confirmation dialog when deleting files		Allows you to have Windows Explorer display a confirmation dialog  whenever a file is deleted or moved to the Recycle Bin.

If you enable this setting, a confirmation dialog is displayed when a file is deleted or moved to the Recycle Bin by the user.

If you disable or do not configure this setting, the default behavior of not displaying a confirmation dialog occurs.		Administrative Templates\Windows Components\Windows Explorer\Display confirmation dialog when deleting files

		Maximum allowed Recycle Bin size		Limits the percentage of a volume's disk space that can be used to store deleted files.

If you enable this setting, the user has a maximum amount of disk space that may be used for the Recycle Bin on their workstation.

If you disable or do not configure this setting, users can change the total amount of disk space used by the Recycle Bin.

Note: This setting is applied to all volumes.		Administrative Templates\Windows Components\Windows Explorer\Maximum allowed Recycle Bin size

		Remove Shared Documents from My Computer		Removes the Shared Documents folders from My Computer.

When a Windows client in is a workgroup, a Shared Documents icon appears in the Windows Explorer Web view under "Other Places" and also under "Files Stored on This Computer" in My Computer. Using this policy setting, you can choose not to have these items displayed.

If you enable this setting, the Shared Documents folders is not displayed in the Web view or in My Computer.

If you disable or do not configure this setting, the Shared Documents folders is displayed in Web view and also in My Computer when the client is part of a workgroup.		Administrative Templates\Windows Components\Windows Explorer\Remove Shared Documents from My Computer

		Turn off caching of thumbnail pictures		This settings controls whether the thumbnail views are cached.

If you enable this setting, thumbnail views are not cached.

If you disable or do not configure this setting, thumbnail views are cached.

Note: For shared corporate workstations or computers where security is a top concern, you should enable this setting to turn off the thumbnail view cache, because the thumbnail cache can be read by everyone.		Administrative Templates\Windows Components\Windows Explorer\Turn off caching of thumbnail pictures

		Items displayed in Places Bar		Configures the list of items displayed in the Places Bar in the Windows File/Open dialog. If enable this setting you can specify from 1 to 5 items to be displayed in the Places Bar.

The valid items you may display in the Places Bar are:

1) Shortcuts to a local folders
-- (ex. C:\Windows)

2) Shortcuts to remote folders
-- (\\server\share)

3) Common Shell folders.

The list of Common Shell Folders that may be specified:

CommonDocuments, CommonMusic, CommonPictures, Desktop, MyComputer, MyDocuments, MyFavorites, MyMusic, MyNetworkPlaces, MyPictures, Printers, ProgramFiles, Recent.

If you disable or do not configure this setting the default list of items will be displayed in the Places Bar.		Administrative Templates\Windows Components\Windows Explorer\Common Open File Dialog\Items displayed in Places Bar

		Hide the common dialog places bar		Removes the shortcut bar from the Open dialog box.

This setting, and others in this folder, lets you remove new features added in Windows 2000, so that the Open dialog box looks like it did in Windows NT 4.0 and earlier. These policies only affect programs that use the standard Open dialog box provided to developers of Windows programs.

To see an example of the standard Open dialog box, start Notepad and, on the File menu, click Open.

Note: It is a requirement for third-party applications with Windows 2000 or later certification to adhere to this setting.		Administrative Templates\Windows Components\Windows Explorer\Common Open File Dialog\Hide the common dialog places bar

		Hide the common dialog back button		Removes the Back button from the Open dialog box.

This setting, and others in this folder, lets you remove new features added in Windows 2000, so that the Open dialog box looks like it did in Windows NT 4.0 and earlier. These policies only affect programs that use the standard Open dialog box provided to developers of Windows programs.

To see an example of the standard Open dialog box, run Notepad and, on the File menu, click Open.

Note: It is a requirement for third-party applications with Windows 2000 or later certification to adhere to this setting.		Administrative Templates\Windows Components\Windows Explorer\Common Open File Dialog\Hide the common dialog back button

		Hide the dropdown list of recent files		Removes the list of most recently used files from the Open dialog box.

If you disable this setting or do not configure it, the "File name" field includes a drop-down list of recently used files. If you enable this setting, the "File name" field is a simple text box. Users must browse directories to find a file or type a file name in the text box.

This setting, and others in this folder, lets you remove new features added in Windows 2000, so that the Open dialog box looks like it did in Windows NT 4.0 and earlier. These policies only affect programs that use the standard Open dialog box provided to developers of Windows programs.

To see an example of the standard Open dialog box, start Notepad and, on the File menu, click Open.

Note: It is a requirement for third-party applications with Windows 2000 or later certification to adhere to this setting.		Administrative Templates\Windows Components\Windows Explorer\Common Open File Dialog\Hide the dropdown list of recent files

		Restrict the user from entering author mode		Prevents users from entering author mode.

This setting prevents users from opening the Microsoft Management Console (MMC) in author mode, explicitly opening console files in author mode, and opening any console files that open in author mode by default.

As a result, users cannot create console files or add or remove snap-ins. Also, because they cannot open author-mode console files, they cannot use the tools that the files contain.

This setting permits users to open MMC user-mode console files, such as those on the Administrative Tools menu in Windows 2000 Server. However, users cannot open a blank MMC console window on the Start menu. (To open the MMC, click Start, click Run, and type mmc.) Users also cannot open a blank MMC console window from a command prompt.

If you disable this setting or do not configure it, users can enter author mode and open author-mode console files.		Administrative Templates\Windows Components\Microsoft Management Console\Restrict the user from entering author mode

		Restrict users to the explicitly permitted list of snap-ins		Lets you selectively permit or prohibit the use of Microsoft Management Console (MMC) snap-ins.

--  If you enable this setting, all snap-ins are prohibited, except those that you explicitly permit. Use this setting if you plan to prohibit use of most snap-ins.

    To explicitly permit a snap-in, open the Restricted/Permitted snap-ins setting folder and enable the settings representing the snap-in you want to permit. If a snap-in setting in the folder is disabled or not configured, the snap-in is prohibited.

--  If you disable this setting or do not configure it, all snap-ins are permitted, except those that you explicitly prohibit. Use this setting if you plan to permit use of most snap-ins.

    To explicitly prohibit a snap-in, open the Restricted/Permitted snap-ins setting folder and then disable the settings representing the snap-ins you want to prohibit. If a snap-in setting in the folder is enabled or not configured, the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.

Note: If you enable this setting, and you do not enable any settings in the Restricted/Permitted snap-ins folder, users cannot use any MMC snap-ins.		Administrative Templates\Windows Components\Microsoft Management Console\Restrict users to the explicitly permitted list of snap-ins

		Active Directory Users and Computers		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Active Directory Users and Computers

		Active Directory Domains and Trusts		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Active Directory Domains and Trusts

		Active Directory Sites and Services		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Active Directory Sites and Services

		ADSI Edit		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\ADSI Edit

		ActiveX Control		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\ActiveX Control

		Certificates		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Certificates

		Component Services		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Component Services

		Computer Management		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Computer Management

		Device Manager		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Device Manager

		Disk Management		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Disk Management

		Disk Defragmenter		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Disk Defragmenter

		Distributed File System		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Distributed File System

		Event Viewer		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Event Viewer

		FAX Service		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\FAX Service

		FrontPage Server Extensions		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\FrontPage Server Extensions

		Indexing Service		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Indexing Service

		Internet Authentication Service (IAS)		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Internet Authentication Service (IAS)

		Internet Information Services		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Internet Information Services

		IP Security		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\IP Security

		IP Security Policy Management		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\IP Security Policy Management

		IP Security Monitor		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\IP Security Monitor

		Link to Web Address		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Link to Web Address

		Local Users and Groups		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Local Users and Groups

		Performance Logs and Alerts		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Performance Logs and Alerts

		QoS Admission Control		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\QoS Admission Control

		Remote Desktops		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Remote Desktops

		Removable Storage Management		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Removable Storage Management

		Routing and Remote Access		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Routing and Remote Access

		Security Configuration and Analysis		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Security Configuration and Analysis

		Security Templates		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Security Templates

		Services		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Services

		Shared Folders		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Shared Folders

		System Information		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\System Information

		Telephony		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Telephony

		Terminal Services Configuration		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Terminal Services Configuration

		WMI Control		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\WMI Control

		AppleTalk Routing		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\AppleTalk Routing

		Certification Authority		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\Certification Authority

		Connection Sharing (NAT)		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\Connection Sharing (NAT)

		DCOM Configuration Extension		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\DCOM Configuration Extension

		Device Manager		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\Device Manager

		DHCP Relay Management		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\DHCP Relay Management

		Event Viewer		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\Event Viewer

		Extended View (Web View)		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\Extended View (Web View)

		IAS Logging		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\IAS Logging

		IGMP Routing		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\IGMP Routing

		IP Routing		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\IP Routing

		IPX RIP Routing		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\IPX RIP Routing

		IPX Routing		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\IPX Routing

		IPX SAP Routing		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\IPX SAP Routing

		Logical and Mapped Drives		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\Logical and Mapped Drives

		OSPF Routing		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\OSPF Routing

		Public Key Policies		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\Public Key Policies

		RAS Dialin - User Node		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\RAS Dialin - User Node

		Remote Access		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\Remote Access

		Removable Storage		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\Removable Storage

		RIP Routing		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\RIP Routing

		Routing		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\Routing

		Shared Folders Ext		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\Shared Folders Ext

		Send Console Message		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\Send Console Message

		Service Dependencies		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\Service Dependencies

		SMTP Protocol		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\SMTP Protocol

		SNMP		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\SNMP

		System Properties		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Extension snap-ins\System Properties

		Group Policy snap-in		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Group Policy\Group Policy snap-in

		Group Policy tab for Active Directory Tools		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Group Policy\Group Policy tab for Active Directory Tools

		Resultant Set of Policy snap-in		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Group Policy\Resultant Set of Policy snap-in

		Administrative Templates (Computers)		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Group Policy\Group Policy snap-in extensions\Administrative Templates (Computers)

		Administrative Templates (Users)		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Group Policy\Group Policy snap-in extensions\Administrative Templates (Users)

		Folder Redirection		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Group Policy\Group Policy snap-in extensions\Folder Redirection

		Internet Explorer Maintenance		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Group Policy\Group Policy snap-in extensions\Internet Explorer Maintenance

		Remote Installation Services		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Group Policy\Group Policy snap-in extensions\Remote Installation Services

		Scripts (Logon/Logoff)		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Group Policy\Group Policy snap-in extensions\Scripts (Logon/Logoff)

		Scripts (Startup/Shutdown)		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Group Policy\Group Policy snap-in extensions\Scripts (Startup/Shutdown)

		Security Settings		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Group Policy\Group Policy snap-in extensions\Security Settings

		Software Installation (Computers)		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Group Policy\Group Policy snap-in extensions\Software Installation (Computers)

		Software Installation (Users)		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Group Policy\Group Policy snap-in extensions\Software Installation (Users)

		Administrative Templates (Computers)		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Group Policy\Resultant Set of Policy snap-in extensions\Administrative Templates (Computers)

		Administrative Templates (Users)		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Group Policy\Resultant Set of Policy snap-in extensions\Administrative Templates (Users)

		Folder Redirection		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Group Policy\Resultant Set of Policy snap-in extensions\Folder Redirection

		Internet Explorer Maintenance		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Group Policy\Resultant Set of Policy snap-in extensions\Internet Explorer Maintenance

		Scripts (Logon/Logoff)		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Group Policy\Resultant Set of Policy snap-in extensions\Scripts (Logon/Logoff)

		Scripts (Startup/Shutdown)		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Group Policy\Resultant Set of Policy snap-in extensions\Scripts (Startup/Shutdown)

		Security Settings		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Group Policy\Resultant Set of Policy snap-in extensions\Security Settings

		Software Installation (Computers)		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Group Policy\Resultant Set of Policy snap-in extensions\Software Installation (Computers)

		Software Installation (Users)		Permits or prohibits use of this snap-in.

If you enable this setting, the snap-in is permitted. If you disable the setting, the snap-in is prohibited.

If this setting is not configured, the setting of the "Restrict users to the explicitly permitted list of snap-ins" setting determines whether this snap-in is permitted or prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is enabled, users cannot use any snap-in except those explicitly permitted.

    To explicitly permit use of this snap-in, enable this setting. If this setting is not configured (or disabled), this snap-in is prohibited.

--  If "Restrict users to the explicitly permitted list of snap-ins" is disabled or not configured, users can use any snap-in except those explicitly prohibited.

    To explicitly prohibit use of this snap-in, disable this setting. If this setting is not configured (or enabled), the snap-in is permitted.

When a snap-in is prohibited, it does not appear in the Add/Remove Snap-in window in MMC. Also, when a user opens a console file that includes a prohibited snap-in, the console file opens, but the prohibited snap-in does not appear.		Administrative Templates\Windows Components\Microsoft Management Console\Restricted/Permitted snap-ins\Group Policy\Resultant Set of Policy snap-in extensions\Software Installation (Users)

		Hide Property Pages		Prevents users from viewing and changing the properties of an existing task.

This setting removes the Properties item from the File menu in Scheduled Tasks and from the context menu that appears when you right-click a task. As a result, users cannot change any properties of a task. They can only see the properties that appear in Detail view and in the task preview.

This setting prevents users from viewing and changing characteristics such as the program the task runs, its schedule details, idle time and power management settings, and its security context.

Note: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Tip: This setting affects existing tasks only. To prevent users from changing the properties of newly created tasks, use the "Remove Advanced Menu" setting.		Administrative Templates\Windows Components\Task Scheduler\Hide Property Pages

		Prevent Task Run or End		Prevents users from starting and stopping tasks manually.

This setting removes the Run and End Task items from the context menu that appears when you right-click a task. As a result, users cannot start tasks manually or force tasks to end before they are finished.

Note: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.		Administrative Templates\Windows Components\Task Scheduler\Prevent Task Run or End

		Prohibit Drag-and-Drop		Prevents users from adding or removing tasks by moving or copying programs in the Scheduled Tasks folder.

This setting disables the Cut, Copy, Paste, and Paste shortcut items on the context menu and the Edit menu in Scheduled Tasks. It also disables the drag-and-drop features of the Scheduled Tasks folder.

As a result, users cannot add new scheduled tasks by dragging, moving, or copying a document or program into the Scheduled tasks folder.

This setting does not prevent users from using other methods to create new tasks, and it does not prevent users from deleting tasks.

Note: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.		Administrative Templates\Windows Components\Task Scheduler\Prohibit Drag-and-Drop

		Prohibit New Task Creation		Prevents users from creating new tasks.

This setting removes the Add Scheduled Task item that starts the New Task Wizard. Also, the system does not respond when users try to move, paste, or drag programs or documents into the Scheduled Tasks folder.

Note: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Important: This setting does not prevent administrators of a computer from using At.exe to create new tasks or prevent administrators from submitting tasks from remote computers.		Administrative Templates\Windows Components\Task Scheduler\Prohibit New Task Creation

		Prohibit Task Deletion		Prevents users from deleting tasks from the Scheduled Tasks folder.

This setting removes the Delete command from the Edit menu in the Scheduled Tasks folder and from the menu that appears when you right-click a task. Also, the system does not respond when users try to cut or drag a task from the Scheduled Tasks folder.

Note: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Important: This setting does not prevent administrators of a computer from using At.exe to delete tasks.		Administrative Templates\Windows Components\Task Scheduler\Prohibit Task Deletion

		Remove Advanced Menu		Prevents users from viewing or changing the properties of newly created tasks.

This setting removes the "Open advanced properties for this task when I click Finish" item from the last page of the Scheduled Task Wizard. 

This setting prevents users from viewing and changing task characteristics, such as the program the task runs, details of its schedule, idle time and power management settings, and its security context. It is designed to simplify task creation for beginning users.

Note: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Tip: This setting affects newly created tasks only. To prevent users from changing the properties of existing tasks, use the "Hide Property Pages" setting.		Administrative Templates\Windows Components\Task Scheduler\Remove Advanced Menu

		Prohibit Browse		Limits newly scheduled to items on the user's Start menu, and prevents the user from changing the scheduled program for existing tasks.\n\nThis setting removes the Browse button from the Schedule Task Wizard and from the Task tab of the properties dialog box for a task. Also, users cannot edit the "Run" box or the "Start in" box that determine the program and path for a task.\n\nAs a result, when users create a task, they must select a program from the list in the Scheduled Task Wizard, which displays only the tasks that appear on the Start menu and its submenus. Once a task is created, users cannot change the program a task runs.\n\nImportant: This setting does not prevent users from creating a new task by pasting or dragging any program into the Scheduled Tasks folder. To prevent this action, use the "Prohibit Drag-and-Drop" setting.\n\nNote: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.		Administrative Templates\Windows Components\Task Scheduler\Prohibit Browse

		Start a Program on Connection		Directs Terminal Services to run the specified program automatically upon connection. 

Use this setting to specify the program that runs automatically when a user logs on to a terminal server, overriding Start Program settings by the server administrator or user. The Start menu and Windows Desktop are not displayed, and when the user exits the program the session is automatically disconnected.

By default, Terminal Services sessions provide access to the full Windows desktop, unless otherwise specified with this setting or by the server administrator or by the user in configuring the client connection.

To use this setting, in "Program path and file name", type the fully qualified path and file name of the executable file to be run when the user logs on. If necessary, in "Working Directory", type the fully qualified path to the starting directory for the program. If you leave "Working Directory" blank, the program runs with its default working directory. If the specified program path, file name, or working directory is not the name of a valid directory, the terminal server connection fails with an error message.

If you enable this setting, Terminal Services sessions automatically run the specified program and use the specified Work Directory (or the program default directory, if Working Directory is not specified) as the working directory for the program. 

If you disable this setting or do not configure it, Terminal Services sessions start with the full desktop, unless the server administrator or user specify otherwise.

Note: See the "Run these programs at user logon" setting in System.adm. Also note that this setting appears in both Computer Configuration and User Configuration. If both settings are configured, the Computer Configuration setting overrides.		Administrative Templates\Windows Components\Terminal Services\Start a Program on Connection

		Remote Control Settings		Sets rules for remote control of Terminal Services user sessions. 

Use this setting to configure the level of remote control and permissions required from the user for remote control of Terminal Services user sessions. Remote control can be established with or without a user's permission. There are two levels of remote control: the View Session level, which only allows you to watch the user's session, or the Full Control level, in which you can interact with a user's session. 

To use this setting, select one of the five options in the "Remote control" setting list. Click "No remote control allowed" to disable remote control completely. 

By default, Terminal Services allows the "View Session upon permission granted by user" level of remote control.

If you enable this setting, administrators can remotely interact with a user's Terminal Services session according to the specified rules. 

If you disable this setting or do not enable it, remote control rules will be determined by the server administrator.

Note: This setting appears in both Computer Configuration and User Configuration. If both settings are configured, the Computer Configuration setting overrides.		Administrative Templates\Windows Components\Terminal Services\Remote Control Settings

		Set time limit for disconnected sessions		Sets the maximum amount of time that a disconnected Terminal Services session is kept active on the server.

By default, Terminal Services allows users to disconnect from a remote session without logging off and ending the session. When a session is in a disconnected state, running programs are kept active even though the user is not actively connected. By default, these disconnected sessions are maintained for an unlimited time on the server. 

If you enable this setting, disconnected sessions are deleted from the server after the specified amount of time. To enforce the default behavior and specify that disconnected sessions are unlimited, select "Never".

If you disable this setting or do not configure it, time limits for disconnected sessions are not specified at the Group Policy level.

Note: this setting does not apply to console sessions, such as Remote Desktop sessions to computers running Windows Professional. Also note that this setting appears in both Computer Configuration and User Configuration. If both settings are configured, the Computer Configuration setting overrides.		Administrative Templates\Windows Components\Terminal Services\Sessions\Set time limit for disconnected sessions

		Set time limit for active sessions		Sets a time limit for active Terminal Services sessions.

Use this setting to specify the maximum amount of time a Terminal Services session can be active before the user session is automatically disconnected. By default, Terminal Services allows users an unlimited time for an active session. 

To use this setting, select the Active session limit in the drop-down list. To enforce the default behavior and specify that active sessions are unlimited, select "Never". 

 If you enable this setting, Terminal Services ends active remote sessions after the specified amount of time. The user receives a two-minute warning that the Terminal Services session is about to end, allowing him or her to save open files and close programs.

If you disable this setting or do not configure it, time limits for active sessions are not specified at the Group Policy level.

Note: active session limits do not apply to the console session. To specify that user sessions are terminated at time-out, enable the setting "Terminate session when time limits are reached". Also note that this setting appears in both Computer Configuration and User Configuration. If both settings are configured, the Computer Configuration setting overrides.		Administrative Templates\Windows Components\Terminal Services\Sessions\Set time limit for active sessions

		Set time limit for idle sessions		Sets a time limit for active but idle Terminal Services sessions.

Use this setting to specify the maximum amount of time an active Terminal Services session can be idle (that is, no user input) before the user session is automatically disconnected. By default, Terminal Services allows users an unlimited time for an active session, even if the session is idle. 

To use this setting, select the idle session limit in the drop-down list. To enforce the default behavior and specify that idle sessions are unlimited, select "Never". 

 If you enable this setting, active but idle sessions are automatically disconnected after the specified amount of time. The user receives a two-minute warning that the Terminal Services session is about to end, allowing him or her to press a key to keep the session active.

If you disable this setting or do not configure it, time limits for active but idle sessions are not specified at the Group Policy level.

Note: Idle session limits do not apply to the console session. To specify that user sessions are terminated at time-out, enable the setting "Terminate session when time limits are reached". Also note that this setting appears in both Computer Configuration and User Configuration. If both settings are configured, the Computer Configuration setting overrides.		Administrative Templates\Windows Components\Terminal Services\Sessions\Set time limit for idle sessions

		Allow reconnection from original client only		Directs Terminal Services to allow users to reconnect to disconnected sessions only from the original client computer.

Use this setting to prevent Terminal Services users from reconnecting to disconnected sessions from computers other than the client computer from which they originally created the session. By default, Terminal Services allows users to reconnect to disconnected sessions from any client computer.

If you enable this setting, Terminal Services users can reconnect to disconnected sessions only from the original client computer. If a user attempts to connect to the disconnected session from another client computer, a new session is created instead.

If you disable this setting, users can always connect to disconnected sessions from any client computer.

If you do not configure this setting, session reconnection from the original computer is not specified at the Group Policy level.

Important: This option is only supported for Citrix ICA clients that provide a serial number when connecting; the setting is ignored if the user is connecting with a Windows client. Also note that this setting appears in both Computer Configuration and User Configuration. If both settings are configured, the Computer Configuration setting overrides.		Administrative Templates\Windows Components\Terminal Services\Sessions\Allow reconnection from original client only

		Terminate session when time limits are reached		Directs Terminal Services to terminate timed-out sessions rather than disconnect them.

Use this setting to specify that sessions are terminated (that is, the user is logged off and the session is deleted from the server) instead of being disconnected after time limits for active or idle sessions are reached. Time limits are set locally by the server administrator or in Group Policy. See the "Set time limits for active sessions" and "Set time limits for idle sessions" settings.

If you enable this setting, sessions that reach a time-out limit are terminated.

If you disable this setting, timed-out sessions are always disconnected, even if specified otherwise by the server administrator.

If you do not enable this setting, timed-out sessions are disconnected unless specified otherwise in local settings.

Note: this setting only applies to time-out limits that are deliberately set (in Terminal Services Configuration or Group Policy), not to time-out events that occur due to connectivity or network conditions. Also note that this setting appears in both Computer Configuration and User Configuration. If both settings are configured, the Computer Configuration setting overrides.		Administrative Templates\Windows Components\Terminal Services\Sessions\Terminate session when time limits are reached

		Always install with elevated privileges		Directs Windows Installer to use system permissions when it installs any program on the system.

This setting extends elevated privileges to all programs. These privileges are usually reserved for programs that have been assigned to the user (offered on the desktop), assigned to the computer (installed automatically), or made available in Add or Remove Programs in Control Panel. This setting lets users install programs that require access to directories that the user might not have permission to view or change, including directories on highly restricted computers.

If you disable this setting or do not configure it, the system applies the current user's permissions when it installs programs that a system administrator does not distribute or offer.

Note: This setting appears both in the Computer Configuration and User Configuration folders. To make this setting effective, you must enable the setting in both folders.

Caution: Skilled users can take advantage of the permissions this setting grants to change their privileges and gain permanent access to restricted files and folders. Note that the User Configuration version of this setting is not guaranteed to be secure.		Administrative Templates\Windows Components\Windows Installer\Always install with elevated privileges

		Search order		Specifies the order in which Windows Installer searches for installation files.

By default, the Windows Installer searches the network first, then removable media (floppy drive, CD-ROM, or DVD), and finally, the Internet (URL).

To change the search order, enable the setting, and then type the letters representing each file source in the order that you want Windows Installer to search.:

--   "n" represents the network;

--   "m" represents media;

--   "u" represents URL, or the Internet.

To exclude a file source, omit or delete the letter representing that source type.		Administrative Templates\Windows Components\Windows Installer\Search order

		Prohibit rollback		Prohibits Windows Installer from generating and saving the files it needs to reverse an interrupted or unsuccessful installation.

This setting prevents Windows Installer from recording the original state of the system and sequence of changes it makes during installation. It also prevents Windows Installer from retaining files it intends to delete later. As a result, Windows Installer cannot restore the computer to its original state if the installation does not complete.

This setting is designed to reduce the amount of temporary disk space required to install programs. Also, it prevents malicious users from interrupting an installation to gather data about the internal state of the computer or to search secure system files. However, because an incomplete installation can render the system or a program inoperable, do not use this setting unless it is essential.

This setting appears in the Computer Configuration and User Configuration folders. If the setting is enabled in either folder, it is considered be enabled, even if it is explicitly disabled in the other folder.		Administrative Templates\Windows Components\Windows Installer\Prohibit rollback

		Prevent removable media source for any install		Prevents users from installing programs from removable media.

If a user tries to install a program from removable media, such as CD-ROMs, floppy disks, and DVDs, a message appears, stating that the feature cannot be found.

This setting applies even when the installation is running in the user's security context.

If you disable this setting or do not configure it, users can install from removable media when the installation is running in their own security context, but only system administrators can use removable media when an installation is running with elevated system privileges, such as installations offered on the desktop or in Add or Remove Programs.

Also, see the "Enable user to use media source while elevated setting" in Computer Configuration\Administrative Templates\Windows Components\Windows Installer.

Also, see the "Hide the 'Add a program from CD-ROM or floppy disk' option" setting in User Configuration\Administrative Templates\Control Panel\Add/Remove Programs.		Administrative Templates\Windows Components\Windows Installer\Prevent removable media source for any install

		Do not allow Windows messenger to be run		Allows you to disable Windows Messenger.

If you enable this setting, Windows Messenger will not run.

If you disable or do not configure this setting, Windows Messenger can be used.

Note: If you enable this setting, Remote Assistance also cannot use Windows Messenger.

Note: This setting is available under both Computer Configuration and User Configuration. If both are present, the Computer Configuration version of this setting takes precedence.		Administrative Templates\Windows Components\Windows Messenger\Do not allow Windows messenger to be run

		Do not automatically start Windows messenger initially		Windows Messenger is automatically loaded and running when a user logs on to a Windows XP computer. You can use this setting to stop Windows Messenger from automatically being run at logon.

If you enable this setting, Windows Messenger will not be loaded automatically when a user logs on.

If you disable or do not configure this setting, the Windows Messenger will be loaded automatically at logon.

Note: This setting simply prevents Windows Messenger from running intially. If the user invokes and uses Windows Messenger from that point on, Windows Messenger will be loaded.

The user can also configure this behavior on the Preferences tab on the Tools menu in the Windows Messenger user interface.

Note: If you do not want users to use Windows Messenger, enable the "Do not allow Windows Messenger to run" setting.

Note: This setting is available under both Computer Configuration and User Configuration. If both are present, the Computer Configuration version of this setting takes precedence.		Administrative Templates\Windows Components\Windows Messenger\Do not automatically start Windows messenger initially

		Remove access to use all Windows Update features		This setting allows you to remove access to Windows Update.

If you enable this setting, all Windows Update features are removed. This includes blocking access to the Windows Update Web site at http://windowsupdate.microsoft.com, from the Windows Update hyperlink on the Start menu, and also on the Tools menu in Internet Explorer. Windows automatic updating is also disabled; you will neither be notified about nor will you receive critical updates from Windows Update. This setting also prevents Device Manager from automatically installing driver updates from the Windows Update Web site.		Administrative Templates\Windows Components\Windows Update\Remove access to use all Windows Update features

		Search: Disable Search Customization		Makes the Customize button in the Search Assistant appear dimmed.

The Search Assistant is a tool that appears in the Search bar to help users search the Internet.

If you enable this policy, users cannot change their Search Assistant settings, such as setting default search engines for specific tasks.

If you disable this policy or do not configure it, users can change their settings for the Search Assistant.

This policy is designed to help administrators maintain consistent settings for searching across an organization.		Administrative Templates\Windows Components\Internet Explorer\Search: Disable Search Customization

		Search: Disable Find Files via F3 within the browser		Disables using the F3 key to search in Internet Explorer and Windows Explorer.

If you enable this policy, the search functionality of the F3 key is disabled. Users cannot press F3 to search the Internet (from Internet Explorer) or to search the hard disk (from Windows Explorer). If the user presses F3, a prompt appears that informs the user that this feature has been disabled.

If you disable this policy or do not configure it, users can press F3 to search the Internet (from Internet Explorer) or the hard disk (from Windows Explorer).

This policy is intended for situations in which administrators do not want users to explore the Internet or the hard disk.

This policy can be used in coordination with the "File Menu: Disable Open menu option" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Browser Menus), which prevents users from opening files by using the browser.		Administrative Templates\Windows Components\Internet Explorer\Search: Disable Find Files via F3 within the browser

		Disable external branding of Internet Explorer		Prevents branding of Internet programs, such as customization of Internet Explorer and Outlook Express logos and title bars, by another party.

If you enable this policy, it prevents customization of the browser by another party, such as an Internet service provider or Internet content provider.

If you disable this policy or do not configure it, users could install customizations from another party-for example, when signing up for Internet services.

This policy is intended for administrators who want to maintain a consistent browser across an organization.		Administrative Templates\Windows Components\Internet Explorer\Disable external branding of Internet Explorer

		Disable importing and exporting of favorites		Prevents users from exporting or importing favorite links by using the Import/Export Wizard.

If you enable this policy, the Import/Export Wizard cannot import or export favorite links or cookies, which are small text files that contain settings for Web sites.

If you disable this policy or do not configure it, users can import and export favorites in Internet Explorer by clicking the File menu, clicking Import and Export, and then running the Import/Export Wizard.

Note: If you enable this policy, users can still view screens in the wizard, but when users click Finish, a prompt will appear that states that this feature has been disabled.		Administrative Templates\Windows Components\Internet Explorer\Disable importing and exporting of favorites

		Disable changing Advanced page settings		Prevents users from changing settings on the Advanced tab in the Internet Options dialog box.

If you enable this policy, users are prevented from changing advanced Internet settings, such as security, multimedia, and printing. Users cannot select or clear the check boxes on the Advanced tab.

If you disable this policy or do not configure it, users can select or clear settings on the Advanced tab.

If you set the "Disable the Advanced page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel), you do not need to set this policy, because the "Disable the Advanced page" policy removes the Advanced tab from the interface.		Administrative Templates\Windows Components\Internet Explorer\Disable changing Advanced page settings

		Disable changing home page settings		Prevents users from changing the home page of the browser. The home page is the first page that appears when users start the browser.

If you enable this policy, the settings in the Home Page area on the General tab in the Internet Options dialog box appear dimmed.

If you disable this policy or do not configure it, users can change their home page.

If you set the "Disable the General page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel), you do not need to set this policy, because the "Disable the General page" policy removes the General tab from the interface.

This policy is intended for administrators who want to maintain a consistent home page across their organization.		Administrative Templates\Windows Components\Internet Explorer\Disable changing home page settings

		Use Automatic Detection for dial-up connections		Specifies that Automatic Detection will be used to configure dial-up settings for users.

Automatic Detection uses a DHCP (Dynamic Host Configuration Protocol) or DNS server to customize the browser the first time it is started.

If you enable this policy, users' dial-up settings will be configured by Automatic Detection.

If you disable this policy or do not configure it, dial-up settings will not be configured by Automatic Detection, unless specified by the user.		Administrative Templates\Windows Components\Internet Explorer\Use Automatic Detection for dial-up connections

		Disable caching of Auto-Proxy scripts		Prevents automatic proxy scripts, which interact with a server to automatically configure users' proxy settings, from being stored in the users' cache.

If you enable this policy, automatic proxy scripts will not be stored temporarily on the users' computer.

If you disable this policy or do not configure it, automatic proxy scripts can be stored in the users' cache.		Administrative Templates\Windows Components\Internet Explorer\Disable caching of Auto-Proxy scripts

		Display error message on proxy script download failure		Specifies that error messages will be displayed to users if problems occur with proxy scripts.

If you enable this policy, error messages will be displayed when the browser does not download or run a script to set proxy settings.

If you disable this policy or do not configure it, error messages will not be displayed when problems occur with proxy scripts.		Administrative Templates\Windows Components\Internet Explorer\Display error message on proxy script download failure

		Disable changing Temporary Internet files settings		Prevents users from changing the browser cache settings, such as the location and amount of disk space to use for the Temporary Internet Files folder.

If you enable this policy, the browser cache settings appear dimmed. These settings are found in the dialog box that appears when users click the General tab and then click the Settings button in the Internet Options dialog box.

If you disable this policy or do not configure it, users can change their cache settings.

If you set the "Disable the General page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel), you do not need to set this policy, because the "Disable the General page" policy removes the General tab from the interface.		Administrative Templates\Windows Components\Internet Explorer\Disable changing Temporary Internet files settings

		Disable changing history settings		Prevents users from changing the history settings for the browser.

If you enable this policy, the settings in the History area on the General tab in the Internet Options dialog box appear dimmed.

If you disable this policy or do not configure it, users can change the number of days to store Web page information and clear Web page history.

If you set the "Disable the General page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel), you do not need to set this policy, because the "Disable the General page" policy removes the General tab from the interface.		Administrative Templates\Windows Components\Internet Explorer\Disable changing history settings

		Disable changing color settings		Prevents users from changing the default Web page colors.

If you enable this policy, the color settings for Web pages appear dimmed. The settings are located in the Colors area in the dialog box that appears when the user clicks the General tab and then clicks the Colors button in the Internet Options dialog box.

If you disable this policy or do not configure it, users can change the default background and text color of Web pages.

If you set the "Disable the General page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel), you do not need to set this policy, because the "Disable the General page" policy removes the General tab from the interface.

Note: The default Web page colors are ignored on Web pages in which the author has specified the background and text colors.		Administrative Templates\Windows Components\Internet Explorer\Disable changing color settings

		Disable changing link color settings		Prevents users from changing the colors of links on Web pages.

If you enable this policy, the color settings for links appear dimmed. The settings are located in the Links area of the dialog box that appears when users click the General tab and then click the Colors button in the Internet Options dialog box.

If you disable this policy or do not configure it, users can change the default color of links on Web pages.

If you set the "Disable the General page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel), you do not need to set this policy, because the "Disable the General page" policy removes the General tab from the interface.

Note: The default link colors are ignored on Web pages on which the author has specified link colors.		Administrative Templates\Windows Components\Internet Explorer\Disable changing link color settings

		Disable changing font settings		Prevents users from changing font settings.

If you enable this policy, the Font button on the General tab in the Internet Options dialog box appears dimmed.

If you disable this policy or do not configure it, users can change the default fonts for viewing Web pages.

If you set the "Disable the General page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel), you do not need to set this policy, because the "Disable the General page" policy removes the General tab from the interface.

Note: The default font settings colors are ignored in cases in which the Web page author has specified the font attributes.		Administrative Templates\Windows Components\Internet Explorer\Disable changing font settings

		Disable changing language settings		Prevents users from changing language settings.

If you enable this policy, the Languages button on the General tab in the Internet Options dialog box appears dimmed.

If you disable this policy or do not configure it, users can change the language settings for viewing Web sites for languages in which the character set has been installed.

If you set the "Disable the General page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel), you do not need to set this policy, because the "Disable the General page" policy removes the General tab from the interface.		Administrative Templates\Windows Components\Internet Explorer\Disable changing language settings

		Disable changing accessibility settings		Prevents users from changing accessibility settings.

If you enable this policy, the Accessibility button on the General tab in the Internet Options dialog box appears dimmed.

If you disable this policy or do not configure it, users can change accessibility settings, such as overriding fonts and colors on Web pages.

If you set the "Disable the General page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel), you do not need to set this policy, because the "Disable the General page" policy removes the General tab from the interface.		Administrative Templates\Windows Components\Internet Explorer\Disable changing accessibility settings

		Disable Internet Connection wizard		Prevents users from running the Internet Connection Wizard.

If you enable this policy, the Setup button on the Connections tab in the Internet Options dialog box appears dimmed.

Users will also be prevented from running the wizard by clicking the Connect to the Internet icon on the desktop or by clicking Start, pointing to Programs, pointing to Accessories, pointing to Communications, and then clicking Internet Connection Wizard.

If you disable this policy or do not configure it, users can change their connection settings by running the Internet Connection Wizard.

Note: This policy overlaps with the "Disable the Connections page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel), which removes the Connections tab from the interface. Removing the Connections tab from the interface, however, does not prevent users from running the Internet Connection Wizard from the desktop or the Start menu.		Administrative Templates\Windows Components\Internet Explorer\Disable Internet Connection wizard

		Disable changing connection settings		Prevents users from changing dial-up settings.

If you enable this policy, the Settings button on the Connections tab in the Internet Options dialog box appears dimmed.

If you disable this policy or do not configure it, users can change their settings for dial-up connections.

If you set the "Disable the Connections page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel), you do not need to set this policy, because the "Disable the Connections page" policy removes the Connections tab from the interface.		Administrative Templates\Windows Components\Internet Explorer\Disable changing connection settings

		Disable changing proxy settings		Prevents users from changing proxy settings.

If you enable this policy, the proxy settings appear dimmed. These settings are in the Proxy Server area of the Local Area Network (LAN) Settings dialog box, which appears when the user clicks the Connections tab and then clicks the LAN Settings button in the Internet Options dialog box.

If you set the "Disable the Connections page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel), you do not need to set this policy, because the "Disable the Connections page" policy removes the Connections tab from the interface.		Administrative Templates\Windows Components\Internet Explorer\Disable changing proxy settings

		Disable changing Automatic Configuration settings		Prevents users from changing automatic configuration settings. Automatic configuration is a process that administrators can use to update browser settings periodically.

If you enable this policy, the automatic configuration settings appear dimmed. The settings are located in the Automatic Configuration area of the Local Area Network (LAN) Settings dialog box. To see the Local Area Network (LAN) Settings dialog box, users open the Internet Options dialog box, click the Connections tab, and then click the LAN Settings button.

If you disable this policy or do not configure it, the user can change automatic configuration settings.

This policy is intended to enable administrators to ensure that users' settings are updated uniformly through automatic configuration.

The "Disable the Connections page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel), which removes the Connections tab from Internet Explorer in Control Panel, takes precedence over this policy. If it is enabled, this policy is ignored.		Administrative Templates\Windows Components\Internet Explorer\Disable changing Automatic Configuration settings

		Disable changing ratings settings		Prevents users from changing ratings that help control the type of Internet content that can be viewed.

If you enable this policy, the settings in the Content Advisor area on the Content tab in the Internet Options dialog box appear dimmed.

If you disable this policy or do not configure it, users can change their ratings settings.

The "Disable the Ratings page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel), which removes the Ratings tab from Internet Explorer in Control Panel, takes precedence over this policy. If it is enabled, this policy is ignored.		Administrative Templates\Windows Components\Internet Explorer\Disable changing ratings settings

		Disable changing certificate settings		Prevents users from changing certificate settings in Internet Explorer. Certificates are used to verify the identity of software publishers.

If you enable this policy, the settings in the Certificates area on the Content tab in the Internet Options dialog box appear dimmed.

If you disable this policy or do not configure it, users can import new certificates, remove approved publishers, and change settings for certificates that have already been accepted.

The "Disable the Content page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel), which removes the Content tab from Internet Explorer in Control Panel, takes precedence over this policy. If it is enabled, this policy is ignored.

Caution: If you enable this policy, users can still run the Certificate Manager Import Wizard by double-clicking a software publishing certificate (.spc) file. This wizard enables users to import and configure settings for certificates from software publishers that haven't already been configured for Internet Explorer.		Administrative Templates\Windows Components\Internet Explorer\Disable changing certificate settings

		Disable changing Profile Assistant settings		Prevents users from changing Profile Assistant settings.

If you enable this policy, the My Profile button appears dimmed in the Personal Information area on the Content tab in the Internet Options dialog box.

If you disable this policy or do not configure it, users can change their profile information, such as their street and e-mail addresses.

The "Disable the Connections page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel), which removes the Connections tab from Internet Explorer in Control Panel, takes precedence over this policy. If it is enabled, this policy is ignored.		Administrative Templates\Windows Components\Internet Explorer\Disable changing Profile Assistant settings

		Disable AutoComplete for forms		Prevents Microsoft Internet Explorer from automatically completing forms, such as filling in a name or a password that the user has entered previously on a Web page.

If you enable this policy, the Forms check box appears dimmed. To display the Forms check box, users open the Internet Options dialog box, click the Content tab, and then click the AutoComplete button.

If you disable this policy or do not configure it, users can enable the automatic completion of forms.

The "Disable the Content page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel), which removes the Content tab from Internet Explorer in Control Panel, takes precedence over this policy. If it is enabled, this policy is ignored.

Caution: If you enable this policy after users have used their browser with form automatic completion enabled, it will not clear the automatic completion history for forms that users have already filled out.		Administrative Templates\Windows Components\Internet Explorer\Disable AutoComplete for forms

		Do not allow AutoComplete to save passwords		Disables automatic completion of user names and passwords in forms on Web pages, and prevents users from being prompted to save passwords.

If you enable this policy, the User Names and Passwords on Forms and Prompt Me to Save Passwords check boxes appear dimmed. To display these check boxes, users open the Internet Options dialog box, click the Content tab, and then click the AutoComplete button.

If you disable this policy or don't configure it, users can determine whether Internet Explorer automatically completes user names and passwords on forms and prompts them to save passwords.

The "Disable the Content page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel), which removes the Content tab from Internet Explorer in Control Panel, takes precedence over this policy. If it is enabled, this policy is ignored.		Administrative Templates\Windows Components\Internet Explorer\Do not allow AutoComplete to save passwords

		Disable changing Messaging settings		Prevents users from changing the default programs for messaging tasks.

If you enable this policy, the E-mail, Newsgroups, and Internet Call options in the Internet Programs area appear dimmed. To display these options, users open the Internet Options dialog box, and then click the Programs tab.

If you disable this policy or do not configure it, users can determine which programs to use for sending mail, viewing newsgroups, and placing Internet calls, if programs that perform these tasks are installed.

The "Disable the Programs page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel), which removes the Programs tab from Internet Explorer in Control Panel, takes precedence over this policy. If it is enabled, this policy is ignored.		Administrative Templates\Windows Components\Internet Explorer\Disable changing Messaging settings

		Disable changing Calendar and Contact settings		Prevents users from changing the default programs for managing schedules and contacts.

If you enable this policy, the Calendar and Contact check boxes appear dimmed in the Internet Programs area. To display these options, users open the Internet Options dialog box, and then click the Programs tab.

If you disable this policy or do not configure it, users can determine which programs to use for managing schedules and contacts, if programs that perform these tasks are installed.

This "Disable the Programs Page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel) takes precedence over this policy. If it is enabled, this policy is ignored.		Administrative Templates\Windows Components\Internet Explorer\Disable changing Calendar and Contact settings

		Disable the Reset Web Settings feature		Prevents users from restoring default settings for home and search pages.

If you enable this policy, the Reset Web Settings button on the Programs tab in the Internet Options dialog box appears dimmed.

If you disable this policy or do not configure it, users can restore the default settings for home and search pages.

The "Disable the Programs page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel), which removes the Programs tab from Internet Explorer in Control Panel, takes precedence over this policy. If it is enabled, this policy is ignored.		Administrative Templates\Windows Components\Internet Explorer\Disable the Reset Web Settings feature

		Disable changing default browser check		Prevents Microsoft Internet Explorer from checking to see whether it is the default browser.

If you enable this policy, the Internet Explorer Should Check to See Whether It Is the Default Browser check box on the Programs tab in the Internet Options dialog box appears dimmed.

If you disable this policy or do not configure it, users can determine whether Internet Explorer will check to see if it is the default browser. When Internet Explorer performs this check, it prompts the user to specify which browser to use as the default.

This policy is intended for organizations that do not want users to determine which browser should be their default.

The "Disable the Programs page" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel), which removes the Programs tab from Internet Explorer in Control Panel, takes precedence over this policy. If it is enabled, this policy is ignored.		Administrative Templates\Windows Components\Internet Explorer\Disable changing default browser check

		Identity Manager: Prevent users from using Identities		Prevents users from configuring unique identities by using Identity Manager.

Identity Manager enables users to create multiple accounts, such as e-mail accounts, on the same computer. Each user has a unique identity, with a different password and different program preferences.

If you enable this policy, users will not be able to create new identities, manage existing identities, or switch identities. The Switch Identity option will be removed from the File menu in Address Book.

If you disable this policy or do not configure it, users can set up and change identities.		Administrative Templates\Windows Components\Internet Explorer\Identity Manager: Prevent users from using Identities

		Configure Outlook Express		Allows Administrators to enable and disable the ablility for Outlook Express users to save or open attachments that can potentially contain a virus.

If you check the block attachments setting, users will be unable to open or save attachments that could potentially contain a virus.  Users will not be able to disable the blocking of attachements in options.

If the block attachments setting is not checked, the user can specify to enable or disable the blocking of attachements in options.		Administrative Templates\Windows Components\Internet Explorer\Configure Outlook Express

		Configure Media Explorer Bar		Allows Administrators to enable and disable the Media Explorer Bar and set the auto-play default.

The Media Explorer Bar plays music and video content from the Internet.

If you disable the Media explorer bar, users cannot display the Media Explorer Bar.  The auto-play feature is also disabled.  When users click on a link within Internet Explorer, the content will be played by the default media client on their system.

If you enable the Media Explorer Bar or do not configure it, users can show and hide the Media Explorer Bar.

Administrators also have the ability to turn the auto-play feature on or off.  This setting only applies if the Media Explorer Bar is enabled.

If checked, the Media Explorer Bar will automatically display and play the media content when the user clicks on a media link.

If unchecked, the content will be played by the default media client on their system."		Administrative Templates\Windows Components\Internet Explorer\Configure Media Explorer Bar

		Disable the General page		Removes the General tab from the interface in the Internet Options dialog box.

If you enable this policy, users are unable to see and change settings for the home page, the cache, history, Web page appearance, and accessibility.

If you disable this policy or do not configure it, users can see and change these settings.

When you set this policy, you do not need to set the following Internet Explorer policies (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\), because this policy removes the General tab from the interface:

"Disable changing home page settings"
"Disable changing Temporary Internet files settings"
"Disable changing history settings"
"Disable changing color settings"
"Disable changing link color settings"
"Disable changing font settings"
"Disable changing language settings"
"Disable changing accessibility settings"		Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel\Disable the General page

		Disable the Security page		Removes the Security tab from the interface in the Internet Options dialog box.

If you enable this policy, it prevents users from seeing and changing settings for security zones, such as scripting, downloads, and user authentication.

If you disable this policy or do not configure it, users can see and change these settings.

When you set this policy, you do not need to set the following Internet Explorer policies, because this policy removes the Security tab from the interface:

"Security zones: Do not allow users to change policies"
"Security zones: Do not allow users to add/delete sites"		Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel\Disable the Security page

		Disable the Content page		Removes the Content tab from the interface in the Internet Options dialog box.

If you enable this policy, users are prevented from seeing and changing ratings, certificates, AutoComplete, Wallet, and Profile Assistant settings.

If you disable this policy or do not configure it, users can see and change these settings.

When you set this policy, you do not need to set the following policies for the Content tab, because this policy removes the Content tab from the interface:

"Disable changing ratings settings"
"Disable changing certificate settings"
"Disable changing Profile Assistant settings"
"Disable AutoComplete for forms"
"Do not allow AutoComplete to save passwords"		Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel\Disable the Content page

		Disable the Connections page		Removes the Connections tab from the interface in the Internet Options dialog box.

If you enable this policy, users are prevented from seeing and changing connection and proxy settings.

If you disable this policy or do not configure it, users can see and change these settings.

When you set this policy, you do not need to set the following policies for the Content tab, because this policy removes the Connections tab from the interface:

"Disable Internet Connection Wizard"
"Disable changing connection settings"
"Disable changing proxy settings"
"Disable changing Automatic Configuration settings"		Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel\Disable the Connections page

		Disable the Programs page		Removes the Programs tab from the interface in the Internet Options dialog box.

If you enable this policy, users are prevented from seeing and changing default settings for Internet programs.

If you disable this policy or do not configure it, users can see and change these settings.

When you set this policy, you do not need to set the following policies for the Programs tab, because this policy removes the Programs tab from the interface:

"Disable changing Messaging settings"
"Disable changing Calendar and Contact settings"
"Disable the Reset Web Settings feature"
"Disable changing default browser check"		Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel\Disable the Programs page

		Disable the Advanced page		Removes the Advanced tab from the interface in the Internet Options dialog box.

If you enable this policy, users are prevented from seeing and changing advanced Internet settings, such as security, multimedia, and printing.

If you disable this policy or do not configure it, users can see and change these settings.

When you set this policy, you do not need to set the "Disable changing Advanced page settings" policy (located in \User Configuration\Administrative Templates\Windows Components\Internet Explorer\), because this policy removes the Advanced tab from the interface.		Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel\Disable the Advanced page

		Disable adding channels		Prevents users from adding channels to Internet Explorer.

Channels are Web sites that are updated automatically on your computer, according to a schedule specified by the channel provider.

If you enable this policy, the Add Active Channel button, which appears on a channel that users haven't yet subscribed to, will be disabled. Users also cannot add content that is based on a channel, such as some of the Active Desktop items from Microsoft's Active Desktop Gallery, to their desktop.

If you disable this policy or do not configure it, users can add channels to the Channel bar or to their desktop.

Note: Most channel providers use the words Add Active Channel for this option; however, a few use different words, such as Subscribe.		Administrative Templates\Windows Components\Internet Explorer\Offline Pages\Disable adding channels

		Disable removing channels		Prevents users from disabling channel synchronization in Microsoft Internet Explorer.

Channels are Web sites that are automatically updated on your computer according to a schedule specified by the channel provider.

If you enable this policy, users cannot prevent channels from being synchronized.

If you disable this policy or do not configure it, users can disable the synchronization of channels.

This policy is intended to help administrators ensure that users' computers are being updated uniformly across their organization.

Note: This policy does not prevent users from removing active content from the desktop interface.		Administrative Templates\Windows Components\Internet Explorer\Offline Pages\Disable removing channels

		Disable adding schedules for offline pages		Prevents users from specifying that Web pages can be downloaded for viewing offline. When users make Web pages available for offline viewing, they can view the content when their computer is not connected to the Internet.

If you enable this policy, users cannot add new schedules for downloading offline content. The Make Available Offline check box will be dimmed in the Add Favorite dialog box.

If you disable this policy or do not configure it, users can add new offline content schedules.

This policy is intended for organizations that are concerned about server load for downloading content.

The "Hide Favorites menu" policy (located in User Configuration\Administrative Templates\Windows Components\Internet Explorer) takes precedence over this policy. If it is enabled, this policy is ignored.		Administrative Templates\Windows Components\Internet Explorer\Offline Pages\Disable adding schedules for offline pages

		Disable editing schedules for offline pages		Prevents users from editing an existing schedule for downloading Web pages for offline viewing.

When users make Web pages available for offline viewing, they can view content when their computer is not connected to the Internet.

If you enable this policy, users cannot display the schedule properties of pages that have been set up for offline viewing. If users click the Tools menu, click Synchronize, select a Web page, and then click the Properties button, no properties are displayed. Users do not receive an alert stating that the command is unavailable.

If you disable this policy or do not configure it, users can edit an existing schedule for downloading Web content for offline viewing.

This policy is intended for organizations that are concerned about server load for downloading content.

The "Hide Favorites menu" policy (located in User Configuration\Administrative Templates\Windows Components\Internet Explorer) takes precedence over this policy. If it is enabled, this policy is ignored.		Administrative Templates\Windows Components\Internet Explorer\Offline Pages\Disable editing schedules for offline pages

		Disable removing schedules for offline pages		Prevents users from clearing the preconfigured settings for Web pages to be downloaded for offline viewing.

When users make Web pages available for offline viewing, they can view content when their computer is not connected to the Internet.

If you enable this policy, the Make Available Offline check box in the Organize Favorites Favorite dialog box and the Make This Page Available Offline check box will be selected but dimmed. To display the Make This Page Available Offline check box, users click the Tools menu, click Synchronize, and then click the Properties button.

If you disable this policy or do not configure it, users can remove the preconfigured settings for pages to be downloaded for offline viewing.

This policy is intended for organizations that are concerned about server load for downloading content.

The "Hide Favorites menu" policy (located in User Configuration\Administrative Templates\Windows Components\Internet Explorer) takes precedence over this policy. If it is enabled, this policy is ignored.		Administrative Templates\Windows Components\Internet Explorer\Offline Pages\Disable removing schedules for offline pages

		Disable offline page hit logging		Prevents channel providers from recording information about when their channel pages are viewed by users who are working offline.

If you enable this policy, it disables any channel logging settings set by channel providers in the channel definition format (.cdf) file. The .cdf file determines the schedule and other settings for downloading Web content.

If you disable this policy or do not configure it, channel providers can record information about when their channel pages are viewed by users who are working offline.		Administrative Templates\Windows Components\Internet Explorer\Offline Pages\Disable offline page hit logging

		Disable all scheduled offline pages		Disables existing schedules for downloading Web pages for offline viewing.

When users make Web pages available for offline viewing, they can view content when their computer is not connected to the Internet.

If you enable this policy, the check boxes for schedules on the Schedule tab of the Web page properties are cleared and users cannot select them. To display this tab, users click the Tools menu, click Synchronize, select a Web page, click the Properties button, and then click the Schedule tab.

If you disable this policy, then Web pages can be updated on the schedules specified on the Schedule tab.

This policy is intended for organizations that are concerned about server load for downloading content.

The "Hide Favorites menu" policy (located in User Configuration\Administrative Templates\Windows Components\Internet Explorer) takes precedence over this policy. If it is enabled, this policy is ignored.		Administrative Templates\Windows Components\Internet Explorer\Offline Pages\Disable all scheduled offline pages

		Disable channel user interface completely		Prevents users from viewing the Channel bar interface. Channels are Web sites that are automatically updated on their computer according to a schedule specified by the channel provider.

If you enable this policy, the Channel bar interface will be disabled, and users cannot select the Internet Explorer Channel Bar check box on the Web tab in the Display Properties dialog box.

If you disable this policy or do not configure it, users can view and subscribe to channels from the Channel bar interface.		Administrative Templates\Windows Components\Internet Explorer\Offline Pages\Disable channel user interface completely

		Disable downloading of site subscription content		Prevents content from being downloaded from Web sites that users have subscribed to.

When users make Web pages available for offline viewing, they can view content when their computer is not connected to the Internet.

If you enable this policy, content will not be downloaded from Web sites that users have subscribed to. However, synchronization with the Web pages will still occur to determine if any content has been updated since the last time the user synchronized with or visited the page.

If you disable this policy or do not configure it, content will not be prevented from being downloaded.

The "Disable downloading of site subscription content" policy and the "Hide Favorites menu" policy (located in User Configuration\Administrative Templates\Windows Components\Internet Explorer) take precedence over this policy. If either policy is enabled, this policy is ignored.		Administrative Templates\Windows Components\Internet Explorer\Offline Pages\Disable downloading of site subscription content

		Disable editing and creating of schedule groups		Prevents users from adding, editing, or removing schedules for offline viewing of Web pages and groups of Web pages that users have subscribed to.

A subscription group is a favorite Web page plus the Web pages it links to.

If you enable this policy, the Add, Remove, and Edit buttons on the Schedule tab in the Web page Properties dialog box are dimmed. To display this tab, users click the Tools menu, click Synchronize, select a Web page, click the Properties button, and then click the Schedule tab.

If you disable this policy or do not configure it, users can add, remove, and edit schedules for Web sites and groups of Web sites.

The "Disable editing schedules for offline pages" policy and the "Hide Favorites menu" policy (located in User Configuration\Administrative Templates\Windows Components\Internet Explorer) take precedence over this policy. If either policy is enabled, this policy is ignored.		Administrative Templates\Windows Components\Internet Explorer\Offline Pages\Disable editing and creating of schedule groups

		Subscription Limits		Restricts the amount of information downloaded for offline viewing.

If you enable this policy, you can set limits to the size and number of pages that users can download. If users attempt to exceed the number of subscriptions, a prompt will appear that states that they cannot set up more Web sites for offline viewing.

If you disable this policy or do not configure it, then users can determine the amount of content that is searched for new information and downloaded.

Caution: Although the Maximum Number of Offline Pages option determines how many levels of a Web site are searched for new information, it does not change the user interface in the Offline Favorites wizard.

Note: The begin and end times for downloading are measured in minutes after midnight. The Maximum Offline Page Crawl Depth setting specifies how many levels of a Web site are searched for new information.		Administrative Templates\Windows Components\Internet Explorer\Offline Pages\Subscription Limits

		File menu: Disable Save As... menu option		Prevents users from saving Web pages from the browser File menu to their hard disk or to a network share.

If you enable this policy, the Save As command on the File menu will be removed.

If you disable this policy or do not configure it, users can save Web pages for later viewing.

This policy takes precedence over the "File Menu: Disable Save As Web Page Complete" policy, which prevents users from saving the entire contents that are displayed or run from a Web Page, such as graphics, scripts, and linked files, but does not prevent users from saving the text of a Web page.

Caution: If you enable this policy, users are not prevented from saving Web content by pointing to a link on a Web page, clicking the right mouse button, and then clicking Save Target As.		Administrative Templates\Windows Components\Internet Explorer\Browser menus\File menu: Disable Save As... menu option

		File menu: Disable New menu option		Prevents users from opening a new browser window from the File menu.

If this policy is enabled, users cannot open a new browser window by clicking the File menu, pointing to the New menu, and then clicking Window. The user interface is not changed, but a new window will not be opened, and users will be informed that the command is not available.

If you disable this policy or do not configure it, users can open a new browser window from the File menu.

Caution: This policy does not prevent users from opening a new browser window by right-clicking, and then clicking the Open in New Window command. To prevent users from using the shortcut menu to open new browser windows, you should also set the "Disable Open in New Window menu option" policy, which disables this command on the shortcut menu, or the "Disable context menu" policy, which disables the entire shortcut menu.		Administrative Templates\Windows Components\Internet Explorer\Browser menus\File menu: Disable New menu option

		File menu: Disable Open menu option		Prevents users from opening a file or Web page from the File menu in Internet Explorer.

If you enable this policy, the Open dialog box will not appear when users click the Open command on the File menu. If users click the Open command, they will be notified that the command is not available.

If you disable this policy or do not configure it, users can open a Web page from the browser File menu.

Caution: This policy does not prevent users from right-clicking a link on a Web page, and then clicking the Open or Open in New Window command. To prevent users from opening Web pages by using the shortcut menu, set the "Disable Open in New Window menu option" policy, which disables this command on the shortcut menu, or the "Disable context menu" policy, which disables the entire shortcut menu.		Administrative Templates\Windows Components\Internet Explorer\Browser menus\File menu: Disable Open menu option

		File menu: Disable Save As Web Page Complete		Prevents users from saving the complete contents that are displayed on or run from a Web page, including the graphics, scripts, linked files, and other elements. It does not prevent users from saving the text of a Web page.

If you enable this policy, the Web Page, Complete file type option will be removed from the Save as Type box in the Save Web Page dialog box. Users can still save Web pages as hypertext markup language (HTML) files or as text files, but graphics, scripts, and other elements are not saved. To display the Save Web Page dialog box, users click the File menu, and then click the Save As command.

If you disable this policy or do not configure it, users can save all elements on a Web page.

The "File menu: Disable Save As... menu option" policy, which removes the Save As command, takes precedence over this policy. If it is enabled, this policy is ignored.		Administrative Templates\Windows Components\Internet Explorer\Browser menus\File menu: Disable Save As Web Page Complete

		File menu: Disable closing the browser and Explorer windows		Prevents users from closing Microsoft Internet Explorer and Windows Explorer.

If you enable this policy, the Close command on the File menu will appear dimmed.

If you disable this policy or do not configure it, users are not prevented from closing the browser or Windows Explorer.

Note: The Close button in the top right corner of the program will not work; if users click the Close button, they will be informed that the command is not available.		Administrative Templates\Windows Components\Internet Explorer\Browser menus\File menu: Disable closing the browser and Explorer windows

		View menu: Disable Source menu option		Prevents users from viewing the HTML source of Web pages by clicking the Source command on the View menu.

If you enable this policy, the Source command on the View menu will appear dimmed.

If you disable this policy or do not configure it, then users can view the HTML source of Web pages from the browser View menu.

Caution: This policy does not prevent users from viewing the HTML source of a Web page by right-clicking a Web page to open the shortcut menu, and then clicking View Source. To prevent users from viewing the HTML source of a Web page from the shortcut menu, set the "Disable context menu" policy, which disables the entire shortcut menu.		Administrative Templates\Windows Components\Internet Explorer\Browser menus\View menu: Disable Source menu option

		View menu: Disable Full Screen menu option		Prevents users from displaying the browser in full-screen (kiosk) mode, without the standard toolbar.

If you enable this policy, the Full Screen command on the View menu will appear dimmed, and pressing F11 will not display the browser in a full screen.

If you disable this policy or do not configure it, users can display the browser in a full screen.

This policy is intended to prevent users from displaying the browser without toolbars, which might be confusing for some beginning users		Administrative Templates\Windows Components\Internet Explorer\Browser menus\View menu: Disable Full Screen menu option

		Hide Favorites menu		Prevents users from adding, removing, or editing the list of Favorite links.

The Favorites list is a way to store popular links for future use.

If you enable this policy, the Favorites menu is removed from the interface, and the Favorites button on the browser toolbar appears dimmed. The Add to Favorites command on the shortcut menu is disabled; when users click it, they are informed that the command is unavailable.

If you disable this policy or do not configure it, users can manage their Favorites list.

This policy is intended to ensure that users maintain consistent lists of favorites across your organization.

Note: If you enable this policy, users also cannot click Synchronize on the Tools menu to manage their favorite links that are set up for offline viewing.		Administrative Templates\Windows Components\Internet Explorer\Browser menus\Hide Favorites menu

		Tools menu: Disable Internet Options... menu option		Prevents users from opening the Internet Options dialog box from the Tools menu in Microsoft Internet Explorer.

If you enable this policy, users cannot change their Internet options, such as default home page, cache size, and connection and proxy settings, from the browser Tools menu. When users click the Internet Options command on the Tools menu, they are informed that the command is unavailable.

If you disable this policy or do not configure it, users can change their Internet settings from the browser Tools menu.

Caution: This policy does not prevent users from viewing and changing Internet settings by clicking the Internet Options icon in Windows Control Panel.

Also, see policies for Internet options in the \Administrative Templates\Windows Components\Internet Explorer and in \Administrative Templates\Windows Components\Internet Explorer\Internet Control Panel folders.		Administrative Templates\Windows Components\Internet Explorer\Browser menus\Tools menu: Disable Internet Options... menu option

		Help menu: Remove 'Tip of the Day' menu option		Prevents users from viewing or changing the Tip of the Day interface in Microsoft Internet Explorer.

If you enable this policy, the Tip of the Day command is removed from the Help menu.

If you disable this policy or do not configure it, users can enable or disable the Tip of the Day, which appears at the bottom of the browser.		Administrative Templates\Windows Components\Internet Explorer\Browser menus\Help menu: Remove 'Tip of the Day' menu option

		Help menu: Remove 'For Netscape Users' menu option		Prevents users from displaying tips for users who are switching from Netscape.

If you enable this policy, the For Netscape Users command is removed from the Help menu.

If you disable this policy or do not configure it, users can display content about switching from Netscape by clicking the For Netscape Users command on the Help menu.

Caution: Enabling this policy does not remove the tips for Netscape users from the Microsoft Internet Explorer Help file.		Administrative Templates\Windows Components\Internet Explorer\Browser menus\Help menu: Remove 'For Netscape Users' menu option

		Help menu: Remove 'Send Feedback' menu option		Prevents users from sending feedback to Microsoft by clicking the Send Feedback command on the Help menu.

If you enable this policy, the Send Feedback command is removed from the Help menu.

If you disable this policy or do not configure it, users can fill out an Internet form to provide feedback about Microsoft products.		Administrative Templates\Windows Components\Internet Explorer\Browser menus\Help menu: Remove 'Send Feedback' menu option

		Disable Context menu		Prevents the shortcut menu from appearing when users click the right mouse button while using the browser.

If you enable this policy, the shortcut menu will not appear when users point to a Web page, and then click the right mouse button.

If you disable this policy or do not configure it, users can use the shortcut menu.

This policy can be used to ensure that the shortcut menu is not used as an alternate method of running commands that have been removed from other parts of the interface.		Administrative Templates\Windows Components\Internet Explorer\Browser menus\Disable Context menu

		Disable Open in New Window menu option		Prevents using the shortcut menu to open a link in a new browser window.

If you enable this policy, users cannot point to a link, click the right mouse button, and then click the Open in New Window command.

If you disable this policy or do not configure it, users can open a Web page in a new browser window by using the shortcut menu.

This policy can be used in coordination with the "File menu: Disable New menu option" policy, which prevents users from opening the browser in a new window by clicking the File menu, pointing to New, and then clicking Window.

Note: When users click the Open in New Window command, the link will not open in a new window and they will be informed that the command is not available.		Administrative Templates\Windows Components\Internet Explorer\Browser menus\Disable Open in New Window menu option

		Disable Save this program to disk option		Prevents users from saving a program or file that Microsoft Internet Explorer has downloaded to the hard disk.

If you enable this policy, users cannot save a program to disk by clicking the Save This Program to Disk command while attempting to download a file. The file will not be downloaded and users will be informed that the command is not available.

If you disable this policy or do not configure it, users can download programs from their browsers.		Administrative Templates\Windows Components\Internet Explorer\Browser menus\Disable Save this program to disk option

		Disable customizing browser toolbar buttons		Prevents users from determining which buttons appear on the Microsoft Internet Explorer and Windows Explorer standard toolbars.

If you enable this policy, the Customize command on the Toolbars submenu of the View menu will be removed.

If you disable this policy or do not configure it, users can customize which buttons appear on the Internet Explorer and Windows Explorer toolbars.

This policy can be used in coordination with the "Disable customizing browser toolbars" policy, which prevents users from determining which toolbars are displayed in Internet Explorer and Windows Explorer.		Administrative Templates\Windows Components\Internet Explorer\Toolbars\Disable customizing browser toolbar buttons

		Disable customizing browser toolbars		Prevents users from determining which toolbars are displayed in Microsoft Internet Explorer and Windows Explorer.

If you enable this policy, the list of toolbars, which users can display by clicking the View menu and then pointing to the Toolbars command, will appear dimmed.

If you disable this policy or do not configure it, users can determine which toolbars are displayed in Windows Explorer and Internet Explorer.

This policy can be used in coordination with the "Disable customizing browser toolbar buttons" policy, which prevents users from adding or removing toolbars from Internet Explorer.		Administrative Templates\Windows Components\Internet Explorer\Toolbars\Disable customizing browser toolbars

		Configure Toolbar Buttons		Specifies which buttons will be displayed on the standard toolbar in Microsoft Internet Explorer.

If you enable this policy, you can specify whether or not each button will be displayed by selecting or clearing the check boxes for each button.

If you disable this policy or do not configure it, the standard toolbar will be displayed with its default settings, unless users customize it.		Administrative Templates\Windows Components\Internet Explorer\Toolbars\Configure Toolbar Buttons

		File size limits for Local Machine zone		Limits the amount of storage that a page or site using the DHTML Persistence behavior can use for the Local Computer security zone.

If you enable this policy, you can specify the persistence storage amount per domain or per document for this security zone.

If you disable this policy or do not configure it, you cannot set this limit.

Note: This setting does not appear in the user interface.		Administrative Templates\Windows Components\Internet Explorer\Persistence Behavior\File size limits for Local Machine zone

		File size limits for Intranet zone		Limits the amount of storage that a page or site using the DHTML Persistence behavior can use for the Local Intranet security zone.

If you enable this policy, you can specify the persistence storage amount per domain or per document for this security zone.

If you disable this policy or do not configure it, you cannot set this limit.

Note: This setting does not appear in the user interface.		Administrative Templates\Windows Components\Internet Explorer\Persistence Behavior\File size limits for Intranet zone

		File size limits for Trusted Sites zone		Limits the amount of storage that a page or site using the DHTML Persistence behavior can use for the Trusted Sites security zone.

If you enable this policy, you can specify the persistence storage amount per domain or per document for this security zone.

If you disable this policy or do not configure it, you cannot set this limit.

Note: This setting does not appear in the user interface.		Administrative Templates\Windows Components\Internet Explorer\Persistence Behavior\File size limits for Trusted Sites zone

		File size limits for Internet zone		Limits the amount of storage that a page or site using the DHTML Persistence behavior can use for the Internet security zone.

If you enable this policy, you can specify the persistence storage amount per domain or per document for this security zone.

If you disable this policy or do not configure it, you cannot set this limit.

Note: This setting does not appear in the user interface.		Administrative Templates\Windows Components\Internet Explorer\Persistence Behavior\File size limits for Internet zone

		File size limits for Restricted Sites zone		Limits the amount of storage that a page or site using the DHTML Persistence behavior can use for the Restricted Sites security zone.

If you enable this policy, you can specify the persistence storage amount per domain or per document for this security zone.

If you disable this policy or do not configure it, you cannot set this limit.

Note: This setting does not appear in the user interface.		Administrative Templates\Windows Components\Internet Explorer\Persistence Behavior\File size limits for Restricted Sites zone

		Media Player		Designates the Media Player ActiveX control as administrator-approved.

This control is used for playing sounds, videos, and other media.

If you enable this policy, this control can be run in security zones in which you specify that administrator-approved controls can be run.

If you disable this policy or do not configure it, this control will not be designated as administrator-approved.

To specify how administrator-approved controls are handled for each security zone, carry out the following steps:

1. In Group Policy, click User Configuration, click Internet Explorer Maintenance, and then click Security.
2. Double-click Security Zones and Content Ratings, click Import the Current Security Zones Settings, and then click Modify Settings.
3. Select the content zone in which you want to manage ActiveX controls, and then click Custom Level.
4. In the Run ActiveX Controls and Plug-ins area, click Administrator Approved.		Administrative Templates\Windows Components\Internet Explorer\Administrator Approved Controls\Media Player

		Menu Controls		Designates a set of Microsoft ActiveX controls used to manipulate pop-up menus in the browser as administrator-approved.

If you enable this policy, these controls can be run in security zones in which you specify that administrator-approved controls can be run.

If you disable this policy or do not configure it, these controls will not be designated as administrator-approved.

To specify a control as administrator-approved, click Enabled, and then select the check box for the control:

-- MCSiMenu - enables Web authors to control the placement and appearance of Windows pop-up menus on Web pages
-- Popup Menu Object - enables Web authors to add pop-up menus to Web pages

To specify how administrator-approved controls are handled for each security zone, carry out the following steps:

1. In Group Policy, click User Configuration, click Internet Explorer Maintenance, and then click Security.
2. Double-click Security Zones and Content Ratings, click Import the Current Security Zones Settings, and then click Modify Settings.
3. Select the content zone in which you want to manage ActiveX controls, and then click Custom Level.
4. In the Run ActiveX Controls and Plug-ins area, click Administrator Approved.		Administrative Templates\Windows Components\Internet Explorer\Administrator Approved Controls\Menu Controls

		Microsoft Agent		Designates the Microsoft Agent ActiveX control as administrator-approved.

Microsoft Agent is a set of software services that supports the presentation of software agents as interactive personalities within the Microsoft Windows interface.

If you enable this policy, this control can be run in security zones in which you specify that administrator-approved controls can be run.

If you disable this policy or do not configure it, these controls will not be designated as administrator-approved.

To specify how administrator-approved controls are handled for each security zone, carry out the following steps:

1. In Group Policy, click User Configuration, click Internet Explorer Maintenance, and then click Security.
2. Double-click Security Zones and Content Ratings, click Import the Current Security Zones Settings, and then click Modify Settings.
3. Select the content zone in which you want to manage ActiveX controls, and then click Custom Level.
4. In the Run ActiveX Controls and Plug-ins area, click Administrator Approved.		Administrative Templates\Windows Components\Internet Explorer\Administrator Approved Controls\Microsoft Agent

		Microsoft Chat		Designates the Microsoft Chat ActiveX control as administrator-approved.

This control is used by Web authors to build text-based and graphical-based Chat communities for real-time conversations on the Web.

If you enable this policy, this control can be run in security zones in which you specify that administrator-approved controls can be run.

If you disable this policy or do not configure it, this control will not be designated as administrator-approved.

To specify how administrator-approved controls are handled for each security zone, carry out the following steps:

1. In Group Policy, click User Configuration, click Internet Explorer Maintenance, and then click Security.
2. Double-click Security Zones and Content Ratings, click Import the Current Security Zones Settings, and then click Modify Settings.
3. Select the content zone in which you want to manage ActiveX controls, and then click Custom Level.
4. In the Run ActiveX Controls and Plug-ins area, click Administrator Approved.		Administrative Templates\Windows Components\Internet Explorer\Administrator Approved Controls\Microsoft Chat

		Microsoft Survey Control				Administrative Templates\Windows Components\Internet Explorer\Administrator Approved Controls\Microsoft Survey Control

		Shockwave Flash				Administrative Templates\Windows Components\Internet Explorer\Administrator Approved Controls\Shockwave Flash

		NetShow File Transfer Control				Administrative Templates\Windows Components\Internet Explorer\Administrator Approved Controls\NetShow File Transfer Control

		DHTML Edit Control				Administrative Templates\Windows Components\Internet Explorer\Administrator Approved Controls\DHTML Edit Control

		Microsoft Scriptlet Component				Administrative Templates\Windows Components\Internet Explorer\Administrator Approved Controls\Microsoft Scriptlet Component

		Carpoint		Designates the Microsoft Network (MSN) Carpoint automatic pricing control as administrator-approved.

This control enables enhanced pricing functionality on the Carpoint Web site, where users can shop for and obtain information about vehicles.

If you enable this policy, this control can be run in security zones in which you specify that administrator-approved controls can be run.

If you disable this policy or do not configure it, this control will not be designated as administrator-approved.

To specify how administrator-approved controls are handled for each security zone, carry out the following steps:

1. In Group Policy, click User Configuration, click Internet Explorer Maintenance, and then click Security.
2. Double-click Security Zones and Content Ratings, click Import the Current Security Zones Settings, and then click Modify Settings.
3. Select the content zone in which you want to manage ActiveX controls, and then click Custom Level.
4. In the Run ActiveX Controls and Plug-ins area, click Administrator Approved.		Administrative Templates\Windows Components\Internet Explorer\Administrator Approved Controls\Carpoint

		Investor		Designates a set of Microsoft Network (MSN) Investor controls as administrator-approved.

These controls enable users to view updated lists of stocks on their Web pages.

If you enable this policy, these controls can be run in security zones in which you specify that administrator-approved controls can be run.

If you disable this policy or do not configure it, these controls will not be designated as administrator-approved.

Select the check boxes for the controls that you want to designate as administrator-approved.

To specify how administrator-approved controls are handled for each security zone, carry out the following steps:

1. In Group Policy, click User Configuration, click Internet Explorer Maintenance, and then click Security.
2. Double-click Security Zones and Content Ratings, click Import the Current Security Zones Settings, and then click Modify Settings.
3. Select the content zone in which you want to manage ActiveX controls, and then click Custom Level.
4. In the Run ActiveX Controls and Plug-ins area, click Administrator Approved.		Administrative Templates\Windows Components\Internet Explorer\Administrator Approved Controls\Investor

		MSNBC		Designates a set of MSNBC controls as administrator-approved.

These controls enable enhanced browsing of news reports on the MSNBC Web site.

If you enable this policy, these controls can be run in security zones in which you specify that administrator-approved controls can be run.

If you disable this policy or do not configure it, these controls will not be designated as administrator-approved.

Select the check boxes for the controls that you want to designate as administrator-approved.

To specify how administrator-approved controls are handled for each security zone, carry out the following steps:

1. In Group Policy, click User Configuration, click Internet Explorer Maintenance, and then click Security.
2. Double-click Security Zones and Content Ratings, click Import the Current Security Zones Settings, and then click Modify Settings.
3. Select the content zone in which you want to manage ActiveX controls, and then click Custom Level.
4. In the Run ActiveX Controls and Plug-ins area, click Administrator Approved.		Administrative Templates\Windows Components\Internet Explorer\Administrator Approved Controls\MSNBC

		Set and lock skin		Enables the Windows Media Player to be shown only in skin mode, using a specified skin.

This policy displays the player only in skin mode using the skin specified in the Skin box on the Policy tab.

 You must use the complete file name for the skin (for example, miniplayer.wmz). If the skin is not installed on a user's computer, or if the Skin box is blank, the Player opens using the default Windows Media Player skin. 

A user has access only to the player features that are available with the specified skin. The user cannot switch the player to full mode and cannot choose a different skin.

When this policy is not configured or disabled, a user can display the player in full or skin mode and has access to all available features of the player.		Administrative Templates\Windows Components\Windows Media Player\User Interface\Set and lock skin

		Do not show anchor		Prevents the anchor window from being displayed when the Windows Media Player is in compact mode.

This policy hides the anchor window when the player is in compact mode. In addition, the option on the Player tab in the Options dialog box that enables users to choose whether the anchor window displays is not avaliable.

If this policy is not configured or disabled, the user can show or hide the anchor window when the player is in compact mode by using the Player tab in the Options dialog box.

When this policy is not configured and the Set and Lock Skin policy is enabled, some options in the anchor window are not available.		Administrative Templates\Windows Components\Windows Media Player\User Interface\Do not show anchor

		Prevent codec download		Prevents codecs from being downloaded to the Windows Media Player.
This policy prevents the player from automatically downloading codecs.

When this policy is enabled, codecs are not automatically downloaded and the "Enable automatic codec download" check box on the Player tab in the Options dialog box is not available.

When this policy is disabled, codecs are automatically downloaded and the "Enable automatic codec download" check box on the Player tab in the Options dialog box is not available.

When this policy is not configured, users can change the option on the Player tab.		Administrative Templates\Windows Components\Windows Media Player\Playback\Prevent codec download

		Hide Network Tab		Hides the Network tab.

This policy hides the Network tab in the Options dialog box. The default network settings are used unless the user has previously defined network settings for the Player.

When this policy is not configured or disabled, the Network tab appears in the Options dialog box and users can use it to change network settings.		Administrative Templates\Windows Components\Windows Media Player\Networking\Hide Network Tab

		Streaming Media Protocols		Specifies that the selected protocols are used when receiving streaming media from an mms:// URL.

This policy specifies that the protocols that are selected on the Policy tab can be used to receive streaming media from an mms:// URL. This policy also specifies that multicast streams can be received if the Multicast check box is selected.

For example, if this policy is enabled, and only the HTTP protocol is selected, the HTTP protocol is used to receive streaming media from an mms:// URL. Streaming media from an mms:// URL that requires the UDP or TCP protocols cannot be played.

If the UDP check box is selected on the Policy tab and the UDP Ports box is blank, the Player uses default ports when playing content from an mms:// URL. If the UDP check box is not selected, the information in the UDP Ports box is ignored.

If none of the protocols are selected when this policy is enabled, content from an mms:// URL cannot be played.

When this policy is enabled or disabled, the Protocols area of the Network tab in the Options dialog box is not available. If the Hide Network tab policy is enabled, the entire Network tab is hidden.

If this policy is disabled, the player cannot receive streaming media with an mms:// URL.

If it is necessary to control the kind of streaming media that is received, it is recommended that other methods, such as firewalls, be used.		Administrative Templates\Windows Components\Windows Media Player\Networking\Streaming Media Protocols

		Configure HTTP Proxy		Specifies the HTTP proxy settings for the Windows Media Player.

When this policy is enabled, a proxy type (Autodetect, Browser, or Custom) must be selected. Autodetect means that the proxy settings are automatically detected. Browser means that the browser proxy settings are used.

If the Custom proxy type is selected, the rest of the options on the Policy tab must be specified, because no default settings are used for the proxy. The options are ignored if Autodetect or Browser is selected.

The Configure button on the Network tab in the Options dialog box is not available when this policy is enabled and the protocol cannot be configured in the player. If the Hide Network Tab policy is also enabled, the entire Network tab is hidden.

This policy is ignored if the Streaming Media Protocols policy is enabled and HTTP is not selected.

When this policy is not configured, the user can specify the HTTP proxy settings on the Network tab.

When this policy is disabled, the player cannot use the HTTP proxy and the user cannot change the HTTP proxy settings on the Network tab.		Administrative Templates\Windows Components\Windows Media Player\Networking\Configure HTTP Proxy

		Configure MMS Proxy		Specifies the MMS proxy settings for the Windows Media Player.

When this policy is enabled, a proxy type (Autodetect or Custom) must be selected. Autodetect means that the proxy settings are automatically detected. If the Custom proxy type is selected, the rest of the options on the Policy tab must be specified; otherwise, the default settings are used. The options are ignored if Autodetect is selected.

The Configure button on the Network tab in the Options dialog box is not available when this policy is enabled and the protocol cannot be configured in the player. If the Hide Network Tab policy is also enabled, the entire Network tab is hidden.

This policy is ignored if the Streaming Media Protocols policy is enabled and Multicast is not selected.

When this policy is not configured, the user can specify the MMS proxy settings on the Network tab.

When this policy is disabled, the MMS proxy cannot be used and the user cannot change the MMS proxy settings on the Network tab.		Administrative Templates\Windows Components\Windows Media Player\Networking\Configure MMS Proxy

		Configure Network Buffering		Specifies whether network buffering is done using the default or a specified number of seconds.

This policy specifies that the default network buffering is used or specifies the number of seconds streaming media is buffered before it is played.

If you select Custom on the Policy tab, you must also specify the number of seconds (up to 60) that streaming media is buffered. If Default is selected, the number of seconds that is specified is ignored.

The Use default buffering and Buffer options on the Performance tab in the Options dialog box are not available.

When this policy is not configured or disabled, the user can change the buffering options on the Performance tab.		Administrative Templates\Windows Components\Windows Media Player\Networking\Configure Network Buffering

		Remove user's folders from the Start Menu		Hides all folders on the user-specific (top) section of the Start menu. Other items appear, but folders are hidden.

This setting is designed for use with redirected folders. Redirected folders appear on the main (bottom) section of the Start menu. However, the original, user-specific version of the folder still appears on the top section of the Start menu. Because the appearance of two folders with the same name might confuse users, you can use this setting to hide user-specific folders.

Note that this setting hides all user-specific folders, not just those associated with redirected folders.

If you enable this setting, no folders appear on the top section of the Start menu. If users add folders to the Start Menu directory in their user profiles, the folders appear in the directory but not on the Start menu.

If you disable this setting or do not configured it, Windows 2000 and Windows XP display folders on both sections of the Start menu.		Administrative Templates\Start Menu and Taskbar\Remove user's folders from the Start Menu

		Remove links and access to Windows Update		Prevents users from connecting to the Windows Update Web site.

This setting blocks user access to the Windows Update Web site at http://windowsupdate.microsoft.com. Also, the setting removes the Windows Update hyperlink from the Start menu and from the Tools menu in Internet Explorer.

Windows Update, the online extension of Windows, offers software updates to keep a user’s system up-to-date. The Windows Update Product Catalog determines any system files, security fixes, and Microsoft updates that users need and shows the newest versions available for download.

Also, see the "Hide the "Add programs from Microsoft" option" setting.		Administrative Templates\Start Menu and Taskbar\Remove links and access to Windows Update

		Remove common program groups from Start Menu		Removes items in the All Users profile from the Programs menu on the Start menu.

By default, the Programs menu contains items from the All Users profile and items from the user's profile. If you enable this setting, only items in the user's profile appear in the Programs menu.

Tip: To see the Program menu items in the All Users profile, on the system drive, go to Documents and Settings\All Users (WINNT)\Start Menu\Programs.		Administrative Templates\Start Menu and Taskbar\Remove common program groups from Start Menu

		Remove My Documents icon from Start Menu		Removes the My Documents icon from the Start menu and its submenus.

This setting only removes the icon. It does not prevent the user from using other methods to gain access to the contents of the My Documents folder.

Note: To make changes to this setting effective, you must log off and then log on.

Also, see the "Remove My Documents icon on the desktop" setting.		Administrative Templates\Start Menu and Taskbar\Remove My Documents icon from Start Menu

		Remove Documents menu from Start Menu		Removes the Documents menu from the Start menu.

The Documents menu contains links to the nonprogram files that users have most recently opened. It appears so that users can easily reopen their documents.

If you enable this setting, the system saves document shortcuts but does not display them in the Documents menu. If you later disable it or set it to Not Configured, the document shortcuts saved before the setting was enabled and while it was in effect appear in the Documents menu.

Note: This setting does not prevent Windows programs from displaying shortcuts to recently opened documents. See the "Do not keep history of recently opened documents" setting.

Also, see the "Do not keep history of recently opened documents" and "Clear history of recenTly opened documents on exit" policies in this folder.

This setting also does not hide document shortcuts displayed in the Open dialog box. See the "Hide the dropdown list of recent files" setting.		Administrative Templates\Start Menu and Taskbar\Remove Documents menu from Start Menu

		Remove programs on Settings menu		Prevents Control Panel, Printers, and Network Connections from running.

This setting removes the Control Panel, Printers, and Network and Connection folders from Settings on the Start menu, and from My Computer and Windows Explorer. It also prevents the programs represented by these folders (such as Control.exe) from running.

However, users can still start Control Panel items by using other methods, such as right-clicking the desktop to start Display or right-clicking My Computer to start System.

Also, see the "Disable Control Panel," "Disable Display in Control Panel," and "Remove Network Connections from Start Menu" settings.		Administrative Templates\Start Menu and Taskbar\Remove programs on Settings menu

		Remove Network Connections from Start Menu		Prevents users from running Network Connections.

This setting prevents the Network Connections folder from opening. This setting also removes Network Connections from Settings on the Start menu.

Network Connections still appears in Control Panel and in Windows Explorer, but if users try to start it, a message appears explaining that a setting prevents the action.

Also, see the "Disable programs on Settings menu" and "Disable Control Panel" settings and the settings in the Network Connections folder (Computer Configuration and User Configuration\Administrative Templates\Network\Network Connections).		Administrative Templates\Start Menu and Taskbar\Remove Network Connections from Start Menu

		Remove Favorites menu from Start Menu		Prevents users from adding the Favorites menu to the Start menu or classic Start menu.

If you enable this setting, the Display Favorites item does not appear in the Advanced Start menu options box.

If you disable or do not configure this setting, the Display Favorite item is available.

Note:The Favorities menu does not appear on the Start menu by default. To display the Favorites menu, right-click Start, click Properties, and then click Customize.  If you are using Start menu, click the Advanced tab, and then, under Start menu items, click the Favorites menu. If you are using the classic Start menu, click Display Favorites under Advanced Start menu options.

Note:The items that appear in the Favorites menu when you install Windows are preconfigured by the system to appeal to most users. However, users can add and remove items from this menu, and system administrators can create a customized Favorites menu for a user group.

Note:This setting only affects the Start menu. The Favorites item still appears in Windows Explorer and in Internet Explorer.		Administrative Templates\Start Menu and Taskbar\Remove Favorites menu from Start Menu

		Remove Search menu from Start Menu		Removes the Search item from the Start menu, and disables some Windows Explorer search elements.

This setting removes the Search item from the Start menu and from the context menu that appears when you right-click the Start menu. Also, the system does not respond when users press the Application key (the key with the Windows logo)+ F.

In Windows Explorer, the Search item still appears on the Standard buttons toolbar, but the system does not respond when the user presses Ctrl+F. Also, Search does not appear in the context menu when you right-click an icon representing a drive or a folder.

This setting affects the specified user interface elements only. It does not affect Internet Explorer and does not prevent the user from using other methods to search.

Also, see the "Remove Search button from Windows Explorer" setting in User Configuration\Administrative Templates\Windows Components\Windows Explorer.

Note:

This setting also prevents the user from using the F3 key.		Administrative Templates\Start Menu and Taskbar\Remove Search menu from Start Menu

		Remove Help menu from Start Menu		Removes the Help command from the Start menu.

This setting only affects the Start menu. It does not remove the Help menu from Windows Explorer and does not prevent users from running Help.		Administrative Templates\Start Menu and Taskbar\Remove Help menu from Start Menu

		Remove Run menu from Start Menu		Allows you to remove the Run command from the Start menu, Internet Explorer, and Task Manager.

If you enable this setting, the following changes occur:

(1) The Run command is removed from the Start menu.

(2) The New Task (Run) command is removed from Task Manager.

(3) The user will be blocked from entering the following into the Internet Explorer Address Bar:

--- A UNC path: \\<server>\<share> 

---Accessing local drives:  e.g., C:

--- Accessing local folders: e.g., \temp>

Also, users with extended keyboards will no longer be able to display the Run dialog box by pressing the Application key (the key with the Windows logo) + R.

If you disable or do not configure this setting, users will be able to access the Run command in the Start menu and in Task Manager and use the Internet Explorer Address Bar.



Note:This setting affects the specified interface only. It does not prevent users from using other methods to run programs.

Note: It is a requirement for third-party applications with Windows 2000 or later certification to adhere to this setting.		Administrative Templates\Start Menu and Taskbar\Remove Run menu from Start Menu

		Remove My Pictures icon from Start Menu		Removes the My Pictures icon from the Start Menu.		Administrative Templates\Start Menu and Taskbar\Remove My Pictures icon from Start Menu

		Remove My Music icon from Start Menu		Removes the My Music icon from the Start Menu.		Administrative Templates\Start Menu and Taskbar\Remove My Music icon from Start Menu

		Remove My Network Places icon from Start Menu		Removes the My Network Places icon from the Start Menu.		Administrative Templates\Start Menu and Taskbar\Remove My Network Places icon from Start Menu

		Add Logoff to the Start Menu		Adds the "Log Off <username>" item to the Start menu and prevents users from removing it.

If you enable this setting, the Log Off <username> item appears in the Start menu. This setting also removes the Display Logoff item from Start Menu Options. As a result, users cannot remove the Log Off <username> item from the Start Menu.

If you disable this setting or do not configure it, users can use the Display Logoff item to add and remove the Log Off item.

This setting affects the Start menu only. It does not affect the Log Off item on the Windows Security dialog box that appears when you press Ctrl+Alt+Del.

Note: To add or remove the Log Off item on a computer, click Start, click Settings, click Taskbar and Start Menu, click the Start Menu Options tab, and then, in the Start Menu Settings box, click Display Logoff.

Also, see "Remove Logoff" in User Configuration\Administrative Templates\System\Logon/Logoff.		Administrative Templates\Start Menu and Taskbar\Add Logoff to the Start Menu

		Remove Logoff on the Start Menu		Removes the "Log Off <username>" item from the Start menu and prevents users from restoring it.

If you enable this setting, the Log Off <username> item does not appear in the Start menu. This setting also removes the Display Logoff item from Start Menu Options. As a result, users cannot restore the Log Off <username> item to the Start Menu.

If you disable this setting or do not configure it, users can use the Display Logoff item to add and remove the Log Off item.

This setting affects the Start menu only. It does not affect the Log Off item on the Windows Security dialog box that appears when you press Ctrl+Alt+Del, and it does not prevent users from using other methods to log off.

Tip: To add or remove the Log Off item on a computer, click Start, click Settings, click Taskbar and Start Menu, click the Start Menu Options tab and, in the Start Menu Settings box, click Display Logoff.

See also: "Remove Logoff" in User Configuration\Administrative Templates\System\Logon/Logoff.		Administrative Templates\Start Menu and Taskbar\Remove Logoff on the Start Menu

		Remove and prevent access to the Shut Down command		Prevents users from shutting down or restarting Windows.

This setting removes the Shut Down option from the Start menu and disables the Shut Down button on the Windows Security dialog box, which appears when you press CTRL+ALT+DEL.

This setting prevents users from using the Windows user interface to shut down the system, although it does not prevent them from running programs that shut down Windows.

If you disable this setting or do not configure it, the Shut Down menu option appears, and the Shut Down button is enabled.

Note: It is a requirement for third-party applications with Windows 2000 or later certification to adhere to this setting.		Administrative Templates\Start Menu and Taskbar\Remove and prevent access to the Shut Down command

		Remove Drag-and-drop context menus on the Start Menu		Prevents users from using the drag-and-drop method to reorder or remove items on the Start menu. Also, it removes context menus from the Start menu.

If you disable this setting or do not configure it, users can remove or reorder Start menu items by dragging and dropping the item. They can display context menus by right-clicking a Start menu item.

This setting does not prevent users from using other methods of customizing the Start menu or performing the tasks available from the context menus.

Also, see the "Prevent changes to Taskbar and Start Menu Settings" and the "Remove access to the context menus for taskbar" settings.		Administrative Templates\Start Menu and Taskbar\Remove Drag-and-drop context menus on the Start Menu

		Prevent changes to Taskbar and Start Menu Settings		Removes the Taskbar and Start Menu item from Settings on the Start menu. This setting also prevents the user from opening the Taskbar Properties dialog box.

If the user right-clicks the taskbar and then clicks Properties, a message appears explaining that a setting prevents the action.		Administrative Templates\Start Menu and Taskbar\Prevent changes to Taskbar and Start Menu Settings

		Remove access to the context menus for the taskbar		Hides the menus that appear when you right-click the taskbar and items on the taskbar, such as the Start button, the clock, and the taskbar buttons.

This setting does not prevent users from using other methods to issue the commands that appear on these menus.		Administrative Templates\Start Menu and Taskbar\Remove access to the context menus for the taskbar

		Do not keep history of recently opened documents		Prevents the operating system and installed programs from creating and displaying shortcuts to recently opened documents.

If you enable this setting, the system and Windows programs do not create shortcuts to documents opened while the setting is in effect. Also, they retain but do not display existing document shortcuts. The system empties the Documents menu on the Start menu, and Windows programs do not display shortcuts at the bottom of the File menu.

If you disable this setting, the system defaults are enforced. Disabling this setting has no effect on the system.

Note: The system saves document shortcuts in the user profile in the System-drive\Documents and Settings\User-name\Recent folder.

Also, see the "Remove Documents menu from Start Menu" and "Clear history of recently opened documents on exit" policies in this folder.

If you enable this setting but do not enable the "Remove Documents menu from Start Menu" setting, the Documents menu appears on the Start menu, but it is empty.

If you enable this setting, but then later disable it or set it to Not Configured, the document shortcuts saved before the setting was enabled reappear in the Documents menu and program File menus.

This setting does not hide document shortcuts displayed in the Open dialog box. See the "Hide the dropdown list of recent files" setting.

Note: It is a requirement for third-party applications with Windows 2000 or later certification to adhere to this setting.		Administrative Templates\Start Menu and Taskbar\Do not keep history of recently opened documents

		Clear history of recently opened documents on exit		Clear history of recently opened documents on exit.

If you enable this setting, the system deletes shortcuts to recently used document files when the user logs off. As a result, the Documents menu on the Start menu is always empty when the user logs on.

If you disable or do not configure this setting, the system retains document shortcuts, and when a user logs on the Documents menu appears just as it did when the user logged off.

Note: The system saves document shortcuts in the user profile in the System-drive\Documents and Settings\User-name\Recent folder.

Also, see the "Remove Documents menu from Start Menu" and "Do not keep history of recently opened documents" policies in this folder. The system only uses this setting when neither of these related settings are selected.

This setting does not clear the list of recent files that Windows programs display at the bottom of the File menu. See the "Do not keep history of recently opened documents" setting.

This policy setting also does not hide document shortcuts displayed in the Open dialog box. See the "Hide the dropdown list of recent files" setting.		Administrative Templates\Start Menu and Taskbar\Clear history of recently opened documents on exit

		Turn off personalized menus		Disables personalized menus.

Windows 2000 personalizes long menus by moving recently used items to the top of the menu and hiding items that have not been used recently. Users can display the hidden items by clicking an arrow to extend the menu.

If you enable this setting, the system does not personalize menus. All menu items appear and remain in standard order. Also, this setting removes the "Use Personalized Menus" option so users do not try to change the setting while a setting is in effect.

Note: Personalized menus require user tracking. If you enable the "Turn off user tracking" setting, the system disables user tracking and personalized menus and ignores this setting.

Tip: To Turn off personalized menus without specifying a setting, click Start, click Settings, click Taskbar and Start Menu, and then, on the General tab, clear the "Use Personalized Menus" option.		Administrative Templates\Start Menu and Taskbar\Turn off personalized menus

		Turn off user tracking		Disables user tracking.

This setting prevents the system from tracking the programs users run, the paths they navigate, and the documents they open. The system uses this information to customize Windows features, such as personalized menus.

If you enable this setting, the system does not track these user actions. The system disables customized features that require user tracking information, including personalized menus.

Also, see the "Turn off personalized menus" setting.		Administrative Templates\Start Menu and Taskbar\Turn off user tracking

		Add "Run in Separate Memory Space" check box to Run dialog box		Lets users run a 16-bit program in a dedicated (not shared) Virtual DOS Machine (VDM) process.

All DOS and 16-bit programs run on Windows 2000 in the Windows Virtual DOS Machine program. VDM simulates a 16-bit environment, complete with the DLLs required by 16-bit programs. By default, all 16-bit programs run as threads in a single, shared VDM process. As such, they share the memory space allocated to the VDM process and cannot run simultaneously.

Enabling this setting adds a check box to the Run dialog box, giving users the option of running a 16-bit program in its own dedicated NTVDM process. The additional check box is enabled only when a user enters a 16-bit program in the Run dialog box.		Administrative Templates\Start Menu and Taskbar\Add "Run in Separate Memory Space" check box to Run dialog box

		Do not use the search-based method when resolving shell shortcuts		Prevents the system from conducting a comprehensive search of the target drive to resolve a shortcut.

By default, when the system cannot find the target file for a shortcut (.lnk), it searches all paths associated with the shortcut. If the target file is located on an NTFS partition, the system then uses the target's file ID to find a path. If the resulting path is not correct, it conducts a comprehensive search of the target drive in an attempt to find the file.

If you enable this setting, the system does not conduct the final drive search. It just displays a message explaining that the file is not found.

Note: This setting only applies to target files on NTFS partitions. FAT partitions do not have this ID tracking and search capability.

Also, see the "Do not track Shell shortcuts during roaming" and the "Do not use the tracking-based method when resolving shell shortcuts" settings.		Administrative Templates\Start Menu and Taskbar\Do not use the search-based method when resolving shell shortcuts

		Do not use the tracking-based method when resolving shell shortcuts		Prevents the system from using NTFS tracking features to resolve a shortcut.

By default, when the system cannot find the target file for a shortcut (.lnk), it searches all paths associated with the shortcut. If the target file is located on an NTFS partition, the system then uses the target's file ID to find a path. If the resulting path is not correct, it conducts a comprehensive search of the target drive in an attempt to find the file.

If you enable this setting, the system does not try to locate the file by using its file ID. It skips this step and begins a comprehensive search of the drive specified in the target path.

Note: This setting only applies to target files on NTFS partitions. FAT partitions do not have this ID tracking and search capability.

Also, see the "Do not track Shell shortcuts during roaming" and the "Do not use the search-based method when resolving shell shortcuts" settings.		Administrative Templates\Start Menu and Taskbar\Do not use the tracking-based method when resolving shell shortcuts

		Gray unavailable Windows Installer programs Start Menu shortcuts		Displays Start menu shortcuts to partially installed programs in gray text.

This setting makes it easier for users to distinguish between programs that are fully installed and those that are only partially installed.

Partially installed programs include those that a system administrator assigns using Windows Installer and those that users have configured for full installation upon first use.

If you disable this setting or do not configure it, all Start menu shortcuts appear as black text.

Note: Enabling this setting can make the Start menu slow to open.		Administrative Templates\Start Menu and Taskbar\Gray unavailable Windows Installer programs Start Menu shortcuts

		Prevent grouping of taskbar items		This setting effects the taskbar buttons used to switch between running programs.

Taskbar grouping consolidates similar applications when there is no room on the taskbar. It kicks in when the user's taskbar is full.

If you enable this setting, it prevents the taskbar from grouping items that share the same program name. By default, this setting is always enabled.

If you disable or do not configure it, items on the taskbar that share the same program are grouped together. The users have the option to disable grouping if they choose.		Administrative Templates\Start Menu and Taskbar\Prevent grouping of taskbar items

		Turn off notification area cleanup		This setting effects the notification area, also called the "system tray."

The notification area is located in the task bar, generally at the bottom of the screen, and itincludes the clock and current notifications. This setting determines whether the items are always expanded or always collapsed. By default, notifications are collapsed. The notification cleanup << icon can be referred to as the "notification chevron."

If you enable this setting, the system notification area expands to show all of the notifications that use this area.

If you disable this setting, the system notification area will always collapse notifications.

If you do not configure it, the user can choose if they want notifications collapsed.		Administrative Templates\Start Menu and Taskbar\Turn off notification area cleanup

		Lock the Taskbar		This setting effects the taskbar, which is used to switch between running applications.

The taskbar includes the Start button, list of currently running tasks, and the notification area. By default, the taskbar is located at the bottom of the screen, but it can be dragged to any side of the screen. When it is locked, it cannot be moved or resized.

If you enable this setting, it prevents the user from moving or resizing the taskbar. While the taskbar is locked, auto-hide and other taskbar options are still available in Taskbar properties.

If you disable this setting or do not configure it, the user can configure the taskbar position.

Note: Enabling this setting also locks the quicklaunch bar and any other toolbars that the user has on their taskbar. The toolbar's position is locked, and the user cannot show and hide various toolbars using the taskbar context menu.		Administrative Templates\Start Menu and Taskbar\Lock the Taskbar

		Force classic Start Menu		This setting effects the presentation of the Start menu.

The classic Start menu in Windows 2000 allows users to begin common tasks, while the new Start menu consolidates common items onto one menu. When the classic Start menu is used, the following icons are placed on the desktop: My Documents, My Pictures, My Music, My Computer, and My Network Places. The new Start menu starts them directly.

If you enable this setting, the Start menu displays the classic Start menu in the Windows 2000 style and displays the standard desktop icons.

If you disable this setting, the Start menu only displays in the new style, meaning the desktop icons are now on the Start page.

If you do not configure this setting, the default is the new style, and the user can change the view.		Administrative Templates\Start Menu and Taskbar\Force classic Start Menu

		Remove Balloon Tips on Start Menu items		Hides pop-up text on the Start menu and in the notification area.

When you hold the cursor over an item on the Start menu or in the notification area, the system displays pop-up text providing additional information about the object.

If you enable this setting, some of this pop-up text is not displayed. The pop-up text affected by this setting includes "Click here to begin" on the Start button, "Where have all my programs gone" on the Start menu, and "Where have my icons gone" in the notification area.

If you disable this setting or do not configure it, all pop-up text is displayed on the Start menu and in the notification area.		Administrative Templates\Start Menu and Taskbar\Remove Balloon Tips on Start Menu items

		Remove pinned programs list from the Start Menu		If you enable this setting, the "Pinned Programs" list is removed from the Start menu, and the Internet and Email checkboxes are removed from the simple Start menu customization CPL.

If you disable this setting or do not configure it, the "Pinned Programs" list remains on the simple Start menu.		Administrative Templates\Start Menu and Taskbar\Remove pinned programs list from the Start Menu

		Remove frequent programs list from the Start Menu		If you enable this setting, the frequently used programs list is removed from the Start menu.

If you disable this setting or do not configure it, the frequently used programs list remains on the simple Start menu.		Administrative Templates\Start Menu and Taskbar\Remove frequent programs list from the Start Menu

		Remove All Programs list from the Start menu		If you enable this setting, the "All Programs" item is removed from the simple Start menu.

If you disable this setting or do not configure it, the "All Programs" item remains on the simple Start menu.		Administrative Templates\Start Menu and Taskbar\Remove All Programs list from the Start menu

		Remove and disable the Turn Off Computer button		If you enable this setting, the "Turn Off Computer" button is removed from the simple Start Menu and the user is prevented from turning off Windows using the standard shutdown user interface.

If you disable this setting or do not configure it, the "Turn off Computer" button remains on the simple Start menu.		Administrative Templates\Start Menu and Taskbar\Remove and disable the Turn Off Computer button

		Remove the "Undock PC" button from the Start Menu		If you enable this setting, the "Undock PC" button is removed from the simple Start Menu, and your PC cannot be undocked.

If you disable this setting or do not configure it, the "Undock PC" button remains on the simple Start menu, and your PC can be undocked.		Administrative Templates\Start Menu and Taskbar\Remove the "Undock PC" button from the Start Menu

		Remove user name from Start Menu		Remove user name from Start Menu		Administrative Templates\Start Menu and Taskbar\Remove user name from Start Menu

		Remove Clock from the system notification area		Prevents the clock in the system notification area from being displayed.

If you enable this setting, the clock will not be displayed in the system notification area.

If you disable or do not configure this setting, the default behavior of the clock appearing in the notification area will occur.		Administrative Templates\Start Menu and Taskbar\Remove Clock from the system notification area

		Hide the notification area		This setting affects the notification area (previously called the “system tray”) on the taskbar.

Description: The notification area is located at the far right end of the task bar and includes the icons for current notifications and the system clock.

If this setting is enabled, the user’s entire notification area, including the notification icons, is hidden. The taskbar displays only the Start button, taskbar buttons, custom toolbars (if any), and the system clock.

If this setting is disabled or is not configured, the notification area is shown in the user's taskbar.

Note: Enabling this setting overrides the "Turn off notification area cleanup" setting, because if the notification area is hidden, there is no need to clean up the icons.		Administrative Templates\Start Menu and Taskbar\Hide the notification area

		Do not display any custom toolbars in the taskbar		This setting affects the taskbar.

The taskbar includes the Start button, buttons for currently running tasks, custom toolbars, the notification area, and the system clock. Toolbars include Quick Launch, Address, Links, Desktop, and other custom toolbars created by the user or by an application.

If this setting is enabled, the taskbar does not display any custom toolbars, and the user cannot add any custom toolbars to the taskbar. Moreover, the “Toolbars” menu command and submenu are removed from the context menu. The taskbar displays only the Start button, taskbar buttons, the notification area, and the system clock.

If this setting is disabled or is not configured, the taskbar displays all toolbars. Users can add or remove custom toolbars, and the “Toolbars” command appears in the context menu.		Administrative Templates\Start Menu and Taskbar\Do not display any custom toolbars in the taskbar

		Hide and disable all items on the desktop		Removes icons, shortcuts, and other default and user-defined items from the desktop, including Briefcase, Recycle Bin, My Computer, and My Network Places.

Removing icons and shortcuts does not prevent the user from using another method to start the programs or opening the items they represent.

Also, see "Items displayed in Places Bar" in User Configuration\Administrative Templates\Windows Components\Common Open File Dialog to remove the Desktop icon from the Places Bar. This will help revent users from saving data to the Desktop.		Administrative Templates\Desktop\Hide and disable all items on the desktop

		Remove My Documents icon on the desktop		Removes most occurrences of the My Documents icon.

This setting removes the My Documents icon from the desktop, from Windows Explorer, from programs that use the Windows Explorer windows, and from the standard Open dialog box.

This setting does not prevent the user from using other methods to gain access to the contents of the My Documents folder.

This setting does not remove the My Documents icon from the Start menu. To do so, use the "Remove My Documents icon from Start Menu" setting.

Note: To make changes to this setting effective, you must log off from and log back on to Windows 2000.		Administrative Templates\Desktop\Remove My Documents icon on the desktop

		Remove My Computer icon on the desktop		This setting hides My Computer from the desktop and from the new Start menu. It also hides links to My Computer in the Web view of all Explorer windows, and it hides My Computer in the Explorer folder tree pane. If the user navigates into My Computer via the "Up" button while this setting is enabled, they view an empty My Computer folder. This setting allows administrators to restrict their users from seeing My Computer in the shell namespace, allowing them to present their users with a simpler desktop environment.

If you enable this setting, My Computer is hidden on the desktop, the new Start menu, the Explorer folder tree pane, and the Explorer Web views. If the user manages to navigate to My Computer, the folder will be empty.

If you disable this setting, My Computer is displayed as usual, appearing as normal on the desktop, Start menu, folder tree pane, and Web views, unless restricted by another setting.

If you do not configure this setting, the default is to display My Computer as usual.

Note: Hiding My Computer and its contents does not hide the contents of the child folders of My Computer. For example, if the users navigate into one of their hard drives, they see all of their folders and files there, even if this setting is enabled.		Administrative Templates\Desktop\Remove My Computer icon on the desktop

		Remove Recycle Bin icon from desktop		Removes most occurrences of the Recycle Bin icon.

This setting removes the Recycle Bin icon from the desktop, from Windows Explorer, from programs that use the Windows Explorer windows, and from the standard Open dialog box.

This setting does not prevent the user from using other methods to gain access to the contents of the Recycle Bin folder.

Note: To make changes to this setting effective, you must log off and then log back on.		Administrative Templates\Desktop\Remove Recycle Bin icon from desktop

		Remove Properties from the My Documents context menu		This setting hides Properties for the context menu on My Documents.

If you enable this setting, the Properties option will not be present when the user right-clicks My Documents or clicks My Documents and then goes to the File menu.  Likewise, Alt-Enter does nothing when My Documents is selected.

If you disable or do not configure this setting, the Properties option is displayed as usual.		Administrative Templates\Desktop\Remove Properties from the My Documents context menu

		Remove Properties from the My Computer context menu		This setting hides Properties on the context menu for My Computer.

If you enable this setting, the Properties option will not be present when the user right-clicks My Computer or clicks My Computer and then goes to the File menu.  Likewise, Alt-Enter does nothing when My Computer is selected.

If you disable or do not configure this setting, the Properties option is displayed as usual.		Administrative Templates\Desktop\Remove Properties from the My Computer context menu

		Remove Properties from the Recycle Bin context menu		Removes the Properties option from the Recycle Bin context menu.

If you enable this setting, the Properties option will not be present when the user right-clicks on Recycle Bin or opens Recycle Bin and then clicks File. Likewise, Alt-Enter does nothing when Recycle Bin is selected.

If you disable or do not configure this setting, the Properties option is displayed as usual.		Administrative Templates\Desktop\Remove Properties from the Recycle Bin context menu

		Hide My Network Places icon on desktop		Removes the My Network Places icon from the desktop.

This setting only affects the desktop icon. It does not prevent users from connecting to the network or browsing for shared computers on the network.		Administrative Templates\Desktop\Hide My Network Places icon on desktop

		Hide Internet Explorer icon on desktop		Removes the Internet Explorer icon from the desktop and from the Quick Launch bar on the taskbar.

This setting does not prevent the user from starting Internet Explorer by using other methods.		Administrative Templates\Desktop\Hide Internet Explorer icon on desktop

		Do not add shares of recently opened documents to My Network Places		Remote shared folders are not added to My Network Places whenever you open a document in the shared folder.

If you disable this setting or do not configure it, when you open a document in a remote shared folder, the system adds a connection to the shared folder to My Network Places.

If you enable this setting, shared folders are not added to My Network Places automatically when you open a document in the shared folder.		Administrative Templates\Desktop\Do not add shares of recently opened documents to My Network Places

		Prohibit user from changing My Documents path		Prevents users from changing the path to the My Documents folder.

By default, a user can change the location of the My Documents folder by typing a new path in the Target box of the My Documents Properties dialog box.

If you enable this setting, users are unable to type a new location in the Target box.		Administrative Templates\Desktop\Prohibit user from changing My Documents path

		Prevent adding, dragging, dropping and closing the Taskbar's toolbars		Prevents users from manipulating desktop toolbars.

If you enable this setting, users cannot add or remove toolbars from the desktop. Also, users cannot drag toolbars on to or off of docked toolbars.

Note: If users have added or removed toolbars, this setting prevents them from restoring the default configuration.

Tip: To view the toolbars that can be added to the desktop, right-click a docked toolbar (such as the taskbar beside the Start button), and point to "Toolbars."

Also, see the "Prohibit adjusting desktop toolbars" setting.		Administrative Templates\Desktop\Prevent adding, dragging, dropping and closing the Taskbar's toolbars

		Prohibit adjusting desktop toolbars		Prevents users from adjusting the length of desktop toolbars. Also, users cannot reposition items or toolbars on docked toolbars.

This setting does not prevent users from adding or removing toolbars on the desktop.

Note: If users have adjusted their toolbars, this setting prevents them from restoring the default configuration.

Also, see the "Prevent adding, dragging, dropping and closing the Taskbar's toolbars" setting.		Administrative Templates\Desktop\Prohibit adjusting desktop toolbars

		Don't save settings at exit		Prevents users from saving certain changes to the desktop.

If you enable this setting, users can change the desktop, but some changes, such as the position of open windows or the size and position of the taskbar, are not saved when users log off. However, shortcuts placed on the desktop are always saved.		Administrative Templates\Desktop\Don't save settings at exit

		Remove the Desktop Cleanup Wizard		Prevents users from using the Desktop Cleanup Wizard.

If you enable this setting, the Desktop Cleanup wizard does not automatically run on a users workstation every 60 days. The user will also not be able to access the Desktop Cleanup Wizard.

If you disable this setting or do not configure it, the default behavior of the Desktop Clean Wizard running every 60 days occurs.

Note: When this setting is not enabled, users can run the Desktop Cleanup Wizard, or have it run automatically every 60 days from Display, by clicking the Desktop tab and then clicking the Customize Desktop button.		Administrative Templates\Desktop\Remove the Desktop Cleanup Wizard

		Enable Active Desktop		Enables Active Desktop and prevents users from disabling it.

This prevents users from trying to enable or disable Active Desktop while a policy controls it.

If you disable this setting or do not configure it, Active Desktop is disabled by default, but users can enable it.

Note: If both the "Enable Active Desktop" setting and the "Disable Active Desktop" setting are enabled, the "Disable Active Desktop" setting is ignored. If the "Disable Active Desktop and Web view" setting (in User Configuration\Administrative Templates\Windows Components\Windows Explorer) is enabled, then Active Desktop is disabled and both of these settings are ignored.		Administrative Templates\Desktop\Active Desktop\Enable Active Desktop

		Disable Active Desktop		Disables Active Desktop and prevents users from enabling it.

This prevents users from trying to enable or disable Active Desktop while a policy controls it.

If you disable this setting or do not configure it, Active Desktop is disabled by default, but users can enable it.

Note: If both the "Enable Active Desktop" setting and the "Disable Active Desktop" setting are enabled, the "Disable Active Desktop" setting is ignored. If the "Disable Active Desktop and Web view" setting (in User Configuration\Administrative Templates\Windows Components\Windows Explorer) is enabled, Active Desktop is disabled and both of these policies are ignored.		Administrative Templates\Desktop\Active Desktop\Disable Active Desktop

		Disable all items		Removes Active Desktop content and prevents users from adding Active Desktop content. 

This setting removes all Active Desktop items from the desktop. It also removes the Web tab from Display in Control Panel. As a result, users cannot add Web pages or  pictures from the Internet or an intranet to the desktop.

Note: This setting does not disable Active Desktop. Users can  still use image formats, such as JPEG and GIF, for their desktop wallpaper.		Administrative Templates\Desktop\Active Desktop\Disable all items

		Prohibit changes		Prevents the user from enabling or disabling Active Desktop or changing the Active Desktop configuration.

This is a comprehensive setting that locks down the configuration you establish by using other policies in this folder. This setting removes the Web tab from Display in Control Panel. As a result, users cannot enable or disable Active Desktop. If Active Desktop is already enabled, users cannot add, remove, or edit Web content or disable, lock, or synchronize Active Desktop components.		Administrative Templates\Desktop\Active Desktop\Prohibit changes

		Prohibit adding items		Prevents users from adding Web content to their Active Desktop.

This setting removes the "New" button from Web tab in Display in Control Panel. As a result, users cannot add Web pages or pictures from the Internet or an intranet to the desktop. This setting does not remove existing Web content from their Active Desktop, or prevent users from removing existing Web content.

Also, see the "Disable all items" setting.		Administrative Templates\Desktop\Active Desktop\Prohibit adding items

		Prohibit deleting items		Prevents users from deleting Web content from their Active Desktop.

This setting removes the Delete button from the Web tab in Display in Control Panel. As a result, users can temporarily remove, but not delete, Web content from their Active Desktop.

This setting does not prevent users from adding Web content to their Active Desktop.

Also, see the "Prohibit closing items" and "Disable all items" settings.		Administrative Templates\Desktop\Active Desktop\Prohibit deleting items

		Prohibit editing items		Prevents users from changing the properties of Web content items on their Active Desktop.

This setting disables the Properties button on the Web tab in Display in Control Panel. Also, it removes the Properties item from the menu for each item on the Active Desktop. As a result, users cannot change the properties of an item, such as its synchronization schedule, password, or display characteristics.		Administrative Templates\Desktop\Active Desktop\Prohibit editing items

		Prohibit closing items		Prevents users from removing Web content from their Active Desktop.

In Active Desktop, you can add items to the desktop but close them so they are not displayed.

If you enable this setting, items added to the desktop cannot be closed; they always appear on the desktop. This setting removes the check boxes from items on the Web tab in Display in Control Panel.

Note: This setting does not prevent users from deleting items from their Active Desktop.		Administrative Templates\Desktop\Active Desktop\Prohibit closing items

		Add/Delete items		Adds and deletes specified Web content items.

You can use the "Add" box in this setting to add particular Web-based items or shortcuts to users' desktops. Users can close or delete the items (if settings allow), but the items are added again each time the setting is refreshed.

You can also use this setting to delete particular Web-based items from users' desktops. Users can add the item again (if settings allow), but the item is deleted each time the setting is refreshed.

Note: Removing an item from the "Add" list for this setting is not the same as deleting it. Items that are removed from the "Add" list are not removed from the desktop. They are simply not added again.

Note: For this setting to take affect, you must log off and log on to the system.		Administrative Templates\Desktop\Active Desktop\Add/Delete items

		Active Desktop Wallpaper		Specifies the desktop background ("wallpaper") displayed on all users' desktops.

This setting lets you specify the wallpaper on users' desktops and prevents users from changing the image or its presentation. The wallpaper you specify can be stored in a bitmap (*.bmp), JPEG (*.jpg), or HTML (*.htm, *.html) file.

To use this setting, type the fully qualified path and name of the file that stores the wallpaper image. You can type a local path, such as C:\Windows\web\wallpaper\home.jpg or a UNC path, such as \\Server\Share\Corp.jpg. If the specified file is not available when the user logs on, no wallpaper is displayed. Users cannot specify alternative wallpaper. You can also use this setting to specify that the wallpaper image be centered, tiled, or stretched. Users cannot change this specification.

If you disable this setting or do not configure it, no wallpaper is displayed. However, users can select the wallpaper of their choice.

Also, see the "Allow only bitmapped wallpaper" in the same location, and the "Prevent changing wallpaper" setting in User Configuration\Administrative Templates\Control Panel.

Note: You need to enable the Active Desktop to use this setting.

Note: This setting does not apply to Terminal Server sessions.		Administrative Templates\Desktop\Active Desktop\Active Desktop Wallpaper

		Allow only bitmapped wallpaper		Permits only bitmap images for wallpaper. This setting limits the desktop background ("wallpaper") to bitmap (.bmp) files. If users select files with other image formats, such as JPEG, GIF, PNG, or HTML, through the Browse button on the Desktop tab, the wallpaper does not load. Files that are autoconverted to a .bmp format, such as JPEG, GIF, and PNG, can be set as Wallpaper by right-clicking the image and selecting "Set as Wallpaper".

Also, see the "Active Desktop Wallpaper" and the "Prevent changing wallpaper" (in User Configuration\Administrative Templates\Control Panel\Display) settings.		Administrative Templates\Desktop\Active Desktop\Allow only bitmapped wallpaper

		Maximum size of Active Directory searches		Specifies the maximum number of objects the system displays in response to a command to browse or search Active Directory. This setting affects all browse displays associated with Active Directory, such as those in Local Users and Groups, Active Directory Users and Computers, and dialog boxes used to set permissions for user or group objects in Active Directory.\n\nIf you enable this setting, you can use the "Number of objects returned" box to limit returns from an Active Directory search.\n\nIf you disable this setting or do not configure it, the system displays up to 10,000 objects. This consumes approximately 2 MB of memory or disk space.\n\nThis setting is designed to protect the network and the domain controller from the effect of expansive searches.		Administrative Templates\Desktop\Active Directory\Maximum size of Active Directory searches

		Enable filter in Find dialog box		Displays the filter bar above the results of an Active Directory search. The filter bar consists of buttons for applying additional filters to search results.\n\nIf you enable this setting, the filter bar appears when the Active Directory Find dialog box opens, but users can hide it.\n\nIf you disable this setting or do not configure it, the filter bar does not appear, but users can display it by selecting "Filter" on the "View" menu.\n\nTo see the filter bar, open My Network Places, click Entire Network, and then click Directory. Right-click the name of a Windows 2000 domain, and click Find. Type the name of an object in the directory, such as  "Administrator." If the filter bar does not appear above the resulting display, on the View menu, click Filter.		Administrative Templates\Desktop\Active Directory\Enable filter in Find dialog box

		Hide Active Directory folder		Hides the Active Directory folder in My Network Places.\n\nThe Active Directory folder displays Active Directory objects in a browse window.\n\nIf you enable this setting, the Active Directory folder does not appear in the My Network Places folder.\n\nIf you disable this setting or do not configure it, the Active Directory folder appears in the My Network Places folder.\n\nThis setting is designed to let users search Active Directory but not tempt them to casually browse Active Directory.		Administrative Templates\Desktop\Active Directory\Hide Active Directory folder

		Prohibit access to the Control Panel		Disables all Control Panel programs.

This setting prevents Control.exe, the program file for Control Panel, from starting. As a result, users cannot start Control Panel or run any Control Panel items.

This setting also removes Control Panel from the Start menu. (To open Control Panel, click Start, point to Settings, and then click Control Panel.) This setting also removes the Control Panel folder from Windows Explorer.

If users try to select a Control Panel item from the Properties item on a context menu, a message appears explaining that a setting prevents the action.

Also, see the "Remove Display in Control Panel" and "Remove programs on Settings menu" settings.		Administrative Templates\Control Panel\Prohibit access to the Control Panel

		Hide specified Control Panel applets		Hides specified Control Panel items and folders.

This setting removes Control Panel items (such as Display) and folders (such as Fonts) from the Control Panel window and the Start menu. It can remove Control Panel items you have added to your system, as well as Control Panel items included in Windows 2000.

To hide a Control Panel item, type the file name of the item, such as Ncpa.cpl (for Network). To hide a folder, type the folder name, such as Fonts.

This setting affects the Start menu and Control Panel window only. It does not prevent users from running Control Panel items.

Also, see the "Remove Display in Control Panel" setting in User Configuration\Administrative Templates\Control Panel\Display.

If both the "Hide specified Control Panel applets" setting and the "Show only specified Control Panel applets" setting are enabled, and the same item appears in both lists, the "Show only specified Control Panel applets" setting is ignored.

Note: To find the file name of a Control Panel item, search for files with the .cpl file name extension in the %Systemroot%\System32 directory. Note: To create a list of disallowed Control Panel applets, click Show, click Add, and then enter the Control Panel file name (ends with .cpl) or the name displayed under that item in the Control Panel. (e.g., desk.cpl, powercfg.cpl, Printers and Faxes)

Note: This setting does not affect the Categories that are displayed in the new Control Panel Category view in Windows XP. If you want to control which items are displayed in Control Panel, enable the "Force classic Control Panel Style" setting to remove the Category view, and then use this setting to control which .cpls are not displayed.		Administrative Templates\Control Panel\Hide specified Control Panel applets

		Show only specified Control Panel applets		Hides all Control Panel items and folders except those specified in this setting.

This setting removes all Control Panel items (such as Network) and folders (such as Fonts) from the Control Panel window and the Start menu. It removes Control Panel items you have added to your system, as well the Control Panel items included in Windows 2000. The only items displayed in Control Panel are those you specify in this setting.

To display a Control Panel item, type the file name of the item, such as Ncpa.cpl (for Network). To display a folder, type the folder name, such as Fonts. If you do not specify any items or folders, the Control Panel window is empty.

This setting affects the Start menu and Control Panel window only. It does not prevent users from running any Control Panel items.

Also, see the "Remove Display in Control Panel" setting in User Configuration\Administrative Templates\Control Panel\Display.

If both the "Hide specified Control Panel applets" setting and the "Show only specified Control Panel applets" setting are enabled, the "Show only specified Control Panel applets" setting is ignored.

Tip: To find the file name of a Control Panel item, search for files with the .cpl file name extension in the %Systemroot%\System32 directory.		Administrative Templates\Control Panel\Show only specified Control Panel applets

		Force classic Control Panel Style		This setting affects the visual style and presentation of the Control Panel.

It allows you to disable the new style of Control Panel, which is task-based, and use the Windows 2000 style, referred to as the "classic" Control Panel. The new Control Panel, referred to as the "simple" Control Panel, simplifies how users interact with settings by providing easy-to-understand tasks that help users get their work done quickly. The Control Panel allows the users to configure their computer, add or remove programs, and change settings.

If you enable this setting, Control Panel sets the classic Control Panel. The user cannot switch to the new simple style.

If you disable this setting, Control Panel is set to the task-based style. The user cannot switch to the classic Control Panel style.

If you do not configure it, the default is the task-based style, which the user can change.		Administrative Templates\Control Panel\Force classic Control Panel Style

		Remove Add/Remove Programs Programs		Prevents users from using Add or Remove Programs.

This setting removes Add or Remove Programs from Control Panel and removes the Add or Remove Programs item from menus.

Add or Remove Programs lets users install, uninstall, repair, add, and remove features and components of Windows 2000 and a wide variety of Windows programs. Programs published or assigned to the user appear in Add or Remove Programs.

If you disable this setting or do not configure it, Add or Remove Programs is available to all users.

When enabled, this setting takes precedence over the other settings in this folder.

This setting does not prevent users from using other tools and methods to install or uninstall programs.		Administrative Templates\Control Panel\Add/Remove Programs\Remove Add/Remove Programs Programs

		Hide Change or Remove Programs page		Removes the Change or Remove Programs button from the Add or Remove Programs bar. As a result, users cannot view or change the attached page.

The Change or Remove Programs button lets users uninstall, repair, add, or remove features of installed programs.

If you disable this setting or do not configure it, the Change or Remove Programs page is available to all users.

This setting does not prevent users from using other tools and methods to delete or uninstall programs.		Administrative Templates\Control Panel\Add/Remove Programs\Hide Change or Remove Programs page

		Hide Add New Programs page		Removes the Add New Programs button from the Add or Remove Programs bar. As a result, users cannot view or change the attached page.

The Add New Programs button lets users install programs published or assigned by a system administrator.

If you disable this setting or do not configure it, the Add New Programs button is available to all users.

This setting does not prevent users from using other tools and methods to install programs.		Administrative Templates\Control Panel\Add/Remove Programs\Hide Add New Programs page

		Hide Add/Remove Windows Components page		Removes the Add/Remove Windows Components button from the Add or Remove Programs bar. As a result, users cannot view or change the associated page.

The Add/Remove Windows Components button lets users configure installed services and use the Windows Component Wizard to add, remove, and configure components of Windows 2000 from the installation files.

If you disable this setting or do not configure it, the Add/Remove Windows Components button is available to all users.

This setting does not prevent users from using other tools and methods to configure services or add or remove program components. However, this setting blocks user access to the Windows Component Wizard.		Administrative Templates\Control Panel\Add/Remove Programs\Hide Add/Remove Windows Components page

		Hide the "Add a program from CD-ROM or floppy disk" option		Removes the "Add a program from CD-ROM or floppy disk" section from the Add New Programs page. This prevents users from using Add or Remove Programs to install programs from removable media.

If you disable this setting or do not configure it, the "Add a program from CD-ROM or floppy disk" option is available to all users.

This setting does not prevent users from using other tools and methods to add or remove program components.

Note: If the "Hide Add New Programs page" setting is enabled, this setting is ignored. Also, if the "Prevent removable media source for any install" setting (located in User Configuration\Administrative Templates\Windows Components\Windows Installer) is enabled, users cannot add programs from removable media, regardless of this setting.		Administrative Templates\Control Panel\Add/Remove Programs\Hide the "Add a program from CD-ROM or floppy disk" option

		Hide the "Add programs from Microsoft" option		Removes the "Add programs from Microsoft" section from the Add New Programs page. This setting prevents users from using Add or Remove Programs to connect to Windows Update.

If you disable this setting or do not configure it, "Add programs from Microsoft" is available to all users.

This setting does not prevent users from using other tools and methods to connect to Windows Update.

Note: If the "Hide Add New Programs page" setting is enabled, this setting is ignored.		Administrative Templates\Control Panel\Add/Remove Programs\Hide the "Add programs from Microsoft" option

		Hide the "Add programs from your network" option		Prevents users from viewing or installing published programs.

This setting removes the "Add programs from your network" section from the Add New Programs page. The "Add programs from your network" section lists published programs and provides an easy way to install them.

Published programs are those programs that the system administrator has explicitly made available to the user with a tool such as Windows Installer. Typically, system administrators publish programs to notify users that the programs are available, to recommend their use, or to enable users to install them without having to search for installation files.

If you enable this setting, users cannot tell which programs have been published by the system administrator, and they cannot use Add or Remove Programs to install published programs. However, they can still install programs by using other methods, and they can view and install assigned (partially installed) programs that are offered on the desktop or on the Start menu.

If you disable this setting or do not configure it, "Add programs from your network" is available to all users.

Note: If the "Hide Add New Programs page" setting is enabled, this setting is ignored.		Administrative Templates\Control Panel\Add/Remove Programs\Hide the "Add programs from your network" option

		Go directly to Components Wizard		Prevents users from using Add or Remove Programs to configure installed services.

This setting removes the "Set up services" section of the Add/Remove Windows Components page. The "Set up services" section lists system services that have not been configured and offers users easy access to the configuration tools.

If you disable this setting or do not configure it, "Set up services" appears only when there are unconfigured system services. If you enable this setting, "Set up services" never appears.

This setting does not prevent users from using other methods to configure services.

Note: When "Set up services" does not appear, clicking the Add/Remove Windows Components button starts the Windows Component Wizard immediately. Because the only remaining option on the Add/Remove Windows Components page starts the wizard, that option is selected automatically, and the page is bypassed.

To remove "Set up services" and prevent the Windows Component Wizard from starting, enable the "Hide Add/Remove Windows Components page" setting. If the "Hide Add/Remove Windows Components page" setting is enabled, this setting is ignored.		Administrative Templates\Control Panel\Add/Remove Programs\Go directly to Components Wizard

		Remove Support Information		Removes links to the Support Info dialog box from programs on the Change or Remove Programs page.

Programs listed on the Change or Remove Programs page can include a "Click here for support information" hyperlink. When clicked, the hyperlink opens a dialog box that displays troubleshooting information, including a link to the installation files and data that users need to obtain product support, such as the Product ID and version number of the program. The dialog box also includes a hyperlink to support information on the Internet, such as the Microsoft Product Support Services Web page.

If you disable this setting or do not configure it, the Support Info hyperlink appears.

Note: Not all programs provide a support information hyperlink.		Administrative Templates\Control Panel\Add/Remove Programs\Remove Support Information

		Specify default category for Add New Programs		Specifies the category of programs that appears when users open the "Add New Programs" page.

If you enable this setting, only the programs in the category you specify are displayed when the "Add New Programs" page opens. Users can use the Category box on the "Add New Programs" page to display programs in other categories.

To use this setting, type the name of a category in the Category box for this setting. You must enter a category that is already defined in Add or Remove Programs. To define a category, use Software Installation.

If you disable this setting or do not configure it, all programs (Category: All) are displayed when the "Add New Programs" page opens.

You can use this setting to direct users to the programs they are most likely to need.

Note: This setting is ignored if either the "Remove Add/Remove Programs" setting or the "Hide Add New Programs page" setting is enabled.		Administrative Templates\Control Panel\Add/Remove Programs\Specify default category for Add New Programs

		Remove Display in Control Panel		Disables Display in Control Panel.

If you enable this setting, Display in Control Panel does not run. When users try to start Display, a message appears explaining that a setting prevents the action.

Also, see the "Prohibit access to the Control Panel" (User Configuration\Administrative Templates\Control Panel) and "Remove programs on Settings menu" (User Configuration\Administrative Templates\Start Menu & Taskbar) settings.		Administrative Templates\Control Panel\Display\Remove Display in Control Panel

		Hide Desktop tab		Removes the Desktop tab from Display in Control Panel.

This setting prevents users from using Control Panel to change the pattern and wallpaper on the desktop.

Enabling this setting also prevents the user from customizing the desktop by changing icons or adding new Web content through Control Panel.		Administrative Templates\Control Panel\Display\Hide Desktop tab

		Prevent changing wallpaper		Prevents users from adding or changing the background design of the desktop.

By default, users can use the Desktop tab of Display in Control Panel to add a background design (wallpaper) to their desktop.

If you enable this setting, the Desktop tab still appears, but all options on the tab are disabled.

To remove the Desktop tab, use the "Hide Desktop tab" setting.

To specify wallpaper for a group, use the "Active Desktop Wallpaper" setting.

Also, see the "Allow only bitmapped wallpaper" setting.		Administrative Templates\Control Panel\Display\Prevent changing wallpaper

		Hide Appearance and Themes tab		Removes the Appearance and Themes tabs from Display in Control Panel.

When this setting is enabled, it removes the desktop color selection option from the Desktop tab.

This setting prevents users from using Control Panel to change the colors or color scheme of the desktop and windows.

If this setting is disabled or not configured, the Appearance and Themes tabs are available in Dislay in Control Panel.		Administrative Templates\Control Panel\Display\Hide Appearance and Themes tab

		Hide Settings tab		Removes the Settings tab from Display in Control Panel.

This setting prevents users from using Control Panel to add, configure, or change the display settings on the computer.		Administrative Templates\Control Panel\Display\Hide Settings tab

		Hide Screen Saver tab		Removes the Screen Saver tab from Display in Control Panel.

This setting prevents users from using Control Panel to add, configure, or change the screen saver on the computer.		Administrative Templates\Control Panel\Display\Hide Screen Saver tab

		Screen Saver		Enables desktop screen savers.

If you disable this setting, screen savers do not run. Also, this setting disables the Screen Saver section of the Screen Saver tab in Display in Control Panel. As a result, users cannot change the screen saver options.

If you do not configure it, this setting has no effect on the system.

If you enable it, a screen saver runs, provided the following two conditions hold: First, a valid screensaver on the client is specified through the "Screensaver executable name" setting or through Control Panel on the client computer. Second, the screensaver timeout is set to a nonzero value through the setting or Control Panel.

Also, see the "Hide Screen Saver tab" setting.		Administrative Templates\Control Panel\Display\Screen Saver

		Screen Saver executable name		Specifies the screen saver for the user's desktop.

If you enable this setting, the system displays the specified screen saver on the user's desktop. Also, this setting disables the drop-down list of screen savers on the Screen Saver tab in Display in Control Panel, preventing users from changing the screen saver.

If you disable this setting or do not configure it, users can select any screen saver.

To use this setting, type the name of the file that contains the screen saver, including the .scr file name extension. If the screen saver file is not in the %Systemroot%\System32 directory, enter the fully qualified path to the file.

If the specified screen saver is not installed on a computer to which this setting applies, the setting is ignored.

Note: This setting can be superseded by the "No screen saver" setting. If both are enabled, this setting is ignored and screen savers do not run.		Administrative Templates\Control Panel\Display\Screen Saver executable name

		Password protect the screen saver		Determines whether screen savers used on the computer are password protected.

If you enable this setting, all screen savers are password protected. If you disable this setting, password protection cannot be set on any screen saver.

This setting also disables the "Password protected" check box on the Screen Saver tab in Display in Control Panel, preventing users from changing the password protection setting.

If you do not configure this setting, users can choose whether or not to set password protection on each screen saver.

This setting is used only when a screen saver is specified for the computer. To specify a screen saver on a computer, in Control Panel, double-click Display, and then click the Screen Saver tab. To specify a screen saver in a setting, use the "Screen saver executable name" setting.

Note: To remove the Screen Saver tab, use the "Hide Screen Saver tab" setting.		Administrative Templates\Control Panel\Display\Password protect the screen saver

		Screen Saver timeout		Specifies how much user idle time must elapse before the screen saver is launched.

When configured, this idle time can be set from a minimum of 1 second to a maximum of 86,400 seconds, or 24 hours. If set to zero, the screen saver will not be started.

This setting has no effect under any of the following circumstances:

    - The setting is disabled or not configured.
    - The wait time is set to zero.
    - The "No screen saver" setting is enabled.
    - Neither the "Screen saver executable name" setting
        nor the Screen Saver tab of the client computer's
        Display Properties dialog box  specifies a valid,
        existing screensaver program on the client.

When not configured, whatever wait time is set on the client through the Screen Saver tab of the Display Properties dialog box is used. The default is 15 minutes.		Administrative Templates\Control Panel\Display\Screen Saver timeout

		Remove Theme option		This setting effects the Themes tab that controls the overall appearance of windows.

It is accessed through the Display icon in Control Panel.

Using the options under the Themes tab, users can configure the theme for their desktop. By default, Windows has the Windows XP theme.

If you enable this setting, it removes the Themes tab.

If you disable or do not configure this setting, there is no effect.

Note: If you enable this setting but do not set a theme, the theme defaults to whatever the user previously set.		Administrative Templates\Control Panel\Display\Desktop Themes\Remove Theme option

		Prevent selection of windows and buttons styles		Prevents users from changing the visual style of the windows and buttons displayed on their screens. When enabled, this setting disables the "Windows and buttons" drop-down list on the Appearance tab in Display Properties.		Administrative Templates\Control Panel\Display\Desktop Themes\Prevent selection of windows and buttons styles

		Prohibit selection of font size		Prevents users from changing the size of the font in the windows and buttons displayed on their screens.

If this setting is enabled, the "Font size" drop-down list on the Appearance tab in Display Properties is disabled. 

If you disable or do not configure this setting, a user may change the font size using the "Font size" drop-down list on the Appearance tab.		Administrative Templates\Control Panel\Display\Desktop Themes\Prohibit selection of font size

		Prohibit Theme color selection		This setting forces the theme color to be the default color scheme.

If you enable this setting, a user cannot change the color scheme of the current desktop theme.

If you disable or do not configure this setting, a user may change the color scheme of the current desktop theme."		Administrative Templates\Control Panel\Display\Desktop Themes\Prohibit Theme color selection

		Load a specific visual style file or force Windows Classic		This setting allows you to load a specific visual style file by entering the path (location) of the visual style file.

This can be a local computer visual style (Luna.msstyles), or a file located on a remote server using a UNC path (\\Server\Share\luna.msstyles).

If you enable this setting, the visual style file that you specify will be used. Also, a user may not choose to use a different visual style.

If you disable or do not configure this setting, the users can select the visual style that they want to use for their desktop.

Note: If this setting is enabled and the file is not available at user logon, the default visual style is loaded.

Note: To select the Windows XP Luna visual style type %windir%\resources\Themes\Luna\Luna.mstyles

Note: To select the Windows Classic visual style, leave the box blank beside "Path to Visual Style:" and enable this setting.		Administrative Templates\Control Panel\Display\Desktop Themes\Load a specific visual style file or force Windows Classic

		Browse a common web site to find printers		Adds a link to an Internet or intranet Web page to the Add Printer Wizard.

You can use this setting to direct users to a Web page from which they can install printers.

If you enable this setting and type an Internet or intranet address in the text box, the system adds a Browse button to the "Locate Your Printer" page in the Add Printer Wizard. The Browse button appears beside the "Connect to a printer on the Internet or your intranet" option. When users click Browse, the system opens an Internet browser and navigates to the specified URL address to display the available printers.

This setting makes it easy for users to find the printers you want them to add.

Also, see the "Custom support URL in the Printers folder's left pane" and "Web-based printing" settings in Computer Configuration\Administrative Templates\Printers.		Administrative Templates\Control Panel\Printers\Browse a common web site to find printers

		Browse the network to find printers		Allows users to use the Add Printer Wizard to search the network for shared printers.

If you enable this setting or do not configure it, when users click "Add a network printer" but do not type the name of a particular printer, the Add Printer Wizard displays a list of all shared printers on the network and invites users to choose a printer from among them.

If you disable this setting, the network printer browse page is removed from within the Add Printer Wizard, and users cannot search the network but must type a printer name.

Note: This setting affects the Add Printer Wizard only. It does not prevent users from using other programs to search for shared printers or to connect to network printers.		Administrative Templates\Control Panel\Printers\Browse the network to find printers

		Default Active Directory path when searching for printers		Specifies the Active Directory location where searches for printers begin.

The Add Printer Wizard gives users the option of searching Active Directory for a shared printer. If you enable this setting, these searches begin at the location you specify in the "Default Active Directory path" box. Otherwise, searches begin at the root of Active Directory.

This setting only provides a starting point for Active Directory searches for printers. It does not restrict user searches through Active Directory.		Administrative Templates\Control Panel\Printers\Default Active Directory path when searching for printers

		Prevent addition of printers		Prevents users from using familiar methods to add local and network printers.

This setting removes the Add Printer option from the Start menu. (To find the Add Printer option, click Start, click Printers, and then click Add Printer.) This setting also removes Add Printer from the Printers folder in Control Panel.

Also, users cannot add printers by dragging a printer icon into the Printers folder. If they try, a message appears explaining that the setting prevents the action.

However, this setting does not prevent users from using the Add Hardware Wizard to add a printer. Nor does it prevent users from running other programs to add printers.

This setting does not delete printers that users have already added. However, if users have not added a printer when this setting is applied, they cannot print.

Note: You can use printer permissions to restrict the use of printers without specifying a setting. In the Printers folder, right-click a printer, click Properties, and then click the Security tab.		Administrative Templates\Control Panel\Printers\Prevent addition of printers

		Prevent deletion of printers		Prevents users from deleting local and network printers.

If a user tries to delete a printer, such as by using the Delete option in Printers in Control Panel, a message appears explaining that a setting prevents the action.

This setting does not prevent users from running other programs to delete a printer.		Administrative Templates\Control Panel\Printers\Prevent deletion of printers

		Restrict selection of Windows menus and dialogs language		This setting restricts users to the specified language by disabling the menus and dialog box controls in the Regional and Language Options Control Panel. If the specified language is not installed on the target computer, the language selection defaults to English.		Administrative Templates\Control Panel\Regional and Language Options\Restrict selection of Windows menus and dialogs language

		Allow shared folders to be published		Determines whether the user can publish shared folders in Active Directory.

If you enable this setting or do not configure it, users can use the "Publish in Active Directory" option in the Shared Folders snap-in to publish shared folders in Active Directory.

If you disable this setting, the user cannot publish shared folders in Active Directory, and the "Publish in Active Directory" option is disabled. Note: The default is to allow shared folders to be published when this setting is not configured		Administrative Templates\Shared Folders\Allow shared folders to be published

		Allow DFS roots to be published		Determines whether the user can publish DFS roots in Active Directory.

If you enable this setting or do not configure it, users can use the "Publish in Active Directory" option to publish DFS roots as shared folders in Active Directory.

If you disable this setting, the user cannot publish DFS roots in Active Directory, and the "Publish in Active Directory" option is disabled. Note: The default is to allow shared folders to be published when this setting is not configured.		Administrative Templates\Shared Folders\Allow DFS roots to be published

		Prohibit user configuration of Offline Files		Prevents users from enabling, disabling, or changing the configuration of Offline Files.

This setting removes the Offline Files tab from the Folder Options dialog box. It also removes the Settings item from the Offline Files context menu and disables the Settings button on the Offline Files Status dialog box. As a result, users cannot view or change the options on the Offline Files tab or Offline Files dialog box.

This is a comprehensive setting that locks down the configuration you establish by using other settings in this folder.

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Tip: This setting provides a quick method for locking down the default settings for Offline Files. To accept the defaults, just enable this setting. You do not have to disable any other settings in this folder.		Administrative Templates\Network\Offline Files\Prohibit user configuration of Offline Files

		Synchronize all offline files when logging on		Determines whether offline files are fully synchronized when users log on.

This setting also disables the "Synchronize all offline files before logging on" option on the Offline Files tab. This prevents users from trying to change the option while a setting controls it.

If you enable this setting, offline files are fully synchronized at logon. Full synchronization ensures that offline files are complete and current. Enabling this setting automatically enables logon synchronization in Synchronization Manager.

If this setting is disabled and Synchronization Manager is configured for logon synchronization, the system performs only a quick synchronization. Quick synchronization ensures that files are complete but does not ensure that they are current.

If you do not configure this setting and Synchronization Manager is configured for logon synchronization, the system performs a quick synchronization by default, but users can change this option.

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Tip: To change the synchronization method without setting a setting, in Windows Explorer, on the Tools menu, click Folder Options, click the Offline Files tab, and then select the "Synchronize all offline files before logging on" option.		Administrative Templates\Network\Offline Files\Synchronize all offline files when logging on

		Synchronize all offline files before logging off		Determines whether offline files are fully synchronized when users log off.

This setting also disables the "Synchronize all offline files before logging off" option on the Offline Files tab. This prevents users from trying to change the option while a setting controls it.

If you enable this setting, offline files are fully synchronized. Full synchronization ensures that offline files are complete and current.

If you disable this setting, the system only performs a quick synchronization. Quick synchronization ensures that files are complete, but does not ensure that they are current.

If you do not configure this setting, the system performs a quick synchronization by default, but users can change this option.

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Tip: To change the synchronization method without changing a setting, in Windows Explorer, on the Tools menu, click Folder Options, click the Offline Files tab, and then select the "Synchronize all offline files before logging off" option.		Administrative Templates\Network\Offline Files\Synchronize all offline files before logging off

		Synchronize offline files before suspend		Determines whether offline files are synchonized before a computer is suspended.

If you enable this setting, offline files will be synchronized whenever the computer is suspended. Setting the synchronization action to "Quick" ensures only that all files in the cache are complete. Setting the synchronization action to "Full" ensures that all cached files and folders are up to date with the most current version.

If you disable or do not configuring this setting, a synchronization will not occur when the computer is suspended.

Note: If the computer is suspended by closing the display on a portable computer, a synchronization is not performed. If multiple users are logged on to the computer at the time the computer is suspended, a synchronization is not performed.		Administrative Templates\Network\Offline Files\Synchronize offline files before suspend

		Action on server disconnect		Determines whether network files remain available if the computer is suddenly disconnected from the server hosting the files.

This setting also disables the "When a network connection is lost" option on the Offline Files tab. This prevents users from trying to change the option while a setting controls it.

If you enable this setting, you can use the "Action" box to specify how computers in the group respond.

--  "Work offline" indicates that the computer can use local copies of network files while the server is inaccessible.

--  "Never go offline" indicates that network files are not available while the server is inaccessible.

If you disable this setting or select the "Work offline" option, users can work offline if disconnected.

If you do not configure this setting, users can work offline by default, but they can change this option.

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer  Configuration takes precedence over the setting in User Configuration.

Tip: To configure this setting without establishing a setting, in Windows Explorer, on the Tools menu, click Folder Options, click the Offline Files tab, click Advanced, and then select an option in the "When a network connection is lost" section.

Also, see the "Non-default server disconnect actions" setting.		Administrative Templates\Network\Offline Files\Action on server disconnect

		Non-default server disconnect actions		Determines how computers respond when they are disconnected from particular offline file servers. This setting overrides the default response, a user-specified response, and the response specified in the "Action on server disconnect" setting.

To use this setting, click Show, and then click Add. In the "Type the name of the item to be added" box, type the server's computer name. Then, in the "Type the value of the item to be added" box, type "0" if users can work offline when they are disconnected from this server, or type "1" if they cannot.

This setting appears in the Computer Configuration and User Configuration folders.  If both settings are configured for a particular server, the setting in Computer Configuration takes precedence over the setting in User Configuration.  Both Computer and User configuration take precedence over a user's setting.  This setting does not prevent users from setting custom actions through the Offline Files tab.  However, users are unable to change any custom actions established via this setting.

Tip: To configure this setting without establishing a setting, in Windows Explorer, on the Tools menu, click Folder Options, click the Offline Files tab, and then click Advanced. This setting corresponds to the settings in the "Exception list" section.		Administrative Templates\Network\Offline Files\Non-default server disconnect actions

		Remove 'Make Available Offline'		Prevents users from making network files and folders available offline.

This setting removes the "Make Available Offline" option from the File menu and from all context menus in Windows Explorer. As a result, users cannot designate files to be saved on their computer for offline use.

However, this setting does not prevent the system from saving local copies of files that reside on network shares designated for automatic caching.

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.		Administrative Templates\Network\Offline Files\Remove 'Make Available Offline'

		Prevent use of Offline Files folder		Disables the Offline Files folder.

This setting disables the "View Files" button on the Offline Files tab. As a result, users cannot use the Offline Files folder to view or open copies of network files stored on their computer. Also, they cannot use the folder to view characteristics of offline files, such as their server status, type, or location.

This setting does not prevent users from working offline or from saving local copies of files available offline. Also, it does not prevent them from using other programs, such as Windows Explorer, to view their offline files.

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Tip: To view the Offline Files Folder, in Windows Explorer, on the Tools menu, click Folder Options, click the Offline Files tab, and then click "View Files."		Administrative Templates\Network\Offline Files\Prevent use of Offline Files folder

		Administratively assigned offline files		Lists network files and folders that are always available for offline use. This setting makes the specified files and folders available offline to users of the computer.

To assign a folder, click Show, and then click Add. In the "Type the name of the item to be added" box, type the fully qualified UNC path to the file or folder. Leave the "Enter the value of the item to be added" field blank.

Note: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the settings will be combined and all specified files will be available for offline use.		Administrative Templates\Network\Offline Files\Administratively assigned offline files

		Turn off reminder balloons		Hides or displays reminder balloons, and prevents users from changing the setting.

Reminder balloons appear above the Offline Files icon in the notification area to notify users when they have lost the connection to a networked file and are working on a local copy of the file. Users can then decide how to proceed.

If you enable this setting, the system hides the reminder balloons, and prevents users from displaying them.

If you disable the setting, the system displays the reminder balloons and prevents users from hiding them.

If this setting is not configured, reminder balloons are displayed by default when you enable offline files, but users can change the setting.

To prevent users from changing the setting while a setting is in effect, the system disables the "Enable reminders" option on the Offline Files tab

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Tip: To display or hide reminder balloons without establishing a setting, in Windows Explorer, on the Tools menu, click Folder Options, and then click the Offline Files tab. This setting corresponds to the "Enable reminders" check box.		Administrative Templates\Network\Offline Files\Turn off reminder balloons

		Reminder balloon frequency		Determines how often reminder balloon updates appear.

If you enable this setting, you can select how often reminder balloons updates apppear and also prevent users from changing this setting.

Reminder balloons appear when the user's connection to a network file is lost or reconnected, and they are updated periodically. By default, the first reminder for an event is displayed for 30 seconds. Then, updates appear every 60 minutes and are displayed for 15 seconds. You can use this setting to change the update interval.

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Tip: To set reminder balloon frequency without establishing a setting, in Windows Explorer, on the Tools menu, click Folder Options, and then click the Offline Files tab. This setting corresponds to the "Display reminder balloons every ... minutes" option.		Administrative Templates\Network\Offline Files\Reminder balloon frequency

		Initial reminder balloon lifetime		Determines how long the first reminder balloon for a network status change is displayed.

Reminder balloons appear when the user's connection to a network file is lost or reconnected, and they are updated periodically. By default, the first reminder for an event is displayed for 30 seconds. Then, updates appear every 60 minutes and are displayed for 15 seconds. You can use this setting to change the duration of the first reminder.

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.		Administrative Templates\Network\Offline Files\Initial reminder balloon lifetime

		Reminder balloon lifetime		Determines how long updated reminder balloons are displayed.

Reminder balloons appear when the user's connection to a network file is lost or reconnected, and they are updated periodically. By default, the first reminder for an event is displayed for 30 seconds. Then, updates appear every 60 minutes and are displayed for 15 seconds. You can use this setting to change the duration of the update reminder.

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.		Administrative Templates\Network\Offline Files\Reminder balloon lifetime

		Event logging level		Determines which events the Offline Files feature records in the event log.

Offline Files records events in the Application log in Event Viewer when it detects errors. By default, Offline Files records an event only when the offline files storage cache is corrupted. However, you can use this setting to specify additional events you want Offline Files to record.

To use this setting, in the "Enter" box, select the number corresponding to the events you want the system to log. The levels are cumulative; that is, each level includes the events in all preceding levels.

"0" records an error when the offline storage cache is corrupted.

"1" also records an event when the server hosting the offline file is disconnected from the network.

"2" also records events when the local computer is connected and disconnected from the network.

"3" also records an event when the server hosting the offline file is reconnected to the network.

Note: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.		Administrative Templates\Network\Offline Files\Event logging level

		Prohibit 'Make Available Offline' for these file and folders		Prohibits specific network files and folders from being made available for offline use.

To prohibit the "Make Available Offline" option for specific files or folders, enable this setting, click Show, and then click Add. In the "Type the name of the item to be added" box, type the fully qualified UNC path to the file or folder. Leave the "Enter the value of the item to be added" field blank.

Note: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the settings are combined, and all specified files will not be available for offline use.

Note: This setting does not prevent files from being automatically cached if the network share is configured for "Automatic Caching". It only affects the availability of the "Make Available Offline" menu option in the user interface.

Note: If the "Disable Make Available Offline" setting is enabled, this setting has no effect.		Administrative Templates\Network\Offline Files\Prohibit 'Make Available Offline' for these file and folders

		Do not automatically make redirected folders available offline		All redirected shell folders, such as My Documents, Desktop, Start Menu, and Application Data, are available offline by default. This setting allows you to change this behavior so that redirected shell folders are not automatically available for offline use. However, users can still choose to make files and folders available offline themselves.

If you enable this setting, the users must manually select the files they wish to be made available offline.

If you disable this setting or do not configure it, redirected shell folders are automatically made available offline. All subfolders within the redirected folders are also made available offline.

Note: This setting does not prevent files from being automatically cached if the network share is configured for "Automatic Caching", nor does it affect the availability of the "Make Available Offline" menu option in the user interface.

Note: Do not enable this setting unless you are certain that users will not need access to all of their redirected files in the event that the network or server holding the redirected files becomes unavailable.		Administrative Templates\Network\Offline Files\Do not automatically make redirected folders available offline

		Ability to rename LAN connections or remote access connections available to all users		Determines whether users can rename LAN or all user remote access connections.

If you enable this setting, the Rename option is enabled for all users. Users can rename connections by clicking the icon representing a connection or by using the File menu.

If you disable this setting (and enable the "Enable Network Connections settings for Administrators" setting), the Rename option for LAN and all user remote access connections is disabled for all users (including Administrators and Network Configuration Operators).

Important: If the "Enable Network Connections settings for Administrators" is disabled or not configured, this setting will not apply to administrators on post-Windows 2000 computers.

If this setting is not configured, only Administrators and Network Configuration Operators have the right to rename LAN or all user remote access connections.

Note: When configured, this setting always takes precedence over the "Ability to rename LAN connections" and "Ability to rename all user remote access connections" settings.

Note: This setting does not prevent users from using other programs, such as Internet Explorer, to rename remote access connections.		Administrative Templates\Network\Network Connections\Ability to rename LAN connections or remote access connections available to all users

		Prohibit access to properties of components of a LAN connection		Determines whether Administrators and Network Configuration Operators can change the properties of components used by a LAN connection.

This setting determines whether the Properties button for components of a LAN connection is enabled.

If you enable this setting (and enable the "Enable Network Connections settings for Administrators" setting), the Properties button is disabled for Administrators. Network Configuration Operators are prohibited from accessing connection components, regardless of the "Enable Network Connections settings for Administrators" setting.

Important: If the "Enable Network Connections settings for Administrators" is disabled or not configured, this setting does not apply to administrators on post-Windows 2000 computers.

If you disable this setting or do not configure it, the Properties button is enabled for administrators and Network Configuration Operators.

The Local Area Connection Properties dialog box includes a list of the network components that the connection uses. To view or change the properties of a component, click the name of the component, and then click the Properties button beneath the component list.

Note: Not all network components have configurable properties. For components that are not configurable, the Properties button is always disabled.

Note: When the "Prohibit access to properties of a LAN connection" setting is enabled, users are blocked from accessing the Properties button for LAN connection components.

Note: Network Configuration Operators only have permission to change TCP/IP properties. Properties for all other components are unavailable to these users.

Note: Nonadministrators are already prohibited from accessing properties of components for a LAN connection, regardless of this setting.		Administrative Templates\Network\Network Connections\Prohibit access to properties of components of a LAN connection

		Prohibit access to properties of components of a remote access connection		Determines whether users can view and change the properties of components used by a private or all-user remote access connection.

This setting determines whether the Properties button for components used by a private or all-user remote access connection is enabled.

If you enable this setting (and enable the "Enable Network Connections settings for Administrators" setting), the Properties button is disabled for all users (including administrators).

Important: If the "Enable Network Connections settings for Administrators" is disabled or not configured, this setting does not apply to administrators on post-Windows 2000 computers.

If you disable this setting or do not configure it, the Properties button is enabled for all users.

The Networking tab of the Remote Access Connection Properties dialog box includes a list of the network components that the connection uses. To view or change the properties of a component, click the name of the component, and then click the Properties button beneath the component list.

Note: Not all network components have configurable properties. For components that are not configurable, the Properties button is always disabled.

Note: When the "Ability to change properties of an all user remote access connection" or "Prohibit changing properties of a private remote access connection" settings are set to deny access to the Remote Access Connection Properties dialog box, the Properties button for remote access connection components is blocked.

Note: This setting does not prevent users from using other programs, such as Internet Explorer, to bypass this setting.		Administrative Templates\Network\Network Connections\Prohibit access to properties of components of a remote access connection

		Prohibit TCP/IP advanced configuration		Determines whether users can configure advanced TCP/IP settings.

If you enable this setting (and enable the "Enable Network Connections settings for Administrators" setting), the Advanced button on the Internet Protocol (TCP/IP) Properties dialog box is disabled for all users (including administrators). As a result, users cannot open the Advanced TCP/IP Settings Properties page and modify IP settings, such as DNS and WINS server information.

Important: If the "Enable Network Connections settings for Administrators" is disabled or not configured, this setting will not apply to administrators on post-Windows 2000 computers.

If you disable this setting, the Advanced button is enabled, and all users can open the Advanced TCP/IP Setting dialog box.

Note: This setting is superseded by settings that prohibit access to properties of connections or connection components. When these policies are set to deny access to the connection properties dialog box or Properties button for connection components, users cannot gain access to the Advanced button for TCP/IP configuration.

Note: Nonadministrators (excluding Network Configuration Operators) do not have permission to access TCP/IP advanced configuration for a LAN connection, regardless of this setting.

Tip: To open the Advanced TCP/IP Setting dialog box, in the Network Connections folder, right-click a connection icon, and click Properties. For remote access connections, click the Networking tab.  In the "Components checked are used by this connection" box, click Internet Protocol (TCP/IP), click the Properties button, and then click the Advanced button.

Note: Changing this setting from Enabled to Not Configured does not enable the Advanced button until the user logs off.		Administrative Templates\Network\Network Connections\Prohibit TCP/IP advanced configuration

		Prohibit access to the Advanced Settings item on the Advanced menu		Determines whether the Advanced Settings item on the Advanced menu in Network Connections is enabled for administrators.

The Advanced Settings item lets users view and change bindings and view and change the order in which the computer accesses connections, network providers, and print providers.

If you enable this setting (and enable the "Enable Network Connections settings for Administrators" setting), the Advanced Settings item is disabled for administrators.

Important: If the "Enable Network Connections settings for Administrators" is disabled or not configured, this setting will not apply to administrators on post-Windows 2000 computers.

If you disable this setting or do not configure it, the Advanced Settings item is enabled for administrators.

Note: Nonadministrators are already prohibited from accessing the Advanced Settings dialog box, regardless of this setting.		Administrative Templates\Network\Network Connections\Prohibit access to the Advanced Settings item on the Advanced menu

		Prohibit adding and removing components for a LAN or remote access connection		Determines whether administrators can add and remove network components for a LAN or remote access connection. This setting has no effect on nonadministrators.

If you enable this setting (and enable the "Enable Network Connections settings for Administrators" setting), the Install and Uninstall buttons for components of connections are disabled, and administrators are not permitted to access network components in the Windows Components Wizard.

Important: If the "Enable Network Connections settings for Administrators" is disabled or not configured, this setting will not apply to administrators on post-Windows 2000 computers.

If you disable this setting or do not configure it, the Install and Uninstall buttons for components of connections in the Network Connections folder are enabled. Also, administrators can gain access to network components in the Windows Components Wizard.

The Install button opens the dialog boxes used to add network components. Clicking the Uninstall button removes the selected component in the components list (above the button).

The Install and Uninstall buttons appear in the properties dialog box for connections. These buttons are on the General tab for LAN connections and on the Networking tab for remote access connections.

Note: When the "Prohibit access to properties of a LAN connection", "Ability to change properties of an all user remote access connection", or "Prohibit changing properties of a private remote access connection" settings are set to deny access to the connection properties dialog box, the Install and Uninstall buttons for connections are blocked.

Note: Nonadministrators are already prohibited from adding and removing connection components, regardless of this setting.		Administrative Templates\Network\Network Connections\Prohibit adding and removing components for a LAN or remote access connection

		Prohibit access to properties of a LAN connection		Determines whether users can change the properties of a LAN connection.

This setting determines whether the Properties menu item is enabled, and thus, whether the Local Area Connection Properties dialog box is available to users.

If you enable this setting (and enable the "Enable Network Connections settings for Administrators" setting), the Properties menu items are disabled for all users, and users cannot open the Local Area Connection Properties dialog box.

Important: If the "Enable Network Connections settings for Administrators" is disabled or not configured, this setting will not apply to administrators on post-Windows 2000 computers.

If you disable this setting or do not configure it, a Properties menu item appears when users right-click the icon representing a LAN connection. Also, when users select the connection, Properties is enabled on the File menu.

Note: This setting takes precedence over settings that manipulate the availability of features inside the Local Area Connection Properties dialog box. If this setting is enabled, nothing within the properties dialog box for a LAN connection is available to users.

Note: Nonadministrators have the right to view the properties dialog box for a connection but not to make changes, regardless of this setting.		Administrative Templates\Network\Network Connections\Prohibit access to properties of a LAN connection

		Prohibit Enabling/Disabling components of a LAN connection		Determines whether administrators can enable and disable the components used by LAN connections.

If you enable this setting (and enable the "Enable Network Connections settings for Administrators" setting), the check boxes for enabling and disabling components are disabled. As a result, administrators cannot enable or disable the components that a connection uses.

Important: If the "Enable Network Connections settings for Administrators" is disabled or not configured, this setting will not apply to administrators on post-Windows 2000 computers.

If you disable this setting or do not configure it, the Properties dialog box for a connection includes a check box beside the name of each component that the connection uses. Selecting the check box enables the component, and clearing the check box disables the component.

Note: When the "Prohibit access to properties of a LAN connection" setting is enabled, users are blocked from accessing the check boxes for enabling and disabling the components of a LAN connection.

Note: Nonadministrators are already prohibited from enabling or disabling components for a LAN connection, regardless of this setting.		Administrative Templates\Network\Network Connections\Prohibit Enabling/Disabling components of a LAN connection

		Ability to change properties of an all user remote access connection		Determines whether a user can view and change the properties of remote access connections that are available to all users of the computer.

To create an all-user remote access connection, on the Connection Availability page in the New Connection Wizard, click the "For all users" option.

This setting determines whether the Properties menu item is enabled, and thus, whether the Remote Access Connection Properties dialog box is available to users.

If you enable this setting, a Properties menu item appears when any user right-clicks the icon for a remote access connection. Also, when any user selects the connection, Properties appears on the File menu.

If you disable this setting (and enable the "Enable Network Connections settings for Administrators" setting), the Properties menu items are disabled, and users (including administrators) cannot open the remote access connection properties dialog box.

Important: If the "Enable Network Connections settings for Administrators" is disabled or not configured, this setting will not apply to administrators on post-Windows 2000 computers.

If you do not configure this setting, only Administrators and Network Configuration Operators can change properties of all-user remote access connections.

Note: This setting takes precedence over settings that manipulate the availability of features inside the Remote Access Connection Properties dialog box. If this setting is disabled, nothing within the properties dialog box for a remote access connection will be available to users.

Note: This setting does not prevent users from using other programs, such as Internet Explorer, to bypass this setting.		Administrative Templates\Network\Network Connections\Ability to change properties of an all user remote access connection

		Prohibit changing properties of a private remote access connection		Determines whether users can view and change the properties of their private remote access connections.

Private connections are those that are available only to one user. To create a private connection, on the Connection Availability page in the New Connection Wizard, click the "Only for myself" option.

This setting determines whether the Properties menu item is enabled, and thus, whether the Remote Access Connection Properties dialog box for a private connection is available to users.

If you enable this setting (and enable the "Enable Network Connections settings for Administrators" setting), the Properties menu items are disabled, and no users (including administrators) can open the Remote Access Connection Properties dialog box for a private connection.

Important: If the "Enable Network Connections settings for Administrators" is disabled or not configured, this setting will not apply to administrators on post-Windows 2000 computers.

If you disable this setting or do not configure it, a Properties menu item appears when any user right-clicks the icon representing a private remote access connection. Also, when any user selects the connection, Properties appears on the File menu.

Note: This setting takes precedence over settings that manipulate the availability of features in the Remote Access Connection Properties dialog box. If this setting is enabled, nothing within the properties dialog box for a remote access connection will be available to users.

Note: This setting does not prevent users from using other programs, such as Internet Explorer, to bypass this setting.		Administrative Templates\Network\Network Connections\Prohibit changing properties of a private remote access connection

		Prohibit deletion of remote access connections		Determines whether users can delete remote access connections.

If you enable this setting (and enable the "Enable Network Connections settings for Administrators" setting), users (including administrators) cannot delete any remote access connections. This setting also disables the Delete option on the context menu for a remote access connection and on the File menu in the Network Connections folder.

Important:  If the "Enable Network Connections settings for Administrators" is disabled or not configured, this setting will not apply to administrators on post-Windows 2000 computers.

If you disable this setting or do not configure it, all users can delete their private remote access connections. Private connections are those that are available only to one user. (By default, only Administrators and Network Configuration Operators can delete connections available to all users, but you can change the default by using the "Ability to delete all user remote access connections" setting.)

Important: When enabled, this setting takes precedence over the "Ability to delete all user remote access connections" setting. Users cannot delete any remote access connections, and the "Ability to delete all user remote access connections" setting is ignored.

Note: LAN connections are created and deleted automatically when a LAN adapter is installed or removed. You cannot use the Network Connections folder to create or delete a LAN connection.

Note: This setting does not prevent users from using other programs, such as Internet Explorer, to bypass this setting.		Administrative Templates\Network\Network Connections\Prohibit deletion of remote access connections

		Ability to delete all user remote access connections		Determines whether users can delete all user remote access connections.

To create an all-user remote access connection, on the Connection Availability page in the New Connection Wizard, click the "For all users" option.

If you enable this setting, all users can delete shared remote access connections. In addition, if your file system is NTFS, users need to have Write access to Documents and Settings\All Users\Application Data\Microsoft\Network\Connections\Pbk to delete a shared remote access connection.

If you disable this setting (and enable the "Enable Network Connections settings for Administrators" setting), users (including administrators) cannot delete all-user remote access connections. (By default, users can still delete their private connections, but you can change the default by using the "Prohibit deletion of remote access connections" setting.)

Important: If the "Enable Network Connections settings for Administrators" is disabled or not configured, this setting will not apply to administrators on post-Windows 2000 computers.

If you do not configure this setting, only Administrators and Network Configuration Operators can delete all user remote access connections.

Important: When enabled, the "Prohibit deletion of remote access connections" setting takes precedence over this setting. Users (including administrators) cannot delete any remote access connections, and this setting is ignored.

Note: LAN connections are created and deleted automatically by the system when a LAN adapter is installed or removed. You cannot use the Network Connections folder to create or delete a LAN connection.

Note: This setting does not prevent users from using other programs, such as Internet Explorer, to bypass this setting.		Administrative Templates\Network\Network Connections\Ability to delete all user remote access connections

		Prohibit connecting and disconnecting a remote access connection		Determines whether users can connect and disconnect remote access connections.

If you enable this setting (and enable the "Enable Network Connections settings for Administrators" setting), double-clicking the icon has no effect, and the Connect and Disconnect menu items are disabled for all users (including administrators).

Important: If the "Enable Network Connections settings for Administrators" is disabled or not configured, this setting will not apply to administrators on post-Windows 2000 computers.

If you disable this setting or do not configure it, the Connect and Disconnect options for remote access connections are available to all users. Users can connect or disconnect a remote access connection by double-clicking the icon representing the connection, by right-clicking it, or by using the File menu.		Administrative Templates\Network\Network Connections\Prohibit connecting and disconnecting a remote access connection

		Ability to Enable/Disable a LAN connection		Determines whether users can enable/disable LAN connections.

If you enable this setting, the Enable and Disable options for LAN connections are available to users (including nonadministrators). Users can enable/disable a LAN connection by double-clicking the icon representing the connection, by right-clicking it, or by using the File menu.

If you disable this setting (and enable the "Enable Network Connections settings for Administrators" setting), double-clicking the icon has no effect, and the Enable and Disable menu items are disabled for all users (including administrators).

Important: If the "Enable Network Connections settings for Administrators" is disabled or not configured, this setting will not apply to administrators on post-Windows 2000 computers.

If you do not configure this setting, only Administrators and Network Configuration Operators can enable/disable LAN connections.

Note: Administrators can still enable/disable LAN connections from Device Manager when this setting is disabled.		Administrative Templates\Network\Network Connections\Ability to Enable/Disable a LAN connection

		Prohibit access to the New Connection Wizard		Determines whether users can use the New Connection Wizard, which creates new network connections.

If you enable this setting (and enable the "Enable Network Connections settings for Administrators" setting), the Make New Connection icon does not appear in the Start Menu on in the Network Connections folder. As a result, users (including administrators) cannot start the New Connection Wizard.

Important: If the "Enable Network Connections settings for Administrators" is disabled or not configured, this setting will not apply to administrators on post-Windows 2000 computers.

If you disable this setting or do not configure it, the Make New Connection icon appears in the Start menu and in the Network Connections folder for all users. Clicking the Make New Connection icon starts the New Connection Wizard.

Note: Changing this setting from Enabled to Not Configured does not restore the Make New Connection icon until the user logs off or on. When other changes to this setting are applied, the icon does not appear or disappear in the Network Connections folder until the folder is refreshed.

Note: This setting does not prevent users from using other programs, such as Internet Explorer, to bypass this setting.		Administrative Templates\Network\Network Connections\Prohibit access to the New Connection Wizard

		Ability to rename LAN connections		Determines whether nonadministrators can rename a LAN connection.

If you enable this setting, the Rename option is enabled for LAN connections. Nonadministrators can rename LAN connections by clicking an icon representing the connection or by using the File menu.

If you disable this setting, the Rename option is disabled for nonadministrators only.

If you do not configure this setting, only Administrators and Network Configuration Operators can rename LAN connections

Note: This setting does not apply to Administrators.

Note: When the "Ability to rename LAN connections or remote access connections available to all users" setting is configured (set to either enabled or disabled), this setting does not apply.		Administrative Templates\Network\Network Connections\Ability to rename LAN connections

		Ability to rename all user remote access connections		Determines whether nonadministrators can rename all-user remote access connections.

To create an all-user connection, on the Connection Availability page in the New Connection Wizard, click the "For all users" option.

If you enable this setting, the Rename option is enabled for all-user remote access connections. Any user can rename all-user connections by clicking an icon representing the connection or by using the File menu.

If you disable this setting, the Rename option is disabled for nonadministrators only.

If you do not configure the setting, only Administrators and Network Configuration Operators can rename all-user remote access connections.

Note: This setting does not apply to Administrators

Note: When the "Ability to rename LAN connections or remote access connections available to all users" setting is configured (set to either Enabled or Disabled), this setting does not apply.

Note: This setting does not prevent users from using other programs, such as Internet Explorer, to bypass this setting.		Administrative Templates\Network\Network Connections\Ability to rename all user remote access connections

		Prohibit renaming private remote access connections		Determines whether users can rename their private remote access connections.

Private connections are those that are available only to one user. To create a private connection, on the Connection Availability page in the New Connection Wizard, click the "Only for myself" option.

If you enable this setting (and enable the "Enable Network Connections settings for Administrators" setting), the Rename option is disabled for all users (including administrators).

Important: If the "Enable Network Connections settings for Administrators" is disabled or not configured, this setting will not apply to administrators on post-Windows 2000 computers.

If you disable this setting or do not configure it, the Rename option is enabled for all users' private remote access connections. Users can rename their private connection by clicking an icon representing the connection or by using the File menu.

Note: This setting does not prevent users from using other programs, such as Internet Explorer, to bypass this setting.		Administrative Templates\Network\Network Connections\Prohibit renaming private remote access connections

		Prohibit access to the Dial-up Preferences item on the Advanced menu		Determines whether the Dial-up Preferences item on the Advanced menu in Network Connections folder is enabled.

The Dial-up Preferences item lets users create and change connections before logon and configure automatic dialing and callback features.

If you enable this setting (and enable the "Enable Network Connections settings for Administrators" setting), the Dial-up Preferences item is disabled for all users (including administrators).

Important: If the "Enable Network Connections settings for Administrators" is disabled or not configured, this setting will not apply to administrators on post-Windows 2000 computers.

If you disable this setting or do not configure it, the Dial-up Preferences item is enabled for all users.		Administrative Templates\Network\Network Connections\Prohibit access to the Dial-up Preferences item on the Advanced menu

		Prohibit viewing of status for an active connection		Determines whether users can view the status for an active connection.

Connection status is available from the connection status taskbar icon or from the Status dialog box. The Status dialog box displays information about the connection and its activity. It also provides buttons to disconnect and to configure the properties of the connection.

If you enable this setting, the connection status taskbar icon and Status dialog box are not available to users (including administrators). The Status option is disabled in the context menu for the connection and on the File menu in the Network Connections folder. Users cannot choose to show the connection icon in the taskbar from the Connection Properties dialog box.

Important: If the "Enable Network Connections settings for Administrators" is disabled or not configured, this setting will not apply to administrators on post-Windows 2000 computers.

If you disable this setting or do not configure it, the connection status taskbar icon and  Status dialog box are available to all users.		Administrative Templates\Network\Network Connections\Prohibit viewing of status for an active connection

		Enable Windows 2000 Network Connections settings for Administrators		Determines whether settings that existed in Windows 2000 will apply to Administrators.

The set of Network Connections group settings that existed in Windows 2000 also exists in Windows XP. In Windows 2000, all of these settings had the ability to prohibit the use of certain features from Administrators.

By default, Network Connections group settings in Windows XP do not have the ability to prohibit the use of features from Administrators.

If you enable this setting, the Windows XP settings that existed in Windows 2000 will have the ability to prohibit Administrators from using certain features. These settings are "Ability to rename LAN connections or remote access connections available to all users", "Prohibit access to properties of components of a LAN connection", "Prohibit access to properties of components of a remote access connection", "Ability to access TCP/IP advanced configuration", "Prohibit access to the Advanced Settings Item on the Advanced Menu", "Prohibit adding and removing components for a LAN or remote access connection", "Prohibit access to properties of a LAN connection", "Prohibit Enabling/Disabling components of a LAN connection", "Ability to change properties of an all user remote access connection", "Prohibit changing properties of a private remote access connection", "Prohibit deletion of remote access connections", "Ability to delete all user remote access connections", "Prohibit connecting and disconnecting a remote access connection", "Ability to Enable/Disable a LAN connection", "Prohibit access to the New Connection Wizard", "Prohibit renaming private remote access connections", "Prohibit access to the Dial-up Preferences item on the Advanced menu", "Prohibit viewing of status for an active connection". When this setting is enabled, settings that exist in both Windows 2000 and Windows XP behave the same for administrators.

If you disable this setting or do not configure it, Windows XP settings that existed in Windows 2000 will not apply to administrators.

Note: This setting is intended to be used in a situation in which the Group Policy object that these settings are being applied to contains both Windows 2000 and Windows XP computers, and identical Network Connections policy behavior is required between all Windows 2000 and Windows XP computers.		Administrative Templates\Network\Network Connections\Enable Windows 2000 Network Connections settings for Administrators

		Don't display the Getting Started welcome screen at logon		Supresses the welcome screen.

This setting hides the welcome screen that is displayed on Windows 2000 Professional and Windows XP Professional each time the user logs on.

Users can still display the welcome screen by selecting it on the Start menu or by typing "Welcome" in the Run dialog box.

This setting applies only to Windows 2000 Professional and Windows XP Professional. It does not affect the "Configure Your Server on a Windows 2000 Server"screen on Windows 2000 Server.

Note: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Tip: To display the welcome screen, click Start, point to Programs, point to Accessories, point to System Tools, and then click "Getting Started." To suppress the welcome screen without specifying a setting, clear the "Show this screen at startup" check box on the welcome screen.		Administrative Templates\System\Don't display the Getting Started welcome screen at logon

		Century interpretation for Year 2000		Determines how programs interpret two-digit years.

This setting specifies the largest two-digit year interpreted as being preceded by 20. All numbers less than or equal to the specified value are interpreted as being preceded by 20. All numbers greater than the specified value are interpreted as being preceded by 19.

For example, the default value, 2029, specifies that all two-digit years less than or equal to 29 (00 to 29) are interpreted as being preceded by 20, that is 2000 to 2029. Conversely, all two-digit years greater than 29 (30 to 99) are interpreted as being preceded by 19, that is, 1930 to 1999.

This setting only affects the programs that use this Windows feature to interpret two-digit years. If a program does not interpret two-digit years correctly, consult the documentation or manufacturer of the program.		Administrative Templates\System\Century interpretation for Year 2000

		Configure driver search locations		This setting configures the location that Windows searches for drivers when a new piece of hardware is found.

By default, Windows searches the following places for drivers: local installation, floppy drives, CD-ROM drives, Windows Update.

Using this setting, you may remove any or all of these from the search algorithm.

If you enable this setting, you can remove any of the three locations by selecting the associated check box beside the location name.

If you disable or do not configure this setting, Windows searches the location installation, floppy drives, CD-ROM drives, and Windows Update for drivers.		Administrative Templates\System\Configure driver search locations

		Code signing for device drivers		Determines how the system responds when a user tries to install device driver files that are not digitally signed.

This setting establishes the least secure response permitted on the systems of users in the group. Users can use System in Control Panel to select a more secure setting, but when this setting is enabled, the system does not implement any setting less secure than the one the setting established.

When you enable this setting, use the drop-down box to specify the desired response.

--   "Ignore" directs the system to proceed with the installation even if it includes unsigned files.

--   "Warn" notifies the user that files are not digitally signed and lets the user decide whether to stop or to proceed with the installation and whether to permit unsigned files to be installed. "Warn" is the default.

--   "Block" directs the system to refuse to install unsigned files. As a result, the installation stops, and none of the files in the driver package are installed.

To change driver file security without specifying a setting, use System in Control Panel. Right-click My Computer, click Properties, click the Hardware tab, and then click the Driver Signing button.		Administrative Templates\System\Code signing for device drivers

		Custom user interface		Specifies an alternate user interface for Windows 2000.

The Explorer program (%systemdrive%\program files\internet explorer\iExplorer.exe) creates the familiar Windows interface, but you can use this setting to specify an alternate interface. If you enable this setting, the system start the interface you specify instead of Explorer.exe.

To use this setting, copy your interface program to a network share or to your system drive. Then, enable this setting, and type the name of the interface program, including the file name extension, in the Shell name text box. If the interface program file is not located in a folder specified in the Path environment variable for your system, enter the fully qualified path to the file.

If you disable this setting or do not configure it, the setting is ignored and the system displays the Explorer interface.

Tip: To find the folders indicated by the Path environment variable, click System Properties in Control Panel, click the Advanced tab, click the Environment Variables button, and then, in the System variables box, click Path.		Administrative Templates\System\Custom user interface

		Prevent access to the command prompt		Prevents users from running the interactive command prompt, Cmd.exe. This setting also determines whether batch files (.cmd and .bat) can run on the computer.

If you enable this setting and the user tries to open a command window, the system displays a message explaining that a setting prevents the action.

Note: Do not prevent the computer from running batch files if the computer uses logon, logoff, startup, or shutdown batch file scripts, or for users that use Terminal Services.		Administrative Templates\System\Prevent access to the command prompt

		Prevent access to registry editing tools		Disables the Windows registry editors, Regedit.exe and Regedit.exe.

If this setting is enabled and the user tries to start a registry editor, a message appears explaining that a setting prevents the action.

To prevent users from using other administrative tools, use the "Run only allowed Windows applications" setting.		Administrative Templates\System\Prevent access to registry editing tools

		Run only allowed Windows applications		Limits the Windows programs that users have permission to run on the computer.

If you enable this setting, users can only run programs that you add to the List of Allowed Applications.

This setting only prevents users from running programs that are started by the Windows Explorer process. It does not prevent users from running programs such as Task Manager, which are started by the system process or by other processes. Also, if users have access to the command prompt, Cmd.exe, this setting does not prevent them from starting programs in the command window that they are not permitted to start by using Windows Explorer.

Note: It is a requirement for third-party applications with Windows 2000 or later certification to adhere to this setting. Note: To create a list of allowed applications, click Show, click Add, and then enter the application executable name (e.g., Winword.exe, Poledit.exe, Powerpnt.exe).		Administrative Templates\System\Run only allowed Windows applications

		Don't run specified Windows applications		Prevents Windows from running the programs you specify in this setting.

If you enable this setting, users cannot run programs that you add to the list of disallowed applications.

This setting only prevents users from running programs that are started by the Windows Explorer process. It does not prevent users from running programs, such as Task Manager, that are started by the system process or by other processes. Also, if you permit users to gain access to the command prompt, Cmd.exe, this setting does not prevent them from starting programs in the command window that they are not permitted to start by using Windows Explorer. Note: To create a list of disallowed applications, click Show, click Add, and then enter the application executable name (e.g., Winword.exe, Poledit.exe, Powerpnt.exe).		Administrative Templates\System\Don't run specified Windows applications

		Turn off Autoplay		Turns off the Autoplay feature.

Autoplay begins reading from a drive as soon as you insert media in the drive. As a result, the setup file of programs and the music on audio media start immediately.

By default, Autoplay is disabled on removable drives, such as the floppy disk drive (but not the CD-ROM drive), and on network drives.

If you enable this setting, you can also disable Autoplay on CD-ROM drives or disable Autoplay on all drives.

This setting disables Autoplay on additional types of drives. You cannot use this setting to enable Autoplay on drives on which it is disabled by default.

Note: This setting appears in both the Computer Configuration and User Configuration folders. If the settings conflict, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Note: This setting does not prevent Autoplay for music CDs.		Administrative Templates\System\Turn off Autoplay

		Restrict these programs from being launched from Help		Allows you to restrict programs from being run from online Help.

If you enable this setting, you can prevent programs that you specify from being allowed to be run from Help. When you enable this setting, enter the list of the programs you want to restrict. Enter the file name of the executable for each application, separated by commas.

If you disable or do not configure this setting, users will be able to run applications from online Help.

Note: You can also restrict users from running applications by using the Software Restriction settings available in Computer Configuration\Security Settings.

Note: This setting is available under Computer Configuration and User Comfiguration. If both are set, the list of programs specified in each of these will be restricted.		Administrative Templates\System\Restrict these programs from being launched from Help

		Download missing COM components		Directs the system to search Active Directory for missing Component Object Model (COM) components that a program requires.

Many Windows programs, such as the MMC snap-ins, use the interfaces provided by the COM. These programs cannot perform all of their functions unless Windows 2000 has internally registered the required components.

If you enable this setting and a component registration is missing, the system searches for it in Active Directory and if it is found, downloads it. The resulting searches might make some programs start or run slowly.

If you disable this setting or do not configure it, the program continues without the registration. As a result, the program might not perform all of its functions, or it might stop.

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in  User Configuration.		Administrative Templates\System\Download missing COM components

		Windows Automatic Updates		This setting controls automatic updates to a user's computer.

Whenever a user connects to the Internet, Windows searches for updates available for the software and hardware on their computer and automatically downloads them. This happens in the background, and the user is prompted when downloaded components are ready to be installed, or prior to downloading, depending on their configuration.

If you enable this setting, it prohibits Windows from searching for updates.

If you disable or do not configure it, Windows searches for updates and automatically downloads them.

Note: Windows Update is an online catalog customized for your computer that consists of items such as drivers, critical updates, Help files, and Internet products that you can download to keep your computer up to date.

Also, see the "Remove links and access to Windows Update" setting. If the "Remove links and access to Windows Update" setting is enabled, the links to Windows Update on the Start menu are also removed.		Administrative Templates\System\Windows Automatic Updates

		Connect home directory to root of the share		Restores the definitions of the %HOMESHARE% and %HOMEPATH% environment variables to those used in Windows NT 4.0 and earlier.

If you enable this setting, the system uses the Windows NT 4.0 definitions. If you disable this setting or do not configure it, the system uses the new definitions designed for Windows 2000.

Along with %HOMEDRIVE%, these variables define the home directory of a user profile. The home directory is a persistent mapping of a drive letter on the local computer to a local or remote directory.

By default, in Windows 2000, %HOMESHARE% stores the fully qualified path to the home directory (such as \\server\share\dir1\dir2\homedir). Users can access the home directory and any of its subdirectories from the home drive letter, but they cannot see or access its parent directories. %HOMEPATH% stores a final backslash and is included for compatibility with earlier systems.

On Windows NT 4.0 and earlier, %HOMESHARE% stores only the network share (such as \\server\share). %HOMEPATH% stores the remainder of the fully qualified path to the home directory (such as \dir1\dir2\homedir). As a result, users can access any directory on the home share by using the home directory drive letter.

Tip: To specify a home directory in Windows 2000, in Active Directory Users and Computers or Local Users and Groups, right-click the name of a user account, click Properties, click the Profile tab, and in the "Home folder" section, select the "Connect" option and select a drive letter and home directory.

Example: Drive Z is mapped to \\server\share\dir1\dir2\homedir.

If this setting is disabled or not configured (Windows 2000 behavior):

--  %HOMEDRIVE%  = Z: (mapped to \\server\share\dir1\dir2\homedir)

--  %HOMESHARE% = \\server\share\dir1\dir2\homedir

--  %HOMEPATH% = \

If the setting is enabled (Windows NT 4.0 behavior):		Administrative Templates\System\User Profiles\Connect home directory to root of the share

		Limit profile size		Sets the maximum size of each roaming user profile and determines the system's response when a roaming user profile reaches the maximum size.

If you disable this setting or do not configure it, the system does not limit the size of roaming user profiles.

If you enable this setting, you can do the following:

--  Set a maximum permitted roaming profile size;

--  Determine whether the registry files are included in the calculation of the profile size;

--  Determine whether users are notified when the profile exceeds the permitted maximum size;

--  Specify a customized message notifying users of the oversized profile;

--  Determine how often the customized message is displayed.		Administrative Templates\System\User Profiles\Limit profile size

		Exclude directories in roaming profile		Lets you add to the list of folders excluded from the user's roaming profile.

This setting lets you exclude folders that are normally included in the user's profile. As a result, these folders do not need to be stored by the network server on which the profile resides and do not follow users to other computers.

By default, the History, Local Settings, Temp, and Temporary Internet Files folders are excluded from the user's roaming profile.

If you enable this setting, you can exclude additional folders.

If you disable this setting or do not configure it, only the default folders are excluded.

Note: You cannot use this setting to include the default folders in a roaming user profile.		Administrative Templates\System\User Profiles\Exclude directories in roaming profile

		Run logon scripts synchronously		Directs the system to wait for the logon scripts to finish running before it starts the Windows Explorer interface program and creates the desktop.

If you enable this setting, Windows Explorer does not start until the logon scripts have finished running. This setting ensures that logon script processing is complete before the user starts working, but it can delay the appearance of the desktop.

If you disable this setting or do not configure it, the logon scripts and Windows Explorer are not synchronized and can run simultaneously.

This setting appears in the Computer Configuration and User Configuration folders. The setting set in Computer Configuration takes precedence over the setting set in User Configuration.		Administrative Templates\System\Scripts\Run logon scripts synchronously

		Run legacy logon scripts hidden		Hides the instructions in logon scripts written for Windows NT 4.0 and earlier.

Logon scripts are batch files of instructions that run when the user logs on. By default, Windows 2000 displays the instructions in logon scripts written for Windows NT 4.0 and earlier in a command window as they run, although it does not display logon scripts written for Windows 2000.

If you enable this setting, Windows 2000 does not display logon scripts written for Windows NT 4.0 and earlier.

Also, see the "Run Logon Scripts Visible" setting.		Administrative Templates\System\Scripts\Run legacy logon scripts hidden

		Run logon scripts visible		Displays the instructions in logon scripts as they run.

Logon scripts are batch files of instructions that run when the user logs on. By default, the system does not display the instructions in the logon script.

If you enable this setting, the system displays each instruction in the logon script as it runs. The instructions appear in a command window. This setting is designed for advanced users.

If you disable this setting or do not configure it, the instructions are suppressed.		Administrative Templates\System\Scripts\Run logon scripts visible

		Run logoff scripts visible		Displays the instructions in logoff scripts as they run.

Logoff scripts are batch files of instructions that run when the user logs off. By default, the system does not display the instructions in the logoff script.

If you enable this setting, the system displays each instruction in the logoff script as it runs. The instructions appear in a command window. This setting is designed for advanced users.

If you disable this setting or do not configure it, the instructions are suppressed.		Administrative Templates\System\Scripts\Run logoff scripts visible

		Remove Task Manager		Prevents users from starting Task Manager (Taskmgr.exe).

If this setting is enabled and users try to start Task Manager, a message appears explaining that a policy prevents the action.

Task Manager lets users start and stop programs; monitor the performance of their computers; view and monitor all programs running on their computers, including system services; find the executable names of programs; and change the priority of the process in which programs run.		Administrative Templates\System\Ctrl+Alt+Del Options\Remove Task Manager

		Remove Lock Computer		Prevents users from locking the system.

While locked, the desktop is hidden and the system cannot be used. Only the user who locked the system or the system administrator can unlock it.

Tip:To lock a computer without configuring a setting, press Ctrl+Alt+Delete, and then click "Lock Computer."		Administrative Templates\System\Ctrl+Alt+Del Options\Remove Lock Computer

		Remove Change Password		Prevents users from changing their Windows password on demand.

This setting disables the "Change Password" button on the Windows Security dialog box (which appears when you press Ctrl+Alt+Del).

However, users are still able to change their password when prompted by the system. The system prompts users for a new password when an administrator requires a new password or their password is expiring.		Administrative Templates\System\Ctrl+Alt+Del Options\Remove Change Password

		Remove Logoff		Prevents the user from logging off.

This setting does not let the user log off the system by using any method, including programs run from the command line, such as scripts. It also disables or removes all menu items and buttons that log the user off the system.

Also, see the "Remove Logoff on the Start Menu" setting.		Administrative Templates\System\Ctrl+Alt+Del Options\Remove Logoff

		Run these programs at user logon		Specifies additional programs or documents that Windows starts automatically when a user logs on to the system.

To use this setting, click Show, click Add, and then, in the text box, type the name of the executable program (.exe) file or document file. Unless the file is located in the %Systemroot% directory, you must specify the fully qualified path to the file.

Note: This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the system starts the programs specified in the Computer Configuration setting just before it starts the programs specified in the User Configuration setting.

Also, see the "Do not process the legacy run list" and the "Do not process the run once list" settings.		Administrative Templates\System\Logon\Run these programs at user logon

		Do not process the run once list		Ignores customized run-once lists.

You can create a customized list of additional programs and documents that are started automatically the next time the system starts (but not thereafter). These programs are added to the standard list of programs and services that the system starts.

If you enable this setting, the system ignores the run-once list.

If you disable this setting or do not configure it, the system runs the programs in the run-once list.

This setting appears in the Computer Configuration and User Configuration folders. If both settings are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Note: Customized run-once lists are stored in the registry in HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce.

Also, see the "Do not process the legacy run list" setting.		Administrative Templates\System\Logon\Do not process the run once list

		Do not process the legacy run list		Ignores the customized run list.

You can create a customized list of additional programs and documents that the system starts automatically when it runs on Windows XP, Windows 2000, Windows NT 4.0 and earlier. These programs are added to the standard run list of programs and services that the system starts.

If you enable this setting, the system ignores the run list for Windows NT 4.0, Windows 2000, and Windows XP.

If you disable or do not configure this setting, Windows 2000 adds any customized run list configured for Windows NT 4.0 and earlier to its run list.n
This setting appears in the Computer Configuration and User Configuration folders. If both policies are configured, the setting in Computer Configuration takes precedence over the setting in User Configuration.

Note: To create a customized run list by using a policy, use the "Run these applications at startup" setting.

The customized run lists for Windows NT 4.0 and earlier are stored in the registry in HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run and HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Windows\Run. They can be configured by using the "Run" setting in System Policy Editor for Windows NT 4.0 and earlier.

Also, see the "Do not process the run once list" setting.		Administrative Templates\System\Logon\Do not process the legacy run list

		Group Policy refresh interval for users		Specifies how often Group Policy for users is updated while the computer is in use (in the background). This setting specifies a background update rate only for the Group Policies in the User Configuration folder.

In addition to background updates, Group Policy for users is always updated when users log on.

By default, user Group Policy is updated in the background every 90 minutes, with a random offset of 0 to 30 minutes.

You can specify an update rate from 0 to 64,800 minutes (45 days). If you select 0 minutes, the computer tries to update user Group Policy every 7 seconds. However, because updates might interfere with users' work and increase network traffic, very short update intervals are not appropriate for most installations.

If you disable this setting, user Group Policy is updated every 90 minutes (the default). To specify that Group Policy for users should never be updated while the computer is in use, select the "Turn off background refresh of Group Policy" setting.

This setting also lets you specify how much the actual update interval varies. To prevent clients with the same update interval from requesting updates simultaneously, the system varies the update interval for each client by a random number of minutes. The number you type in the random time box sets the upper limit for the range of variance. For example, if you type 30 minutes, the system selects a variance of 0 to 30 minutes. Typing a large number establishes a broad range and makes it less likely that client requests overlap. However, updates might be delayed significantly.

Important: If the "Turn off background refresh of Group Policy" setting is enabled, this setting is ignored.

Note: This setting establishes the update rate for user Group Policies. To set an update rate for computer Group Policies, use the "Group Policy refresh interval for computers" setting (located in Computer Configuration\Administrative Templates\System\Group Policy).

Tip: Consider notifying users that their policy is updated periodically so that they recognize the signs of a policy update. When Group Policy is updated, the Windows desktop is refreshed; it flickers briefly and closes open menus. Also, restrictions imposed by Group Policies, such as those that limit the programs a user can run, might interfere with tasks in progress.		Administrative Templates\System\Group Policy\Group Policy refresh interval for users

		Group Policy slow link detection		Defines a slow connection for purposes of applying and updating Group Policy.

If the rate at which data is transferred from the domain controller providing a policy update to the computers in this group is slower than the rate specified by this setting, the system considers the connection to be slow.

The system's response to a slow policy connection varies among policies. The program implementing the policy can specify the response to a slow link. Also, the policy processing settings in this folder lets you override the programs' specified responses to slow links.

To use this setting, in the "Connection speed" box, type a decimal number between 0 and 4,294,967,200 (0xFFFFFFA0), indicating a transfer rate in kilobits per second. Any connection slower than this rate is considered to be slow. If you type 0, all connections are considered to be fast.

If you disable this setting or do not configure it, the system uses the default value of 500 kilobits per second.

This setting appears in the Computer Configuration and User Configuration folders. The setting in Computer Configuration defines a slow link for policies in the Computer Configuration folder. The setting in User Configuration defines a slow link for settings in the User Configuration folder.

Also, see the "Do not detect slow network connections" and related policies in Computer Configuration\Administrative Templates\System\User Profile. Note: If the profile server has IP connectivity, the connection speed setting is used. If the profile server does not have IP connectivity, the SMB timing is used.		Administrative Templates\System\Group Policy\Group Policy slow link detection

		Group Policy domain controller selection		Determines which domain controller the Group Policy snap-in uses.

--  "Use the Primary Domain Controller" indicates that the Group Policy snap-in reads and writes changes to the domain controller designated as the PDC Operations Master for the domain.

--  "Inherit from Active Directory Snap-ins" indicates that the Group Policy snap-in reads and writes changes to the domain controller that Active Directory Users and Computers or Active Directory Sites and Services snap-ins use.

--  "Use any available domain controller" indicates that the Group Policy snap-in can read and write changes to any available domain controller.

If you disable this setting or do not configure it, the Group Policy snap-in uses the domain controller designated as the PDC Operations Master for the domain.

Note: To change the PDC Operations Master for a domain, in Active Directory Users and Computers, right-click a domain, and then click "Operations Masters."		Administrative Templates\System\Group Policy\Group Policy domain controller selection

		Create new Group Policy object links disabled by default		Creates new Group Policy object links in the disabled state.

This setting creates all new Group Policy object links in the disabled state by default. After you configure and test the new object links, either by using Active Directory Users and Computers or Active Directory Sites and Services, you can enable the object links for use on the system.

If you disable this setting or do not configure it, new Group Policy object links are created in the enabled state. If you do not want them to be effective until they are configured and tested, you must disable the object link.		Administrative Templates\System\Group Policy\Create new Group Policy object links disabled by default

		Default name for new Group Policy objects		Sets the default display name for new Group Policy objects.

This setting allows you to specify the default name for new Group Policy objects created from the Group Policy tab in Active Directory tools or created from the GPO browser.

The display name may contain environment variables and can be a maximum of 255 characters long.

If this setting is Disabled or Not Configured, the default display name of New Group Policy object is used.		Administrative Templates\System\Group Policy\Default name for new Group Policy objects

		Enforce Show Policies Only		Prevents administrators from viewing or using Group Policy preferences.

A Group Policy administration (.adm) file can contain both true settings and preferences. True settings, which are fully supported by Group Policy, must use registry entries in the Software\Policies or Software\Microsoft\Windows\CurrentVersion\Policies registry subkeys. Preferences, which are not fully supported, use registry entries in other subkeys.

If you enable this setting, the "Show Policies Only" command is turned on, and administrators cannot turn it off. As a result, Group Policy displays only true settings; preferences do not appear.

If you disable this setting or do not configure it, the "Show Policies Only" command is turned on by default, but administrators can view preferences by turning off the "Show Policies Only" command.

Note: To find the "Show Policies Only" command, in Group Policy, click the Administrative Templates folder (either one), right-click the same folder, and then point to "View."

In Group Policy, preferences have a red icon to distinguish them from true settings, which have a blue icon.		Administrative Templates\System\Group Policy\Enforce Show Policies Only

		Turn off automatic update of ADM files		Prevents the system from updating the Administrative Templates source files automatically when you open Group Policy.

By default, when you start Group Policy, the system loads the most recently revised copies of the Administrative Templates source files (.adm) that it finds in the %Systemroot%\inf directory. The .adm files create the list of settings that appear under Administrative Templates in Group Policy.

If you enable this setting, the system loads the .adm files you used the last time you ran Group Policy. Thereafter, you must update the .adm files manually.

Note: Upgrading your .adm files does not overwrite your configuration settings. The settings are stored in Active Directory, not in the .adm files.

Tip: To upgrade your .adm files manually, in Group Policy, right-click Administrative Templates (either instance), and then click Add/Remove Templates.		Administrative Templates\System\Group Policy\Turn off automatic update of ADM files

		Disallow Interactive Users from generating Resultant Set of Policy data		This setting controls the ability of users to view their Resultant Set of Policy (RSoP) data.

By default, interactively logged on users can view their own Resultant Set of Policy (RSoP) data.

If this setting is enabled, interactive users cannot generate RSoP data.

If this setting is not configured or disabled, interactive Users can generate RSoP.

Note: This setting does not affect administrators. If this setting is enabled or disabled, by default, administrators can view RSoP data.

Note: To view RSoP data on a client computer, use the RSoP snap-in for the Microsoft Management Console. You can launch the RSoP snap-in from the command line by typing RSOP.msc

Note: This setting exists as both a User Configuration and Computer Configuration setting.

Also, see the "Turn off Resultant set of Policy Logging" setting in Computer Configuration\Administrative Templates\System\GroupPolicy.		Administrative Templates\System\Group Policy\Disallow Interactive Users from generating Resultant Set of Policy data

		Prompt for password on resume from hibernate / suspend		This settings allows you to configure client computers to always lock when resuming from a hibernate or suspend.

If you enable this setting, the client computer is locked when it is resumed from a suspend or hibernate state.

If you disable or do not configure this setting, users can decide if their computer is automatically locked or not after performing a resume operation.		Administrative Templates\System\Power Management\Prompt for password on resume from hibernate / suspend






