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Abstract

This guide provides recommendations to help you plan a new Active Directory® Federation Services (ADFS) deployment using the Microsoft® Windows Server® 2003 R2 operating system. This guide is intended for use by infrastructure specialists or system architects who are planning a new ADFS deployment. ADFS helps administrators meet federated identity management challenges. ADFS provides users with a Web-based, single-sign-on (SSO) experience when they access extranet Web sites or sites on the Internet that are accessible through federation partnerships. 
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ADFS Design Guide 

Active Directory Federation Services (ADFS) in the Windows Server 2003 R2 operating system helps administrators meet federated identity management challenges. It does this by making it possible for organizations to securely share a user's identity information within an organization and across federated organizations—without creating and maintaining external trusts or forest trusts between those organizations. With ADFS, an administrator in an organization can control resources that users in that organization can access—both within that organization and at partner organizations. An administrator can also use ADFS to configure resources that users in other organizations can access. ADFS provides users with a Web-based, single-sign-on (SSO) experience when they access extranet Web sites or sites on the Internet that are accessible through federation partnerships.

For more information about how ADFS works and how to set up ADFS in a test lab, see the following resources:


Appendix B: Reviewing Key ADFS Concepts

Overview of Active Directory Federation Services (ADFS) in Windows Server 2003 R2 (http://go.microsoft.com/fwlink/?LinkId=54650)


Step-by-Step Guide for Active Directory Federation Services (http://go.microsoft.com/fwlink/?LinkId=49531)

About this guide

This guide provides recommendations to help you plan a new deployment of ADFS, based on the requirements of your organization and the particular design that you want to create. This guide is intended for use by an infrastructure specialist or system architect. It highlights your main decision points as you plan your ADFS deployment. Before you read this guide, you should have a good understanding of how ADFS works on a functional level. You should also have a good understanding of the organizational requirements that will be reflected in your ADFS design. 

This guide describes a set of deployment goals that are based on three primary ADFS designs, and the guide helps you decide the most appropriate design for your environment. You can use these deployment goals to form one of the following comprehensive ADFS designs or a custom design that meets the needs of your environment:


Federated Web SSO to support business-to-business (B2B) scenarios and to support collaboration between business units with independent forests


Federated Web SSO with Forest Trust to support business-to-employee (B2E) scenarios


Web SSO to support customer access to applications in business-to-consumer (B2C) scenarios

For each design, you will find guidelines for gathering required data about your environment. You can then use these guidelines to plan and design your ADFS deployment. After you read this guide and finish gathering, documenting, and mapping your organization's requirements, you will have the information necessary to begin deploying ADFS using the guidance in the ADFS Deployment Guide. 

See Also

Understanding the ADFS Design Process
Identifying Your ADFS Deployment Goals
Mapping Your Deployment Goals to an ADFS Design
Evaluating ADFS Design Examples
Planning Partner Organization Deployments
Designing a Federated Application Strategy
Planning ADFS-Enabled Web Server Placement
Planning Federation Server Placement
Planning Federation Server Proxy Placement
Planning for ADFS Capacity
Finding Additional ADFS Resources
Appendix A: Reviewing ADFS Requirements
Appendix B: Reviewing Key ADFS Concepts
Appendix C: Documenting Your ADFS Design
Understanding the ADFS Design Process 

The following topics outline the Active Directory Federation Services (ADFS) design process for planning a new ADFS deployment that will meet the needs of your organization.


Identifying Your ADFS Deployment Goals

Mapping Your Deployment Goals to an ADFS Design

Evaluating ADFS Design Examples

Appendix C: Documenting Your ADFS Design
After you identify your deployment goals and map them to an ADFS design, you can begin documenting your design, based on the processes that are described in the following topics:


Appendix A: Reviewing ADFS Requirements

Planning Partner Organization Deployments

Designing a Federated Application Strategy

Planning ADFS-Enabled Web Server Placement

Planning Federation Server Placement

Planning Federation Server Proxy Placement

Planning for ADFS Capacity
Identifying Your ADFS Deployment Goals 

Correctly identifying your Active Directory Federation Services (ADFS) deployment goals is essential for the success of your ADFS design project. Depending on the size of your organization and the level of involvement that you want to provide for the information technology (IT) staff in any partner organizations, form a project team that can clearly articulate real-world deployment issues in a vision statement. Make sure that the members of this team understand the direction in which your deployment project must move in order to reach your ADFS deployment goals.

When you write your vision statement, identify, clarify, and refine your deployment goals. Prioritize and, possibly, combine your deployment goals so that you can design and deploy ADFS by using an iterative approach. You can take advantage of existing, documented, and predefined ADFS deployment goals that are relevant to the ADFS designs and develop a working solution for your scenarios. 

The following table lists the three main tasks for articulating, refining, and subsequently documenting your ADFS deployment goals.

	Deployment goal tasks
	Reference links

	Evaluate predefined ADFS deployment goals that are provided in this section of the guide, and combine one or more goals to reach your organizational objectives.
	
Provide federated access for your employees on the corporate network

Provide federated access for your remote employees on the Internet

Provide federated access for your hosted applications

Provide single-sign-on access for customers to your hosted applications

	Map one goal or a combination of any of the predefined ADFS deployment goals to an existing ADFS design.
	
Mapping Your Deployment Goals to an ADFS Design

	Document your deployment goals and other important details for your ADFS design.
	
Appendix C: Documenting Your ADFS Design


Provide federated access for your employees on the corporate network 

When you are the account partner administrator and you have a deployment goal to provide federated access for employees on the corporate network:


Employees who are logged on to an Active Directory forest in the corporate network can use single sign-on (SSO) to access multiple applications, which are secured by Active Directory Federation Services (ADFS), when the applications are in a different organization. For more information, see Federated Web SSO design. 

For example, A. Datum Corporation may want corporate network employees to have federated access to applications that are hosted in Trey Research.


Employees who are logged on to an Active Directory forest in the corporate network can use SSO to access multiple applications, which are secured by ADFS, in the perimeter network in your own organization. For more information, see Federated Web SSO with Forest Trust design.

For example, A. Datum Corporation may want corporate network employees to have federated access to applications that are hosted in the A. Datum Corporation perimeter network.


Information in the Active Directory account store can be populated into the employees' ADFS tokens.

The following components are required for this deployment goal:


Active Directory: Active Directory contains the employees' user accounts that are used to generate ADFS tokens. Information, such as groups and attributes, is populated into ADFS tokens as group claims and custom claims. For more information about Active Directory, see Appendix B: Reviewing Key ADFS Concepts.
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Note 

Active Directory Application Mode (ADAM) may also be used to contain the identities are used to generate ADFS tokens. However, ADAM is typically used for this purpose to host customer accounts on the perimeter network. 


Corporate DNS: This implementation of Domain Name System (DNS) contains a simple address (A) resource record so that intranet clients can locate the account federation server. It may host other DNS records that are also required in the corporate network. For more information, see Name resolution requirements for federation servers.


Account federation server: The account federation server is joined to a domain in the account partner forest. It authenticates employee user accounts and generates ADFS tokens. The client computer for the employee performs Windows Integrated authentication against the account federation server to generate an ADFS token. For more information, see Review the role of the federation server in the account partner organization.

The following users can be authenticated by the account federation server: 


Employees with user accounts in this domain


Employees with user accounts anywhere in this forest


Employees with user accounts anywhere in forests that are trusted by this forest (through a Windows trust)


Employee: An employee accesses an ADFS-secured Web application through a supported Web browser while he or she is logged on to the corporate network. The employee's client computer on the corporate network communicates directly with the federation server for authentication.

The following illustration shows each of the required components for this ADFS deployment goal.
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Provide federated access for your remote employees on the Internet 

This deployment goal builds on the deployment goal that is described in Provide federated access for your employees on the corporate network. It also makes it possible for remote employees to obtain Active Directory Federation Services (ADFS) tokens from the account federation server. After it obtains the tokens, the remote employee's client computer can use the ADFS tokens to gain federated access to ADFS-secured applications that are hosted in another organization and allow employees to access resources in their own organization.

For more information, see Federated Web SSO design.

For example, A. Datum Corporation may want remote employees to have federated access to ADFS-secured applications that are hosted in Trey Research, without requiring A. Datum employees to be on the A. Datum corporate network. 

In addition to the foundational components that are described in Provide federated access for your employees on the corporate network (which are shaded in the following figure), the following components are required for this deployment goal:


Account federation server proxy: Employees that access the federated application from the Internet can use this ADFS component to perform authentication. By default, this component performs forms authentication, but it can also perform basic authentication. You may also configure this component to perform Secure Sockets Layer (SSL) client authentication if users at your organization have certificates to present. For more information, see Where to place a federation server proxy.


Perimeter DNS: This implementation of Domain Name System (DNS) provides the host names for the perimeter network. For more information about how to configure perimeter DNS for a federation server proxy, see Name resolution requirements for federation server proxies.


Remote employee: The remote employee accesses an ADFS-secured Web application through a supported Web browser, using valid credentials from the corporate network, while the employee is offsite using the Internet. The employee's client computer in the remote location communicates directly with the federation server proxy to generate a token and authenticate to the application.

The following illustration shows each of the required components for this ADFS deployment goal.
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Provide federated access for your hosted applications 

When you are the resource partner administrator and you have a deployment goal to provide federated access to an application that resides in your organization (the resource partner organization), federated users both in your organization and in organizations that have configured a federation trust to your organization can access the Active Directory Federation Services (ADFS)-secured application that is hosted by your organization. For more information, see Federated Web SSO design and Federated Web SSO with Forest Trust design.

The following components are required for this deployment goal:


Active Directory: The resource federation server must be joined to an Active Directory domain. If Windows NT token–based applications are supported, the domain also serves as the store that contains the resource accounts or resource groups. Claims-aware applications do not require local accounts in Active Directory. For more information about resource accounts and resource groups, see Determine your resource account mapping method.


Perimeter DNS: This implementation of Domain Name System (DNS) contains a simple host (A) resource record so that clients can locate the resource federation server and the ADFS-enabled Web server. The DNS server may host other DNS records that are also required in the perimeter network. For more information, see Name resolution requirements for federation servers and Name resolution requirements for ADFS-enabled Web servers. 


Resource federation server: The resource federation server validates ADFS tokens that the account partners send. Account partner discovery is performed through this federation server. For more information, see Review the role of the federation server in the resource partner organization.


ADFS-enabled Web server: The ADFS-enabled Web server can host a claims-aware application or a Windows NT token–based application. (The following illustration shows a claims-aware application.) The ADFS Web Agent confirms that it receives valid ADFS tokens from federated users before it allows access to the protected Web site. For more information, see When to create an ADFS-enabled Web server.

The following illustration shows each of the required components for this ADFS deployment goal.
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Provide single-sign-on access for customers to your hosted applications 

When your ADFS deployment goal is to provide single-sign-on (SSO) access for customer accounts to hosted applications that are secured by Active Directory Federation Services (ADFS):


Customers who are logged on to the Active Directory Application Mode (ADAM) account store, which is hosted in your perimeter network, can access multiple ADFS-secured applications, which are also hosted in your perimeter network, by logging on one time from client computers that are located on the Internet.

In other words, when you host customer accounts to enable access to applications in your perimeter network, customers that you host in an account store can access one or more applications in the perimeter network simply by logging on once to the Federation Service. For more information, see Web SSO design.


Information in the ADAM account store can be populated into customers' ADFS tokens.

The following components are required for this ADFS deployment goal:


Active Directory: An Active Directory domain is required only for the resource federation server. It is not used to host customer accounts. 


ADAM: ADAM is used to contain the customer accounts that will be used to generate ADFS tokens. For more information about Active Directory or ADAM, see Appendix B: Reviewing Key ADFS Concepts.
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Note 

Active Directory may also be used to contain customer accounts that will be used to generate ADFS tokens.


Account/resource federation server: This federation server serves in both the account role and the resource role. The account/resource federation server is configured so that the Federation Service includes values for both an application and an account store—in this case, ADAM—that contains the customer accounts. For more information, see Review the role of the federation server in the account partner organization and Review the role of the federation server in the resource partner organization.


ADFS-enabled Web server: The ADFS-enabled Web server can host a claims-aware application or a Windows NT token–based application. The ADFS Web Agent confirms that it receives valid ADFS tokens from customer accounts before it allows access to the protected Web site. For more information, see When to create an ADFS-enabled Web server.


Customer: While on the Internet, the customer accesses an ADFS-secured Web application through a supported Web browser. The customer client computer on the Internet communicates directly with the federation server for authentication.

The following illustration shows each of the required components for this ADFS deployment goal. In this case, because Active Directory is used only to support the federation server's requirement to be joined to a domain, it is shaded in this illustration.
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Mapping Your Deployment Goals to an ADFS Design 

After you finish reviewing the existing Active Directory Federation Services (ADFS) deployment goals and you determine which goals are related to your specific deployment, you can map those goals to a specific ADFS design. For more information about ADFS predefined deployment goals, see Identifying Your ADFS Deployment Goals.

Use the following table to determine which ADFS design maps to the appropriate combination of ADFS deployment goals for your organization. This table refers only to the three primary ADFS designs as described in this guide. However, you can create a hybrid or custom ADFS design by using any combination of the ADFS deployment goals to meet the needs of your organization. 

	ADFS deployment goal
	Web SSO design
	Federated Web SSO design
	Federated Web SSO with Forest Trust design

	Provide federated access for your employees on the corporate network
	No
	Yes, in the account partner
	Yes, in the account partner

	Provide federated access for your remote employees on the Internet
	No
	Yes, optional in the account partner
	Yes, optional in the account partner

	Provide single-sign-on access for customers to your hosted applications
	Yes
	No
	No

	Provide federated access for your hosted applications
	No
	Yes, in the resource partner
	Yes, in the resource partner


Web SSO design 

In the Web Single-Sign-On (SSO) design in Active Directory Federation Services (ADFS), users must authenticate only once to access multiple ADFS-secured applications. In this design all users are external, and no federation trust exists because there are no partners. Typically, you deploy this design when you want to provide customer access to one or more ADFS-secured applications over the Internet, as shown in the following illustration.
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With the Web SSO design, an organization that typically hosts an ADFS-secured application in a perimeter network can maintain a separate store of customer accounts in the perimeter network, which makes it easier to isolate customer accounts and employee accounts. 

You can manage the local accounts for customers in the perimeter network by using either Active Directory or Active Directory Application Mode (ADAM) as the account store.

This design coincides with the deployment goal to provide SSO access for customers to your hosted applications. For more information, see Provide single-sign-on access for customers to your hosted applications. 

To learn more about the flow of ADFS communications in this design, see Web SSO example.

For a list of detailed tasks that you can use to plan and deploy your Web SSO design, see Checklist: Implementing a Web SSO Design.

Federated Web SSO design 

The Federated Web Single-Sign-On (SSO) design in Active Directory Federation Services (ADFS) involves secure communication that spans multiple firewalls, perimeter networks, and name resolution servers—in addition to the entire Internet routing infrastructure.

Typically, this design is used when two organizations agree to create a federation trust relationship to allow users in one organization (the account partner organization) to access Web-based applications, which are secured by ADFS, in the other organization (the resource partner organization).

In other words, a federation trust relationship is the embodiment of a business-level agreement or partnership between two organizations. As shown in the following illustration, you can establish a federation trust relationship between two businesses, which results in an end-to-end federation scenario.
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The one-way arrow in the illustration signifies the direction of the federation trust, which—like the direction of Windows trusts—always points to the account side of the forest. This means that authentication flows from the account partner organization to the resource partner organization.

In this Federated Web SSO design, two federation servers (one in A. Datum Corporation and the other in Trey Research) route authentication requests from user accounts in A. Datum Corporation to Web-based applications in Trey Research.
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Note 

For additional security, you can use federation server proxies to relay requests to federation servers that are not directly accessible from the Internet.

In this example, A. Datum Corporation is the identity or account provider. The A. Datum Corporation portion of the Federated Web SSO design combines the following ADFS deployment goals:


Provide federated access for your employees on the corporate network

Provide federated access for your remote employees on the Internet
Trey Research is the resource provider. The Trey Research portion of the Federated Web SSO design achieves the following ADFS deployment goal:


Provide federated access for your hosted applications
To learn more about the flow of ADFS communications in this design, see Federated Web SSO example.

For a list of detailed tasks that you can use to plan and deploy the Federated Web SSO design, see Checklist: Implementing a Federated Web SSO Design.

Federated Web SSO with Forest Trust design 

The Federated Web Single-Sign-On (SSO) with Forest Trust design in Active Directory Federation Services (ADFS) combines two Active Directory forests in a single organization, as shown in the following illustration. 
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Typically, you use this design when you want to provide employees on the corporate network and remote employees with federated access to ADFS-secured applications in the perimeter network, while using each employee's standard corporate domain credentials.

The one-way federation trust arrow in the illustration signifies the direction of the trust, which—like the direction of Windows trusts—always points to the account side of the forest. This means that authentication flows from the corporate network to the perimeter network.

Because a forest trust exists between the perimeter network and the corporate network, employee user accounts that are in the corporate network may be used to access the application, which eliminates the need for resource accounts or resource groups. A Windows NT token–based application requires that a user or group exists so that the ADFS token can be mapped into it. However, using Active Directory in the corporate network enables you to deploy the application without user accounts in the perimeter network.
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Note 

If a trust is not in place between the corporate network and the perimeter network and the application in the perimeter network is a Windows NT token–based application, resource accounts or groups must exist in the perimeter network.

In this design, the single A. Datum Corporation organization combines the following ADFS deployment goals:


Provide federated access for your employees on the corporate network

Provide federated access for your remote employees on the Internet

Provide federated access for your hosted applications
To learn more about the flow of ADFS communications in this design, see Federated Web SSO with Forest Trust example.

For a list of detailed tasks that you can use to plan and deploy the Federated Web SSO with Forest Trust design, see Checklist: Implementing a Federated Web SSO with Forest Trust Design.

Evaluating ADFS Design Examples 

The following Active Directory Federation Services (ADFS) design examples illustrate how you can use ADFS to enable federated identity and access management. You can use these topics to evaluate how ADFS communications work across all three ADFS designs and to determine which design or combination of predefined ADFS deployment goals best suits the goals of your organization.


Web SSO example

Federated Web SSO example

Federated Web SSO with Forest Trust example
Web SSO example 

In this example, the fictitious company Adventure Works is an online retailer. The company sells products directly to customers over the Internet. The perimeter network hosts the Purchasing application and the Customer Service Web application, which are both claims-aware applications. Internet customer accounts and passwords are managed in Active Directory Application Mode (ADAM). 

Message flow for customer remote access

The ADFS-enabled Web server that hosts the Purchasing and Customer Service applications is located in the perimeter network forest. Customers perform Active Directory Federation Services (ADFS) authentication for these applications by using the resource federation server for the ADFS-enabled Web server. 

Client application request

The following illustration and corresponding steps provide a detailed description of the client application request process in ADFS using Transport Layer Security / Secure Sockets Layer (TLS/SSL).
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1.
The customer uses her Web browser to open the application on the ADFS-enabled Web server.

2.
The ADFS-enabled Web server refuses the request because there is no ADFS authentication cookie, and the ADFS-enabled Web server redirects the client browser to the logon Web page on the resource federation server.

3.
The client browser requests the logon Web page from the resource federation server.

4.
The resource federation server redirects the client browser to its logon Web page.

Authenticating the user

The following illustration and corresponding steps continue to describe the client application request process in the previous section. Unless it is otherwise noted, all traffic uses TLS/SSL.
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1.
The Web page of the resource federation server prompts the client for user credentials.

2.
The resource federation server does the following:


Validates the client's user credentials and retrieves attributes from ADAM using Lightweight Directory Access Protocol (LDAP).


Builds the security token for the ADFS-enabled Web server application.


Builds the ADFS authentication cookie.

3.
The resource federation server redirects the Web browser to send the POST request to the ADFS-enabled Web server:


POST with security token in body and Java script to activate.


The ADFS authentication cookie is written to the Web browser.

4.
The Web browser sends the POST request to the ADFS-enabled Web server.

5.
The ADFS-enabled Web server redirects the Web browser to the Uniform Resource Locator (URL) of the application:


The ADFS-enabled Web server validates the security token.


Builds the new ADFS authentication cookie.


The ADFS authentication cookie is written to the Web browser.

6.
The Web browser requests the original application URL from the ADFS-enabled Web server with the ADFS authentication cookie.

7.
The application authorizes the user’s request, based on attributes from the security token.

The client browser requests additional application URLs from the ADFS-enabled Web server with its ADFS authentication cookie that is created by the Web server.

Federated Web SSO example 

In this scenario, the fictitious company A. Datum Corporation has employees that work at their corporate offices and mobile employees that work at their homes. As with any other company, office supplies must be ordered from other retailers for the A. Datum employees. When users need to be authenticated, the account partner discovery page on the federation server in Trey Research always returns a Uniform Resource Locator (URL) for the external Federation Service Proxy.
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Note 

Domain Name System (DNS) servers in the perimeter network must be configured to resolve the host name of the Federation Service URL to the federation server proxy for employees that authenticate from home or on the road.

As shown in the following illustration, employee sessions may originate from the corporate network for an office employee or from the Internet for a remote employee. Office employees are authenticated transparently to the federation server through their desktop logon sessions. Mobile employees are authenticated through passwords and forms authentication, or if it is configured, through client Secure Sockets Layer (SSL).
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All the ADFS-enabled Web servers in the perimeter network of Trey Research are exposed directly to the Internet, without a federation server proxy. They are protected only by a firewall that screens out non-Web traffic. In a production environment, a business like Trey Research would probably deploy proxy servers in front of its Web farm servers. In this example, a proxy is omitted for the sake of clarity because it complicates the message flow with extra steps.

Message flow for federation through internal access

The ADFS-enabled Web server that is hosted by the online retailer is located in the perimeter network. When the office employees connect to the ADFS-enabled Web server directly, they are redirected to the default logon URL at the resource federation server proxy. Then, the employees must use home realm discovery to select the Federation Service endpoint URL. Corporate network DNS servers resolve that to the IP address of the internal account federation server. 

The office employee authenticates by using his currently logged-on desktop session credentials and integrated authentication at an internal account federation server in the corporate network. The account federation server and Active Directory in the corporate network are used to validate the office employee's credentials and obtain attributes for building a Security Assertion Markup Language (SAML) security token.

Client application request

The following illustration and corresponding steps provide a description of the client application request process in ADFS using Transport Layer Security / Secure Sockets Layer (TLS/SSL).
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1.
The office employee uses his Web browser to open an application on the ADFS-enabled Web server.

2.
The ADFS-enabled Web server refuses the request because there is no ADFS authentication cookie. The Web server redirects the client browser to the logon Web page on the resource federation server.

3.
The client browser requests to sign-in from the resource federation server.

Authenticating the user

The following illustration and corresponding steps provide a description of the authentication process in ADFS. Unless it is otherwise noted, all traffic uses TLS/SSL.
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1.
The logon Web page on the resource federation server prompts the user for account partner discovery.

2.
The resource federation server redirects the client browser to the logon Web page on the account federation server proxy.

3.
The client browser requests the logon Web page from the account federation server proxy:


Internal DNS servers resolve the account federation server proxy URL to the CNAME of the account federation server.


Windows Integrated authentication occurs transparently.

4.
The account federation server does the following:


Validates user credentials and gets attributes from Active Directory in the corporate network forest using Lightweight Directory Access Protocol (LDAP).


Builds the security token for the resource federation server.


Builds the ADFS authentication cookie.

5.
The account federation server redirects the Web browser to send the POST request to the resource federation server:


The POST request includes the security token in the body and Java script to activate.


The ADFS authentication cookie is written to the browser.

6.
The client browser sends a POST request to the resource federation server. 

7.
The resource federation server redirects the Web browser to send the POST request to the ADFS-enabled Web server:


Builds the security token for the Web application.


Builds the new ADFS authentication cookie.


The POST request includes the security token in the body and Java script to activate.


The ADFS authentication cookie is written to the browser.

8.
The Web browser sends the POST request to the ADFS-enabled Web server.

9.
The ADFS-enabled Web server redirects the client to its application URL:


ADFS validates the security token. 


Builds the new ADFS authentication cookie.


The ADFS authentication cookie is written to the browser.

10.
The client browser uses the ADFS authentication cookie to request the original application URL from the ADFS-enabled Web server.

11.
The ADFS-enabled Web server application authorizes the user’s request based on attributes from the security token.
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Note 

If the resource application is an application that uses traditional Windows-based authorization such as a Windows NT token-based application, a resource account or resource group is required.

The Web browser requests additional application URLs from the ADFS-enabled Web server with its ADFS authentication cookie.

Message flow for federation through remote access

When mobile employees connect to the ADFS-enabled Web server directly, they are redirected to the default logon URL at the resource federation server. Then, they must use home realm discovery to select the account Federation Service endpoint URL. A mobile employee may then enter his credentials through a Web page that is displayed by the browser.

Client application request

The following illustration and corresponding steps provide a description of the client application request process in ADFS using TLS/SSL.
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1.
The remote employee uses the Web browser to open the application on the ADFS-enabled Web server.

2.
The ADFS-enabled Web server refuses the request because there is no ADFS authentication cookie. The ADFS-enabled Web server redirects the client browser to sign-in on the resource federation server.

3.
The client browser requests the logon Web page from the resource federation server.

4.
The Web page on the resource federation server prompts the user for account partner discovery.

5.
The resource federation server redirects the client browser to the logon Web page on the account federation server proxy.

6.
The Web browser requests the logon Web page from the account federation server proxy.

Authenticating the user

The following illustration and corresponding steps provide a description of the user authentication process in ADFS. Unless it is otherwise noted, all traffic uses TLS/SSL.
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1.
The Web page on the account federation server proxy prompts the client for user credentials.

2.
The account federation server proxy requests a security token from the account federation server by using Secure Hypertext Transfer Protocol (HTTPS).

3.
The account federation server does the following:


Validates user credentials and gets attributes from Active Directory in the corporate network forest using LDAP.


Builds the security token for the resource federation server.


Builds the ADFS authentication cookie.

4.
The account federation server sends the security token and the ADFS authentication cookie to the account federation server proxy using Web methods and HTTPS.

5.
The account federation server proxy redirects the Web browser to send the POST request to the resource federation server:


The POST request includes the security token in the body and Java script to activate.


The ADFS authentication cookie is written to the browser.

6.
The client browser sends the POST request to the resource federation server. 

7.
The resource federation server redirects the Web browser to send the POST request to the ADFS-enabled Web server:


The POST request includes the security token in the body and Java script to activate.


Builds the new ADFS authentication cookie


The ADFS authentication cookie is written to the browser.

8.
The client browser sends the POST request to the ADFS-enabled Web server.

9.
The ADFS-enabled Web server redirects the Web browser to its application URL:


ADFS validates the security token.


Builds the new ADFS authentication cookie.


The ADFS authentication cookie is written to the browser.

10.
The Web browser requests the original application URL for the ADFS-enabled Web server with the ADFS authentication, ADFS-enabled Web server cookie.

11.
The Web application authorizes the user’s request, based on attributes in the security token.
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Note 

If the resource application is an application that uses traditional Windows-based authorization, a resource account or resource group is required.

The Web browser uses its ADFS authentication cookie to request additional application URLs from the ADFS-enabled Web server.

Federated Web SSO with Forest Trust example 

In this scenario, the fictitious company Adventure Works is both a retail distributor and a wholesale distributor. The company sells products directly through Adventure Works salesmen, service departments, and sporting goods stores. Adventure Works obtains its entire inventory from other vendors. It does not manufacture the products it sells.

Adventure Works has two separate Active Directory forests. The forest in the perimeter network hosts the online inventory, purchasing, and customer service Web applications. The Inventory application that Adventure Works uses is critical to its operations. Therefore, this application is protected with strong security measures that require Windows impersonation and use access control lists (ACLs). The Purchasing application and the Customer Service application are claims-aware applications. 

Traveling salesmen access perimeter network applications by using their employee accounts, which are managed in Active Directory in the corporate network forest. 

As shown in the following illustration, a one-way trust from the perimeter network to the forest in the corporate network (an external trust for Microsoft® Windows® 2000 Server or a forest trust for Microsoft Windows Server® 2003) is created. The required ports are open in the firewall between the corporate network and the perimeter network to support trust and authentication as well as Web application traffic.
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Because a one-way trust is already in place, Adventure Works decides to take advantage of it to enable applications to create access tokens for employees and have single sign-on (SSO) in the perimeter network.

Employee sessions may originate from the corporate network, for headquarters staff such as the Plant Manager, or from the Internet for mobile staff, such as traveling salesmen. This means that two types of authentication mechanisms are used:


Intranet employees use integrated authentication.


Mobile employees use Transport Layer Security / Secure Sockets Layer (TLS/SSL) client authentication or forms authentication.

Regardless of the type of user account or authentication mechanism, Active Directory Federation Services (ADFS) authentication always generates a security token, which is delivered to the application for the purpose of authorizing user requests. Because the inventory application is used only by employees who have Active Directory accounts, the ADFS Web Agent on the ADFS-enabled Web server also creates a Windows NT token for the user and the token can be impersonated by the application. 

All the ADFS-enabled Web servers in the perimeter network are exposed directly to the Internet without a proxy server. They are protected only by a firewall that screens out non-Web traffic. In a production environment, Adventure Works would probably deploy proxy servers in front of its Web farm servers. In this example, however, a proxy server is omitted for the sake of clarity because it complicates the flow with extra steps.

Message flow for traveling salesman remote access

The ADFS-enabled Web server that hosts the Purchasing application is located in the Active Directory forest in the perimeter network. A traveling salesman authenticates to the application through an account federation server proxy. However, the default Federation Service for the ADFS-enabled Web server is the resource Federation Service. Therefore, when multiple account stores or multiple partners are configured, account partner discovery is required to redirect employees to the account federation server proxy. The account federation server and the corporate network Active Directory service validate the traveling salesman's credentials and obtain attributes for building a security token.

Client application request

The following illustration and corresponding steps provide a detailed description of the client application request process in ADFS using TLS/SSL.
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1.
The traveling salesman uses his Web browser to open the purchasing application on the ADFS-enabled Web server.

2.
The ADFS-enabled Web server refuses the request because there is no ADFS authentication cookie. The Web server redirects the client browser to the logon Web page on the resource federation server.

3.
The client browser requests the logon Web page from the resource federation server.

4.
Depending on whether there are multiple account stores or multiple partners configured, the Web page on the resource federation server prompts the user for account partner discovery.

5.
The resource federation server redirects the client browser to the logon Web page on the account federation server proxy.

6.
The client browser requests the logon Web page from the account federation server proxy.

Authenticating the user requesting access to the application

The following illustration and corresponding steps describe how the traveling salesman is authenticated after requesting access to the Order Entry application. Unless it is otherwise noted, all traffic uses TLS/SSL.
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1.
The Web page on the account federation server proxy prompts the user for user credentials.

2.
The account federation server proxy requests a security token from the account federation server by using Secure Hypertext Transfer Protocol (HTTPS).

3.
The account federation server does the following:


Maps the user certificate and retrieves any required Lightweight Directory Access Protocol (LDAP) attributes from Active Directory in the corporate network using LDAP.


Builds the security token for the Web application.


Builds the ADFS authentication cookie.

4.
The account federation server sends the authentication cookie and security token to the account federation server proxy using Simple Object Access Protocol (SOAP) and HTTPS.

5.
The account federation server proxy redirects the Web browser to send the POST request to the resource federation server:


POST with security token in the body and Java script to activate.


The ADFS authentication cookie is written to the browser.

6.
The client browser sends the POST request to the resource federation server.

7.
The resource federation server does the following:


Builds the new security token for the Web application.


Builds the new ADFS authentication cookie.

The resource federation server redirects the Web browser to send the POST request to the ADFS-enabled Web server so that:


POST with security token in the body and Java script to activate.


The ADFS authentication cookie is written to browser.

8.
The client browser sends the POST request to the ADFS-enabled Web server.

9.
The ADFS-enabled Web server redirects the Web browser to its application Uniform Resource Locator (URL), and then:


The ADFS-enabled Web server component validates the security token.


Builds the new ADFS authentication cookie.


The ADFS authentication cookie is written to the browser.

10.
The Web browser requests the original application URL from the ADFS-enabled Web server with the ADFS authentication cookie.

11.
The ADFS-enabled Web server application:


Builds an impersonation Windows NT token from the security token.


Uses this Windows NT token to impersonate and to access check.

The Web browser requests additional application URLs from the ADFS-enabled Web server with its ADFS authentication cookie. 

Message flow for warehouse manager internal access

The ADFS-enabled Web server that hosts the Inventory application is located in the perimeter network forest. The warehouse manager authenticates by using currently logged on desktop session credentials and integrated authentication at the account federation server in the corporate network. The account federation server and Active Directory in the corporate network validate the credentials and obtain attributes for building a security token.

When corporate network users connect to the ADFS-enabled Web server directly, they are redirected to the resource federation server. Then, as in the case of the traveling salesman, they are redirected through Domain Name System (DNS) servers to the canonical name (CNAME) of the account federation server.

Client application request

The following illustration and corresponding steps provide a detailed description of the client application request process in ADFS using TLS/SSL.
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1.
The warehouse manager uses a Web browser to open the application on the ADFS-enabled Web server.

2.
The ADFS-enabled Web server refuses the request because there is an ADFS authentication cookie. The ADFS-enabled Web server redirects the client browser to the logon Web page on the (resource federation server).

3.
The client browser requests the logon Web page from the resource federation server.

4.
Depending on whether there are multiple account stores or multiple partners configured, the Web page on the resource federation server prompts the user for account partner discovery.

5.
The client browser is sent directly to the account federation server.

Authenticating the user

The following illustration and corresponding steps provide a detailed description of the client application request process in ADFS. Unless it is otherwise noted, all traffic uses TLS/SSL.
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1.
The account federation server does the following:


Validates user credentials and gets attributes from Active Directory in the corporate network forest using LDAP.


Builds the security token for the Web application.


Builds the ADFS authentication cookie.

2.
The account federation server redirects the Web browser to send the POST request to the resource federation server:


POST with security token in body and Java script to activate.


The ADFS authentication cookie is written to the browser.

3.
The client browser sends the POST request to the resource federation server.

4.
The resource federation server:


Builds the new security token for the Web application.


Builds the new ADFS authentication cookie.

The resource federation server then redirects the Web browser to send the POST request to the ADFS-enabled Web server.


POST with security token in body and Java script to activate.


The ADFS authentication cookie is written to the browser.

5.
The client browser sends the POST request to the ADFS-enabled Web server.

6.
The ADFS-enabled Web server redirects the Web browser to its application URL:


ADFS validates the security token.


Builds the new ADFS authentication cookie.


The ADFS authentication cookie is written to the browser.

7.
The client browser requests the original application URL from the ADFS-enabled Web server with the ADFS authentication cookie.

8.
The Web application:


Builds an impersonation Windows NT token from the security token.


Uses this Windows NT token to impersonate and to access check.

The Web browser requests additional application URLs from the ADFS-enabled Web server with its ADFS authentication cookie.

Planning Partner Organization Deployments 

When you plan for cross-organizational (federation-based) collaboration using Active Directory Federation Services (ADFS), you first determine if your organization will host a Web resource to be accessed by other organizations across the Internet or if you will provide access to the Web resource for employees in your organization. This determination affects how you deploy ADFS, and it is fundamental in the planning of your ADFS infrastructure. 
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Note 

Make sure that the role that your organization plays in the federation agreement is clearly understood by all parties.

For the federation designs Federated Web SSO design and Federated Web SSO with Forest Trust design, ADFS uses terms such as "account partner" and "resource partner" to help differentiate the organization that hosts the accounts (the account partner) from the organization that hosts the Web-based resources (the resource partner). 

"Account partner" and "resource partner" terminology is not applicable in the Web SSO design because one federation server acts in both the account partner role and the resource partner role, and there is no identification of two distinct partners in the Federation Service.

The following sections explain some of the ADFS partner organization concepts. They also contain links to topics in the Active Directory Federation Services Deployment Guide that contain information about setting up and configuring account partners and resource partners based on your ADFS deployment goals.

Planning the account partner deployment

An account partner represents the organization in the federation trust relationship that physically stores user accounts in either an Active Directory store or an Active Directory Application Mode (ADAM) store. The Federation Service in the account partner organization authenticates local users and creates security tokens that are used by the resource partner in making authorization decisions. 

In scenarios in which you need to provide your users with access to multiple federated applications—when each application is hosted by a different organization—you can configure the account Federation Service so that you can deploy multiple resource partners. 

For more information about how to set up and configure an account partner organization, see Checklist: Configuring the account partner organization. 

Planning the resource partner deployment

The resource partner organization represents the organization whose ADFS-enabled Web servers are protected by the resource-side Federation Service. The Federation Service at the resource partner uses the security tokens that are produced by the account partner to make authorization decisions for ADFS-enabled Web servers that are located in the resource partner. 

In scenarios in which you need to provide access to federated applications to many different users—when some users reside in different organizations—you can configure the resource Federation Service so that you can deploy multiple account partners. 

For more information about how to set up and configure a resource partner in the account Federation Service, see Checklist: Configuring the resource partner organization. 

Review and understand how ADFS may affect privacy 

Active Directory Federation Services (ADFS) provides Web single-sign-on (SSO) technologies to authenticate a user to multiple Web applications over the life of a single online session. When you build an application using ADFS in Windows Server 2003 R2, your application may affect your end users’ privacy. 

For example, your application may explicitly collect user contact information, or it may request or send information over the Internet to your Web site or partner Web sites. If you embed Microsoft technology in your application, that technology may have its own behavior that may affect privacy. 

HTTP requests

Messages

Messages contain Security Assertion Markup Language (SAML) tokens that may include application-defined personal information, depending on the claims that an administrator chooses to include in the token. The information that is contained in these SAML tokens is signed by the Federation Service’s token-signing certificate, or, in some cases, the information is protected by a Kerberos session key. Messages are secured by the use of Secure Sockets Layer (SSL). 

Messages that are communicated between Federation Services and Web applications transmit message routing information and body information. Messages are typically secure by default. If you are the designer of the application, you are responsible for the final design of the application. Messages contain application-specific data. However, this data, such as application-defined personal information, is secured during transmission by SSL.

Requested URL

During the process of authenticating a user, the user is redirected to his or her account organization to perform authentication. As part of this request, the Uniform Resource Locator (URL) of the original requested page at the resource organization is included in encoded form. An account organization may decode this value to determine the first page at the resource that is accessed by the user. 

Cookies

Authentication

After a token is verified at a Federation Service or Web application, an authentication cookie is issued to the client browser. Each time that a client must be authenticated, this cookie is used by the Federation Service, and, if the cookie is valid, the user is not required to enter his or her credentials again. The contents of this cookie are encrypted by SSL during transmission.

Application-defined personal information may be contained in this cookie, depending on the claims that an administrator includes in the token, and this personal information may be written to the disk of the Web browser. The contents of authentication cookies are signed, but they are not encrypted when they are written to disk.

All authentication cookies are session cookies that typically exist only in memory. These cookies are removed when the browser session ends or the ADFS sign-out procedure is invoked.

Home-realm discovery

During the process of home-realm discovery at a resource Federation Service or Federation Service Proxy, the client is prompted to select its account realm before being redirected to authenticate. After the account provider is selected, a persistent cookie is written to the disk of the Web browser computer that identifies the account provider. This cookie has a configurable lifetime, with a default of 30 days.

Auditing

When you enable the Audit object access policy setting and you configure ADFS for auditing, ADFS audits authentication events. This includes the authentication of the user and any evidence, such as tokens, that the user presents. Application-defined personal information may be included in the security log, based on the configuration of the Federation Service that issues the security token. When auditing is enabled, both claim names and values are written to the security log. When the Limit the auditing of this claim check box is selected for a specific claim, only the claim’s name is written to the security log.

Enhanced identity privacy

Enable enhanced identity privacy is an optional setting that you can configure for a resource partner in the trust policy. If the Enable enhanced identity privacy option is enabled, this setting hashes the user-name portion of outgoing user principal name (UPN) claims and e-mail claims. A random value is substituted for the common name. 

The purpose of this feature is to prevent:


The resource partner from correlating identity claims to personally identifiable user information.


Collusion between partners in correlating identity claims to personally identifiable user information. 


Simple dictionary attacks to determine identity.

How enhanced identity privacy works

If you enable the Enable enhanced identity privacy setting, the user’s identity is transformed by the account Federation Service before it is sent to the resource realm. The account Federation Service does this by hashing a combination of the privacy key (for salting), the resource partner Uniform Resource Identifier (URI), and the identity claim itself, as well as the privacy key (for salting), which reduces the possibility of dictionary attacks. When these three elements are combined, a unique hash per partner is created so that the resulting transformed identity is the same when the following values are the same:


Privacy key 


Resource partner URI 


Identity claim (UPN or e-mail) 

The hashing algorithm is case sensitive. Therefore, the hashed results are different if the case of the URI or the user-name portion of the UPN claim or e-mail claim is different. 

The IT pro experience

Event logs

By default, ADFS records activities and events that are associated with messages to the event log. Event log entries are written that include data from messages and activities that are associated with those messages. This may include application-defined personal information, depending on the logging level and the claims that an administrator includes in the token. 

Troubleshooting logs

You may configure ADFS to log messages that pass through the ADFS system, along with the activities and events that are associated with these messages. This feature is turned off by default. When logging is enabled, a log is written to the configured location. The log includes the messages and activities and the events that are associated with those messages. This may include application-defined personal information, depending on the logging level and the claims that an administrator includes in the token. 

Review the role of claims in the account partner organization 

An account partner issues tokens containing claims to its users. The claims are built from the account store so that users can access Web-based applications in the resource partner. The following table describes the claim options in the account partner. 

	Claim option
	Description

	Claim extractions
	Claim extractions map a user or group in an account store to an organization claim. The account store can be either Active Directory or Active Directory Application Mode (ADAM). 

	Organization claims
	Organization claims are used by the federation server—in this case, the account federation server. Claims passing through a federation server are mapped into and out of the organization claim set. These claims are then transformed, or mapped, into outgoing claims. This is the core set of claims that the organization uses for mapping.

	Outgoing claim mappings
	Outgoing claim mappings map organization claims to outgoing claims. The claim names that you configure here are determined by an agreement with your resource partner on a common namespace.

	Outgoing claims
	Outgoing claims are included in the security token of a user. They are generated by the account partner, and they are sent to the resource partner. Organization claims on the federation server of the account partner are mapped to outgoing claims that are then sent to the resource federation server.


Review the role of claims in the resource partner organization 
A resource partner receives a token that contains claims, verifies that the token came from a trusted account partner, and makes the claims available to a Web-based application for authorization purposes. The following table describes claim options in the resource partner. 

	Claim option
	Description

	Incoming claims
	Incoming claims are received by the resource partner. They are generated by the account federation server as outgoing claims. The claim names that you configure here are determined by an agreement with your account partner on a common namespace.

	Incoming claim mappings
	Incoming claim mappings map incoming claims to organization claims.

	Organization claims
	The resource federation server transforms, or maps, incoming claims to organization claims. Organization claims are used by the federation server—in this case, the resource federation server. This is the core set of claims that the organization uses for mapping.

	Claim transformation modules
	You can use the Active Directory Federation Services (ADFS) user interface (UI) on your federation servers to change the name of a claim during the mapping process; for example, Administrators may become Admins. This way, you can share claims with partners and express claims in a common namespace that does not necessarily match the way that you define your own organization claims.

There may be situations, though, in which simple mapping of claims may not be sufficient for your scenario. In these situations, you can develop a claim transformation module that modifies claim names and values as they pass through the federation server. For example, the claim transformation module might convert a claim containing a monetary value into another currency based on an exchange rate. Or, the module might look into a sales database and determine the discount level for a partner.

If you determine that building a claim transformation module is necessary for your scenario, see the ADFS software development kit (SDK) on the MSDN Web site for additional information about how the claim transformation module functions. To find the ADFS SDK, search for "ADFS SDK" on the MSDN home page (http://go.microsoft.com/fwlink/?LinkId=16188).


Review the role of the federation server in the account partner organization 

A federation server in the account partner is used to log on local user accounts in either an Active Directory store or an Active Directory Application Mode (ADAM) store. A federation server also issues initial security tokens that the local user accounts can use to access Web-based applications that are hosted in the resource partner. In addition, a federation server in the account partner issues cookies to users to maintain their logon status. These cookies include claims for those users. The cookies enable single-sign-on (SSO) capabilities so that users do not have to enter credentials each time that the users visit different Web-based applications in the resource partner.
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Note 

To create a federation server from a computer in the account partner organization, you must first join the computer to any domain in the forest where the federation server will be used to authenticate users from that forest. 

Review the role of the federation server in the resource partner organization 

A federation server in the resource partner validates the security tokens that are issued by the federation server in the account partner. A federation server in the resource partner also issues security tokens that are sent to the Web-based applications in the resource partner. In addition, a federation server in the resource partner issues cookies to the user accounts. The cookies come from the account partner. These cookies enable single-sign-on (SSO) capabilities so that users do not have to log on again at the federation server in the account partner when the users attempt to access different Web-based applications in the resource partner.
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Note 

To turn a computer into a federation server in the resource partner organization, you must first join the computer to any Active Directory domain in the resource partner organization. However, in scenarios in which the resource partner will use an ADFS-enabled Web server to host a Windows NT token–based application, you must join the federation server to a domain in the same forest as the ADFS-enabled Web server.

In the Web SSO design, at least one federation server must be installed in the protected network. In the Federated Web SSO design and the Federated Web SSO with Forest Trust design, there must be at least one federation server in the account partner and at least one federation server in the resource partner.

Review the role of the federation server proxy in the account partner organization 

The role of the federation server proxy in the perimeter network of the account partner is to collect authentication credentials from a client that logs on over the Internet and to pass those credentials to the federation server, which is located inside the corporate network of the account partner. (The account for the client is stored in the account partner.) The federation server then issues a security token to the client. The security token is used to provide access for that client to a specific resource partner.

The federation server proxy uses a default client logon Web form (clientlogon.aspx) to collect password-based credentials through forms-based authentication. However, you can customize this form to accept other supported types of authentication, such as Secure Socket Layer (SSL) client authentication. A federation server proxy does not accept credentials through Windows Integrated authentication.

To summarize, a federation server proxy in the account partner acts as a proxy for client logons to a federation server that is located in the corporate network. The federation server proxy also facilitates the distribution of security tokens to Internet clients that are destined for resource partners.

Review the role of the federation server proxy in the resource partner organization 

The role of the federation server proxy in the perimeter network of the resource partner is to perform account partner discovery for Internet clients and to redirect security tokens. 


Account partner discovery. An Internet client must identify which account partner will authenticate it. The client finds the account partner by using an account partner discovery Web form (discoverclientrealm.aspx), which is stored on the federation server proxy in the resource partner. If more than one account partner is configured in the trust policy in the Active Directory Federation Services snap-in, a drop-down menu appears with all the available account partners that are visible to Internet clients who access the account partner discovery Web form. You can change how the account partner discovery Web form is presented to clients by customizing the discoverclientrealm.aspx file.


Redirect security tokens. The federation server proxy in the account partner sends the security tokens to the resource partner. The resource federation server proxy accepts these tokens and passes them on to the federation server in the resource partner. The resource federation server then issues a security token that is bound for a specific resource Web server. The resource federation server proxy returns the token to the client.

When it is necessary to help reduce the amount of hardware and number of required certificates, the federation server proxy can be located on the same computer as the ADFS-enabled Web server. 

To summarize, a resource federation server proxy facilitates the federated logon process by redirecting clients to a federation server that can authenticate the clients. A resource federation server proxy also acts as a proxy for client security tokens to resource federation servers.

When to enable Windows trusts 

Active Directory Federation Services (ADFS) has built-in support for federation in organizations where a forest trust or external trust exists between two forests that represent the same organization. External trusts and forest trusts are also known as Windows trusts. 
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Note 

External trusts and forest trusts are not required for ADFS to function.

When Windows trusts have been established and you have decided to deploy a Federated Web Single-Sign-On (SSO) with Forest Trust design in your organization, you can configure ADFS to work over Windows trusts. 

To successfully implement the Federation Web SSO with Forest Trust design and configure ADFS to support the Windows trust model, do all of the following:


Verify that a forest trust exists between two Windows Server 2003 forests or that an external trust exists between Windows Server 2003 or Windows 2000 Server domains in each forest (where the resource forest trusts the account forest). For more information about Windows trusts, see Administering Domain and Forest Trusts (http://go.microsoft.com/fwlink/?LinkId=63917).


Configure the resource Federation Service to enable the Use Windows trusts relationship option in the properties of the account partner. For more information, see Configure an account partner to use Windows trust.


Configure the account Federation Service to enable the Use Windows trust relationship for this partner option in the properties of the resource partner. For more information, see Configure a resource partner to use Windows trust.
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Note 

Both the resource Federation Service administrator and the account Federation Service administrator must enable the Windows trust option so that the Federated Web SSO with Forest Trust design can function correctly.

Prepare client computers for federation 

The easiest way for an administrator in the account forest to prepare client computers for access to Active Directory Federation Services (ADFS) federated applications is to use Group Policy. Group Policy provides a convenient way for you to push specific certificates and settings that are required for federation down to all the client computers that will be used to access federated applications.

So that your client computers can seamlessly access federated applications without certificate prompts or trusted site–related prompts, we recommend that you first prepare each client computer before you deploy ADFS broadly in your organization. Consider using Group Policy to:


Configure Internet Explorer on each client computer to trust the account federation server.

For more information, see Configure client computers to trust the account federation server.


Install the appropriate account federation server, resource federation server, and ADFS-enabled Web server Secure Sockets Layer (SSL) certificates (or equivalent certificates that chain to a trusted root) on each client computer.

For more information, see Distribute certificates to client computers using Group Policy.

Designing a Federated Application Strategy 

An important part of designing a new Active Directory Federation Services (ADFS) infrastructure is determining the full set of applications that will participate in the federation and which organizational partners will be the recipients of those application resources. Before you design a federated application strategy, consider the following questions: 


Will your organization host the federated application or applications?


Will you be deploying a claims-aware application or a Windows NT token-based application?


Will users on the corporate network require access to the federated application through Windows Integrated authentication?


Are all of the ADFS-enabled Web servers that host federated applications running the Windows Server 2003 R2 operating system and Internet Information Services (IIS) 6.0? 


Who will the federated application provides resources for?


Will the federated application be used by users in your perimeter network? If so, will Windows Integrated authentication be required?


Will you use a Public Key Infrastructure (PKI) or the Kerberos authentication protocol to sign and protect tokens?

Answering these questions will help you plan a solid design. It will also assist you in creating a federated application strategy that is cost effective and resource efficient. For more information about designing the most appropriate federated application strategy for your organization, see the following topics:


Provide federated access for your hosted applications

Provide federated access for your employees on the corporate network

Provide federated access for your remote employees on the Internet

Provide single-sign-on access for customers to your hosted applications

Review the role of ADFS Web Agents

Identify the type of federated application to deploy

When to use Authorization Manager

Determine your security token protection method

Determine your resource account mapping method
Review the role of ADFS Web Agents 

Active Directory Federation Service (ADFS) Web Agents are Internet Server Application Programming Interface (ISAPI) extensions. They run on Internet Information Services (IIS) 6.0 and Windows Server 2003 R2, and they manage security tokens and authentication cookies for the Web server. An ADFS Web Agent intercepts incoming client Uniform Resource Locator (URL) requests for a protected resource and ensures that a valid authentication token is presented. If no valid authentication token is presented, the ADFS Web Agent redirects the client to the appropriate federation server or federation server proxy to begin the authentication and claims-creation processes.
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Note 

Several non-Microsoft Web agents are available that you can use to run federated applications on platforms other than IIS 6.0. These Web agents are based on a collaboratively developed specification for generating and consuming security tokens that fit a prescribed schema. This specification is called the WS-Federation Passive Requestor Interoperability Profile (WS-F PRP).

If a valid authentication token is presented, the ADFS Web Agent provides the authorization data in the security token to the target application. An ADFS Web Agent can also write Hypertext Transfer Protocol (HTTP) cookies in client browsers to facilitate Web-based single sign-on (SSO).

ADFS Web Agents provide authorization support for two distinct types of Web applications: 


Applications that use Windows NT token–based authorization mechanisms, for example, access control lists (ACLs)


Claims-aware ASP.NET 2.0 applications that can authorize against claims in the security token, using either ASP.NET roles or Authorization Manager

For more information about these types of federated applications, see Identify the type of federated application to deploy.

An ADFS Web Agent comprises two separate components:


The ADFS Web Agent Authentication Service


The ADFS Web Agent ISAPI Extension

The following sections describe these components.

ADFS Web Agent Authentication Service

The ADFS Web Agent Authentication Service validates incoming tokens and cookies. For this service to function correctly, the service account must be granted the TrustedComputingBase (TCB) Privilege. By default, this service runs as Local System. 
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Note 

If you have a farmed Windows NT token-based application and you have configured the option Domain service account (with Kerberos) for the applications security token protection method, you must configure the ADFS Web Agent Authentication Service on each ADFS-enabled Web server that participates in the farm to run as the same domain service account that has been granted the TCB privilege.

The ADFS Web Agent Authentication Service can generate tokens using either Service-for-User (S4U) or the ADFS authentication package. The IIS application pool is not required to run as Local System.

The ADFS Web Agent Authentication Service has remote procedure call (RPC) interfaces that may be called only from the local computer with local remote procedure call (LRPC), not RPC. This service returns a Windows NT access token if it is given an ADFS security token or an ADFS cookie.

ADFS Web Agent ISAPI Extension

The ADFS Web Agent ISAPI Extension is an IIS extension that enables ADFS authentication for Windows NT token-based applications when those applications have had the ADFS Web Agent enabled through IIS. 

In IIS Manager you can use the options on the ADFS Web Agent tabs on the Web Sites folder, Default Web Site, or on any additional Web site or virtual directory property pages to enable and configure a Windows NT token–based application for federation. 

The ADFS Web Agent properties in the following table are inheritable. These properties are required on an IIS resource if the ISAPI extension is going to support WS-F PRP.

	Properties
	Description

	Federation Service URL
	The URL of the Federation Service. This URL is required so that it may be queried for trust information by all the Web sites and federated applications on a Web server where the ADFS Web Agent is enabled.

	Cookie path
	The path that is specified when the authentication cookie is written. The cookie path identifies the location in an IIS Web site virtual directory to which cookies will be sent in response to an application request by an ADFS client. 

If no cookie path is specified, the path defaults to a location that depends on whether a cookie domain is set, as follows:


A cookie domain is set: / below the domain that applies for the requested address on the basis of the cookie domain.


No cookie domain is set: / below the domain that is specified in the return URL.

If you specify a cookie path (for example, /test01), the cookie is sent for requests under that path (for example, /test01, /test01/index.html, /test01/test05/, and so on).
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Note 

The cookie path is case sensitive. It must match exactly with the name of the virtual directory that the federated application uses.

	Cookie domain
	The domain for which the cookie is valid. You can use the cookie domain setting to share an application at a higher level than the domain level that is specified in the return URL. In this way, you can expand the scope of requests for which a cookie will be sent.

If you do not configure a cookie domain, cookies are sent only in response to requests in which the domain that is specified matches the domain in the return URL. For example, if no cookie domain is set and the domain in the return URL is Sales.Adatum.com, cookies are sent only in response to requests in which the request URL matches Sales.Adatum.com. However, if you set Adatum.com as the cookie domain, cookies are sent in response to requests for Sales.Adatum.com plus requests for any other domain with the suffix Adatum.com. For example, cookies are also sent for Northwest.Adatum.com.

	Return URL
	The return URL that the token from the Federation Service comes back to after authentication at the Federation Service. The return URL identifies an application that is authenticated by ADFS to both the ADFS Web Agent and the Federation Service.

If the return URL for a federated application changes, you must change its value in IIS (for the Windows NT token–based Web Agent) or in the web.config file (for the claims-aware Web Agent). 
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Note 

The return URL must match the Application URL that you configure in the properties of the application in the resource Federation Service. Therefore, if you change one URL, you must change the other.


Identify the type of federated application to deploy 

As part of the process of designing your deployment, identify the type of federated application that will be secured by Active Directory Federation Services (ADFS). All applications that are secured by Windows Server 2003 R2 ADFS Web Agents must be running under Internet Information Services (IIS) 6.0. 
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Note 

Applications that require special client software or that are used for server-to-server communication are not good candidates for ADFS authentication.

So that they can use ADFS Web Agents, each application must be at least one of the following application types:


Claims-aware application: Claims-aware applications are Microsoft ASP.NET 2.0 applications that are written so that they can query ADFS security token claims. When a claims-aware application is presented with a valid token, the application can make authorization decisions based on the claims in the token. 


Windows NT token–based application: Windows NT token–based applications use Windows-based authorization mechanisms. These applications require Windows NT security tokens to make authorization decisions. ADFS can enable the transition of an ADFS security token to an impersonation-level Windows NT access token. 

The following table shows the differences in requirements for each type of federated application. 

	Requirements and other factors
	Claims-aware application
	Windows NT token–based application

	Requires the application to be written using ASP.NET 2.0
	Yes
	No

	Requires a user account in Active Directory
	No
	Yes

	Requires a local Active Directory user store (to generate a user context for the application)
	No
	Yes

	Requires Windows-based authorization mechanisms (such as access control lists (ACLs))
	No
	Yes

	Requires resource accounts or groups
	No
	Yes

	Supported with ASP.NET 1.1
	No
	Yes

	Requires a web.config file
	Yes
	No

	Can handle claims within the application code
	Yes
	No

	Can use Authorization Manager for access control
	Yes
	No


Claims-aware applications

When you set up a claims-aware application, all the information about a given identity is contained in the token that is presented by the application. The application may store additional information that links to the identity that is presented in the token, but a user account in Active Directory is not required to access a claims-aware application. 

Federated applications that are claims aware should be developed specifically to use the claims that are produced by ADFS. When an application is presented with a valid token, the claims-aware application can make authorization decisions based on the claims in the token. 

For more information about how to deploy a claims-aware application, see Checklist: Installing a claims-aware application.
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Note 

When you configure the Web server to host only claims-aware applications, you do not have to provide values on any of the ADFS Web Agent tabs in the property sheets in IIS Manager.

Integrating with Authorization Manager

Claims-aware applications can take advantage of role-based access control applications, such as Authorization Manager. Authorization Manager provides a flexible framework for integrating role–based access control into applications. Administrators who configure claims-aware applications can use Authorization Manager to provide access through assigned user roles that relate to job functions. 

Authorization Manager applications maintain authorization policy in the form of authorization stores in Active Directory or XML files. The stores apply authorization policy at run time. For more information about ADFS and Authorization Manager, see When to use Authorization Manager.

Windows NT token–based applications

When you set up a Windows NT token–based application, you can map claims in incoming ADFS tokens to either user accounts or groups in the local Active Directory user store in the resource partner. The user accounts or groups are also known as resource accounts or resource groups. The application then uses the resource accounts or groups to perform authorization. For more information about resource accounts, see When to use resource accounts. 

Applications that are protected by Windows Integrated authentication can—in some cases—be enabled as Windows NT token–based applications. 

For more information about how to deploy a Windows NT token–based application, see Checklist: Installing a Windows NT token-based application.
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Note 

Because the ADFS Web Agent for Windows NT token–based applications implements authentication functions as an Internet Server Application Programming Interface (ISAPI) extension, an application that requires authentication in an ISAPI filter cannot be protected by ADFS.

Using SharePoint products as federated applications

Depending on your organization's business needs, Microsoft® Windows® SharePoint® Services or SharePoint Portal Server 2003 can be deployed as supported federated applications. Both SharePoint products are considered to be Windows NT token–based applications because they rely on basic Windows authorization mechanisms.
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Important 

Before you deploy Windows SharePoint Services or SharePoint Portal Server 2003 in a production environment, first determine which SharePoint functionality is supported for use with ADFS. For more information, see the following resources:


Article 912492 in the Microsoft Knowledge Base (http://go.microsoft.com/fwlink/?LinkId=58576). This article discusses supported and unsupported SharePoint features for ADFS.


The Step-by-Step Guide for Active Directory Federation Services (http://go.microsoft.com/fwlink/?LinkId=49531). This guide provides step-by-step instructions for configuring both Windows SharePoint Services and SharePoint Portal Server 2003 in a test lab environment. In addition, this guide provides instructions for removing unsupported SharePoint functionality that are not provided in the Knowledge Base article.
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Note 

SharePoint products require the exclusive use of the default Web site in IIS.

When to use Authorization Manager 

Authorization Manager is a component of Windows Server 2003 that provides role-based access control (RBAC) infrastructure for applications. When Authorization Manager is used with Active Directory Federation Services (ADFS), it offers the following advantages:


Administrative efficiency: Administrators can use Authorization Manager to map ADFS claims to specific application roles to more easily control and enforce corporate access policy, rather than have corporate access policy built directly into a claims-aware application. 


Developer flexibility: Developers can create claims-aware applications that take advantage of the application authorization framework of Authorization Manager. The applications can then use RBAC policy and claims to make authorization decisions.

Federated claims-aware applications must be written specifically to take advantage of RBAC. For information about how to map ADFS claims to Authorization Manager roles, see Deploying Applications Using Windows Authorization Manager (http://go.microsoft.com/fwlink/?LinkId=77376).

Determine your security token protection method 

You can use the Active Directory Federation Services snap-in to modify the way in which a federated application accepts security tokens from a resource federation server. This can be important when you have an application that requires a specific security-token-signing method, such as Public Key Infrastructure (PKI) or the Kerberos authentication protocol.

Security tokens that an ADFS-enabled Web server receives are signed and protected against tampering by resource federation servers using one of the following methods:


PKI: The PKI method signs security tokens with the resource federation server's token-signing certificate. By default, the security-token-protection method in the Active Directory Federation Services snap-in is PKI.


Domain service account: The domain service account method relies on the Kerberos authentication protocol to sign tokens using an assigned service principal name (SPN). 

Federated applications that use PKI for token-signing have the following advantages over applications that use the domain service account method:


PKI does not require the additional administrative overhead that is associated with manual configuration of service accounts for farmed federated applications.


PKI can be used in scenarios in which you want an ADFS-enabled Web server, which hosts a federated claims-aware application, to not be joined to a domain (in a workgroup) or to be joined to a domain that is in a different domain than the domain that contains the resource federation server.


PKI can be used to sign tokens in environments where Active Directory is not present, whereas the Kerberos protocol (which the domain service account method uses), relies on the Key Distribution Center (KDC) of Active Directory domain controllers to sign tokens.

Federated applications that use domain service account method (with the Kerberos authentication protocol) for token signing have the following advantages over PKI:


The Kerberos protocol does not have the problem of certificate expiration because the expiration of Kerberos tickets is handled automatically.


The Kerberos protocol provides better signing performance because it uses symmetric key operations, which are faster than the PKI asymmetric key operations.

For more information about how to configure either of these methods, see Configure the security token protection method for a federated application.

PKI method

The PKI method is the default value in the properties of the application in the Federation Service. This method is applied automatically when you create a new entry for a Windows NT token–based application or a claims-aware application. PKI is the default security-token-protection method because it does not require the additional configuration steps that the domain service account method requires. 

When you use PKI as the security-token-protection method, the resource federation server signs only the tokens that are destined for the federated application (using the federation server's PKI-issued token-signing certificate) to protect the application from tampering. 

Domain service account method

The domain service account security-token-protection method is an optional value in the properties of the application in the Federation Service. This method is identified by a service principal name (SPN). When a token is transferred using this method, the token contains a binary Kerberos V5 signature for the configured service account. This signature protects the token from tampering. 

If you select the domain service account method and you are using a single ADFS-enabled Web server to host your federation application, no additional service account configuration is necessary. This is because the domain service account on ADFS-enabled Web servers defaults to HOST\<computername>. For example, if you select the domain service account method in the properties of the application in the Active Directory Federation Services snap-in and the computer name of your ADFS-enabled Web server is ws.treyresearch.net, you type HOST\ws.treyresearch.net. Typing HOST\ws is also acceptable, but the full DNS name of the computer is preferred.

However, if you will be using the domain service account method for a federated application that is hosted on an ADFS-enabled Web server farm (where two or more servers run the appropriate Web Agent and they are used to load-balance the same federated application), there are additional considerations. The following section describes those considerations.

Using the domain service account method in an ADFS-enabled Web server farm environment

When you farm a federated application across multiple ADFS-enabled Web servers, you configure each ADFS-enabled Web server in the farm so that it points to the same SPN that is configured in the domain service account settings of the resource Federation Service. Complete the following steps to successfully configure your environment for the domain service account security-token-protection method. 

1. Create the service account

If the domain service account method is selected in the Federation Service, you must type the SPN for a service account in the properties of the application. Before you can enter the SPN for a service account, you must first create a dedicated service account. The Kerberos protocol needs this service account to function properly and to allow pass-through authentication to the ADFS-enabled Web server. This service account is a dedicated account (that is, it should be used only as a service account) that you create in the Active Directory forest in the resource partner organization.
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Note 

To ensure that this service account is not interrupted as a result of domain password change requirements, consider configuring the account so that its password never expires. In the properties of the user account, select the Password never expires check box.

2. Set the SPN for the new service account

Because the domain service account runs as a domain account, you must configure the SPN for this account in the domain. You configure the SPN with the Setspn command-line tool. Using a computer that is joined to the same domain where the service account resides, install Windows Server 2003 Support Tools to obtain Setspn.exe. 

To install the Support Tools, on your Windows Server 2003 CD-ROM, go to the Support\Tools directory, double-click Suptools.msi, and follow the setup instructions. After you install the Support Tools, open a command-line prompt, type the following command, and then press ENTER:

setspn -a <http/<farmclusterdnsname> <serviceaccountname>
For example, in the scenario in which all ADFS-enabled Web servers are clustered under the DNS host name http://ws.treyresearch.net and the service account name that is assigned to the domain service account is adfswsfarm, type the following command:

setspn -a http/ws.treyresearch.net adfswsfarm
You need to complete this task only once for this account.

3. Configure the Federation Service

Now you configure the resource Federation Service to use the same ADFS-enabled Web server SPN that you configured previously, but without specifying the service account name. You can configure this SPN value in the Domain service account box for the application in the Active Directory Federation Services snap-in.

For example, if you select the domain service account method and your ADFS-enabled Web server has a computer name of ws.treyresearch.net, type the SPN value of http/ws.treyresearch.net. Also, the format host/ws.treyresearch.net is also acceptable in this field.

4. Configure the service account on the ADFS-enabled Web server

Now that the Federation Service contains the domain service account value of the ADFS-enabled Web server SPN, configure each ADFS-enabled Web server in the farm to also use the identity of the service account. However, the location where you configure the service account for each ADFS-enabled Web server is different, depending on the type of federated application that you are deploying in the farm. The following table indicates where in the user interface (UI) you specify the service account on each ADFS-enabled Web server, depending on the type of application that you are deploying in the farm.

	Federated application type
	Configure the following:

	Claims-aware application
	The IIS application pool identity that is used by the federated application

	Windows NT token–based application
	The ADFS Web Agent Authentication Service


You can use the following steps to configure each of your ADFS-enabled Web servers—based on the type of federated application—to use the service account that is required for Kerberos token-signing in the domain service account security-token-protection method.

Claims-aware applications

Complete the following steps on each of the ADFS-enabled Web servers in the farm when you want to use claims-aware applications with the Kerberos authentication protocol:

1.
Open IIS Manager. 

2.
In the console tree, double-click Application Pools, right-click the specific AppPool that your federated application is using, and then click Properties. 

3.
On the Identity tab, click Configurable, and then type the service account name and password. 

4.
Click OK to exit the property page.

5.
Repeat these steps on each ADFS-enabled Web server in the farm.

Windows NT token–based applications

Complete the following prerequisite tasks on each of the ADFS-enabled Web servers in the farm to configure the service account so that it will function correctly with the ADFS Web Agent Authentication Service:


Grant the service account the TrustedComputingBase (TCB) privilege. For more information about the TCB privilege, see Review the role of ADFS Web Agents.


Grant the service account the Audit privilege so that you can view all logged security audit events.


Add the service account to the local IIS_WPG group.

Complete the following steps on each of the ADFS-enabled Web servers in the farm when you want to use Windows NT token–based applications with the Kerberos authentication protocol.

1.
Open the Services snap-in. 

2.
Right-click ADFS Web Agent Authentication Service, and then click Properties.

3.
On the Log On tab, click This account, and then type the service account name and password. 

4.
Click OK to exit the property page.

5.
Repeat these steps on each ADFS-enabled Web server in the farm. 

Determine your resource account mapping method 

In the past, Windows NT token–based applications could be used only by Windows users from the local forest or in trusting forests, that is, by users who could log on to the computer with Windows authentication techniques. By using Active Directory Federation Services (ADFS) and resource account mapping methods, you can extend access limits for Windows NT token-based applications, even across organizational boundaries in nontrusted forests.

In ADFS, resource account mapping is the act of mapping a federated user or a group of federated users to a security principal in Active Directory in the resource partner organization so that standard Windows authorization mechanisms can be applied to that security principal on the ADFS-enabled Web server. Resource account mapping is required when you federate Windows NT token–based applications because the Windows NT token–based Web Agent must reference an Active Directory security principal in the resource partner forest to build the Windows NT access token and thereby enforce access control permissions on the application.
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Note 

Claims-aware applications do not require resource account mapping because they use the ASP.NET membership and roles model, which means that they can inherently consume user principal names (UPNs) and group claims directly from the ADFS security token.

The federation server in the resource partner organization supports any combination of the following three resource account mapping methods:


Resource account


Resource group


Group-to-UPN mapping

You can use the information in the following table to help you determine which of these resource account mapping methods best suits your administrative needs.

	Resource account mapping method
	Description
	Advantages
	Disadvantages

	Resource account
	A single security principal—usually a user account—created in Active Directory that is used to map to a single federated user
	
Detailed user access control


Verbose auditing results
	High administrative overhead. Requires that account provisioning (creation, maintenance, and deletion) in Active Directory in the resource partner be tightly coupled with Active Directory in the account partner

	Resource group
	A single security group that is created in Active Directory that incoming group claims (ADFS group claims from the account partner) are mapped to. You can create more than one resource group. 
	
Eliminates the need to create and manage separate resource accounts for each federated user


Uses standard access control lists (ACLs) to control authorization


Highly scalable: one resource group can support an unlimited number of federated users that are mapped to it


Accurate and accountable auditing results: The resource federation server provides a mechanism by which auditing can record events that uniquely identify each federated user. 
	The resource organization cannot control access to individual users, and it has to trust the account organization regarding group memberships

	Group-to-UPN mapping
	A group of federated users represented by the UPN of a user account that is created in the resource forest
	
Eliminates the need to create and manage separate resource accounts for each federated user


Highly scalable: one resource group can support a nearly unlimited number of federated users that are mapped to it
	Inaccurate auditing results. Multiple user accounts are mapped to a single resource account that corresponds to a single UPN. Therefore, auditing cannot distinguish between the different accounts that were mapped.


Because resource accounts, resource groups, and group-to-UPN mappings are all used solely for resource mapping, these methods are not used when the following conditions are true:


The ADFS-enabled Web server and the resource federation server are joined to a domain in the forest or in a trusting forest where the identity resides.


A one-way, cross-forest trust exists from the resource partner forest to the account partner forest.

In these situations, the federated user needing access to the Windows NT token–based application can access the resources directly in the resource forest by using the Windows trust. 

The following topics are also relevant to resource account mapping methods:


When to use resource accounts

Select the optimal resource account option

When to use resource groups

When to use group-to-UPN mapping
When to use resource accounts 

Resource accounts are simply user accounts that are stored in a resource partner forest. What makes a resource account different from a standard user account is that the sole purpose of a resource account is to represent the security context of a single identity that does not originate from the resource forest or from any trusting forests. 

Because a federated identity is not created from the resource forest, it does not have a security identifier (SID) that identifies it as a security principal to standard, Windows-based authorization controls (such as access control lists (ACLs)) on servers in the resource forest. Therefore, the federated identity is prevented from gaining access to any Web-based federated resources in the resource partner, such as Windows NT token–based applications, that use ACLs.

Active Directory Federation Services (ADFS) requires a way for a federated identity to correspond or map to an existing security principal that does, in fact, have a SID that represents the resource forest. ADFS uses resource accounts to map federated identities to existing security principals. 

ADFS creates a security token using the resource account. It then presents the SID of the resource account to any access control mechanism in the resource partner forest or a trusting forest. At this point—because there is a one-to-one mapping of the federated identity to the resource account—the federated identity can be treated like any other user account by Web server administrators.
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Note 

A federated identity, in ADFS terms, is known as a federated user. 

Consider using the resource account mapping method when:


You are deploying a Windows NT token–based application as your federated application, and it requires access control settings.


You want to provide more detailed levels of access to sensitive or private data.

For example, the user AlanSh must have a different set of rights than the rest of the Information Technology (IT) staff. In this case, the fact that a user account is AlanSh is given preference in terms of access rights over the fact that he is a member of the group that represents IT staff so that he can get the allowed level of privilege. 

So that federated users can access Windows NT token–based applications, resource accounts must be security principals in Active Directory. You cannot use Active Directory Application Mode (ADAM) user accounts as resource accounts in the resource partner forest. However, you can use ADAM user accounts in the account partner forest. You can create a corresponding resource account in the resource partner forest to represent each ADAM user account.
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Note 

A resource account is not intended to be accessed directly by the federated user whose user account it represents. Therefore, the federated user does not have to know about the resource account because he or she does not have to log on with this account directly. Also, the password for the resource account does not have to match the password of the federated user account.

Best practices for using resource accounts

The following practices are recommended for using resource accounts to map to a federated user:


As a security best practice, add all resource accounts to a security group. Then, add this group to the Deny log on locally and Deny log on through Terminal Services user rights in Group Policy.
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Note 

If a resource account is disabled, resource account mapping will not function because a Windows NT token cannot be created for that account.


Create a single organizational unit (OU)—or perhaps one OU per account partner—where you can place all of the resource accounts for a particular partner so that you can more easily manage or delegate administrative control through Group Policy.


To prevent possible interruption of service for federated users as a result of password restrictions, configure each account (in the properties of the user account) so that the password never expires. Use the Password never expires setting in Group Policy. 


To optimize how resource accounts are processed in the resource Federation Service, review the advantages and disadvantages of various resource account options. For more information, see Select the optimal resource account option.


To decrease administrative overhead, write your own provisioning software with a claim transformation module to create a resource account automatically, based on the incoming claims. For more information, see Configure a claims transform module.

Comparing resource accounts to resource groups

A single resource account has a one-to-one mapping to a federated user—and only that user. A resource group, however, has a one-to-many mapping scheme. You can use a single resource group to map to one or more federated users that are members of a security group in the account partner forest. For more information about resource groups, see When to use resource groups.

Although both resource account mapping methods provide similar functionality, meaning that both methods provide federated users with a means to access resources without possessing their own resource forest SID, a resource group can usually provide a more well-rounded set of benefits than its resource account counterpart. This is mostly attributable to the amount of administrative resources that you can consume by regularly creating, managing, and pruning individual resource accounts.

As shown in the following illustration, the choice of a correct resource account mapping method for your deployment is important, because it can, over time, severely affect the level of administrative overhead in your organization. 
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Preparing the resource forest for resource accounts

If you decide to use the resource account mapping method, you must make some minor changes to Active Directory. You must also make some minor access control changes to the ADFS-enabled Web server. As shown in the following illustration and described in the following steps, these changes include the following: 


Adding the appropriate user principal name (UPN) suffixes to the resource forest


Creating each resource account using the appropriate UPN suffix


Assigning the appropriate permissions to the resource accounts in the Windows NT token–based application
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Note 

No modifications to the account forest are necessary to configure resource account mapping.

1. Add a UPN suffix to the resource forest for each account partner

The first step in successfully routing authentication requests that are sent from federated users in the forest of the account partner organization to Windows NT token–based applications that are hosted on an ADFS-enabled Web server in the forest of the resource partner organization is to add a UPN suffix to the resource partner forest for each account partner forest that contains federated users. For example, if you have two account forests named Adatum.com and Tailspintoys.com and the resource forest is named Treyresearch.net, you add Adatum.com and Tailspintoys.com as UPN suffixes in the Treyresearch.net forest. 

For more information about adding a UPN suffix to a forest, see Add user principal name suffixes (http://go.microsoft.com/fwlink/?LinkId=78171). 

2. Create the resource accounts using the account partner UPN suffix

After you add a UPN suffix in the resource forest to mirror the UPN suffix of the account forest, you create individual resource accounts and assign the newly added UPN suffix to them. The UPN suffix in the Security Assertion Markup Language (SAML) tokens that are created by the account partner must match the UPN suffix of the associated resource accounts for successful access to federated Windows NT token–based applications. For more information about creating a resource account, see Create a resource account in the resource partner forest.

For example, say that Alan Shen is an employee of A. Datum Corporation. He regularly logs in to the network using his UPN, AlanSh@Adatum.com. The administrator for Trey Research has been given the task of creating a resource account for the AlanSh account. In this example, Adatum.com is the name of the account partner forest, and Treyresearch.net is the name of the resource partner forest. The administrator of Treyresearch.net uses the Active Directory Users and Computers snap-in to create a new user account. In the New Object - User dialog box, he types AlanSh in the User logon name field. He then selects the newly created UPN suffix @adatum.com in the drop-down list and creates the user account.

3. Assign access permissions to the resource accounts

After you create your resource accounts, you configure your Windows NT token–based application on the ADFS-enabled Web server with the appropriate access permissions for those accounts. Depending on the application, you can configure access permissions using standard ACLs or using the authorization controls that are built directly into some Windows NT token–based applications. 

For example, if you want to configure an ADFS-enabled Web server to federate a Microsoft® Windows® SharePoint® Services site across organizations, you assign the resource account permissions using the Site Settings link on the Windows SharePoint Services site. For more information about ADFS and Windows SharePoint Services support, see Identify the type of federated application to deploy.

Select the optimal resource account option 

Active Directory Federation Services (ADFS) provides controls that the resource administrator—that is, the ADFS administrator in the resource partner forest—can use to define how resource accounts are used for a particular account partner. The following table describes resource account options and the circumstances in which a resource administrator might use them. 

	Resource account option
	Description
	Can be used when the resource administrator wants to:

	Resource accounts exist for all users
	Specifies that a resource account is configured for each user from the account partner that needs access to the resource. In this case, incoming group claims are not mapped to resource groups even if resource groups are configured.
	
Maintain complete control over access that is granted to specific account partner users. This option is most suitable for managing a small number of account partner users.

	Resource accounts exist for some users (prefer resource account)
	Specifies that resource groups are used for some user accounts. This means that some users may have individual resource accounts created for them, while other users may be configured to use resource groups. 

When this option is selected, ADFS first looks for resource accounts that match the user principal name (UPN) claim or e-mail claim that is specified in the incoming token. ADFS uses these resource accounts if they exist. Otherwise, if the token has a group claim that is mapped to a resource group, ADFS uses the resource group.
	
Prefer a specific set of account partner users. In addition, this option allows the account partner to manage its users through groups.


Override the rights of specific users in a group.


Provide specific users who belong in a privileged group in the account partner with more-detailed access to the resource. 

	Resource accounts exist for some users (prefer groups in token)
	This is the default setting. Specifies that ADFS can use its logic to determine if each incoming token maps to a resource group or if it looks for a resource account. 

When this option is selected, ADFS first looks in the token for incoming group claims that it can map to a resource group. If ADFS finds the incoming group claims, it uses the resource group. If there is no incoming group claim, ADFS looks for a resource account to use.
	
Prefer delegating account management to an account administrator, including management of a specific set of account partner users. 


Provide access for specific users who are not in the privileged group in the account organization when they need access to the resource. For example, a resource is accessible only to executives; however, the account administrator needs access to parts of the resource.


Move delegation of account management to the account administrator.

	No resource accounts exist for this account partner
	Specifies that one or more resource groups will be used for all users in this account partner. This means that every token that is issued from this account partner will be required to contain one or more group claims that map to one or more resource groups in the resource partner forest.
	
Completely delegate account management to the account organization.


For more information about how you can modify these resource account options, see Configure resource account options.

Comparing resource account options

Before you select any other option besides the default option, compare the various advantages and disadvantages that can result from using another resource account option, as described in the following table. 

	Resource account option
	Advantages
	Disadvantages

	Resource accounts exist for all users
	
Access control list (ACL) model—the resource must be assigned permissions for the security identifier (SID) of the resource account or against SIDs for groups that the resource account is a member of.
	
Administrative cost—high for large-scale account management at the resource partner. Costs can rise, depending on whether the account partner uses privacy enhancements.

	Resource accounts exist for some users (prefer resource account)
	
ACL model—the resource must be assigned permissions for the SID of the existing resource accounts, against SIDs for groups that the resource account is a member of, and also the SIDs of resource groups that correspond to groups in the token.


Administrative cost—scalable, depending on the number of exception cases.
	
Performance—slow as a result of account lookup


Administrative cost—costs can rise, depending on whether the account partner uses privacy enhancements.

	Resource accounts exist for some users (prefer groups in token)
	
ACL model—the resource must be assigned permissions for the SID of the existing resource accounts, against SIDs for groups that the resource account is a member of, and also the SIDs of resource groups that correspond to groups in the token.


Performance—In most cases, there is better performance. Exceptions are cases in which user account lookup occurs. 


Administrative cost—scalable, depending on the number of exception cases.
	
Administrative cost—costs can rise, depending on whether the account partner uses privacy enhancements.

	No resource accounts exist for this account partner
	
ACL Model—ACL using groups.


Performance—Better.


Administrative cost—significantly less administrative costs are associated with account partners using privacy enhancements.
	
Administrative cost—low, depending on the number of exception cases


When to use resource groups 

In its simplest form, a resource group is a security group in the resource partner forest. Depending on the needs of your organization, you can create a resource group in Active Directory as a domain local group, a global group, or a universal group. When it is used with Active Directory Federation Services (ADFS), however, a resource group becomes a highly effective mapping method that administrators can use to easily map multiple federated users to a single security group. 

Resource groups are considered to be a low-cost alternative to resource accounts because they do not require the administrative overhead that is associated with creating and maintaining resource accounts. Consider using the resource group mapping method when:


You must eliminate or reduce the use of resource accounts. For more information, see When to use resource accounts.


A Windows NT token–based application will be deployed as a federated application, and it requires per-group authorization.

Mapping federated users to a resource group

After federated users have been mapped to a resource group, ADFS-enabled Web servers can make authorization decisions to Windows NT token–based applications based on the access permissions that are assigned to the security identifier (SID) for the resource group. Federated users can be mapped to multiple resource groups for role based access control.

Windows NT token–based applications require access control mechanisms that are based on a valid SID that originates from the resource forest. When a Security Assertion Markup Language (SAML) token from an account partner organization is presented to the Federation Service in the resource partner organization, the resource federation server maps the claims in the SAML token to organization claims that are defined in its own organization, and it forms an organizational token. A component of the Federation Service referred to as the mapping module maps claims using the rules that you provide in the properties of the account partner in the resource Federation Service. If the organizational token contains any group claims that are associated with resource groups, the resource group information is also added to the SAML token. When this organizational token is presented to the Web application, the ADFS Web Agent for Windows NT token–based applications has an authentication package that can create tokens for federated users with group memberships as the resource groups in their token.

The following illustration shows the mapping module and how organization claims that have been previously mapped to a resource group carry the SID of the resource group into the new SAML token for the federated user. This illustration also shows how you can map multiple account security groups to a single resource group.
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How resource groups are applied to the SAML token

The following illustration and corresponding steps show what happens when resource groups are applied to the SAML token.
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1.
The SAML token is sent by the account partner, and it contains the incoming group claim payload, along with any other claims that are assigned to Nate.

2.
The mapping module in the Federation Service extracts Nate’s claims from the SAML token and associates those claims with organization claims that reside in the Federation Service.

3.
If the administrator has mapped an organization claim in the Federation Service to a resource group, the SID for that resource group is added to the new SAML token that the resource federation server creates.

4.
The new SAML token for Nate, which now includes the SID of the resource group, is then sent to the ADFS-enabled Web server through a client redirect so that the Web server can perform an access check against the access control lists (ACLs) that are associated with the Windows NT token–based application.

How resource groups provide access control

The following illustration and corresponding steps show what happens when resource groups provide access control.
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1.
A separate SAML token is created for each federated user and then sent by an account federation server to the resource federation server. Each token contains incoming group claims along with any other claims that are assigned to that federated user.

2.
The mapping module in the Federation Service extracts the claims and maps them to organization claims that reside in the Federation Service.

3.
If resource group SIDs are mapped to organization claims that are used by the incoming claims, these SIDs are added to the new SAML token that is created by the resource federation server. These SIDs are then sent in the token to the ADFS-enabled Web server. 

4.
The SAML token is used by the ADFS-enabled Web server to perform an access check on the Windows NT token–based application.

5.
The access check determines whether or not the client has permission to perform the current operation with the application.

6.
The ADFS-enabled Web server returns a page to the client, depending on the outcome of the access check.

When to use group-to-UPN mapping 

Group-to-UPN (user principal name) claim mapping is one resource account mapping method that you can use in the resource Federation Service when claims are incoming from an account partner. In this context, "group" is the account partner security group and all the incoming claims that come from its federated member accounts; "UPN" represents a single user account in the resource partner forest. Group-to-UPN mappings map the claims of multiple federated user accounts, which are members of a security group in the account partner, to a single UPN that represents a single user account in the resource partner. 

You can use the Active Directory Federation Services snap-in to create an ordered list of group-to-UPN claim mappings. The order of the group-to-UPN mappings is specified in the trust policy for the Federation Service. A group-to-UPN mapping list might be as follows:

1.
Dev to devuser@adatum.com

2.
Test to testuser@adatum.com

3.
PM to pmuser@adatum.com

For example, if an incoming claim set contains (Common name=John Smith, Group=[Dev]), the organization claim set contains (Common name=John Smith, UPN=devuser@adatum.com). Because the list is ordered, a claim set of (Common name=John Smith, Group=[Dev,PM]) results in (Common name=John Smith, UPN=devuser@adatum.com). 

Comparing group-to-UPN mappings to resource groups

When you use group-to-UPN mappings, audits that pertain to any user with a particular group claim contain the same mapped UPN as the user name. This means that the group-to-UPN mapping method cannot produce audits that identify which specific federated user was attempting an auditable action. This auditing limitation makes the group-to-UPN mapping method different from the resource group mapping method.

Recommendation
Group-to-UPN mappings act in similar ways to resource groups. However, because group-to-UPN mappings lack the capability to record audits in more detail, we recommend that you consider deploying either the resource account mapping method or the resource group mapping method instead. For more information about how to implement a mapping method that records detailed audits, see When to use resource groups.

Planning ADFS-Enabled Web Server Placement 

An Active Directory Federation Services (ADFS)–enabled Web server relies on ADFS Web Agents to check if incoming requests need to be authenticated, and if so, the server directs the requests to a resource federation server to perform the actual authentication. The ADFS Web Agents also parse the tokens and cookies that are issued by the federation server to determine if access to the given application should be granted.

You must place at least one ADFS-enabled Web server in the resource partner organization. See the following topics for details about determining when and where to create and place an ADFS-enabled Web server: 


When to create an ADFS-enabled Web server

Where to place an ADFS-enabled Web server

When to create an ADFS-enabled Web server farm
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Note 

Although this information may help with your placement planning for ADFS-enabled Web servers, it does not explain how to determine the proper number of ADFS-enabled Web servers or the server hardware requirements for each ADFS design. For more information about determining the proper number of ADFS-enabled Web servers for each design, see Planning for ADFS-enabled Web server capacity.

For examples of where ADFS-enabled Web servers can be placed in any of the three primary ADFS design scenarios, see Mapping Your Deployment Goals to an ADFS Design.

See Also

Certificate requirements for ADFS-enabled Web servers
Name resolution requirements for ADFS-enabled Web servers
When to create an ADFS-enabled Web server 

Create at least one Active Directory Federation Services (ADFS)–enabled Web server in the resource partner organization when you deploy any of the following ADFS designs:


Web SSO design

Federated Web SSO design

Federated Web SSO with Forest Trust design
The quickest way to get your federated applications up and running is to install and configure them on a single ADFS-enabled Web server. This way, you can set up a small-scale installation without performing the additional steps necessary to set up an ADFS-enabled Web server farm. 

For more information about deploying federated applications, see Designing a Federated Application Strategy.

Why an ADFS-enabled Web server is required

An ADFS-enabled Web server provides the appropriate Web Agent software (ADFS Web Agents)—either claims-aware Web Agents or Windows NT token–based Web Agents—that are necessary for authenticating and authorizing federated access to locally hosted, Web-based applications. ADFS-enabled Web servers use these Web Agents to consume security tokens and authentication cookies—to either allow or deny a user access to the protected application—taking into consideration application-specific access control settings. Web Agents enforce application-based access control requirements by creating a security context in which the application can make the appropriate authorization decision. 

For the ADFS-enabled Web server to know what tokens to accept, it must have a relationship with a federation server. This relationship is necessary so that all security tokens that are presented to the Web Agent (and destined for the application) are signed by that federation server (or any of the federation servers that represent that Federation Service). A signed security token indicates that the federation server has successfully verified the authenticity of the federated user. 

To summarize, ADFS-enabled Web servers are a critical component of the ADFS infrastructure. ADFS Web Agents on these servers confirm that the incoming security tokens are signed by a valid federation server before they send federated access requests to the protected application.

Where to place an ADFS-enabled Web server 

As is typical with perimeter networks, an intranet-facing firewall is established between the perimeter network and the corporate network, and an Internet-facing firewall is often established between the perimeter network and the Internet. In this situation, an Active Directory Federation Services (ADFS)–enabled Web server is placed between both of these firewalls on the perimeter network so that users coming from the Internet can access it.

In contrast, federation servers are typically placed inside the corporate network for security purposes. In scenarios in which you want to reduce the number of servers or public certificates in your ADFS deployment, you can make your ADFS-enabled Web server a federation server or federation server proxy by installing either the Federation Service or Federation Service Proxy component. However, placing a federation server on the perimeter network exposes that server to Internet clients, and this is not a security best practice. For more information, see Where to place a federation server.

Configuring your firewall servers for an ADFS-enabled Web server

So that ADFS-enabled Web servers can communicate directly with federation servers, both the intranet-facing firewall server and the Internet-facing firewall server must be configured to allow Secure Hypertext Transfer Protocol (HTTPS) traffic, usually over port 443. HTTPS configuration is required because ADFS-enabled Web servers communicate with federation servers—and with clients—over HTTPS. ADFS relies on HTTPS to provide channel security. 

In addition, intranet-facing and Internet-facing firewall servers, such as servers running Internet Security and Acceleration (ISA) Server, use a process known as server publishing to distribute Internet client requests to the appropriate corporate federation servers and ADFS-enabled Web servers. Consequently, you must manually create a server publishing rule on any intranet and Internet ISA Server computers that publish the ADFS-enabled Web server URL (http://ws.treyresearch.net).

For general information about how to configure ISA Server to publish a server, see Create a secure Web publishing rule (http://go.microsoft.com/fwlink/?LinkId=74605).

Joining an ADFS-enabled Web server to a domain

When they host a Windows NT token-based application, ADFS-enabled Web servers must be joined to the same domain that the resource federation server belongs to. Because claims-aware applications do not require a Windows NT token for authorization, servers that host only claims-aware applications do not have to be joined to any domain.

When to create an ADFS-enabled Web server farm 

You create an Active Directory Federation Services (ADFS)-enabled Web server farm when you want to balance the load of incoming federated access requests that are made to one or more protected applications. The obvious benefits that can be obtained from a Web server farm are fault tolerance for the hosted applications and a possible increase in client-side browser performance. To client computers, the Web server farm performs like a single Web server servicing a highly scalable federated application.

If you are thinking about creating a Web server farm solely to increase performance, consider whether it might be better to optimize the hardware or software performance of a single Web server before adding the additional costs and administrative overhead that are associated with synchronizing data between two or more Web servers. For more information about how to measure whether your ADFS-enabled Web server is performing optimally, see Planning for ADFS-enabled Web server capacity.

You can use a network load-balancing service, such as the Microsoft Network Load Balancing (NLB) service that is included in Windows Server 2003 operating systems, to create and manage your ADFS-enabled Web server farm. The number of Web servers that is required to support your federated applications is determined largely by the type and complexity of the applications and their client connection state (stateless as opposed to stateful) requirements. 

Guidelines for creating server farms for federated applications using NLB are similar to the guidelines for creating server farms for nonfederated Web applications running on Internet Information Services (IIS) 6.0. For more information about using nonfederated Web applications with NLB, see Identifying Applications That Benefit from NLB (http://go.microsoft.com/fwlink/?LinkId=74610).

When they are used together, the recommendations in the NLB deployment documentation and in the topic Planning for ADFS-enabled Web server capacity should provide sufficient data for you to determine whether your federated applications can benefit from the improved scalability and availability that an ADFS-enabled Web server farm environment provides. 

Configuring servers in the farm

Creating an ADFS-enabled Web server farm involves more than just placing the Web servers in a resource partner organization and then configuring NLB clustering. The following table provides additional guidance for identically configuring each of the ADFS-enabled Web servers in a farm.

	To configure the …
	To …
	See …

	Claims-aware Web Agent in the web.config file for the protected application
	Point to the same Federation Service Uniform Resource Locator (URL) for each ADFS-enabled Web server in the farm
	Set the Federation Service URL for a Claims-Aware Application

	Windows NT token–based Web Agent in the properties of the Web Sites folder in IIS 6.0
	Point to the same Federation Service URL for each ADFS-enabled Web server in the farm
	Set the Federation Service URL for a Windows NT Token-Based Application

	Server authentication certificate
	Export the private key so that the same server authentication certificate can be assigned to each ADFS-enabled Web server in the farm

Most certificates that are issued by certification authorities (CA)s can be used on multiple computers without first exporting them. If this is the case in your scenario, you do not have to perform this procedure.
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Note 

There is no requirement to use the same certificate on all ADFS-enabled Web servers as long as all Web servers in the farm have a certificate that is issued by the same CA and each of the certificates have a matching “subject name” field.
	Export the private key portion of a server authentication certificate

	Server authentication certificate
	Install on the appropriate Web site or virtual directory where your federated application will reside 

(For an example of how to do this using the default Web site, see the following link.)
	Import a server authentication certificate to the default Web site


For additional details about how to configure an ADFS-enabled Web server farm, see Checklist: Installing an ADFS-enabled Web server.

Certificate requirements for ADFS-enabled Web servers 

Each Web server that hosts an Active Directory Federation Services (ADFS) Web Agent requires a Secure Sockets Layer (SSL) server authentication certificate to communicate securely with Web clients. Publicly issued certificates are recommended for SSL server authentication certificates. However, if you are deploying the ADFS Web Single Sign-On (SSO) design, using either a public or corporate certification authority (CA) to obtain your server authentication certificate is sufficient. 
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Note 

Token-signing certificates and SSL client authentication certificates are not necessary for ADFS-enabled Web servers.

If you will be hosting additional ADFS components, such as the Federation Service or the Federation Service Proxy, on an already established ADFS-enabled Web server, it is not necessary to obtain additional server authentication certificates for each of those components. The ADFS Web Agent, the Federation Service, and the Federation Service Proxy can use a single server authentication certificate simultaneously. For more information about hosting multiple ADFS components on an ADFS-enabled Web server, see Where to place an ADFS-enabled Web server.

You can request and install server authentication certificates through the Microsoft Management Console (MMC) snap-in for Internet Information Services (IIS). For more general information about using SSL certificates, see Configuring Secure Sockets Layer (http://go.microsoft.com/fwlink/?linkid=62785) and Obtaining Server Certificates (http://go.microsoft.com/fwlink/?linkid=62479).

Certificate requirements for an ADFS-enabled Web server farm

In an ADFS-enabled Web server farm scenario, Web servers must obtain server authentication certificates in one of the following ways for ADFS to work:


Share the same certificate: Web servers can share the same server authentication certificate across the farm. To share the same certificate across the Web servers, export the private key of that certificate and install it on the appropriate Web site for each Web server. 

For more information, see Export the private key portion of a server authentication certificate and Import a server authentication certificate to the default Web site.


Obtain individual certificates: If you decide to obtain separate server authentication certificates for each Web server in a farm, you must ensure that the subject names for each of the individual server authentication certificates match. The subject name value for a server authentication certificate is used to identify the computer that the certificate represents.
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Note 

Certification authorities (CAs) such as Microsoft Certificate Services create the subject name from the common name (CN) of the requestor that is obtained in Active Directory.

For more information about configuring an ADFS-enable Web server farm, see When to create an ADFS-enabled Web server farm. 

Name resolution requirements for ADFS-enabled Web servers 

Before a Web browser client can contact an Active Directory Federation Services (ADFS)–enabled Web server over the Internet, the Web browser must first use Domain Name System (DNS) to resolve the Web server’s host name to the actual IP address for an ADFS-enabled Web server that is located in a perimeter network. The following standard DNS tree-walking processes accomplish name resolution to federated applications:

1.
The browser client contacts a top-level-domain DNS server on the Internet to resolve the fully qualified domain name (FQDN) of the target Web site that was typed into the browser.

2.
The top-level-domain DNS server resolves the FQDN by providing the client with the IP address for the DNS server that is authoritative for the DNS domain that is specified in the Web site address. 
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Note 

In the federated world of ADFS, this DNS server is the DNS server that is located in the perimeter network of the resource partner organization. 

3.
Using values that are stored in preconfigured host address (A) resource records, the perimeter DNS server resolves the target FQDN to the IP address of the ADFS-enabled Web server and then provides that information back to the client.

For more information about how the DNS process works, see How DNS Works (http://go.microsoft.com/fwlink/?LinkId=74637).

Configuring perimeter DNS

DNS is required for successful name resolution across the Internet to an ADFS-enabled Web server. DNS must be configured for a new host record that will resolve the IP address of the Web server cluster (if the Web servers are farmed) to a single Web server IP address and DNS host name. You configure DNS in the perimeter network of the resource partner.

In the following illustration, you can see how to configure the perimeter DNS so that it contains a single host (A) record for ws (ws.treyresearch.net) and so that it points to the IP address of the ADFS-enabled Web server cluster in the perimeter network. In this scenario, Network Load Balancing (NLB) provides a single, cluster FQDN name and a single, cluster IP address for an existing ADFS-enabled Web server farm.
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For more information about how to configure a cluster IP address or a cluster FQDN using Microsoft NLB technology, see Specifying the Cluster Parameters (http://go.microsoft.com/fwlink/?LinkId=74651).

For more information about how to configure perimeter DNS, see Add a host (A) record to perimeter DNS for an ADFS-enabled Web server.

Planning Federation Server Placement 

The most critical component of an Active Directory Federation Services (ADFS) deployment is the federation server. Therefore, it is important that you plan your federation server placement strategy carefully, including when and where to deploy federation servers. The information in the following topics can help you determine when and where to create a federation server and whether to use that federation server in either the account partner role, the resource partner role, or both. 


Review the role of the federation server in the account partner organization

Review the role of the federation server in the resource partner organization

When to create a federation server

Where to place a federation server

When to create a federation server farm

Certificate requirements for federation servers

Name resolution requirements for federation servers
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Note 

Although this information might help with your placement planning for federation servers, it does not explain how to determine the proper number of federation servers and the hardware requirements for each ADFS design. For more information about determining the proper number of federation servers for each design, see Planning for federation server capacity.

For examples of how a federation server can be placed in any of the three primary ADFS design scenarios, see Mapping Your Deployment Goals to an ADFS Design.

When to create a federation server 

You create federation servers in your organization whenever you want to deploy any of the following Active Directory Federation Services (ADFS) designs:


Web SSO design

Federated Web SSO design

Federated Web SSO with Forest Trust design
When you create a federation server, you provide a means by which your organization can engage in Web single-sign-on (SSO)–based communication with another organization (that also has at least one federation server) and, when necessary, with the employees in your own organization (who need access over the Internet). 

The role that a federation server plays in your organization depends on whether you place the federation server in the account partner organization or in the resource partner organization. For example, when a federation server is placed in the corporate network of the account partner, its role is to authenticate the user credentials of browser clients and send security tokens to the clients. When a federation server is placed in the corporate network of the resource partner, its role is to authenticate users, based on a security token that is issued by a federation server in the resource partner organization, or its role is to redirect token requests from configured Web applications to the account partner organization that the client belongs to.

For more information about account partner and resource partner organizations, see Planning Partner Organization Deployments.
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Note 

For the Federated Web SSO and Federated Web SSO with Forest Trust designs, there must be at least one federation server in the account partner and at least one federation server in the resource partner.

If necessary, an organization that deploys a Federated Web SSO or Federated Web SSO with Forest Trust design can configure a single federation server so that it acts in both the account partner role and in the resource partner role. In this case, the federation server may produce Security Assertion Markup Language (SAML) tokens, based on user accounts in its own organization, or reroute token requests to the organization, based on where the users' accounts reside.

In the Web SSO design, where the user account exists in the same organization as the resource, it is not necessary to configure federation servers for either an account partner or a resource partner               . The Federation Service, in this case, produces SAML tokens for the user that can be directly used on the resource.

Differences between federation servers and federation server proxies

Federation servers can serve out Web pages for sign-in, policy, authentication, and discovery in the same way that a federation server proxy does. The primary differences between a federation server and a federation server proxy have to do with what operations a federation server can perform that a federation server proxy cannot perform. 

The following are the operations that only a federation server can perform:


The federation server performs the cryptographic operations that produce the token. Although federation server proxies cannot produce tokens, they can be used to route or redirect the tokens to clients and, when necessary, back to the federation servers. For more information about using federation server proxies, see When to create a federation server proxy.


Federation servers support the use of Windows Integrated authentication for clients on the corporate network, where federation server proxies do not. For more information about using Windows Integrated authentication with federation servers, see When to create a federation server farm.

See Also

Review the role of the federation server in the account partner organization
Review the role of the federation server in the resource partner organization
Where to place a federation server 

As a security best practice, place federation servers in front of a firewall and connect them to the corporate network to prevent exposure from the Internet. This is important because federation servers have full authorization to grant security tokens. Therefore, they should have the same protection as a domain controller. If a federation server is compromised, a malicious user has the ability to issue full access tokens to all Web applications and federation servers that are protected by Active Directory Federation Services (ADFS) in all resource partner organizations.
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Note 

As a security best practice, avoid having your federation servers directly accessible on the Internet. Consider giving your federation servers direct Internet access only when you are setting up a test lab environment or when your organization does not have a perimeter network. 

For typical corporate networks, an intranet-facing firewall is established between the corporate network and the perimeter network, and an Internet-facing firewall is often established between the perimeter network and the Internet. In this situation, the federation server sits inside the corporate network, and it is not directly accessible by Internet clients.

[image: image64.png]


Note 

Clients that are connected to the corporate network can communicate directly with the federation server through Windows Integrated authentication.

A federation server proxy should be placed in the perimeter network before you configure your firewall servers for use with ADFS. For more information, see Where to place a federation server proxy.

Configuring your firewall servers for a federation server

So that the federation servers can communicate directly with federation server proxies, the intranet firewall server must be configured to allow Secure Hypertext Transfer Protocol (HTTPS) traffic from the federation server proxy to the federation server. This is a requirement because the intranet firewall server must publish the federation server using port 443 so that the federation server proxy in the perimeter network can access the federation server.
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Note 

All communications to and from clients also occur over HTTPS.

In addition, the intranet-facing firewall server, such as a server running Internet Security and Acceleration (ISA) Server, uses a process known as server publishing to distribute Internet client requests to the appropriate corporate federation servers. This means that you must manually create a server publishing rule on the intranet server running ISA Server that publishes the clustered federation server Uniform Resource Locator (URL), for example, http://fs.adatum.com.

For more information about how to configure server publishing in a perimeter network, see Where to place a federation server proxy. For information about how to configure ISA Server to publish a server, see Create a Secure Web Publishing Rule (http://go.microsoft.com/fwlink/?LinkId=75182).

If you are using the Federated Web SSO with Forest Trust design, be sure to open the ports that are required for setting up a one-way, forest trust. For more information about network ports that trusts use, see Domain and Forest Trust Tools and Settings (http://go.microsoft.com/fwlink/?LinkId=79059).

When to create a federation server farm 

Consider installing additional federation servers when you have a larger Active Directory Federation Services (ADFS) deployment and you want to provide fault tolerance, load balancing, or scalability to your organization's Federation Service. The act of creating two or more federation servers in the same network, configuring each of them to use the same trust policy file, and adding the public key of each server's token-signing certificates (verification certificates) to the trust policy creates a federation server farm. 

Before federation servers can be grouped as a farm, they must first be clustered so that requests arriving at a single fully qualified domain name (FQDN) are routed to the various federation servers in the server farm. You can create the server cluster by deploying Network Load Balancing (NLB) inside the corporate network. This guide assumes that NLB has been configured appropriately to cluster each of the federation servers in the farm.

For more information about how to configure a cluster FQDN using Microsoft NLB technology, see Specifying the Cluster Parameters (http://go.microsoft.com/fwlink/?LinkID=74651).

Best practices for deploying a federation server farm

The following best practices are recommended for deploying a federation server in a production environment:


If you will be deploying multiple federation servers at the same time or you know that you will be adding more servers to the farm over time, consider creating a server image of an existing federation server in the farm and then installing from that image when you need to create additional federation servers quickly.
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Note 

If you do decide to use the server image method for deploying additional federation servers, you do not need to complete the tasks in Checklist: Installing a federation server every time that you want to add a new server to the farm.


Use NLB or some other form of clustering to allocate a single IP address for many federation server computers.


Reserve a static IP address for each federation server in the farm and, depending on your Domain Name System (DNS) configuration, insert an exclusion for each IP address in Dynamic Host Configuration Protocol (DHCP). Microsoft NLB technology requires that each server that participates in the NLB cluster be assigned a static IP address.


Avoid editing the trust policy from multiple federation servers at the same time.

Configuring federation servers for a farm

The following table describes the tasks that must be completed so that each federation server can participate in a farmed environment.

	Task
	Description

	Store the trust policy file on a protected network shared folder
	A federation server farm consists of two or more federation servers that share the same trust policy information and token-signing certificates. If you currently have one federation server and you will be adding additional federation servers, you will have to move the location of the trustpolicy.xml file to a protected network shared folder so that it can be accessed by all new federation servers that participate in the farm. 
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Note 

For farmed scenarios, it is important that the trust policy file be shared on a computer that does not also participate as a federation server in that farm. Microsoft NLB does not allow any of the computers that participate in a farm to communicate with one another.

After the trustpolicy.xml file has been placed in a shared folder, you protect that share with the appropriate permissions. This means that for each new federation server to successfully share a trust policy file, you must provide at least Read-only access permissions to each of the machine accounts on every federation server in the farm. The administrator of the Federation Service will be able to modify the trust policy file even though the machine accounts have Read-only permissions.
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Note 

Ensure that the identity of the ADFSAppPool on every federation server that participates in the farm has Read access to the shared trust policy file.

	Obtain and share certificates
	A single server authentication certificate can be obtained from a public certification authority (CA)—for example, Verisign—and then configured so that all federation servers share the same private key portion of the certificate. For more information about how to share the same certificate, see Checklist: Configuring certificates for a federation server.

Unique token-signing certificates can be acquired for each federation server or you can obtain one certificate and share it among all other federation servers in the farm. For more information, see Certificate requirements for federation servers.

	Point to the trust policy file location
	The new federation server must point to the same trust policy file that is used by other federation servers in the farm so that the new server can participate in the farm. The federation server uses the values that are specified in the Federation Service endpoint Uniform Resource Locator (URL) and Federation Service Uniform Resource Identifier (URI) fields, in the trust policy properties, to identify precisely which ADFS instance, or Federation Service, it belongs to. 
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Note 

After you point the new federation server to the existing trust policy file location successfully (which is typically done at setup time), you do not have to alter the existing URL and URI values that are specified in the properties of the trust policy because this information is shared and it applies to every federation server in the farm.

	Add the verification certificate to the trust policy
	The public key of the token-signing certificate that is assigned to the new federation server must be added to the trust policy. The public key of the token-signing certificate is also referred to as the verification certificate. 

This certificate is automatically added to the trust policy when you select an existing trust policy during the installation of the Federation Service or when you select a different token-signing certificate using the Active Directory Federation Services snap-in (click Yes when you are prompted to add it to the trust policy). 

In this scenario, you do not have to manually add a verification certificate file to the trust policy.

	Add Common View State Element to the web.config file
	Add the <pages enableViewStateMac="true"/> element under the <system.web> section of the web.config file on each of the federation servers that participate in the farm. You must configure this element in the web.config file to post form data and to prevent view state validation failures. 

For more information about this element, see How to Configure MachineKey in ASP.NET 2.0 (http://go.microsoft.com/fwlink/?LinkId=79067).


Enable Windows Integrated authentication in the account partner

You must complete the following tasks in the account partner organization when you want to allow clients on the corporate network to authenticate to any of the federation servers in the farm using Windows Integrated authentication:

1.
Create a dedicated user/service account in the Active Directory forest that is located in the account partner organization. This account is necessary for the Kerberos authentication protocol to work in a farm scenario and to allow pass-through authentication on each of the federation servers. Use this account only for the purposes of the federation server farm. To ensure that this service account's function is not interrupted as a result of domain password change requirements, configure the account (in the properties of the user account) so that the password never expires. (Select the Password never expires check box.)
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Note 

Using the Network Service account for this dedicated account will result in random failures when access is attempted through Windows Integrated authentication as a result of Kerberos tickets not validating from one server to another.

2.
On each federation server in the farm, configure the ADFSAppPool to run as the service account. In IIS Manager, navigate to the properties of ADFSAppPool (under the Application Pools folder), click the Identity tab, click Configurable, and type the new service account name and password. Repeat this task for each account federation server in the farm.

3.
Because the application pool identity for ADFSAppPool is running as a domain user/service account, you must configure the service principal name (SPN) for that account in the domain using the Setspn.exe command-line tool. To obtain Setspn.exe, install the Windows Server 2003 Support Tools on a computer that is joined to the same domain where the user/service account resides. To install Support Tools, use your Windows Server 2003 CD. Navigate to the Support\Tools directory, double-click Suptools.msi, and follow the setup instructions. After you install the Support Tools, open a command prompt, and then type the following command:

setspn -a <http/<farmclusterdnsname> <serviceaccountname>
For example, in a scenario in which all federation servers are clustered under the DNS host name http://fs.adatum.com and the service account name that is assigned to the ADFSAppPool is named adfsaccountfarm, type the command as follows:

setspn -a http:/fs.adatum.com adfsaccountfarm
It is necessary to complete this task only once for this account.

4.
After the ADFSAppPool identity is changed to the service account, set the access control lists (ACLs) on the trust policy file to allow Read access to this new account so that ADFSAppPool can read the trust policy.

Certificate requirements for federation servers 

In any Active Directory Federation Services (ADFS) design, various certificates must be used to secure communication and facilitate user authentications that are made between Internet clients and federation servers. Each federation server is required to have a server authentication certificate and a token-signing certificate before it can participate in ADFS communications. The trust policy requires an associated certificate, known as a verification certificate, which is the public key portion of the token-signing certificate. The following table describes each of these certificate types.

	Certificate type
	Description

	Token-signing certificate
	A token-signing certificate is an X509 certificate. Its associated public/private key pair is used by federation servers to digitally sign all security tokens that they produce. 

	Verification certificate
	A verification certificate represents the public-key portion of the token-signing certificate. It is stored in the trust policy and used by the federation server in one organization to verify that incoming security tokens have been issued by valid federation servers in this organization's farm and in other organizations.

	Server authentication certificate
	Federation servers use a server authentication certificate to secure Web services traffic for communication with Web clients or with federation server proxies.
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Note 

Client authentication certificates are not necessary for federation servers.

Determining your certification authority strategy

Because the verification certificate represents the public key portion of the token-signing certificate, only the token-signing certificate and the server authentication certificate have to be issued by either a public certification authority (CA)—for example, Verisign—or a corporate CA. 

ADFS does not require that token-signing and server authentication certificates be issued by a CA. However, we recommend that you not use self-signed certificates for server authentication certificates.
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Important 

Use of self-signed, Secure Sockets Layer (SSL) certificates in a production environment can allow a malicious user in an account partner to take control of federation servers in a resource partner organization. This security risk exists because self-signed certificates are root certificates. They must be added to the trusted root store of another federation server (for example, the resource federation server), which can leave that server vulnerable to attack.

After you receive a token-signing certificate and server authentication certificate from a CA, make sure that both certificates are imported into the personal certificate store of the local computer. You can import both certificates to the personal store with the Certificates snap-in in Microsoft Management Console (MMC). For more information, see Import a certificate (http://go.microsoft.com/fwlink/?linkid=20040). 

As an alternative to using the Certificates snap-in, you can also import the server authentication certificate with the IIS Manager snap-in at the time that you assign the server authentication certificate to the default Web site. For more information, see Import a server authentication certificate to the default Web site. 
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Note 

Before you install the Federation Service on the computer that will become the federation server, make sure that both certificates are in the Local Computer personal certificate store and the server authentication certificate is assigned to the default Web site. For more information about the order of the tasks that are required to set up a federation server, see Checklist: Installing a federation server.

Depending on your security and budget requirements, carefully consider which of your certificates will be obtained by a public CA or a corporate CA. The following figure shows the recommended CA issuers for a given certificate type. This recommendation reflects a best practice approach regarding security and cost.
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Token-signing certificates

Federation servers require the use of token-signing certificates to prevent attackers from altering or counterfeiting security tokens in an attempt to gain unauthorized access to federated resources. Every token-signing certificate contains cryptographic private keys and public keys that are used to digitally sign (by means of the private key) a security token. Later, after they are received by a partner federation server, these keys validate the authenticity (by means of the public key) of the encrypted security token.

Because each security token is digitally signed by the account partner, the resource partner can verify that the security token was in fact issued by the account partner and that it was not modified. Digital signatures are verified with verification certificates. After the signature is verified, the resource federation server generates its own security token for its organization and signs the security token with its own token-signing certificate. 

The Web server in the resource partner uses the public key of the token-signing certificate to verify that the security token is signed by the resource federation server. The Web server then allows the appropriate access to the client.

Digital signatures on security tokens are also used in the account partner when there is more than one federation server (for example, in a farm deployment). In this case the digital signatures verify the origin and integrity of the security tokens that are issued by other federation servers in the account partner.

Token-signing certificates must meet the following requirements to work with ADFS:


The token-signing certificate must include digital signature key usage. Examples of certificate types that include this key usage are server authentication certificates or code-signing certificates. Enhanced key usage (EKU) is not required for token-signing certificates.


The token-signing chain must be composed of only X509 certificates, and it must chain to a client-accessible, trusted root CA.


For a token-signing certificate to successfully sign a security token, the token-signing certificate must contain a private key.

· The ADFSAppPool identity must have access to the token-signing certificate’s private key in the personal store of the local computer. 
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Note 

This is taken care of by Setup. You can also use the Active Directory Federation Services snap-in to ensure this access if you subsequently change the token-signing certificate.
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Note 

It is a public key infrastructure (PKI) best practice to not share the private key for multiple purposes. Therefore, do not use the server authentication certificate that you installed on the federation server as the token-signing certificate. 

Deployment considerations for token-signing certificates

When you deploy the first federation server in a new ADFS installation, you must obtain a token-signing certificate and install it in the local computer personal certificate store on that federation server. You can obtain a token-signing certificate by requesting one from an enterprise CA or a public CA or by creating a self-signed certificate. 

Token-signing certificates are installed differently, depending on how you create the server farm. There are two server farm options that you can consider when you obtain token-signing certificates for your deployment:


A private key from one token-signing certificate is shared among all the federation servers in a farm.

In a federation server farm environment, we recommend that all federation servers share (or reuse) the same token-signing certificate. You can install a single token-signing certificate from a CA on a federation server and then export the private key, as long as the issued certificate is marked as exportable.

As shown in the following figure, the private key from a single token-signing certificate can be shared to all the federation servers in a farm. This option—compared to the following "unique token-signing certificate" option—reduces costs if you plan to obtain a token-signing certificate from a public CA.
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
There is a unique token-signing certificate for each federation server in a farm.

When multiple unique certificates are used throughout your farm, each server in that farm signs tokens with its own unique private key. 

As shown in the following figure, you can obtain a separate token-signing certificate for every single federation server in the farm. This option is more expensive if you plan to obtain your token-signing certificates from a public CA. 
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For information about installing token-signing certificates when you use Microsoft Certificate Services as your enterprise CA, see Submit an advanced certificate request via the Web to a Windows Server 2003 CA (http://go.microsoft.com/fwlink/?linkid=64020). For information about installing a token-signing certificate from a public CA, contact your public CA. For information about creating self-signed certificates, see Create a self-signed, code-signing certificate (http://go.microsoft.com/fwlink/?linkid=68171).

Verification certificates

Verification certificates verify that a security token was issued by a valid federation server and that the token was not modified. Verification certificates are the public-key portion of your own token-signing certificate as well as the certificates of other federation servers that you trust. As shown in the following figure, verification certificates are exported (from the token-signing certificate) and added to a verification certificate list in the trust policy at the time when you first assign a federation server to an existing trust policy. This process takes place automatically during the installation of the Federation Service. You do not have to add the certificate manually.
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To verify that a security token was issued by a given federation server and not modified, the federation server must have a verification certificate for the federation server that issued the security token. For example, if fs.adatum.com (a federation server in the account partner) creates and signs a security token and then sends it to fs.treyresearch.net (a federation server in the resource partner), fs.treyresearch.net must see the verification certificate for fs.adatum.com in the verification certificate list that is stored in its own trust policy.

If the certificate has been issued by a CA, we require that: 

1.
The certificate revocation lists (CRLs) of the certificate be accessible to resource partners and Web agents that trust the federation server.

2.
The root CA certificate be trusted by the resource partners and Web agents that trust the federation server.

Server authentication certificates

Federation servers require the use of server authentication certificates so that clients can establish the server's identity because the federation server presents the client with a server authentication certificate that discloses its source. In this way, a client can verify that the data that is transmitted is usable only by the organization that is identified by the certificate. 

Server authentication certificates must meet the following requirements to work with ADFS:


The server authentication certificate must include the server authentication EKU extension.


The CRLs must be accessible for all the certificates in the chain from the server authentication certificate to the root CA certificate. The root CA must also be trusted by any federation server proxies and Web agents that trust this federation server.


The subject name that is used in the server authentication certificate must match the Domain Name System (DNS) name of the Federation Service endpoint Uniform Resource Locator (URL) in the trust policy.

Deployment considerations for server authentication certificates

Configure server authentication certificates so that all federation servers use the same certificate. If you are deploying either of the two Federated Web SSO designs, we recommend that your server authentication certificate be issued by a public CA. You can request and install these certificates through the Internet Information Services (IIS) snap-in. 

You can use self-signed server authentication certificates successfully on federation servers in a test lab environment. However, for a production environment, we recommend that you obtain server authentication certificates from a public CA. The following list provides reasons why you should not use self-signed server authentication certificates for a live deployment:


A self-signed Secure Sockets Layer (SSL) certificate must be added to the trusted root store on each of the federation servers in the resource partner organization. While this alone does not enable an attacker to compromise a resource federation server, trusting self-signed certificates does increase the attack surface of a computer, and it can lead to security vulnerabilities if the certificate signer is not trustworthy.


It creates a bad user experience. Clients will receive Security Alert prompts when they try to access federated resources that display the message "The security certificate was issued by a company you have not chosen to trust." This is expected behavior, because the self-signed certificate is not trusted. 
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Note 

If necessary, you can work around this condition by using Group Policy to manually push down the self-signed certificate to the trusted root store on each client computer that will attempt to access an ADFS-enabled site.


CAs provide additional certificate-based features, such as private key archive, renewal, and revocation, that are not provided by self-signed certificates.

Certificate revocation lists

If any certificate that you use has CRLs, the server with the configured certificate must be able to contact the server that distributes the CRLs. The type of CRL determines what ports are used. 

Name resolution requirements for federation servers 

When clients on the corporate network attempt to access an Active Directory Federation Services (ADFS)-secured application, they must first authenticate to a federation server. One way to authenticate is to have the corporate network clients access a local federation server through Windows Integrated authentication. 

Configure corporate DNS

So that successful name resolution through Windows Integrated authentication on local federation servers can occur, Domain Name System (DNS) in the corporate network of the account partner must be configured for a new host record that will resolve the fully qualified domain name (FQDN) host name of the federation server to the IP address of the federation server cluster. 

In the following illustration, you can see how this task is accomplished for a given scenario. In this scenario, Microsoft Network Load Balancing (NLB) provides a single cluster FQDN name and a single cluster IP address for an existing federation server farm.

[image: image81.png]Federation
server fam

fst..corp.adatum com
(152.168.1.1)

NLB clustering enabled for:
Fs.corp adatum.com
F52.corp adatum.com
F53.corp adatum.com

Guster DNS name: Federation
fs.adatum,.com server proxy
Custer IP address
192.168.1.4

e f5p.adatum.com

f52.corp.adatum.com
(192.168.1.2)

Firemall

f53.cor. adatum com
(152:168.1.3)

ONS Server DNS Server

T 2
Iame (uses parent domain name if blank):
B

Fully qualfied domain name (FQDN)
Fe.adatum.com.

Ip address:
iz 168 1 4

IV Create associated pointer (PTR) record

™ Allw any authenticated user to update DNS records wth the
same owner name

| e e





For information about how to configure a cluster IP address or cluster FQDN using NLB, see Specifying the Cluster Parameters (http://go.microsoft.com/fwlink/?LinkId=75282).

For information about how to configure corporate DNS for a federation server, see Add a host (A) record to corporate DNS for a federation server. 

For information about how to configure federation server proxies in the perimeter network, see Name resolution requirements for federation server proxies.

Planning Federation Server Proxy Placement 

After you gather all of the information that you will use to design your Active Directory Federation Services (ADFS) infrastructure and after you plan your federation server and Web server strategy, you can plan when and where to place federation server proxies in your new design. The information in the following topics can help you determine when and where to place a federation server proxy and whether to use either the account partner role or the resource partner role. 


When to create a federation server proxy

Review the role of the federation server proxy in the account partner organization

Review the role of the federation server proxy in the resource partner organization

Where to place a federation server proxy

When to create a federation server proxy farm
[image: image82.png]


Note 

Although this information might help with your placement planning for federation server proxies, it does not explain how to determine the proper number of proxies and the proxy hardware requirements for each ADFS design. For more information about determining the proper number of federation server proxies for each design, see Planning for federation server proxy capacity.

For examples of how a federation server proxy can be placed in any of the three primary ADFS design scenarios, see Mapping Your Deployment Goals to an ADFS Design.

See Also

Certificate requirements for federation server proxies
Name resolution requirements for federation server proxies
When to create a federation server proxy 

Creating a federation server proxy in your organization adds additional security layers to your Active Directory Federation Services (ADFS) deployment. Consider deploying a federation server proxy in your organization's perimeter network when you want to:


Prevent external clients from directly accessing your federation servers. By deploying a federation server proxy in your perimeter network, you effectively isolate your federation servers so that they can be accessed only by clients that are logged in to the corporate network and through federation server proxies, which act on behalf of external clients. Federation server proxies do not have access to the keys that are used to produce tokens.


Provide a convenient way to differentiate the sign-in experience for users who are coming from the Internet as opposed to users who are coming from your corporate network (using Windows Integrated authentication). A federation server proxy collects credentials or home realm details from Internet clients by using the logon (clientlogon.aspx), logout (signout.aspx), and account partner discovery (discoverclientrealm.aspx) pages that are stored on the federation server proxy. 

In contrast, clients coming from the corporate network encounter a different experience, based on the configuration of the federation server. The corporate network federation server is often configured for Windows Integrated authentication, which provides a seamless sign-in experience for users on the corporate network. 

The role that a federation server proxy plays in your organization depends on whether you place the federation server proxy in the account partner organization or in the resource partner organization. For example, when a federation server proxy is placed in the perimeter network of the account partner, its role is to collect the user credential information from browser clients. When a federation server proxy is placed in the perimeter network of the resource partner, it relays security token requests to the resource Federation Service and produces organizational security tokens in response to the security tokens that are provided by its account partners.

Where to place a federation server proxy 

You place federation server proxies in a perimeter network to provide a protection layer from malicious users coming from the Internet. Federation server proxies are ideal for the perimeter network environment because they do not have access to the keys that are used to create tokens but they can efficiently route incoming requests to federation servers that are authorized to produce those tokens.
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Note 

It is not necessary to place a federation server proxy inside the corporate network for either the account partner or the resource partner because clients that are connected to the corporate network can communicate directly with the federation server. In this scenario, the federation server also provides federation server proxy functionality for clients coming from the corporate network.

As is typical with perimeter networks, an intranet-facing firewall is established between the perimeter network and the corporate network, and an Internet-facing firewall is often established between the perimeter network and the Internet. In this scenario, the federation server proxy sits between both of these firewalls on the perimeter network.

Configuring your firewall servers for a federation server proxy

For the federation server proxy redirection process to be successful, all firewall servers must be configured to allow Secure Hypertext Transfer Protocol (HTTPS) traffic. The use of HTTPS is required because the firewall servers must publish the federation server proxy, using port 443, so that the federation server proxy in the perimeter network can access the federation server in the corporate network.
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Note 

All communications made to and from clients also occur over HTTPS.

In addition, the Internet-facing firewall server, such as a computer running Internet Security and Acceleration (ISA) Server, uses a process known as server publishing to distribute Internet client requests to the appropriate perimeter and corporate network servers, such as federation server proxies or federation servers. 

Server publishing rules determine how server publishing works—essentially, filtering all incoming and outgoing requests through the ISA Server computer. Server publishing rules map incoming client requests to the appropriate servers behind the ISA Server computer. For information about how to configure ISA Server to publish a server, see Create a Secure Web Publishing Rule (http://go.microsoft.com/fwlink/?LinkId=75182).

In the federated world of Active Directory Federation Services (ADFS), these client requests are typically made to a specific Uniform Resource Locator (URL), for example, a federation server (http://fs.adatum.com). Because these client requests are incoming from the Internet, the Internet-facing firewall server must be configured to publish the federation server URL for each federation server proxy that is deployed in the perimeter network. 

Configuring ISA Server to allow SSL

To facilitate secure ADFS communications, you must configure ISA Server to allow Secure Sockets Layer (SSL) communications between:


Federation server proxies and federation servers. An SSL channel is required for all communications between federation servers and federation server proxies. Therefore, it is a requirement that you configure ISA Server to allow an SSL connection between the corporate network and the perimeter network.


Clients, federation servers, and federation server proxies. So that communications can occur between clients and federation servers or between clients and federation server proxies, you can place a computer running ISA Server in front of the federation server or federation server proxy. 

If your organization performs SSL client authentication on the federation server or federation server proxy, when you place a computer running ISA Server in front of the federation server or federation server proxy, the server must be configured for pass-through of the SSL connection because the SSL connection must terminate at the federation server or federation server proxy. 

If your organization does not perform SSL client authentication on the federation server or federation server proxy, an additional option is to terminate the SSL connection at the computer running ISA Server and then re-establish an SSL connection to the federation server or federation server proxy.
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Note 

The federation server or federation server proxy requires that the connection be secured by SSL to protect the contents of the security token.

When to create a federation server proxy farm 

Consider installing additional federation server proxies when you have a large Active Directory Federation Services (ADFS) deployment and you want to provide fault tolerance, load-balancing, and scalability for the Federation Service Proxy. The act of creating two or more federation server proxies in the same perimeter network—configuring each of them to protect the same Federation Service—and then adding each of the servers' client authentication certificates to the trust policy creates a federation server proxy farm. 

Before all the federation server proxies can function together as a farm, you must first cluster them under one IP address and one Domain Name System (DNS) fully qualified domain name (FQDN). You can cluster the servers by deploying Network Load Balancing (NLB) inside the perimeter network. The tasks in the following table require NLB to be configured appropriately to cluster the federation server proxies in the farm.

For more information about how to configure an FQDN for a cluster using Microsoft NLB technology, see Specifying the Cluster Parameters (http://go.microsoft.com/fwlink/?linkid=74651).

Configuring federation server proxies for a farm

The following table describes the tasks that must be completed so that each federation server proxy can participate in a farm.

	Task
	Description

	Point to the Federation Services Uniform Resource Locator (URL)
	When you create the federation server proxies, you must type the same Federation Service DNS host name in the Federation Services URL field for all of the federation server proxies that participate in the farm. The federation server proxy uses the URL that makes up this DNS host name to determine which Federation Service it contacts.

For more information, see Install the Federation Service Proxy component of ADFS.

	Obtain and share certificates
	You can obtain a server authentication certificate from a public certification authority (CA)—for example, Verisign—and then configure the certificate so that all federation server proxies share the same private key portion of the same certificate on the default Web site for each federation server proxy. To share the certificate, you must install the same server authentication certificate on the default Web site for each federation server proxy. For more information, see Import a server authentication certificate to the default Web site.

When you obtain a client authentication certificate for a federation server proxy, you can share that certificate across all federation server proxies in the farm or you can obtain separate certificates for each of the federation server proxies in the farm. 
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Note 

The Trust Policy user interface (UI) in the Active Directory Federation Services snap-in refers to client authentication certificates as Federation Service Proxy (FSP) certificates.

For more information, see Certificate requirements for federation server proxies.

	Add the federation server proxy certificate to the trust policy
	You must add the public key portion of the client authentication certificate for the federation server proxy to the trust policy on a federation server with which the federation server proxy communicates so that the Federation Service can authenticate the federation server proxy. 

For more information, see Add a Federation Service Proxy (FSP) certificate to the trust policy (http://go.microsoft.com/fwlink/?LinkId=76073).


For more information about adding new federation server proxies to create a federation server proxy farm, see Adding a New Federation Server Proxy (http://go.microsoft.com/fwlink/?LinkId=76068).

Certificate requirements for federation server proxies 

Servers that are running the Federation Service Proxy component of Active Directory Federation Services (ADFS) are required to use the following types of certificates:


Secure Sockets Layer (SSL) server authentication certificates: Federation server proxies use SSL server authentication certificates to secure Web server traffic communication with Web clients. Federation server proxies are usually exposed to computers on the Internet that are not included in your enterprise public key infrastructure (PKI). Therefore, use a server authentication certificate that is issued by a public (third-party) certification authority (CA), for example, Verisign. 

When you have a federation server proxy farm, all federation server proxy computers must use the same server authentication certificate. (For more information, see When to create a federation server proxy farm.) It is important to verify that the subject name in the server authentication certificate matches the Domain Name System (DNS) name of the Federation Service endpoint Uniform Resource Locator (URL) in the trust policy.

For general information about using SSL certificates, see Configuring Secure Sockets Layer (http://go.microsoft.com/fwlink/?linkid=62785) and Obtaining Server Certificates (http://go.microsoft.com/fwlink/?linkid=62479).


SSL client authentication certificates: Each federation server proxy uses a client authentication certificate to authenticate to the Federation Service. You can use any certificate with client authentication extended key usage (EKU) that chains to a trusted root CA on the federation server as a client authentication certificate for the federation server proxy. In addition, you must explicitly add the client authentication certificate to the trust policy. However, only the federation server proxy stores the private key that is associated with the federation server proxy client authentication certificate. You can install a client authentication certificate by connecting to an enterprise CA or by creating a self-signed certificate. 
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Important  

Do not use a certificate that was issued by your enterprise CA for client authentication of an Active Directory user (especially a domain administrator) because the private key is stored on the federation server proxy. Storing a private key on the federation server proxy allows an administrator or a successful attacker to assume the identity that the certificate represents.

For general information about installing client authentication certificates when you use Microsoft Certificate Services as your enterprise CA, see "Submit an advanced certificate request via the Web to a Windows Server 2003 CA" (http://go.microsoft.com/fwlink/?linkid=64020).
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Note 

Token-signing certificates do not have to be issued for federation server proxies.

If any certificate that you use has certificate revocation lists (CRLs), the server with the configured certificate must be able to contact the server that distributes the CRLs. The type of CRL determines what ports are used.

Name resolution requirements for federation server proxies 

When Internet clients attempt to access an application that is secured by Active Directory Federation Services, the clients must first authenticate to the federation server. In most cases, the federation server is usually not directly accessible from the Internet. Therefore, Internet clients must be redirected to the federation server proxy instead. You can accomplish successful redirection by adding the appropriate Domain Name System (DNS) records to your DNS zone or zones that face the Internet.

The method that you use to redirect Internet clients to the federation server proxy depends on how you configure the DNS zone in your perimeter network or a DNS zone that you control on the Internet. Federation server proxies are intended for use in a perimeter network. They redirect Internet client requests to federation servers successfully only when DNS has been configured properly in all of the Internet-facing zones that you control. Therefore, the configuration of your Internet-facing zones—whether you have a DNS zone serving only the perimeter network or a DNS zone serving both the perimeter network and internet clients—is important. 

This topic describes the steps that you can use to configure name resolution when you place a federation server proxy in your perimeter network. To determine which steps to follow, first determine which of the following DNS scenarios most closely matches the DNS infrastructure in the perimeter network of your organization. Then, follow the steps for that scenario.

DNS zone serving only the perimeter network

In this scenario, your organization has one or two DNS zones in the perimeter network, and your organization does not control any DNS zones on the Internet. Successful name resolution for a federation server proxy in the DNS zone serving only the perimeter network scenario depends on the following conditions:


The federation server proxy must have a setting in the hosts file to resolve the fully qualified domain name (FQDN) of the Federation Server endpoint Uniform Resource Locator (URL) to an IP address of a federation server or federation server cluster.


DNS in the perimeter network of the account partner must be configured so that the FQDN of the Federation Server endpoint URL resolves to the IP address of the federation server proxy.

The following illustration and corresponding steps shows how each of these conditions is achieved for a given example. In this illustration, Microsoft Network Load Balancing (NLB) technology provides a single cluster FQDN and a single cluster IP address for an existing federation server farm.
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For more information about configuring a cluster IP address or a cluster FQDN using NLB, see Specifying the Cluster Parameters (http://go.microsoft.com/fwlink/?LinkId=75282).

1. Configure the hosts file on the federation server proxy

Because DNS in the perimeter network is configured to resolve all requests for fs.adatum.com to the account federation server proxy, the account federation server proxy has an entry in its local hosts file to resolve fs.adatum.com to the IP address of the actual account federation server (or cluster DNS name for the federation server farm) that is connected to the corporate network. This makes it possible for the account federation server proxy to resolve the host name fs.adatum.com to the account federation server rather than to itself—as would occur if it attempted to look up fs.adatum.com using perimeter DNS—so that the federation server proxy can communicate with the federation server.

2. Configure perimeter DNS

Because there is only a single Federation Service endpoint URL that clients are directed to—whether they are on an intranet or the Internet—clients on the Internet that use the perimeter DNS server must resolve the FQDN for the account federation server (fs.adatum.com) to the IP address of the account federation server proxy on the perimeter network. So that it can forward clients on to the account federation server proxy when they attempt to resolve fs.adatum.com, perimeter DNS contains a limited corp.adatum.com DNS zone with a single host (A) record for fs (fs.adatum.com) and the IP address of the account federation server proxy on the perimeter network. 

For more information about how to modify the hosts file of the federation server proxy and configure DNS in the perimeter network, see Configure name resolution for a federation server proxy in a DNS zone serving only the perimeter network.

DNS zone serving both the perimeter network and Internet clients

In this scenario, your organization controls the DNS zone in the perimeter network and at least one DNS zone on the Internet. Successful name resolution for a federation server proxy in this scenario depends on the following conditions:


DNS in the Internet zone of the account partner must be configured so that the FQDN of the Federation Server endpoint URL resolves to the IP address of the federation server proxy in the perimeter network.


DNS in the perimeter network of the account partner must be configured so that the FQDN of the Federation Server endpoint URL resolves to the IP address of the federation server in the corporate network.

The following illustration and corresponding steps shows how each of these conditions is achieved for a given example. 
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1. Configure perimeter DNS

For this scenario, because it is assumed that you will configure the Internet DNS zone that you control to resolve requests that are made for a specific endpoint URL (that is, fs.adatum.com) to the federation server proxy in the perimeter network, you must also configure the zone in the perimeter DNS to forward these requests to the federation server in the corporate network. 

So that clients can be forwarded to the account federation server when they attempt to resolve fs.adatum.com, perimeter DNS is configured with a single host (A) record for fs (fs.adatum.com) and the IP address of the account federation server on the corporate network. This makes it possible for the account federation server proxy to resolve the host name fs.adatum.com to the account federation server rather than to itself—as would occur if it attempted to look up fs.adatum.com using Internet DNS—so that the federation server proxy can communicate with the federation server.

2. Configure Internet DNS

For name resolution to be successful in this scenario, all requests from clients on the Internet to fs.adatum.com must be resolved by the Internet DNS zone that you control. Consequently, you must configure your Internet DNS zone to forward client requests for fs.adatum.com to the IP address of the account federation server proxy in the perimeter network. 

For more information about how to modify the perimeter network and Internet DNS zones, see Configure name resolution for a federation server proxy in a DNS zone serving both the perimeter network and Internet clients.

Planning for ADFS Capacity 

Capacity planning for Active Directory Federation Services (ADFS) is the process of planning for growth and forecasting peak usage periods to meet specific ADFS server role and federated application requirements. It involves analyzing results from extensive performance testing to establish the ideal resource use and transaction throughput for an ADFS server role or federated application under specific load conditions. 

This section describes performance and scalability guidelines for specific ADFS server roles: federation server, federation server proxy, and ADFS-enabled Web servers. These guidelines are based on lab testing that was performed by the ADFS product team at Microsoft. The purpose of this section is to help you:


Closely estimate the hardware needs for your organization’s specific ADFS deployment.


Get recommendations about ADFS server role and federated application capacity based on an analysis of actual test result data. 

[image: image91.png]


Note 

Recommendations are identified with a Recommendations heading throughout this section so that you can quickly locate them and assess how they may affect your deployment decisions. 


Understand how capacity requirements and scaling techniques can affect peak load conditions that might be handled by specific ADFS server roles and federated applications.


Accurately project the expected peak usage for sign-in requests, plan for growth, and ensure that your ADFS deployment is capable of handling that expected peak usage. 

This section does not contain formulas for determining the minimal or optimal number of federation servers, federation server proxies, or ADFS-enabled Web servers for a specific ADFS design.

To understand the full ADFS capacity planning story, see the following topics:


Planning for federation server capacity

Planning for federation server proxy capacity

Planning for ADFS-enabled Web server capacity
Terminology

The following table describes important terms that are used in this capacity planning section of the Active Directory Federation Services Design Guide. 

Account federation server

	The federation server in the account partner organization. The account federation server issues security tokens to users based on user authentication. The server authenticates the user, pulls the relevant attributes and group membership information out of the account store, and generates and signs a security token to return to the user—either to be used in its own organization or to be sent to a partner organization.


Federated application

	An application that is ADFS-enabled, meaning that it can be accessed by federated users. 


Resource federation server

	The federation server in the resource partner organization. The resource federation server typically issues security tokens to users based on a security token that is issued by an account federation server. The server receives the security token, verifies the signature, transforms the organizational claims based on its trust policy, generates a new security token based on information in the incoming security token, and signs the new token to return to the user and ultimately to the Web application.


Scaling out

	A design approach that adds additional servers to your deployment to more evenly distribute application processing load across multiple computers. Scaling out adds more servers in the anticipation of further growth, and it provides flexibility so that a server that participates in a Web farm can be taken offline for upgrades with relatively little impact on the cluster. 


Scaling up

	A design approach that upgrades an existing system or individual hardware components of a single system, such as CPU or memory, in your deployment. When a system reaches the maximum limit for the number of CPUs (or other hardware components) as it is scaled up, the only scaling option that remains is scaling out.


Hardware and software

This section describes the hardware and software that the ADFS product team used to perform its tests. The team used the following computer hardware and software configuration to gather performance and scalability data in tests of the federation server and ADFS-enabled Web server.


HP Proliant DL560 G1


Four Intel Xeon CPUs, each CPU running at 2.2 gigahertz (GHz) with hyper-threading enabled


4 gigabytes (GB) of memory


Windows Server 2003 R2, Enterprise Edition

The team used the following computer hardware and software configuration to gather performance and scalability data for the federation server proxy tests.


Dell Optiplex GX620


One Intel Pentium 4 CPU, running at 3.4 GHz 


2 GB of memory


Windows Server 2003 R2, Enterprise Edition

Measuring ADFS server capacity

Typically, the hardware components that affect server performance and scalability are the CPU, memory, the disk, and network adapters. Fortunately, each of the ADFS components requires very little demand on memory and disk space. Network connectivity is an obvious requirement. Therefore, load tests that are performed on federation servers, federation server proxies, and ADFS-enabled Web servers concentrate on three primary areas for measuring server capacity:


Sign-in requests per second: The number of sign-in requests that are processed per second on federation servers. This measurement can help you determine how many simultaneous users can sign in to a given server. You can use this measurement in conjunction with the CPU consumption measurement to understand this measurement's effect on performance. 


CPU consumption: The percentage by which CPU capacity is measured. This measurement can help you determine the overall CPU load that occurred based on the number of incoming sign-in requests per second.


Application requests per second: The number of client requests to a federated application that are processed per second on an ADFS-enabled Web server. This measurement can help you measure the performance impact of client requests on both the federated application and the ADFS Web Agent.

Planning for federation server capacity 

Capacity planning for federation servers helps you estimate the following:


The appropriate hardware requirements for each federation server


The number of federation servers to place in each organization

Federation servers issue security tokens to users. These tokens are presented to a relying party for consumption. Federation servers issue security tokens after authenticating a user or after receiving a security token that was previously issued by a partner Federation Service. A security token is requested from a Federation Service when users initially sign in to federated applications or when their security tokens expire while they are accessing federated applications. 

Federation servers are designed to accommodate high-availability server farm configurations that use Microsoft Network Load Balancing (NLB) technology. Federation servers in a farm configuration can service requests independently, without accessing any common farm components for each request. Therefore, there is little overhead involved in scaling out a federation server deployment.

Recommendations

For mission-critical or high-availability deployments, we recommend that you create a small federation server farm in each partner organization, with at least two federation servers per farm, to provide fault tolerance.


With the need for high availability and the ease of scaling out federation servers, scaling out is the recommended method for handling high numbers of requests per second for a particular Federation Service. Scaling up beyond the base configuration in this guide is unlikely to produce significant capacity handling gains. 

Estimating hardware requirements

Fortunately, memory and disk space requirements for federation servers are modest, and they are not likely to be a driving factor in hardware decisions. Memory and disk space requirements for federation servers depend largely on the type of entry—such as claims, applications, or partners—that is made to the trust policy and the number of entries for each type of entry. 

As the number of claim, application, and partner entries in the trust policy grow, so does the need for more memory. The following table contains general size requirements for each type of trust policy entry as tested by the Microsoft Active Directory Federation Services (ADFS) product team.

Memory and disk size requirements for trust policy entries

	Trust policy entry type
	Number of entries
	Disk size requirements
	Memory size requirements

	Applications
	10
	25 kilobytes (KB)
	75 KB

	Claims
	100
	13 KB
	40 KB

	Partners*
	10
	40 KB
	120 KB
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Note 

*Each partner in this configuration contained five claim mappings. More claim mappings increase the size of memory that is necessary to represent the partner entry.

These requirements vary based on the configured content of each claim, application, and partner. Consider them to be general guidelines.

It is important to note that, using a minimal trust policy, the memory usage of the federation server is approximately 35 megabytes (MB). Therefore, add all calculated memory requirements on top of this base memory footprint. Whenever the trust policy is changed, a new copy of the trust policy is loaded into memory while the old copy remains active. After the new copy is loaded in its entirety, the old copy is removed. Therefore, when the trust policy is changed, the memory requirements of the service will briefly double. 

Recommendation

If your ADFS deployment involves a particularly large trust policy, double your calculations of the memory requirements to account for trust policy changes.

Example

You decide that your organization needs a trust policy that contains 45,000 organization group claims, 9,000 applications, and 30 account partners with 5 group claim mappings per partner. Based on actual testing by the ADFS product team, the trust policy file size is about 28 MB with this number of entries. Memory usage for this trust policy is approximately 130 MB (adding about 95 MB to the minimum federation server memory footprint of 35 MB). When you change the trust policy, memory usage is approximately 200 MB. A server with 1 GB of RAM should be able to handle this trust policy configuration, in addition to any other operating system requirements.

Capacity recommendations for federation servers can vary considerably, depending on whether the federation server is acting in the account federation server role or resource federation server role. 

Account federation server capacity considerations

An account federation server issues security tokens to users based on user authentication. The server authenticates a user, pulls the relevant attributes and group membership out of the account store, creates and signs a security token, and then sends the security token to the user. The security token is ultimately consumed by a resource federation server. Account federation server capacity is measured in terms of the peak number of these user sign-ins.

When you estimate the expected peak number of user sign-ins per second, one important factor is the token-caching lifetime. Consider adjusting the default values for the token-caching lifetime in the resource Federation Service for the Web application. A longer token-caching lifetime results in fewer overall sign-ins and token requests at the account federation server. We do not recommend token cache lifetimes that exceed the token expiration time of the account federation server.

For more information about how to adjust values for the token-caching lifetime, see Configuring ADFS Servers for Troubleshooting (http://go.microsoft.com/fwlink/?LinkID=74970).

Gathering log data from the resource partner

Determining accurate capacity requirements for account federation servers can be challenging because the applications that require security tokens from an account federation server are often located in another organization. 

If your organization does not have access to the application that currently logs application sign-ins, you may have to request estimates or logs from the organization that does have access to the application so that you can more accurately assess your capacity requirements. 

After you have all the application logs, analyze them for peak numbers of user sign-ins. Estimate the peak number of sign-ins per second. 

Determining peak sign-in capacity

The following table shows test lab results for the hardware that was used by the ADFS product team at Microsoft. The table indicates the peak number of sign-in requests that were made to an account federation server, along with their impact on CPU consumption.

Peak sign-ins per second for the account federation server

	Scenario
	Sign-in requests per second
	CPU consumption, percent

	Token issuance with Windows Integrated authentication on the account federation server
	94
	95.93


You can use the numbers in this table to help calculate how many account federation servers you must have to handle the expected peak sign-ins per second. Administrators for most production deployments are interested in lower CPU usage. They can scale out their hardware accordingly.

Recommendation

If the expected value for peak sign-in requests per second for each server in your farm exceeds the peak value in the previous table, we recommend that you add additional federation servers until the expected number of peak sign-ins per second is well under this peak value for each server in the farm. 

Example

Your organization has 36,000 employees that arrive between 8:00 A.M. and 9:00 A.M. on Monday mornings. The employees typically access a federated Web application to display their 401(k) information soon after arriving to work. It is important to analyze actual logs of the 401(k) application access to determine peak usage. Analysis of the 401(k) application logs indicates peak usage of 200 sign-ins per second between 8:55 A.M. and 9:00 A.M. The account federation server is configured to authenticate employees using Windows Integrated authentication. If 200 sign-ins per second is the peak usage of the overall system, the previous table indicates that a load-balanced federation server farm, containing at least three federation servers with hardware similar to the hardware that was used in the ADFS product team tests, can adequately handle the load and guarantee high availability, while leaving room for future growth in usage.

Resource federation server capacity considerations

A resource federation server typically issues security tokens to users based on the security tokens that it receives from an account federation server. After the resource federation server receives a security token, it verifies the signature, maps the claims based on its trust policy, creates a new security token, signs the new security token, and then sends token to the user. Ultimately, the security token is consumed by the federated application. 

If your federation server is acting in an account role as well as a resource role, use the capacity planning numbers in the "Account federation server capacity considerations" section because user authentication is more expensive than validating security tokens.
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Note 

Information that is provided here about resource federation server capacity applies only to the resource partner side of the Federated Web SSO design.

Gathering log data

To estimate your resource federation server’s peak number of sign-ins per second more precisely, gather and analyze the historical logs of the applications to which users will be signing in. After you have all the application logs, analyze them for peak numbers of user sign-ins. 

An important factor that influences the peak number of sign-ins is the configuration of token-caching lifetimes at the resource Federation Service and the Web application. Longer token-caching lifetimes result in less sign-ins at the Federation Service. Each time a new browser session is initiated, a new sign-in occurs.

Determining peak sign-in capacity

The following table shows test lab results that the ADFS product team used to measure peak capacity of sign-in requests to a resource federation server, along with their impact on CPU consumption. 

Peak resource partner sign-ins per second for the resource federation server

	Scenario
	Sign-in requests per second
	CPU consumption, percent

	Token issuance for an account partner security token on the federation server
	112
	97.56


You can use the numbers in this table to help calculate how many resource federation servers you need to handle the expected peak sign-ins per second.

Recommendation

If the expected value for peak sign-in requests per second for each server in the farm exceeds the peak value shown in the previous table, we recommend that you add additional federation servers until the expected number of peak sign-ins per second is well under the value in this table for each server in the farm. 

Example

Your organization hosts three federated Web applications for account partners to access. Before the ADFS deployment, account partner users were required to log in separately to each application. Analysis of the logs indicates that sign-ins peaked at 30, 50, and 60 sign-ins per second at each application, respectively. Further analysis shows that each application experiences its peak usage at the same time each day. The aggregated number of sign-ins per second is 140. While the single sign-on (SSO) that is provided by the Federation Service reduces the sign-ins that users perceive, the Federation Service must still issue a security token for each application. Therefore, 140 sign-ins per second is a safe number to use as an estimate. The data in the previous table indicates that 140 sign-ins per second can be handled easily by a high-availability deployment of a small, load-balanced federation server farm containing at least two federation servers with hardware similar to the hardware that was used in the ADFS product team tests—while leaving room for future growth in usage.

Planning for federation server proxy capacity 

Capacity planning for federation server proxies helps you estimate the following:


The appropriate hardware requirements for each federation server proxy


The number of federation servers and federation server proxies to place in each organization 

Federation server proxies provide security tokens from a protected federation server in the corporate network to federated users. A federation server proxy does not actually sign tokens or access trust policy. Therefore, the hardware requirements for the federation server proxy are usually lower than the hardware requirements for a federation server. Because every request to a federation server proxy results in a request to a federation server or federation server farm, capacity planning for federation servers and federation server proxies must be performed in parallel. 

Estimating the peak sign-ins per second for the federation server proxy requires an understanding of the usage patterns of the federated users that will be signing in through the federation server proxy. In many deployments, the federated users who sign in using the federation server proxy are located on the Internet. You can estimate the peak sign-ins per second by looking at the usage patterns of these federated users on the existing Web applications that will be protected by Active Directory Federation Services (ADFS). 

Determining peak sign-in capacity

The following table shows test lab results that the ADFS product team used to measure the peak capacity of sign-in requests to an account federation server proxy. The table also shows the impact on CPU consumption for the federation server proxy and the federation server. All sign-ins against the account federation server proxy for the tests used forms-based authentication. Secure Sockets Layer (SSL) client authentication was not tested. Because each request to the federation server proxy generates a request from the proxy to the federation server, the CPU consumption of the federation server is shown here as well. 

Peak sign-ins per second for the account federation server proxy and the account federation server

	Scenario
	Sign-in requests per second
	CPU consumption, percent

	Token issuance with forms-based authentication on the federation server proxy
	110
	93.08 (account federation server proxy)

93.18 (account federation server)


Example

You have 7200 Internet customers that use a federated purchasing application (named "Widgetbrowsing") to shop for widgets that your company makes. Previous analysis of the application logs indicates that Widgetbrowsing peaks at 50 requests per second every day. Because this is an Internet scenario, users sign in through forms-based authentication on a federation server proxy. The previous table indicates that one ADFS server, similar to the server that the Microsoft ADFS product team used for testing, can easily handle the 50-request-per-second load. However, the business depends on customers being able to sign in and browse widgets to purchase. This situation demands high availability. Therefore, you deploy a small federation server farm, containing at least two federation servers, and a small federation server proxy farm, containing at least two federation server proxies to balance the load and to prevent a single point of failure. Depending on usage, you might be able to scale down your federation server proxies slightly because your organizational load is much less than the peak capacity of the server that the ADFS product team used in its tests.

Planning for ADFS-enabled Web server capacity 

Capacity planning for Active Directory Federation Services (ADFS)–enabled Web servers helps you estimate the following:


The appropriate hardware requirements for each ADFS-enabled Web server


The number of ADFS-enabled Web servers to place in the resource partner organization

A federated application is a Web application that has been configured to be authenticated through the ADFS Web Agent on a Web server. When a Web server is running the ADFS Web Agent, it is referred to as an ADFS-enabled Web server. You can use an ADFS-enabled Web server to federate Windows NT token-based applications or claims-aware applications. 

When a federated user obtains a security token and presents it to the ADFS-enabled Web server, the Web server receives the security token, validates the signature on that token, writes an authentication cookie, and then redirects the user back to the originally requested Uniform Resource Locator (URL). As the user browses the application, the ADFS-enabled Web server also makes information about the user in the security token available to the application. 

Because Web applications vary widely in their performance characteristics, capacity planning for ADFS-enabled Web servers includes testing a federated application under load while the ADFS Web Agent is enabled. Using the tables below as a guide, you can see how configuring an application to use the ADFS Web Agent affects the performance of an application. 

The base application does nothing beyond displaying the user name. Secure Sockets Layer (SSL) is used throughout all scenarios to keep the scenarios consistent. Make sure that you assess the impact of using SSL before using the tables as a guide to the impact on the ADFS-enabled Web server. 

The following table contains capacity numbers for the base, nonfederated application with SSL turned on. You can use these numbers as a baseline to compare to an existing SSL application that is not configured for federation. 

Capacity of a simple, nonfederated application

	Scenario description
	Requests handled per second
	CPU consumption, percent

	SSL-protected ASP.NET application using no authentication
	2,068
	91.25

	SSL-protected ASP.NET application using Windows Integrated authentication
	504
	99.79


Using the nonfederated application table above as a baseline, you can use the capacity numbers in the following federation application table to estimate the impact on the ADFS-enabled Web server when it runs one or more federated applications. 

The first item in the following table is the capacity for initial sign-in to the Web application. During initial sign-in, the ADFS-enabled Web server validates the token, issues a cookie, and redirects to the originally accessed URL. The requests of the user after initial sign-in are labeled “continued access” in the table. The capacity numbers for continued access are categorized by the type of application (claims-aware or Windows NT token-based). Because the mix of requests during any one second is a combination of initial sign-ins and continued access requests, the actual performance falls between the numbers for initial sign-in and continued access. The following table contains capacity numbers for the same application that is described in the previous table, except that this table includes values that are based on the ADFS Web Agent being enabled. 

Capacity of a simple, federated application

	Scenario description
	Requests handled per second
	CPU consumption, percent

	Initial sign-in: authentication cookie issuance, given a security token from the Federation Service
	585
	96.41

	Continued access to the Web application using the claims-based Web Agent, given the authentication cookie
	949
	98.38

	Continued access to the Web application using the Windows NT token–based Web Agent, given the authentication cookie
	712
	98.79


Example

You are configuring a Windows NT token-based application to use the ADFS Web Agent so that users in the account partner can access the application. The current deployment of the application uses Windows Integrated authentication over SSL, and it can handle 250 requests per second. Looking at the table that describes the nonfederated application, the deployment of your application has approximately half the capacity of the sample application in the ADFS product team's tests before the ADFS Web Agent is enabled. It is reasonable to project for planning purposes that the capacity after the ADFS Web Agent is enabled will be approximately half the value that is specified in the table that describes the nonfederated application. Given this projection, you can project that performance to be between 290 requests per second (approximately half of the 585 initial sign-ins per second capacity) and 440 requests per second (approximately half of the 885 security identifier (SID)-based logon, continued access requests-per-second capacity), depending on the mix of initial sign-in requests and continued access requests in any given second.

[image: image94.png]



[image: image95.png]Microsoft

N <
A Windows Server 2003 R2





Active Directory Federation Services Deployment Guide

Microsoft Corporation

Published: February 2007
Author: Nick Pierson

Editor: Jim Becker

Technical Reviewers: Derek Del Conte, Matt Steele, Krish Shenoy, Sriram Vasudevan, Lu Zhao, Aurash Behbahani, Rahul Shelar, Ed Johns, Srinivas Badrinarayanan, Ryan D Johnson, Marcelo Mas, Bernabe Hostein, Vani Nori

Abstract

This guide provides instructions for deploying Active Directory® Federation Services (ADFS) in a production environment using the Microsoft® Windows Server® 2003 R2 operating system. It is intended for information technology (IT) professionals who want to implement an end-to-end, Web single-sign-on (SSO) and identity federation solution. This guide covers deployment best practices for configuring federation servers, federation server proxies, and ADFS Web Agents. It also explains the different types of ADFS applications (claims-aware and Windows NT token-based) and examines their impact on deployment decisions.
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ADFS Deployment Guide 

You can use Active Directory Federation Services (ADFS) in the Windows Server 2003 R2 operating system to build a federated identity management solution that can extend distributed identification, authentication, and authorization services to Web-based applications across organizational and platform boundaries. By deploying ADFS, you can extend your organization’s existing identity management capabilities to the Internet. You can deploy ADFS to:


Provide your employees or customers with a Web-based, single-sign-on (SSO) experience when they need remote access to internally hosted Web sites.


Provide your employees or customers with a Web-based, SSO experience when they access cross-organizational Web sites from within the firewalls of your network.


Provide your employees or customers with seamless access to Web-based resources in any federation partner organization on the Internet without requiring employees or customers to log on more than once.


Retain complete control over your employee or customer identities without using other sign-on providers (Microsoft .NET Passport, Liberty Alliance, and others).

After you deploy ADFS, you can use it as your organization's optimal SSO solution. 

About this guide

This guide is intended for use by system administrators and system engineers. It provides detailed guidance for deploying an ADFS design that has been preselected by you or an infrastructure specialist or system architect in your organization. 

If a design has not yet been selected, we recommend that you wait to follow the instructions in this guide until after you have reviewed the various design options in the ADFS Design Guide and you have selected the most appropriate design for your organization. For more information about using this guide with a design that has already been selected, see Implementing Your ADFS Design Plan.

After you select your design and you use the worksheets in the design guide to gather the required information about claims, token types, account stores, and other items, you can then use this guide to deploy your ADFS design in your production environment. This guide provides steps for deploying any of the following primary ADFS designs:


Web SSO


Federated Web SSO


Federated Web SSO with Forest Trust

Use the checklists in Implementing Your ADFS Design Plan to determine how best to use the instructions in this guide to deploy your particular design. For information about hardware and software requirements for deploying ADFS, see Appendix A: Reviewing ADFS Requirements in the ADFS Design Guide.

What this guide does not provide

This guide does not provide:


Guidance regarding when and where to place federation servers, federation server proxies, or Web servers in your existing network infrastructure. For this information, see Planning Federation Server Placement, Planning Federation Server Proxy Placement and Planning ADFS-Enabled Web Server Placement in the ADFS Design Guide.


Guidance for using certification authorities (CAs) to set up ADFS.


Guidance for setting up or configuring specific Web-based applications.


Setup instructions that are specific to setting up a test lab environment. For more information about how to configure an ADFS test lab environment, see the Step-by-Step Guide for Active Directory Federation Services (http://go.microsoft.com/fwlink/?linkid=49531).


Information about how to customize federated logon screens, web.config files, or trust policy files.


Information about how to modify or remove ADFS settings on specific servers or in the trust policy. For this information, see the ADFS Operations Guide (http://go.microsoft.com/fwlink/?linkid=78683).

Overview of ADFS

ADFS is an identity access solution that provides browser-based clients (internal or external to your network) with seamless SSO access to protected Internet-facing applications, even when the user accounts and applications are located in completely different networks or organizations. 

When an application is in one network and a user account is in another network, typically the user is prompted for secondary credentials when he or she attempts to access the application. These secondary credentials represent the user's identity in the realm where the application resides. They are usually required by the Web server that hosts the application so that it can make the most appropriate authorization decision. 

With ADFS, organizations can bypass requests for secondary credentials by providing trust relationships (federation trusts) that they can use to project a user's digital identity and access rights to trusted partners. In this federated environment, each organization continues to manage its own identities, but each organization can also securely project and accept identities from other organizations. 

For more general information about ADFS, see Overview of Active Directory Federation Services (ADFS) in Windows Server 2003 R2 (http://go.microsoft.com/fwlink/?linkid=54650).

Planning to Deploy ADFS 

After you collect information about your environment and you decide on an Active Directory Federation Services (ADFS) design by following the guidance in the ADFS Design Guide, you can begin to plan the deployment of your organization's ADFS design. With the completed ADFS design and the information in this topic, you can determine which tasks to perform to deploy ADFS in your organization.

Reviewing your ADFS Design

If the design team that constructed the original ADFS design for your organization is different from the deployment team that will actually implement the deployment, make sure that the deployment team reviews the final design with the design team. Review the following points regarding the ADFS design:


The design team's strategy to determine the best physical topology for the placement of ADFS servers in your corporate network or perimeter network. The deployment team can refer to documentation about this subject by reviewing the following topics in the ADFS Design Guide:


Planning Federation Server Placement

Planning Federation Server Proxy Placement

Planning ADFS-Enabled Web Server Placement
It is possible that the design team might leave the subject of ADFS server placement for the deployment team. The deployment team is then responsible for documenting and implementing the physical topology of ADFS servers. The deployment team can review the preceding topics, Planning for ADFS Capacity and Appendix A: Reviewing ADFS Requirements to help determine the number of servers and the hardware requirements for the organization.


The business reasons for your organization's designation as a resource partner, account partner, or both within the scope of the documented ADFS design. Ensure that members of the deployment team understand the reasons why ADFS is being deployed and what other companies or organizations are involved in the federation partnership. Ensure that members of the deployment team also understand the constraints that exist for the other companies or organizations (limited hardware, no extranet environment, and so forth) that may limit the scope of the design in some way. For more information about partner organizations, see Planning Partner Organization Deployments.

After the design teams and deployment teams agree on these issues, they can proceed with the deployment of the ADFS design. For more information, see Implementing Your ADFS Design Plan.

Implementing Your ADFS Design Plan 

The following environmental conditions and requirements are important factors in the implementation of your Active Directory Federation Services (ADFS) design plan:


Supported partners: You usually use ADFS to work with partner organizations. To establish identity federation, determine the organizations with which you want to form a partnership. After a baseline ADFS deployment is in place, operating with partners involves adding partners, deleting partners, and updating partner information. Changes to partnerships may occur for a variety of reasons. For example, your ADFS deployment might require partnership updates if your partner changes its business significantly, your organization becomes part of a larger organization or a federation of organizations, or your organization is acquired by a different company. In any scenario in which you federate identities from multiple domains, you will need to know the domains (partners) that you are currently supporting and all the additional domains that represent potential partners.


Supported application types: Some ADFS applications require access to operating system resources, while others are "claims aware." It is important to understand the type of applications that ADFS supports so that you can formulate administration requirements.


Logical and physical architectural diagrams or deployment topology: You will need to know: 


Whether ADFS servers will function in a set of farmed servers or on a single server. 


Where your network deploys firewalls and proxies. 


The location of resources and whether users are accessing resources from within your organization or from outside the organization or both.

How to implement your ADFS design using this guide

The next step in implementing your design is to determine in what order each of the deployment tasks must be performed. This guide uses checklists to help you walk through the various server and application deployment tasks that are required to implement your design plan. As shown in the following illustration, parent and child checklists are used as necessary to represent the order in which tasks for a specific ADFS design must be processed:
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Use the following parent checklists in this section of the guide to become familiar with the deployment tasks for implementing your organization's ADFS design: 


Checklist: Implementing a Web SSO Design

Checklist: Implementing a Federated Web SSO Design

Checklist: Implementing a Federated Web SSO with Forest Trust Design
Checklist: Implementing a Web SSO Design 

This parent checklist includes cross-reference links to important concepts about the Web Single-Sign-On (SSO) design. It also contains links to subordinate checklists that will help you complete the tasks that are required to implement this design. 
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Note 

Complete the tasks in this checklist in order. When a reference link takes you to a conceptual topic or to subordinate checklist, return to this topic after you review the conceptual topic or complete the tasks in the subordinate checklist so that you can proceed with the remaining tasks in this checklist.
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Checklist: Implementing a Web SSO Design
	
	Task
	Reference
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	Review important concepts and examples for the Web SSO design and determine which Active Directory Federation Services (ADFS) deployment goals you can use to customize this design to meet the needs of your organization. 
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Note 

The Web SSO design does not require that you set up partners in the Federation Service.
	Web SSO design
Web SSO example
Identifying Your ADFS Deployment Goals

	[image: image102.png]




	Review the hardware, software, certificate, Domain Name System (DNS), account store, and client requirements for deploying ADFS in your organization.
	Appendix A: Reviewing ADFS Requirements
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	According to your design plan, install one or more federation servers in the corporate network or in the perimeter network.
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Note 

The Web SSO design requires only one federation server to function successfully. A single federation server acts in both the account partner role and the resource partner role.
	Checklist: Installing a federation server
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	(Optional) Determine whether or not your organization needs a federation server proxy in the perimeter network.
	Checklist: Installing a federation server proxy
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	Install one or more ADFS-enabled Web servers to host your preferred federated application using the appropriate ADFS Web Agent.
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Note 

The Web SSO design requires at least one ADFS-enabled Web server.
	Checklist: Installing an ADFS-enabled Web server
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	Depending on your Web SSO design plan and how you intend to use it, install either an Active Directory account store or an Active Directory Application Mode (ADAM) account store in the Federation Service.
	Checklist: Configuring the account partner organization
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	For SSO, incoming claims must be associated with organization group claims or custom claims that reside in the Federation Service. 
	Create an organization group or custom claim
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	If you are an administrator in the resource partner organization, install either a claims-aware application or a Windows NT token-based application, or both, using the appropriate checklist.
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Note 

The account partner administrator does not have to complete either of the following checklists.
	Checklist: Installing a claims-aware application
Checklist: Installing a Windows NT token-based application


Checklist: Implementing a Federated Web SSO Design 

This parent checklist includes cross-reference links to important concepts about the Federated Web Single-Sign-On (SSO) design. It also contains links to subordinate checklists that will help you complete the tasks that are required to implement this design. 
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Note 

Complete the tasks in this checklist in order. When a reference link takes you to a conceptual topic or to a subordinate checklist, return to this topic after you review the conceptual topic or you complete the tasks in the subordinate checklist so that you can proceed with the remaining tasks in this checklist.
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Checklist: Implementing a Federated Web SSO Design
	
	Task
	Reference
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	Review important concepts and examples for the Federated Web SSO design and determine which Active Directory Federation Services (ADFS) deployment goals you can use to customize this design to meet the needs of your organization. 
	Federated Web SSO design
Federated Web SSO example
Identifying Your ADFS Deployment Goals
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	Review the hardware, software, certificate, Domain Name System (DNS), account store, and client requirements for deploying ADFS in both partner organizations.
	Appendix A: Reviewing ADFS Requirements
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	According to your design plan, install one or more federation servers in each partner organization.
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Note 

For the Federated Web SSO design, you need at least one federation server in the account partner organization and at least one federation server in the resource partner organization.
	Checklist: Installing a federation server
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	(Optional) Determine whether or not your organization needs a federation server proxy. If your design plan calls for a proxy, you can install one or more federation server proxies in each partner organization.
	Checklist: Installing a federation server proxy
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	If you are an administrator in the resource partner organization, install one or more ADFS-enabled Web servers to host your preferred federated application using the appropriate ADFS Web Agent.
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Note 

The account partner administrator does not have to complete the following checklist.
	Checklist: Installing an ADFS-enabled Web server
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	According to your design plan, share certificates, configure clients, and configure the Federation Service in both partner organizations so that they can communicate over a federation trust.
	Checklist: Configuring the account partner organization
Checklist: Configuring the resource partner organization
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	If you are an administrator in the resource partner organization, install either a claims-aware application or a Windows NT token-based application, or both, using the appropriate checklist.
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Note 

The account partner administrator does not have to complete either of the following checklists.
	Checklist: Installing a claims-aware application
Checklist: Installing a Windows NT token-based application


Checklist: Implementing a Federated Web SSO with Forest Trust Design 

This parent checklist includes cross-reference links to important concepts about the Federated Web Single-Sign-On (SSO) with Forest Trust design. It also contains links to subordinate checklists that will help you complete the tasks that are required to implement this design. 
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Note 

Complete the tasks in this checklist in order. When a reference link takes you to a conceptual topic or to a subordinate checklist, return to this topic after you review the conceptual topic or you complete the tasks in the subordinate checklist so that you can proceed with the remaining tasks in this checklist.
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Checklist: Implementing a Federated Web SSO with Forest Trust Design
	
	Task
	Reference
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	Review important concepts and examples for the Federated Web SSO with Forest Trust design and determine which Active Directory Federation Services (ADFS) deployment goals you can use to customize this design to meet the needs of your organization. 
	Federated Web SSO with Forest Trust design
Federated Web SSO with Forest Trust example
Identifying Your ADFS Deployment Goals
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	Review the requirements for enabling the Federated Web SSO with Forest Trust design in both the account partner organization and the resource partner organization.
	When to enable Windows trusts
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	Review the hardware, software, certificate, Domain Name System (DNS), account store, and client requirements for deploying ADFS in both partner organizations.
	Appendix A: Reviewing ADFS Requirements
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	According to your design plan, install one or more federation servers in each partner organization.
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Note 

The Federated Web SSO with Forest Trust design requires at least one federation server in the account partner and at least one federation server in the resource partner.
	Checklist: Installing a federation server
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	(Optional) Determine whether or not your organization needs a federation server proxy. If your design plan calls for a federation server proxy, you can install one or more federation server proxies in each partner organization.
	Checklist: Installing a federation server proxy
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	If you are an administrator in the resource partner organization, install one or more ADFS-enabled Web servers to host your preferred federated application using the appropriate ADFS Web Agent.
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Note 

The account partner administrator does not have to complete the following checklist.
	Checklist: Installing an ADFS-enabled Web server
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	According to your design plan, share certificates, configure clients, and configure the Federation Service in both partner organizations so that they can communicate over a federation trust.
	Checklist: Configuring the account partner organization
Checklist: Configuring the resource partner organization
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	To enable the Federated Web SSO with Forest Trust scenario, complete the appropriate procedure in the account Federation Service and in the resource Federation Service.
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Note 

You must enable the Windows trust option in both the account Federation Service and in the resource Federation Service. If only one partner has this option enabled, this design will not function.
	Configure an account partner to use Windows trust
Configure a resource partner to use Windows trust
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	If you are an administrator in the resource partner organization, install either a claims-aware application or a Windows NT token-based application, or both, using the appropriate checklist.
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Note 

The account partner administrator does not have to complete either of the following checklists.
	Checklist: Installing a claims-aware application
Checklist: Installing a Windows NT token-based application


Deploying Partner Organizations 

To deploy a new partner organization, complete the tasks in either Checklist: Configuring the resource partner organization or Checklist: Configuring the account partner organization, depending on your Active Directory Federation Services (ADFS) design.
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Note 

When you use either of these checklists, we strongly recommend that you first read the references to account partner or resource partner planning guidance (in the ADFS Design Guide) before continuing to the procedures for setting up the new partner organization. Following the checklist in this way will help provide a better understanding of the full ADFS design and deployment story for the account partner or resource partner organization.

About account partners

An account partner is the organization in the federation trust relationship that physically stores user accounts in either an Active Directory store or an Active Directory Application Mode (ADAM) store. The account partner is responsible for collecting and authenticating a user's credentials, building up claims for that user, and packaging the claims into security tokens. These tokens can then be presented across a federation trust to enable access to Web-based resources that are located in the resource partner organization.

In other words, an account partner represents the organization for whose users the account-side Federation Service issues security tokens. The Federation Service in the account partner organization authenticates local users and creates security tokens that are used by the resource partner in making authorization decisions. 

With regard to Active Directory, the account partner in ADFS is conceptually equivalent to a single Active Directory forest whose accounts need access to resources that are physically located in another forest. Accounts in this situation forest can access resources in the resource forest only when an external trust or forest trust relationship exists between the two forests and the resources to which the users are trying to gain access have been set with the proper authorization permissions. 

About resource partners

The resource partner is the organization in an ADFS deployment where ADFS-enabled Web servers are located. The resource partner trusts the account partner to authenticate users. Therefore, to make authorization decisions, the resource partner consumes the claims that are packaged in security tokens coming from users in the account partner. 

In other words, a resource partner represents the organization whose Web servers are protected by the resource-side Federation Service. The Federation Service at the resource partner uses the security tokens that are produced by the account partner to make authorization decisions for Web servers in the resource partner. 

To function as an ADFS resource, Web servers in the resource partner organization must have the ADFS Web Agent component of ADFS installed. Web servers that function as an ADFS resource can host either claims-aware applications or Windows NT token–based applications. For more information about the two types of applications, see Controlling Access to Web-based Applications (http://go.microsoft.com/fwlink/?LinkId=64040). 

Checklist: Configuring the account partner organization 

This checklist includes tasks for deploying Active Directory Federation Services (ADFS) in the account partner organization. It also includes tasks for configuring the components that are required to establish one-half of a federation partnership. 

If you are deploying a Web SSO design, you do not have to follow this checklist. However, you do have to complete the tasks in this checklist to successfully deploy a Federated Web SSO design or Federated Web SSO with Forest Trust design.
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Important 

Make sure that the administrator in the resource partner organization follows the guidance in Checklist: Configuring the resource partner organization to ensure that all necessary deployment tasks will be completed to successfully create the second half of the federation partnership.
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Note 

Complete the tasks in this checklist in order. When a reference link takes you to a procedure, return to this topic after you complete the steps in that procedure so that you can proceed with the remaining tasks in this checklist.

[image: image142.png]


Checklist: Configuring the account partner organization
	
	Task
	Reference
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	Based on your deployment goals, review information about the components that are required to provide users with access to the federated applications that you host in your organization.
	Provide federated access for your employees on the corporate network
Provide federated access for your remote employees on the Internet
Provide single-sign-on access for customers to your hosted applications
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	Determine which ADFS design this account partner organization will be associated with. 
	Web SSO design
Federated Web SSO design
Federated Web SSO with Forest Trust design
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	To effectively plan and implement the physical topology for the account partner deployment, determine whether your ADFS design requires one or more federation servers or federation server proxies.
	Checklist: Installing a federation server
Checklist: Installing a federation server proxy
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	After you deploy the first federation server in the account partner organization, configure the trust policy. You can do this manually or through a policy file that is provided to you by the administrator of the resource partner organization.
	Add a new resource partner by manually configuring the trust policy
Add a new resource partner by importing an existing policy file
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	Determine whether you want to implement privacy settings on resource partners in the Federation Service. When you enable enhanced identity privacy settings you remove sensitive data from claims that are sent to the resource partner organization.
	Review and understand how ADFS may affect privacy
Enable enhanced identity privacy
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	If you are deploying the Federation Web Single-Sign-On (SSO) with Forest Trust design, configure the Federation Service for Windows trust.
	When to enable Windows trusts
Configure a resource partner to use Windows trust
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	Incoming claims must be associated with organization group claims or custom claims in the Federation Service.
	Create an organization group or custom claim
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	Create outgoing claim mappings for each resource partner in the Federation Service so that organizational claims will be transmitted to resource partners.
	Create an outgoing group or custom claim mapping
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	Determine the type of account store that you need to add to the Federation Service. Then, create the appropriate group or custom claim extraction to map an organization claim to an Active Directory group or user account.
	Add an Active Directory account store
Add an ADAM account store
Map an organization group claim to an Active Directory group (group claim extraction)
Map an organization group claim to an ADAM attribute and value (group claim extraction)
Map an organization custom claim to an Active Directory or ADAM user attribute (custom claim extraction)
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	Prepare client computers for federation by:


Adding the Uniform Resource Locator (URL) for the account federation server to the trusted sites list for the client browser. 


Using Group Policy to push the appropriate Secure Sockets Layer (SSL) certificates to client computers.
	Prepare client computers for federation
Configure client computers to trust the account federation server
Distribute certificates to client computers using Group Policy


Checklist: Configuring the resource partner organization 

This checklist includes the tasks that are necessary for deploying Active Directory Federation Services (ADFS) in the resource partner organization. It also includes tasks for configuring the components that are required to establish one-half of a federation partnership. 

If you are deploying a Web SSO design, you do not have to follow this checklist. However, you do have to complete the tasks in this checklist to successfully deploy a Federated Web SSO design or Federated Web SSO with Forest Trust design.
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Important 

Make sure that the administrator of the account partner organization follows the guidance in Checklist: Configuring the account partner organization to ensure that all necessary deployment tasks will be completed to successfully create the second half of the federation partnership
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Note 

Complete the tasks in this checklist in order. When a reference link takes you to a procedure, return to this topic after you complete the steps in that procedure so that you can proceed with the remaining tasks in this checklist.
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Checklist: Configuring the resource partner organization
	
	Task
	Reference
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	Based on your deployment goals, review information about the components that are required to provide users with access to the federated applications that you host in your organization.
	Provide federated access for your hosted applications
Provide single-sign-on access for customers to your hosted applications
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	Determine which ADFS design this resource partner organization will be associated with. 
	Web SSO design
Federated Web SSO design
Federated Web SSO with Forest Trust design

	[image: image158.png]




	Review the different application types, and decide which application to deploy. 
	Identify the type of federated application to deploy
Checklist: Installing a claims-aware application
Checklist: Installing a Windows NT token-based application
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	To effectively plan and implement the physical topology for the resource partner deployment, you determine whether your ADFS design requires one or more federation servers, federation server proxies, or ADFS-enabled Web servers.
	Checklist: Installing a federation server
Checklist: Installing a federation server proxy
Checklist: Installing an ADFS-enabled Web server
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	After the first federation server is deployed in the resource partner organization, you configure the trust policy. You can do this manually or through a policy file that is provided to you by the administrator of the account partner organization.
	Add a new account partner by manually configuring the trust policy
Add a new account partner by importing an existing policy file
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	Incoming claims must be associated with organization group claims or custom claims in the Federation Service.
	Create an organization group or custom claim

	[image: image162.png]




	The resource partner organization will have to create incoming claim mappings for each account partner in the Federation Service so that incoming claims will be mapped to organizational claims in the resource partner.
	Create an incoming group claim mapping
Create an incoming custom claim mapping
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	Determine if you need an account store. If you need an account store in the resource partner organization, create the appropriate group claim mappings to map an organization claim to an Active Directory group.
	Add an Active Directory account store
Add an ADAM account store
Map an organization group claim to an Active Directory group (group claim extraction)
Map an organization group claim to an ADAM attribute and value (group claim extraction)
Map an organization custom claim to an Active Directory or ADAM user attribute (custom claim extraction)

	[image: image164.png]




	If you are deploying the Federation Web SSO with Forest Trust design, have the administrator for the account partner organization configure the Federation Service for Windows trust.
	When to enable Windows trusts
Configure an account partner to use Windows trust


Checklist: Implementing a resource account mapping method 

This checklist includes the tasks for determining which resource account mapping method to implement. Complete the tasks in this checklist to successfully deploy a Windows NT token–based application. You do not have to complete this checklist if you are deploying a claims-aware application. 
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Note 

Complete the tasks in this checklist in order. When a reference link takes you to a procedure, return to this topic after you complete the steps in that procedure so that you can proceed with the remaining tasks in this checklist.
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Checklist: Implementing a resource account mapping method
	
	Task
	Reference
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	Review information in the ADFS Design Guide to determine whether to use one or more of the resource account, resource group, or group-to-UPN (user principal name) mapping methods.
	Determine your resource account mapping method
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	Review information in the ADFS Design Guide about when and how to use resource accounts in the resource forest. 
	When to use resource accounts
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	Review information in the ADFS Design Guide regarding which setting in the resource Federation Service can best optimize resource account mapping methods.
	Select the optimal resource account option
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	Review information in the ADFS Design Guide about when and how to use resource groups in the resource forest.
	When to use resource groups
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	Review information in the ADFS Design Guide about whether you should use the group-to-UPN mapping method in the resource forest instead of the resource group mapping method.
	When to use group-to-UPN mapping
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	If you will be using resource accounts for mapping, create and configure the accounts for use with Windows NT token–based applications.
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Note 

This procedure is necessary only when you use the resource account mapping method.
	Create a resource account in the resource partner forest
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	If you will be using resource groups for mapping, associate an existing security group in the resource forest with a specific organization claim in the resource Federation Service.
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Note 

This procedure is necessary only when you use the resource group mapping method.
	Map an organization group claim to a resource group


Add a new account partner by manually configuring the trust policy 

To add a new account partner in Active Directory Federation Services (ADFS) and manually configure the trust policy, perform the following procedure on a resource federation server.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To add a new account partner by manually configuring the trust policy 

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
In the console tree, double-click Federation Service, Trust Policy, and Partner Organizations.

3.
Right-click Account Partners, point to New, and then click Account Partner.

4.
On the Welcome to the Add Account Partner Wizard page, click Next.

5.
On the Import Policy File page, click No, and then click Next.

6.
On the Account Partner Details page, do the following, and then click Next

In Display name, type the display name of the account partner.


In Federation Service URI, type the Uniform Resource Identifier (URI) of the account partner Federation Service.


In Federation Service endpoint URL, type the endpoint Uniform Resource Locator (URL) as follows:

With a Federation Service Proxy: If the Federation Service Proxy is installed on servers in a perimeter network of the account domain, use the fully qualified domain name (FQDN) of any federation server proxy.

Without a Federation Service Proxy: If your deployment does not use federation server proxies, use the FQDN of the account partner Federation Service.

7.
On the Account Partner Verification Certificate page, type the path to the verification certificate, or browse to it, and then click Next.

8.
On the Federation Scenario page, do one of the following, and then click Next:


If you are establishing a federated trust with another organization or you do not want to use an existing forest trust, click Federated Web SSO, and then go to step 10.


If you are establishing a federated trust within the same organization when both sides already share a forest trust, click Federated Web SSO with Forest Trust.

9.
On the Federated Web SSO with Forest Trust page, do one of the following, and then click Next:


To accept users in all domains that are trusted by the account partner, click All Active Directory domains and forests. Any user that can authenticate to the account partner will be accepted. 


To accept user accounts that are located in some of the domains that are trusted by the account partner, click The following Active Directory domains and forests. Then, in New, trusted Active Directory domain or forest, type the name of a domain or forest, and then click Add. Only users from the specified domains will be accepted.

10.
On the Account Partner Identity Claims page, select one or more identity claims to share with the resource partner, and then click Next:


If the resource partner requires user principal name (UPN) claims to make authorization decisions, select the UPN Claim check box.
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Important 

When UPN claims or e-mail claims are used to make authorization decisions, it is essential that each account partner use a unique UPN suffix or e-mail suffix. If two account partners use the same UPN suffix or e-mail suffix, it might not be possible to identify users uniquely. This condition might allow a user from one account partner to receive the permissions that are intended for a user in another account partner. This condition might also introduce a significant security weakness because an administrator can intentionally create user accounts to impersonate users from one of your other account partners.
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Note 

If you selected the Federated Web SSO with Forest Trust scenario, the UPN Claim option is selected and not configurable because UPN claims are required for this scenario.


If the resource partner requires e-mail claims to make authorization decisions, select the E-mail Claim check box.


If the resource partner requires common name claims to make authorization decisions, select the Common Name Claim check box.

11.
If you selected UPN Claim as an identity claim, on the Accepted UPN Suffixes page, type the accepted suffix, click Add, and then click Next. You may click to accept All UPN suffixes if you selected the Federation Web SSO with Forest Trust option.

12.
If you selected E-mail Claim as an identity claim, on the Accepted E-mail Suffixes page, type the accepted suffix, click Add, and then click Next. You may click to accept All E-mail suffixes if you selected the Federation Web SSO with Forest Trust option.
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Note 

Common name claims require no additional information.

13.
On the Enable this Account Partner page, if you do not want to enable the account partner now, clear the Enable this account partner check box, and then click Next.

14.
To add the new account partner and close the wizard, click Finish.


Add a new account partner by importing an existing policy file 

If you have received an exported Active Directory Federation Services (ADFS) trust policy file from the account partner organization, perform the following procedure on a resource federation server to automatically configure the new account partner by importing the policy file.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To add a new account partner by importing an existing policy file

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
In the console tree, double-click Federation Service, double-click Trust Policy, and then double-click Partner Organizations.

3.
Right-click Account Partners, point to New, and then click Account Partner.

4.
On the Welcome to the Add Account Partner Wizard page, click Next.

5.
On the Import Policy File page, click Yes. In Partner interoperability policy file, type or browse to the policy file that you want to import, and then click Open.

6.
On the Federation Scenario page, do one of the following, and then click Next:


If you are establishing a federated trust with another organization or you do not want to use an existing forest trust, click Federated Web SSO, and then go to step 8.


If you are establishing a federated trust within the same organization when both sides already share a forest trust, click Federated Web SSO with Forest Trust.

7.
On the Federated Web SSO with Forest Trust page, do one of the following, and then click Next:


To accept users in all domains that are trusted by the account partner, click All Active Directory domains and forests. Any user that can authenticate to the account partner will be accepted.


To accept user accounts that are located in some of the domains that are trusted by the account partner, click The following Active Directory domains and forests. Then, in New, trusted Active Directory domain or forest, type the name of a domain or forest, and then click Add. Only users from the specified domains will be accepted. If you need to remove a domain or forest, click Remove.

8.
On the Account Partner Identity Claims page, select one or more identity claims to share with the resource partner, and then click Next:


If the resource partner requires user principal name (UPN) claims to make authorization decisions, select the UPN Claim check box.
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Important 

When UPN claims or e-mail claims are used to make authorization decisions, it is essential that each account partner use a unique UPN suffix or e-mail suffix. If two account partners use the same UPN suffix or e-mail suffix, it might not be possible to uniquely identify users. This condition might allow a user from one account partner to receive the permissions that are intended for a user in another account partner. This condition might also introduce a significant security weakness because an administrator can intentionally create user accounts to impersonate users from one of your other account partners.
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Note 

If you selected the Federated Web SSO with Forest Trust scenario, the UPN Claim option is selected and not configurable because UPN claims are required for this scenario.


If the resource partner requires e-mail claims to make authorization decisions, select the E-mail Claim check box.


If the resource partner requires common name claims to make authorization decisions, select the Common Name Claim check box.

9.
If you selected UPN Claim as an identity claim, on the Accepted UPN Suffixes page, type the accepted suffix, click Add, and then click Next. You may click to accept All UPN suffixes if you selected the Federation Web SSO with Forest Trust option.

10.
If you selected E-mail Claim as an identity claim, on the Accepted E-mail Suffixes page, type the accepted suffix, click Add, and then click Next. You may click to accept All E-mail suffixes if you selected the Federation Web SSO with Forest Trust option.
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Note 

Common name claims require no additional information.

11.
On the Enable this Account Partner page, if you do not want to enable the account partner now, clear the Enable this account partner check box, and then click Next.

12.
To add the new account partner and close the wizard, click Finish.


See Also

Add a new account partner by manually configuring the trust policy
Add a new resource partner by manually configuring the trust policy 

To add a new resource partner in Active Directory Federation Services (ADFS) and manually configure the trust policy, perform the following procedure on an account federation server.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer. 
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To add a new resource partner by manually configuring the trust policy 

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
In the console tree, double-click Federation Service, Trust Policy, and Partner Organizations.

3.
In the console tree, right-click Resource Partners, point to New, and then click Resource Partner.

4.
On the Welcome to the Add Resource Partner Wizard page, click Next.

5.
On the Import Policy File page, ensure that No is selected, and then click Next.

6.
On the Resource Partner Details page, do the following, and then click Next:


In Display name, type the display name of the resource partner.


In Federation Service URI, type the Uniform Resource Identifier (URI) for the resource partner Federation Service.


In Federation Service endpoint URL, type the endpoint Uniform Resource Locator (URL) of the resource partner Federation Service.

7.
On the Federation Scenario page, do one of the following, and then click Next:


If you are establishing a federated trust with another organization or you do not want to use an existing forest trust, click Federated Web SSO.


If you are establishing a federated trust within the same organization when both sides already share a forest trust, click Federated Web SSO with Forest Trust.

8.
On the Resource Partner Identity Claims page, select one or more identity claims to share with the resource partner, and then click Next:


If the resource partner requires user principal name (UPN) claims to make authorization decisions, select the UPN Claim check box.
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Note 

If you selected the Federated Web SSO with Forest Trust scenario, the UPN Claim option is selected and not configurable because UPN claims are required for this scenario.


If the resource partner requires e-mail claims to make authorization decisions, select the E-mail Claim check box.


If the resource partner requires common name claims to make authorization decisions, select the Common Name Claim check box.

9.
If you selected UPN Claim as an identity claim, on the Select UPN Suffix page, do one of the following, and then click Next:


To pass all UPN suffixes through without replacing them, click Pass all UPN suffixes through unchanged.


To replace all UPN suffixes with a different suffix, click Replace all UPN suffixes with the following, and then type the suffix that you want to use to replace all UPN suffixes. 

10.
If you selected E-mail Claim as an identity claim, on the Select E-mail Suffix page, do one of the following, and then click Next:


To pass all e-mail suffixes without replacing them, click Pass all E-mail suffixes through unchanged.


To replace all e-mail suffixes with a different suffix, click Replace all E-mail suffixes with, and then type the suffix that you want to use to replace all e-mail suffixes.
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Note 

Common name claims require no additional information.

11.
On the Enable this Resource Partner page, if you do not want to enable the resource partner now, clear the Enable this resource partner check box, and then click Next.

12.
To add the new resource partner and close the wizard, click Finish.


See Also

Add a new resource partner by importing an existing policy file
Add a new resource partner by importing an existing policy file 

If you have received a policy file from your resource partner organization that you can import, perform the following procedure on the account federation server on which you are creating the new resource partner.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To add a new resource partner by importing an existing policy file 

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
In the console tree, double-click Federation Service, Trust Policy, and Partner Organizations.

3.
Right-click Resource Partners, point to New, and then click Resource Partner.

4.
On the Welcome to the Add Resource Partner Wizard page, click Next.

5.
On the Import Policy File page, do the following, and then click Next:


Click Yes.


In Partner interoperability policy file, browse to or type the location of the resource partner policy file.

6.
On the Federation Scenario page, do one of the following, and then click Next:


If you are establishing a federated trust with another organization or you do not want to use an existing forest trust, click Federated Web SSO.


If you are establishing a federated trust within the same organization when both sides already share a forest trust, click Federated Web SSO with Forest Trust.

7.
On the Resource Partner Identity Claims page, select one or more identity claims that the account partner will provide to the resource partner, and then click Next:


If the resource partner requires user principal name (UPN) claims to make authorization decisions, select the UPN Claim check box.
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Note 

If you selected the Federated Web SSO with Forest Trust scenario, the UPN Claim option is selected and not configurable because UPN claims are required for this scenario.


If the resource partner requires e-mail claims to make authorization decisions, select the E-mail Claim check box.


If the resource partner requires common name claims to make authorization decisions, select the Common Name Claim check box.

8.
If you selected UPN Claim as an identity claim, on the Select UPN Suffix page, select one of the following, and then click Next.


To pass all UPN suffixes through without replacing them, click Pass all UPN suffixes through unchanged.


To replace all UPN suffixes with a different suffix, click Replace all UPN domain suffixes with the following, type the suffix that you want to use to replace all UPN suffixes, and then click Add.

9.
If you selected E-mail Claim as an identity claim, on the Select E-mail Suffix page, do one of the following, and then click Next:


To pass all e-mail suffixes without replacing them, click Pass all e-mail suffixes through unchanged.


To replace all UPN suffixes with a different suffix, click Replace all E-mail suffixes with, and then type the suffix that you want to use to replace all e-mail suffixes.
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Note 

Common name claims require no additional information.

10.
On the Enable this Resource Partner page, if you do not want to enable the resource partner now, clear the Enable this resource partner check box, and then click Next.

11.
To add the new resource partner and close the wizard, click Finish.


See Also

Add a new resource partner by manually configuring the trust policy
Create an organization group or custom claim 

In Active Directory Federation Services (ADFS), an organization group claim is used by the Federation Service to represent a user's membership in a group or role. An organization custom claim is used by the Federation Service to provide custom information, such as an employee identification number, about a user. Group claims and custom claims are created in the same way. You can use the following procedure to create an organization group claim or a custom claim. 

Administrators in the account Federation Service create organization group claims and custom claims to represent account users. Administrators in the resource Federation Service create corresponding organization group claims and custom claims to represent groups and users that can be recognized as resource users in the resource Federation Service. Because outgoing claims in the account Federation Service map to incoming claims in the resource Federation Service, the resource Federation Service is able to accept the credentials that are provided by the account Federation Service.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To create an organization group or custom claim

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, double-click My Organization, right-click Organization Claims, point to New, and then click Organization Claim.

3.
In the Create a New Organization Claim dialog box, in Claim name, type a unique name that identifies the group or role for a group claim, or type the name of a custom claim.
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Note 

You can create a group claim and a custom claim with the same name.

4.
If you want to limit the auditing of the claim to the claim name and omit the value, select the Limit the auditing of this claim check box.

5.
For Specify the claim type, click Group claim or Custom claim, and then click OK.


See Also

Create an incoming group claim mapping
Create an incoming custom claim mapping
Create an outgoing group or custom claim mapping
Create an incoming group claim mapping 

In Active Directory Federation Services (ADFS), incoming group claim mappings are used in the resource Federation Service to transform group claims that are sent by an account partner into organization claims that can be used by the resource partner to make authorization decisions.

For example, an account partner might send a security token for a user that contains the group claim SalesReps. Because the resource partner cannot make authorization decisions based on the account user's membership in the SalesReps group, an incoming group claim mapping is used to map the incoming group claim that is named SalesReps in the account Federation Service to the organization group claim that is named Purchasers in the resource Federation Service. The resource itself provides access to the local security group to which the Purchasers claim is mapped.

Perform this procedure on a resource federation server. To perform this procedure, you must have created an organization group claim to which you can map the incoming claim.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To create an incoming group claim mapping 

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, double-click Partner Organizations, double-click Account Partners, right-click your account partner, point to New, and then click Incoming Group Claim Mapping.

3.
In the Create a New Incoming Group Claim Mapping dialog box, in Incoming group claim name, type the name of the group claim that your account partner sends to you.

4.
In Organization group claim, select the group claim that you will use in your organization to map the incoming group claim to, and then click OK.


See Also

Create an organization group or custom claim
Create an incoming custom claim mapping 

In Active Directory Federation Services (ADFS), an organization custom claim maps to a user attribute. Incoming custom claim mappings are used in the resource Federation Service to map custom claims that are sent by an account partner to claims that can be used by the resource partner to make authorization decisions.

For example, an account partner might send a security token for a user that contains the custom claim EmployeeID, which maps to a user attribute in the account partner directory database. Because the resource partner cannot make authorization decisions based on the account user's EmployeeID attribute value, an incoming custom claim mapping is used to map the custom organization claim EmployeeID, which is recognized in the account partner, to the organization claim CustomerID, which is recognized in the resource partner.

Perform this procedure on a federation server in the resource Federation Service. To complete this procedure, you must have created an organization custom claim to which you can map the incoming claim.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To create an incoming custom claim mapping 

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, double-click Partner Organizations, double-click Account Partners, right-click your account partner, click New, and then click Incoming Custom Claim Mapping.

3.
In the Create a New Incoming Custom Claim Mapping dialog box, in Incoming custom claim name, type the name of the custom claim that your account partner sends to you.

4.
In Organization custom claim, select the custom claim that you will use in your organization to map the incoming custom claim to, and then click OK.


See Also

Create an organization group or custom claim
Create an outgoing group or custom claim mapping 

In Active Directory Federation Services (ADFS), an organization claim (group or custom) in the account Federation Service must be mapped to an outgoing claim, which the resource Federation Service will receive when an account organization user is requesting access to a resource. On the resource federation server, this claim is received as an incoming claim, which is likewise configured to map to a local organization claim, which the resource Federation Service uses to make authorization decisions.

Perform this procedure on an account federation server. To perform this procedure, you must have created an organization group or custom claim to which you can map the outgoing claim.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To create an outgoing group or custom claim mapping

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, double-click Partner Organizations, double-click Resource Partners, right-click the resource partner, point to New, and then click one of the following:

If you are mapping a group claim, click Outgoing Group Claim Mapping, and then create the mapping as follows:

a.
In the Create a New Outgoing Group Claim Mapping dialog box, in Organization group claims, select the group claim in the account organization that you want to map to the outgoing claim.

b.
In Outgoing group claim name, type the name of the outgoing group claim that you want to send to the resource partner, and then click OK.

If you are mapping a custom claim, click Outgoing Custom Claim Mapping, and then create the mapping as follows:

a.
In the Create a New Outgoing Custom Claim Mapping dialog box, in Organization custom claims, select the custom claim in the account organization that you want to map to the outgoing claim. 

b.
In Outgoing custom claim name, type the name of the outgoing custom claim that you want to send to the resource partner, and then click OK.


See Also

Create an organization group or custom claim
Add an Active Directory account store 

If user and computer accounts that require access to a resource that is protected by Active Directory Federation Services (ADFS) are stored in Active Directory, you must add Active Directory as an account store on a federation server in the Federation Service that authenticates the accounts.

An Active Directory forest can have only one Active Directory instance. Therefore, you can add only one Active Directory store for the respective Federation Service.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To add an Active Directory account store

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, double-click My Organization, right-click Account Stores, point to New, and then click Account Store.

3.
On the Welcome to the Add Account Store Wizard page, click Next.

4.
On the Account Store Type page, ensure that Active Directory is selected, and then click Next.

5.
On the Enable this Account Store page, ensure that the Enable this account store check box is selected, and then click Next.

6.
On the Completing the Add Account Store Wizard page, click Finish.


See Also

Add an ADAM account store
Add an ADAM account store 

If you use multiple Active Directory Application Mode (ADAM) stores for user accounts that require access to one or more Web applications that are protected by Active Directory Federation Services (ADFS), you can add the ADAM account stores to the Federation Service.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To add an ADAM account store 

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, double-click My Organization, right-click Account Stores, point to New, and then click Account Store.

3.
On the Welcome to the Add Account Store Wizard page, click Next.

4.
On the Account Store Type page, ensure that Active Directory Application Mode (ADAM) is selected, and then click Next.

5.
On the ADAM Store Details page, in Account store display name, type the name of the ADAM account store as you want it to be displayed in the Active Directory Federation Services snap-in user interface (UI).

6.
In Account store URI, type the Uniform Resource Identifier (URI) for the ADAM account store, and then click Next.
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Note 

The account store URI uniquely identifies the ADAM instance among multiple ADAM account stores.

7.
On the ADAM Server Settings page, do the following, and then click Next: 

a.
In ADAM server name or IP address, type the name or IP address of the ADAM server.

b.
In Port number, type the TCP/IP port number for the account service. Accept the default of 389 unless Active Directory is installed on the same server, in which case you must use a different port.

c.
In LDAP search base distinguished name, type the distinguished name of the ADAM instance.

d.
In User name LDAP attribute, type the name of the user name attribute that users provide during logon (for example, userPrincipalName or sAMAccountName).

8.
On the Identity Claims page, select one or more identity claims that will be provided by the account store, and then click Next: 

a.
If the account store provides user principal name (UPN) identity claims, select the User Principal Name (UPN) check box, and then type the Lightweight Directory Access Protocol (LDAP) attribute name to which UPN identity claims map (the attribute whose value is the user's UPN, usually userPrincipalName).

b.
If the account store provides e-mail identity claims, select the E-mail check box, and then type the LDAP attribute name to which e-mail identity claims map (the attribute whose value is the user's a-mail name, usually userPrincipalName).

c.
If the account store provides a common name identity claim, select the Common Name check box, and then type the LDAP attribute name to which the common name identity claim maps (the attribute whose value is the user's common name, usually displayName).

9.
On the Enable this Account Store page, ensure that the Enable this account store check box is selected, and then click Next.

10.
On the Completing the Add Account Store Wizard page, click Finish.


See Also

Add an Active Directory account store
Map an organization group claim to an Active Directory group (group claim extraction) 

When you use Active Directory as the Active Directory Federation Services (ADFS) account store for an account Federation Service, you map an organization group claim to a security group in Active Directory. This mapping is called a group claim extraction.

Perform this procedure in the account Federation Service.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To map an organization group claim to an Active Directory group 

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, double-click My Organization, double-click Account Stores, right-click Active Directory, point to New, and then click Group Claim Extraction.

3.
In the Create a New Group Claim Extraction dialog box, click Add, and then select the Active Directory security group that you want to map to a group claim.

4.
In Map to this Organization Claim, select the group claim to map to the Active Directory security group, and then click OK.


See Also

Map an organization group claim to an ADAM attribute and value (group claim extraction)
Map an organization custom claim to an Active Directory or ADAM user attribute (custom claim extraction)
Map an organization custom claim to an Active Directory or ADAM user attribute (custom claim extraction) 

Whether you use Active Directory or Active Directory Application Mode (ADAM) as the Active Directory Federation Services (ADFS) account store for an account Federation Service, an organization custom claim maps to an administratively assigned Lightweight Directory Access Protocol (LDAP) attribute for the user that the claim identifies. This mapping is called a custom claim extraction. 

For example, if the user is to be identified by position, you might create the organization custom claim Position and use the Title attribute to identify the user's position. If the Title attribute is present in the Active Directory or ADAM store, the corresponding organization custom claim is generated with the value of the Title attribute. Suppose that the Title attribute of the user account has the value "Software Engineer." In this case, the organization custom claim Position is generated for this user with the value "Software Engineer." If the Title attribute is not found for the user account, the Position claim is not generated for the user.

Perform this procedure in the account Federation Service.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To map an organization custom claim to an Active Directory or ADAM user attribute

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, double-click My Organization, double-click Account Stores, right-click ADAM or Active Directory, point to New, and then click Custom Claim Extraction.

3.
In the Create a New Custom Claim Extraction dialog box, in Attribute, type the LDAP attribute name for the user.

4.
In Map to this Organization Claim, select the organization custom claim to map to the attribute, and then click OK.


Map an organization group claim to an ADAM attribute and value (group claim extraction) 

When you use Active Directory Application Mode (ADAM) as the Active Directory Federation Services (ADFS) account store for a Federation Service, an organization group claim maps to a Lightweight Directory Access Protocol (LDAP) attribute and value of the user account in ADAM. This mapping is called a group claim extraction. For example, suppose that the organization group claim Manager is mapped to the ADAM user account attribute memberOf and the value CN=ADAMTestGroup,CN=Users,DC=adatum,DC=com. In this case, if the ADAM store user account for the logged-on user has the memberOf attribute and that attribute has a value of CN=ADAMTestGroup,CN=Users,DC=adatum,DC=com, the organization group claim Manager is generated for the user. If both the memberOf attribute and the corresponding value that is specified in the group claim extraction are not present on the user account, the organization group claim is not generated.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To map an organization group claim to an ADAM attribute and value

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, double-click My Organization, double-click Account Stores, right-click ADAM, point to New, and then click Group Claim Extraction.

3.
In the Create a New Group Claim Extraction dialog box, in Attribute and Value, type the LDAP attribute and its value, respectively.

4.
In Map to this Organization Claim, select the organization group claim to map to the ADAM attribute and value, and then click OK.


See Also

Map an organization group claim to an Active Directory group (group claim extraction)
Map an organization custom claim to an Active Directory or ADAM user attribute (custom claim extraction)
Map an organization group claim to a resource group 

Organization group claims in the resource Federation Service can be mapped to resource groups, which reside in Active Directory, so that federated users who have the organization group claim are treated as members of that resource group. Therefore, you must create a security group (which is the resource group) in the resource partner forest that represents the users who have the organization group claim but do not have domain user accounts in the resource partner forest. After you create the organization group claim, map the claim to the resource group that you created in the resource partner forest.
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Note 

This procedure is not required if the resource partner forest trusts the account partner forest and the Windows trust option is selected in the Active Directory Federation Services snap-in in both the account Federation Service and the resource Federation Service.

Perform this procedure on a resource federation server.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To map an organization group claim to a resource group 

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, double-click My Organization, and then click Organization Claims.

3.
In the details pane, right-click the organization group claim that requires mapping to a local group, click Properties, and then click the Resource Group tab.

4.
Select the Map this claim to the following local resource group check box, and then click the … button.

5.
In Enter the object name to select, type the name of the resource group that you want to map to the group claim, and then click OK.

6.
In the Group Claim Properties dialog box, click OK.


See Also

When to use resource groups
Create a resource account in the resource partner forest 

You must use this procedure when you want to use the resource account mapping method so that federated users can access Windows NT token–based applications.
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Important 

Before you proceed with the steps in this procedure, make sure that you have configured the resource forest for a new user principal name (UPN) suffix according to Checklist: Configuring the resource partner organization. Creating the UPN suffix in the resource partner forest is a precondition for performing this procedure.
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To create a resource account in the resource partner forest

	1.
If you are creating a resource account on a domain controller, click Start, point to Administrative Tools, and then click Active Directory Users and Computers.
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Note 

You can also open Active Directory Users and Computers on a client computer that has the Windows Administration Tools Pack installed. 

2.
In the console tree, double-click the domain that you want to add the resource account to, right-click the container or organizational unit (OU) where you want the resource account to reside, point to New, and then click User.

3.
In User logon name, type the user logon name of the federated user that will be impersonated, that is, the exact user name of the user account in the account partner forest. Then, in the drop-down list to the right of User logon name, select the UPN suffix that matches the name of the account partner forest.

For example, say that Darren Parker is an employee of A. Datum Corporation. He regularly logs into the network by using his UPN, DarrenP@Adatum.com. The administrator for Tailspin Toys has been given the task of creating a resource account for the DarrenP account. In this example, Adatum.com is the name of the account partner forest, and Tailspintoys.net is the name of the resource partner forest. After following steps 1 and 2, the administrator of Tailspintoys.net types DarrenP in the User logon name field and then selects @adatum.com in the drop-down list. In this example, adatum.com is the only choice in the drop-down list because the administrator added adatum.com as a UPN suffix before completing step 3.

4.
In First name and Last name, type the first name and last name of the resource account. Then, in User logon name (pre–Windows 2000), type any unique name, and then click Next. 
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Note 

Federated applications may require that the resource account name be identical to the name of the federated user's account in the account forest. For this reason, consider typing a user name in this field that is identical to the user name for each account in the account partner.

5.
In Password and Confirm password, type a long, complex password. 

6.
Verify that the User must change password at next logon check box is not selected and that the Password never expires check box is selected, and then click Next.
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Note 

Resource accounts are not intended to be accessed directly by the federated user whose user account is impersonated. Therefore, the federated user does not need to know about the resource account because he or she does not need to log on with this account directly. Also, the password that is used for the resource account does not have to match the password of the impersonated user account.

7.
If you are prompted to create an Exchange mailbox, do not create one. Mailboxes are not necessary for resource accounts.


Configure resource account options 

By adjusting resource account options in the resource Federation Service, resource partner administrators can refine how access control for federated users is administered and delegated on an account partner–by–account partner basis. Use the following procedure to adjust resource account options .
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Note 

We recommend that you first review information about each resource account option before you modify the default resource account setting. For more information about resource account options, see Select the optimal resource account option.

Perform this procedure on a resource federation server.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To configure resource account options

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, double-click Partner Organizations, and then double-click Account Partners.

3.
Right-click the account partner whose resource account behavior you want to change, and then click Properties.

4.
Click the Resource Accounts tab.

5.
Select one of the following options for using resource accounts for this account partner, and then click OK:


Resource accounts exist for all users (Resource group claim mappings are not checked.)


Resource accounts exist for some users (prefer resource account) (First, check for resource accounts. If they do not exist, use the resource groups in the token.)


Resource accounts exist for some users (prefer groups in token) (First, process resource groups in tokens. If none exist, check for resource accounts.)


No resource accounts exist for this account partner (Check only for resource groups in tokens.)


See Also

Map an organization group claim to a resource group
Enable enhanced identity privacy 

Enhanced identity privacy is an optional setting that you can configure on a resource partner in the account Federation Service in an Active Directory Federation Services (ADFS) deployment. This setting hashes the user-name portion of outgoing user principal name (UPN) claims and e-mail claims. It substitutes the common name with a random value. If you select the Enable enhanced identity privacy option in ADFS, the resource partner will not be able to correlate identity claims to personally identifiable user information. 

The enhanced identity privacy setting affects the information that is sent in identity claims, based on the claim type that is being used to transfer the user identity, as follows:


UPN and e-mail claim types: The user component of the UPN and e-mail name is hashed, replacing the user component in the identity claim of the security token. In this way, each resource partner can uniquely identify each user without revealing their true identity.


Common name claim types: The common name identity claim is populated with a randomly generated, globally unique identifier (GUID), which ensures that the identity claim is unique per session with the resource partner and that multiple sessions by the same user cannot be tracked.

Enable this setting if you want to:


Prevent collusion between partners in correlating identity claims to personally identifiable user information.


Prevent simple dictionary attacks against the user-name hash.

For more information about the effects of enhanced identity privacy, see Partner organizations (http://go.microsoft.com/fwlink/?LinkId=62227).

Perform this procedure on an account federation server.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To enable enhanced identity privacy on a resource partner

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, double-click Partner Organizations, and then double-click Resource Partners.

3.
Right-click the resource partner that will begin using enhanced identity privacy, and then click Properties.

4.
On the General tab, click Enable enhanced identity privacy, and then click OK.


Configure a claims transform module 

A claims transform module is custom code that manipulates organization, input (incoming), and output (outgoing) claims. Typically, transform modules use the corporate and input claims to produce additional output claims. However, the claim transform module can enumerate, add, delete, and modify claims in any of the claim sets.

Store the claims transform module in %systemdrive%\adfs\sts\bin. This location provides the following advantages:


ASP.NET keeps a shadow copy of the dynamic-link library (DLL), which allows the DLL to be replaced without stopping the Federation Service, thereby preventing downtime.


File security is inherited from the \adfs\sts directory.


The module can be backed up along with all other Active Directory Federation Services (ADFS) files.

After you deploy the transform module to the federation server, perform the following procedure on the account federation server or resource federation server that is configured with the trust policy whose claims transform module you are configuring.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To configure a claims transform module

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, right-click the Trust Policy node, and then click Properties.

3.
On the Transform Module tab, configure the DLL file and class name for the module as follows:

a.
DLL file: Click Browse to navigate to the DLL that implements the claim transform module, and then click Open.
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Note 

This DLL must be a managed-code assembly.

b.
Class name: Type the namespace-qualified class name that implements the claim transform interface (IClaimTransform, which is defined in System.Web.Security.SingleSignOn.ClaimTransforms.dll): The namespace qualified name should be of the format namespace.classname.

4.
Click OK to save the configuration.


Configure an account partner to use Windows trust 

You must configure the account partner to select the domains that are to be included in the trust relationship. For example, if a Windows Server 2003 forest trust is in place from the resource partner forest to the account partner forest, the trust is transitive to all domains in the trusted account forest. 

If you want to grant access to resources in the resource forest to users in only some domains in the account forest, you can specify only those domains. Otherwise, you can allow all trusted domains (all domains in the account forest and any forest that is trusted by the account forest) to be granted access.

Use the following procedure to enable Windows trust for the account partner that will participate in the Federated Web SSO with Forest Trust design scenario.

Perform this procedure on a federation server in the resource partner organization.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To configure an account partner to use Windows trust

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, double-click Partner Organizations, and then double-click Account Partners.

3.
Right-click the account partner that you want to configure to use Windows trust, and then click Properties.

4.
On the Windows Trust tab, click Use Windows trust relationship.

5.
In Trusted Active Directory domains and forests, do one of the following, and then click OK:


Click All Active Directory domains and forests if you want to allow users in all trusted domains in the account partner forest and in any forest that is trusted by the account partner forest, and then click OK.


Click Specified Active Directory domains and forests (press Enter to separate entries) if you want to name only the domains where you want to allow federated access. Type a domain name, press ENTER, and then repeat this action to add each domain in the account partner forest and in any other trusted forests for the users that you want to grant access to resources.


See Also

Configure a resource partner to use Windows trust
Configure a resource partner to use Windows trust 

Use the following procedure to enable Windows trust for a resource partner in an Active Directory Federation Services (ADFS) Federated Web SSO with Forest Trust scenario.
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Note 

When you enable the Windows trust option in the account Federation Service, you are sending actual security identifiers (SIDs) to the resource partner organization over the Internet, which may be a security risk. These SIDs are packaged in the ADFS Security Assertion Markup Language (SAML) token. Therefore, enable this option only when you are using the Federated Web SSO with Forest Trust design. This design is meant to establish secure communication within the same organization.

Perform this procedure on an account federation server. 

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To configure a resource partner to use Windows trust

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, double-click Partner Organizations, and then double-click Resource Partners.

3.
Right-click the resource partner for which you want to configure Windows trust, and then click Properties.

4.
On the General tab, click Use Windows trust relationship for this partner, and then click OK.


See Also

Configure an account partner to use Windows trust
Distribute certificates to client computers using Group Policy 

You can use this procedure to push down the appropriate Secure Sockets Layer (SSL) certificates (or equivalent certificates that chain to a trusted root) for account federation servers, resource federation servers, and Active Directory Federation Services (ADFS)–enabled Web servers to each client computer in the account partner forest by using Group Policy.

Administrative credentials
To perform this procedure, you must be a member of the Domain Admins group or the Enterprise Admins group in Active Directory or you must have been delegated the appropriate authority.
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To distribute certificates to client computers using Group Policy

	1.
On a domain controller in the forest of the account partner organization, click Start, point to Administrative Tools, and then click Domain Security Policy.

2.
In the console tree, double-click Public Key Policies, right-click Trusted Root Certification Authorities, and then click Import.

3.
On the Welcome to the Certificate Import Wizard page, click Next.

4.
On the File to Import page, type the path to the appropriate certificate files (for example, \\adfsresource\c$\adfsresource.cer), and then click Next.

5.
On the Certificate Store page, click Place all certificates in the following store, and then click Next.

6.
On the Completing the Certificate Import Wizard page, verify that the information you provided is accurate, and then click Finish.

7.
Repeat steps 2 through 6 to add additional certificates for each of the ADFS servers.


Configure client computers to trust the account federation server             

So that client computers can successfully access federated applications, you must first configure each client's Internet Explorer settings so that the browser trusts the account federation server. You can do this manually or through Group Policy, depending on your administrative preference, by completing one of the following tasks.

Configuring Internet Explorer settings manually

Use the following task to manually configure each user's Internet Explorer settings to support federation. If multiple users use a single computer, complete this task multiple times—once for each user profile.

Administrative credentials
To perform this task, log on as the user who will be accessing federated applications. This is a profile-specific setting. Therefore, it requires that you manually add this setting for each profile that exists on a specific computer.

[image: image217.png]


To manually configure client computers to trust the account federation server

	1.
On the client computer, start Internet Explorer. 

2.
On the Tools menu, click Internet Options.

3.
On the Security tab, click the Local intranet icon, and then click Sites.

4.
Click Advanced, and in Add this Web site to the zone, type the full Domain Name System (DNS) name of the account federation server (for example, https://adfsaccount.adatum.com), and then click Add.

5.
Click OK three times.


Configuring Internet Explorer settings using Group Policy

For most deployments, we recommend that you use Group Policy to push the appropriate Internet Explorer settings to each client computer. 

Administrative credentials
To perform this task, you must be a member of the Domain Admins group or the Enterprise Admins group in Active Directory, or you must have been delegated the appropriate authority.
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To configure client computers to trust the account federation server using Group Policy

	1.
Edit the appropriate Group Policy object (GPO) with either the Active Directory User and Computers snap-in or the Group Policy Manager Console snap-in.

2.
In Group Policy, click User Configuration, click Windows Settings, click Internet Explorer Maintenance, and then click Security.

3.
In the details pane, double-click Security Zones and Content Ratings.

4.
Under Security Zones and Privacy, click Import the current security zones and privacy settings, and then click Modify Settings.

5.
Select Local intranet, click Sites.

6.
Click Advanced, and in Add this Web site to the zone, type the full DNS name of the account federation server (for example, https://adfsaccount.adatum.com), click Add, and then click Close.

7.
Click OK three times to apply these changes to Group Policy.


Deploying Federated Applications 

To deploy a federated Windows NT token–based application or claims-aware application in the resource partner organization, complete each of the tasks in Checklist: Installing a Windows NT token-based application or Checklist: Installing a claims-aware application. 
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Note 

When you use this checklist, we strongly recommend that you first read the references to federated application planning in the ADFS Design Guide before continuing to the procedures for configuring the servers. Following the checklist in this way helps provide a better understanding of the full Active Directory Federation Services (ADFS) design and deployment story for federated applications.

The type of federated application that you choose to deploy will determine the type of ADFS Web Agent and setup tasks that you need to apply to your ADFS-enabled Web server. In other words, if your Web server will host only claims-aware applications, you install only the assemblies of the ADFS Web Agent that are used for claims-aware applications. For more information, see Identify the type of federated application to deploy.

About Windows NT token–based applications

A Windows NT token–based application is an Internet Information Services (IIS) application that has been written to use Windows native authorization mechanisms and that is not prepared to consume ADFS claims. Microsoft Windows® SharePoint® Services is one example of a Windows NT token–based application. You can configure Windows SharePoint Services, through ADFS, to provide access to SharePoint sites across the Internet.

About claims-aware applications

Claims are statements about a user, such as the user's e-mail address or job function. A claims-aware application is a Microsoft ASP.NET 2.0 application that has been written using the ADFS library and that is fully capable of using claims to make authorization decisions directly. A claims-aware application accepts claims that the Federation Service sends in ADFS security tokens.

Checklist: Installing a claims-aware application 

This checklist includes the deployment tasks for preparing an Active Directory Federation Services (ADFS)-enabled Web server running Windows Server 2003 R2, Standard Edition, or Windows Server 2003 R2, Enterprise Edition, for installation of a claims-aware application.
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Important 

Make sure that you have set up your ADFS-enabled Web server using the guidance in Checklist: Installing an ADFS-enabled Web server before you proceed with the tasks in this checklist. 
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Note 

Complete the tasks in this checklist in order. When a reference link takes you to a procedure, return to this topic after you complete the steps in that procedure so that you can proceed with the remaining tasks in this checklist.
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Checklist: Installing a claims-aware application
	
	Task
	Reference
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	Review information in the Active Directory Federation Services Design Guide about the role that ADFS Web Agents play in deploying federated applications.
	Review the role of ADFS Web Agents
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	Review the information in the Active Directory Federation Services Design Guide to understand important concepts that are relevant to designing and deploying federated claims-aware applications.
	Designing a Federated Application Strategy
Identify the type of federated application to deploy
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	Review information in the Active Directory Federation Services Design Guide to determine whether to use Public Key Infrastructure (PKI) or Service Principal Name (SPN) for the security token protection method.
	Determine your security token protection method
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	Review information in the Active Directory Federation Services Design Guide about the benefits of using Authorization Manager to make administration easier by using role-based access control methods.
	When to use Authorization Manager
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	Using Internet Information Services (IIS), configure your claims-aware application to enable anonymous access and to use ASP.NET 2.0.
	Configure IIS to support a federated application
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	Edit the web.config file for a claims-aware application so that it can use the claims-aware Web Agent.
	Configure web.config to use the claims-aware Web Agent
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	Use the Add Application Wizard in the ADFS snap-in to add a new claims-aware application entry to the Federation Service.
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Note 

Before you begin this task, first configure the trust policy in the resource partner organization. If you have not yet created and configured the trust policy in the resource partner organization, complete the tasks in Checklist: Configuring the resource partner organization.
	Add a new claims-aware application to the Federation Service
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	Enable any claims that you want to be sent to the application for authorization purposes.
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Note 

Before you begin this task, first install the appropriate claims in the resource partner organization.
	Enable an organization claim for a federated application in the Federation Service
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	(Optional) If your application requires them, you can choose authentication method restrictions for your claims-aware application. By default, an application accepts any authentication method that is provided to it.
	Configure authentication methods for a federated application
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	(Optional) If your application requires it, you can have the resource federation server sign security tokens using Kerberos or PKI signing schemes. The default token-signing scheme is set to PKI.
	Configure the security token protection method for a federated application
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	To ensure the likelihood of successfully tracking down issues that may occur with your claims-aware application, configure event logging.
	Configure event logging for a claims-aware application
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	From a client computer, verify that the claims-aware application can be accessed using Integrated Windows authentication, and verify that anonymous access is enabled.
	Verify that an ADFS-enabled Web server is operational


Checklist: Installing a Windows NT token-based application 

This checklist includes the deployment tasks for preparing an Active Directory Federation Services (ADFS)-enabled Web server running Windows Server 2003 R2, Standard Edition, or Windows Server 2003 R2, Enterprise Edition, for the installation of a Windows NT token–based application.
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Important 

Make sure that you have set up your ADFS-enabled Web server using the guidance in Checklist: Installing an ADFS-enabled Web server before you proceed with the tasks in this checklist. 
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Note 

Complete the tasks in this checklist in order. When a reference link takes you to a procedure, return to this topic after you complete the steps in that procedure so that you can proceed with the remaining tasks in this checklist.
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Checklist: Installing a Windows NT token–based application
	
	Task
	Reference
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	Review information in the Active Directory Federation Services Design Guide about the role that ADFS Web Agents play in deploying federated applications.
	Review the role of ADFS Web Agents
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	Review the information in the Active Directory Federation Services Design Guide to understand important concepts that are relevant to designing and deploying federated Windows NT token–based applications.
	Designing a Federated Application Strategy
Identify the type of federated application to deploy
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	Review information in the Active Directory Federation Services Design Guide to determine whether to use Public Key Infrastructure (PKI) or Service Principal Name (SPN) for the security token protection method.
	Determine your security token protection method
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	Based on the needs of your Windows NT token–based application design, determine whether to use the resource account, resource group, or group-to-UPN (user principal name) impersonation method for purposes of authorization.
	Checklist: Implementing a resource account mapping method
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	Using Internet Information Services (IIS), configure your Windows NT token–based application to enable anonymous access and to use ASP.NET 2.0.
	Configure IIS to support a federated application
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	Edit the ADFS Web Agent tabs in IIS to enable the Windows NT token–based Web Agent.
	Configure the Windows NT token-based Web Agent
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	Use the Add Application Wizard in the ADFS snap-in to add a new Windows NT token–based application entry to the Federation Service.
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Note 

Before you begin this task, first configure the trust policy in the resource partner organization. If you have not yet created and configured the trust policy in the resource partner organization, complete the tasks in Checklist: Configuring the resource partner organization.
	Add a new Windows NT token-based application to the Federation Service
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	Enable any claims that you want to be sent to the application for authorization purposes.
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Note 

Before you begin this task, first install the appropriate claims in the resource partner organization.
	Enable an organization claim for a federated application in the Federation Service
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	(Optional) If your application requires them, you can choose authentication method restrictions for your claims-aware application. By default, an application accepts any authentication method that is provided to it.
	Configure authentication methods for a federated application
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	(Optional) If your application requires it, you can have the resource federation server sign security tokens using Kerberos or PKI signing schemes. The default token-signing scheme is set to PKI.
	Configure the security token protection method for a federated application
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	To ensure the likelihood of successfully tracking down issues that may occur with your Windows NT token–based application, configure event logging.
	Configure event logging for a Windows NT token-based application
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	From a client computer, verify that the Windows NT token–based application can be accessed using Integrated Windows authentication, and verify that anonymous access is enabled.
	Verify that an ADFS-enabled Web server is operational


Configure IIS to support a federated application 
Claims-aware applications and Windows NT token–based applications that participate in federation must be configured to use Microsoft ASP.NET 2.0. These applications must also be configured to support sign-in requests from anonymous users. Complete the following procedures so that federated users can successfully access federated applications that are hosted on an ADFS-enabled Web server. 

Configure IIS to use ASP.NET 2.0

You can use the following procedure to configure ASP.NET 2.0 in Internet Information Services (IIS) for your federated application.
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Note 

If you are installing Windows SharePoint Services or SharePoint Portal Server 2003 for federation, do not configure IIS to use ASP.NET 2.0. These applications configure their own virtual directories for ASP.NET 2.0 automatically, and you do not have to configure them manually.
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To configure IIS to use ASP.NET 2.0

	1.
Click Start, point to Administrative Tools, and then click Internet Information Services (IIS) Manager.

2.
In the console tree, double-click the ComputerName folder, double-click Web Sites, right-click the WebSiteName folder, and then click Properties. 

For example, if you want to configure IIS for a Web site serving an application named testapp on the ADFSWeb computer, double-click the ADFSWEB folder, double-click Web Sites, right-click the testapp folder, and then click Properties.

3.
On the ASP.NET tab, in ASP.NET version, select 2.0, and then click OK. 
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Note 

To ensure that ASP.NET 2.0 is enabled properly, verify that ASP.NET v2.0.50727 is set to Allowed under ComputerName/Web Service Extensions.

Configure IIS to enable anonymous access

You can use the following procedure to enable anonymous access in IIS for your federated application.
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Note 

When you enable the Windows NT token–based Web Agent in IIS, anonymous access is enabled automatically. Therefore, if you are deploying a Windows NT token-based application on the ADFS-enabled Web server, you can choose to enable anonymous access using this procedure or you can bypass this procedure and let the Windows NT token–based Web Agent do this for you after it is enabled.
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To configure IIS to enable anonymous access

	1.
Click Start, point to Administrative Tools, and then click Internet Information Services (IIS) Manager.

2.
In the console tree, double-click the YourComputerName folder, double-click Web Sites, double-click the YourWebSiteName folder, right-click your application, and then click Properties.

3.
On the Directory Security tab, under Authentication and access control click Edit, and then verify that the Enable anonymous access check box is selected.

4.
Click OK twice to apply the settings and exit the property pages.


Configure web.config to use the claims-aware Web Agent 

You can use the following procedure to configure the web.config file that your claims-aware application uses to work with the claims-aware Web Agent. When you complete the procedure, the claims-aware Web Agent will be able to: 


Locate and collaborate with the resource federation server that is required to authenticate users to the application.


Identify the claim application's Uniform Resource Locator (URL) that is used by the Federation Service.


Identify the local path to the claims application on the ADFS-enabled Web server.


Identify the local path to use to store log files for the application.

The changes that you make to the web.config file are also used to inform the claims-aware application where to load the Active Directory Federation Service (ADFS) assemblies that are necessary to start the ADFS Web Agent Authentication Service.
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To configure the web.config to use the claims-aware Web Agent

	1.
Locate the web.config file that is used by your claims-aware application, and then open it with Notepad. This file should be located in \inetpub\wwwroot\virtualdirectory where your claims-aware application files are stored.

2.
If the following code does not exist in the web.config file, paste the code into the file:

<?xml version="1.0" encoding="utf-8" ?>
<configuration>
   <configSections>
   <sectionGroup name="system.web">
         <section name="websso" type="System.Web.Security.SingleSignOn.WebSsoConfigurationHandler, System.Web.Security.SingleSignOn, Version=1.0.0.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35, Custom=null" />
     </sectionGroup>
    </configSections>
   <system.web>
     <compilation defaultLanguage="c#" debug="true">
      <assemblies>
        <add assembly="System.Web.Security.SingleSignOn, Version=1.0.0.0,   Culture=neutral, PublicKeyToken=31bf3856ad364e35, Custom=null" />
        <add assembly="System.Web.Security.SingleSignOn.ClaimTransforms, Version=1.0.0.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35, Custom=null" />
      </assemblies>
    </compilation>
    <customErrors mode="Off" />
    <authentication mode="None" />
    <httpModules>
      <add name="Identity Federation Services Application Authentication Module" type="System.Web.Security.SingleSignOn.WebSsoAuthenticationModule, System.Web.Security.SingleSignOn, Version=1.0.0.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35, Custom=null" />
    </httpModules>
    <websso>
      <urls>
        <returnurl>https://myapp</returnurl>
      </urls>
      <cookies writecookies="true">
        <path>/apppath</path>
        <lifetime>240</lifetime>
      </cookies>
<fs>https://myfederationserver/adfs/fs/federationserverservice.asmx</fs>
      <authenticationrequired>
      </authenticationrequired>
      <loghttpevent>1</loghttpevent>
      <auditlevel>255</auditlevel>
      <tokenCacheSize>1</tokenCacheSize>
      <tokenCacheEntryLifetime>5</tokenCacheEntryLifetime>
      <tokenCacheScavengePeriod>5</tokenCacheScavengePeriod>
    </websso>
  </system.web>
  <system.diagnostics> (this section is optional and is used for debugging)
    <switches>
      <add name="WebSsoDebugLevel" value="15" />
    </switches>
    <trace autoflush="true" indentsize="3">
      <listeners>
        <add name="ADFSLogListener" type="System.Web.Security.SingleSignOn.BoundedSizeLogFileTraceListener, System.Web.Security.SingleSignOn, Version=1.0.0.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35, Custom=null" initializeData="applogfile"/>
      </listeners>
    </trace>
  </system.diagnostics>
</configuration>
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Note 

In the following steps of this procedure, replace the highlighted text with information that is specific to your application and your federation server.

3.
Replace myapp in <returnurl>https://myapp</returnurl> with the URL address for the claims-aware application that will be loaded. The URL value here must match the Application URL value that is specified in the properties page of the claims-aware application (which is located under Federation Service\Trust Policy\Applications in the Active Directory Federation Services snap-in) of the resource partner.

4.
Replace apppath in <path>/apppath</path> with the path of the virtual directory where you are storing the claims-aware application.

5.
Replace myresourcefederationserver in <fs>https://myresourcefederationserver/adfs/fs/federationserverservice.asmx</fs> with a valid resource federation server name.

6.
Replace applogfileininitializeData="applogfile" with the local path to the location of the application's log file.

7.
In Notepad, on the File menu, click Save.


Configure the Windows NT token–based Web Agent 

The following procedure must be completed on the Web server so that clients in the account partner organization can access Windows NT token–based applications, such as SharePoint sites, that are hosted on the Web server in the resource partner organization.
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To enable the Windows NT token–based Web Agent

	1.
Click Start, point to Administrative Tools, and then click Internet Information Services (IIS) Manager.

2.
In the console tree, double-click YourComputerName(local computer), right-click Web Sites, and then click Properties.

3.
On the ADFS Web Agent tab, in Federation Service URL, type the Uniform Resource Locator (URL) of the federation server in the resource partner organization, and then click OK. 

For example, if the federation server in the resource partner organization is named fedsrv1 and it is located in the treyresearch.net forest, type https://fedsrv1.treyresearch.net/adfs/fs/FederationServerService.asmx.
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Note 

The Federation Service URL in Active Directory Federation Services (ADFS) defines the URL that is used for all Web sites and Windows NT token–based applications on a Web server where the ADFS Web Agent is enabled. 

4.
Double-click Web Sites, right-click the Web site or virtual directory where the application will reside, and then click Properties.

5.
On the ADFS Web Agent tab, select the Enable Active Directory Federation Services Web Agent check box. 
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Note 

This action will enable anonymous access to this Web site.

6.
Modify the following values as necessary, and then click OK.


Cookie path


Cookie domain


Return URL

For detailed information about each of these settings, see Review the role of ADFS Web Agents.


Add a new claims-aware application to the Federation Service 

When you configure your Active Directory Federation Services (ADFS)–enabled Web server to host a claims-aware application, you must add a reference to that application in the trust policy so that you can specify application properties for the Federation Service. You can use the following procedure to add a new claims-aware application to the Federation Service. You perform this procedure on a federation server in the resource partner.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To add a new claims-aware application to the Federation Service 

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, double-click My Organization, right-click Applications, point to New, and then click Application.

3.
On the Welcome to the Add Application Wizard page, click Next.

4.
On the Application Type page, click Claims-aware application, and then click Next.

5.
On the Application Details page, in Application display name, type the name of the application.

6.
In Application URL, type the Uniform Resource Locator (URL) for your application—for example, https://www.treyresearch.net/ApplicationName/—and then click Next.
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Note 

The value in Application URL on this property page must match precisely the Return URL value (in <returnurl></returnurl>) that you specify in the web.config file of the claims-aware application (on the ADFS-enabled Web server).

7.
On the Accepted Identity Claims page, select the check boxes for the claim types that will be recognized by your claims-aware application, and then click Next.

8.
On the Enable this Application page, ensure that the Enable this application check box is selected, and then click Next.

9.
On the Completing the Add Application Wizard page, click Finish.


Add a new Windows NT token–based application to the Federation Service 

When you configure your Active Directory Federation Services (ADFS)–enabled Web server to host a Windows NT token–based application, you must add a reference to that application in the trust policy so that you can specify application properties for the Federation Service. You can use the following procedure to add a new Windows NT token–based application to the Federation Service. You perform this procedure on a federation server in the resource partner.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To add a Windows NT token–based application to the Federation Service

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, double-click My Organization, right-click Applications, point to New, and then click Application.

3.
On the Welcome to the Add Application Wizard page, click Next.

4.
On the Application Type page, click Windows NT token–based application, and then click Next.

5.
On the Application Details page, in Application display name, type the name of the application.

6.
In Application URL, type the Uniform Resource Locator (URL) for your application—for example, https://www.treyresearch.net/ApplicationName/—and then click Next.
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Note 

The value in Application URL on this property page must match precisely the Return URL value that you specify in the ADFS Web Agent tab for the Windows NT token-based application (on the ADFS-enabled Web server).

7.
On the Accepted Identity Claim page, click one of the following identity claim types, based on the needs of your application, and then click Next:


User principal name (UPN)

E-mail
8.
On the Enable this Application page, ensure that the Enable this application check box is selected, and then click Next.

9.
On the Completing the Add Application Wizard page, click Finish.


Enable an organization claim for a federated application in the Federation Service 

To participate in federation, a resource partner must first create organization identity claims. When an organization claim is created in the resource partner, the claim is not sent to the application unless you first enable the claim after you create an entry in the Federation Service for a new claims-aware application or Windows NT token–based application. You can use the following procedure to enable an organization claim for an application in the Federation Service. 

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer. 
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To enable an organization claim for a federated application

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, double-click My Organization, double-click Applications, and then click the application where you want to enable the organization claim.

3.
In the details pane, right-click the organization claim that you want to enable, and then click Enable.


Configure authentication methods for a federated application 

By default, a Web application that you configure in Active Directory Federation Services (ADFS) accepts any of the following authentication methods:


Windows Integrated authentication (also referred to as Windows NT Challenge/Response authentication): A secure form of authentication because the user name and password are hashed before they are sent across the network.


User name and password authentication (also called Basic authentication): A widely used, industry-standard method for transmitting user names and passwords across the network in an unencrypted form.


Certificate or Secure Sockets Layer / Transport Layer Security (SSL/TLS) client authentication: A form of digital identification for your server and for clients that request information from your server. Its function is similar to that of a passport, or other official identity card, that identifies the person carrying it. Certificates are part of the SSL features in Internet Information Services (IIS) that establish a secure connection for sensitive information.

If you want to use a specific authentication method or methods, you can use the following procedure to select one or more methods that will apply to users of the application. You perform this procedure on a resource federation server.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To configure authentication methods for a federated application 

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, double-click My Organization, double-click Applications, right-click the application whose authentication methods you want to change, and then click Properties.

3.
On the Authentication Methods tab, to select from the available authentication methods, do one of the following:


To allow all possible authentication methods in the list, select the Any check box.


To allow one or more of the available authentication methods, clear the Any check box, and then select one or more of the available methods.

4.
When you finish selecting authentication methods, click OK.


Configure the security token protection method for a federated application 

Security tokens that are received by Active Directory Federation Services (ADFS) federation servers are protected during transit by one of two methods:


Public Key Infrastructure (PKI): A PKI is implemented as a hierarchy of certification authorities that verify identities. When a PKI is in place, a signature is embedded into the token that protects the token from tampering.


Domain service account: A domain service account, which is identified by a service principal name (SPN), runs under an account that is trusted for delegation and that can impersonate a client to gain access to resources. By default, this account is the Internet Information Services (IIS) application pool identity that hosts a claims-aware application and the identity of the ADFS Web Agent Authentication Service that hosts a Windows NT token–based application. When a token is transferred in a domain service account with this setting, the token contains a binary Kerberos V5 signature for the configured SPN. This signature protects the token from tampering.

You can use the following procedure to change the security token protection method for a federated application on a resource federation server.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To change the security token protection method for a federated application 

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Trust Policy, double-click My Organization, and then double-click Applications.

3.
Right-click the application whose security token protection method you want to change, and then click Properties.

4.
On the General tab, under Security token protection method, do one of the following, and then click OK:


If your deployment uses certificates that are issued by a certification authority (CA), select Public Key Infrastucture (PKI).


If your deployment does not use certificates that are issued by a CA, select Domain service account and then, in service principal name (SPN) of service account, type the SPN of the account.


See Also

Determine your security token protection method
Configure event logging for a claims-aware application 

Use the following procedure to specify the level of events that you want to be logged for claims-aware applications in the Application event log on the Web server that is protected by Active Directory Federation Services (ADFS).You set event logging for claims-aware applications in the Web.config file for the application.

You can apply the following event logging settings in the web.config file:


Error: An alert that provides information about a significant problem of which the user should be aware, usually involving a loss of functionality or data.


Warning: An alert that indicates a problem that is not immediately significant but that may signify conditions that could cause future issues.


Info: An alert that provides information about a significant, successful operation.


SuccessAudit: A security event that occurs when an audited access attempt succeeds, for example, a successful logon attempt.


FailureAudit: A security event that occurs when an audited access attempt fails, for example, a failed attempt to open a file.


DetailedSuccess: A success audit event that provides detailed information about each token that is involved in the transaction, including claims information.


DetailedFailure: A failure audit event that provides detailed information about each token that is involved in the transaction, including claims information.


Everything: Enables all logging levels.

Administrative credentials
To complete this procedure, you must have Read-Write access to the Web.config file.
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To configure event logging for a claims-aware application

	1.
In Notepad, open the Web.config file in the directory that stores the claims-aware application. 

2.
Search the file for <websso>.

3.
Add or change the <auditlevel> entry under <websso>, as follows:

<auditlevel>Value</auditlevel>
Where Value is one of the following or the combined hexadecimal values of two or more:


Error = 0x01


Warning = 0x02


Info = 0x04


SuccessAudit = 0x10


FailureAudit = 0x20


DetailedSuccess = 0x40


DetailedFailure = 0x80


Everything = 0xF7

4.
Save and close the web.config file.


Configure event logging for a Windows NT token–based application 

On a Web server that is running the Active Directory Federation Services (ADFS) Web Agent for Windows NT token–based applications, you can configure the types of events that you want to be logged for Windows NT token–based applications.
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Note 

Event logging is enabled differently for Windows NT token–based applications and claims-aware applications.

Use the following procedure to specify the types of events that you want to be logged for Windows NT token–based applications in the Application event log on the ADFS-enabled Web server. You set event logging for Windows NT token–based applications in the registry of the Web server.
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Caution 

Editing the registry incorrectly may damage your system severely. Before you make changes to the registry, back up any valued data on the computer.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To configure event logging for Windows NT token–based applications

	1.
Open Regedit. Click Start, click Run, type regedit, and then click OK.

2.
Navigate to:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\ifssvc\ Parameters
3.
Right-click Parameters, click New, and then click DWORD Value.

4.
In the new value file name box, type the following, and then press Enter:

ADFSEvent
5.
Double-click the new entry, and then, in Value data, provide a value for one of the following levels, or add values to configure multiple levels, and then click OK:


Warning: 0x01


Information: 0x02


Success: 0x04


Failure: 0x08


Deploying ADFS-Enabled Web Servers 

To deploy Active Directory Federation Services (ADFS)-enabled Web servers, complete each of the tasks in Checklist: Installing an ADFS-enabled Web server. After you complete the tasks in this checklist, you can set up the Web server to host claims-aware applications or Windows NT token–based applications in the resource partner organization. 
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Note 

When you use this checklist, we strongly recommend that you first read the references to Web server planning in the ADFS Design Guide before continuing to the procedures for configuring the servers. Following the checklist in this way helps provide an understanding of the full ADFS design and deployment story for Web servers.

About ADFS-enabled Web servers

In ADFS, Web servers in the resource partner forest host the ADFS Web Agent component to provide secure access to federated Web applications that are hosted on those Web servers. The ADFS Web Agent receives security tokens and authentication cookies that are sent to the Web server from the resource Federation Service. The Web server requires a relationship with a Federation Service in the resource partner, where the forest that the Web server resides in trusts the forest where the resource federation server resides, so that all trusted authentication tokens come from that Federation Service. 

The ADFS Web Agent supports two types of applications: claims-aware applications and Windows NT token–based applications. A claims-aware application is a Microsoft ASP.NET 2.0 application that is fully capable of using ADFS claims to make authorization decisions. A Windows NT token–based application is an Internet Information Services (IIS) application that is written to use Windows native authorization mechanisms and that is not capable of consuming ADFS claims. 

The type of Web-based applications that your Web server will be hosting determines the type of ADFS Web Agent that you install on the Web server. That is, if your Web server will host only claims-aware applications, you install only the assemblies of the ADFS Web Agent that are used for claims-aware applications. If you have an existing application that uses Windows Integrated authentication, you install only the assemblies of the ADFS Web Agent that are used for Windows NT token–based applications so that the application can use ADFS for authentication.

Checklist: Installing an ADFS-enabled Web server 

This checklist includes the deployment tasks for preparing a server running Windows Server 2003 R2, Standard Edition, or Windows Server 2003 R2, Enterprise Edition, for the Active Directory Federation Services (ADFS)-enabled Web server role.
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Note 

Complete the tasks in this checklist in order. When a reference link takes you to a procedure, return to this topic after you complete the steps in that procedure so that you can proceed with the remaining tasks in this checklist.
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Checklist: Installing an ADFS-enabled Web server
	
	Task
	Reference
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	Review information in the ADFS Design Guide about where to place ADFS-enabled Web servers in your organization.
	Planning ADFS-Enabled Web Server Placement
Where to place an ADFS-enabled Web server
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	Use the information in the ADFS Design Guide to determine whether a single ADFS-enabled Web server or a Web server farm is appropriate for your deployment.
	When to create an ADFS-enabled Web server
When to create an ADFS-enabled Web server farm
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	Review information in the ADFS Design Guide about how ADFS-enabled Web servers require server authentication certificates to authorize client requests securely.
	Certificate requirements for ADFS-enabled Web servers
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	Review information in the ADFS Design Guide about how to update the perimeter network Domain Name System (DNS) so that successful name resolution between clients and ADFS-enabled Web servers in farms can occur.
	Name resolution requirements for ADFS-enabled Web servers
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	Join the computer that will become the ADFS-enabled Web server to a domain in the resource partner forest where it will be used to authorize federated clients.
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Note 

If your ADFS-enabled Web server will be hosting a Windows NT token–based application, the server must be joined to a domain in the same forest, or in a trusting forest, where the resource federation server resides.
	Join a computer to a domain
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	Create a new resource record in the perimeter network DNS that points the DNS host name of the ADFS-enabled Web server to the IP address of the ADFS-enabled Web server.
	Add a host (A) record to perimeter DNS for an ADFS-enabled Web server
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	Install prerequisite applications such as, ASP.NET, Internet Information Services (IIS), and Microsoft .NET Framework 2.0 on the computer that will become the ADFS-enabled Web server.
	Install prerequisite applications
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	After you obtain a server authentication certificate (or a private key), install it in IIS on the appropriate Web site or virtual directory where your federated application will reside. 

For an example of how to do this using the default Web site, see the link to the right.
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Note 

If you will be adding an ADFS-enabled Web server to an existing ADFS-enabled Web server farm, you must add the same server authentication certificate that you receive from the certification authority (CA) to the appropriate Web site or virtual directory where your federated application will reside on each of the servers that will be participating in the farm.
	Import a server authentication certificate to the default Web site
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	(Optional) In a scenario in which you want to install the Federation Service on your ADFS-enabled Web server so that the same server will play both the ADFS-enabled Web server role and the federation server role, configure certificates in the following way:


Install the server authentication certificate on the appropriate Web site or virtual directory where your application will reside, as indicated in the previous step.


Install the server authentication certificate for the federation server. This certificate must be installed in the Local Computer certificate store of the ADFS-enabled Web server, and its root certificate or certificates must also be installed in the Trusted Root certificate store. 
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Note 

Use the Certificate snap-in to install certificates to the appropriate store.


Install the token-signing certificate that the federation server will use to sign its tokens. This certificate must be installed in the Local Computer certificate store of the ADFS enabled web server, and its root certificate or certificates must also be installed in the Trusted Root certificate store. 

[image: image290.png]


Note 

Use the Certificate snap-in to install certificates to the appropriate store.
	N/A
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	(Optional) As an alternative to obtaining a server authentication certificate from a CA, you can use the SelfSSL.exe tool to create a self-signed certificate for your ADFS-enabled Web server. 

Because the SelfSSL tool generates a self-signed certificate that does not originate from a trusted source, use the SelfSSL tool only in the following scenarios:


When you have to create a Secure Sockets Layer (SSL) channel between your server and a limited, known group of users


When you have to troubleshoot third-party certificate problems

It is not a security best practice to deploy an ADFS-enabled Web server in a production environment using a self-signed server authentication certificate.
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 Internet Information Services (IIS) 6.0 Resource Kit Tools (http://go.microsoft.com/fwlink/?LinkId=36285)
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	Install the ADFS Web Agent component on the computer that will become the ADFS-enabled Web server. 
	Install the ADFS Web Agent component of ADFS
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	Install and configure a claims-aware application or a Windows NT token–based application on your new ADFS-enabled Web server.
	Checklist: Installing a claims-aware application
Checklist: Installing a Windows NT token-based application
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	From a client computer, verify that the ADFS-enabled Web server is operational.
	Verify that an ADFS-enabled Web server is operational


Join a computer to a domain 

For Active Directory Federation Services (ADFS) to function, each computer that functions as a federation server must be joined to a domain. Federation server proxies may be joined to a domain, but this is not a requirement. 

ADFS-enabled Web servers must be joined to any domain in the same forest where the resource federation server resides whenever the Web servers host a Windows NT token–based application. This is a requirement that makes it possible for the Windows NT token-based Web agent to properly retrieve group membership information from Active Directory. 

You do not have to join an ADFS-enabled Web server to a domain if the Web server is hosting claims-aware applications only.
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To join a computer to a domain

	1.
On the computer that you want to join to a domain, click Start, click Control Panel, and then double-click System.

2.
On the Computer Name tab, click Change.

3.
Under Member of, click Domain, type the name of the domain that this computer will join, and then click OK.

4.
Click OK, and then restart the computer.


See Also

Checklist: Installing a federation server
Checklist: Installing a federation server proxy
Checklist: Installing an ADFS-enabled Web server
Add a host (A) record to perimeter DNS for an ADFS-enabled Web server 

For clients on the Internet to successfully access a federated application that is hosted on an Active Directory Federation Services (ADFS)-enabled Web server, an address (A) resource record must first be created in the perimeter DNS that resolves the fully qualified domain name (FQDN) name of the Web server or server cluster to the IP address of the Web server or server cluster. 

For more information about how to configure a cluster IP address or a cluster FQDN using Microsoft Network Load Balancing (NLB) technology, see Specifying the Cluster Parameters (http://go.microsoft.com/fwlink/?LinkID=74651).
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To add a host (A) record to perimeter DNS for an ADFS-enabled Web server

	1.
On a DNS server for the perimeter network, open the DNS snap-in.

2.
In the console tree, right-click the applicable forward lookup zone, and then click New Host (A).

3.
In Name, type only the computer name of the Web server. For example, type ws for the FQDN ws.treyresearch.net.

4.
In IP address, type the IP address for the new Web server, for example, 131.107.27.67.

5.
Click Add Host.


See Also

Checklist: Installing an ADFS-enabled Web server
Name resolution requirements for ADFS-enabled Web servers
Export the private key portion of a server authentication certificate 

Every federation server in an Active Directory Federation Services (ADFS) server farm must have access to the private key of the server authentication certificate. If you are implementing a server farm of federation servers or ADFS-enabled Web servers, you must have a single authentication certificate. This certificate must be issued by an enterprise certification authority (CA), and it must have an exportable private key. The private key of the server authentication certificate must be exportable so that it can be made available to all of the servers in the farm.
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To export the private key of a server authentication certificate

	1.
Click Start, point to All Programs, point to Administrative Tools, and then click Internet Information Services (IIS) Manager.

2.
In the console tree, double-click ComputerName, double-click Web Sites, right-click Default Web Site, and then click Properties.

3.
On the Directory Security tab, click View Certificate, click the Details tab, and then click Copy to File.

4.
On the Welcome to the Certificate Export Wizard page, click Next.

5.
On the Export Private Key page, select Yes, export the private key, and then click Next.

6.
On the Export File Format page, select Personal Information Exchange = PKCS #12 (.PFX), and then click Next.

7.
On the Password page, type and confirm the password that is required to share the server authentication certificate. You will need this password when you import the exported server authentication certificate into the certificate store of the new federation server.

8.
On the File to Export page, specify the certificate file, and then click Next.

9.
On the Completing the Certificate Export Wizard page, click Finish.

10.
Validate the success of your export by confirming that the file you specified is created at the specified location.
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Important 

So that this certificate can be imported to the local certificate store on the new server, you must transfer the file to physical media and protect its security during transport to the new server. It is extremely important to guard the security of the private key. If this key is compromised, the security of your entire ADFS deployment (including resources within the organization and resource partner organizations) is compromised.

11.
Import the exported server authentication certificate into the certificate store on the new server before you install the Federation Service. For information about how to import the certificate, see Import a certificate (http://go.microsoft.com/fwlink/?linkid=20040). 


Import a server authentication certificate to the default Web site 

After you obtain a server authentication certificate from a certification authority (CA), you must manually install that certificate on the default Web site for each federation server or federation server proxy in a server farm. 

For ADFS-enabled Web servers, you must manually install the server authentication certificate on the appropriate Web site or virtual directory where your federated application resides.

If you are setting up a farm, be sure to perform this procedure identically (using the exact same settings) on each of the servers in your farm.
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To import a server authentication certificate to the default Web site

	1.
Click Start, point to All Programs, point to Administrative Tools, and then click Internet Information Services (IIS) Manager.

2.
In the console tree, double-click Web Sites, right-click Default Web Site, and then click Properties.

3.
On the Directory Security tab, click Server Certificate.

4.
On the Welcome to the Web Server Certificate Wizard page, click Next.

5.
On the Server Certificate page, click Import a certificate from a .pfx file, and then click Next.

6.
On the Import Certificate page, click Browse, navigate to the location of the .pfx file that you obtained from your CA, click Open, and then click Next. 

7.
On the Import Certificate Password page, in Password, type the password that you entered when you requested the certificate from your CA, and then click Next. 

8.
On the SSL Port page, in the SSL port this web site should use box, type 443, and then click Next. 
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Note 

If you chose an alternate port number on one server, be sure to use that same port number on all the other servers in the farm.

9.
On the Imported Certificate Summary page, click Next. 

10.
On the Completing the Web Server Certificate Wizard page, click Finish.


See Also

Checklist: Installing a federation server
Checklist: Installing a federation server proxy
Checklist: Installing an ADFS-enabled Web server
Certificate requirements for federation servers
Certificate requirements for federation server proxies
Certificate requirements for ADFS-enabled Web servers
Install prerequisite applications 

Active Directory Federation Services (ADFS) requires that the following applications be installed on a computer running Windows Server 2003 R2, Enterprise Edition, or Windows Server 2003 R2, Standard Edition, (only for servers hosting the ADFS Web Agent) so that the computer can host the Federation Service, Federation Service Proxy, or ADFS Web Agent components of ADFS: 


Internet Information Services (IIS)


Microsoft .NET Framework 2.0


Microsoft ASP.NET (required for claims-aware applications only)

When you add the Application Server Windows component, these three applications are installed.

Administrative credentials
To complete this procedure, you must be a member of the local Administrators group.
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To add the Application Server Windows component

	1.
Click Start, point to Control Panel, and then click Add or Remove Programs.

2.
In Add or Remove Programs, click Add/Remove Windows Components.

3.
In the Windows Components Wizard, select the Application Server check box, and then click Next.

4.
On the Completing the Windows Components Wizard page, click Finish.


See Also

Checklist: Installing a federation server
Checklist: Installing a federation server proxy
Checklist: Installing an ADFS-enabled Web server
Install the ADFS Web Agent component of ADFS 

You can add an Active Directory Federation Services (ADFS) Web Agent to a Web server in a resource partner organization. You use the same procedure to add either the ADFS Web Agent for Windows NT token–based applications or the ADFS Web Agent for claims-aware applications. This action makes that server an ADFS-enabled Web server.

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer. 
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To add an ADFS Web Agent to a Web server 

	1.
Click Start, point to Control Panel, and then click Add or Remove Programs.

2.
In Add or Remove Programs, click Add/Remove Windows Components.

3.
In the Windows Components Wizard, select the Active Directory Services check box, and then click Details.

4.
In the Active Directory Services dialog box, select the Active Directory Federation Services (ADFS) check box, and then click Details.

5.
In the Active Directory Federation Services (ADFS) dialog box, click ADFS Web Agents, and then click Details.

6.
In the ADFS Web Agents dialog box, select Web Agent subcomponents as follows, and then click OK:


To add ADFS Web Agent support for applications that can process ADFS claims directly for authorization, select the Claims-aware applications check box.

[image: image304.png]


Note 

If your Web server will host only claims-aware applications, do not select the Windows NT token–based applications check box.


To add ADFS Web Agent support for applications that require Windows native authorization mechanisms (that is, for applications that do not directly consume ADFS claims), select the Windows NT token–based applications check box.
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Note 

If your Web server will host only Windows NT token–based applications, do not select the Claims-aware applications check box.

7.
In the Active Directory Federation Services (ADFS) dialog box, click OK.

8.
In the Active Directory Services dialog box, click OK.

9.
In the Windows Components Wizard, click Next.

10.
If you are prompted for the location of installation files, navigate to R2 installation files\cmpnents\r2, and then click OK.

11.
On the Completing the Windows Components Wizard page, click Finish.


Verify that an ADFS-enabled Web server is operational 

After you set up your Active Directory Federation Services (ADFS)–enabled Web server and you successfully install and configure the applications, you can use one or more of the procedures in this topic to verify that the ADFS-enabled Web server can be reached by a federation server, by a client on the Internet, or by local clients through Windows Integrated authentication.

Depending on whether you currently have federation servers deployed or you want to verify local connectivity, perform one or more of the following tasks:


If you have a resource federation server deployed in your organization, verify that the ADFS-enabled Web server and the resource federation server can ping one another using their fully qualified domain names (FQDNs) and IP addresses. If the ping command fails, use nslookup to test Domain Name System (DNS) connectivity. 

For more information about troubleshooting connectivity between ADFS-enabled Web servers and federation servers, see Verify Active Directory Federation Services Computer Settings and Connectivity (http://go.microsoft.com/fwlink/?LinkId=74929).


Verify that you can access the application with ADFS disabled. Perform the steps in the following procedure when you want to verify basic Windows Integrated authentication connectivity to the application. This procedure can be helpful when you want to test local connectivity to the ADFS-enabled Web server by using a client computer in the same Active Directory forest or a trusting forest. This procedure can also be helpful when you want to verify that the application has been installed correctly even though federation servers have not yet been deployed.
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To verify local access to an application

	1.
If you previously enabled Anonymous Access for the Web site or virtual directory where your application resides, temporarily disable Anonymous Access and make sure that Windows Integrated authentication is enabled for the purposes of this verification test. 

2.
If you previously enabled the ADFS Web Agent by using the Internet Information Services (IIS) Manager UI (for Windows NT token-based agents) or by using the web.config file (for claims-aware agents), temporarily disable the ADFS Web Agent for the purposes of this verification test.

3.
Log on to a client computer that is a member of the same forest or trusting forest as the ADFS-enabled Web server.

4.
Open a browser window, type the return URL for the federated application that you will attempt to access (for example, https://adfsweb.treyresearch.net/ordering), and then press ENTER.

5.
If the test is successful, you should be able to access the application.



Verify that you can access the application with ADFS enabled. Perform the steps in the following procedure when you want to verify that ADFS components are working as expected and that IIS is publishing the application correctly. The steps that you perform here assume you have the appropriate permissions assigned so that federated users can access your application. These steps are intended only to verify connectivity to the ADFS-enabled Web server. 
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Note 

If you previously enabled Windows Integrated authentication (for the previous procedure), disable Windows Integrated authentication and then re-enable Anonymous Access again before continuing with this procedure.
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To verify federated access to an application

	1.
Log on to a client computer with Internet access. 

2.
Open a browser window, type the return URL for the federated application that you will attempt to access (for example, https://adfsweb.treyresearch.net/test), and then press ENTER.

If the Web server is configured properly, a client computer that does not yet trust the server authentication certificates should see a prompt for certificates and then a prompt for the account partner discovery page. 
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Note 

If the resource Federation Service has only one account partner and no account stores are identified in the trust policy, the client computer will not be prompted fro the account partner discover page. Instead the client will be redirected to the account partner's login page.

If you do not see either of these prompts, try double-checking that all of the tasks in the checklist for the federation server are all complete, and then try again. If you still do not see these prompts, see Configuring ADFS Servers for Troubleshooting (http://go.microsoft.com/fwlink/?LinkId=74970).


For general information about how to troubleshoot problems with Secure Sockets Layer (SSL)–enabled Web sites, including identifying configuration problems in the IIS metabase, certificates, or certificate stores, see Internet Information Services Diagnostic Tools (http://go.microsoft.com/fwlink/?LinkId=55062).

See Also

Checklist: Installing an ADFS-enabled Web server
Deploying Federation Servers 

To deploy federation servers, complete each of the tasks in Checklist: Installing a federation server. 
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Note 

When you use this checklist, we strongly recommend that you first read the references to federation server planning guidance (in the ADFS Design Guide) before continuing to the procedures for configuring the servers. Following the checklist in this way will help provide a better understanding of the full design and deployment story for federation servers.

About federation servers

Federation servers are computers running Windows Server 2003 R2, Enterprise Edition, or Windows Server 2003 R2, Datacenter Edition, that are configured to host the Federation Service component of Active Directory Federation Services (ADFS). Federation servers 'authenticate' or route requests from user accounts in other organizations and from clients that can be located anywhere on the Internet. 

The act of installing the Federation Service on a computer makes that computer a federation server. It also makes the Active Directory Federation Services snap-in available on that computer on the Administrative Tools menu so that you can specify the following:


The Federation Service endpoint Uniform Resource Locator (URL) value where partner organizations and applications will send token requests and responses


The Federation Service Uniform Resource Identifier (URI) value that partner organizations and applications will use to identify the unique name or location of your organization


The location of the trust policy file that all federation servers that participate in the same server farm will use


The token-signing certificate that all federation servers in a server farm will use to issue and sign tokens


The location of customized ASP.NET Web pages for client logon, logoff, and account partner discovery that will enhance the client experience
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Note 

The majority of these core user interface (UI) settings are contained in the web.config file on each federation server. The Federation Service endpoint URL and Federation Service URI values are not specified in the web.config file.

Federation servers host a security token service that issues tokens that are based on the credentials (for example, user name and password) that are presented to it. A security token is a cryptographically signed data unit that expresses one or more claims. A claim is a statement that a server makes (for example, name, identity, key, group, privilege, or capability) about a client. After the credentials are verified on the federation server (through the user logon process), claims for the user are collected through examination of the user attributes that are stored in Active Directory or Active Directory Application Mode (ADAM). 

In Federated Web Single Sign-On (SSO) designs (designs in which two or more organizations are involved), claims can be modified by claim mappings for a specific resource partner. The claims are built into a token that is sent to a federation server in the resource partner organization. After a federation server in the resource partner receives the claims as incoming claims, it maps them into its organization claims. The organization claims are then built into a new token that is sent to the Web server in the resource partner that hosts the ADFS Web Agent.

In the Web SSO design (where only one organization is involved), a single federation server can be used so that employees can log on once and still access multiple applications.

Checklist: Installing a federation server 

This checklist includes the deployment tasks necessary to prepare a server running Windows Server 2003 R2, Enterprise Edition, for the Active Directory Federation Services (ADFS) federation server role.
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Note 

Complete the tasks in this checklist in order. When a reference link takes you to a procedure, return to this topic after you complete the steps in that procedure so that you can proceed with the remaining tasks in this checklist.
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Checklist: Installing a federation server
	
	Task
	Reference
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	Review information in the Active Directory Federation Services Design Guide about where to place federation servers in your organization
	Planning Federation Server Placement
Where to place a federation server
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	Use the information in the Active Directory Federation Services Design Guide to determine whether a single federation server or federation server farm is preferred for your deployment. 
	When to create a federation server
When to create a federation server farm
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	Use the information in the Active Directory Federation Services Design Guide to determine whether this new federation server will be created in the account partner organization or the resource partner organization.
	Review the role of the federation server in the account partner organization
Review the role of the federation server in the resource partner organization
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	Review information in the Active Directory Federation Services Design Guide about how federation servers use server authentication certificates and token-signing certificates to securely authenticate client and federation server proxy requests.
	Certificate requirements for federation servers
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	Review information in the Active Directory Federation Services Design Guide about how to update the corporate network Domain Name System (DNS) so that successful name resolution to federation servers can occur.
	Name resolution requirements for federation servers
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	Join the computer that will become the federation server to a domain in the account partner forest or resource partner forest where it will be used to authenticate the users of that forest or from trusting forests.
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Note 

If you want to create a federation server in the account partner organization, the computer must first be joined to any domain in the forest where your federation server will be used to authenticate users from that forest or from trusting forests.
	Join a computer to a domain
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	Create a new resource record in the corporate network DNS that points the DNS host name of the federation server to the IP address of the federation server.
	Add a host (A) record to corporate DNS for a federation server
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	Install prerequisite applications such as ASP.NET, Internet Information Services (IIS) and Microsoft .NET Framework 2.0 on the computer that will become the federation server.
	Install prerequisite applications
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	Secure IIS using a server authentication certificate, and configure ADFS with a token-signing certificate. 
	Checklist: Configuring certificates for a federation server
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	Install the Federation Service component on the computer that will become the federation server. Follow this procedure when you want either to create the first federation server in a new farm or to extend an existing farm.
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Note 

For the Federated Web Single Sign-On (SSO) and Federated Web SSO with Forest Trust scenarios, you must have at least one federation server in the account partner organization and at least one federation server in the resource partner organization.
	Install the Federation Service component of ADFS

	[image: image326.png]




	If this is the first federation server in your organization, configure the trust policy so that it conforms to your ADFS design.
	Checklist: Configuring the account partner organization
Checklist: Configuring the resource partner organization
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	From a client computer, verify that the federation server is operational.
	Verify that a federation server is operational


Checklist: Configuring certificates for a federation server 

This checklist includes the deployment tasks for configuring certificates on a federation server running Windows Server 2003 R2, Enterprise Edition.
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Note 

Complete the tasks in this checklist in order. When a reference link takes you to a procedure, return to this topic after you complete the steps in that procedure so that you can proceed with the remaining tasks in this checklist.
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Checklist: Configuring certificates for a federation server
	
	Task
	Reference
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	Before you install the Federation Service component on a computer that will become a federation server, read about the importance of obtaining and (for federation server farms) sharing a server authentication certificate and token-signing certificate across all the servers in the farm.
	Certificate requirements for federation servers
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	(Optional) As an alternative to obtaining a server authentication certificate from a certification authority (CA), you can use the SelfSSL.exe tool to acquire a sample certificate for your federation server. 

Because the SelfSSL tool generates a self-signed certificate that does not originate from a commonly trusted source, use the SelfSSL tool only in the following scenarios:


When you have to create a Secure Sockets Layer (SSL) channel between your server and a limited, known group of users


When you have to troubleshoot third-party certificate problems

It is not a security best practice to deploy a federation server in a production environment using a self-signed server authentication certificate.
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 Internet Information Services (IIS) 6.0 Resource Kit Tools (http://go.microsoft.com/fwlink/?LinkId=36285)
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	(Optional) As an alternative to obtaining a token-signing certificate from a CA, you can use the Windows Components Wizard (during the installation of the Federation Service component) to create a self-signed token-signing certificate automatically, or you can use the MakeCert.exe tool to acquire this certificate for your federation server. 

The MakeCert tool generates X.509 root certificates. It is typically used for testing purposes. 

It is not a security best practice to deploy a federation server in a production environment using a self-signed token-signing certificate.
	Create a self-signed, token-signing certificate

	[image: image334.png]




	(Optional) If you will be adding a federation server to a federation server farm, you might have to first export the private key of the existing token-signing certificate (on the first federation server in the farm) and then import it into the personal store of the local federation server computer. 

Exporting the private key is not required when your issued token-signing certificate can be reused by multiple computers (without the need to export) or when you will obtain unique token-signing certificates for each federation server in the farm.
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 Export the private key portion of a token-signing certificate (http://go.microsoft.com/fwlink/?LinkId=75068)
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 Import a certificate (http://go.microsoft.com/fwlink/?linkid=20040)
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	(Optional) If you will be adding a federation server to a federation server farm, you might have to first export the private key of the existing server authentication certificate (on the first federation server in the farm) so that you have a file format of the certificate ready when other federation servers must import the same certificate.

Exporting the private key is not required when your issued server authentication certificate can be reused by multiple computers (without the need to export) or when you will be obtaining unique server authentication certificates for each federation server in the farm.
	Export the private key portion of a server authentication certificate
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	After you obtain a server authentication certificate (or private key), you must then import the certificate file to the default Web site for each federation server.
	Import a server authentication certificate to the default Web site
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	Go back to the main federation server checklist, and proceed to the next task (Install the Federation Service component of ADFS).
	Checklist: Installing a federation server


Join a computer to a domain 

For Active Directory Federation Services (ADFS) to function, each computer that functions as a federation server must be joined to a domain. Federation server proxies may be joined to a domain, but this is not a requirement. 

ADFS-enabled Web servers must be joined to any domain in the same forest where the resource federation server resides whenever the Web servers host a Windows NT token–based application. This is a requirement that makes it possible for the Windows NT token-based Web agent to properly retrieve group membership information from Active Directory. 

You do not have to join an ADFS-enabled Web server to a domain if the Web server is hosting claims-aware applications only.

[image: image340.png]


To join a computer to a domain

	1.
On the computer that you want to join to a domain, click Start, click Control Panel, and then double-click System.

2.
On the Computer Name tab, click Change.

3.
Under Member of, click Domain, type the name of the domain that this computer will join, and then click OK.

4.
Click OK, and then restart the computer.


See Also

Checklist: Installing a federation server
Checklist: Installing a federation server proxy
Checklist: Installing an ADFS-enabled Web server
Add a host (A) record to corporate DNS for a federation server 

For clients on the corporate network to successfully access a federation server using Windows Integrated authentication, an address (A) resource record must first be created in the corporate Domain Name System (DNS) that resolves the host name of the account federation server (for example, fs.corp.adatum.com) to the IP address of the federation server or federation server cluster. You can use the following procedure to add a host (A) record to corporate DNS for a federation server. 
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To add a host (A) record to corporate DNS for a federation server

	1.
On a DNS server for the corporate network, open the DNS snap-in.

2.
In the console tree, right-click the applicable forward lookup zone, and then click New Host (A).

3.
In Name, type only the computer name of the federation server or federation server cluster (for example, type fs for the fully qualified domain name (FQDN) fs.adatum.com).

4.
In IP address, type the IP address for the federation server or federation server cluster (for example, 192.168.1.4).

5.
Click Add Host.


See Also

Checklist: Installing a federation server
Name resolution requirements for federation servers
Export the private key portion of a server authentication certificate 

Every federation server in an Active Directory Federation Services (ADFS) server farm must have access to the private key of the server authentication certificate. If you are implementing a server farm of federation servers or ADFS-enabled Web servers, you must have a single authentication certificate. This certificate must be issued by an enterprise certification authority (CA), and it must have an exportable private key. The private key of the server authentication certificate must be exportable so that it can be made available to all of the servers in the farm.
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To export the private key of a server authentication certificate

	1.
Click Start, point to All Programs, point to Administrative Tools, and then click Internet Information Services (IIS) Manager.

2.
In the console tree, double-click ComputerName, double-click Web Sites, right-click Default Web Site, and then click Properties.

3.
On the Directory Security tab, click View Certificate, click the Details tab, and then click Copy to File.

4.
On the Welcome to the Certificate Export Wizard page, click Next.

5.
On the Export Private Key page, select Yes, export the private key, and then click Next.

6.
On the Export File Format page, select Personal Information Exchange = PKCS #12 (.PFX), and then click Next.

7.
On the Password page, type and confirm the password that is required to share the server authentication certificate. You will need this password when you import the exported server authentication certificate into the certificate store of the new federation server.

8.
On the File to Export page, specify the certificate file, and then click Next.

9.
On the Completing the Certificate Export Wizard page, click Finish.

10.
Validate the success of your export by confirming that the file you specified is created at the specified location.
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Important 

So that this certificate can be imported to the local certificate store on the new server, you must transfer the file to physical media and protect its security during transport to the new server. It is extremely important to guard the security of the private key. If this key is compromised, the security of your entire ADFS deployment (including resources within the organization and resource partner organizations) is compromised.

11.
Import the exported server authentication certificate into the certificate store on the new server before you install the Federation Service. For information about how to import the certificate, see Import a certificate (http://go.microsoft.com/fwlink/?linkid=20040). 


Import a server authentication certificate to the default Web site 

After you obtain a server authentication certificate from a certification authority (CA), you must manually install that certificate on the default Web site for each federation server or federation server proxy in a server farm. 

For ADFS-enabled Web servers, you must manually install the server authentication certificate on the appropriate Web site or virtual directory where your federated application resides.

If you are setting up a farm, be sure to perform this procedure identically (using the exact same settings) on each of the servers in your farm.
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To import a server authentication certificate to the default Web site

	1.
Click Start, point to All Programs, point to Administrative Tools, and then click Internet Information Services (IIS) Manager.

2.
In the console tree, double-click Web Sites, right-click Default Web Site, and then click Properties.

3.
On the Directory Security tab, click Server Certificate.

4.
On the Welcome to the Web Server Certificate Wizard page, click Next.

5.
On the Server Certificate page, click Import a certificate from a .pfx file, and then click Next.

6.
On the Import Certificate page, click Browse, navigate to the location of the .pfx file that you obtained from your CA, click Open, and then click Next. 

7.
On the Import Certificate Password page, in Password, type the password that you entered when you requested the certificate from your CA, and then click Next. 

8.
On the SSL Port page, in the SSL port this web site should use box, type 443, and then click Next. 
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Note 

If you chose an alternate port number on one server, be sure to use that same port number on all the other servers in the farm.

9.
On the Imported Certificate Summary page, click Next. 

10.
On the Completing the Web Server Certificate Wizard page, click Finish.


See Also
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Certificate requirements for federation servers
Certificate requirements for federation server proxies
Certificate requirements for ADFS-enabled Web servers
Create a self-signed, token-signing certificate 

You can use the following procedure to create a self-signed, code-signing certificate that also creates and installs a private key. To perform this procedure, use the Makecert.exe utility. Makecert.exe is available in the Microsoft .NET Framework 2.0 Software Development Kit (SDK) (x86) (http://go.microsoft.com/fwlink/?LinkId=79548).

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To create a self-signed, token-signing certificate

	1.
Open a command prompt.

2.
Type the appropriate makecert syntax.
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Note 

Track certificate expiration dates to make sure that certificates are replaced before they expire. You can do this using the Active Directory Federation Services snap-in for certificates of the current organization and also for partners that you configure in the trust policy.

Install prerequisite applications 

Active Directory Federation Services (ADFS) requires that the following applications be installed on a computer running Windows Server 2003 R2, Enterprise Edition, or Windows Server 2003 R2, Standard Edition, (only for servers hosting the ADFS Web Agent) so that the computer can host the Federation Service, Federation Service Proxy, or ADFS Web Agent components of ADFS: 


Internet Information Services (IIS)


Microsoft .NET Framework 2.0


Microsoft ASP.NET (required for claims-aware applications only)

When you add the Application Server Windows component, these three applications are installed.

Administrative credentials
To complete this procedure, you must be a member of the local Administrators group.
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To add the Application Server Windows component

	1.
Click Start, point to Control Panel, and then click Add or Remove Programs.

2.
In Add or Remove Programs, click Add/Remove Windows Components.

3.
In the Windows Components Wizard, select the Application Server check box, and then click Next.

4.
On the Completing the Windows Components Wizard page, click Finish.


See Also
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Checklist: Installing an ADFS-enabled Web server
Install the Federation Service component of ADFS 

Now that you have properly configured a computer with the prerequisite applications and certificates, you are ready to install the Federation Service component of Active Directory Federation Services (ADFS). When you install the Federation Service on a computer, that computer becomes a federation server. 
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Note 

For the Federated Web Single-Sign-On (SSO) and Federated Web SSO with Forest Trust scenarios, you must have at least one federation server in the account partner organization and at least one federation server in the resource partner organization. For more information, see Where to place a federation server.

You can use the following procedure to install the Federation Service component of ADFS on a computer that will become the first federation server or on a computer that will become a federation server for an existing federation server farm.

Prerequisites

If you will be using a token-signing certificate that is issued by a certification authority (CA), verify that a token-signing certificate with the private key has already been installed or imported into the local certificate store (Personal store) before you start this procedure. As an alternative, you can create a self-signed, token-signing certificate using the Windows Components Wizard, as described in this procedure. For more information about token-signing certificates, see Certificate requirements for federation servers. 

If you are adding this new federation server to an existing federation server farm, make sure that the trust policy file is available on the network with the appropriate permissions before starting this procedure. For more information, see When to create a federation server farm.
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To install the Federation Service component of ADFS

	1.
Click Start, point to Control Panel, and then click Add or Remove Programs.

2.
In Add or Remove Programs, click Add/Remove Windows Components.

3.
In the Windows Components Wizard, click Active Directory Services, and then click Details.

4.
In the Active Directory Services dialog box, click Active Directory Federation Services (ADFS), and then click Details.

5.
In the Active Directory Federation Services (ADFS) dialog box, select the Federation Service check box, and then click OK. If ASP.NET 2.0 was not previously enabled, click Yes to enable it, and then click OK.

6.
In the Active Directory Services dialog box, click OK.

7.
In the Windows Components Wizard, click Next.

8.
On the Federation Service page, under Token-signing certificate, do one of the following:


If you want Setup to create a new, self-signed, token-signing certificate for this federation server and add it to the personal store of the local computer, click Create a self-signed token-signing certificate, and then go to step 9.


If you want to use an existing token-signing certificate that has already been added to the certificate store on the local computer, click Select token-signing certificate, click Select, highlight the appropriate certificate in the list, click OK, and then go to step 9.
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Note 

This is the same certificate name that you entered when you created the token-signing certificate request.

9.
On the Federation Service page, under Trust policy, do one of the following:


If you are installing the Federation Service component of ADFS on a single federation server or on the first federation server in a server farm, click Create a new trust policy, and then click Next. 
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Note 

Every federation server in a server farm will need to use this trust policy file. Therefore, we recommend that you store this file in a protected network shared folder. For more information, see When to create a federation server farm.


If you are installing the Federation Service component of ADFS on a computer that will become an additional federation server for an existing federation server farm, click Use an existing trust policy, and then click Browse. In the Browse dialog box, locate the shared TrustPolicy.xml file on the network, highlight it, click Open, and then click Next.

10.
If you are prompted for the location of the installation files, navigate to R2 Installation Folder\cmpnents\r2, and then click OK.

11.
On the Completing the Windows Components Wizard page, click Finish.


Configure event logging on a federation server 

Servers that are running the Federation Service component of Active Directory Federation Services (ADFS) log ADFS Federation Service events in the Application event log. These events report information about the operation of the components of the local organization and the partner organizations that are covered by a trust policy. 
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Note 

When it is manually configured, ADFS also can log debug information. Debug logs are located in %systemdrive%\ADFS\logs. For more information about how to configure debug logging, see Configuring ADFS Servers for Troubleshooting (http://go.microsoft.com/fwlink/?LinkId=74970).

The following types of events are available and enabled by default in ADFS:


Error: Information about a significant problem of which the user should be aware, usually involving a loss of functionality or data. 


Warning: Indicates a problem that is not immediately significant, but that may signify conditions that could cause future issues.


Info: Information about a significant, successful operation.


Success audit: Indicates an audited security event when an audited access attempt is successful; for example, a successful logon attempt.


Failure audit: Indicates a security event that occurs when an audited access attempt fails; for example, an inbound token was not valid.


Detailed success: A success audit event with detailed information about each token involved in the transaction, including claims information.


Detailed failure: A failure audit event with detailed information about each token involved in the transaction, including claims information.

You can select the levels that you want to enable and disable.
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Note 

Audit object access must be turned on for success or failure to allow the Federation Service to log errors. For more information, see Audit object access (http://go.microsoft.com/fwlink/?LinkId=79749).

Administrative credentials
To complete this procedure, you must be a member of the Administrators group on the local computer.
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To change the event types that are logged by ADFS

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Right-click the Trust Policy node, and then click Properties.

3.
Scroll to the Event Log tab.

4.
Under Event log level, click to select and deselect event log types, and then click OK.


Verify that a federation server is operational 

You can use the following procedure to verify that any client on the same network can reach a new federation server.
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To verify that a federation server is operational

	1.
To verify that Internet Information Services (IIS) is configured correctly on the federation server, log on to a client computer that is located in the same forest as the federation server. 

2.
Open a browser window, and then type the Federation Service Uniform Resource Locator (URL) for the new federation server, for example: 

https://adfsresource.treyresearch.net/adfs/fs/federationserverservice.asmx
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Note 

The Federation Service URL should include the Domain Name System (DNS) host name of the federation server.

3.
Press ENTER. If you see a prompt for certificates, click Cancel. 

The FederationServerService page should be displayed along with a list of links that identify the Web methods that are used by the Federation Service. If this page appears, IIS on the federation server is operational and is serving pages successfully.

4.
To verify that the federation server is communicating with the Federation Service, obtain access to the new federation server, and then log on to the server. 

5.
Click Start, point to Administrative Tools, and then click Event Viewer. 

6.
In the details pane, double-click Application.

7.
In the Event column, look for event ID 674. If the federation server is configured properly, you see a new event, in the Application log of Event Viewer, with the event ID 674. This event verifies that the federation server was able to successfully communicate with the Federation Service.
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Note 

Although the text displayed in event ID 674 mentions that the Federation Service Proxy has updated its configuration information, this event also applies to federation servers as well.

If you cannot generate event ID 674, see Configuring ADFS Servers for Troubleshooting (http://go.microsoft.com/fwlink/?LinkId=75106).


See Also

Checklist: Installing a federation server
Deploying Federation Server Proxies 

To deploy federation server proxies, complete each of the tasks in Checklist: Installing a federation server proxy. 
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Note 

When you use this checklist, we strongly recommend that you first read the references to federation server proxy planning guidance (in the ADFS Design Guide) before continuing to the procedures for configuring the servers. Following the checklist in this way will help provide a better understanding of the full design and deployment story for federation server proxies.

About federation server proxies

Federation server proxies are computers running Windows Server 2003 R2 that are configured to host the Federation Service Proxy component of Active Directory Federation Services (ADFS). You can use federation server proxies in your organization to provide intermediary services between an Internet client and a federation server that is behind a firewall on the corporate network. 
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Note 

Although the Federation Service and the Federation Service Proxy components cannot be installed on the same computer, a federation server can perform federation server proxy functionality. For more information, see When to create a federation server. 

The act of installing the Federation Service Proxy on a computer makes that computer a federation server proxy. It also makes the Active Directory Federation Services snap-in available on that computer on the Administrative Tools menu so that you can specify the following:


Which Federation Service the federation server proxy should route authentication requests to. You specify this location by typing the path for the Federation Service Uniform Resource Locator (URL). 


The client authentication certificate that makes it possible for the federation server proxy to authenticate to the Federation Service. You can configure which client authentication certificates will be accepted by the Federation Service on the FSP Certificates tab in the properties of the Trust Policy Folder. 

After you specify the Federation Service URL and the correct client authentication certificate, the federation server proxy is bound to that Federation Service. As part of this binding, a federation server proxy is trusted by the Federation Service so that the federation server can hand out certain privileged security tokens that originate from the Federation Service.


Locations of customized ASP.NET Web pages for client logon, logoff, and account partner discovery that enable interaction with a client. These pages provide a convenient way to differentiate the sign-in experience for users in your intranet as opposed to users on the Internet. 
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Note 

You can also configure these settings in the Web.config file on each federation server proxy.

Federation server proxies also send cookies to external clients when necessary to facilitate the single-sign-on (SSO) process. These cookies include authentication cookies, account partner cookies, and sign-out cookies. 

A federation server proxy implements the sign-on and sign-out messages that are described in the WS-Federation Passive Requestor Profile (WS-F PRP) protocol specification.

Checklist: Installing a federation server proxy 

This checklist includes the deployment tasks for preparing a server running Windows Server 2003 R2, Enterprise Edition, for the federation server proxy role.
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Note 

Complete the tasks in this checklist in order. When a reference link takes you to a procedure, return to this topic after you complete the steps in that procedure so that you can proceed with the remaining tasks in this checklist.

	
	Task
	Reference
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	Review information in the Active Directory Federation Services Design Guide about where to place federation server proxies in your organization. 
	Planning Federation Server Proxy Placement
Where to place a federation server proxy
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	Use the information in the Active Directory Federation Services Design Guide to determine whether a single federation server proxy or federation server proxy farm is necessary. 
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Note 

Federation servers also perform federation service proxy responsibilities.
	When to create a federation server proxy
When to create a federation server proxy farm
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	Use the information in the Active Directory Federation Services Design Guide to determine whether this new federation server proxy will be created in the perimeter network of the account partner organization or the resource partner organization.
	Review the role of the federation server proxy in the account partner organization
Review the role of the federation server proxy in the resource partner organization
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	Before you install the Federation Service Proxy component on a computer that will become a federation server proxy, read about the importance of obtaining a server authentication certificate and a client authentication certificate and—for federation server proxy farms—adding or sharing certificates across all the servers in a farm. 
	Certificate requirements for federation server proxies
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	Review information in the Active Directory Federation Services Design Guide about how to update the perimeter Domain Name System (DNS) so that successful name resolution for federation servers and federation server proxies can occur. 
	Name resolution requirements for federation server proxies
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	Determine if the federation server proxy must be joined to a domain. Although federation server proxies do not have to be joined to a domain, they are easier to manage with remote administration and Group Policy features when they are joined to a domain.
	Join a computer to a domain
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	Depending on how the DNS infrastructure in your perimeter network is configured, complete one of the procedures on the right before you deploy a federation server proxy in your organization. 
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Note 

Do not perform both procedures. Read Name resolution requirements for federation server proxies to determine which procedure best suits the requirements of your organization.
	Configure name resolution for a federation server proxy in a DNS zone serving only the perimeter network
Configure name resolution for a federation server proxy in a DNS zone serving both the perimeter network and Internet clients
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	(Optional) If you will be adding a federation server proxy to a federation server proxy farm, you may have to first export the private key of the existing server authentication certificate (on the first federation server proxy in the farm) so that you have a file of the certificate ready when other federation server proxies have to import the same certificate.

This task is not required in scenarios in which your issued server authentication certificate can be reused by multiple computers (without the need to export) or you obtain unique server authentication certificates for each federation server proxy in the farm.
	Export the private key portion of a server authentication certificate
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	You must install the public key portion of the Federation Service Proxy client authentication certificate on the federation server so that the federation server can authenticate the federation server proxy. Use the following procedure to export the public key portion of the Federation Service Proxy client authentication certificate. 
	Export the public key portion of a client authentication certificate
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	After you obtain a server authentication certificate, you must install it in Internet Information Services (IIS) on the default Web site of the federation server proxy.
	Import a server authentication certificate to the default Web site

	[image: image375.png]




	After you export the certificate of the federation server proxy, you can use the following procedure to import the certificate into the trust policy of the Federation Service that the proxy will be servicing.
	Add a Federation Service Proxy certificate to the trust policy
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	(Optional) As an alternative to obtaining a server authentication certificate from a certification authority (CA), you can use SelfSSL.exe to acquire a sample certificate for your federation server proxy. 

Because the SelfSSL tool generates a self-signed certificate that does not originate from a trusted source, use the SelfSSL tool only in the following scenarios:


When you have to create a Secure Sockets Layer (SSL) channel between your server and a limited, known group of users


When you have to troubleshoot third-party certificate problems

It is not a security best practice to deploy a federation server proxy in a production environment using a self-signed server authentication certificate.
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 Internet Information Services (IIS) 6.0 Resource Kit Tools (http://go.microsoft.com/fwlink/?LinkId=36285)
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	Install prerequisite applications such as ASP.NET, IIS, and Microsoft .NET Framework 2.0 on the computer that will become the federation server proxy.
	Install prerequisite applications
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	Install the Federation Service Proxy component on the computer that will become the federation server proxy.
	Install the Federation Service Proxy component of ADFS
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	To ensure successfully tracking of issues that may occur with this federation server proxy, configure event logging.
	Configure event logging on a federation server proxy
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	From a client computer, verify that the federation server proxy is operational.
	Verify that a federation server proxy is operational


Join a computer to a domain 

For Active Directory Federation Services (ADFS) to function, each computer that functions as a federation server must be joined to a domain. Federation server proxies may be joined to a domain, but this is not a requirement. 

ADFS-enabled Web servers must be joined to any domain in the same forest where the resource federation server resides whenever the Web servers host a Windows NT token–based application. This is a requirement that makes it possible for the Windows NT token-based Web agent to properly retrieve group membership information from Active Directory. 

You do not have to join an ADFS-enabled Web server to a domain if the Web server is hosting claims-aware applications only.
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To join a computer to a domain

	1.
On the computer that you want to join to a domain, click Start, click Control Panel, and then double-click System.

2.
On the Computer Name tab, click Change.

3.
Under Member of, click Domain, type the name of the domain that this computer will join, and then click OK.

4.
Click OK, and then restart the computer.


See Also

Checklist: Installing a federation server
Checklist: Installing a federation server proxy
Checklist: Installing an ADFS-enabled Web server
Configure name resolution for a federation server proxy in a DNS zone serving only the perimeter network 

So that name resolution can work successfully for a federation server proxy in a scenario in which one or more Domain Name System (DNS) zones serve only the perimeter network, the following tasks must be completed: 


The hosts file on the federation server proxy must be updated to add the IP address of a federation server. 


DNS in the perimeter network must be configured to resolve all client requests for the Federation Service endpoint Uniform Resource Locator (URL) to the federation server proxy. To accomplish this, you add a host address (A) resource record to perimeter DNS for the federation server proxy.
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Note 

These procedures assume that a host (A) record for the federation server has already been created in the corporate network DNS. If this record does not yet exist, create this record, and then perform these procedures. For more information about how to create the host (A) record for the federation server, see Add a host (A) record to corporate DNS for a federation server.

Adding the IP address of a federation server to the hosts file

So that a federation server proxy can work as expected in the perimeter network of an account partner, you must add an entry to the hosts file on that federation server proxy that points to a federation server's DNS host name (for example, fs.corp.adatum.com) and IP address (for example, 192.168.1.4) in the corporate network of the account partner. Adding this entry to the hosts file prevents the federation server proxy from contacting itself to resolve a client-initiated call to a federation server in the account partner.
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To add the IP address of a federation server to the hosts file

	1.
Navigate to the %SYSTEMROOT%\Winnt\System32\Drivers directory folder and locate the hosts file.

2.
Start Notepad, and then open the hosts file.

3.
Add the IP address and the host name of a federation server in the account partner to the hosts file, as shown in the following example:

192.168.1.4             fs.adatum.com
4.
Save and close the file.


Adding a host (A) record to perimeter DNS for a federation server proxy

So that clients on the Internet can successfully access a federation server through a newly deployed federation server proxy, you must first create a host (A) resource record in the perimeter DNS. This resource record resolves the host name of the account federation server (for example, fs.corp.adatum.com) to the IP address of the account federation server proxy (for example, 131.107.27.68) in the perimeter network. 
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Note 

It is assumed that you are using a DNS server running Windows Server 2000 or Windows Server 2003 with the DNS Server service to control the perimeter DNS zone.
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To add a host (A) record to perimeter DNS for a federation server proxy

	1.
On a DNS server for the perimeter network, open the DNS snap-in.

2.
In the console tree, right-click the applicable forward lookup zone, and then click New Host (A).

3.
In Name, type only the computer name of the federation server. For example, type fs for the fully qualified domain name (FQDN) fs.adatum.com.

4.
In IP address, type the IP address for the new federation server proxy (for example, 131.107.27.68).

5.
Click Add Host.


See Also

Checklist: Installing a federation server proxy
Name resolution requirements for federation server proxies
Configure name resolution for a federation server proxy in a DNS zone serving both the perimeter network and Internet clients 

So that name resolution can work successfully for a federation server proxy in a scenario in which one or more Domain Name System (DNS) zones serve both the perimeter network and Internet clients, the following tasks must be completed: 


DNS in the Internet zone that you control must be configured to resolve all Internet client requests for the Federation Service endpoint Uniform Resource Locator (URL) to the federation server proxy. To accomplish this, you add a host (A) record to the Internet DNS zone for the federation server proxy.


DNS in the perimeter network must be configured to resolve all incoming client requests for the Federation Service endpoint URL to the federation server. To accomplish this, you add a host (A) record to the perimeter DNS zone for the federation server proxy.
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Note 

These procedures assume that a host address (A) resource record for the federation server has already been created in the corporate network DNS. If this record does not yet exist, create this record and then perform these procedures. For more information about how to create a host (A) record for the federation server, see Add a host (A) record to corporate DNS for a federation server.

Adding a host (A) record to the Internet DNS zone for a federation server proxy

So that clients on the Internet can successfully access a federation server through a newly deployed federation server proxy, you must first create a host (A) resource record in the Internet DNS zone that you control. This resource record resolves the host name of the account federation server (for example, fs.adatum.com) to the IP address of the account federation server proxy (for example, 131.107.27.68) in the perimeter network. 

[image: image388.png]


Note 

It is assumed that you are using a DNS server running Windows Server 2000 or Windows Server 2003 with the DNS Server service to control the Internet DNS zone.
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To add a host (A) record to the Internet DNS zone for a federation server proxy

	1.
On a DNS server for the Internet DNS zone, open the DNS snap-in.

2.
In the console tree, right-click the applicable forward lookup zone, and then click New Host (A).

3.
In Name, type only the computer name of the federation server. For example, type fs for the fully qualified domain name (FQDN) fs.adatum.com.

4.
In IP address, type the IP address for the new federation server proxy (for example, 131.107.27.68).

5.
Click Add Host.


Adding a host (A) record to the perimeter DNS zone for a federation server proxy

So that Internet client requests can be successfully processed by the federation server proxy and reach the federation server after they are resolved by the Internet DNS zone, you must create a host (A) resource record in the perimeter DNS zone. This resource record resolves the host name of the account federation server (for example, fs. adatum.com) to the IP address of the account federation server (for example, 192.168.1.4) in the corporate network. 
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Note 

It is assumed that you are using a DNS server running Windows Server 2000 or Windows Server 2003 with the DNS Server service to control the Perimeter DNS zone.
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To add a host (A) record to the perimeter DNS zone for a federation server proxy

	1.
On a DNS server for the perimeter network, open the DNS snap-in.

2.
In the console tree, right-click the applicable forward lookup zone, and then click New Host (A).

3.
In Name, type only the computer name of the federation server. For example, type fs for the FQDN fs.adatum.com.

4.
In the IP address text box, type the IP address for the federation server in the corporate network (for example, 192.168.1.4).

5.
Click Add Host.
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Checklist: Installing a federation server proxy
Name resolution requirements for federation server proxies
Import a server authentication certificate to the default Web site 

After you obtain a server authentication certificate from a certification authority (CA), you must manually install that certificate on the default Web site for each federation server or federation server proxy in a server farm. 

For ADFS-enabled Web servers, you must manually install the server authentication certificate on the appropriate Web site or virtual directory where your federated application resides.

If you are setting up a farm, be sure to perform this procedure identically (using the exact same settings) on each of the servers in your farm.
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To import a server authentication certificate to the default Web site

	1.
Click Start, point to All Programs, point to Administrative Tools, and then click Internet Information Services (IIS) Manager.

2.
In the console tree, double-click Web Sites, right-click Default Web Site, and then click Properties.

3.
On the Directory Security tab, click Server Certificate.

4.
On the Welcome to the Web Server Certificate Wizard page, click Next.

5.
On the Server Certificate page, click Import a certificate from a .pfx file, and then click Next.

6.
On the Import Certificate page, click Browse, navigate to the location of the .pfx file that you obtained from your CA, click Open, and then click Next. 

7.
On the Import Certificate Password page, in Password, type the password that you entered when you requested the certificate from your CA, and then click Next. 

8.
On the SSL Port page, in the SSL port this web site should use box, type 443, and then click Next. 
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Note 

If you chose an alternate port number on one server, be sure to use that same port number on all the other servers in the farm.

9.
On the Imported Certificate Summary page, click Next. 

10.
On the Completing the Web Server Certificate Wizard page, click Finish.
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Certificate requirements for federation servers
Certificate requirements for federation server proxies
Certificate requirements for ADFS-enabled Web servers
Install prerequisite applications 

Active Directory Federation Services (ADFS) requires that the following applications be installed on a computer running Windows Server 2003 R2, Enterprise Edition, or Windows Server 2003 R2, Standard Edition, (only for servers hosting the ADFS Web Agent) so that the computer can host the Federation Service, Federation Service Proxy, or ADFS Web Agent components of ADFS: 


Internet Information Services (IIS)


Microsoft .NET Framework 2.0


Microsoft ASP.NET (required for claims-aware applications only)

When you add the Application Server Windows component, these three applications are installed.

Administrative credentials
To complete this procedure, you must be a member of the local Administrators group.
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To add the Application Server Windows component

	1.
Click Start, point to Control Panel, and then click Add or Remove Programs.

2.
In Add or Remove Programs, click Add/Remove Windows Components.

3.
In the Windows Components Wizard, select the Application Server check box, and then click Next.

4.
On the Completing the Windows Components Wizard page, click Finish.
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Checklist: Installing a federation server
Checklist: Installing a federation server proxy
Checklist: Installing an ADFS-enabled Web server
Install the Federation Service Proxy component of ADFS 

After you configure a computer with the prerequisite applications and certificates, you are ready to install the Federation Service Proxy component of Active Directory Federation Services (ADFS). You can use the following procedure to install the Federation Service Proxy component. When you install the Federation Service Proxy component on a computer, that computer becomes a federation server proxy.
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To install the Federation Service Proxy component of ADFS

	1.
Click Start, point to Control Panel, and then click Add or Remove Programs.

2.
In Add or Remove Programs, click Add/Remove Windows Components.

3.
In the Windows Components Wizard, click Active Directory Services, and then click Details.

4.
In the Active Directory Services dialog box, click Active Directory Federation Services (ADFS), and then click Details.

5.
In the Active Directory Federation Services (ADFS) dialog box, select the Federation Service Proxy check box. If ASP.NET 2.0 was not previously enabled, click Yes to enable it, and then click OK.

6.
In the Active Directory Services dialog box, click OK.

7.
In the Windows Components Wizard, click Next.

8.
On the Federation Service Proxy page, click Select to browse for the certificate.

9.
In the Select Certificate dialog box, click Client Authentication Certificate for CompanyName FSP, and then click OK.

10.
Under Federation Service Domain Name System (DNS) host name, type the host name of your federation server.

11.
If you are prompted for the location of the installation files, navigate to R2 Installation Folder\cmpnents\r2, and then click OK.

12.
On the Completing the Windows Components Wizard page, click Finish.


See Also

Checklist: Installing a federation server proxy
Export the public key portion of a client authentication certificate 

The public key portion of a client authentication certificate for the federation server proxy must be added to the trust policy on a federation server so that the Federation Service can authenticate the federation server proxy. By exporting the public key portion of the client authentication certificate, you create a file that can be imported into the trust policy. You can use the following procedure on the federation server proxy computer to export the public key portion of its client authentication certificate.
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To export the public key portion of a client authentication certificate

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Right-click Federation Service Proxy, and then click Properties.

3.
On the General tab, under FSP client authentication certificate, click View.

4.
In the Certificate dialog box, click the Details tab, and then click Copy to File.

5.
On the Welcome to the Certificate Export Wizard page, click Next.

6.
On the Export Private Key page, ensure that No, do not export the private key is selected, and then click Next.

7.
On the Export File Format page, ensure that DER encoded binary X.509 (.CER) is selected, and then click Next.

8.
On the File to Export page, type or browse to the location and file name that you want to use for the exported certificate, and then click Next.

9.
On the Completing the Certificate Export Wizard page, verify that the information that you provided is accurate, and then click Finish.

10.
In the Certificate Export Wizard dialog box, click OK.

11.
In the Certificate dialog box, click OK.

12.
In the Federation Service Properties dialog box, click OK.
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Checklist: Installing a federation server proxy
Certificate requirements for federation server proxies
Add a Federation Service Proxy certificate to the trust policy 

So that the Federation Service can authenticate the federation server proxy, the public key portion of the client authentication certificate for the federation server proxy must be added to the trust policy on a federation server with which the federation server proxy communicates. You can use the following procedure to add the client authentication certificate for the federation server proxy from a file that you have exported.
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Note 

The Trust Policy user interface (UI) in the Active Directory Federation Services snap-in refers to client authentication certificates for federation service proxies as Federation Service Proxy (FSP) certificates.

The Federation Service Proxy certificate should chain to a trusted root in the Federation Service. Perform this procedure on a federation server that hosts the trust policy to which you want to add a Federation Service Proxy certificate.
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To add a Federation Service Proxy certificate to the trust policy 

	1.
Click Start, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Right-click Trust Policy, and then click Properties.

3.
On the FSP Certificates tab, click Add.

4.
In the Browse for Federation Service Proxy Certificate file dialog box, navigate to the certificate file that you want to add, select the certificate file, and then click Open.

5.
In the Trust Policy Properties dialog box, click OK.
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Checklist: Installing a federation server proxy
Certificate requirements for federation server proxies
Configure event logging on a federation server proxy 

Federation servers log Active Directory Federation Services (ADFS) Federation Service events in the Application and Security event logs. On a federation server proxy, events in the Application log contain additional information about errors regarding contact with the Federation Service. In addition, when a federation server proxy is in effect, the Federation Service events contain information about the proxy certificates that are used. 

Use the following procedure to specify the level of events that you want to be logged on a server that is running the Federation Service Proxy. Event logging for a federation server proxy is set in the web.config file. By default, this file is located in %systemdrive%\ADFS\sts. You can apply the following logging types in the Web.config file:


Error: Information about a significant problem of which the user should be aware, usually involving a loss of functionality or data.


Warning: Indicates a problem that is not immediately significant, but that may signify conditions that could cause future issues.


Info: Information about a significant, successful operation.


SuccessAudit: Indicates an audited security event that occurs when an audited access attempt is successful, for example, a successful logon attempt.


FailureAudit: Indicates a security event that occurs when an audited access attempt fails; for example, authentication failed.


DetailedSuccess: A success audit event with detailed information about each token involved in the transaction, including claims information.


DetailedFailure: A failure audit event with detailed information about each token involved in the transaction, including claims information.


Everything: Enables all logging levels.

Use the following procedure to configure event logging levels on a federation server proxy. Perform this procedure on the federation server proxy.
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Note 

For security events to be registered, object access auditing must be enabled in the security policy. For more information, see Configuring ADFS Servers for Troubleshooting (http://go.microsoft.com/fwlink/?LinkId=79242).

Administrative credentials
To complete this procedure, you must have Read-Write access to the web.config file.
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To configure event logging for a federation server proxy using the web.config file

	1.
In Notepad, open the web.config file in %systemdrive%\ADFS\sts.

2.
Search for <logonserver>.

3.
Add the <auditlevel> XML element under <logonserver>, as follows:

<auditlevel>Value</auditlevel>
Where Value is one of the following, or the combined values of two or more:


Error = 0x01


Warning = 0x02


Info = 0x04


SuccessAudit = 0x10


FailureAudit = 0x20


DetailedSuccess = 0x40


DetailedFailure = 0x80


Everything = 0xF7

4.
Save and close the web.config file.
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Checklist: Installing a federation server proxy
Verify that a federation server proxy is operational 

You can use the following procedure to verify that the federation server proxy can communicate with the Federation Service.
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Important 

The results of this test are a successful generation of a specific event in Event Viewer on the federation server proxy computer. You will notice that the browser fails with an error in step 2 and does not successfully display the clientlogon.aspx page. This is expected behavior for this verification test.
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To verify that a federation server proxy is operational

	1.
Log on to a client computer with Internet access. 

2.
Open a browser window, and then type the Uniform Resource Locator (URL) for the Federation Service endpoint, along with the path to the Clientlogon.aspx page that is stored on the federation server proxy, for example: 

https://adfsresource.treyresearch.net/adfs/ls/clientlogon.aspx
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Note 

At this point your browser should display the error Server Error in '/adfs' Application. This step is necessary to generate event message 674 to verify that the clientlogon.aspx page is being loaded properly by IIS.

3.
Press ENTER.

4.
Log on to the federation server proxy. 

5.
Click Start, point to Administrative Tools, and then click Event Viewer. 

6.
In the details pane, double-click Application.

7.
In the Event column, look for event ID 674.

If the federation server proxy is configured properly, you see a new event in the Application log of Event Viewer, with the event ID 674. This event verifies that the federation server proxy was able to successfully communicate with the Federation Service.
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Checklist: Installing a federation server proxy
Finding Additional ADFS Resources 

You can find the following documentation about Active Directory Federation Services (ADFS) on the Windows Server 2003 R2 TechCenter Web Site: 


Overview of ADFS (http://go.microsoft.com/fwlink/?LinkId=63491)


Step-by-Step Guide for Active Directory Federation Services (http://go.microsoft.com/fwlink/?LinkId=49531)


ADFS Operations Guide (http://go.microsoft.com/fwlink/?LinkId=78683)


Active Directory Federation Services (Product Help) (http://go.microsoft.com/fwlink/?LinkId=57765)


Active Directory Federation Services (portal page) (http://go.microsoft.com/fwlink/?LinkId=79542)

For other ADFS-related information, see the following Web resources:


Automate Information Access with Identity Management (http://go.microsoft.com/fwlink/?LinkId=78692)


Web Services and Other Distributed Technologies (http://go.microsoft.com/fwlink/?LinkId=44189)


Web Services Protocol Workshops (http://go.microsoft.com/fwlink/?LinkId=44190)


Web Services Specifications (http://go.microsoft.com/fwlink/?LinkId=44191)


Web Services Interoperability Organization (WS-I) (http://go.microsoft.com/fwlink/?LinkId=34328)
Appendix A: Reviewing ADFS Requirements 

So that the organizational partners in your Active Directory Federation Services (ADFS) deployment can collaborate successfully, you must first make sure that your corporate network infrastructure is configured to support ADFS requirements for accounts, name resolution, and certificates. ADFS has the following types of requirements:


Hardware requirements


Software requirements


Browser requirements


Network requirements


Account store requirements


Authentication requirements

The following sections describe these requirements.

Hardware requirements

The following minimum and recommended hardware requirements apply to the federation server, federation server proxy, and Web server computers.

	Hardware requirement
	Minimum requirement
	Recommended requirement

	CPU speed
	133 megahertz (MHz)
	550 MHz

	RAM
	128 megabytes (MB)
	256 MB

	Disk space
	10 MB
	100 MB
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Note 

For additional hardware considerations that are essential for planning the physical topology of your ADFS servers, see Planning for ADFS Capacity.

Software requirements

ADFS relies on server functionality that is built into the Windows Server 2003 R2 operating system. The Federation Service, Federation Service Proxy, and ADFS Web Agent components cannot run on other operating systems. The following table identifies the software requirements for each server hosting a specific ADFS component. 

	Server hosting the Federation Service
	Server hosting the Federation Service Proxy
	Server hosting the ADFS Web Agent

	Windows Server 2003 R2, Enterprise Edition, or Windows Server 2003 R2, Datacenter Edition
	Windows Server 2003 R2, Enterprise Edition, or Windows Server 2003 R2, Datacenter Edition
	Windows Server 2003 R2, Standard Edition; Windows Server 2003 R2, Enterprise Edition; or Windows Server 2003 R2, Datacenter Edition

	Internet Information Services (IIS)
	IIS
	IIS

	Microsoft ASP.NET 2.0
	Microsoft ASP.NET 2.0
	Microsoft ASP.NET 2.0

	Microsoft .NET Framework 2.0
	Microsoft .NET Framework 2.0
	Microsoft .NET Framework 2.0

	A default Web site that is configured with Transport Layer Security / Secure Sockets Layer (TLS/SSL)
	A default Web site that is configured with TLS/SSL
	At least one Web site in IIS must be configured with TLS/SSL so that federated users can access Web-based applications that are hosted on the Web server.
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Note 

The Federation Service and Federation Service Proxy components cannot coexist on the same computer.

Browser requirements

Although any current Web browser with JScript enabled can work as an ADFS client, only Internet Explorer 6, Internet Explorer 5 or 5.5, Mozilla Firefox, and Safari on Apple Macintosh have been tested by Microsoft. For performance reasons, we highly recommend that JScript be enabled. Cookies must be enabled, or at least trusted, for the federation servers and Web applications that are being accessed. 

The ADFS product team at Microsoft successfully tested the browser and operating system configurations in the following table.

	Browser
	Windows 2003
	Windows XP
	Windows 2000
	Windows 98
	Macintosh

OS X

	Internet Explorer 6.0
	X
	X
	X
	X
	N/A

	MSN 9.0
	X
	X
	X
	N/A
	N/A

	Netscape 8.0
	X
	X
	X
	X
	X

	Netscape 7.2
	X
	X
	X
	X
	X

	Netscape 4.8 
	X
	X
	X
	X
	N/A

	FireFox 1.0.7
	X
	X
	X
	X
	N/A

	Safari
	N/A
	N/A
	N/A
	N/A
	X


Cookies

ADFS creates authentication cookies that must be stored on client computers to provide single-sign-on (SSO) functionality. Therefore, the client browser must be configured to accept cookies. Authentication cookies are always Secure Hypertext Transfer Protocol (HTTPS) session cookies that are written for the originating server. If the client browser is not configured to allow these cookies, ADFS cannot function correctly.

The authentication cookie is signed but not encrypted, which is one reason why use of TLS/SSL is mandatory in ADFS.

Network requirements

Configuring the following network services appropriately is critical for a successful deployment of ADFS in your organization.

TCP/IP network connectivity

For ADFS to function, TCP/IP network connectivity must exist between the client; a domain controller; and the computers that host the Federation Service, the Federation Service Proxy (when it is used), and the ADFS Web Agent. 

DNS

The primary network service that is critical to the operation of ADFS, other than Active Directory, is Domain Name System (DNS). When DNS is deployed, users can use friendly computer names that are easy to remember to connect to computers and other resources on IP networks. 

Windows Server 2003 uses DNS for name resolution instead of the Windows Internet Name Service (WINS) network basic input/output system (NetBIOS) name resolution that was used in Windows NT 4.0-based networks. It is still possible to use WINS for applications that require it. However, Active Directory and ADFS require DNS name resolution.

The process of configuring DNS to support ADFS varies, depending on whether:


Your organization already has an existing DNS infrastructure. In most scenarios, DNS is already configured throughout your network so that Web browser clients in your corporate network have access to the Internet. Because Internet access and name resolution are requirements of ADFS, this infrastructure is assumed to be in place for your ADFS deployment.


You intend to add a federated server to your corporate network. For the purpose of authenticating users in the corporate network, internal DNS servers in the corporate network forest must be configured to return the CNAME of the internal server that is running the Federation Service. For more information, see Name resolution requirements for federation servers.


You intend to add a federated server proxy to your perimeter network. When you want to authenticate user accounts that are located in the corporate network of your account partner organization, the internal DNS servers in the corporate network forest must be configured to return the canonical name (CNAME) of the internal federation server proxy. For information about how to configure DNS to accommodate the addition of federation server proxies, see Name resolution requirements for federation server proxies.

Name resolution requirements are also necessary for ADFS-enabled Web servers. For more information, see Name resolution requirements for ADFS-enabled Web servers.


You are setting up DNS for a test lab environment. If you plan to use ADFS in a test lab environment where no single root DNS server is authoritative, it is likely that you will have to set up DNS forwarders so that queries to names between two or more forests will be forwarded appropriately. For general information about how to set up an ADFS test lab environment, see Step-by-Step Guide for Active Directory Federation Services (http://go.microsoft.com/fwlink/?LinkId=49531).

Account store requirements

ADFS requires at least one account store to be used for authenticating users and extracting security claims for those users. ADFS supports two types of account stores: Active Directory and Active Directory Application Mode (ADAM).

Account store requirements depend on whether your organization is acting as the account partner (hosting the federated users) or the resource partner (hosting the federation application). Use the following table to determine the best account store type to use for your partner role in the federation.

	Account store type
	Can be used by account partners who:
	Is required by resource partners who:

	Active Directory
	Want to allow locally stored identities to access federated applications (both claims-aware applications and Windows NT token–based applications) in a resource partner
	Need to grant access permissions for Windows NT token–based applications to federated users in an account partner. Each federated user must be mapped to a resource account or resource group in a local Active Directory domain.

[image: image406.png]


Note 

If federated users need access to only claims-aware applications, Active Directory is not required in the resource partner.

	ADAM
	Want to allow locally stored identities to access federated applications (both claims-aware applications and Windows NT token–based applications) located in a resource partner
	Not required. ADAM cannot be used to map federated users to local resource accounts or resource groups.


ADAM

For ADFS to operate successfully, computers that host the ADAM account store must be running Windows® 2000 Server with Service Pack 4 (SP4) and critical updates, Windows Server 2003 with Service Pack 1 (SP1), or Windows Server 2003 R2. 

Active Directory

For ADFS to operate successfully, Active Directory domain controllers in either the account partner organization or the resource partner organization must be running Windows 2000 Server SP4 with critical updates, Windows Server 2003 SP1, or Windows Server 2003 R2.
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Important 

Because ADFS requires the installation of Internet Information Services (IIS), we strongly recommend that you not install any ADFS components on a domain controller in a production environment.

Schema requirements

ADFS does not require schema changes or functional-level modifications to Active Directory. To ensure that ADAM works with ADFS, install the version of ADAM that comes with Windows Server 2003 R2.

Functional-level requirements

ADFS does not require Active Directory functional-level modifications to operate successfully. However, if you are using Windows NT token–based applications and you want a token to be generated using Kerberos Service-for-User (S4U), the domain functional level must be Windows 2000 native or Windows Server 2003.

Windows NT token–based application requirements

As indicated in the previous table, Windows NT token–based applications require an Active Directory local user store. Incoming ADFS tokens can be mapped into either user accounts or groups, which the application then uses to perform authentication.

Authentication requirements

ADFS integrates naturally with existing Windows authentication, for example, Kerberos authentication, NTLM, smart cards, and X.509 v3 client-side certificates. Federation servers use standard Kerberos authentication to authenticate the user against the domain. Clients can authenticate by using forms-based, smart card, and Windows Integrated authentication, depending on how you configure authentication.

What ADFS can do is require SSL client authentication at an account federation server proxy. You can configure a corporate network-connected account federation server to require SSL client authentication. However, typically you configure the account federation server for Windows integrated authentication to provide a seamless Web single-sign-on (SSO) experience for corporate network users. In this situation, ADFS has no control over what credentials the user employs for Windows desktop logon. 

Smart card logon

Although ADFS can enforce the type of credentials that it uses for authentication (passwords, SSL client authentication, or Windows Integrated authentication), it does not directly enforce authentication with smart cards. Therefore, ADFS does not provide a client-side user interface (UI) to obtain smart-card personal identification number (PIN) credentials. This is because Windows-based clients intentionally do not provide user credential details to federation servers or ADFS-protected Web servers.

Smart card authentication

Smart card authentication uses the Kerberos protocol to authenticate to an account federation server. ADFS cannot be extended to add new authentication methods. The certificate in the smart card is not required to chain up to a trusted root on the client computer. Use of a smart card–based certificate with ADFS requires the following conditions:


The reader and cryptographic service provider (CSP) for the smart card must work on the computer where the browser is located.


The smart card certificate must chain up to a trusted root on the account federation server and the account federation server proxy.


The certificate must map to user account in Active Directory by either of the following methods:


The certificate subject name corresponds to the Lightweight Directory Access Protocol (LDAP) distinguished name of a user account in Active Directory.


The certificate subject altname extension has the user principal name (UPN) of a user account in Active Directory.

Appendix B: Reviewing Key ADFS Concepts 

This appendix briefly explains the following key Active Directory Federation Services (ADFS) concepts


Certificate sources


Claim definitions


Claim transformation module


Account stores


Port configurations

Certificate sources

There are three sources for the certificates that you use with ADFS:


A certification authority (CA) that is deployed in your organization


A third-party CA


Self-signed certificates

Each certificate source has advantages and disadvantages that are described in the following sections.

CA in your organization

When you implement a CA in your organization, you create a robust infrastructure that provides life-cycle management, renewal, trust management, and revocation for all the certificates in your organization, at the cost of having to deploy additional infrastructure.

Third-party CA

Certificates that are generated by a third-party CA have many of the benefits of implementing a CA in your organization. However, third-party certificates must be purchased. Of the certificates that are used in an ADFS deployment, the server authentication certificates for the various ADFS components are frequently third-party certificates. This makes it possible for client browsers to be configured in advance to trust the certificates.

Self-signed certificates

Self-signed certificates do not require the presence a CA. You must configure these certificates explicitly in certain locations on the server as trusted certificates. It is more difficult to establish an infrastructure for certificate life-cycle management, renewal, trust management, and revocation with self-signed certificates.

The various types of certificates that ADFS uses can come from any combination of these three sources. For example, you may find that your server authentication certificates are obtained from a third-party CA, but your token-signing certificate is obtained from your organization’s CA.

For more information about certificates, see Public Key Infrastructure for Windows Server 2003 (http://go.microsoft.com/fwlink/?LinkId=19936).

Claim definitions

Claims are statements that a federation server makes about a user. They are used by Web applications to make authorization decisions. Claims originate from either a local account store or an account partner.

In ADFS, there are several claim types:


Identity: An identity claim defines the user or security principal that the claim set belongs to. ADFS supports three types of identity claims: 


User principal name (UPN)


E-mail


Common name


Group: This claim type indicates membership in a group or role. For example, you might define the following set of group claims: [Developer, Tester, Program Manager]. Each group claim is a separate unit of administration for claim population and mapping. It is useful to think of the value of a group claim as a Boolean value indicating membership.


Custom: This claim type is a name-value pair. For example, a custom claim may indicate that a user’s employee ID number is 1234.

In ADFS, there are several types of groupings of claims:


Organization claims: These are claims that serve as the normalized set of claims within an organization. All internal Federation Service actions are performed on the organization claim set.


Incoming claims: These are claims that a specific account partner sends to your organization.


Outgoing claims: These are claims that your organization sends to a specific resource partner.

When you design an ADFS deployment, it is necessary to understand how the claims will be extracted from the account store into the organization claim set, transformed at both the account federation server and the resource federation server, and then ultimately presented to the Web application. You can use the tables in Appendix C: Documenting Your ADFS Design to define the claims that will be used by your federation servers.

The flow of claims through an ADFS deployment is depicted in the following illustration. 
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For more information about the role that claims play based on the organization they are being used in, see the following topics:


Review the role of claims in the account partner organization

Review the role of claims in the resource partner organization
Claim transformation module

You can use the Active Directory Federation Services snap-in on your federation servers to map claim names between the various transitions that are highlighted in the previous figure. You can use this UI to change the name of a claim during the mapping; for example, Administrators may become Admins. This way, you can share claims with partners and express claims in a common namespace that does not necessarily match the way that you have defined your own organization claims.

There may be situations, though, in which a simple mapping of claims may not be sufficient for your scenario. For these situations, you can develop a claim transformation module that modifies claim names and values as they pass through the federation server. For example, the claim transformation module might convert a claim containing a monetary value in one currency into another currency based on an exchange rate. Or, the claim transformation module might look into a sales database and determine the discount level for a partner.

If you determine that building a claim transformation module is necessary for your scenario, see the ADFS software development kit (SDK) on the MSDN Web site for additional information about how the claim transformation module functions. To find the ADFS SDK, search for "ADFS SDK" on the MSDN Home page (http://go.microsoft.com/fwlink/?LinkId=16188).

Account stores

ADFS requires an account store to authenticate users. The Federation Service uses Lightweight Directory Access Protocol (LDAP) to communicate with an account store. The account store also generates a claim set so that applications can make authorization decisions. In most situations the account store that ADFS will use has already been deployed and is populated with users. 

The location of the user account store and the location from which users authenticate determine how you design ADFS to support the user identities. ADFS can use either Active Directory or Active Directory Application Mode (ADAM) as an account store. Depending on where the account store is located and where users will access the application (in an intranet or on the Internet), you can use one of the following options for the location of the account store: 


Provide federated access for your employees on the corporate network: Your organization’s users access an ADFS-secured application (either your own application or a partner’s application) when the users are logged on to the corporate intranet. For more information, see Provide federated access for your employees on the corporate network.


Provide federated access for your remote employees on the Internet: Your organization’s users access an ADFS-secured application (either your own application or a partner’s application) when the users are logged on to the corporate intranet and when they log on from the Internet. For more information, see Provide federated access for your remote employees on the Internet.


Provide single sign-on access for customers to your hosted applications: Your organization hosts external user accounts that must access an ADFS-secured application at your organization. For more information, see Provide single-sign-on access for customers to your hosted applications.

Depending on the requirements of your organization, you can combine several of these account store options to complete the design of your ADFS deployment.
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Note 

The Active Directory domain functional level may be set to either Windows 2000 mixed, Windows 2000 native, or Windows Server 2003.

Using ADAM

The following list describes things you should know about using ADAM with ADFS:


ADAM does not support SSL client authentication because it is implemented using a secure channel.


ADFS cannot authenticate ADAM accounts that use parentheses as part of the account name. Accounts that have an open parenthesis in the user name cause an LDAP search failure as a result of the user name forming an invalid LDAP filter.


We strongly recommend that the traffic between the ADAM server and the federation server be protected by TLS/SSL or other means, such as Internet Protocol security (IPsec).


ADAM is typically used as an account store in the Web Single-Sign-On (SSO) design when you are deploying only claims-aware applications (not Windows NT token–based applications). 


ADAM cannot be used in the resource partner when you are deploying a Windows NT token-based application that requires resource account mapping methods. For more information about resource account mapping methods, see Determine your resource account mapping method.

Application user store requirements

Windows NT token–based applications require the presence of an Active Directory local user store to generate a user context for the application. Claims in incoming ADFS tokens can be mapped into either user accounts or groups within this local user store. The user accounts or groups are then used by the application to perform authentication. 

Claims-aware applications do not require a local user store. All information about a given identity is contained in the token that is presented by the application. The application may store additional information that links to the identity that is presented in the token, but a user account in Active Directory is not required.

Port configurations

Because ADFS serves Web browser clients over Secure Hypertext Transfer Protocol (HTTPS), connectivity through HTTPS must be available to the federation servers and federation server proxies. The default port for HTTPS is port 443, but other port numbers may be configured depending on your IIS configuration. Your firewalls between clients and federation servers or federation server proxies must be configured to allow HTTPS traffic.

Just as clients need HTTPS connectivity to the federation server, the federation server proxy requires HTTPS connectivity to the federation server. 

If any certificate that you use has certificate revocation lists (CRLs), the server with the configured certificate must be able to contact the server that distributes the CRLs. The type of CRL determines that ports that are used. 

For information about the port requirements for the Federated Web SSO with Forest Trust design, see How Domain and Forest Trusts Work (http://go.microsoft.com/fwlink/?LinkId=35356). 

Appendix C: Documenting Your ADFS Design 

You can use the following tables to document the various details of your Active Directory Federation Service (ADFS) design. Make sure that the role your organization plays in the federation agreement is clearly understood by all parties: 


If your organization is a resource provider, determine the application types and the organization claims for the organization, as well as the incoming claims for each account partner. In addition, if the resource that you are providing is a Windows NT token–based application, determine the resource accounts and groups (also known as shadow accounts or proxy groups) that will be mapped.


If your organization is an account provider or identity provider, determine the account stores and the claim extractions for the organizations, as well as the outgoing claims for each resource partner.


If your organization is both an account provider and a resource provider, document the requirements in the tables in all the following sections.

Deployment goals

Understanding the ADFS functionality that you want to enable can help you select the appropriate goals for your deployment. For each of the areas of functionality in the following table, specify whether or not your scenario requires them.

	Functionality
	Yes/No

	Provide federated access for your hosted applications
	

	Provide federated access for your employees on the corporate network
	

	Provide federated access for your remote employees on the Internet
	

	Provide single-sign-on access for customers to your hosted applications
	


The following table is an example of documented deployment goals.

	Functionality
	Yes/No

	Provide federated access for your hosted applications
	Yes

	Provide federated access for your employees on the corporate network
	Yes

	Provide federated access for your remote employees on the Internet
	No

	Provide single-sign-on access for customers to your hosted applications
	No


Resource applications

If your organization is hosting an application or multiple applications, use the following table to document the applications and application types that will be part of your ADFS deployment.

	Application name
	Application type

	
	

	
	

	
	

	
	


The following table is an example of documented resource application requirements.

	Application name
	Application type

	Purchasing Portal
	Windows NT token–based

	Ordering Application
	Claims-aware

	Sales Reports Application
	Windows NT token–based


Account stores

If your organization is hosting account stores, use the following table to document the account stores that will be used to access the applications.

	Account store
	Account store type (internal, partner, hosted)

	
	

	
	

	
	

	
	


The following table is an example of documented account store requirements.

	Account store
	Account store type (internal, partner, hosted)

	Corporate Active Directory
	Internal account store (corporate network access)

	Trey Research Employees
	Federation account partner

	Consolidated Messenger Customers
	Hosted account store


Organization claims

Organization claims are the normalized set of claims on the federation server. Use the following table to document the organization claims and claim types on your federation server.

	Organization claim
	Claim type (identity, group, custom)

	
	

	
	

	
	

	
	


The following table is an example of documented organization claim requirements.

	Organization claim
	Claim type (identity, group, custom)

	Administrators
	Group

	Purchasers
	Group

	Power Purchaser
	Group

	PurchaseLimit
	Custom

	EmployeeID
	Custom


Claim extractions

Claim extractions map a user or group in an account store to an organization claim. The account store can be Active Directory or Active Directory Application Mode (ADAM). If your organization is an account partner, use the following table to document the Active Directory users or groups for claim extractions and their corresponding organization claims.

	Active Directory user or group
	Organization claim

	
	

	
	

	
	

	
	


The following table is an example of documented claim extraction requirements.

	Active Directory user or group
	Organization claim

	Purchase Administrators
	Administrators (Group)

	Sales Managers (Group)
	Purchasers (Group)

	EmployeeID (Attribute)
	EmployeeID (Custom)

	John Smith (User)
	Power Purchaser (Group)


Outgoing claims

Organization claims on the federation server of the account partner are mapped to outgoing claims that are sent to the resource federation server. If your organization is an account partner, use the following table to document the organization claims and their corresponding outgoing claims.

	Organization claim
	Outgoing claim
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Note 

Organization claims and outgoing claims can have the same names if it is not necessary for the claim names to be different.

The following table is an example of documented outgoing claim requirements.

	Organization claim
	Outgoing claim

	Administrators
	Admins

	Purchasers
	Allowed Purchasers

	Power Purchaser
	Power Purchaser

	PurchaseLimit
	PurchaseLimit

	EmployeeID
	EmployeeID


Incoming claims

Incoming claims are received by the resource federation server from the account federation server. When incoming claims are received by the resource federation server, they are mapped to organization claims on the resource federation server. If your organization is a resource partner, use the following table to document the incoming claims and their corresponding organization claims.

	Incoming claim
	Organization claim

	
	

	
	

	
	

	
	


The following table is an example of documented incoming claim requirements.

	Incoming claim
	Organization claim

	Admins
	Purchase Admins

	Allowed Purchasers
	Allowed Purchasers

	Power Purchaser
	Power Purchaser

	PurchaseLimit
	PurchaseLimit

	EmployeeID
	Employee Identity
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Note 

Incoming claims and organization claims can have the same names if it is not necessary for the claim names to be different. 

Windows NT token–based application users and groups

When the resource application is a Windows NT token–based application, the organization claims on the resource federation server must be mapped to either a user or a group in Active Directory. If your organization is a resource partner that hosts a Windows NT token–based application, use the following table to document the organization claims and the Active Directory users or groups that the claims must map to.

	Organization claim
	Active Directory user or group

	
	

	
	

	
	

	
	


The following table is an example of documented requirements for users or groups that use a Windows NT token–based application.

	Organization claim
	Active Directory user or group

	Purchase Admins (group)
	Purchase Admins (group)

	Allowed Purchasers (group)
	Purchasers (group)

	Power Purchaser (group)
	Power Purchaser (user)
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