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Introduction

Microsoft® Internet Security and Acceleration (ISA) Server 2004 is the advanced application- layer firewall, VPN, and Web-cache solution that enables customers to easily maximize existing IT investments by improving network security and performance. ISA Server 2004 combines multilayer firewall functionality with integrated virtual private networking and forward and reverse Web caching, providing a cost-effective solution to perimeter security and Web-performance problems for organizations of all sizes. 
ISA Server 2004 was built with Microsoft network services and servers in mind. Many of its features are specifically designed to provide a unique level of security and functionality for Microsoft application infrastructures, making ISA Server 2004 the ideal firewall for organiza​tions that already have a Microsoft networking infrastructure in place. 
This white paper provides a high-level overview of how ISA Server 2004 interacts with:

· Microsoft Exchange Server

· Microsoft Internet Information Services (IIS) and Microsoft SharePoint® Portal Server

· The VPN capabilities in the Microsoft Windows® operating system
ISA Server 2004 and Microsoft Exchange Server

Microsoft Exchange Server provides employees of Internet-connected organizations with access to their e-mail, calendar, tasks, and contacts from any Internet-connected location in the world. ISA Server 2004 includes many features that enable employees to securely and easily access Microsoft Exchange Server from remote locations. These features include:

· Forms-based authentication to increase the security of Microsoft Outlook® Web Access (OWA)
· Secure RPC publishing to provide remote employees with full Outlook client access
· Powerful mail-server-publishing wizards
· Reduction of unwanted e-mail with the SMTP Message Screener

· SMTP and POP3 filters to protect against mail server attacks 

Forms-Based Authentication for Increased OWA Security
When remote users attempt to log on to their Microsoft Exchange Server 2003 mailbox through a Web browser, the Outlook Web Access server generates a logon form. After the user completes the form, the OWA server checks the user’s credentials and allows or denies the logon request. However, while the authentication process is taking place, the unauthenti​cated user has a direct connection to the OWA server. Even if the authentication request is ultimately denied, an attacker can take advantage of this connection to gain access to the server and Web site contents. For this reason, it is important to prevent users from accessing an OWA server until after they have been authenticated.
ISA Server 2004 solves this problem by generating the OWA logon form itself. Instead of requiring the remote user to connect to the OWA server to access the logon form, the ISA Server 2004 firewall generates the form and forwards the user’s credentials to the OWA server. When the OWA server successfully authenticates the user, the ISA Server 2004 firewall grants access to the OWA site, enabling the user to access e-mail and other Exchange Server information. In this way, forms-based authentication prevents unauthenti​cated users from accessing an OWA server. 
Another benefit of having ISA Server 2004 generate the OWA logon forms is that this approach extends forms-based authentication to all versions of Microsoft Exchange Server. Without ISA Server 2004, only organizations using Microsoft Exchange Server 2003 can take advantage of forms-based authentication. With ISA Server 2004, organizations using earlier versions of Exchange Server, including Exchange Server version 5.5 and Exchange 2000 Server, can benefit from the ease of use and added security provided by forms-based authentication.

Secure RPC Publishing for Full Outlook Client Access
Corporations standardizing on the full Outlook MAPI client give users access to the complete range of services available from Exchange Server, enabling users to significantly increase their productivity. In the past, however, users at remote locations who needed to access their Exchange Server mailbox were unable to benefit from all the productivity features available through Exchange Server and Outlook. Because there was no way to securely connect to the full suite of Exchange Server services from a remote location using the full Outlook MAPI client, remote users had to use an alternative e-mail client, leading to reduced productivity and diminished satisfaction with the overall Exchange Server experience.

ISA Server 2004 solves this problem by using an RPC filter to perform application-layer inspection of RPC connections moving through the firewall. The firewall forwards only legitimate RPC connections to Exchange Server, dropping all other RPC connections, such as those generated by prevalent Internet worms. With this capability, corporate users working outside of the office can continue using their familiar e-mail client and benefit from the entire array of Exchange Server services. Whether they are in the corporate office or a continent away, they can open their laptops, start Outlook, and discover that it works no matter where they are.

Powerful Mail-Server-Publishing Wizards

Publishing Exchange Server mail services enables users on the Internet to connect to these services. However, because any Internet-accessible resource is a potential target for attack, it is critical that these services be published in a secure fashion. The problem is that configuring a firewall to securely publish Exchange Server services to Internet-based users can be complicated—and misconfiguring the publishing rules can lead to unexpected results.

ISA Server 2004 addresses this issue by providing intuitive yet powerful mail-server-publishing wizards that take the guesswork out of publishing Exchange Server services to the Internet. Three mail publishing wizards are available:

· Outlook Web Access publishing wizard
· Secure SMTP/POP3/IMAP4 publishing wizard
· Mail server–to-server publishing wizard
Each of these wizards enables the firewall administrator to quickly and securely publish Exchange Server mail services to the Internet. The administrator can review firewall access policies created by the wizards and change them if desired before implementing the policies. By handling much of the complexity themselves, ISA Server 2004 mail-server-publishing wizards take the guesswork out of publishing Exchange Server services.

Reduction of Unwanted E-Mail with the SMTP Message Screener
ISA Server 2004 includes an SMTP Message Screener component that can block spam by evaluating the following characteristics of both incoming and outgoing e-mail:

· Where it is going (destination)

· Where it is coming from (source)

· Whether it contains any administrator-defined keywords or character strings in the subject or body

· The name, file type, and size of any attachments

If the above characteristics match a pattern that has been identified as spam by the SMTP Message Screener, you can configure ISA Server to immediately delete the message, to forward it to an e-mail security administrator for further action, or to hold it in a special folder on the ISA Server machine. You can also configure the Message Screener to block mail containing attachments that are known to contain viruses or other malicious software.
SMTP and POP3 Filters to Protect Mail Servers
Internet-based attackers can use buffer overflow attacks to compromise the SMTP and POP3 mail services in Exchange Server. The intelligent, application-layer filtering in ISA Server 2004 can help prevent Internet intruders from disabling or taking control of your SMTP and POP3 services by blocking buffer overflow attacks against these services. The SMTP and POP3 application-layer filters in ISA Server 2004 inspect all incoming SMTP and POP3 communications and block any command sequences that could potentially disrupt the SMTP and POP3 services.
ISA Server 2004 and IIS and SharePoint Portal Server

Microsoft Internet Information Services and Microsoft SharePoint Portal Server make informa​tion available to users on the corporate LAN and on the Internet through the HTTP and HTTPS (SSL) protocols. Attacks against Web servers are among the most common attacks made by Internet intruders. A firewall that can inspect all incoming connections to the IIS and SharePoint Portal Server Web sites can help prevent such attacks.

ISA Server 2004 includes a number of firewall technologies that help prevent Internet intruders from launching a successful attack against your IIS and SharePoint sites. ISA Server 2004 enables you to:

·  Use SSL-to-SSL bridging technology to prevent attacks hidden in SSL tunnels
· Employ delegation of basic authentication to stop unauthenticated connections to Web sites
· Use advanced HTTP filtering to exert powerful control over HTTP access 

· Create link-translation dictionaries on a per-Web-publishing-rule basis

· Use granular Web site redirection rules to increase your Web publishing flexibility 

· Employ client IP address control to obtain the IP addresses of Internet hosts from your Web server log files 

· Use a variety of authentication protocols, including RADIUS, SecurID, and SSL certificate user authentication, to provide additional flexibility in your authentication methods.
Unique SSL-to-SSL Bridging

The SSL-to-SSL bridging capability in ISA Server 2004 enables the firewall to inspect SSL-encrypted communications moving through it. Conventional firewalls are unable to inspect the contents of SSL communications because the information is hidden inside an encrypted SSL tunnel. ISA Server 2004 solves this problem by decrypting the SSL-protected messages, inspecting them with its sophisticated HTTP application-layer filtering, and then re-encrypting them before forwarding them to the IIS or SharePoint Web site.

With SSL-to-SSL bridging, Internet-based users can establish a secure SSL connection to the ISA Server 2004 firewall. The firewall decrypts the HTTP communication and uses its application-layer filters to perform stateful inspection of data and commands in the message while the message is still contained in the firewall’s memory. If the message passes inspec​tion, ISA Server 2004 re-encrypts it and sends it to the IIS or SharePoint Portal Server site on the corporate network. If the application layer filters determine that the HTTP communication represents a potential threat, the firewall drops the connection.

Delegation of Basic Authentication

As pointed out in the Exchange Server section, above, attackers can use unauthenticated sessions to access and compromise Web sites. The ability of ISA Server 2004 to delegate basic authentication enables you to extend to your IIS and SharePoint Web sites a key benefit of Exchange Server forms-based authentication: the prevention of unauthenticated Web site connections.

When you use this delegation capability, users attempting to connect to an IIS or SharePoint site will connect first to the ISA Server 2004 firewall, which will request the user’s credentials and authenticate the user. The firewall forwards connection requests to the IIS or SharePoint site only after authenticating the user, dropping any connections it is unable to authenticate. For further protection, you can use SSL to encrypt authentication data forwarded by ISA Server 2004, to help prevent its interception by intruders.

By authenticating connections at the firewall rather than at the IIS or SharePoint Web site, you can help prevent unauthenticated users from making connections to your IIS or SharePoint Portal Server machines. 

Advanced HTTP Filtering

The advanced HTTP filtering mechanism in ISA Server 2004 enables the firewall to inspect virtually all aspects of an HTTP communication. You can configure HTTP policy to block communications based on a number of factors, including:

· URL characteristics

· HTTP methods

· File extensions

· Request and response headers

· Custom “signatures” in request headers, request URL, request body, response headers, and response body

For example, you can block access to file-sharing protocols by configuring a request header signature that includes the header information required by the file-sharing protocol. When a user attempts to access a peer-to-peer file-sharing site, the HTTP filter will block the connection attempt.
Per-Publishing-Rule Link Translation

Link translation solves a number of issues that may arise for external users connecting through a firewall to an internal IIS or SharePoint site. 
For example, one critical issue is the format of the links that a SharePoint Web site returns in response to an external user’s search queries. Such links may point to the internal name of the SharePoint Portal Server machine, rather than its external name, making it impossible for the external user to access the site.  

Another critical issue concerns the use of SSL in links included in responses to external clients. In many cases, the URLs returned to external clients use an http:// prefix, and not https://. This same issue occurs with many Web applications that dynamically generate hard-coded links and return these links to Internet users.

ISA Server 2004 enables you to set up link-translation dictionaries that will change hard-coded links to links that are accessible to Internet users. In this way, you can make IIS and SharePoint Web site content available to Internet-based users without undertaking costly recoding of Internet applications. 
For example, a Web application may return a link to http://server1/content.htm— a link that an external user cannot access. The link translator can change the URL returned to the user to http://www.domain.com/content.htm, making the link accessible to the Internet user. 

Granular Site Redirection

Publishing multiple Web sites on an IIS or SharePoint Portal Server machine can be a challenge. Web site operators often need Internet users to be able to access Web sites based on path statements that are different from the actual site name. For example, you may need to redirect requests for http://www.domain.com/sales to http://webserver1/data. 

ISA Server 2004 provides site redirection capabilities through easy-to-use Web publishing rules. You can configure any ISA Server 2004 Web publishing rule to redirect users to any site on the basis of the path statement included in the rule.

Client IP Address Control

Many Internet-connected organizations collect detailed statistics on users accessing their Web sites, including what pages users have accessed, how long those users have been on the site, and the URL of the referring site (that is, the site from which the user accessed the organiza​tion’s Web site). Companies use this information to enhance the content and usability of their Web sites.

Organizations can obtain statistics on Web site usage by analyzing either the Web proxy log on the ISA Server 2004 firewall or the Web logs on the IIS or SharePoint Portal Server machine. The ISA Server 2004 firewall can store Web proxy logs as plain text, in a Microsoft Data Engine (MSDE) database, or in a SQL Server database on a different machine. Each of these logging mechanisms provides the IIS and SharePoint Web site operator with detailed statistics about site usage.

Some organizations require that user logs be maintained on the IIS or SharePoint Portal Server machine itself. Furthermore, in order to fully analyze usage statistics, they require that actual client IP address be included in the logs. 
With ISA Server 2004, the Web proxy logs automatically include client IP information, and you can customize each Web publishing rule to send either the proxy server’s IP address or the actual client IP address to the SharePoint Server on the corporate network. The address-control capabilities in ISA Server 2004 also enable you to fine-tune your logging, forwarding the proxy address for some sites and the actual IP address of the Web user for other sites. With this approach, you can obtain all needed usage statistics from the logs kept on the IIS or SharePoint machines
RADIUS, SSL-Certificate-Based, and SecurID User Authentication

With ISA Server 2004, you can join a firewall to a domain and then authenticate users in that domain rather than in the firewall’s own domain. This capability is useful for authenticating users may reside in a different domain from the firewall  and who access your IIS and SharePoint Web sites. Joining the ISA Server firewall to another domain also enables you to leverage the automation provided by the group policy capability in the Active Directory® directory service, using that policy to manage the security configuration of the ISA Server 2004 firewall machine.

However, in some cases, firewall and security professionals may want to leverage an Active Directory database for user authentication without joining the ISA Server 2004 firewall to a Windows domain—or they may wish to use directories other than the Active Directory to authenticate users. You can meet these needs with the RADIUS authentication capabilities in ISA Server 2004. ISA Server 2004 can forward user credentials to a RADIUS server on the corporate network and authenticate users with accounts in any RADIUS-compliant directory.

In other cases, firewall and security professionals may want to use two-factor authentication. This approach requires that the user not only provide credentials in the form of a username and password, but also possess something that accompanies these credentials—either an SSL certificate or a token with a personal identification number (PIN). The combina​tion of “what I know and what I have” increases the level of authentication security. 

ISA Server 2004 supports both approaches. If you configure the firewall to require SSL certifi​cate authentication, the user must first present a certificate to the firewall and then enter a username and password. Only after validating these two pieces of information will the ISA Server 2004 firewall allow access to the published Web server or SharePoint site. If you configure the firewall to require RSA SecurID authentication, the user has to present a token and PIN as well as a username and password. ISA Server 2004 then passes this information to the SecurID authentication server and preauthenticates the user before allowing a connection to the IIS or SharePoint Web site.
ISA Server 2004 and Virtual Private Networking

ISA Server 2004 leverages the built-in feature set provided by Windows Server 2003 and the Windows 2000 Routing and Remote Access service to provide powerful authentication, access control, and security screening for VPN clients. You can use ISA Server 2004 to extend the capabilities of Routing and Remote Access to enhance VPN security by providing:

· Site–to-site VPN connections using IPSec tunnel mode
· Site-to-site VPN connections using PPTP and L2TP/IPSec

· Publication of PPTP and L2TP/IPSec VPN servers

· VPN quarantine capabilities
· Application of firewall access policy to VPN clients

· Real-time monitoring of VPN client connections

Site-to-Site VPN Connections using IPSec Tunnel Mode

Many organizations have a third-party VPN server solution already in place at the main office. They would like to use ISA Server 2004 firewalls to protect branch-office networks from Internet intrusion, and they also want to be able to connect the branch offices to the main office using cost-effective site-to-site VPN links.

You can accomplish both goals with ISA Server 2004, which can create IPSec tunnel-mode links both to other ISA Server 2004 firewalls and to third-party VPN servers. For example, you can install an ISA Server 2004 firewall server at the branch office and create an IPSec tunnel-mode VPN link connecting the firewall to the main office’s third-party VPN gateway. An easy-to-use wizard simplifies the process of creating IPSec tunnel-mode connections, walking you through the IP addressing and IPSec configuration steps. 
Site-to-Site VPN Connection using PPTP and L2TP/IPSec

Companies that already have a Windows-based VPN server in place—running either Windows 2000 Server or Windows Server 2003 and either ISA Server 2000 or ISA Server 2004)—can connect two networks together using the PPTP or L2TP/IPSec protocol. These proto​cols, supported by all Windows-based VPN servers, can be used effectively to create highly secure site-to-site VPN links that join geographically distant networks.

If you install ISA Server 2004 on a VPN server running Windows Server 2003, you can take advantage of the Windows Server 2003 L2TP/IPSec NAT Traversal (NAT-T) feature to encrypt even communications passing through a NAT-T device. With this feature, VPN clients located behind restrictive firewalls can establish highly secure L2TP/IPSec connections to a Windows Server 2003-based VPN server. By placing the ISA Server 2004 firewall behind your current packet-filter-based firewall, you can use IPSec-encrypted tunnels to connect networks, even when communications pass through a NAT device.

Publication of PPTP and L2TP/IPSec VPN Servers

Firewall administrators often prefer to place a network firewall in front of their VPN servers in order to protect the servers from intruders. For this configuration to work, however, the firewall must allow VPN connections to pass through it. ISA Server 2004 enables you to publish PPTP and NAT-T L2TP/IPSec VPN servers and gateways located behind the ISA Server firewall, and its new advanced PPTP application filter enables both incoming and outgoing PPTP connections to pass through the firewall.

VPN Quarantine

A good in-depth policy for network defense requires that all computers on the corporate network have the latest service packs, security updates, and anti-virus definitions installed. Several methods are available for keeping corporate network hosts updated and secure. However, not all hosts that connect to the corporate network are under the administrative control of the firewall administrator. For example, an errant VPN client computer that has been infected with a virus or worm can compromise even networks with strong host-based security policies. That’s why, before allowing a client to connect to corporate LAN resources, you need to make sure that it complies with your network host security policies.

ISA Server 2004 solves this problem by enabling you to set VPN quarantine policies that prequalify VPN clients before allowing them access to the corporate network. With ISA Server 2004, you can extend the RADIUS VPN quarantine capabilities provided by Windows Server 2003 to set VPN quarantine policies on the ISA Server firewall itself. The firewall places VPN client connections in a special quarantine network that has access only to a small collection of specified servers and sites. VPN clients using resources on these sites must update and then reauthenticate themselves within a predetermined amount of time. If the clients do not successfully update and reauthenticate themselves during the specified interval, the ISA Server 2004 firewall automatically terminates the connection.
Application of Firewall Access Policy to VPN Clients

Security professionals have traditionally been hesitant to give users VPN access to the cor​porate network because doing so would give the VPN clients direct access to all corporate resources. That’s because VPN clients are virtual nodes on the corporate network, often limited only by local access controls on workstations and servers. Consequently, if there are problems with host-based access controls, VPN users will be able to access virtually any content contained on the corporate network and move it to their current location.

ISA Server 2004 raises the bar for access control of VPN clients. You can apply its firewall access policies to all networks, including the custom network that ISA Server 2004 creates for VPN clients; and you can create firewall policies to control the resources that VPN clients can access on the corporate network. In fact, with ISA Server 2004, you can control VPN client access to your corporate network in the same way you control access between any other two networks. For example, you can create a firewall group named “Exchange Server Users” and allow those users access only to the Microsoft Exchange Server. With this approach, you can provide VPN users access only to the resources they require, and no others.

Real-Time Monitoring of VPN Client Connections

To troubleshoot client connection problems and investigate potential security violations, fire​wall administrators must be able to view connections to the firewall and the communications moving through it in real time. This requirement is especially important for VPN clients, which can potentially connect to almost any resource on the corporate network. Real-time viewing of connection attempts enables the firewall administrator to immediately assess a potential threat and take quick action to block it.

ISA Server 2004 includes an advanced, real-time logging capability that enables you to view all connections made by VPN clients. The real-time log viewer shows the source address, user​name, and the destination port and IP address to which the connection request is made. You can use this information both to troubleshoot connection problems and to disconnect users that may be violating network security policy. With this built-in real-time logging capability, you can easily monitor even busy ISA Server 2004 firewalls.

Conclusion

ISA Server 2004 includes a number of technologies that provide a unique level of protection for Microsoft application infrastructures. It protects Exchange Server machines with firewall-generated forms-based authentication; it protects IIS and SharePoint Portal Server sites with secure Web site publishing using SSL-to-SSL bridging; and it controls VPN clients with advanced VPN quarantine capabilities and firewall-policy-based access control. These features and many more place ISA Server 2004 in a solid position for protecting Microsoft networks.

ISA Server 2004 gives you comprehensive control over all information passing through the firewall. With these capabilities, the firewall can inspect all traffic and forward or reject it based on a wide range of criteria, including who sent it, where it is going, and what application is sending or receiving it.
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