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Introduction 

Organizations of all sizes and in all industries continually look for ways to improve financial performance by saving time and money. Technology is usually one of the first places people look to find ways to help streamline or automate business processes to save time and money. 

Technology has become so ubiquitous in business processes that servers are deployed broadly across organizations, but they often have very low average use. The cost of supporting all of those servers—including power, cooling, updates, and other maintenance—is very high. Low use levels further increase server total cost of ownership (TCO) because a certain level of attention has to be given to a server, whether it is 5 percent used or 70 percent used. 

It is easy to see why so many organizations are undertaking big initiatives to reduce technology costs. One of the key technologies that organizations are turning to is server virtualization. Server virtualization is attractive to organizations because it can increase server use and simultaneously increase IT responsiveness. In short, virtualization enables organizations to quickly shrink the data center footprint and reduce server provisioning time from days or weeks to mere minutes.
Virtualization technology accomplishes these benefits on ordinary server hardware by using software to create multiple execution environments, which make it possible for multiple operating systems to run concurrently on a single server in virtual machines. Microsoft has created Microsoft® Virtual Server 2005 R2 SP1 to deliver server virtualization on the Microsoft Windows Server® 2003 R2 platform. A free download from Microsoft.com, Virtual Server 2005 R2 SP1 helps to deliver improved hardware efficiency and administrator productivity with end-to-end support from Microsoft.

The practical limitation to the number of operating systems that can be installed on a server is related to the power of the server itself. Specifically, the number of concurrent operating systems that a Virtual Server host can run is dictated by the availability of processor, memory, and disk storage to accommodate the load of many operating systems running in virtual machines.
Servers installed in virtual machines require the same resources as physical servers. As businesses adopt virtualization and deploy more and more virtual machines, Intel® has responded by creating specialized client and server platform solutions. Intel has created a set of hardware enhancements, called Intel® Virtualization Technology, for Intel-based server and client platforms. Intel Virtualization Technology can improve traditional software-based virtualization solutions with processor and I/O enhancements that deliver more performance directly to virtual machines through an approach called hardware-assisted virtualization.
Service Pack 1 (SP1) for Virtual Server 2005 R2 SP1 includes a new feature that takes advantage of the hardware assistance for virtual machines provided by Intel Virtualization Technology. If Virtual Server 2005 R2 SP1 is installed on a server equipped with Intel Virtualization Technology hardware, virtual machines bypass the emulated processor provided by Virtual Server in favor of direct access to the processor. 

The performance improvements of virtual machines running on Virtual Server 2005 R2 SP1 with hardware assistance from Intel Virtualization Technology provide direct business benefits. For example, the increased performance can result in more servers and services being powered by a single physical server. This increases the hardware efficiencies of virtualization, and can help further reduce the data center footprint. The improvement in hardware efficiency and reduced pressure on the datacenter can result in a sustainable reduction in TCO.
The benefits of virtualization extend to a variety of scenarios. In fact, the low cost and flexibility of virtualization has enabled businesses to use new scenarios. Server consolidation is a scenario through which businesses can reduce the number of servers through virtualization. Physical servers consolidated into virtual machines on a single server eliminate low-use hardware, but can still retain the integrity of the isolated server and its configuration. 
Another compelling scenario is disaster recovery. Disaster recovery can be a very expensive undertaking, especially for large organizations with hundreds or thousands of servers. The development, deployment, support, and testing of a full disaster recovery solution can be prohibitive in terms of time, cost, and logistics. Organizations might make extensive disaster recovery plans, but only implement a portion of the plan due to the time and cost of implementing the plan. In other cases, the disaster recovery plan might be purely theoretical— never implemented or tested in a practical way.

Virtualization helps to overcome many of the barriers to effective disaster recovery. Using virtual machines minimizes the hardware requirements for the recovery environment. Virtual Server encapsulates virtual machines in a single file, so that they are highly portable and can be deployed and rolled back quickly and easily. This helps facilitate rapid testing, as well as rapid recovery in the case of a disaster. This can mean very significant savings to an organization.

A final scenario to consider is the branch office, where there are few or no IT workers to support the technology required to run the business. Using virtual machines, the servers (and possibly the workstations) can be consolidated on to a single server, reducing the hardware support requirements. If there are any issues or updates, they can be deployed from a central location to the server with no need for on-site assistance. Likewise, a small-scale disaster recovery solution can be configured, deployed, and managed centrally, helping to maintain continuity for the branch. 

Using Virtual Server 2005 R2 SP1 with Intel Virtualization Technology makes it possible to accomplish these scenarios and take solutions such as these even further by increasing the performance, reliability, and efficiency of Virtual Server host servers. In this paper, we explore the unique combination of Virtual Server 2005 R2 SP1 and Intel Virtualization Technology features that form a virtualization platform that delivers reduced TCO.

Service Pack 1 for Virtual Server 2005 R2 

Microsoft has been developing virtualization technologies for many years in the form of virtualized storage, application virtual machines, and, more recently, server virtualization. Microsoft is continually investing in virtualization on many levels by developing application virtualization solutions, as well as improving server virtualization. 

While there have been many server and workstation virtualization solutions available over the years, only recently has commodity hardware performance improved to the point that it can support the load of multiple concurrent operating systems. As a result, virtualization is now receiving broad mainstream adoption. Microsoft answers this demand with Virtual Server, a virtual machine solution for Windows Server 2003 R2. 

At the core of Virtual Server is the simple virtual machine virtual hard drive (VHD) file format, which encapsulates virtual machines in a single file, making virtual machines convenient and portable. Microsoft is providing access to the VHD Image Format Specification Document as a part of the Open Specification Promise (OSP). The OSP provides broad use of Microsoft patented technology that is necessary to implement a list of covered specifications. By making the VHD Image format specifications freely available under the Open Specifications Promise, customers and partners can realize the value of standardizing on the common Microsoft VHD format. 
Since the time of its original release, Virtual Server has received updates to improve performance and ease of use. Service Pack 1 for Virtual Server 2005 R2 introduces more important new functionality, including compatibility with Intel Virtualization Technology, delivering hardware-assisted virtualization. Virtual Server takes advantage of Intel Virtualization Technology in a very simple way: if hardware-assisted virtualization is available, Virtual Server takes advantage of it by default. If system administrators do not want to use the feature, they can simply disable it. 

Other new functionality in SP1 includes support for Volume Shadow Copy Service (VSS), which takes a point-in-time snapshot of a storage volume. Support for VSS means that a shadow copy of a host server will include a properly captured snapshot of all virtual machines on the host. This simplifies and accelerates backup processes and enables disaster recovery scenarios.
SP1 also includes an offline VHD mounting feature that enables you to browse unused VHDs as you would browse a typical storage volume. This will enable administrators to easily retrieve a needed file, or deploy scripts and perform virus scans across VHDs without having to start each virtual machine.
Future virtualization technologies from Microsoft will integrate virtualization into the operating system via a Windows-based hypervisor. This feature, known as Windows Server virtualization, will be available in the next wave of server operating systems, and it promises to deliver even greater performance and scalability. Windows Server virtualization will use the VHD format, which will protect the investments you make in virtualization today.
Best of all, Virtual Server is a free download from Microsoft.com. Plus, Windows Server has advantageous licensing for virtual machines. Servers licensed with Windows Server 2003 R2 Enterprise Edition include the right to use up to 4 virtualized instances of Windows Server; and Windows Server 2003 R2 Datacenter Edition includes unlimited virtual instances on every licensed server.
Intel Virtualization Technology 
Intel Virtualization Technology delivers hardware support designed to increase the performance and minimize the latency of software-only virtualization solutions. This extension to Intel architecture will help IT organizations:

· Reduce the cost and risk of implementing server virtualization solutions.

· Increase the reliability, availability, and security of applications running in virtual partitions.

· Improve interoperability with legacy software. 
Intel Virtualization Technology will also simplify the development of virtualization software, which will fuel faster innovation. Intel has been working with Microsoft and other software vendors to accelerate the delivery of next-generation virtualization software that can make efficient use of this new architectural enhancement. 
Intel began work on Intel Virtualization Technology with the simple premise that the ever-increasing performance of platforms based on Intel Architecture (IA) would overcome the traditional performance barriers to full-system virtualization, and eventually bring virtualization capabilities to all classes of systems from servers to clients to embedded systems. The ubiquity of the capability, in turn, would spur innovation in new uses for the technology. 

However, some barriers stood in the way of turning this goal into a reality: traditional IA was not designed to allow the straightforward sharing of processor or other platform resources, and so software needed to resort to complex work-arounds to successfully deploy virtualization. To overcome these barriers, Intel had to identify the various aspects of IA-based systems that complicate virtualization, and then extend the hardware architecture to fix them. The result was Intel Virtualization Technology, a multigenerational series of extensions to Intel processor and platform architecture that provides a new hardware foundation for virtualization, establishing a common infrastructure for all classes of IA-based systems. The broad availability of Intel Virtualization Technology makes possible entirely new applications for virtualization in servers, clients, and embedded systems, providing new ways to improve system reliability, manageability, security, and real-time quality of service.
The success of any new hardware architecture is highly dependent on the system software that puts its new features to use. As the first to market with hardware support for Intel® Xeon® processor-based architecture virtualization, Intel Virtualization Technology is already incorporated into Virtual Server.

Current Intel Virtualization Technology Architecture Extensions

Intel Virtualization Technology architecture for Multi-Core Intel Xeon processor-based servers, or VT-x, provides support for both 32-bit and 64-bit virtualized environments. VT-x offers hardware-assisted solutions to the software challenges inherent in virtualized environments, and thus enables the development of simpler virtualization software that supports a wider range of legacy and future operating systems while maintaining high levels of performance. With the release of Service Pack 1, Virtual Server 2005 R2 provides support for the VT-x extension. 

Because Intel Xeon processors were intended to run with exclusive privileges allocated to a single operating system, VMMs such as Virtual Server use complex code to provide virtual processor privileges to virtual machine operating systems. VT-x eliminates the need for the complex code required for virtualization of processor privilege. VT-x provides the expected privileges directly to the guest virtual machine, not only allowing the guest operating system to run properly, but also enabling it to run more efficiently than it would without VT-x.
In the years ahead, virtualization solutions on Intel architecture will continue to advance, providing IT organizations with increasingly powerful tools for consolidating applications, and in turn reducing their costs and optimizing business agility.

One example of this continued innovation is Intel Virtualization Technology for Directed I/O (VT-d). VT-d is the next important step toward comprehensive hardware support for the virtualization of Intel platforms. VT-d extends the Intel Virtualization Technology roadmap from existing support for Intel Xeon processors (VT-x) virtualization to include new support for I/O device virtualization.
How Intel Virtualization Technology Extensions Benefit Business

Intel Virtualization Technology bridges the gaps and removes barriers in current virtualization solutions by extending the core platform architecture. One such improvement made possible by this architectural extension is a new higher privilege ring (CPU-access privilege level) for virtualization software. Having a higher privilege ring allows guest operating systems and applications to run in the rings they were designed for, while ensuring that the virtualization software has privileged control over platform resources. It eliminates many potential conflicts, simplifies software requirements, and improves compatibility with unmodified legacy operating systems. 
Additional enhancements include hardware-based transitions and hardware-based memory protection. Hardware-based transitions ensure that handoffs between the virtualization software and guest operating systems are supported in hardware. This reduces the need for complex, computationally-intensive software transitions. Hardware-based memory protection retains processor state information for the virtualization software and for each guest operating system in dedicated address spaces. This helps to accelerate transitions and ensure the integrity of the process. 

These enhancements will provide essential advantages, both for software vendors and IT organizations, including:

· Reduced cost and risk for IT organizations – The independence of virtualization software and operating system software will improve interoperability with unmodified legacy operating systems. It will also help to eliminate the need to synchronize upgrades and patches in the data center. Support costs will be reduced, and IT organizations will be able to support a much wider range of operating system versions on a consistent hardware and virtualization software platform.

· Improved reliability and availability – Reducing the size and complexity of the virtualization software and making it independent of its guest operating systems significantly decreases the potential for software conflicts that might slow or halt operations.
· Enhanced security – Managing virtualization software transitions in hardware rather than software helps to strengthen the logical isolation of virtual partitions. The smaller and less complex virtualization software also provides fewer opportunities for software-based attacks.

· Simpler virtualization software development – A key goal of Intel Virtualization Technology is to make virtualization software independent of host operating system software. This will free virtualization software vendors from the resource-intensive task of adapting their code in response to operating system patches and upgrades. It will also make it easier for existing solutions to take advantage of the latest platform capabilities, with less need for virtualization software development and tuning. 
Businesses can expect to benefit from faster time to market for new features and capabilities. And Intel Virtualization Technology helps pave the way to hypervisor technology, an important feature of the next generation Windows Server virtualization, where virtualization software will be combined into a minimal, streamlined host operating system.
Lower TCO with Intel Virtualization Technology and Virtual Server
Businesses can use Virtual Server in combination with Intel Virtualization Technology to achieve lower TCO. This is possible through the unique, complementary combination of features found in both Virtual Server 2005 R2 SP1 and Intel Virtualization Technology for Multi-Core Intel Xeon processor-based servers, which together improve performance and memory use. The result is an overall increase in hardware use, which means that each server equipped with Intel Virtualization Technology and Virtual Server 2005 R2 SP1 can do more than it could in an alternative hardware-software configuration. 
The Intel Virtualization Technology and Virtual Server solution delivers lower TCO by providing advantages in several key areas including business continuity, scalability, lower cost of entry, and lower maintenance costs. 

Business continuity is a key consideration. While an organization’s IT infrastructure may seem sprawling and underused, unavailability of services as a result of overuse is an unacceptable and costly alternative. Virtualization supports high availability and improved security in several key ways.

· Fault isolation – Most application failures are caused by software faults. Virtualization provides logical isolation between virtual partitions, so that a software fault in one partition is not likely to affect an application in another partition. Logical isolation also helps to contain digital attacks, which improves security in consolidated environments.

· Fail-over flexibility – Virtual partitions can be configured to provide automatic fail-over for one or more applications. Given the high availability features in Intel Xeon processor-based server platforms, service level requirements can often be met by providing a fail-over partition on the same platform as the primary application. If higher availability is required, the fail-over partition can be hosted on a separate server platform.

· Differential security – Different security settings can be implemented for each virtual machine, enabling IT organizations to maintain a high level of control over end-user and administrative privileges.
In particular, Virtual Server, in combination with Windows Server at its foundation, provides full high availability capabilities that accommodate fail-over, planned downtime, and unplanned downtime scenarios. Deployed on Intel Xeon processor-based server platforms with Intel Virtualization Technology, these systems benefit from improved performance and from the inherent reliability of the Intel architecture.
Windows Server is built to take full advantage of all of the processing power capable from Intel processors, making the solution scalable to handle the demands of the biggest enterprise applications and workloads. Windows Server 2003 R2 Enterprise Edition scales from 2 to 8 processors, and Windows Server 2003 R2 Datacenter Edition scales from 2 up to 64 processors. (Previously limited to OEM-only sales, Windows Server 2003 R2 Datacenter Edition is now deployable across hardware architectures.) 
To take advantage of the even greater scalability possible with 64-bit processors available from Intel, Windows Server 2003 R2 Enterprise Edition and Datacenter Edition are also available in 64-bit versions. As a result, the Windows Server platform used for virtualization with Intel Virtualization Technology and Virtual Server can deliver even higher consolidation ratios with better virtual machine performance for both Windows and non-Windows operating systems, thus driving down TCO.
By using Intel Virtualization Technology and Virtual Server, you start with a low cost of acquisition. First, Virtual Server is free. You can download it today from Microsoft.com. In addition, Microsoft has changed the virtualization use rights associated with Windows Server 2003 R2 Enterprise Edition, granting the use of four virtual instances to run under the single host license. And Windows Server 2003 R2 Datacenter Edition allows unlimited virtualization on a properly licensed host computer. Add to that the tremendous value of Intel Xeon processor-based servers with Intel Virtualization Technology and solution acquisition costs are negligible.

An Intel Virtualization Technology and Virtual Server virtualization platform helps control maintenance costs. Maintenance and administration costs are one of the greatest expenses to IT organizations. By eliminating many physical servers, the need for hardware support and maintenance is reduced. Deployment is also accelerated through the elegant and portable VHD format used by Virtual Server, which, with the release of SP1, can fully capitalize on Intel Virtualization Technology. 

The Future of Intel Virtualization Technology with Windows Server Virtualization

Virtualization will become increasingly valuable as organizations further exploit the cost savings of Intel multi-core processors. In conjunction with Hyper-Threading Technology from Intel, a 2-way platform with dual-core processors will support up to 8 software threads; a 4-way platform up to 16 threads; an 8-way platform up to 32 threads; and a 16-way platform up to 64 threads. This will offer great flexibility for efficiently supporting multiple applications or virtualized operating systems on a single platform.
Intel is committed to integrating quad-core processors into higher-end servers. Core Intel Virtualization Technology will continue to grow and improve, as Intel makes it more robust and seamless. An example of this, described earlier, is the VT-d spec that provides directed I/O. These types of innovations continue to increase performance and scalability. 
Moreover, Intel is driving reliability, availability, and supportability features, such as RAS, into industry-standard components and platforms. These features make high reliability affordable and add to the value and TCO-reducing benefits of virtualization with Intel Xeon-based hardware.

Server performance and scalability have an even greater impact on IT and business efficiency when you use the 64-bit Editions of Windows Server. It is conceivable that as multi-socket quad-core servers are adopted, a business could, in a single small form factor (4U) server, run the equivalent of a small data center. 
The next wave of Windows Server, code name “Longhorn,” will integrate virtualization into the operating system, delivering a Windows-based hypervisor. This next-generation Windows Server virtualization will provide multiprocessor-capable virtual machines that will rely on hardware assistance technology such as Intel Virtualization Technology. With the release of Windows Server Virtualization, Microsoft plans to retain the convenient, flexible VHD file format for virtual machines. Continued use of the VHD format means that virtual machines will be forward-compatible for the future, so that your investments in a Virtual Server and Intel Virtualization Technology virtualization solution can be protected.

These higher and higher concentrations of virtual machines per server further add to the value and TCO reduction possible by using Intel Virtualization Technology with Microsoft virtualization technology.

Conclusion 

As all businesses look for ways to reduce costs, many IT departments are turning to virtualization as a means to reduce costs and improve hardware use. Virtualization is continuing to advance with improvements in both hardware and software, creating new scenarios for virtualization, including disaster recovery and branch office solutions. Microsoft Virtual Server 2005 R2 SP1 and Intel Virtualization Technology combine to provide a powerful platform that fuels virtualization initiatives such as these, improving performance and adding to the business value of server virtualization. With Service Pack 1, Virtual Server 2005 R2 provides support for hardware-assisted virtualization, which is delivered by Intel Virtualization Technology via Intel’s Xeon-based server platforms. Comprised of a multigenerational series of extensions to Intel processor and platform architecture, Intel Virtualization Technology provides a new hardware-assisted virtualization foundation that overcomes hardware barriers to virtualization, such as straightforward sharing of processor and other platform resources. Together, Virtual Server 2005 R2 SP1 and Intel Virtualization Technology form a cost-effective platform for server consolidation that reduces TCO. 

Microsoft and Intel are both continuing to invest heavily in virtualization technology. Intel has already announced the VT-d extension, which provides directed I/O for further improvements in performance and scalability. Likewise, dual- and quad-core technologies are spreading rapidly into mainstream computing, and they are being integrated into high-end systems.

Microsoft is developing Windows Server virtualization, a hypervisor-based virtualization solution to be released in the “Longhorn” wave. Windows Server virtualization embeds the virtualization software into the operating system, making virtualization more efficient. And Microsoft plans to carry the VHD format forward into Windows Server virtualization.
Together, Microsoft and Intel are producing virtualization solutions that are created and tested to work together. Deploying virtualization today based on Intel Virtualization Technology and Virtual Server can help deliver lower TCO by improving performance, scalability, and protecting investments for the long term.

Related Links
For more information on the information in this paper, please see the following:
· For information about Virtual Server 2005 R2 SP1 and to download your free copy, visit the Virtual Server home page at: http://www.microsoft.com/virtualserver
· For more information about Windows Server 2003 R2 Enterprise Edition, visit the Microsoft Web site at: http://www.microsoft.com/windowsserver2003/enterprise/
· For more information on Intel Virtualization Technology, visit the Intel Web site at: http://www.intel.com/technology/virtualization/
· For technical information on Intel Virtualization Technology, visit the Intel Technology Journal Web site at: http://www.intel.com/technology/itj/2006/v10i3/ 
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