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Chapter 10

Analyzing Log Files

Internet Information Services (IIS) 6.0 offers a number of ways to record the activity of your Web sites, File Transfer Protocol (FTP) sites, Network News Transfer Protocol (NNTP) service, and Simple Mail Transfer Protocol (SMTP) service and allows you to choose the log file format that works best for your environment. IIS logging is designed to be more detailed than the event logging or performance monitoring features of the Microsoft® Windows® Server 2003, Standard Edition, Windows® Server 2003, Enterprise Edition, and Windows® Server 2003, Datacenter Edition, operating systems. IIS log files can include information such as who has visited your site, what was viewed, and when the information was last viewed. You can monitor attempts to access your sites, virtual folders, or files and determine whether attempts were made to read or write to your files. IIS log file formats allow you to record events independently for any site, virtual folder, or file.
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 Related Information

· For information about centralized binary log file format, see “Centralized Binary Log File Formatiisrg_blf_JTUO” in this book.

· For information about the IIS architecture and core components, see “IIS 6.0 Architectureiisrg_arc_OVERVIEW” in this book.

New in Logging

Logging in IIS 6.0 differs from logging in previous versions of IIS in several ways. The redesigned IIS architecture, which allows for multiple worker processes, affects how the IIS core components handle logging. In addition, IIS 6.0 provides new logging features and log file formats. 

Events Are Logged by HTTP.sys 

In IIS 5.0, all logging is done by the Inetinfo.exe component and is accomplished using Component Object Model (COM) modules that are written for logging. This system is effective in IIS 5.0 because there is only one server process model, Inetinfo.exe. However, in IIS 6.0, logging is done by the HTTP protocol stack (HTTP.sys). IIS 6.0 passes user-mode events to HTTP.sys through application programming interfaces (APIs), and then the user-mode events are logged by HTTP.sys.

HTTP.sys handles logging for two main reasons. When IIS 6.0 is running in worker process isolation mode, each worker process can perform its own logging and a site’s applications can spread across multiple application pools. If Inetinfo.exe performed logging in this environment, multi-instance or synchronization problems could occur. Such problems can be avoided because HTTP.sys performs logging. In addition, in IIS 6.0, requests can be served completely from the HTTP.sys kernel-mode cache without ever passing through Inetinfo.exe, so logging from HTTP.sys ensures that cached responses are recorded.

The log file format for which HTTP.sys does not perform logging is only Open Database Connectivity (ODBC) logging. For more information about how ODBC logging is handled, see “ODBC Loggingiisrg_log_HZDM” later in this chapter. For more information about the IIS 6.0 architecture and core components, see “IIS 6.0 Architectureiisrg_arc_OVERVIEW” in this book. 

Substatus Error Code Logging

To reduce the possibility that a malicious user might use the information provided by substatus error codes to attack the Web server, substatus error codes are not returned to the client in IIS 6.0. Instead, administrators using the World Wide Web Consortium (W3C) Extended log file format can record substatus error codes when requests fail. Substatus error code logging is turned on by default for the W3C Extended log file format. For more information about substatus error code logging, see “Substatus Error Codesiisrg_log_JUAI” later in this chapter. 

Centralized Binary Logging

Centralized binary logging is a process in which IIS creates a single log file that contains binary, unformatted log data for all of the Web sites that are hosted on a server. In contrast, the other available IIS logging methods create one formatted, human-readable log file per Web site. Centralized binary logging provides organizations with a way to record detailed information about all of their Web sites, using a minimum of system resources. For more information about centralized binary logging, see “Centralized Binary Loggingiisrg_log_NEER” later in this chapter. 

HTTP.sys Error Logging

HTTP.sys sometimes generates its own errors that, because of the IIS 6.0 architecture, are not recorded with the worker-process-driven events. To account for these errors, IIS 6.0 supports HTTP.sys error log files. One example of an event that would trigger a log file entry in the HTTP.sys error log file is a connection time-out. For more information about HTTP.sys error log files, see “HTTP.sys Error Log Filesiisrg_log_LPPN” later in this chapter.

Remote Logging

You can write log data to a remote share over a network using a full, Universal Naming Convention (UNC) path. For example, you can specify \\Servername\LogFiles as the storage directory for your log files, where Servername represents the name of the remote server, and LogFiles represents the name of the directory where the log files are stored.

For more information about remote logging, see “Remote Logging” in IIS 6.0 Help, which is accessible from IIS Manager.

Log File Formats in IIS

IIS provides six different log file formats that you can use to track and analyze information about your IIS-based sites and services. In addition to the six available formats, you can create your own custom log file format. For more information about custom logging, see “Custom Logging Modulesiisrg_log_LYWJ” later in this chapter.

The following six log file formats are available in IIS:

· W3C Extended log file format. Text-based, customizable format for a single site. This is the default format.

· National Center for Supercomputing Applications (NCSA) Common log file format. Text-based, fixed format for a single site.

· IIS log file format. Text-based, fixed format for a single site.

· ODBC logging. Fixed format for a single site. Data is recorded in an ODBC-compliant database.

· Centralized binary logging. Binary-based, unformatted data that is not customizable. Data is recorded from multiple Web sites and sent to a single log file. To interpret the data, you need a special parser.

· HTTP.sys error logging. Fixed format for HTTP.sys-generated errors.

You can read text-based log files using a text editor such as Notepad, which is included with Windows, but administrators often import the files into a report-generating software tool for further analysis.

For step-by-step instructions on how to enable logging, see “Enabling Logging” in IIS 6.0 Help. For more information about the log file formats, see “W3C Extended Log File Formatiisrg_log_USQD,” “NCSA Common Log File Formatiisrg_log_QWBM,” “IIS Log File Formatiisrg_log_XHNB,” “ODBC Loggingiisrg_log_HZDM,” “HTTP.sys Error Log Filesiisrg_log_LPPN,” and “Centralized Binary Loggingiisrg_log_NEER” later in this chapter.

UTF-8 Format for Non-English Languages and Security
UTF-8 is a method of character encoding that allows for both single and multibyte characters in one string. If you want to read text-based (W3C Extended, IIS, and NCSA Common) log files in a language other than English, you can enable the UTF-8 format. You also need the UTF-8 format if you serve URLs in a language other than the native server code page, for example, if you serve Chinese URLs on a Japanese system. In addition, because IIS 6.0 tries to serve URLs in code pages other than the server default code page by default, you might want to enable the UTF-8 format for security reasons. It is a good security practice to enable the UTF-8 format in case of an attack based on URLs in UTF-8 that might not translate correctly to the default code page.
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Note

IIS does not support the UTF-8 format for FTP site log files.
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To enable UTF-8 format
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Important

You must be a member of the Administrators group on the local computer to perform the following procedure or procedures, or you must have been delegated the appropriate authority. As a security best practice, log on to your computer by using an account that is not in the Administrators group, and then use the runas command to run IIS Manager as an administrator. At a command prompt, type runas /User:Administrative_AccountName “mmc %systemroot%\system32\inetsrv\iis.msc”.

1. In IIS Manager, right-click the local computer, and then click Properties.

2. In UTF-8 Logging, select the Encode Web logs in UTF-8 check box, and then click OK.

Log File Locations and ACLs

If you create a log file directory of C:\LogFiles for HTTP.sys-generated logging (W3C Extended log file format, NCSA Common log file format, IIS log file format, centralized binary logging, or HTTP.sys error logging), then HTTP.sys generates the following subdirectories, and the log files are created under these subdirectories:

· For the W3C Extended, NCSA Common, and IIS log file formats, HTTP.sys generates the subdirectory C:\LogFiles\W3SVC#, where # is the site ID.

· For centralized binary logging, HTTP.sys generates the subdirectory C:\LogFiles\W3SVC.

· For HTTP.sys error logging, HTTP.sys generates the subdirectory C:\WINDOWS\System32\LogFiles\HTTPErr.

By default, the log file directory has the following access control lists (ACLs):

· NT Authority\System: Full access 

· Built-in\Administrators: Full access 

· Everyone: No access (Although the No access permission is the effective permission, this setting is not explicitly set by HTTP.sys.)

Individual log files in the log file directory have the following controls:

· NT Authority\System: Full access 

· Built-in\Administrators: Read and delete access 

· Everyone: No access (Although the No access permission is the effective permission, this setting is not explicitly set by HTTP.sys.)
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Important

The default log file directory ACLs (DACLs) are set for optimum security. If you choose to create log file directories with less restrictive ACLs, your system might be more vulnerable to attack.

If you are using the W3C Extended, NCSA Common, or IIS log file formats and it is necessary to do so, you can create a subdirectory called W3SVC# of the C:\LogFiles directory and set ACLs for that directory that are different from the defaults. For example, if you need to allow a site administrator to read the log files, create a W3SVC# subdirectory of the C:\LogFiles directory and set Read ACLs for the site’s administrator.
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Important

The owner of the W3SVC# subdirectory must be a member of the Local Administrators group. If not, HTTP.sys writes an error to the NT Event log and disables logging.

For more information about file and directory security and access control, see “Managing a Secure IIS 6.0 Solutioniisrg_sec_OVERVIEW” in this book.

W3C Extended Log File Format

The W3C Extended log file format is the default log file format for IIS. It is a customizable ASCII text-based format. You can use IIS Manager to select which fields to include in the log file, which allows you to keep log files as small as possible. Because HTTP.sys handles the W3C Extended log file format, this format records HTTP.sys kernel-mode cache hits.

Table 10.1 lists and describes the available fields. Default fields are noted.

Table 10.1   W3C Extended Log File Fields
	Field
	Appears As
	Description 
	Default Y/N

	Date
	date
	The date on which the activity occurred.
	Y

	Time
	time
	The time, in coordinated universal time (UTC), at which the activity occurred.
	Y

	Client IP Address
	c-ip
	The IP address of the client that made the request.
	Y

	User Name
	cs-username
	The name of the authenticated user who accessed your server. Anonymous users are indicated by a hyphen.
	Y

	Service Name and Instance Number
	s-sitename
	The Internet service name and instance number that was running on the client.
	N

	Server Name
	s-computername
	The name of the server on which the log file entry was generated. 
	N

	Server IP Address
	s-ip
	The IP address of the server on which the log file entry was generated.
	Y

	Server Port 
	s-port
	The server port number that is configured for the service.
	Y

	Method
	cs-method
	The requested action, for example, a GET method.
	Y

	URI Stem
	cs-uri-stem
	The target of the action, for example, Default.htm.
	Y

	URI Query
	cs-uri-query
	The query, if any, that the client was trying to perform. A Universal Resource Identifier (URI) query is necessary only for dynamic pages. 
	Y

	HTTP Status
	sc-status
	The HTTP status code.
	Y

	Win32 Status
	sc-win32-status
	The Windows status code. 
	N

	Bytes Sent
	sc-bytes
	The number of bytes that the server sent.
	N

	Bytes Received
	cs-bytes
	The number of bytes that the server received.
	N

	Time Taken
	time-taken
	The length of time that the action took, in milliseconds. 
	N

	Protocol Version
	cs-version
	The protocol version —HTTP or FTP —that the client used. 
	N

	Host
	cs-host
	The host header name, if any.
	N

	User Agent
	cs(User-Agent) 
	The browser type that the client used.
	Y

	Cookie
	cs(Cookie)
	The content of the cookie sent or received, if any.
	N

	Referrer
	cs(Referrer)
	The site that the user last visited. This site provided a link to the current site. 
	N

	Protocol Substatus
	sc-substatus
	The substatus error code. 
	Y 


For information about status codes, see the IIS Status Codes link on the <A HREF="http://go.microsoft.com/fwlink/?LinkId=291" TARGET="_blank">Web Resources page</A> at http://www.microsoft.com/windows/reskits/webresources.
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Note

FTP log files do not record the following fields:

· cs-uri-query

· cs-host

· cs(User-Agent)

· cs(Cookie)

· cs(Referrer)

· sc-substatus 

You can select as many of the W3C Extended log file fields as you want. However, not all fields will contain information. For fields that are selected but for which there is no information, a hyphen (-) appears as a placeholder. If a field contains a nonprintable character, HTTP.sys replaces it with a plus sign (+) to preserve the log file format. This typically occurs with virus attacks, when, for example, a malicious user sends carriage returns and line feeds that, if not replaced with the plus sign (+), would break the log file format.

Fields are separated by spaces. Field prefixes have the following meanings:

· s-  Server actions

· c-  Client actions

· cs- Client-to-server actions

· sc- Server-to-client actions
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Note

For the time-taken field, the client-request timestamp is initialized when HTTP.sys receives the first byte, but before HTTP.sys begins parsing the request. The client-request timestamp is stopped when the last IIS send completion occurs. Time taken does not reflect time across the network. The first request to the site shows a slightly longer time taken than other similar requests because HTTP.sys opens the log file with the first request.

For more information about the W3C Extended log file format, see the W3C Extended Log File Format link on the <A HREF="http://go.microsoft.com/fwlink/?LinkId=291" TARGET="_blank">Web Resources page</A> at http://www.microsoft.com/windows/reskits/webresources.

W3C Extended Log File Examples

Example of an Intranet Site

The following example shows a W3C Extended log file entry from an intranet site, as viewed in a text editor. The log file includes only the default fields. 

#Software: Microsoft Internet Information Services 6.0

#Version: 1.0

#Date: 2002-05-02 17:42:15

#Fields: date time c-ip cs-username s-ip s-port cs-method cs-uri-stem cs-uri-query sc-status cs(User-Agent)

2002-05-02 17:42:15 172.22.255.255 - 172.30.255.255 80 GET /images/picture.jpg - 200 Mozilla/4.0+(compatible;MSIE+5.5;+Windows+2000+Server)

You can interpret the preceding log file entry as follows: 

#Software: Microsoft Internet Information Services 6.0

This indicates the version of IIS that is running.

#Version: 1.0

This indicates the log file format.

#Date: 2002-05-02 17:42:15

This indicates when the first log file entry was recorded, which is when the entire log file was created. 

#Fields:  date time c-ip cs-username s-ip s-port cs-method cs-uri-stem ...

This indicates the fields that are recorded in the log file entry and the order in which they are recorded

Table 10.2 lists and describes the fields that are recorded in this example.
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Note

Use the order shown in the Fields log file entry to parse all entries until the next log file entry begins. The field order is subject to change and is different in IIS 6.0 than it was in IIS 5.0.

Table 10.2   Example of a W3C Extended Log File Entry from an Intranet Site 
	Field
	Appears As
	Description

	date 
	2002-05-02
	This log file entry was recorded on May 2, 2002.

	time
	17:42:15
	This log file entry was recorded at 5:42 P.M. UTC. Entries are recorded to the log file when the send completion for the last IIS send occurs. 

	c-ip
	172.22.255.255
	The IP address of the client.

	cs-username
	-
	The user was anonymous.

	s-ip
	172.30.255.255
	The IP address of the server.

	s-port
	80
	The server port.

	cs-method
	GET
	The user issued a GET, or download, command.

	cs-uri-stem
	/images/picture.jpg
	The user wanted to download the picture.jpg file from the Images folder.

	cs-uri-query
	-
	The URI query did not occur. (URI queries are necessary only for dynamic pages, such as ASP pages, so this field usually contains a hyphen for static pages.)

	sc-status
	200
	The request was fulfilled with no errors.

	cs(User-Agent)
	Mozilla/4.0+ (compatible;MSIE+5.5;+Windows+2000+Server)
	The type of browser that the client used, as represented by the browser. 


Example of an Internet Site

The following example shows a W3C Extended log file entry from an Internet site, as viewed in a text editor. The log file contains several fields in addition to the default fields and is typical of the kind of log file you would run to monitor an Internet site.

#Software: Microsoft Internet Information Services 6.0

#Version: 1.0

#Date: 2002-05-24 20:18:01

#Fields: date time c-ip cs-username s-ip s-port cs-method cs-uri-stem cs-uri-query sc-status sc-bytes cs-bytes time-taken cs(User-Agent) cs(Referrer) 

2002-05-24 20:18:01 172.224.24.114 - 206.73.118.24 80 GET /Default.htm - 200 7930 248 31 Mozilla/4.0+(compatible;+MSIE+5.01;+Windows+2000+Server) http://64.224.24.114/

You can interpret the preceding log file entry as follows:

#Software: Microsoft Internet Information Services 6.0

This indicates the version of IIS that is running.

#Version: 1.0

This indicates the log file format.

#Date: 2002-05-24 20:18:01

This indicates when the first log file entry was recorded, which is when the entire log file was created.

#Fields: date time c-ip cs-username s-ip s-port cs-method cs-uri-stem ... 

This indicates the fields that are recorded in the log file entry and the order in which they are recorded. Table 10.3 lists and describes the fields recorded in this example.

Table 10.3   Example of a W3C Extended Log File Entry from an Internet Site
	Field
	Appears As
	Description

	date
	2002-05-24
	This log file entry was recorded on May 24, 2002.

	time
	20:18:01
	This log file entry was recorded at 8:18 P.M. UTC.

	c-ip
	172.224.24.114
	The IP address of the client.

	cs-username
	-
	The user was anonymous.

	s-ip
	206.73.118.24
	The IP address of the server.

	s-port
	80
	The server port.

	cs-method
	GET
	The user issued a GET, or download, command.

	cs-uri-stem
	/Default.htm
	The user wanted to download the contents of Default.htm.

	cs-uri-query
	-
	The URI query did not occur.

	sc-status
	200
	The request was fulfilled without error.

	sc-bytes
	7930
	The number of bytes that the server sent to the client.

	cs-bytes
	248
	The number of bytes that the client sent to the server.

	time-taken
	31
	The action was completed in 31 milliseconds.

	cs(User-Agent) 
	Mozilla/4.0+(compatible;+MSIE+5.01;+Windows+2000+Server)
	The type of browser that the client used, as represented by the browser.

	cs(Referrer)
	http://62.224.24.114/
	The Web page that provided the link to the Web site.


Example of an FTP Site

The following example shows a W3C Extended log file entry from an Internet FTP site, as viewed in a text editor. The example does not include all of the default fields and is typical of the kind of log file that you would run to monitor an FTP site.

#Software: Microsoft Internet Information Services 6.0

#Version: 1.0

#Date: 2002-06-04 16:40:23

#Fields: time c-ip cs-method cs-uri-stem sc-status 

16:40:23 10.152.10.200 [6994]USER anonymous 331

16:40:25 10.152.10.200 [6994]PASS anonymous@example.net 530

You can interpret the preceding log file example as follows:  

#Software: Microsoft Internet Information Services 6.0

This indicates the version of IIS that is running.

#Version: 1.0

This indicates the log file format.

#Date: 2002-06-04 16:40:23

This indicates when the first log file entry was recorded, which is when the log was created.

#Fields: time c-ip cs-method cs-uri-stem sc-status 

This indicates the fields that are recorded in the log file entry and the order in which they are recorded. Table 10.4 lists and describes the fields recorded in this example.

Table 10.4   Example of a W3C Extended Log File Entry from an FTP Site
	Field
	Appears As
	Description

	time
	16:40:23
	This log file entry was recorded at 4:40 P.M. UTC.

	c-ip
	10.152.10.200
	The IP address of the client.

	cs-method
	[6994]USER
	The USER FTP command was used, which requests a user name and is always followed by a PASS FTP command. 6994 is the connection number corresponding to an anonymous user. 

	cs-uri-stem
	anonymous
	The user (the target of the USER command) was anonymous.

	sc-status
	331
	The user name was accepted.

	time
	16:40:25
	The next recorded action occurred at 4:40 P.M. UTC.

	c-ip
	10.152.10.200
	The IP address of the client.

	cs-method
	[6994]PASS
	The PASS FTP command was used, which supplies a password for the user name and is always preceded by a USER command. 

	cs-uri-stem
	anonymous@example.net
	The password (the target of the PASS command) supplied.

	sc-status
	530
	The user was not logged on.


Substatus Error Codes

In an effort to reduce the attack surface of IIS, in IIS 6.0, error messages do not return specific error message content, including the substatus error code, to clients. However, to allow administrators to track errors and debug failed requests, IIS provides the ability to record substatus error codes in the W3C Extended log file format. Substatus error code logging is enabled by default. For more information about enabling and disabling substatus error code logging, see “Substatus Error Codes in Log Files” in IIS 6.0 Help.

If an error message contains too much information about the server and an explanation of why a particular request failed to execute, malicious users can use the information from the error message to attack the server. For example, an error code such as 404.2 indicates that a file or directory is not returned because the server lockdown policy restricts it. In IIS 6.0, a 404.2 error is returned to the client as a 404 error message. The simple 404 error message does not provide a malicious user with any details about the configuration of the server.

When substatus error code logging is enabled by default, only members of the Administrators group and users with LocalSystem user accounts can access log files that contain substatus error codes. To analyze an error, the administrator locates the error and substatus error code in the log file and checks the code against the Custom Error Messages table. For example, if a client request to an Active Server Pages (ASP) page returned a 403 error, the administrator can determine that the actual error was 403.9 by viewing the log file. The administrator checks the Custom Error Messages table and learns that, in this situation, the file or directory was not found because too many clients were trying to connect to the server at once. The administrator can remedy the situation quickly and easily by changing the maximum number of connections setting to unlimited. To see the Custom Error Messages table, see “About Custom Error Messages” in IIS 6.0 Help.

NCSA Common Log File Format

The NCSA Common log file format is a fixed ASCII text-based format, so you cannot customize it. The NCSA Common log file format is available for Web sites and for SMTP and NNTP services, but it is not available for FTP sites. Because HTTP.sys handles the NCSA Common log file format, this format records HTTP.sys kernel-mode cache hits.

The NCSA Common log file format records the following data: 

· Remote host address

· Remote log name (This value is always a hyphen.)

· User name

· Date, time, and Greenwich mean time (GMT) offset

· Request and protocol version

· Service status code (A value of 200 indicates that the request was fulfilled successfully.)

· Bytes sent

Not all fields will contain information. For fields for which there is no information, a hyphen (-) appears as a placeholder. If a field contains a nonprintable character, HTTP.sys replaces it with a plus sign (+) to preserve the log file format. This typically occurs with virus attacks, when, for example, a malicious user sends carriage returns and line feeds that, if not replaced with the plus sign (+), would break the log file format.

Fields are separated by spaces, and time is recorded as local time with the GMT offset.

NCSA Common Log File Example

The following example shows an NCSA Common log file entry, as viewed in a text editor.

172.21.13.45 - Microsoft\JohnDoe [08/Apr/2001:17:39:04 -0800] "GET /scripts/iisadmin/ism.dll?http/serv HTTP/1.0" 200 3401

Table 10.5 lists and describes the fields recorded in this example.

Table 10.5   Example of an NCSA Common Log File Entry
	Field
	Appears As
	Description

	Remote host address
	172.21.13.45
	The IP address of the client.

	Remote log name
	-
	The name is unavailable. 

	User name
	Microsoft\JohnDoe
	The name of the user is JohnDoe.

	Date, time, and GMT offset
	[08/Apr/2001:17:39:04 -0800]


	The log file entry was created on April 8, 2001 at 5:39 P.M. The difference between the local time and the GMT is eight hours.

	Request and protocol version
	“GET /scripts/iisadmin/ism.dll?http/serv HTTP/1.0”
	The client issued a GET command for the Ism.dll file using HTTP version 1.0.

	Service status code
	200
	The request was fulfilled successfully.

	Bytes sent
	3401
	The number of bytes sent.


IIS Log File Format

The IIS log file format is a fixed ASCII text-based format, so you cannot customize it. Because HTTP.sys handles the IIS log file format, this format records HTTP.sys kernel-mode cache hits. 

The IIS log file format records the following data: 

· Client IP address 

· User name

· Date

· Time

· Service and instance

· Server name

· Server IP address 

· Time taken

· Client bytes sent

· Server bytes sent

· Service status code (A value of 200 indicates that the request was fulfilled successfully.)

· Windows status code (A value of 0 indicates that the request was fulfilled successfully.)

· Request type

· Target of operation

· Parameters (the parameters that are passed to a script)

Not all fields will contain information. For fields for which there is no information, a hyphen (-) appears as a placeholder. If a field contains a nonprintable character, HTTP.sys replaces it with a plus sign (+) to preserve the log file format. This typically occurs with virus attacks, when, for example, a malicious user sends carriage returns and line feeds that, if not replaced with the plus sign (+), would break the log file format.

Fields are separated by commas, making the format easier to read than the other ASCII formats, which use spaces for separators. The time is recorded as local time. A Web site instance is displayed as W3SVC#, and an FTP site instance is displayed as MSFTPSVC#, where # is the instance of the site. Time taken is recorded in milliseconds. For more information about the time taken field, see “W3C Extended Log File Formatiisrg_log_USQD” earlier in this chapter.

IIS Log File Example

The following example shows an IIS log file entry, as viewed in a text editor:

192.168.114.201, -, 03/20/01, 7:55:20, W3SVC2, SERVER, 172.21.13.45, 4502, 163, 3223, 200, 0, GET, /DeptLogo.gif, -,

Table 10.6 lists and describes the fields recorded in this example.

Table 10.6   Example of an IIS Log File Entry
	Field
	Appears As
	Description

	Client IP address
	192.168.114.201
	The IP address of the client.

	User name
	-
	The user is anonymous.

	Date
	03/20/01
	This log file entry was made on March 20, 2001.

	Time
	7:55:20
	This log file entry was recorded at 7:55 A.M.

	Service and instance
	W3SVC2
	This is a Web site, and the site instance is 2.

	Server name
	SERVER
	The name of the server.

	Server IP
	172.21.13.45
	The IP address of the server.

	Time taken
	4502
	This action took 4,502 milliseconds.

	Client bytes sent
	163
	The number of bytes sent from the client to the server.

	Server bytes sent
	3223
	The number of bytes sent from the server to the client.

	Service status code
	200
	The request was fulfilled successfully.

	Windows status code
	0
	The request was fulfilled successfully.

	Request type
	GET
	The user issued a GET, or download, command. 

	Target of operation
	/DeptLogo.gif
	The user wanted to download the DeptLogo.gif file.

	Parameters
	-
	There were no parameters passed. 


ODBC Logging

ODBC logging records a fixed set of data fields in an ODBC-compliant database, such as Microsoft® Access or Microsoft® SQL Server™. With ODBC logging, you must set up a database to receive the data, and then specify this database as the database to which log files should be recorded.

When ODBC logging is enabled, IIS disables the HTTP.sys kernel-mode cache. For this reason, implementing ODBC logging will degrade overall server performance. ODBC logging is not recommended unless your database limits you to this option.

IIS includes a Structured Query Language (SQL) template file that you can run in a SQL database to create a table that accepts log file entries from IIS. The file is named Logtemp.sql and is available in the \Inetsrv directory. If you accepted the defaults when you installed IIS, the \Inetsrv directory is a subdirectory of systemroot\System32. 
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Important

For security reasons, do not use the well-known SQL Server administrator account name SA for ODBC logging. If a malicious user accessed the worker process, that user could use the SA account to access the SQL Server. Remove the SA account, and create a new account with the least necessary rights. For more information, see the SQL Server link on the <A HREF="http://go.microsoft.com/fwlink/?LinkId=291" TARGET="_blank">Web Resources page</A> at http://www.microsoft.com/windows/reskits/webresources.

Table 10.7 lists the fields, data types, and descriptions of the fields recorded in the ODBC logging format.

Table 10.7   ODBC Logging Fields

	Field
	Data Type
	Description

	ClientHost
	varchar(255)
	The IP address of the client. 

	UserName
	varchar(255)
	The domain name of the client.

	LogTime
	datetime
	The connection date and time.

	Service
	varchar(255)
	The IIS service.

	Machine
	varchar(255)
	The name of the computer.

	ServerIP
	varchar(50)
	The IP address of the server.

	ProcessingTime
	integer
	The processing time, in milliseconds.

	BytesRecvd
	integer
	The number of bytes that the server received.

	BytesSent
	integer
	The number of bytes that the server sent.

	ServiceStatus
	integer
	The service status or reply code. A value of 200 indicates that the request was fulfilled successfully.

	Win32Status
	integer
	The Windows status or error code. A value of 0 indicates that the request was fulfilled successfully.

	Operation
	varchar(255)
	The command that the user requested.

	Target
	varchar(255)
	The recipient.

	Parameters
	varchar(255)
	The request parameters that the client sent.


For more complete information about enabling ODBC logging, see “About Logging Site Activity” in IIS 6.0 Help.

Centralized Binary Logging

Centralized binary logging is a process where multiple Web sites send binary, unformatted log data to a single log file. In contrast, the other IIS logging methods create one log file per Web site. 
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Important

FTP, NNTP, and SMTP do not support centralized binary logging. 

When a server running IIS hosts many Web sites, the process of creating hundreds or thousands of formatted log files and writing the log data to a disk can quickly consume valuable CPU and memory resources, thereby creating performance and scalability problems. Centralized binary logging minimizes the amount of system resources that are used for logging, while at the same time providing detailed log data for organizations that require it.

Centralized binary logging is a server property, not a site property, so when you enable centralized binary logging on a server, all of the Web sites on that server are configured to write log data to the central log file. When you enable centralized binary logging, you cannot record data from individual Web sites in a different format. The centralized binary logging log file has an Internet binary log (.ibl) file name extension. This file name extension ensures that text utilities do not try to open and read the central binary logging log file.

When to Use Centralized Binary Logging

Centralized binary logging is particularly useful when many Web sites are hosted on the same server or where server resources are at a premium. With centralized binary logging, an administrator can maximize the number of Web sites that a server can host and record activity for because centralized binary logging reduces the amount of system resources that are consumed during logging and decreases code paths in IIS, thus increasing performance and scalability.

Centralized binary logging can also reduce administration burdens for Internet service providers (ISPs) for whom collecting and storing logged data is imperative. For example, if an ISP has six servers with 10,000 Web sites per server, the ISP would have to manage 10,000 log files per day per server running IIS. With centralized binary logging, the ISP would have to manage and store only one file per server, per day.

Log files can be vital to troubleshooting applications. However, an organization might not want to take up system resources for log files that are used only in debugging situations. For example, a Web application team at an enterprise organization uses ASP and Microsoft® Visual Basic® development system to develop COM components that access a SQL database. The application team needs to maximize the response time of individual requests and maximize the amount of concurrent work that a group of servers can handle. Central binary logging can help the team achieve these goals.
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To enable centralized binary logging for all Web sites hosted on a server running IIS 6.0
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Important 

You must be a member of the Administrators group on the local computer to run scripts and executables, or you must have been delegated the appropriate authority. As a security best practice, log on to your computer by using an account that is not in the Administrators group, and then use the runas command to run your script or executable as an administrator. At the command prompt, type runas /profile /user:MyMachine\Administrator cmd to open a command window with administrator rights, and then type cscript.exe ScriptName (including the full path with parameters, if there are any).

3. To enable centralized binary logging, do the following: 

a. From the Start menu, click Run.

b. In the Open box, type the following: cscript.exe adsutil.vbs SET W3SVC/CentralBinaryLoggingEnabled true
c. Click OK.

4. To stop the World Wide Web Publishing Service (WWW service) so that the change can take effect, do the following:

d. From the Start menu, click Run. 

e. In the Open box, type cmd, and then click OK.

f. At the command prompt, type the following: net stop W3SVC
g. Press ENTER.

5. To restart the WWW service with centralized binary logging enabled, do the following:

h. At the command prompt, type the following: net start W3SVC
i. Press ENTER.

The binary log file is created in the W3SVC folder located at systemroot\WINDOWS\System32\LogFiles\.

When you are ready to extract data from a raw log file, you can do one of the following:

· Create a tool that locates and extracts the data that you want from the raw file and converts the data into formatted text. You can view a header file and log file format descriptions in the IIS 6.0 Software Development Kit, which is located on MSDN® Online. For more information, see the Software Development Kit (SDK) Information in the MSDN Library link on the <A HREF="http://go.microsoft.com/fwlink/?LinkId=291" TARGET="_blank">Web Resources page</A> at http://www.microsoft.com/windows/reskits/webresources.

· Use the Log Parser tool to extract data from the raw file. The Log Parser tool and its accompanying user documentation are included in the IIS 6.0 Resource Kit Tools. You can install the IIS 6.0 Resource Kit Tools, which include Help documentation, by running IIS60rkt.exe from the Internet Information Services (IIS) 6.0 Resource Kit companion CD.

Centralized Binary Logging File Format

The raw centralized binary logging log file is made up of fixed-length records or index records that contain string identifiers. The index records appear because, in an effort to record as much information as possible, variable-length string fields are replaced by numeric identifiers — indexes — that map the variable-length string to the logged identifier.

The raw log file is not human-readable, and it cannot be read using most available log analyzers. To extract data from a raw log file, you can create a tool that locates and extracts the data and then converts it into formatted text. For more information about the header file and log file format descriptions that you need to create such a tool, see “Centralized Binary Log File Formatiisrg_blf_JTUO” in this book.

Centralized binary logging records the following information, which is similar, but not identical, to the W3C Extended log file format:

· Date 

· Time 

· Client IP address 

· User name 

· Site ID

· Server name 

· Server IP address 

· Server port 

· Method 

· URI stem 

· URI query 

· Protocol status 

· Windows status

· Bytes sent

· Bytes received

· Time taken

· Protocol version 

· Protocol substatus

For information about the Time Taken field, see “W3C Extended Log File Formatiisrg_log_USQD” earlier in this chapter.
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Note

The following fields are reported in W3C Extended log files, but they are not recorded in centralized binary logging log files: 

· Host. The host header.

· User agent. The browser type of the client; this string is too large to be practical for the binary format.

· Cookie. The content of the cookie that was sent.

· Referrer. The site that the user last visited.

HTTP.sys Error Log Files

For the W3C Extended, IIS, and NCSA Common log file formats and for centralized binary logging, the log data is generated from the worker processes, passed to HTTP.sys through APIs, and then recorded in log files. However, because of the separation of the HTTP protocol stack in kernel mode and the worker processes in user mode, HTTP.sys-initiated error responses are not recognized by the user mode and are, therefore, not passed back to HTTP.sys for logging. To record these error responses, HTTP.sys needs its own error logging scheme that comes directly from the kernel mode. This is accomplished with HTTP.sys error logging. By default, HTTP.sys error logging is turned on.

Common HTTP.sys Error Log File Entries

There are a number of cases where HTTP.sys will generate its own errors. For example, when HTTP.sys sends an error response back to a client and a site is not yet associated with the request, an error is recorded in the HTTP.sys error log files. This error usually happens when there is a parse error in the request that was last received on the connection and HTTP.sys disconnects the connection after sending the response.

Another example of an HTTP.sys-generated error is a connection time-out. If a time-out occurs during a request, the request is recorded in the HTTP.sys error log file to provide more information about the connection.

Also, if a worker process in user mode unexpectedly terminates or closes its application pool handle while there are still outstanding requests that were queued and routed to this worker process, the outstanding requests are recorded in the HTTP.sys error log files. In this case, you can use the site ID field entry to identify the problematic site. 

HTTP.sys error log files will sometimes contain connection errors that occur when IIS does not immediately destroy connections that the client terminates before a response for the last request on these connections is complete. HTTP.sys cannot resolve these connections (sometimes known as zombie connections) until IIS completes its send or passes the last send call containing the logging information. Typically, unresolved connections are recorded in normal IIS log files. However, if IIS never sends the logging information back to HTTP.sys, unresolved connections are dropped after 30 seconds to one minute. HTTP.sys records these dropped connections in the HTTP.sys error log file to alert the administrator to their presence.

Configuring HTTP.sys Error Logging

To change the configuration of HTTP.sys error logging, you must edit the registry. HTTP.sys reads the configuration only once during startup. If you change the configuration, HTTP.sys can pick up the change only at the next startup. The HTTP.sys error logging configuration is global. 

You must have administrative credentials to edit the HTTP.sys configuration in the registry.
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Caution

Do not edit the registry unless you have no alternative. The registry editor bypasses standard safeguards, allowing settings that can damage your system, or even require you to reinstall Windows. If you must edit the registry, back it up first and see the <A HREF="http://go.microsoft.com/fwlink/?LinkID=4543" TARGET="_blank">Registry Reference</A> on the Microsoft Windows Server 2003 Deployment Kit companion CD or on the Web at http://www.microsoft.com/reskit.
Registry Parameters

Three parameters control HTTP.sys error logging. They are located under the following registry key: HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\HTTP\Parameters.

There are three entries that can be set:

· EnableErrorLogging (DWORD). The default value is TRUE.

· ErrorLogFileTruncateSize (DWORD). The default value is 1 * 1024 * 1024 bytes. The value cannot be smaller than this, and it must be specified in bytes.

· ErrorLoggingDir (String). The default value is \systemroot\System32\LogFiles. When specified, this value must be a fully qualified directory string, but you can use \systemroot. For example:

C:\LogFiles

— or —

\systemroot\LogFiles

Although you can specify the directory, HTTP.sys will create a subdirectory named HTTPERR under the given log directory and put the error log files in this subdirectory. By default, members of the Administrators group and users with a LocalSystem user account have full access to the log files and directories. No other users have access rights.

The log file naming convention for HTTP.sys error logging is httperr followed by the sequence number. HTTP.sys error log files have a .log extension. For example, Httperr1.log. The error log files are recycled, based on their sizes. The default recycle size for error log files is 1 megabyte (MB). You can configure the value in the registry, but it cannot be smaller than 1 MB.

When the following events occur, HTTP.sys records them in the Windows Event log:

· HTTP.sys cannot create an error log file.

· The administrator sets an unacceptable configuration in the registry.

· There is not enough disk space.

· There is any other write failure. 

Log File Format for HTTP.sys Error Logging 

HTTP.sys error log files contain a fixed set of fields. Table 10.8 lists the fields that are recorded in HTTP.sys error logging log files and describes them.

Table 10.8   HTTP.sys Error Logging Fields

	Field
	Description

	Date
	The date, in UTC time. This entry is always 10 characters long, for example, 2000-01-31.

	Time
	The time, in UTC time. This entry is always eight characters long, for example, 00:12:23.

	Client IP
	The IP address of the client. The version of the IP address can be either IPv4 or IPv6. If it is IPv6, the Scope ID field also appears.

	Client Port
	The port number of the client.

	Server IP
	The IP address of the server. The server IP address can be either IPv4 or IPv6. If it is IPv6, the Scope ID field also appears.

	Server Port
	The port number of the server.

	Protocol version 
	The protocol version, if the last request on the connection has been parsed enough to identify the protocol version. If either the major or the minor version is greater than or equal to 10, the driver records the version as “HTTP/?.?”.

	Verb
	The verb, if the last request that was parsed passed the verb state. Unknown verbs are also recorded. HTTP.sys enforces a length limit of 255 bytes for the verb; anything longer is truncated.

	CookedURL and query
	The URL and its query, if both exist. A question mark (?) separates the URL from the query. If the URL of the request is completely processed (also known as cooked), then the processed URL is recorded with a local code page conversion and is treated as a Unicode field.

If only the unprocessed (raw) URL was present at the time of logging, then it is recorded as is, without a local code page conversion. HTTP.sys enforces a length limit of 4096 bytes for the URL; anything longer is truncated.

	Protocol status
	The protocol status of the response for the request, if it is available. The value cannot be greater than 999.

	Site ID
	The site ID, as a numeric value. For example, instead of recording W3SVC1, the field contains “1.” There is no maximum value for the site ID. (This value can be as large as a MAX_ULONG.)

	Reason phrase
	Detailed information about why the error occurred, depending on the error type. This field can never be empty. For more information about reason phrases, see “HTTP.sys Reason Phrasesiisrg_log_QLOW” later in this chapter.


For fields for which information is unavailable, a hyphen (-) appears as a placeholder. Fields are separated by spaces. If a field contains a nonprintable character, HTTP.sys replaces it with a plus sign (+) to preserve the log file format.

HTTP.sys Reason Phrases

The following reason phrases can appear in an HTTP.sys error log file to describe the error that caused the log file entry:

Connection_Abandoned_By_AppPool

This reason phrase indicates that the error was caused by a worker process stopping unexpectedly and orphaning requests.

Connection_Dropped

This reason phrase indicates that a zombie connection was dropped by IIS and not resolved correctly.

Various connection time-out errors

These reason phrases include the following various connection time-out errors: 

· Timer_ConnectionIdle. There has been no new data sent over the connection since the last send from the client to server, and the connection timed out. 

· Timer_HeaderWait. A connection was initiated with the server, but the headers for the request were not received in a timely manner.

· Timer_MinBytesPerSecond. The minimum throughput rate was not maintained.

· Timer_EntityBody. The connection expired while waiting for the entity body to arrive.

· Timer_AppPool. The connection expired because the request waited too long in an application pool queue. 

Various errors

These reason phrases include the following errors, most of which are parse errors:

· BadRequest

· Verb

· URL

· Header

· Hostname

· Invalid_CR/LF

· Number

· FieldLength

· RequestLength

· Forbidden

· LengthRequired

· Precondition

· EntityTooLarge

· URL_Length

· Internal

· N/I

Internal 

This reason phrase indicates that an HTTP Error 500, internal server error, occurred.

N/I 

This reason phrase indicates that an HTTP Error 501, not implemented, occurred.

All 503 errors

The 503 errors are service unavailable errors. These reason phrases include the following 503 errors:

· N/A. The service is unavailable.

· ConnLimit. The site connection limit has been reached.

· AppOffline. Because of rapid fail protection, the application was taken offline by IIS.

· QueueFull. The application request queue is full.

· Disabled. The administrator has taken the application offline.

· AppShutdown. The application was automatically shut down because of an administrator policy.

· AppPoolTimer. The application pool process is too busy to handle the request.

Version_N/S

This reason phrase indicates that an HTTP error 505, HTTP version not supported, occurred. 

HTTP.sys Error Log File Examples

The following example shows an HTTP.sys error log file entry, as viewed in a text editor:

2002-07-05 18:45:09 172.31.77.6 2094 172.31.77.6 80 HTTP/1.1 GET /qos/1kbfile.txt 503 – ConnLimit

Table 10.9 lists and describes the fields that are recorded in this example. 

Table 10.9   Example of an HTTP.sys Error Log File Entry

	Field 
	Appears As
	Description

	Date
	2002-07-05
	This log file entry was recorded on July 5, 2002. 

	Time
	18:45:09
	This log file entry was recorded at 6:45 P.M.

	Client IP 
	172.31.77.6
	The IP address of the client. 

	Client port
	2094
	The client port number.

	Server IP
	172.31.77.6
	The IP address of the server. 

	Server port
	80
	The server port number.

	Protocol version
	HTTP/1.1
	The protocol version.

	Verb
	GET
	The user requested a GET, which requests a file.

	Cooked URL and query
	/qos/1kbfile.txt
	The query was unavailable, and the URL of the request was completely processed (also known as cooked), so /qos/1kbfile.txt is the local code page conversion. 

	Protocol status
	503
	The service was unavailable. 

	Site ID
	–
	The site ID was unavailable.

	Reason Phrase
	ConnLimit
	The connection limit was reached.


Custom Logging Modules

IIS supports custom logging modules that are COM objects that must expose a base set of methods for IIS to use. These methods are defined in the ILogPlugin, ILogPluginEx, and ILogUIPlugin interfaces. You can implement custom logging modules when you create your own log file formats or when you manipulate log data. For more information about the methods for the ILogPlugin, ILogPluginEx, and ILogUIPlugin interfaces, see the Custom Logging Module Interface Reference link on the <A HREF="http://go.microsoft.com/fwlink/?LinkId=291" TARGET="_blank">Web Resources page</A> at http://www.microsoft.com/windows/reskits/webresources. For information about creating custom logging modules, see the Creating a Custom Logging Module link on the <A HREF="http://go.microsoft.com/fwlink/?LinkId=291" TARGET="_blank">Web Resources page</A> at http://www.microsoft.com/windows/reskits/webresources.

Custom Logging Considerations

Before you create and use custom logging modules, it is important to consider the following: 

· If you want to implement custom logging for a site, consider synchronization issues. For example, different instances of a logging module can record information for different applications within the same site — but from different worker processes. To avoid synchronization problems, you can write a per-application pool log instead of a per-site log or you can use Microsoft® Win32® application programming interface synchronization primitives. Alternatively, for existing custom logging modules that you cannot change, all of the site’s applications must be assigned to the same application pool to avoid the possibility of multiple worker processes writing entries to the same log file. In addition, the application pool must have the following configuration: 

· MaxProcesses = 1

· DisallowOverlappingRotation = True

· Because the worker process, not HTTP.sys, handles custom logging modules, the HTTP.sys kernel-mode cache is disabled for the site for which a custom logging module is specified.

· In IIS 6.0, HTTP.sys uses the LocalSystem user account when writing log data to the currently selected LogFiles directory. Custom logging modules, however, use the accounts of the application pool in which they are running. The default account for application pools is the Network Service user account. For this reason, custom logging modules can cause write problems or errors when writing to the default LogFiles folder. You can correct this problem by configuring your custom logging modules to write to a different folder.

· If you choose to have custom logging modules write to a different folder, be sure to set a proper ACL on the new folder. Consider giving write permissions to the IIS_WPG group, which is a built-in user group that has the minimum set of permissions that IIS requires. If the identity account is not in the IIS_WPG group and has not been assigned appropriate rights, then the worker process fails to start. For more information about ACLs, see “Managing a Secure IIS 6.0 Solutioniisrg_sec_OVERVIEW” in this book.
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Important

When a custom logging module is loaded, IIS disables the HTTP.sys kernel-mode cache. For this reason, implementing a custom logging module can degrade overall server performance. 

Once you have created a custom logging module, you can add your format to the Active Log Format list in IIS Manager. To add the custom format to the Active Log Format list, you must edit the metabase with the Adsutil.vbs command-line script. For more information about custom logging, including the step-by-step process for adding your custom logging module to the Active Log Format list, see “Custom Logging Modules” in IIS 6.0 Help.

Additional Resources

These resources contain additional information and tools related to this chapter.

Related Information

· “Centralized Binary Log File Formatiisrg_blf_JTUO” in this book for information about centralized binary logging.

· “IIS 6.0 Architectureiisrg_arc_OVERVIEW” in this book for information about the IIS 6.0 architecture and core components.

· “Managing a Secure IIS 6.0 Solutioniisrg_sec_OVERVIEW” in this book for information about file and directory security and access control.

· The W3C Extended Log File Format link on the <A HREF="http://go.microsoft.com/fwlink/?LinkId=291" TARGET="_blank">Web Resources page</A> at http://www.microsoft.com/windows/reskits/webresources for information about the W3C Extended log file format.

· The Creating a Custom Logging Module link on the <A HREF="http://go.microsoft.com/fwlink/?LinkId=291" TARGET="_blank">Web Resources page</A> at http://www.microsoft.com/windows/reskits/webresources for information about creating custom logging modules.

Related Help Topics

· “Enabling Logging” in IIS 6.0 Help, which is accessible from IIS Manager, for information about how to enable logging.

· “Substatus Error Codes in Log Files” in IIS 6.0 Help for information about enabling and disabling substatus error code logging.

· “About Custom Error Messages” in IIS 6.0 Help for information about the Custom Error Messages table.

· “About Logging Site Activity” in IIS 6.0 Help for information about enabling ODBC logging.

· “Custom Logging Modules” in IIS 6.0 Help for information about custom logging and how to add your custom logging module to the Active Log Format list.

Related Tools
· Log Parser tool (LogParser.exe)

Use the Log Parser tool to extract data from the raw file. The Log Parser tool and its accompanying user documentation are included in the IIS 6.0 Resource Kit Tools. You can install the IIS 6.0 Resource Kit Tools, which include Help documentation, by running IIS60rkt.exe from the Internet Information Services (IIS) 6.0 Resource Kit companion CD.

