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Chapter 1

Introducing IIS 6.0

Internet Information Services (IIS) 6.0 is a significant new release. Completely redesigned — from its core components and architecture to its default locked-down installation — IIS 6.0 offers organizations significant advantages over previous versions for reliability, manageability, security, scalability, and performance. Whether you manage a single Web server or are a system administrator at a large Internet service provider, Internet Information Services (IIS) 6.0 Resource Guide provides the conceptual and practical information you need to work with IIS 6.0. You will find information about how IIS 6.0 is different from previous versions; how IIS 6.0 works and integrates with the Microsoft® Windows® Server 2003 operating system; and how to manage, maintain, and troubleshoot IIS effectively.
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Related Information

· For information about IIS 6.0 architecture, see “IIS 6.0 Architectureiisrg_arc_OVERVIEW” in this book.

· For information about common tasks you can do in IIS 6.0, see “Common Administrative Tasksiisrg_tas_LPPR” in this book.

Internet Information Services 6.0

IIS 6.0 is tightly integrated with the Microsoft® Windows® Server 2003, Standard Edition; Windows® Server 2003, Enterprise Edition; Windows® Server 2003, Web Edition; and Windows® Server 2003, Datacenter Edition operating systems. Along with Windows Server 2003, IIS 6.0 provides Web server capabilities over an intranet, the Internet, or an extranet. A versatile tool for creating a reliable communications platform of dynamic network applications, IIS 6.0 can be deployed in many different environments. Small businesses and organizations might use one server running IIS 6.0 to host a single Web site and a small intranet. Large organizations, including Internet service providers (ISPs), corporations, and educational institutions, can manage many application servers, each hosting thousands of Web sites and applications.

Organizations also use IIS 6.0 to host File Transfer Protocol (FTP) sites and route news or e-mail by using the Network News Transfer Protocol (NNTP) and the Simple Mail Transfer Protocol (SMTP). Because IIS 6.0 supports the latest Web standards, such as ASP.NET, XML, and Simple Object Access Protocol (SOAP), it is a robust platform for the development, implementation, and management of new Web sites and applications.

Installing IIS as an Application Server

To help protect your systems from attackers who target unused or unmonitored services, IIS 6.0 is not installed on Windows Server 2003 by default. You must install IIS 6.0 manually when you are ready to deploy your Web solutions.

To install IIS 6.0, you can use the Configure Your Server wizard, which is included in Windows Server 2003. The wizard allows you to install or remove Windows Server 2003 services that are grouped into different server roles. These server roles include file server, print server, terminal server, DNS server, DHCP server, and application server. The application server role can include the following services:

· Internet Information Services (IIS) 6.0

· COM+ for remote transactions

· Distributed Transaction Coordinator (DTC) for remote access

· ASP.NET

· FrontPage Server Extensions

For more information about the application server role, see “Running IIS 6.0 as an Application Serveriisrg_was_OVERVIEW” in this book. For information about installing IIS, see “Internet Information Services (IIS) 6.0 overview” in Help and Support Center for Windows Server 2003.

Enabling Web Service Extensions to Serve Dynamic Content

When you initially install IIS, Web service extensions are locked down, which means that IIS 6.0 only serves static content until you enable specific extensions. To protect your server, select and enable features like ASP, ASP.NET, Server-Side Includes, WebDAV publishing, and FrontPage® 2002 Server Extensions from Microsoft only if you need them. If you do not enable these features before you try to serve dynamic content, IIS returns an HTTP 404 level error message (“File or directory not found”).

For information about enabling Web service extensions, see “Enabling Dynamic Content” in IIS 6.0 Help, which is accessible from IIS Manager.

What’s Changed

IIS 6.0 core components and architecture are redesigned, which makes this version of IIS significantly different from previous versions. IIS 6.0 meets organizations’ demands for the following improvements:

· Reliability. Greater reliability by providing a way to isolate one application from another.

· Manageability. Better manageability by providing a configurable XML-based metabase.

· Security. Tighter security by providing a locked-down security strategy.

· Performance and scalability. Improved performance by providing isolation in-process. Built-in scalability by offering an architecture that allows you to consolidate sites and applications on fewer servers.

Reliability Improvements

IIS 6.0 promotes greater reliability and reduces the chance of defective applications compromising overall server performance and application reliability. Applications that do not function properly can adversely affect any Web server, regardless of the reason for the application’s faulty functionality. For example, one application can consume CPU resources, causing other applications to perform slowly. In addition, a Web application that fails can potentially bring down a Web server, including all its sites and applications. Web server administrators must sometimes restart the entire Web server, bringing down all its applications and sites, in an attempt to update or fix one faulty application. IIS 6.0 offers solutions for all these scenarios.

The IIS 6.0 redesigned architecture, which includes two new request processing models, worker process isolation mode and IIS 5.0 isolation mode, helps you avoid the problems caused by faulty applications. Worker process isolation mode, which is the default application isolation mode for IIS 6.0, separates key components of the World Wide Web Publishing Service (WWW service) from the effects of malfunctioning applications by using isolated worker processes. In IIS 5.0 isolation mode, requests are processed similarly to how they were processed in IIS 5.0. This process model is intended for existing applications that do not initially work when you test them during deployment testing in worker process isolation mode. For more information about IIS architecture changes, see “IIS 6.0 Architectureiisrg_arc_OVERVIEW” in this book.

Worker process isolation mode is the default process model in IIS 6.0 because it enables the greatest number of benefits, many of which are achieved by using application pools. An application pool is a grouping of one or more URLs that are served by a worker process or set of worker processes. You can configure specific settings for each application pool and the worker processes that serve it.

If your server is running applications that contain imperfect code, using worker process isolation mode allows you to isolate a defective application in an application pool. You can then use health monitoring (a feature that makes an application pool self-healing), worker process recycling (periodic restarts of unstable applications or ones that leak memory), and rapid-fail protection (auto-restart of failed applications) to specifically address the application’s faulty functionality, which results in fewer or no system restarts. For more information about how IIS improves reliability of applications, see “Running IIS 6.0 as an Application Serveriisrg_was_OVERVIEW” in this book.

Manageability Improvements

Whether you are responsible for one Web server or for many clusters of Web servers, you can find new features and improvements in IIS 6.0 that will make your Web server easier to manage than with previous versions of IIS. For example, changes in the IIS metabase, additions to programmatic administration, logging enhancements, and debugging improvements can help you manage your Web servers more efficiently. From propagating configuration changes across multiple servers to pinpointing the problem in a slow-to-respond Web site, you can administer your Web servers more quickly and easily with IIS 6.0.

Metabase Improvements

The metabase configuration and schema for IIS 4.0 and IIS 5.0 were stored in a binary file, which was difficult to read or edit. IIS 6.0 replaces the single binary file (MetaBase.bin), with two XML files, which are named MetaBase.xml and MBSchema.xml. In IIS 6.0, administrators who want to manage IIS by editing the metabase directly can use a simple text editor, such as Microsoft Notepad, to edit MetaBase.xml (the metabase configuration file). Editing the metabase configuration file directly is a good solution for administrators who do not want to use scripts or code to administer IIS, and it is a faster administration solution than using IIS Manager when you are working remotely over a slow network connection. For more information about the IIS metabase, see “Working with the Metabaseiisrg_met_KKED” in this book.
Programmatic Administration Additions

Many administrators prefer to manage IIS programmatically by using scripts and batch files, rather than by using IIS Manager, which provides a graphical user interface. Administrators working in an ISP environment with many servers — both local and remote — and thousands of Web sites, can save time by managing IIS programmatically.

IIS 6.0 includes a Windows Management Instrumentation (WMI) provider that allows administrators to control services and applications programmatically. In addition, you can still administer IIS programmatically by using Active Directory Services Interfaces (ADSI) and other custom scripts and batch files. For more information about ADSI and WMI, see “IIS 6.0 Administration Scripts, Tips, and Tricksiisrg_adm_NAPF” in this book.
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Note

In previous releases of IIS, IIS Manager was called the Internet Service Manager. For information about using IIS Manager to administer IIS, see “Common Administrative Tasksiisrg_tas_LPPR” in this book.

Logging Enhancements

You can manage and troubleshoot your Web server more effectively if you understand how to read and analyze log files. In IIS 6.0, logging differs from previous versions in several ways, so be sure to familiarize yourself with the changes before you configure logging on your server.

In IIS 5.0, Inetinfo.exe (a user-mode process) performed all logging. In the redesigned architecture of IIS 6.0, if a request is cached, the response is served from the HTTP.sys kernel-mode cache without passing through Inetinfo.exe or another user-mode component; therefore, HTTP.sys handles most logging in IIS 6.0 (Open Database Connectivity [ODBC] and custom logging are the exceptions) to ensure that responses are recorded.

IIS 6.0 provides the following additional enhancements to logging:

· Substatus error code logging allows you to record substatus error codes for requests that fail (substatus error codes are not returned to the client).

· Centralized binary logging provides a way to record detailed information about all your Web sites but to use a minimum of system resources. For example, you can use a single log file to record data for all your sites.

· HTTP.sys error logging ensures that all errors generated by HTTP.sys can be recorded, including error reasons.

· Remote logging allows you to write log data to a remote share over a network by using a Universal Naming Convention (UNC) path.

For more information about IIS logging, see “Analyzing Log Filesiisrg_log_GADT” in this book.

Troubleshooting

Troubleshooting and debugging can be time-consuming tasks for an administrator. To help you troubleshoot effectively, be sure you are aware of the changes and new features in IIS 6.0 and Windows Server 2003 that can make troubleshooting easier. For example, Windows Server 2003 provides a new framework, Enterprise Tracing for Windows (ETW), which you can use for debugging and capacity planning. IIS 6.0 (through ETW) implements several different tracing providers to trace key transitions for an HTTP request, following its progress through the IIS service framework. These tracing providers include HTTP.sys, IIS Web Server, IIS ISAPI Filter, IIS ISAPI Extension, and IIS ASP traces. The information generated by these providers can help you determine where, in the lifetime of a request, a problem is occurring. For more information about troubleshooting, including how to use new and existing features, tools, and techniques with IIS 6.0, see “Troubleshooting IIS 6.0iisrg_trb_COTA” in this book.
Security Improvements

Attackers and malicious users can take advantage of a system with services that are running but not being used. Such an attack is possible because if administrators do not use a service, they might forget to maintain it with current hotfixes, service packs, and patches. To reduce this security risk, IIS 6.0 is locked down by default — only request handling for static Web pages is enabled, and only the WWW service is installed. None of the applications that run on IIS — including ASP, ASP.NET, Common Gateway Interface (CGI) scripting, FrontPage 2002 Server Extensions, and WebDAV — are turned on by default.

IIS 6.0 improves security in other ways as well. Many aspects of IIS 6.0, including default functionality and settings, perform different than they did in previous versions. These changes can result in existing applications or sites performing in unexpected ways. To save troubleshooting time, familiarize yourself with the security features in IIS 6.0. For more information about IIS 6.0 security, see “Managing a Secure IIS 6.0 Solutioniisrg_sec_OVERVIEW” in this book.

Performance and Scalability Improvements

If you want to host many applications or Web sites on the same server or if you have applications that consume large amounts of system resources, such as bandwidth or CPU processing, you can host those applications on IIS 6.0 and still obtain good performance. IIS 6.0 architecture provides the foundation for a number of performance enhancements in the Web server. For example, Web gardens, processor affinity, idle timeout, bandwidth throttling, HTTP compression, and CPU monitoring are a few of the features that help you conserve system resources while optimizing performance.

When your Web server is running in worker process isolation mode, you can create Web gardens, which enable multiple worker processes to serve one application pool. Web gardens can improve performance because if one worker process in an application pool is busy processing a request, other worker processes can also accept and process requests for that application pool.

IIS 6.0 enables you to configure application pools to establish affinity between worker processes and specific processors in a multiprocessor computer. Processor affinity, when set, enables IIS to efficiently use the caches on multiprocessor servers. Also, you can configure an application pool to have its worker processes request a shutdown if the worker processes are idle for a configurable amount of time. Shutting down idle worker processes frees up unused resources, allowing CPU resources to be used where needed. For more information about idle timeout, see “Running IIS 6.0 as an Application Serveriisrg_was_OVERVIEW” in this book.

If the network or Internet connection that your Web server uses is also used by other services, such as e-mail or news, you can monitor (and limit) the CPU usage of individual worker processes so that a portion of CPU resources are available for those other services. If your Web server hosts more than one Web site, you can individually throttle the bandwidth used by each site. In turn, you can make best use of available bandwidth by enabling HTTP compression, which allows faster transmission of pages between the Web server and compression-enabled clients. Also, IIS 6.0 supports HTTP Keep-Alives, an HTTP specification that increases server efficiency by reducing server activity and resource consumption.

If your server hosts applications that have workloads requiring large amounts of cached data, you can configure IIS 6.0 to cache up to 64 gigabytes (GB) on an x86-based (or compatible processor) system. For more information about these features and how to improve Web server performance, see “Optimizing IIS 6.0 Performanceiisrg_per_OVERVIEW” in this book.

IIS supports Windows scalability solutions, such as clustering and network load balancing; however, IIS 6.0 also provides a number of specific changes that can improve Web server scalability. Scalability is particularly important for organizations that want to reduce overhead and maintenance costs by consolidating sites and applications on fewer servers.

Another way to extend a system is to store content in a remote location, such as on a UNC–based drive. IIS 6.0 provides caching, authentication, and administration changes that make it easier for you to create, secure, and manage centralized content storage.

For more information about these and other scalability features in IIS 6.0, see “Web Server Scalabilityiisrg_sca_OVERVIEW” in this book.

IIS 6.0 Resource Guide Tools

The IIS 6.0 Resource Kit includes 14 tools to help you implement and administer IIS 6.0 more effectively. You can install the IIS 6.0 Resource Kit Tools, which includes Help documentation, by running IIS60rkt.exe from the companion CD. When you perform a default installation of the Resource Kit Tools, most of the files are installed in the LocalDrive: \Program Files\IIS Resources folder. A few tools are installed in other directories. Read the Help documentation that is included with the tools if you want to know the installation directory for a specific tool.

After installing the tools, you can access the tools and their documentation from the Start menu (point to All Programs and then IIS Resources).

The IIS 6.0 Resource Kit provides the following tools for migrating to IIS 6.0, troubleshooting IIS, testing and improving IIS performance, applying IIS security settings, and administering IIS.
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Important

These tools are provided as-is without a warranty of any kind. Use these tools at your own risk. Microsoft disclaims any implied warranty of merchantability and fitness for a particular purpose.

Migration Tools

The IIS 6.0 Resource Kit Tools includes two migration tools, the IIS 6.0 Migration Tool and the Apache to IIS 6.0 Migration Tool.

IIS 6.0 Migration Tool (IISmt.exe)

Use the IIS 6.0 Migration Tool to migrate Web site content and configuration settings from a server running IIS 4.0, IIS 5.0, or IIS 6.0 to a server running IIS 6.0. The IIS 6.0 Migration tool saves time and reduces the chance of errors by automating many of the repetitive processes involved with moving sites manually. This command-line tool is not documented in Resource Kit Tools Help, but a separate user guide is included in the IIS 6.0 Migration Tool folder and is also available from the Start menu.

Apache to IIS 6.0 Migration Tool (Wsmk_targ_virdir.exe and Wsmk_windows.exe)

Use this tool to migrate Web sites — for example, FrontPage Server Extensions, .htaccess files, and home directories — from Linux-based servers that run Apache Web applications to servers running IIS 6.0 on Windows Server 2003. Use this Perl-based command-line tool to migrate both Web content and configuration settings. This migration tool supports a variety of both Linux and Apache versions. The tool is not documented in Resource Kit Tools Help, but a separate user guide is included in the Apache to IIS 6.0 Migration Tool folder and is also available from the Start menu.

Performance and Troubleshooting Tools

The IIS 6.0 Resource Kit Tools provides several tools to help you improve performance and to troubleshoot an application server that is running IIS 6.0. These tools include the Web Capacity Analysis Tool (WCAT), Log Parser, IISState, Wfetch, and TinyGet.

WCAT (Wcclient.exe and Wcctl.exe)

Use the two WCAT tools, Wcclient.exe and Wcctl.exe, as a stress client to simulate clients and as a controller to initiate and monitor the testing. WCAT can test how your IIS 6.0-based server and your network configuration respond to a variety of client requests for content, data, or Web pages. Then use the test results to determine the optimal server and network configuration for your environment.

Log Parser (LogParser.exe or LogParser.dll)

Use Log Parser to perform many tasks related to log files, such as filtering entries, converting log files to other formats, and performing data mining. Log Parser supports many different input formats, including all the IIS log file formats and multiple output formats, such as text files and database tables. You can use Log Parser to obtain logging information for WCAT and TinyGet. Log Parser is available as a command-line tool (LogParser.exe) and as a set of COM objects that support scripting (LogParser.dll).

IISState (IISState.exe and IISState.log)

Use IISState to troubleshoot slow performance and application failures for applications running on IIS 6.0. IISState can also help you identify the causes of ASP0115 error messages and the causes of errors detected by Dr. Watson. For example, IISState can analyze an application like Inetinfo.exe as it executes, record all running threads, and display and log the analysis. IISState also identifies each thread, and displays the raw thread stack and the time that each thread spent executing in kernel and user modes. IISState is a command-line tool.

WFetch

Use WFetch to troubleshoot, test, and log HTTP connections between a server and client. For example, you can use Wfetch to test the performance of new Web sites or Web sites that contain new elements, such as ASP or wireless protocols. Because Wfetch provides only HTTP connection information, it provides a faster way to analyze and troubleshoot HTTP performance than by running a Network Monitor trace. Wfetch provides a graphical user interface (GUI).

TinyGet (TinyGet.exe)

Use TinyGet to troubleshoot, test, and log HTTP connections between a server and client. With TinyGet.exe, you can customize each test request by configuring many different factors, including the authentication method, HTTP version, and output format. You can also use scripts that specify looping and multithreading. TinyGet.exe is a command-line tool.

Security Tools

The IIS 6.0 Resource Kit Tools provides several tools to help secure your Web server and troubleshoot security issues, including CustomAuth, Permissions Verifier, SelfSSL, and IISCertDeploy.vbs.

CustomAuth (CustomAuth.dll and CustomAuth.ini)

Use CustomAuth as a Web client authentication alternative to Basic, NTLM, and other IIS authentication methods. With CustomAuth, you can create a custom logon form for collecting user credentials, or you can use or modify the logon form that is included with the tool. As an ISAPI filter that must also be installed as a wildcard application map, CustomAuth runs at the beginning of every request, regardless of the extension of the requested file. Because CustomAuth allows users to log off after they complete a session, it is a good solution for a public kiosk.

Permissions Verifier (Permissions Verifier.js)

Use Permissions Verifier and its accompanying XML sample to verify that IIS is configured with the minimum permissions required to run. The tool checks the access control lists (ACLs) set for users and groups to help you determine whether permissions issues are causing any Web server problems.

SelfSSL (SelfSSL.exe)

Use SelfSSL to generate and install a self-signed Secure Sockets Layer (SSL) certificate. Because SelfSSL.exe generates a self-signed certificate that does not originate from a commonly trusted source, use this tool only when you need to troubleshoot third-party certificate problems or when you need to create a secure private channel between your server and a limited, known group of users, such as exists in a software test environment. SelfSSL.exe is a command-line tool.

IISCertDeploy.vbs

Use IISCertDeploy.vbs to deploy and back up SSL certificates on servers running IIS 6.0.

Administration Tools

The IIS 6.0 Resource Kit Tools provides several tools to help you administer your Web server and manage your sites, including IIS Host Helper Service, RemapURL, and Metabase Explorer.

IIS Host Helper Service (IISHostsvc.exe)

Use IIS Host Helper Service to register IIS host header strings with name resolution services. You can use IIS Host Helper Service in corporate intranet settings when you want to allow users to access Web sites by using host header names, but you do not want to register each site’s name statically with Windows Internet Name Service (WINS) or a DNS server. When you install the IIS 6.0 Resource Kit Tools, IISHostsvc.exe is placed in the systemroot\System32\Inetsrv directory, and an IIS Host Helper Service log file directory is created at systemroot\System32\LogFiles\Iishostsvc.

RemapURL (RemapUrl.ini and RemapUrl.dll)

Use RemapURL to redirect client HTTP requests for URLs. RemapURL is a sample ISAPI filter that redirects HTTP requests by using an ISAPI PREPROC_HEADERS notification. This method enables you to redirect client GET or POST requests in a way that is completely transparent to the user. You can also use RemapURL if you want to display custom error messages.

Metabase Explorer

Use Metabase Explorer for viewing and editing the IIS 6.0 metabase. You can also use this tool to edit security settings for keys, export and import keys and subkeys, copy and paste keys and subkeys, and compare records. Metabase Explorer provides a GUI.

Additional Resources

These resources contain additional information and tools related to this chapter.

Related Information

· “Analyzing Log Filesiisrg_log_GADT” for information about improvements to IIS logging, including centralized binary logging.

· “Common Administrative Tasksiisrg_tas_LPPR” for information about how to perform frequently used administrative tasks.

· “Configuring Internet Sites and Servicesiisrg_cfg_OMKX” for information about configuring Web, FTP, NNTP, and SMTP sites and services.

· “IIS 6.0 Administration Scripts, Tips, and Tricksiisrg_adm_NAPF” for information about configuring IIS programmatically. Includes steps for creating and configuring a site from a batch file.

· “IIS 6.0 Architectureiisrg_arc_OVERVIEW” for information about IIS 6.0 architecture as it pertains to the application isolation modes. Includes diagrams of how request processing occurs in worker process isolation mode and in IIS 5.0 isolation mode.

· “Managing a Secure IIS 6.0 Solutioniisrg_sec_OVERVIEW” for information about improvements to IIS security.

· “Optimizing IIS 6.0 Performanceiisrg_per_OVERVIEW” for information about specific performance counters and tools for monitoring and tuning performance. Includes information about managing system resources, such as setting connection timeouts, configuring HTTP compression, and enabling bandwidth throttling.

· “Running IIS 6.0 as an Application Serveriisrg_was_OVERVIEW” for information about installing IIS 6.0, choosing and configuring an application isolation mode, using health monitoring features and application pools, and managing Web server resources.

· “Troubleshooting IIS 6.0iisrg_trb_COTA” for information about troubleshooting IIS, including HTTP status codes.
· “Web Server Scalabilityiisrg_sca_OVERVIEW” for information about improving scalability by optimizing IIS caches.

· “Working with the Metabaseiisrg_met_KKED” for information about editing, backing up, and importing and exporting the IIS 6.0 metabase.
· Internet Information Services (IIS) 6.0 Deployment Guide of the Microsoft® Windows® Server 2003 Resource Kit, which is also a member of the Internet Information Services (IIS) 6.0 Resource Kit.

Related IIS 6.0 Help Topics

· “Common Administrative Tasks” in IIS 6.0 Help for detailed information about how to complete many of the tasks described in this chapter.

· “Enabling Dynamic Content” in IIS 6.0 Help, which is accessible from IIS Manager, for information about enabling features in the Web Service Extensions list.

· “Frequently Asked Questions” in IIS 6.0 Help for basic information about IIS 6.0.

· “Metabase Property Reference” in IIS 6.0 Help for reference information about metabase properties.

· “Server Administration Guide” in IIS 6.0 Help for information about administering IIS 6.0.

· “Site Setup” in IIS 6.0 Help for information about setting up IIS 6.0.

· “Web Application Guide” in IIS 6.0 Help for information about using ASP and ASP.NET with IIS 6.0.

Related Windows Server 2003 Help Topics

For best results in identifying Help topics by title, in Help and Support Center, under the Search box, click Set search options. Under Help Topics, select the Search in title only check box.

· “Internet Information Services (IIS) 6.0 overview” in Help and Support Center for Windows Server 2003 for information about installing IIS 6.0.

Related Tools

· Adsutil.vbs

Obtain syntax, parameters, and examples for using Adsutil.vbs to configure and manage IIS from “IIS 6.0 Administration Scripts, Tips, and Tricksiisrg_adm_NAPF” in this book.

· IIS 6.0 Resource Kit tools (IIS60rkt.exe)

Obtain the IIS 6.0 Resource Kit tools and their documentation (IISTools.chm,) from the Windows Server 2003 Resource Kit companion CD or the Internet Information Services (IIS) 6.0 Resource Kit companion CD. Install the Resource Kit Tools by running IIS60rkt.exe from the companion CD. When you perform a default installation of the Resource Kit Tools, the files are installed in the LocalDrive:\Program Files\IIS Resources folder.

· Windows Support Tools

Obtain the Windows Support Tools by installing them from the \Support\Tools folder of the Windows Server 2003 operating system CD. See the Support Tools Help file for information about using these tools.

