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Abstract

The purpose of this guide is to help you manage and configure Microsoft Exchange Server 2007 transport servers. The information and procedures in this guide focus specifically on the message transport components of a computer that runs Exchange 2007 and has the Hub Transport server role or the Edge Transport server role installed. This guide provides overviews of the transport components and the tasks you must perform to manage and configure them.
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Managing Transport Servers

This guide is a compilation of transport-specific Microsoft Exchange Server 2007 Help topics designed to help you manage and configure Exchange 2007 transport servers. The information and procedures in this guide focus specifically on the message transport components of a computer that runs Exchange 2007 and has the Hub Transport server role or the Edge Transport server role installed. This guide provides overviews of the transport components and the tasks you must perform to manage and configure them.
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Important: 

This document is a compilation of Exchange 2007 Help topics and is provided as a convenience for customers who want to view the topics in print format. To read the most up-to-date Help topics, visit the Exchange Server 2007 Library.
This first section provides information and links to the relevant topics that will help you manage and configure Microsoft Exchange Server 2007 transport servers. The procedures in this section focus specifically on the message transport components of a computer that runs Exchange 2007 and has the Hub Transport server role or the Edge Transport server role installed.

You must have the correct level of permissions to manage Exchange 2007 servers.

The Edge Transport server is installed as a stand-alone server in the perimeter network outside the Exchange organization. You must log on by using an account that is a member of the local administrators group to manage an Edge Transport server.

The Hub Transport server provides the message transport functionality for all mail flow that occurs in the Exchange organization. The permissions that are required to manage Hub Transport servers depend on the scope of the effect of the task that is performed. To learn more about the required permissions for Hub Transport server management, see the individual procedures.

Transport Components

After you install the Hub Transport server role or the Edge Transport server role, you must perform additional configuration of various transport components to meet the needs of your organization. You must also configure settings for the transport components that provide resources for monitoring and troubleshooting mail flow. The following topics provide information to help you manage transport components:


Configuring Transport Server Properties

Managing Accepted Domains

Managing Connectors
· Managing Message Size Limits

Managing Edge Subscriptions

Managing Remote Domains

Managing the Pickup Directory

Managing the Replay Directory

Managing Transport Agents

Managing Delivery Status Notifications

Managing Queues

Managing the Address Rewriting Agent

Managing Domain Security

Managing Transport Logs
For More Information

For more information about the tasks that you must perform to fully deploy transport servers after you install Exchange 2007, see the following topics in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320):

· Post-Installation Tasks

· Finalize Deployment Tasks

· End-to-End Scenario Tasks

Configuring Transport Server Properties

The property configuration of an Exchange 2007 transport server determines how that server processes messages. You can configure the transport server properties by using the Exchange Management Console or the Exchange Management Shell on a computer that has the Hub Transport server role or the Edge Transport server role installed. This topic provides information about the settings that you can configure for a transport server.

In the Exchange Management Console, view and modify the transport server configuration from the transport server property pages. In the Exchange Management Shell, use the Get-TransportServer cmdlet to view the transport server configuration and the Set-TransportServer cmdlet to modify the transport server configuration. Administrators who have been delegated the Exchange Server Administrator role can modify transport server settings on Hub Transport servers. Local server administrators can modify transport server settings on Edge Transport servers.

How to View Transport Server Configuration

You can use the Exchange Management Console to view a limited set of transport server properties. You can view all the transport server settings by using the Exchange Management Shell. 
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To use the Exchange Management Console to view transport server configuration

	1.
Open the Exchange Management Console. Perform one of the following steps:

a.
On a computer that has the Edge Transport server role installed, in the console tree, select Edge Transport, and then click the Properties link that is directly under the server name.

b.
On a computer that has the Hub Transport server role installed, in the console tree, expand Server Configuration, and then select Hub Transport. In the result pane, select a server. In the action pane, click the Properties link that is directly under the server name.

2.
The transport server properties are displayed.
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To use the Exchange Management Shell to view transport server configuration

	
To display the transport server name, whether the message tracking log is enabled, and the external postmaster address for the specified server, run the following command:

Get-TransportServer -Identity "Transport Server Name"


To display a list of all properties configured for a specified transport server, run the following command:

Get-TransportServer -Identity "Transport Server Name" | format-list


To display a table of selected properties for a specified transport server, run the following command:

Get-TransportServer -Identity "Transport Server Name" | format-table Name,ExternalDNSAdapterEnabled,ExternalDNSServer




General Tab in Exchange Management Console

In the Exchange Management Console, the General tab of the transport server's properties displays general information about the server. If you view the General properties for an Edge Transport server, the product version, edition, server roles installed, identification, and last modification date are displayed. If you view the General properties for a Hub Transport server, the domain controller servers and global catalog servers that are used by Exchange are also displayed. 

You can't modify any of these properties. These properties are automatically updated when you modify the computer that is running Exchange Server. You can set the option to automatically send fatal service error reports to Microsoft on the General property tab.

The following figure shows the General property tab for a Hub Transport server.

General property tab for a Hub Transport server
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To view the general information about a server by using the Exchange Management Shell, use the Get-ExchangeServer cmdlet. For more information, see Get-ExchangeServer in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).
DNS Lookups

DNS lookups are used by Exchange 2007 transport servers to resolve a host name to an IP address. Make sure that the server is configured to enable DNS resolution for hosts inside the Active Directory directory service forest and hosts that are outside the Exchange organization. The DNS server that is queried to resolve an individual lookup depends on the configuration of the transport server properties. The transport server properties can be configured to use the DNS server configuration of a local network adapter. The transport server properties can also be configured to query a specific DNS server for host name resolution. If the transport server has more than one network adapter, you can configure DNS lookup to use the configuration of a specific network adapter for external and internal DNS lookups.

DNS lookups are directed to a particular DNS server as follows:


By default, the DNS configuration of a network adapter is selected. To override use of the network adapter configuration, by using the Set-TransportServer cmdlet in the Exchange Management Shell, you must set the InternalDNSAdapterEnabled and ExternalDNSAdapterEnabled parameters to $False and configure a list of DNS servers to query. You can also use the Exchange Management Console to modify this configuration.


The configuration of internal DNS Lookups is used by default.


The configuration of external DNS lookups is used only when a Send connector is configured to use these settings. This setting is enabled on a per-connector basis. 


If you configure more than one DNS server address, the first DNS server listed is considered the primary DNS server. Additional entries are considered secondary DNS servers. Secondary DNS servers are queried only when the primary DNS server can't be reached.


If you configure DNS lookups to use the DNS server configuration of a specific network adapter, you must specify the adapter by its GUID. Never apply the network adapter GUID of one server to the transport settings of another server. If you do this, the server can't send mail because it can't locate the network adapter that is referenced by the GUID.


To retrieve the GUID for a network adapter, run the Get-NetworkConnectionInfo cmdlet in the Exchange Management Shell. This cmdlet must be run locally on the computer for which you want to retrieve the network adapter GUID. The following example shows the output of the Get-NetworkConnectionInfo cmdlet.

[PS] D:\Documents and Settings\Administrator>Get-NetworkConnectionInfo

Name        : Intel(R) PRO/1000 MT Network Connection

DnsServers  : {10.197.12.19, 10.197.12.20}

IPAddresses : {10.197.21.53}

AdapterGuid : 0d372140-eae6-4350-9ef8-14d9d10061f2

MacAddress  : 00:0B:DB:4E:8C:A6

External DNS Lookups

When a Send connector is configured to use the external DNS lookup settings on a transport server, it uses the external DNS settings that you configure to resolve host or MX records to IP addresses. The external DNS settings also apply to Receive connectors for the anti-spam agents, such as the Sender ID agent and Connection Filter agent. You can select the DNS configuration of a specific network adapter. Alternatively, you can manually create DNS server entries. You can configure external DNS lookups in the Exchange Management Console and in the Exchange Management Shell.
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To use the Exchange Management Console to configure external DNS lookups

	1.
Open the Exchange Management Console. Take one of the following steps:


On a computer that has the Edge Transport server role installed, in the console tree, select Edge Transport. Click the Properties link that is directly under the server name.


On a computer that has the Hub Transport server role installed, in the console tree, expand Server Configuration, and then select Hub Transport. In the result pane, select a server. In the action pane, click the Properties link that is directly under the server name.

2.
Click the External DNS Lookups tab. By default, external DNS lookups are configured to use network adapter DNS settings. The network adapter that should be used is set to (All available). Take one of the following steps to configure the external DNS lookups.


To configure the external DNS lookups to use the DNS configuration of a specific network adapter, select Use network card DNS settings as shown in the following figure and then click OK. Select an adapter from the list that appears. The DNS settings for that adapter are now displayed on the External DNS Lookups properties.

External DNS Lookups tab on a transport server configured to use a specific network adapter
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Caution: 

Do not select a specific network adapter unless you are logged on locally to the server that you are configuring. If you are configuring a remote server, you must select the (All Available) option.


To configure the external DNS lookups to use a specific DNS server, select Use these DNS servers. Enter the IP address of the DNS server and then click Add as shown in the following figure, and then click OK.

External DNS Lookups tab on a transport server that is configured to use a manually configured list of DNS servers
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To use the Exchange Management Shell to configure external DNS lookups

	
To configure the transport server to use a specific network adapter for external DNS lookups, run the following command:

Set-TransportServer -Identity "Transport Server Name" -ExternalDNSAdapterEnabled $true - ExternalDNSAdapterGUID 64fb8dba-0d5c-49eb-9ae3-93071551e4d9


To configure the transport server to use a list of DNS servers for external DNS lookups, run the following command:

Set-TransportServer -Identity "Transport Server Name" -ExternalDNSAdapterEnabled $false -ExternalDNSServers {192.168.1.1, 192.168.1.2}




Internal DNS Lookups

The internal DNS lookups configuration settings are used to resolve DNS queries for all communications that do not route through a Send connector that is set to use the external DNS lookup settings on a transport server. For example, all messages that are sent between Hub Transport servers in the organization by using the implicit intra-organization Send connector use the internal DNS lookups configuration.

You can configure internal DNS lookups in the Exchange Management Console and in the Exchange Management Shell.
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To use the Exchange Management Console to configure internal DNS lookups

	1.
Open the Exchange Management Console. Perform one of the following steps:


On a computer that has the Edge Transport server role installed, in the console tree, select Edge Transport. Click the Properties link that is directly under the server name.


On a computer that has the Hub Transport server role installed, in the console tree, expand Server Configuration, and then select Hub Transport. In the result pane, select a server. In the action pane, click the Properties link that is directly under the server name.

2.
Click the Internal DNS Lookups tab. By default, internal DNS lookups are configured to use network adapter DNS settings. The network adapter to use is set to (All available). Take one of the following steps to configure the internal DNS lookups.


To configure the internal DNS lookups to use the DNS configuration of a specific network adapter, select Use network card DNS settings as shown in the following figure, and then click OK. Select an adapter from the list that appears. The DNS settings for that adapter are now displayed on the Internal DNS Lookups properties. 

Internal DNS Lookups tab on a transport server configured to use a specific network adapter
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Caution: 

Do not select a specific network adapter unless you are logged on locally to the server that you are configuring. If you are configuring a remote server, only select the (All Available) option.


To configure the internal DNS lookups to use a specific DNS server, select Use these DNS servers. Enter the IP address of the DNS server, click Add as shown in the following figure, and then click OK.

Internal DNS Lookups tab on a transport server that is configured to use a manually configured list of DNS servers
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To use the Exchange Management Shell to configure internal DNS lookups

	
To configure the transport server to use a specific network adapter for internal DNS lookups, run the following command:

Set-TransportServer -Identity "Transport Server Name" -InternalDNSAdapterEnabled $true - InternalDNSAdapterGUID 64fb8dba-0d5c-49eb-9ae3-93071551e4d9


To configure the transport server to use a list of DNS servers for internal DNS lookups, run the following command:

Set-TransportServer -Identity "Transport Server Name" -InternalDNSAdapterEnabled $false -InternalDNSServers {192.168.1.1, 192.168.1.2}




Limits

The Limits tab of the transport server properties or the Set-TransportServer cmdlet is used to configure the following settings:


Retries   These settings determine the interval at which an Exchange 2007 transport server will retry message delivery when a connection failure occurs. The available settings are as follows:


Outbound connection failure retry interval (minutes)   Use this field to specify the retry interval for subsequent connection attempts to a remote server where earlier connections have failed. The minimum value is 1 minute. The maximum value is 4,320 minutes (3 days). The default value is 10 minutes. We recommend that you do not modify the default value unless Microsoft Support Services have advised you to do this.


Transient failure retry interval (seconds)   Use this field to specify the interval at which the server immediately retries when it encounters a connection failure with a remote server. The maximum value is 43,200 seconds (12 hours). The minimum value is 15 seconds. The default value is 300 seconds.


Transient failure retry attempts   Use this field to specify the maximum number of times that a server immediately retries when it encounters a connection failure with a remote server. When this parameter is set to 0, the server doesn't immediately try to reconnect. The default and maximum value is 6.


Message expiration   This setting determines how long an Exchange 2007 transport server tries to deliver a message before the server removes the message from the queue. If a message remains in the queue for more time, the message is returned to the sender as a hard failure. The default value is 2 days. The valid input range is 1 day to 90 days.


Notifications   This setting is used to determine how long the server waits before it generates a delivery status notification (DSN) to the sender about a delivery delay. The default value is 4 hours. The valid input range is 1 hour to 720 hours (30 days).


Connection restrictions   These settings limit the maximum number of concurrent connections that can exist on an Exchange 2007 transport server. You can configure an overall limit. You can also configure a per domain limit. The available settings are as follows:


Maximum concurrent outbound connections   Select this option to specify the maximum number of outbound connections that can be open at a time. If the connection limit is reached, the server does not initiate new connections until the number of current connections decreases. The default value is 1000.


Maximum concurrent outbound connections per domain   Select this option to specify the maximum number of concurrent connections to any single domain. The default value is 20.

The following figure shows the default configuration of the Limits tab for a transport server.

Limits tab for a transport server
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For more information about how to configure these properties, see Managing Message Retry, Resubmit, and Expiration Intervals.

Additional Transport Server Settings

When you use the Exchange Management Shell to configure the transport server, you can modify additional properties that are unavailable in the Exchange Management Console. These properties control settings that relate to the following transport features:


Connectivity logging


Delivery status notifications


Postmaster address


Message tracking


Connection rates


Pickup directory


Pipeline tracing


Poison messages


Protocol logging


Replay directory


Routing table logging

For more information about how to modify these properties by using cmdlets in the Exchange Management Shell, see the following topics in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320): 

Set-TransportServer

Get-TransportServer
For More Information

For more information, see the following topics in this guide:


Managing Message Retry, Resubmit, and Expiration Intervals

Managing Connectors

Managing the Pickup Directory

Managing the Replay Directory

Managing Delivery Status Notifications

Managing Message Tracking

Managing Protocol Logging

Managing Connectivity Logging
Also, see the following topics in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320):

· Get-ExchangeServer

· Configuring DNS Settings for Exchange 2007 Servers

Exchange 2007 Transport Permissions Model

This topic provides detailed information about the Exchange 2007 transport permissions model. In Exchange 2007, transport refers to the process of transferring messages from one server to another server. When messages are transferred between a Mailbox server and the Hub Transport server, the MAPI protocol is used. When messages are sent and received between Hub Transport servers, the Simple Mail Transfer Protocol (SMTP) is used. Each communication session between servers can have an optional authentication stage. Connection requests may require authorization checks.

Authentication is the process that tries to identify the sender of a message. If no authentication occurs or the authentication attempt fails, the sender's identity is anonymous. Authorization is the process that determines whether to allow the user, program, or device that is connecting to access to some data, functionality, or service. This access depends on the requested action. The authentication process verifies identity. The authorization process determines the level of access that is granted.

In Exchange 2007, the SMTP and MAPI protocols are provided by the Microsoft Exchange Transport service. In sessions that use either the SMTP or MAPI protocol, the Microsoft Exchange Transport service uses the Microsoft Windows authorization model to manage the permissions for a session. In the context of transport in Exchange 2007, authorization relates to whether various protocol verbs or events are accepted. For example, authorization will check for permissions that allow the sender to submit a message from a particular e-mail address or that allow a particular message size. During both the MAPI and SMTP protocol conversations, Exchange 2007 can perform session authentication. After a session is authenticated, the permission groups available to the session may change because of authentication. This enables anonymous messages from the Internet and messages submitted by authenticated users in the Exchange organization to be processed differently because of the different permission groups granted by authentication.

The default behavior for transport on an Edge Transport server role differs from the default behavior on a Hub Transport server role. This difference is not because of a code variation. The difference is caused by a difference in the default set of permissions for each role. Exchange servers that are part of the same Active Directory forest have a trust relationship. This trust relationship means that the default permissions that are configured during installation enable secure mail flow within the forest.

Each authenticated session presents an access token that lists the security identifier for each group in which the authenticating security principal has membership. The following figure shows the relationship between the group memberships listed on the access token and permissions that are assigned to those groups for the object that is accessed.

Transport authorization components in Exchange 2007

[image: image17.png]Access Token Access Control List

Permission Group ]
Authenticated Users Entry
Access Control
Permission Group Einy
Domain Compaters Access Control
Entry
Permission Group s
Hub Transport Entry
Servers

Access Control Entry

Type: Allow.
Permission Group Name: Hub Transport Servers.





The Difference between Authenticated Sessions and Authenticated Messages

A central concept of the Exchange 2007 transport model is the difference between authenticated transport sessions and authenticated messages. A message can be stamped with metadata that indicates that it is authenticated or anonymous. When one server authenticates to another server, it can then send a message and stamps it with metadata that indicates whether the message is authenticated or anonymous. The receiving server determines whether the authenticated stamp is trusted. If the receiving server trusts the sender, the authenticated stamp is left intact. If the receiving server doesn't trust the sender, it will override the sending server's authenticated stamp and stamp the message with metadata that indicates the message is anonymous. In an Exchange organization, end-to-end internal mail flow occurs between servers that trust the authenticated message stamp. An Edge Transport server that receives messages from the Internet doesn't trust the authenticated stamp of anonymous servers on the Internet. Therefore, the Edge Transport server stamps each message with metadata that indicates the message is anonymous before it sends to a Hub Transport server over an authenticated connection.

How the Message Transport Authentication and Authorization Process Works

In Exchange 2007, the following basic mechanisms are available to authenticate an SMTP session:


You can use a Windows account and password in a MAPI session. Alternatively, you can use the AUTH extension of SMTP. This includes plain text password authentication, NTLM authentication, and Kerberos authentication.


You can use a X.509 certificate by using the STARTTLS extension of SMTP. In this scenario, the server provides a certificate as part of the Transport Layer Security (TLS) negotiation. Optionally, the client also supplies a certificate.


You can use an external authentication mechanism. External authentication uses a mechanism that isn't part of Exchange, such as a physically-secured network or IPsec. This method is used when communication occurs over identified IP routes on dedicated Send connectors and Receive connectors.

The sending transport server can authenticate to the receiving transport server before it sends the message. After the sender authenticates, the receiving transport server applies those permissions to the session access token that are granted to that sender.

In Exchange 2007, Send connectors and Receive connectors manage mail flow. The connectors have a discretionary access control list (DACL) that defines the permissions that are associated with sending and receiving e-mail. The permissions on Receive connectors are most important. The DACL on the Receive connector determines the sender's permissions for messages that are submitted through the Receive connector. After an SMTP session is established to a Receive connector, the session starts with an anonymous access token for that session. A subsequent successful authentication changes the access token. If a session doesn't authenticate, the permission groups in the access token remain the same. If a session authenticates, it is granted the permissions that are assigned to the individual account or role and the permissions that are assigned to any security groups which that account belongs to.

The flow chart in the following figure illustrates how an Exchange 2007 transport server uses authentication and authorization in an SMTP session.

SMTP session authentication and authorization process
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Authentication Configurations

The set of authentication mechanisms that are configured for a Receive connector determine the authentication mechanisms that are available for use by sessions that submit messages to the Receive connector. The authentication mechanism that is configured for a Send connector determines which authentication mechanism will be used by the Send connector to authenticate to a smart host.

Authentication for Receive Connectors

You can configure more than one authentication mechanism on a Receive connector. For a Receive connector, the authentication setting determines the set of authentication mechanisms that are enabled by the server to authenticate sessions that submit messages to the server. The sending server determines which authentication mechanism is used.

The following table lists the authentication mechanisms that you can configure on a Receive connector. To configure the Receive connector authentication mechanism, use the Authentication tab of the Receive connector properties in the Exchange Management Console or the AuthMechanism parameter with the Set-ReceiveConnector cmdlet in the Exchange Management Shell.

Authentication mechanisms for Receive connectors

	Authentication mechanism
	Description

	None
	No authentication options are offered.

	Transport Layer Security (TLS)
	The connector offers STARTTLS to clients.

	Integrated Windows authentication
	The connector offers AUTH plus NTLM GSSAPI to clients. GSSAPI enables clients to negotiate either NTLM or Kerberos.

	Basic authentication
	The connector offers AUTH plus LOGIN to clients. The user name and password are received in clear text from the client. This mechanism requires a Windows account to validate credentials.

	Basic authentication over TLS
	This is the policy modifier for Basic authentication. The connector offers AUTH plus LOGIN to the client only after the client has negotiated TLS. This mechanism also requires that TLS be set as the authentication mechanism.

	Exchange Server authentication
	The connector offers EXPS plus GSSAPI for Exchange servers that are running earlier versions of Exchange Server and X-ANONYMOUSTLS to clients for Exchange 2007 servers.

	Externally Secured (for example, with IPsec)
	This option considers any connection as coming from another authoritative server.


Authentication for Smart Host Send Connectors

For a Send connector, the SmartHostAuthMechanism setting determines how the sending server authenticates with the target smart host. The SmartHostAuthMechanism can only have one value. If a SmartHostAuthMechanism is configured, the authentication must succeed before mail is sent. If the authentication mechanism that is used by the sending Exchange 2007 server isn't provided by the smart host, the server won't send e-mail messages and the session will end. If the authentication mechanism used by the sending Exchange 2007 server is provided, but authentication fails, the server will also not send e-mail messages and the session will end.

The following table lists the authentication mechanisms that you can configure on a Send connector. To configure the Send connector authentication mechanism, use the Configure the Smart Host Authentication dialog on the Network tab of the Send connector properties in the Exchange Management Console or the SmartHostAuthMechanism parameter with the Set-SendConnector cmdlet in the Exchange Management Shell.

Authentication mechanisms for smart host connectors

	Authentication mechanism
	Description

	None
	Anonymous access is allowed.

	Basic authentication
	The connector must use AUTH plus LOGIN. This requires that you provide a user name and password. Basic authentication sends credentials in clear text. All smart hosts with which this Send connector is authenticating must accept the same user name and password. If the RequireTLS parameter is also set to $True, the connector must use TLS before submitting credentials, but no server certificate verification is performed.

	Basic authentication requires TLS
	This is a policy modifier for Basic authentication. It requires that the connector use TLS before it tries AUTH. It also requires the sending server to perform X.509 certificate validation of the receiving server. Certificate validation includes checking the certificate revocation list (CRL) and matching the server identity against the list of smart hosts configured on the connector before it tries AUTH. One of the fully qualified domain names (FQDN) listed as a smart host must be present in the server certificate for name matching to succeed. Therefore, if the FQDN of the smart host points to an MX record, the listed smart host FQDN must be present in the certificate.

	Exchange Server authentication
	The connector must use either EXPS plus GSSAPI for Exchange servers that are running earlier versions of Exchange Server or X-ANONYMOUSTLS for Exchange 2007 servers.

	Externally secured (for example, with IPsec)
	The network connection is secured by using a method that is external to the Exchange server.


Transport Layer Security

The TLS protocol is described in RFC 2246. TLS uses X.509 certificates. These are a form of electronic credential. TLS can be used as follows:


For confidentiality only.


For server authentication with confidentiality where the server certificate is validated.


For mutual authentication with confidentiality where both client and server certificates are validated.

During the SMTP protocol conversation, the client issues the SMTP STARTTLS command to request that TLS be negotiated for this session. The client receives an X.509 certificate from the server as part of the TLS protocol negotiation. The client authentication policy then determines whether the receiving server certificate should be validated and whether any other criteria should be applied to the certificate, such as name matching.

An optional part of the TLS negotiation enables the receiving server to also request a certificate from the sending server. If the sending server sends a certificate to the receiving server, the local policy on the receiving server determines how the certificate is validated and what permissions are granted to the sending server because of the authentication.

When TLS is used for server authentication, only the receiving server certificate is validated. If TLS is used for mutual authentication, both the sending server certificate and the receiving server certificate must be validated.

When TLS is configured on an Exchange 2007 Receive connector, the server must have an X.509 certificate. This certificate can be a self-signed certificate or a certificate that is signed by a certification authority (CA). The Exchange server looks for a certificate in the local store that matches the FQDN of the connector. The sending server selects how the TLS protocol is used. When Exchange uses TLS for confidentiality only, the Exchange client doesn't validate the certificate. For example, when Exchange uses TLS between Hub Transport servers by using the Kerberos through TLS protocol, it establishes a confidential channel between the servers and performs no validation on the certificate. The authentication between the servers occurs by using Kerberos after the TLS protocol finishes. 

When TLS authentication is required, Exchange must validate the certificate. Exchange can validate the certificate in two ways: direct trust or X.509 validation. When TLS is used for Edge Transport server to Hub Transport server communication, Exchange uses a direct trust mechanism to validate the certificate.

Direct trust means that Exchange uses a trusted store, such as Active Directory or Active Directory Application Mode (ADAM). Direct trust also means that the presence of the certificate in the store validates the certificate. When direct trust is used, it doesn't matter if the certificate is self-signed or signed by a certification authority. When you subscribe an Edge Transport server to the Exchange organization, the subscription publishes the Edge Transport server certificate in Active Directory for the Hub Transport servers to validate. The Microsoft Exchange Edgesync service updates ADAM with the set of Hub Transport server certificates for the Edge Transport server to validate. 

The other method that Exchange uses to validate certificates is X.509 validation. When X.509 validation is used, the certificate must be signed by a CA. Exchange uses X.509 validation when it authenticates smart hosts or when it uses Domain Security. Domain Security is explained in the following section.

Domain Security

Domain Security refers to the set of functionality in Exchange 2007 and Microsoft Office Outlook that provides a relatively low cost alternative to S/MIME or other message-level security solutions. The purpose of Domain Security is to provide administrators a way to manage secured message paths over the Internet with business partners. After these secured message paths are configured, messages that have successfully traveled over the secured path from an authenticated sender are displayed to users as "Domain Secured" in the Outlook and Outlook Web Access interface.

A Send connector verifies that the target domain is on the list of sender domains that are configured for Domain Security if the following conditions are true:


The Send connector is configured to route messages by using Domain Name System (DNS) mail exchange (MX) resource records.


The Send connector is configured as domain-secured.

If the target domain is on the list, the transport server enforces mutual TLS authentication when it sends e-mail to the domain. 

The receiving server responds with an SMTP QUIT command if the following conditions are true:


Exchange cannot negotiate TLS


Server certificate validation or CRL verification fails.

The messages then queue on the sending server. The queue is in a retry state. This behavior also occurs when the name check fails. 

If a Receive connector is domain-secured, the transport server checks the received mail. Then the transport server enforces mutual TLS authentication if the sender is on the list of recipient domains configured for Domain Security. If all the checks pass, the received message is marked as "Domain Secured." If the sender cannot negotiate TLS, or if the server certificate validation or CRL verification fails, the transport server rejects the message by using the SMTP protocol REJECT command. If the name check fails, an SMTP protocol REJECT also results. Then the Exchange server sends a message that has a temporary SMTP error (4xx) to the sending server. This means that the sending server should retry later. This behavior prevents transient failures caused by temporary CRL verification failures from causing an immediate NDR to the sender. The failure only delays message delivery.

For more information, see Managing Domain Security.

Externally Secured Authentication

You can select the Externally Secured authentication option if you are sure that the network connection between the servers is trusted. This connection may be an IPsec association or virtual private network. Alternatively, the servers may reside in a trusted physically controlled network. This configuration is useful in the following case:


You establish mail flow between an Exchange 2007 transport server and an earlier version of Exchange Server or any other SMTP server.


You don’t want to use Basic authentication.

Exchange connectors that are configured as Externally Secured must use dedicated Send connectors and Receive connectors because all connections to the connectors are assumed to be secure. Therefore, Send connectors that are configured as Externally Secured must use a smart host for routing messages. Also, the IP addresses of the target smart hosts must be configured on the connector. Receive connectors that are configured as Externally Secured must have the RemoteIPRanges set to the IP address range of the sending servers. TLS can also be combined with the Externally Secured authentication option to add session confidentiality. You can do this in the Exchange Management Shell if you set the RequireTLS parameter on the connectors to $True. 

Authorization

During message transport, authorization is the process that determines whether a requested action, such as sending mail, is permitted to an SMTP session.

Exchange 2007 Transport Permissions

Exchange 2007 transport servers use the Windows authorization model for an SMTP session to determine whether the sender is authorized to submit messages to a specific connector, to a specific recipient, and as a specific sender, for example. An SMTP session receives an initial set of permissions (anonymous). After a session is authenticated, more permissions are available to the session. This changes the set of actions that are authorized for the session.

In the Windows authorization model, permissions are granted through an access control interaction that compares the access token to the access control lists (ACL). An access token lists a set of security principals. A security principal can be a user account, computer account, or security group. Every security principal has an associated security identifier (SID). Each session is assigned an access token. The ACLs are defined on the connector object in Active Directory or ADAM. A DACL contains a set of access control entries (ACE). Each ACE either allows or denies a permission to a security principal. When the transport server checks to determine whether the session is granted a permission, such as submit e-mail, it calls a Windows access check API and supplies the session access token and the connector's DACL as parameters together with the requested permission.

This process is identical to the way a file read permission is determined. The access token, the file DACL, and the requested permission are submitted to the same API. The API checks each security principal that is listed in the access token against each ACE in the DACL to determine whether the requested permission is allowed or denied. In addition to the Windows SIDs that are provided by Active Directory, ADAM, or the local Security Accounts Manager (SAM) database on a computer, Exchange 2007 defines additional SIDs. These SIDs represent logical groups. The following table  lists the SIDs that are defined by Exchange 2007 for use during transport authentication.

Exchange 2007 SIDs

	Display name
	SID
	Logical group

	Partner servers
	S-1-9-1419165041-1139599005-3936102811-1022490595-21
	Sender and recipient domains that are configured for Domain Security.

	Hub Transport servers
	S-1-9-1419165041-1139599005-3936102811-1022490595-21
	Hub Transport servers in the same Exchange organization.

	Edge Transport servers
	S-1-9-1419165041-1139599005-3936102811-1022490595-22
	Trusted Edge Transport servers.

	Externally Secured servers
	S-1-9-1419165041-1139599005-3936102811-1022490595-23
	Trusted third-party servers that are in the same authoritative domain.

	Legacy Exchange servers
	S-1-9-1419165041-1139599005-3936102811-1022490595-24
	Exchange Server 2003 servers that are in the same Exchange organization.


Receive Connector Permissions

Receive connectors process incoming sessions to the server. The session may be established by an authenticated sender or by an anonymous sender. If a session is authenticated successfully, the SIDs in the session access token are updated. The following table lists the permissions that can be granted to a session connecting to a Receive connector.

Receive connector permissions

	Permission
	Display name
	Description

	ms-Exch-SMTP-Submit
	Submit Messages to Server
	The session must be granted this permission or it won't be able to submit messages to this Receive connector. If a session doesn't have this permission, the MAIL FROM command will fail.

	ms-Exch-SMTP-Accept-Any-Recipient
	Submit Messages to any Recipient
	This permission allows the session to relay messages through this connector. If this permission isn't granted, only messages addressed to recipients in accepted domains are accepted by this connector.

	ms-Exch-SMTP-Accept-Any-Sender
	Accept any Sender
	This permission allows the session to bypass the sender address spoofing check.

	ms-Exch-SMTP-Accept-Authoritative-Domain-Sender
	Accept Authoritative Domain Sender
	This permission allows the session to bypass a check that prevents inbound messages from e-mail addresses in authoritative domains.

	ms-Exch-SMTP-Accept-Authentication-Flag
	Accept Authentication Flag
	This permission allows Exchange servers that are running earlier versions of Exchange Server to submit messages from internal senders. Exchange 2007 servers recognize the message as internal.

	ms-Exch-Accept-Headers-Routing
	Accept Routing Headers
	This permission allows the session to submit a message that has all received headers intact. If this permission isn't granted, the server strips all received headers.

	ms-Exch-Accept-Headers-Organization
	Accept Organization Headers
	This permission allows the session to submit a message that has all organization headers intact. Organization headers all start with “X-MS-Exchange-Organization-“. If this permission isn't granted, the receiving server strips all organization headers.

	ms-Exch-Accept-Headers-Forest
	Accept Forest Headers
	This permission allows the session to submit a message that has all forest headers intact. Forest headers all start with “X-MS-Exchange-Forest-“. If this permission isn't granted, the receiving server strips all forest headers.

	ms-Exch-Accept-Exch50
	Accept Exch50
	This permission allows the session to submit a message that contains the XEXCH50 command. This command is required for interoperability with Exchange 2000 Server and Exchange 2003. The XEXCH50 command provides data, such as the spam confidence level (SCL) for the message.

	ms-Exch-Bypass-Message-Size-Limit
	Bypass Message Size Limit
	This permission allows the session to submit a message that exceeds the message size restriction configured for the connector.

	Ms-Exch-Bypass-Anti-Spam
	Bypass Anti-Spam
	This permission allows the session to bypass anti-spam filters.


Send Connector Permissions

Send connectors process outgoing sessions to another server. The session may be established by the sender to either an anonymous or authenticated receiver. If the session is authenticated successfully, the set of SIDS in the session access token is updated. Send connector permissions determine the types of header information that can be included in a message that is sent by using the connector. Messages that are sent to other Exchange servers in the organization or to a trusted Exchange organization in a cross-forest scenario are typically allowed to send all headers. Messages that are sent to the Internet or to non-Exchange SMTP servers are not allowed to contain all headers. If headers are included in the message, the header firewall functionality of Exchange 2007 strips those headers. The following table lists the permissions that can be granted to a session connecting to a Send connector.

Send connector permissions

	Permission
	Display name
	Description

	ms-Exch-Send-Exch50
	Send Exch50
	This permission allows the session to send a message that contains the EXCH50 command. If this permission isn't granted, the server sends the message but doesn't include the EXCH50 command.

	Ms-Exch-Send-Headers-Routing
	Send Routing Headers
	This permission allows the session to send a message that has all received headers intact. If this permission isn't granted, the server strips all received headers.

	Ms-Exch-Send-Headers-Organization
	Send Organization Headers
	This permission allows the session to send a message that has all organization headers intact. Organization headers all start with “X-MS-Exchange-Organization-“. If this permission isn't granted, the sending server strips all organization headers.

	Ms-Exch-Send-Headers-Forest
	Send Forest Headers
	This permission allows the session to send a message that has all forest headers intact. Forest headers all start with “X-MS-Exchange-Forest-“. If this permission isn't granted, the sending server strips all forest headers.


Permission Groups

A permission group is a predefined set of permissions that can be granted on a Receive connector. Permission groups are only available for Receive connectors. The use of permission groups simplifies the configuration of permissions on Receive connectors. The PermissionGroups property defines the groups or roles that can submit messages to the Receive connector and the permissions that are allowed to those groups. The set of permission groups is predefined in Exchange 2007. Therefore, you can't create additional permission groups. Moreover, you can't modify the permission group members or the associated permissions.

The following table lists the permission groups, the permission group members, and the associated permissions that are available in Exchange 2007.

Receive connector permission groups and associated permissions

	Permission group name
	Security principals
	Permissions granted on Edge Transport servers
	Permissions granted on Hub Transport servers

	Anonymous
	Anonymous users
	
Submit messages to server


Accept any sender


Accept routing headers
	
Submit messages to server


Accept any sender


Accept routing headers

	ExchangeUsers
	Authenticated users (well-known accounts are excluded)
	Not available
	
Submit messages to server


Accept any recipient


Bypass anti-spam filters

	Exchange Servers
	Exchange 2007 servers 
	All receive permissions
	
All receive permissions

	ExchangeLegacyServers
	Exchange 2003 and Exchange 2000 servers 
	Not available
	
Submit messages to server


Submit messages to any recipient


Accept any sender


Accept authoritative domain sender


Accept authentication flag


Accept routing headers


Accept Exch50


Bypass message size limit


Bypass anti-spam filters

	Partner
	Partner server account
	
Submit messages to server


Accept routing headers
	
Submit messages to server


Accept routing headers


Connector Usage Types

When you create a new connector, you can specify a usage type for the connector. The usage type determines the default settings for the connector. This includes the SIDs that are authenticated, the permissions that are assigned to those SIDs, and the authentication mechanism. 

The following table lists the usage types that are available for a Receive connector. When you select a usage type for a Receive connector, permission groups are automatically assigned to the connector. A default authentication mechanism is also configured. 

Receive connector usage types

	Usage type
	Default permission groups
	Default authentication mechanism

	Client
	ExchangeUsers
	
TLS


BasicAuthPlusTLS

	Custom
	None
	None.

	Internal
	
ExchangeServers


ExchangeLegacyServers
	Exchange Server authentication

	Internet
	AnonymousUsers

Partner
	None or externally secured

	Partner
	Partner
	Not applicable. This usage type is selected when you establish mutual TLS authentication with a remote domain.


The following table lists the usage types that are available for a Send connector. When you select a usage type for a Send connector, permissions are automatically assigned to SIDs. A default authentication mechanism is also configured. 

Send Connector usage types

	Usage type
	Default permissions
	Security principals
	Default authentication mechanism for smart hosts 

	Custom
	None
	None
	None

	Internal
	
Send organization headers


Send Exch50


Send routing headers


Send forest headers
	
Hub Transport servers


Edge Transport servers


Exchange Servers security group


Externally secured servers


Exchange Legacy Interop security group


Exchange 2003 and Exchange 2000 bridgehead servers
	Exchange Server authentication

	Internet
	Send routing headers
	Anonymous User Account
	None

	Partner
	Send routing headers
	Partner Servers 
	Not applicable. This usage type is selected when you establish mutual TLS authentication with a remote domain.


If you select the Custom usage type for a Send connector or a Receive connector, you must manually configure the authentication method and the authorized SIDs and assign permissions to those SIDs. If you don't specify a usage type, the connector usage type is set as Custom.

Setting Permissions by Using the Enable-CrossForestConnector Script

You can use the Enable-CrossForestConnector.ps1 script to simplify how permissions are configured on cross-forest connectors. The script assigns permissions in a manner that resembles permission groups. A defined set of permissions is assigned to a Send connector or Receive connector. You can modify this set of permissions as required for your connection scenario by modifying the Enable-CrossForestConnector.ps1 script contents. For more information, see Configuring Cross-Forest Connectors in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).
Setting Permissions by Using the Add-AdPermission Cmdlet

The Add-AdPermission cmdlet in the Exchange Management Shell is a global cmdlet that is used to assign permissions to objects that are stored in Active Directory. You can use the Add-AdPermission cmdlet to grant individual permissions on a Send connector or Receive connector. The Add-AdPermission cmdlet isn't typically used to manage transport permissions. However, it must be used to configure permissions in the following scenarios:


Establish mail-flow in a cross-forest scenario.


Accept anonymous e-mail from the Internet from a sender in an authoritative domain.

The Exchange 2007 transport permissions are part of the set of extended rights that can be assigned by using this cmdlet. The following procedure shows how you can use the Add-AdPermission cmdlet to set permissions on a Hub Transport server Receive connector to allow anonymous sessions to submit messages:
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How to set permissions on a Receive connector by using the Exchange Management Shell

	
Run the following command:

Add-AdPermission -Identity "Default Hub1" -User "NT AUTHORITY\ANONYMOUS LOGON" -ExtendedRights ms-Exch-SMTP-Submit,ms-Exch-SMTP-Accept-Any-Recipient,ms-Exch-Bypass-Anti-Spam




You can use the Get-AdPermission cmdlet to view the DACL for a Send connector or a Receive connector. Run one of the following commands to retrieve the permissions that are assigned to a Receive connector and to display the results in a formatted table:
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How to view the extended permissions on a Receive connector by using the Exchange Management Shell

	
Run one of the following commands:

Get-AdPermission -Identity "Default ServerName" | format-table -view User

Get-AdPermission -Identity "Default ServerName" | format-table -view Identity




You can use the Remove-AdPermission cmdlet to remove any previously assigned permissions.

For more information about how to set, view, and remove permissions by using the Exchange Management Shell, see the following topics in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320):

add-ADPermission

get-ADPermission

remove-ADPermission
Setting Permissions by Using ADSI Edit

Active Directory Service Interfaces (ADSI) Edit is a Microsoft Management Console that is provided with the Windows Support Tools. ADSI Edit is used as a low-level editor for modifying properties of Active Directory or ADAM objects that are not exposed in other management interfaces. ADSI Edit should only be used by experienced administrators.

You can use ADSI Edit to view and modify the ACLs for Send connectors and Receive connectors. After you open ADSI Edit, you locate the connector object. Exchange 2007 connectors are stored in the Configuration partition of the directory service. Send connectors are stored as an object in the Connections container. Receive connectors are stored as a child object of the Exchange 2007 transport server.
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To modify Receive connector permissions by using ADSI Edit:

	1.
Locate the Receive connector by going to the following location:

CN=Configuration\CN=Services\CN=Microsoft Exchange\CN=<Organization>\
CN=Administrative Groups\
CN=Exchange Administrative Group (FYDIBOHF23SPDLT)\
CN=Servers\CN=<Server Name>\CN=Protocols\CN=SMTP Receive Connectors

2.
Select a Receive connector in the results pane. Right-click and then click Properties.

3.
Click the Security tab. The following screen is displayed:
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4.
Click Add to select the user or group to which permissions are being granted, or select an existing Group or user name entry.

5.
Select the permissions that should be assigned to the account and select the check box in the Allow column.
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To modify Send connector permissions by using ADSI Edit:

	1.
Locate the Send connector by going to the following location:

CN=Configuration\CN=Services\CN=Microsoft Exchange\CN=<Organization>\
CN=Administrative Groups\CN=Exchange Administrative Group(FYDIBOHF23SPDLT)\
CN=Routing Groups\CN=Routing Group (DWBGZMFD01QNBJR)\CN=Connections

2.
Select a Send connector in the results pane. Right-click and then click Properties.

3.
Click the Security tab. The following screen is displayed:
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4.
Click Add to select the user or group to which permissions are being granted, or select an existing Group or user name entry.

5.
Select the permissions that should be assigned to the account and select the check box in the Allow column.


Troubleshooting Permissions

During the protocol conversation, the SMTP server may reject certain commands because there is a lack of permissions. The following table lists the most common protocol rejection messages and the permissions configuration that causes the error.

Common protocol rejection messages and their causes

	SMTP server response
	Cause

	530 5.7.1 Client was not authenticated
	The sender specified in the MAIL FROM field of the SMTP protocol doesn't have permission to submit to this server. The ms-Exch-SMTP-Submit permission must be granted to the sender.

	535 5.7.3 Authentication unsuccessful
	During the AUTH phase of the SMTP protocol conversation, the provided credentials were incorrect or the authenticated user doesn't have permission to submit to this server. 

	550 5.7.1 Client does not have permission to submit to this server
	The sender specified in the MAIL FROM field of the SMTP protocol conversation was authenticated but doesn't have permission to submit to this server.

	550 5.7.1 Client does not have permission to send as this sender
	The sender specified in the MAIL FROM field of the SMTP protocol conversation is an address in an authoritative domain. However, the session doesn't have the ms-Exch-SMTP-Accept-Authoritative-Domain-Sender permission. This might occur if a message was submitted from the Internet to an Edge Transport server from a sender address for which the Exchange organization is authoritative.

	550 5.7.1 Client does not have permission to send on behalf of the from address
	The authenticated user doesn't have permission to submit a message on behalf of the sender that is specified in the header of the message. Also, the session doesn't have the ms-Exch-SMTP-Accept-Any-Sender permission.

	550 5.7.1. Unable to relay
	The recipient domain to which the message is addressed isn't within any of the accepted domains defined for this organization. Also, the session doesn't have the ms-Exch-SMTP-Accept-Any-Recipient permission.


For More Information

For more information, see the following topics in this guide:


Send Connectors

Receive Connectors

Managing Accepted Domains
Also, see the following topics in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320):

· Set-SendConnector

· Set-ReceiveConnector

· add-ADPermission

· get-ADPermission

Managing Accepted Domains

An accepted domain is any Simple Mail Transfer Protocol (SMTP) namespace for which a Microsoft Exchange organization sends or receives e-mail. Accepted domains include those domains for which the Exchange organization is authoritative. An Exchange organization is authoritative when it handles mail delivery for recipients in the accepted domain. Accepted domains also include domains for which the Exchange organization receives mail and then relays it to an e-mail server that is outside the Active Directory directory service forest for delivery to the recipient.

Configuring Accepted Domains

Accepted domains are configured as global settings for the Exchange organization and on computers that have the Edge Transport server role installed. The organizational settings require that all domains for which computers that have the Hub Transport server role installed process messages are configured as accepted domains. The Edge Transport server requires that all domains for which it accepts and relays messages are configured as accepted domains.

We recommend that you create and manage all accepted domains inside the organization and synchronize that information to the Edge Transport server by creating an Edge Subscription. When you subscribe the Edge Transport server to the Exchange 2007 organization, all accepted domains that are configured in the organizational settings for the Hub Transport server role are replicated to the Edge Transport server during EdgeSync synchronization. To modify the accepted domain configuration on an Edge Transport server that is subscribed to the Exchange 2007 organization, you must make the change on the Hub Transport server.

There are three types of accepted domains: authoritative, internal relay, and external relay. These accepted domain types are described in the following sections.

Authoritative Domains

An organization may have more than one SMTP domain. The set of e-mail domains for an organization are the authoritative domains. In Exchange 2007, an accepted domain is considered authoritative when the Exchange organization hosts mailboxes for recipients in this SMTP domain. The Edge Transport servers should always accept e-mail that is addressed to any of the organization's authoritative domains. 

By default, when the first Hub Transport server role is installed, one accepted domain is configured as authoritative for the Exchange organization. The default accepted domain is the fully qualified domain name (FQDN) for your forest root domain. Frequently, the internal domain name differs from the external domain name. For example, your internal domain name may be domain.local, although your external domain name is domain.com. The domain name system (DNS) MX resource record for your organization references domain.com. Domain.com is the SMTP namespace that you assign to users when you create an e-mail address policy. You must create an accepted domain to match your external domain name.

By default, no accepted domains are configured on the Edge Transport server role.

Relay Domains

When e-mail is received from the Internet by an Edge Transport server and the recipient of the message is not a part of an authoritative domain, the sending server tries to relay through the Exchange server. When a server acts as a relay server that has no restrictions, it can put a large burden on Internet-connected servers. Administrators can prevent this open relay scenario by rejecting all e-mail that is not addressed to a recipient in the organization's authoritative domains. However, there are scenarios where an organization wants to let partners or subsidiaries relay e-mail through the Exchange servers. In Exchange 2007, you can configure accepted domains as relay domains. Your organization receives the e-mail and then relays the messages to another e-mail server.

You can configure a relay domain as an internal relay domain or as an external relay domain. These two relay domain types are described in the following sections.

Internal Relay Domain

When you configure an internal relay domain, the recipients in this domain do not have mailboxes in this Exchange organization but do have contacts in the global address list (GAL). Mail from the Internet is relayed for this domain through Hub Transport servers in this Exchange organization.

If an organization contains more than one forest and has configured GAL synchronization, the SMTP domain for one forest may be configured as an internal relay domain in a second forest. Messages from the Internet that are addressed to recipients in internal relay domains are received and processed by the Edge Transport server and then relayed to the Hub Transport servers in the same organization. The receiving Hub Transport servers then route the messages to the Hub Transport servers in the recipient forest. You configure the SMTP domain as an internal relay domain to make sure that e-mail that is addressed to that domain is accepted by the Exchange organization. The connector configuration of your organization determines how messages are routed. 

In the following figure, FourthCoffee.com is configured as an internal relay domain for the Exchange 2007 organization in the Contoso.com forest. The MX resource records for FourthCoffee.com reference a public IP address for the Contoso.com organization. A forest trust exists between FourthCoffee.com and Contoso.com, and GAL synchronization is configured. The Contoso.com Edge Transport server accepts messages for the FourthCoffee.com SMTP domain from the Internet and then relays those messages to the Hub Transport servers in the Contoso.com Exchange organization. The messages are then routed to the Hub Transport servers in the FourthCoffee.com Exchange organization. A cross-forest Send connector is configured for routing messages from Contoso.com to FourthCoffee.com. Messages that are sent from FourthCoffee.com to external recipients are routed to the Hub Transport servers in the Contoso.com forest. A second cross-forest Send connector is configured for routing messages from FourthCoffee.com to Contoso.com. When the Hub Transport servers in Contoso.com receive messages from the internal relay domain FourthCoffee.com, they deliver messages for recipients in authoritative domains and relay messages for Internet recipients to the Edge Transport server for delivery.

Configuration of an internal relay domain
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External Relay Domain

When you configure an external relay domain, messages are relayed to an e-mail server that is outside the Exchange organization and outside the organization's network perimeter. The messages are relayed by the Edge Transport server.

In this scenario, the MX resource record for the external relay domain references a public IP address the Exchange 2007 organization that is relaying messages. The Edge Transport server receives the messages for recipients in the external relay domain and then routes the messages to the e-mail system for the external relay domain. A Send connector from the Edge Transport server to the external relay domain is required in this scenario. The external relay domain may also use your organization's Edge Transport server as a smart host for outgoing mail.

In the following figure, Adatum.com is configured as an external relay domain for the Exchange 2007 organization in the Contoso.com forest. The MX resource record for Adatum.com references a public IP address for the Contoso.com organization. The Contoso.com Edge Transport server accepts messages for the Adatum.com SMTP domain from the Internet and then relays those messages to the e-mail servers in the Adatum.com organization. Adatum.com also uses the Contoso.com Edge Transport server as a smart host for routing outgoing messages. Messages that are sent from Adatum.com to external recipients are routed to the Edge Transport servers in the Contoso.com organization. When the Edge Transport servers in Contoso.com receive messages from Adatum.com, they deliver messages for recipients in authoritative domains and internal relay domains to the Hub Transport servers and route messages to the Internet.

Configuration of an external relay domain
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Accepted Domains and E-Mail Address Policies

You must configure an accepted domain before that SMTP address space can be used in an e-mail address policy. When you create an accepted domain, you can use a wildcard character in the address space to indicate that all subdomains of the SMTP address space are also accepted by the Exchange organization. For example, to configure Contoso.com and all its subdomains as accepted domains, enter *.Contoso.com as the SMTP address space. However, if the subdomain names will be used in an e-mail address policy, each subdomain must have an explicit accepted domain entry. The accepted domain entries are automatically available for use in an e-mail address policy.

If you delete an accepted domain that is used in an e-mail address policy, the policy is no longer valid, and recipients with e-mail addresses in that SMTP domain will be unable to send or receive e-mail.

For More Information

For more information, see the following topics in this guide:


How to Create Accepted Domains

How to Change an Accepted Domain Type

How to Remove an Accepted Domain

Send Connectors

Receive Connectors
Also, see the following topics in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320):

· How to Configure Authoritative Domains for the Edge Transport Server Role

· How to Configure Authoritative Domains for the Exchange Organization

· Configuring Cross-Forest Connectors
· Core Transport Commands

How to Create Accepted Domains

This topic explains how to use the Exchange Management Console or the Exchange Management Shell in Exchange 2007 to configure the accepted domains for your organization. Accepted domains are any Simple Mail Transfer Protocol (SMTP) namespace for which an Exchange organization sends and receives e-mail. Accepted domains include those domains for which the Exchange organization is authoritative. An Exchange organization is authoritative when it handles mail delivery for recipients in the accepted domain. Accepted domains also include domains for which the Exchange organization receives mail and then relays to an e-mail server that is outside the Active Directory forest for delivery to the recipient.

You must configure an accepted domain before that SMTP namespace can be used in an e-mail address policy. The accepted domain is automatically populated to the e-mail address policy editor. Each domain or subdomain that you want to use as part of an e-mail address policy must have an explicit accepted domain entry.

Before You Begin

Accepted domains are configured on computers that have the Hub Transport server role installed and on computers that have the Edge Transport server role installed. We recommend that you configure accepted domains only on the Hub Transport server role and then populate that data on the Edge Transport server by using the Edge Subscription process. When the Edge Subscription process runs, the accepted domain configuration information is replicated to the subscribed Edge Transport server. For more information, see Subscribing the Edge Transport Server to the Exchange Organization.
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Note: 

Do not perform this procedure on an Edge Transport server that has been subscribed to the Exchange organization by using EdgeSync. Instead, create the accepted domain on the Hub Transport server. It will be replicated to the Edge Transport server when synchronization next occurs.

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

For more information about permissions, delegating roles, and the rights that are required to administer Exchange Server 2007, see Permission Considerations in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).
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Important: 

The accepted domain cannot also exist as a remote domain. 
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Important: 

You cannot modify the default accepted domain. To change which accepted domain is the default accepted domain, you must create a new accepted domain, and then set the new accepted domain as the default by using the Exchange Management Shell. For more information, see New-AcceptedDomain and Set-AcceptedDomain.
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To use the Exchange Management Console to create an accepted domain

	1.
Open the Exchange Management Console. Perform one of the following steps:


To create an accepted domain on a computer that has the Edge Transport server role installed, on that computer, in the console tree, select Edge Transport, and then in the work pane, click the Accepted Domains tab.


To create an accepted domain on a computer that has the Hub Transport server role installed, on that computer, in the console tree, expand Organization Configuration, select Hub Transport, and then in the work pane, click the Accepted Domains tab.

2.
In the action pane, click New Accepted Domain…. The New Accepted Domain wizard appears.

3.
On the New Accepted Domain page, complete the following fields:


Name   Use this field to identify the accepted domain in the user interface. You can type any name that you want. We recommend that you select a meaningful name that helps you easily identify the purpose of this accepted domain. For example, you may want to use a name that identifies this as a subsidiary domain or as a hosted domain. You must use a unique name for each accepted domain.


Accepted Domain   Use this field to identify the SMTP namespace for which the Exchange organization will accept e-mail messages. You can use a wildcard character to accept messages for a domain and all its subdomains. For example, you can type *.contoso.com to set Contoso.com and all its subdomains as accepted domains. 
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Important: 

Do not use a wildcard character if you want to use the subdomain as part of an e-mail address policy. Enter each subdomain explicitly.

4.
After you complete these fields on the New Accepted Domain page, select one of the following options to set the accepted domain type:


Authoritative Domain. E-mail is delivered to a recipient in this Exchange organization.

Internal Relay Domain. E-mail is relayed to an e-mail server in another Active Directory forest in the organization.

External Relay Domain. E-mail is relayed to an e-mail server outside the organization by the Edge Transport server.
5.
Click New.

6.
On the Completion page, click Finish.
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To use the Exchange Management Shell to create an accepted domain

	1.
Run the following command to create an authoritative domain:

New-AcceptedDomain -Name "Contoso" -DomainName contoso.com -DomainType Authoritative 

2.
Run the following command to create an internal relay domain:

New-AcceptedDomain -Name "Fourth Coffee" -DomainName fourthcoffee.com -DomainType InternalRelay

3.
Run the following command to create an external relay domain:

New-AcceptedDomain -Name "Woodgrove Bank" -DomainName woodgrovebank.com -DomainType ExternalRelay




For detailed syntax and parameter information, see New-AcceptedDomain. After you configure the accepted domain, you must verify that a public Domain Name System (DNS) mail exchange (MX) resource record for that SMTP namespace exists and that the MX resource record references a server name and an IP address that is associated with the Exchange organization.

How to Change an Accepted Domain Type

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to modify the type of a currently configured accepted domain.

Accepted domains are any Simple Mail Transfer Protocol (SMTP) namespace for which a Microsoft Exchange organization sends and receives e-mail. Accepted domains include those domains for which the Exchange organization is authoritative. An Exchange organization is authoritative when it handles mail delivery for recipients in the accepted domain. Accepted domains also include domains for which the Exchange organization receives mail and then relays to an e-mail server that is outside the Exchange organization for delivery to the recipient.

Before You Begin

Accepted domains are configured for the Exchange organization and on computers that have the Edge Transport server role installed. We recommend that you configure accepted domains only on the Hub Transport server role and then populate that data on the Edge Transport server by creating an Edge Subscription. When the EdgeSync service runs, the accepted domain configuration information is replicated to the subscribed Edge Transport server. For more information, see Subscribing the Edge Transport Server to the Exchange Organization.
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Note: 

Do not perform this procedure on an Edge Transport server that is subscribed to the Exchange organization by using EdgeSync. Instead, create the accepted domain on the Hub Transport server. The change will be replicated to the Edge Transport server when synchronization next occurs.

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.
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Important: 

The accepted domain cannot also exist as a remote domain. 
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Important: 

You cannot modify an accepted domain that is set as the default accepted domain. To change which accepted domain is the default accepted domain, you must create a new accepted domain, and then set the new accepted domain as the default accepted domain by using the Exchange Management Shell. For more information, see New-AcceptedDomain and Set-AcceptedDomain.
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To use the Exchange Management Console to change an accepted domain type

	1.
Open the Exchange Management Console. Perform one of the following steps:

a.
To change an accepted domain on a computer that has the Edge Transport server role installed, on that computer, in the console tree, select Edge Transport, and then in the work pane, click the Accepted Domains tab.

b.
To change an accepted domain on a computer that has the Hub Transport server role installed, on that computer, in the console tree, expand Organization Configuration, select Hub Transport, and then in the work pane, click the Accepted Domains tab.

2.
In the result pane, select the accepted domain that you want to modify, and then in the action pane, click Properties.

3.
In the Accepted Domain Properties dialog box, where Accepted Domain is the name of the accepted domain that you want to modify, select the option button next to the domain type that you want to configure for this domain, and then click Apply.

4.
Click OK to close Properties.

	[image: image37.png]


To use the Exchange Management Shell to change an accepted domain type


Run the following command to overwrite the current accepted domain type for Woodgrove Bank, set the accepted domain type to authoritative, and configure the Woodgrove Bank domain as the default accepted domain:

Set-AcceptedDomain -Identity "Woodgrove Bank" -DomainType Authoritative -MakeDefault $true




For detailed syntax and parameter information, see the following topics:


get-AcceptedDomain

set-AcceptedDomain
How to Remove an Accepted Domain

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to remove an accepted domain. 

Accepted domains are any Simple Mail Transfer Protocol (SMTP) namespace for which a Microsoft Exchange organization sends and receives e-mail. Accepted domains include those domains for which the Exchange organization is authoritative. An Exchange organization is authoritative when it handles mail delivery for recipients in the accepted domain. Accepted domains also include domains for which the Exchange organization receives mail and then relays to an e-mail server that is outside the Exchange organization for delivery to the recipient.

Before You Begin

Before you remove an accepted domain, verify that the domain name is not referenced in any e-mail address policy. After you remove an accepted domain, the Exchange organization no longer accepts e-mail messages that are addressed to recipients in that domain. If you remove an authoritative accepted domain, e-mail address policies that reference that domain are no longer valid. You cannot remove the default authoritative accepted domain.

Accepted domains are configured for the organization and on computers that have the Edge Transport server role installed. We recommend that you manage accepted domains only on the Hub Transport server role and then populate that data on the Edge Transport server by using the Edge Subscription process. When the Edge Subscription process runs, the accepted domain configuration information is replicated to the subscribed Edge Transport server. For more information, see Subscribing the Edge Transport Server to the Exchange Organization.
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Note: 

Do not perform this procedure on an Edge Transport server that is subscribed to the Exchange organization by using EdgeSync. Instead, remove the accepted domain on the Hub Transport server. The change will be replicated to the Edge Transport server when synchronization next occurs.

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.
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Important: 

The accepted domain cannot also exist as a remote domain. 
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Important: 

You cannot delete an accepted domain that is set as the default accepted domain. To delete the default accepted domain, you must first create a new accepted domain, and then set the new accepted domain as the default accepted domain by using the Exchange Management Shell. For more information, see New-AcceptedDomain and Set-AcceptedDomain.
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To use the Exchange Management Console to remove an accepted domain 

	1.
Open the Exchange Management Console. Perform one of the following steps:

a.
To remove an accepted domain on a computer that has the Edge Transport server role installed, on that computer, in the console tree, select Edge Transport, and then in the work pane, click the Accepted Domains tab.

b.
To remove an accepted domain on a computer that has the Hub Transport server role installed, on that computer, in the console tree, expand Organization Configuration, select Hub Transport, and then in the work pane, click the Accepted Domains tab.

2.
In the result pane, select the accepted domain that you want to remove, and then in the action pane, click Remove.

3.
A dialog box appears with the text, "Are you sure you want to remove 'Accepted Domain'?", where Accepted Domain is the name of the accepted domain that you want to remove. Click Yes.
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To use the Exchange Management Shell to remove an accepted domain


Run the following command to remove Woodgrove Bank as an accepted domain:

Remove-AcceptedDomain -Identity "Woodgrove Bank"




For detailed syntax and parameter information, see remove-AcceptedDomain.

How to Configure Exchange 2007 to Accept E-Mail for More Than One Authoritative Domain

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to configure Exchange 2007 to accept e-mail for more than one authoritative SMTP domain.

The following examples list scenarios where an Exchange organization may have to receive and process e-mail for more than one authoritative SMTP domain:


You are changing your SMTP domain name, but have to continue to accept e-mail for the old domain name for a while. For example, you can use this procedure if you change your organization name from companya to companyb, and you want to use companyb.com as your SMTP domain name instead of companya.com. You may have to keep the previous domain name for several months in case customers send e-mail messages to the previous e-mail addresses. The new e-mail address can be set as the "reply to" address. This means that it will be the default e-mail address displayed on all e-mail messages sent by the recipient. The old e-mail address can be set as a secondary address. This will enable the recipient to continue to receive e-mail that is sent to the old e-mail address.


You want to provision different e-mail addresses for the business units within your organization. For example, if the Contoso.com forest contains subdomains for the subsidiaries Tailspin Toys and Fourth Coffee, you may want to assign the SMTP domain names Contoso.com, TailspinToys.com, and FourthCoffee.com to the recipients in those respective business units.


You provide e-mail hosting services and have to accept e-mail for more than one SMTP domain name.

Before You Begin

A public Domain Name System (DNS) MX resource record is required for each SMTP domain for which you accept e-mail from the Internet. Each MX record should resolve to the Internet-facing server that receives e-mail for your organization.

You must configure Send and Receive connectors so that the Exchange organization can send e-mail to and receive e-mail from the Internet. The configuration of the Internet Send and Receive connectors is determined by your Exchange topology. For more information about how to configure an Exchange 2007 transport server to send and receive Internet e-mail, see How to Configure Connectors for Internet Mail Flow in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role
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Note: 

If you have deployed an Edge Transport server in your organization and have created an Edge Subscription for that server, these procedures are performed only on the Hub Transport server. If the Edge Transport server is not subscribed, you must create accepted domains on both the Edge Transport server and the Hub Transport server.
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Important: 

When you create an accepted domain, you can use a wildcard character in the address space to indicate that all subdomains of the SMTP address space are also accepted by the Exchange organization. For example, to configure Contoso.com and all its subdomains as accepted domains, enter *.Contoso.com as the SMTP address space. However, if the subdomain names will be used in an e-mail address policy, each subdomain must have an explicit accepted domain entry.

Procedure
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To use the Exchange Management Console to configure Exchange 2007 to accept e-mail for more than one authoritative domain

	1.
Configure the accepted domain entry by following these steps:

a.
Open the Exchange Management Console. Expand the Organization Configuration node, click Hub Transport. Click the Accepted Domains tab in the results pane. 

b.
In the action pane, click New Accepted Domain… The New Accepted Domain wizard appears. 

c.
On the New Accepted Domain page, type a name to identify the accepted domain entry. In the Accepted Domain field, type the SMTP domain name. Select Authoritative Domain. E-mail is delivered to a recipient in this Exchange organization. Click New. On the Completion page, click Finish.

2.
Configure an e-mail address policy for the authoritative domain by performing the steps in this section that meet the objectives of your scenario.

a.
To change the primary (reply to) e-mail address assigned to recipients, and keep the existing e-mail address as a secondary e-mail address, follow these steps:


Open the Exchange Management Console. Expand the Organization Configuration node, click Hub Transport. Click the E-mail Address Policies tab in the results pane. Select the e-mail address policy that you want to modify, click Edit in the Actions pane.


On the Introduction page, click Next.


On the Conditions page, click Next.


On the E-mail Addresses page, click Add. In the SMTP E-mail Address dialog box, select the option under E-mail address local part that determines how the recipient's e-mail address alias will be generated. In the E-mail address domain field, use the drop-down menu to select an accepted domain entry from the list. Click OK.


On the E-mail Addresses page, select the new address entry and then click Set as Reply. The e-mail address entry is displayed in bold type to indicate that it is now the primary, or reply to, address for the recipients to which this e-mail address policy applies. Click Next.


On the Schedule page, select an option to specify when the e-mail address policy will be applied and the maximum length of time that the task is permitted to run. Click Next.


On the Edit E-mail Address Policy page, click Edit to save the changes to the policy and apply it to affected recipients.


On the Completion page, click Finish.

a.
To create additional e-mail addresses that will be used as the primary e-mail address for a filtered set of recipients, follow these steps:


In the action pane, click New E-mail Address Policy… The New E-mail Address Policy wizard appears.


On the Introduction page, type a name for the E-mail Address Policy. Select an option under Include these recipient types to determine to which recipient types this e-mail address policy will be applied. Click Next.


On the Conditions page, in the Step 1 box, select the condition that will be used to filter the recipients to which the policy is applied. For example, you can select Recipient is in a Company to apply the policy to only recipients whose properties identify a specific company affiliation. In the Step 2 box, click the underlined value to specify the value that the filter must match. For example, if you selected Recipient is in a Company, click the word "specified". The Specify Company dialog box opens. Type a company name and then click Add to add the company name to the list of names that the recipient's Company attribute must match in order to have this policy applied to them. If you add multiple entries, the recipient attribute must match only one entry to meet the filter conditions. Click OK to close the dialog box, and then click Next.


On the E_mail Addresses page, click Add. In the SMTP E-mail Address dialog box, select the option under E-mail address local part that determines how the recipient's e-mail address alias will be generated. In the E-mail address domain field, use the drop-down menu to select an accepted domain entry from the list. Click OK. The e-mail address entry is displayed in bold type to indicate that it is now the primary, or reply to, address for the recipients to which this e-mail address policy applies. Click Next.


On the Schedule page, select an option to specify when the e-mail address policy will be applied and the maximum length of time that the task is permitted to run. Click Next.


On the New E-mail Address Policy page, click New to save the policy and apply it to affected recipients.


On the Completion page, click Finish.
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Note: 

If a recipient meets the filter conditions of more than one e-mail address policy, the e-mail address policy that has the lowest number, and therefore is highest in the priority list, is set as the primary address. Any other e-mail address policies that also apply are set as secondary addresses.
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To use the Exchange Management Shell to configure Exchange 2007 to accept e-mail for more than one authoritative domain

	1.
Use the New-AcceptedDomain cmdlet to create an authoritative accepted domain entry for each SMTP domain for which your Exchange organization will host recipient mailboxes. For example, run the following command to create an authoritative domain called FourthCoffee.com:

New-AcceptedDomain -Name "Fourth Coffee subsidiary" -DomainName FourthCoffee.com -DomainType Authoritative

2.
To change the primary e-mail address assigned to recipients, and keep the existing e-mail address as a secondary address, use the Set-EmailAddressPolicy cmdlet to modify an existing e-mail address policy. For example, if your default e-mail address policy sets recipient e-mail addresses to useralias@contoso.com and you want to change the reply to address to useralias@fourthcoffee.com and continue to use useralias@contoso.com as a secondary address, run the following command:

Set-EmailAddressPolicy -Identity "Default Policy" -EnabledEmailAddressTemplates SMTP:@fourthcoffee.com,smtp:@contoso.com

[image: image48.png]


Note: 

 The address that you specify with SMTP in all uppercase letters is set as the primary address. Secondary addresses must specify smtp in lowercase letters.

3.
To apply the new e-mail address policy to recipients, run the following command:

Update-EmailAddressPolicy -Identity "Default Policy"

4.
To create additional e-mail addresses that will be used as the primary e-mail address for a filtered set of recipients, use the New-EmailAddressPolicy cmdlet to create an e-mail address policy for each accepted domain that will be used as part of a recipient's e-mail address. For example, to create a new e-mail address policy for FourthCoffee.com, assign that policy to the recipients in the Fourth Coffee department, and set the highest priority for that e-mail address policy, run the following command:

New-EmailAddressPolicy -Name "Fourth Coffee Recipients" -IncludedRecipients UserMailbox -ConditionalDepartment "Fourth Coffee" -Priority 1 -EnabledEmailAddressTemplates "SMTP:@fourthcoffee.com"

5.
To apply the new e-mail address policy to recipients, run the following command:

Update-EmailAddressPolicy -Identity "Fourth Coffee Recipients" 




Managing Connectors

A connector is a logical representation of a connection between a source server and a destination server. The connectors describe how computers that are running Exchange 2007 and that have Edge Transport server role or Hub Transport server role installed communicate:


With each other


With the Internet


With servers that are running Exchange 2000 or Exchange 2003


With other messaging systems

Connectors are classified as Send connectors, Receive connectors, or Foreign connectors. All Send connectors and Receive connectors use the Simple Mail Transfer Protocol (SMTP) to transport messages. In contrast, Foreign connectors transport messages from Hub Transport servers to local messaging servers that do not use SMTP to transport messages. All Receive connectors accept mail only from SMTP address spaces. However, Send connectors and Foreign connectors may be configured to send mail to SMTP or non-SMTP address spaces, such as X.400..

This topic provides information about the connectors used in Exchange 2007 and the tasks that you perform to manage them.

Receive Connectors

Receive connectors represent an inbound connection point for SMTP. A Receive connector defines how inbound SMTP communications are handled on an Exchange 2007 transport server. In Exchange 2007, the Receive connector is a "receive listener." This means that the connector is listening for inbound connections that match the settings of the Receive connector. A Receive connector listens for connections that are received through a particular IP address and port and from a specified IP range.

You can also configure a Receive connector by configuring limits such as the number of active connections, maximum message size, and maximum recipients per message that will be accepted by the connector.

Receive connectors are scoped to a single server and determine how that specific server listens for connections. When you create a Receive connector on a Hub Transport server, the Receive connector is stored in the Active Directory directory service as a child object of the server on which it is created. When you create a Receive connector on an Edge Transport server, the Receive connector is stored in Active Directory Application Mode (ADAM).

Send Connectors

Send connectors relay outbound communications. You set one or more source servers on a Send connector. The source servers are the transport servers that are associated with that connector to handle message delivery. When an Exchange 2007 server receives messages for a remote destination, they are relayed to the source server of a Send connector that is configured to send e-mail to the destination domain. Send connectors are not scoped to a single server. In Active Directory or in ADAM, a Send connector is created as an object in a connectors container.

Foreign Connectors

Foreign connectors use the Drop directory on a Hub Transport server to send messages to a local messaging server that doesn't use SMTP as its primary transport mechanism. These messaging servers are known as foreign gateway servers. Third-party fax gateway servers are examples of foreign gateway servers. The address spaces that are assigned to a Foreign connector can be SMTP or non-SMTP. For more information, see the following topics:


How to Configure the Drop Directory of a Foreign Connector

Foreign Connectors
How Connectors are Created

Connectors can be created explicitly, implicitly, or automatically. 


A connector is created explicitly by the administrator.


A connector is created implicitly when it is computed from the system topology. In this case it is not displayed in the Exchange Management Console or by using tasks in the Exchange Management Shell.


Connectors are created automatically by using the Edge Subscription process and during setup.

You don't have to configure connectors between the Hub Transport servers inside the Active Directory forest. In the Exchange 2007 organization, connections between Hub Transport servers are created implicitly by computing a path between Active Directory sites that is based on Active Directory Site Link Cost.

The connectors that establish mail flow to the Internet are created automatically when you subscribe an Edge Transport server to the Exchange organization. After you install the Edge Transport server role and the Hub Transport server role, you subscribe the Edge Transport server to an Active Directory site by using the Edge Subscription process. During this process, data that is stored in Active Directory is replicated to the ADAM instance on the Edge Transport server to enable end-to-end mail flow. This data includes the configuration of Send connectors and accepted domains. We recommend that you subscribe the Edge Transport server to an Active Directory site to provision the connectors between the Exchange organization and the perimeter network and between the perimeter network and the Internet.

If you want to create a unique connector configuration for an external domain, you can use the tasks in the Exchange Management Console and in the Exchange Management Shell.

Connector Management Tasks

You can use the Exchange Management Console or the Exchange Management Shell to manage connectors. Some of the configuration options for connectors are available only in the Exchange Management Shell. Typical connector management tasks include the following:


Create a new connector.


Delete a connector.


Enable or disable a Send connector.


Configure a smart host on a Send connector.


Configure permissions on Receive connectors.


Establish message size limits.


Set protocol logging level.


Configure supported authentication mechanisms.

For More Information

For more information, see the following topics in this guide:


Send Connectors

Receive Connectors

Foreign Connectors

Exchange 2007 Transport Permissions Model

How to Use Telnet to Test SMTP Communication

Managing Message Size Limits

Subscribing the Edge Transport Server to the Exchange Organization
Also, see the following topics in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320):

· Configuring Hub Transport Server SMTP Connectors

· Configuring Edge Transport Server SMTP Connectors

· Understanding Active Directory Site-based Routing

· Transport Architecture

· Set-SendConnector

· Set-ReceiveConnector

Send Connectors

Send connectors are configured on computers that are running Exchange 2007 and that have Hub Transport and Edge Transport server roles installed. The Send Connector represents a logical gateway through which outbound messages are sent. This topic provides an overview of Send connectors and explains how the configuration of Send connectors affects the processing of individual messages. 

Overview of Send Connectors

Exchange 2007 transport servers require Send connectors to deliver messages to the next hop on the way to their destination. A Send connector controls outbound connections from the sending server to the receiving server or destination e-mail system. By default, no explicit Send connectors are created when the Hub Transport server role or the Edge Transport server role is installed. However, implicit and invisible Send connectors that are automatically computed based on the Active Directory directory service site topology are used to route messages internally between Hub Transport servers. End-to-end mail flow is only possible after the Edge Transport server has been subscribed to the Active Directory site by using the Edge Subscription process. Other scenarios, such as an Internet-facing Hub Transport server or an unsubscribed Edge Transport server, require manual configuration of connectors to establish end-to-end mail flow. 
Send connectors that are created on Hub Transport servers are stored in Active Directory and are available to all Hub Transport servers in the organization. In Active Directory, a Send connector is created as an object in a connector's container. If a Send connector is configured to send messages to an external domain, when any Hub Transport server in the organization routes a message to that domain, the message is delivered to a source server for that connector for relay to the destination domain.

The Send connector that is used to route messages to a recipient is selected during the routing resolution phase of message categorization. 

Selecting the Usage Type for a Send Connector

When you use the Exchange Management Console to create a Send connector, the New SMTP Send Connector wizard prompts you to select a usage type for the connector. The usage type determines the default permission sets that are assigned on the connector and grants those permissions to trusted security principals. Security principals include users, computers, and security groups. A security principal is identified by a security identifier (SID). You can also specify a usage type when you create a Send connector by using the New-SendConnector cmdlet in the Exchange Management Shell. However, the Usage parameter is not required. If you don't specify a usage type when you run the New-SendConnector cmdlet, the default usage type is set to Custom. The following table describes the Send connector usage types and their default settings.

Send connector usage types
	Type
	Default permissions
	SID that is granted the default permissions
	Default smart host authentication mechanism

	Custom
	None
	None
	None

	Internal
	
ms-Exch-Send-Headers-Organization


ms-Exch-SMTP-Send-Exch50


ms-Exch-Send-Headers-Routing


ms-Exch-Send-Headers-Forest
	
Hub Transport servers


Edge Transport servers


Exchange Servers (on Hub Transport only)


Externally secured servers


Exchange Legacy Interop universal security group


Exchange Server 2003 and Exchange 2000 Server bridgehead servers
	Exchange Server Authentication

	Internet
	Ms-Exch-Send-Headers-Routing
	Anonymous User Account
	None

	Partner
	Ms-Exch-Send-Headers-Routing
	Partner Servers 
	Not applicable. This usage type is selected when you establish mutual Transport Layer Security (TLS) authentication with a remote domain.
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Note: 

In some scenarios, domain name system (DNS) MX record resolution is used to route messages instead of relaying them through a smart host. If DNS resolution is selected for a Send connector, no authentication mechanism is configured.

The Send connector permissions and smart host authentication mechanisms are discussed later in this topic.

Send Connector Usage Scenarios

Each usage type is appropriate for a specific connection scenario. Select the usage type that has the default settings most applicable to the configuration that you want. You can modify permissions by using the Add-ADPermission and Remove-ADPermission cmdlets. For more information, see the following topics in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320):


Add-ADPermission

Remove-ADPermission
The following table  lists common connection scenarios and the usage type for each scenario.

Connector usage scenarios
	Connector scenario
	Usage type
	Comment

	Edge Transport server that sends e-mail to the Internet
	Internet
	A Send connector that is configured to send e-mail to all domains is created automatically when the Edge Transport server is subscribed to the Exchange organization.

	Hub Transport server that sends e-mail to the Internet
	Internet
	This is not a recommended configuration. For more information, see How to Configure Connectors for Internet Mail Flow in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

	A subscribed Edge Transport server that sends e-mail to a Hub Transport server
	Internal
	This connector is automatically created by the Edge Subscription process.

	Edge Transport server that sends e-mail to an Exchange Server 2003 or Exchange 2000 Server bridgehead server
	Internal
	The Exchange 2003 or Exchange 2000 bridgehead server is configured as a smart host for the Send connector.

	Hub Transport server that sends e-mail to a Hub Transport server 
	Internal
	You do not have to configure Send connectors between Hub Transport servers within the same organization. This usage type can be used to configure a cross-forest Send connector.

	Hub Transport server that sends e-mail to an Exchange 2003 or Exchange 2000 bridgehead server in the same forest
	Internal
	This is an optional configuration. Transport between Exchange 2007 and earlier versions of Exchange Server is accomplished through two-way routing group connectors. If you create SMTP connectors to Exchange 2003 or Exchange 2000 routing groups, a routing group connector must also exist. For more information, see How to Create Routing Group Connectors from Exchange 2007 to Exchange Server 2003 in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

	Edge Transport server that sends e-mail to a Hub Transport server
	Custom
	When the Edge Subscription process is not used, a manual connector must be created. Use the Add-AdPermission cmdlet to set the extended rights. Set the authentication mechanism as Basic authentication or Externally secured.

	Cross-forest Send connector for a Hub Transport server in one forest that sends e-mail to a Hub Transport server in a second forest
	Custom
	For detailed configuration steps, see Configuring Cross-Forest Connectors in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

	Cross-forest Send connector for a Hub Transport server in one forest that sends e-mail to an Exchange 2003 or Exchange 2000 bridgehead server in a second forest
	Custom
	For detailed configuration steps, see Configuring Cross-Forest Connectors in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

	Hub Transport server that sends e-mail to a third-party message transfer agent
	Custom
	Use the Add-AdPermission cmdlet to set the extended rights. Route all messages to a smart host and set the authentication mechanism to either Basic authentication or Externally secured.

	Edge Transport server that sends e-mail to a third-party message transfer agent
	Custom
	Use the Add-AdPermission cmdlet to set the extended rights. Route all messages to a smart host and set the authentication mechanism to either Basic authentication or Externally secured.

	Edge Transport server that sends e-mail to an external relay domain
	Custom
	The Edge Transport server can accept e-mail for an external relay domain and then relay the messages to the authoritative e-mail system for that domain. Route all messages to a smart host, set the appropriate authentication mechanism, and use the Add-AdPermission cmdlet to set the extended rights.

	Edge Transport server that sends e-mail to a domain to which you have established mutual TLS authentication
	Partner
	Mutual TLS authentication functions correctly only if the following conditions are true:


The value of the DomainSecureEnabled parameter must be $True. 


The value of the DNSRoutingEnabled parameter must be $True. 


The value of the IgnoreStartTLS parameter must be $False. 

For more information, see Set-SendConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).


Send Connector Permissions

You assign Send connector permissions to a security principal. When a security principal establishes a session with a Send connector, the Send connector permissions determine the types of header information that can be sent with the e-mail message. If an e-mail message includes header information that is not allowed by the Send connector permissions, those headers are stripped from the message when it is sent. The following table describes the permissions that can be assigned on a Send connector to security principals. You can't set Send connector permissions by using the Exchange Management Console. To modify the default permissions for a Send connector, you must use the Add-AdPermission cmdlet in the Exchange Management Shell.

Send connector permissions
	Send connector permission
	Description

	ms-Exch-Send-Exch50
	This permission allows the session to send a message that contains the EXCH50 command. If this permission is not granted, and a message is sent that contains the EXCH50 command, the server sends the message, but doesn't include the EXCH50 command.

	Ms-Exch-Send-Headers-Routing
	This permission allows the session to send a message that has all received headers intact. If this permission is not granted, the server removes all received headers.

	Ms-Exch-Send-Headers-Organization
	This permission allows the session to send a message that has all organization headers intact. Organization headers all start with "X-MS-Exchange-Organization-". If this permission is not granted, the sending server removes all organization headers.

	Ms-Exch-Send-Headers-Forest
	This permission allows the session to send a message that has all forest headers intact. Forest headers all start with "X-MS-Exchange-Forest-". If this permission is not granted, the sending server removes all forest headers.


Address Space

The address space for a Send connector specifies the recipient domains to which this connector will route e-mail, the transport type, and the address space cost. When you use the Exchange Management Console to create a new Send connector, the transport type is always configured as Simple Mail Transfer Protocol (SMTP). To configure a Send connector that uses another transport type, such as Lotus Notes, use the Exchange Management Shell to specify the transport type as part of the address space. If you use any transport type other than SMTP, you must use a smart host to route e-mail. For more information about how to configure the address space by using the Exchange Management Shell, see Set-SendConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).
The following table lists valid entries for a Send connector address space.

Valid entries for a Send connector address space

	Address space entry
	Send connector routes mail to:

	*
	All domains that do not have an explicit address space entry on another Send connector entry or that are not an included subdomain of an address space on another Send connector.

	Contoso.com
	All recipients with e-mail addresses in the Contoso.com domain.

	*.Contoso.com
	All recipients with e-mail addresses in the Contoso.com domain or any subdomain of Contoso.com. In the Exchange Management Console, select Include all subdomains to set this configuration.


During routing resolution, a Send connector, to which e-mail is routed for delivery to the destination domain, is selected. The Send connector whose address space most closely matches the recipient's e-mail address is selected. For example, an e-mail message addressed to Recipient@marketing.contoso.com would be routed through the connector that is configured to use the *.Contoso.com address space. When you configure a Send connector for a particular domain, e-mail that is sent to that domain is always routed through that connector. Also, the configuration settings for that connector are always applied to e-mail sent to that domain.

Send Connector Scope

You can use the scope of a Send connector to control the visibility of the Send connector within the Exchange organization. By default, all Send connectors that you create by using the Exchange Management Console are usable by all the Hub Transport servers in the Exchange organization. However, you can limit the scope of any Send connector so that it is only usable by other Hub Transport servers that exist in the same Active Directory site. To limit the scope of the Send connector, in the Exchange Management Shell, specify a value of Local for the AddressSpace parameter in the New-SendConnector cmdlet or the Set-SendConnector cmdlet. For more information, see New-SendConnector and Set-SendConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Address Space Cost

Use the address space cost to set selection priority when more than one Send connector is configured for the same address space. During routing resolution, when the connector selection is made, the lowest cost route to the destination is selected. By adjusting the address space costs, you can control the preferred route for mail flow in your organization and to the Internet.

When you create a Send connector, the default cost is set to 1. You must use the Set-SendConnector cmdlet in the Exchange Management Shell to modify the cost. You specify the cost as a part of the address space configuration.

Network Settings

You can set Send connectors so that they deliver e-mail by using Domain Name System (DNS) address resolution or by routing the e-mail to a smart host. 

Using DNS to Route E-mail

When the Send connector is set to use DNS MX records to route mail automatically, the DNS client on the source server must be able to resolve public DNS records. By default, the DNS server that is configured on the source server's internal network adapter is used for name resolution. You can configure a specific DNS server to use for internal and external DNS lookups by using the Exchange Management Console to modify the DNS settings on the Exchange server properties. You can also use the Exchange Management Shell to configure the parameters in the Set-TransportServer cmdlet.

If you configure a specific DNS server on the transport server to use for external DNS lookups, you must select Use the external DNS lookup settings on the transport server on the Network Settings page of the New SMTP Send Connector wizard or, in the Exchange Management Shell, on the Set-TransportServer cmdlet, set the UseExternalDNSServersEnabled parameter to $True. The DnsRoutingEnabled parameter on the Send connector must also be set to $True.

For more information, see the following topics:


Configuring Transport Server Properties

Set-TransportServer in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320)
Using a Smart Host to Route E-mail

If you select the Internal usage type for the Send connector, you must specify a smart host. When you route mail through a smart host, the smart host handles delivery to the next hop in the delivery destination. You can use an IP address or the fully qualified domain name (FQDN) of the smart host to specify the smart host identity. The smart host identity can be the FQDN of a smart host server, a mail exchange (MX) record, or an address (A) record. If you configure an FQDN as the smart host identity, the source server for the Send connector must be able to use DNS name resolution to locate the smart host server.

The smart host for a Send connector with the Internet usage type may be a server that is hosted by your Internet service provider. The smart host for a Send Connector with the custom or internal usage types may be another e-mail server in your organization or an e-mail server in a remote domain.

Smart Host Security Settings

When you route mail through a smart host, you must specify how the source server will authenticate to the smart host computer. You can't require security settings for a Send connector unless a smart host destination is specified. For example, an Internet-facing connector cannot be set to require TLS.

The following table lists the smart host authentication mechanism that you can configure for a Send connector.

Smart host authentication mechanisms
	Security setting
	Description

	None
	Anonymous access is allowed.

	Basic authentication
	Basic authentication requires that you provide a user name and password. Basic authentication sends credentials in clear text. All smart hosts with which this Send connector is authenticating must accept the same user name and password.

	Basic authentication over TLS
	Select TLS to encrypt the transmission of the credentials. The receiving server must have a server certificate. The exact FQDN of the smart host, MX record, or A record that is defined on the Send connector as the smart host identity must also exist in the server certificate. The Send connector will try STARTTLS to the destination server and will only perform basic authentication after the TLS session has been established. A client certificate is also required to support mutual TLS authentication.

	Exchange Server authentication
	Exchange Server authentication (GSSAPI and Mutual GSSAPI)

	Externally secured (for example, with IPsec)
	The network connection is secured using a method that is external to the Exchange server. 


Source Server

You must select at least one source server for a Send connector. The source server is the transport server to which messages are routed for delivery through the selected Send connector. You can set more than one source server on a Send connector that is configured for the Exchange organization. When you specify more than one source server, you provide load balancing and redundancy if a server fails. The source servers associated with Send connectors that are configured for the Exchange organization can be Hub Transport servers or subscribed Edge Transport servers.

Additional Send Connector Properties

The property configuration for a Send connector defines how mail is sent through that connector. Not all properties are configurable in the Exchange Management Console. For more information about the properties that can be configured by using the Exchange Management Shell, see Set-SendConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320). These additional Send connector properties include settings for message size limits, protocol logging level, and linked Receive connectors. When a Send connector is linked to a Receive connector, all messages that are received through that Receive connector are delivered by using the Send connector to which it is linked.

For More Information

For more information, see the following topics in this guide:


Managing Connectors

Subscribing the Edge Transport Server to the Exchange Organization

Receive Connectors

How to Create a New Send Connector

How to Modify the Configuration of a Send Connector

How to Remove a Send Connector

How to View the Configuration of a Send Connector

How to Create Linked Connectors

Exchange 2007 Transport Permissions Model
Also, see the following topics in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320):

· Understanding Active Directory Site-based Routing
· Connector Cmdlets

How to Create a New Send Connector

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to create a new Send connector for Exchange 2007.

In Exchange 2007, Send connectors create a logical connection to remote e-mail systems. After you install the Edge Transport server role and the Hub Transport server role, you run the EdgeSync process to complete configuration of the Send connectors that are required for mail flow to and from the Internet, and between the Edge Transport server and the Exchange organization. If your organization requires a Send connector with specific configuration options, or if you do not use the EdgeSync process, you must manually configure Send connectors.

Before You Begin

Before you perform this procedure, read Send Connectors for a detailed description of the information that you must provide to create a Send connector.

Determine the specific usage for this connector so that you can correctly configure the connector attributes. All Send connectors require a name and an address space. The name identifies the connector. The address space is the domain or domains to which this connector sends messages. The default address type is Simple Mail Transfer Protocol (SMTP). Using the Exchange Management Console, you can only create Send connectors that use an SMTP address space. Using the New-SendConnector cmdlet on a Hub Transport server, you can also specify a non-SMTP address space. For more information about the default settings for Send connectors and how to specify a non-SMTP address space, see Send Connectors.
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Note: 

Do not perform this procedure on an Edge Transport server that has been subscribed to the Exchange organization by using EdgeSync. Instead, create the Send connector on the Hub Transport server. It will be replicated to the Edge Transport server when synchronization next occurs.

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.
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To use the Exchange Management Console to create a new Send connector

	1.
Open the Exchange Management Console. Perform one of the following steps:

a.
On a computer that has the Edge Transport server role installed, select Edge Transport, and then in the work pane, click the Send Connectors tab.

b.
To create a Send connector on a Hub Transport server role, in the console tree, expand Organization Configuration, select Hub Transport, and then in the work pane, click the Send Connectors tab.

2.
In the action pane, click New Send Connector. The New SMTP Send Connector wizard starts.

3.
On the Introduction page, follow these steps:

a.
In the Name: field, type a meaningful name for this connector. This name is used to identify the connector.

b.
In the Select the intended use for this connector: field, select the usage type for the connector. The usage type determines the default permission sets that are assigned on the connector and grants those permissions to trusted security principals.

Custom   Select this option to create a customized connector that will be used to connect with systems that are not Exchange servers.

Internal   Internal Send connectors are used to send e-mail to servers in your Exchange organization. This connector will be configured to route e-mail to your internal Exchange servers as smart hosts.

Internet   Internet Send connectors are used to send e-mail to the Internet. This connector will be configured to use Domain Name System (DNS) MX records to route e-mail.

Partner   Partner Send connectors are used to send e-mail to partner domains. This connector will be configured to only allow connections to servers that authenticate with Transport Layer Security (TLS) certificates for Simple Mail Transfer Protocol (SMTP) domains that are included in the list of domain-secured domains. You can add domains to this list by using the TLSSendDomainSecureList parameter in the Set-TransportConfig command.

For more information about the Send connector usage types, see Send Connectors. Click Next.

4.
On the Address space page, click Add. In the Add Address Space dialog box, enter the domain name to which this connector will send mail. The domain name system (DNS) wildcard character (*) as defined in RFC 1035 can be used. For example: "*", "*.com.", or *.contoso.com". You may select the Include all subdomains check box to use this connector to send e-mail to all subdomains of the address space. When you are finished, click OK.

To add more address spaces to this connector, click Add and repeat this step.

To remove an existing address space, select the address space, and then click [image: image52.png]


.

When you are finished, click Next.

5.
On the Network settings page, select how to send e-mail with the Send connector. The following options are available:


Use domain name system (DNS) "MX" records to route mail automatically   This option is available only if you selected a usage type of Custom, Partner, or Internet in step 3. When you select this option, the Send connector uses the DNS client service on the sending server to query a DNS server and resolve the destination address.


Route all mail through the following smart hosts   This option is available only if you selected a usage type of Custom, Internal, or Internet in step 3. When you select this option, follow these steps:

a.
Click Add. In the Add Smart Host dialog box, select IP Address or Fully qualified domain name (FQDN) to specify how to locate the smart host. If you select IP Address, enter the IP address of the smart host. If you select Fully qualified domain name (FQDN), enter the FQDN of the smart host. The sending server must be able to resolve the FQDN. When you are finished, click OK.

To add more smart hosts, click Add, and repeat this step.

To edit the settings of a smart host, select the smart host, and then click Edit.

To remove an existing smart host, select the smart host, and then click [image: image53.png]


.

When you are finished, click Next.

b.
On the Smart host security settings page, select the method that is used to authenticate to the smart host. The available smart host authentication methods are None, Basic Authentication, Basic Authentication over TLS, Exchange Server Authentication, and Externally Secured. For more information about the security settings, see Send Connectors. Click Next.
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Important: 

Perform the following step only on the Hub Transport server.

6.
The Source Server page only appears on Hub Transport servers. By default, the Hub Transport server that you are currently working on is listed as a source server. To add a source server, click Add. In the Select Hub Transport servers and Edge Subscriptions dialog box, select the Hub Transport servers or the subscribed Edge Transport servers that will be used as the source server for sending messages to the address space that you provided in step 5. The list of source servers can contain all Hub Transport servers or all subscribed Edge Transport servers, but not a mix of both. When you are finished adding additional source servers, click OK.

To add more source servers, click Add and repeat this step.

To remove an existing source server, select the source server, and then click [image: image55.png]


.

When you are finished, click Next.

7.
On the New connector page, review the configuration summary for the connector. If you want to modify the settings, click Back. To create the Send connector by using the settings in the configuration summary, click New.

8.
On the Completion page, click Finish.


To create a new Send connector by using the Exchange Management Shell, use one of the following procedures. The interactive mode prompts you for only the required parameters and uses the default settings for all other parameters. By entering a complete command, you can specify multiple parameters and completely configure the connector.
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To use the interactive mode of the Exchange Management Shell to create a new Send connector

	1.
At the Exchange Management Shell command prompt, type New-SendConnector and then press ENTER.

2.
At the Address Spaces (0): prompt, type the address space to which this connector will send messages. For example, contoso.com. Press Enter.

3.
Enter additional address spaces if this connector will send messages to more than one domain. After you enter all the address spaces, press Enter to continue.

4.
At the Name: prompt, type a name for this connector. Press Enter. The connector summary is displayed.
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To enter a complete command in the Exchange Management Shell to create a new Send connector

	
To create a new Send connector and modify the default settings, run the following command. This command creates a Send connector that has a custom usage type, sends e-mail to Contoso.com and all its subdomains, routes e-mail through a smart host, and allows a maximum message size of 20 MB:

New-SendConnector -Name "Contoso.com Send Connector" -Usage Custom -AddressSpace *.contoso.com -DnsRoutingEnabled $false -SmartHosts smarthost.domain.com -MaxMessageSize 20MB




For detailed syntax and parameter information, see New-SendConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to View the Configuration of a Send Connector

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to view the configuration of an existing Send connector for a computer that has the Exchange 2007 Edge Transport server role or the Hub Transport server role installed.

In Exchange 2007, Send connectors are responsible for outbound transmission of e-mail messages. Multiple Send connectors can exist for an organization to support the need for specific configurations. For example, some e-mail systems may require that messages be sent to a smart host, and messages that are sent to some destinations may require authentication. 

Use the procedures in this topic to view the configuration of existing Send connectors.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange View-Only Administrator role 

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.
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To use the Exchange Management Console to view the configuration of an existing Send connector

	1.
Open the Exchange Management Console. Perform one of the following steps:

a.
To view the configuration of an existing Send connector on an Edge Transport server, in the console tree, select Edge Transport, and then in the work pane, click the Send Connectors tab. 

b.
To view the configuration of an existing Send connector on a Hub Transport server, in the console tree, expand Organization Configuration, and select Hub Transport. 

2.
In the work pane, click the Send Connectors tab, select a Send connector, and then in the action pane, click Properties to open the Properties page.

a.
Click the General tab to view information about the connector status, protocol logging level, and the fully qualified domain name (FQDN) that is advertised in the Simple Mail Transfer Protocol (SMTP) EHLO verb.

b.
To view the SMTP address space or address spaces for which this connector sends messages, click the Address Space tab.

c.
To see whether the connector is using DNS to resolve which server to send messages to or is forwarding all messages to a smart host, click the Network tab.

d.
To view the Hub Transport servers and Edge subscriptions that are associated with this connector, click the Source Server tab.
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Note: 

The Source Server tab is not available on the Edge Transport server role.


To view the configuration for a single Send connector when you use the Exchange Management Shell, you specify an identity. The identity of a connector is either its GUID or the friendly name that was assigned to the connector when the connector was created. If you do not specify an identity, the command returns the configuration information for all Send connectors.
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To use the Exchange Management Shell to view the configuration of a Send connector


To view a summary list of all Send connectors, run the following command:

Get-SendConnector

To view the detailed configuration for a single Send connector, run the following command:

Get-SendConnector -identity "Contoso.com Send Connector" | Format-List


For detailed syntax and parameter information, see Get-SendConnector.

For more information about pipelining, see Pipelining in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

For more information about working with the information that a command returns, see Manipulating Command Output in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Enable or Disable a Send Connector

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to modify the status of an existing Send connector for a computer that has the Exchange 2007 Edge Transport server role or the Hub Transport server role installed.

In Exchange 2007, Send connectors are responsible for outbound transmission of e-mail messages. Multiple Send connectors can exist for an organization to support the need for specific configurations. For example, some e-mail systems may require that messages be sent to a smart host, and messages that are sent to some destinations may require authentication. A Send connector must be enabled for it to send messages. Disable a Send connector to stop sending messages by using the configuration that is represented by that connector. By default, when you create a Send connector, it is enabled.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role 

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.
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Note: 

Do not perform this procedure on an Edge Transport server that has been subscribed to the Exchange organization by using EdgeSync. Instead, modify the Send connector on the Hub Transport server. The change will be replicated to the Edge Transport server when synchronization next occurs.
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To use the Exchange Management Console to modify the status of an existing Send connector 

	1.
Open the Exchange Management Console. Perform one of the following steps:

a.
To modify the status of an existing Send connector on an Edge Transport server, in the console tree, select Edge Transport, and then click the Send Connectors tab.

b.
To modify the status of an existing Send connector on a Hub Transport server, in the console tree, expand Organization Configuration, select Hub Transport, and then click the Send Connectors tab.

2.
Select a Send connector. If the connector is enabled and you want to disable it, in the action pane, click Disable. If the connector is disabled and you want to enable it, in the action pane, click Enable.


To modify the status of a single Send connector when you use the Exchange Management Shell, you specify an identity. The identity of a connector is either its GUID or the friendly name that was assigned to the connector when the connector was created. If you want to modify the status of all Send connectors, you must pipe the results of the Get-SendConnector cmdlet to the Set-SendConnector cmdlet.
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To use the Exchange Management Shell to modify the status of a Send connector


To disable a single Send connector, run the following command:

Set-SendConnector -identity "Contoso.com Send Connector" -enabled $false

To disable all Send connectors, run the following command:

Get-SendConnector | Set-SendConnector -Enabled $false
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Important: 

If you run this command on an Edge Transport server, the scope of the action is limited to that server. If you run this command on a Hub Transport server, the scope of the action is the whole organization.


For detailed syntax and parameter information, see Set-SendConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Modify the Configuration of a Send Connector

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to modify an existing Send connector for Exchange 2007.

In Exchange 2007, you use Send connectors to create a connection to the Internet and to remote e-mail systems that require a specific configuration. For example, some remote e-mail systems may use a smart host or may require that you send e-mail messages that are larger than your standard Exchange organization limit.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.
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Note: 

Do not perform this procedure on an Edge Transport server that is subscribed to the Exchange organization by using the Edge subscription process. Instead, modify the Send connector on the Hub Transport server. The change will be replicated to the Edge Transport server when synchronization next occurs.

Using the Exchange Management Console to Modify an Existing Send Connector

Only a limited number of the total available Send connector settings can be modified by using the Exchange Management Console. To access all available Send connector settings, you must use the Set-SendConnector cmdlet in the Exchange Management Shell.
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To use the Exchange Management Console to modify an existing Send connector

	1.
Open the Exchange Management Console, and perform one of the following steps:


To modify an existing Send connector on an Edge Transport server, in the console tree, select Edge Transport.


To modify an existing Send connector on a Hub Transport server, expand Organization Configuration in the console tree, and select Hub Transport.

2.
In the work pane, click the Send Connectors tab, and select the Send connector to modify.

3.
Under the name of the Send connector in the action pane, click Properties to open the Properties page.


Click the General tab to modify the name of the connector, the protocol logging level, or the fully qualified domain name (FQDN) that is advertised in the Simple Mail Transfer Protocol (SMTP) EHLO verb.


Click the Address Space tab to add, remove, or modify the SMTP address spaces that are used by this connector. The domain name system (DNS) wildcard character (*) as defined in RFC 1035 can be used. For example: "*", "*.com.", or *.contoso.com"


Click the Network tab to configure mail routing to use DNS, to use smart hosts, and to configure the smart host authentication methods.


Click the Source Server tab to modify the Hub Transport servers or Edge Subscriptions that are associated with this connector.

4.
After you modify a setting, click Apply to save your changes and remain in the Properties page, or click OK to save your changes and exit the Properties page.
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Note: 

The Source Server tab is not available on the Edge Transport server role.

Using the Exchange Management Shell to Modify an Existing Send Connector

You can use the Set-SendConnector cmdlet to modify all available settings for an existing Send connector. The Identity parameter specifies the Send connector that you want to modify. The Identity parameter can be the GUID or the name of the Send connector.

The command in the following procedure is an example of how to use the Exchange Management Shell to set a 20 MB limit on message size on an existing Send connector named "Connection to Contoso.com." The MaxMessageSize parameter is only one of many settings that are available for use with the Set-SendConnector cmdlet.
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To use the Exchange Management Shell to set a 20 MB limit on message size on an existing Send connector named "Connection to Contoso.com"


Run the following command:

Set-SendConnector "Connection to Contoso.com" -MaxMessageSize 20MB




For more information about how to retrieve the identity of a Send connector, see How to View the Configuration of a Send Connector.

For detailed syntax and configuration information, see Set-SendConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Remove a Send Connector

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to remove an existing Send connector in Exchange 2007.

In Exchange 2007, you use Send connectors to create a connection to the Internet and to remote e-mail systems that require a specific configuration. For example, some remote e-mail systems may use a smart host or may require that you send e-mail messages that are larger than your standard Exchange organization limit.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role 

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

[image: image69.png]


Note: 

Do not perform this procedure on an Edge Transport server that is subscribed to the Exchange organization by using the Edge Subscription process. Instead, remove the Send connector on the Hub Transport server. The change will be replicated to the Edge Transport server when synchronization next occurs.
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Caution: 

Although a Send connector is configured on a local Hub Transport server or an Edge Transport server, deleting a Send connector may affect mail flow throughout the organization

Using the Exchange Management Console to Remove a Send Connector
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To use the Exchange Management Console to remove an existing Send connector

	1.
Open the Exchange Management Console. Perform one of the following steps:


To remove an existing Send connector on an Edge Transport server, in the console tree, select Edge Transport.


To remove an existing Send connector on a Hub Transport server, expand Organization Configuration in the console tree, and select Hub Transport.

2.
In the work pane, click the Send Connectors tab, and select the Send connector to modify.

3.
Under the name of the Send connector in the action pane, click Remove.

4.
A warning appears that asks you, "Are you sure you want to remove <selected Send connector>?" Click Yes.


Using the Exchange Management Shell to Remove a Send Connector

You can use the Remove-SendConnector cmdlet to remove a Send connector. The Identity parameter specifies the Send connector that you want to remove. The Identity parameter can be the GUID or the name of the Send connector.

The following command is an example of how to use the Exchange Management Shell to remove an existing Send connector named "Connection to Contoso.com."
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To use the Exchange Management Shell to remove an existing Send connector named "Connection to Contoso.com"


Run the following command:

Remove-SendConnector "Connection to Contoso.com"




For more information about how to retrieve a Send connector's identity, see How to View the Configuration of a Send Connector.

For detailed syntax and parameter information, see Remove-SendConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Create Linked Connectors

This topic explains how to use the Exchange Management Shell to create linked connectors on a computer that is running Exchange 2007 and that has the Hub Transport server role or Edge Transport server role installed. A linked connector is a Receive connector that is linked to a Send connector. For linked connectors, the regular routing logic that is based on the destination domain is overridden. All messages that are received by the Receive connector are forwarded to the Send connector to which the Receive connector is linked. This scenario is useful when you want to send messages to a third-party anti-spam and antivirus service for processing, and then return the messages to the Exchange 2007 organization for delivery.

The following list describes the requirements that you must meet to create linked connectors:


Only one Receive connector can be linked to one Send connector.


The Receive connector must exist before it can be linked to a Send connector.


A linked Send connector must route messages to a smart host. You can use an IP address or the fully qualified domain name (FQDN) of the smart host to specify the smart host identity. The smart host identity can be the FQDN of a smart host server, a mail exchange (MX) record, or an address (A) record. If you configure an FQDN as the smart host identity, the source server for the Send connector must be able to use Domain Name System (DNS) name resolution to locate the smart host server.

You can use the Exchange Management Console or the Exchange Management Shell to create the Send connector or Receive connector. However, you can only link a Receive connector to an existing Send connector by using the LinkedReceiveConnector parameter in the Set-SendConnector cmdlet. If you want to create a new Send connector and link a Receive connector to it, you must use the New-SendConnector cmdlet with the LinkedReceiveConnector parameter.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Linked Connector Scenario

This section describes a typical linked connector scenario on an Edge Transport server. The following table describes the Send connectors and Receive connectors in that scenario.

Send connectors and Receive connectors in a typical linked connector scenario on an Edge Transport server

	Connector name
	Linked status
	Connector description

	ReceiveConnectorA
	Linked to SendConnectorC
	This connector receives all messages from the Internet.

	ReceiveConnectorB
	Not linked
	This connector receives messages only from the third-party anti-spam and antivirus service.

	SendConnectorC
	Contains linked ReceiveConnectorA
	This connector sends all messages to the third-party anti-spam and antivirus service smart host.

	SendConnectorD
	Not linked
	This connector sends all messages into the Exchange organization.


In this scenario, all messages that are destined for the Exchange 2007 organization arrive at the Edge Transport server through ReceiveConnectorA. Because ReceiveConnectorA is linked to SendConnectorC, the messages are immediately redirected to the third-party anti-spam and antivirus service through SendConnectorC. After the third-party anti-spam and antivirus service has finished processing the messages, the messages are delivered back to the Edge Transport server through ReceiveConnectorB. 

ReceiveConnectorB is an unlinked Receive connector. This connector is very important in this scenario. Without ReceiveConnectorB, the messages would return to the Edge Transport server through ReceiveConnectorA and would then be forwarded back to the third-party anti-spam and antivirus service. This process would continue indefinitely. However, because ReceiveConnectorB is not linked to a Send connector, the Edge Transport server is free to select the route into the Exchange organization. This would occur through SendConnectorD. The messages are then delivered to the original recipients in the Exchange organization through SendConnectorD.

Linking a Receive Connector to a Send Connector

Run the following command to link a Receive connector to a new Send connector.
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To use the Exchange Management Shell to link a Receive connector to a new Send connector

	
Use the following command:

New-SendConnector -Name <ConnectorName> -LinkedReceiveConnector <ReceiveConnectorID> -SmartHosts <SmarthostID> -SmartHostAuthMechanism <AuthMechanism> -DNSRoutingEnabled $False -MaxMessageSize unlimited

In the following example, the command links a Receive connector to a new Send connector. The properties of the Send connector and Receive connector are described in the following list:


Send connector name: "To Hygiene Service"


Linked Receive connector identity: "Edge01\From Internet"


Smart host identity: hygiene.contoso.com


Smart host authentication mechanism: ExternalAuthoritative
New-SendConnector -Name "To Hygiene Service" -LinkedReceiveConnector "Edge01\From Internet" -SmartHosts hygiene.contoso.com -SmartHostAuthMechanism ExternalAuthoritative -DNSRoutingEnabled $False -MaxMessageSize unlimited




For detailed syntax and parameter information, see New-SendConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Run the following command to link a Receive connector to an existing Send connector.
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To use the Exchange Management Shell to link a Receive connector to an existing Send connector

	
Use the following command:

Set-SendConnector <ConnectorID> -LinkedReceiveConnector <ReceiveConnectorID> -SmartHosts <SmarthostID> -SmartHostAuthMechanism <AuthMechanism> AddressSpaces $Null -DNSRoutingEnabled $False -MaxMessageSize unlimited

In the following example, the command links a Receive connector to an existing Send connector. The Send connector and Receive connector properties are described in the following list:


Send connector identity: "To Hygiene Service"


Linked Receive connector identity: "Edge01\From Internet"


Smart host identity: hygiene.contoso.com


Smart host authentication mechanism: ExternalAuthoritative
Set-SendConnector "To Hygiene Service" -LinkedReceiveConnector "Edge01\From Internet" -SmartHosts hygiene.contoso.com -SmartHostAuthMechanism ExternalAuthoritative AddressSpaces $Null -DNSRoutingEnabled $False -MaxMessageSize unlimited




For detailed syntax and parameter information, see Set-SendConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Removing a Linked Connector

After you have linked a Receive connector to a Send connector, you may want to break the link at some time. The following list describes the options for breaking the link:


Remove the Send connector to which the Receive connector is linked   You can remove the Send connector by using the Exchange Management Console or by using the Remove-SendConnector cmdlet in the Exchange Management Shell. After you remove the Send connector, you don't have to modify the configuration of the Receive connector.


Remove the Receive connector that is linked to the Send connector   You can remove the Receive connector by using the Exchange Management Console, or by using the Remove-ReceiveConnector cmdlet in the Exchange Management Shell. After you remove the Receive connector, you must modify the configuration of the Send connector. After the linked Receive connector is removed, the Send connector will have no address spaces configured. If you try to view or modify the Send connector, you will receive an error message that states that the Send connector is corrupted. To configure an address space for the Send connector, you can use the Exchange Management Console or the Set-SendConnector cmdlet in the Exchange Management Shell.

For detailed syntax and parameter information, see the following topics in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320):


Remove-SendConnector

Remove-ReceiveConnector
Receive Connectors

Receive connectors are configured on computers that are running Exchange 2007 and that have the Hub Transport and Edge Transport server roles installed. Receive connectors represent a logical gateway through which all inbound messages are received. This topic provides an overview of Receive connectors and how the configuration of Receive connectors affects individual message processing.

Overview of Receive Connectors

Exchange 2007 transport servers require Receive connectors to receive messages from the Internet, from e-mail clients, and from other e-mail servers. A Receive connector controls inbound connections to the Exchange organization. By default, the Receive connectors that are required for internal mail flow are automatically created when the Hub Transport server role is installed. The Receive connector that is capable of receiving mail from the Internet and from Hub Transport servers is automatically created when the Edge Transport server role is installed. However, end-to-end mail flow is possible only after the Edge Transport server has been subscribed to the Active Directory directory service site by using the Edge Subscription process. Other scenarios, such as an Internet-facing Hub Transport server or an unsubscribed Edge Transport server, require manual connector configuration to establish end-to-end mail flow. For more information, see the following topics:


Subscribing the Edge Transport Server to the Exchange Organization

Configuring Edge Transport Server Connectors in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320)

Configuring Hub Transport Server Connectors in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320)
In Exchange 2007, the Receive connector is a "receive listener". This means that the connector is listening for inbound connections that match the settings of the Receive connector. A Receive connector listens for connections that are received through a particular local IP address and port, and from a specified IP address range. You create Receive connectors when you want to control which servers receive messages from a particular IP address or IP address range, and when you want to configure special connector properties for messages that are received from a particular IP address, such as a larger message size, more recipients per message, or more inbound connections.

Receive connectors are scoped to a single server and determine how that specific server listens for connections. When you create a Receive connector on a Hub Transport server, the Receive connector is stored in the Active Directory directory service as a child object of the server on which it is created. When you create a Receive connector on an Edge Transport server, the Receive connector is stored in Active Directory Application Mode (ADAM).

If you need additional Receive connectors for specific scenarios, you can create them by using the Exchange Management Console or Exchange Management Shell. Each Receive connector must use a unique combination of IP address bindings, port number assignments, and the remote IP address ranges from which mail will be accepted by this connector.

Receive Connector Usage Types

When you use the Exchange Management Console to configure a Receive connector, the New SMTP Receive Connector wizard prompts you to select the usage type for the connector. You can also specify Usage when you create a Receive connector by using the Exchange Management Shell. However, Usage is not a required parameter. If you do not specify a usage type when you run the New-ReceiveConnector cmdlet, the default usage type will be set to Custom. The usage type determines the default security settings for the connector.

The security settings for a Receive connector specify the permissions that are granted to sessions that connect to the Receive connector and the supported authentication mechanisms. 

Permission Groups

A permission group is a predefined set of permissions that is granted to well-known security principals and assigned to a Receive connector. Security principals include users, computers, and security groups. A security principal is identified by a security identifier (SID). Permission groups are only available for Receive connectors. The use of permission groups simplifies the configuration of permissions on Receive connectors. The PermissionGroups property defines the groups or roles that can submit messages to the Receive connector and the permissions that are assigned to those groups. The set of permission groups is predefined in Exchange 2007. This means that you cannot create additional permission groups. Also, you cannot modify the permission group members or the associated permissions.

The following table lists the available permission groups and identifies the security principals and the permissions that are granted when that permission group is configured for a Receive connector.

Receive connector permission groups
	Permission group name
	Associated security principals (SIDs)
	Permissions granted

	Anonymous
	Anonymous user account
	
Ms-Exch-SMTP-Submit


Ms-Exch-SMTP-Accept-Any-Sender


Ms-Exch-SMTP-Accept-Authoritative-Domain-Sender


Ms-Exch-Accept-Headers-Routing

	ExchangeUsers
	Authenticated user accounts
	
Ms-Exch-SMTP-Submit


Ms-Exch-SMTP-Accept-Any-Recipient


Ms-Exch-Bypass-Anti-Spam


Ms-Exch-Accept-Headers-Routing

	ExchangeServers
	
Hub Transport servers


Edge Transport servers


Exchange Servers (Hub Transport server only)


Externally Secured servers
	
Ms-Exch-SMTP-Submit


Ms-Exch-SMTP-Accept-Any-Sender


Ms-Exch-SMTP-Accept-Any-Recipient


Ms-Exch-Accept-Authoritative-Domain-Sender


Ms-Exch-Bypass-Anti-Spam


Ms-Exch-SMTP-Accept-Authentication-Flag


Ms-Exch-Bypass-Message-Size-Limit


Ms-Exch-Accept-Headers-Routing


Ms-Exch-Accept-Exch50


Ms-Exch-Accept-Headers-Organization (Note: this permission is not granted to Externally Secured servers.)


Ms-Exch-Accept-Headers-Forest (Note: this permission is not granted to Externally Secured servers)

	ExchangeLegacyServers
	Exchange Legacy Interop security group
	
Ms-Exch-SMTP-Submit


Ms-Exch-SMTP-Accept-Any-Sender


Ms-Exch-SMTP-Accept-Any-Recipient


Ms-Exch-Accept-Authoritative-Domain-Sender


Ms-Exch-Bypass-Anti-Spam


Ms-Exch-SMTP-Accept-Authentication-Flag


Ms-Exch-Bypass-Message-Size-Limit


Ms-Exch-Accept-Headers-Routing


Ms-Exch-Accept-Exch50

	Partner
	Partner Server account
	
Ms-Exch-SMTP-Submit


Ms-Exch-Accept-Headers-Routing


Receive Connector Usage Types

The usage type determines the default permission groups that are assigned to the Receive connector and the default authentication mechanisms that are available for session authentication. A Receive connector always responds to a request from a sender to use Transport Layer Security (TLS). The following table describes the available usage types and default settings.

Receive connector usage types
	Usage type
	Default permission groups
	Default authentication mechanism

	Client (unavailable on Edge Transport servers)
	ExchangeUsers
	TLS

Basic authentication plus TLS

Integrated Microsoft Windows authentication

	Custom
	None
	None

	Internal
	ExchangeServers

ExchangeLegacyServers (This permission group is unavailable on Edge Transport servers.)
	Exchange Server authentication

	Internet
	AnonymousUsers

Partner
	None or Externally Secured

	Partner
	Partner
	Not applicable. This usage type is selected when you establish mutual TLS with a remote domain.


The Receive connector permissions and authentication mechanisms are discussed later in this topic.

Receive Connector Usage Scenarios

Each usage type is appropriate for a specific connection scenario. Select the usage type that has the default settings most applicable to the configuration that you want. You can modify permissions by using the Add-ADPermission and Remove-ADPermission cmdlets. For more information, see the following topics in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320):

Add-ADPermission

Remove-ADPermission
The following table lists common connection scenarios and the usage type for each scenario.

Receive Connector usage scenarios
	Connector scenario
	Usage type
	Comment

	Edge Transport server receiving e-mail from the Internet
	Internet
	A Receive connector that is configured to accept e-mail from all domains is created automatically when the Edge Transport server role is installed.

	Hub Transport server receiving e-mail from the Internet
	Internet
	This is not a recommended configuration. For more information, see How to Configure Connectors for Internet Mail Flow in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

	Edge Transport server receiving e-mail from an Exchange Server 2003 or Exchange 2000 Server bridgehead server
	Internal
	In this scenario, the Exchange 2003 or Exchange 2000 bridgehead server is configured to use the Edge Transport server as a smart host for a Send connector.

	Hub Transport server receiving e-mail submissions from a client application that uses Post Office Protocol version 3 (POP3) or IMAP4
	Client
	This Receive connector is automatically created on every Hub Transport server when the role is installed. By default, this Receive connector is configured to receive e-mail through TCP Port 587.

	Hub Transport server receiving e-mail from a Hub Transport server 
	Internal
	You do not have to configure Receive connectors between Hub Transport servers within the same organization. This usage type can be used to configure a cross-forest Receive connector.

	Hub Transport server receiving e-mail from an Exchange 2003 or Exchange 2000 bridgehead server in the same forest
	Internal
	This is an optional configuration. Transport between Exchange 2007 and earlier versions of Exchange Server is accomplished through two-way routing group connectors. If you create Simple Mail Transfer Protocol (SMTP) connectors to Exchange 2003 or Exchange 2000 routing groups, a routing group connector must also exist. For more information, see How to Create Routing Group Connectors from Exchange 2007 to Exchange Server 2003 in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

	Edge Transport server receiving e-mail from a Hub Transport server
	Internal
	A Receive connector that is configured to accept e-mail from all domains is created automatically when the Edge Transport server role is installed. You can create another connector and configure it to receive e-mail only from the Exchange organization.

	Cross-forest Receive connector for a Hub Transport server in one forest receiving e-mail from a Hub Transport server in a second forest
	Custom
	For detailed configuration steps, see Configuring Cross-Forest Connectors in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

	Cross-forest Receive connector for a Hub Transport server in one forest receiving e-mail from an Exchange 2003 or Exchange 2000 bridgehead server in a second forest
	Custom
	For detailed configuration steps, see Configuring Cross-Forest Connectors in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

	Hub Transport server receiving e-mail from a third-party message transfer agent
	Internal
	Specify the IP address range from which messages will be accepted and set the authentication mechanism to either Basic authentication or Externally Secured. For more information, see How to Configure Connectors for Internet Mail Flow in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

	Edge Transport server receiving e-mail from a third-party message transfer agent
	Custom
	Use the Add-AdPermission cmdlet to set the extended rights. Specify the IP address range from which messages will be accepted and set the authentication mechanism to Basic authentication. You can also select the Internal usage type and set Externally Secured as the authentication method. No additional permissions configuration is required if you select this option.

	Edge Transport server receiving e-mail from an external relay domain
	Custom
	The Edge Transport server can accept e-mail from an external relay domain and then relay to the destination recipient domain. Specify the IP address range from which messages will be accepted, set the appropriate authentication mechanism, and use the Add-AdPermission cmdlet to set the extended rights.

	Edge Transport server receiving e-mail from a domain to which you have established mutual TLS authentication
	Partner
	Mutual TLS authentication functions correctly only if the following conditions are true:


The value of the DomainSecureEnabled parameter is set to $True. 


The value of the AuthMechanism parameter contains TLS and cannot contain External. 


The TLSReceiveDomainSecureList parameter in the Get-TransportConfig cmdlet contains at least one domain that is serviced by this Receive connector. The wildcard character (*) is not supported in domains that are configured for mutual TLS authentication. The same domain must also be defined on the corresponding Send connector, and in the value of the TLSSendDomainSecureList parameter in the Get-TransportConfig cmdlet. 

For more information, see Set-ReceiveConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320) and Managing Domain Security.

	Edge Transport server receiving connections from Microsoft Exchange Hosted Services server
	Custom
	The Exchange Hosted Services server can act as an externally authoritative server. To use the Externally Secured authentication mechanism, use the Set-ReceiveConnector cmdlet to set the PermissionGroup parameter to ExchangeServers.

	Hub Transport server receiving connections from an Exchange Hosted Services server
	Custom
	The Exchange Hosted Services server can act as an externally authoritative server. To use the Externally Secured authentication mechanism, use the Set-ReceiveConnector cmdlet to set the PermissionGroup parameter to ExchangeServers.


Receive Connector Permissions

Receive connector permissions are assigned to security principals when you specify the permission groups for the connector. When a security principal establishes a session with a Receive connector, the Receive connector permissions determine whether the session is accepted and how the received messages are processed. The following table describes the permissions that can be assigned on a Receive connector to security principals. You can set Receive connector permissions by using the Exchange Management Console or by using the PermissionGroups parameter with the Set-ReceiveConnector cmdlet in the Exchange Management Shell. To modify the default permissions for a Receive connector, you can also use the Add-AdPermission cmdlet.

Receive connector permissions
	Receive Connector Permission
	Description

	ms-Exch-SMTP-Submit
	The session must be granted this permission or it will be unable to submit messages to this Receive connector. If a session does not have this permission, the MAIL FROM and AUTH commands will fail.

	ms-Exch-SMTP-Accept-Any-Recipient
	This permission allows the session to relay messages through this connector. If this permission is not granted, only messages that are addressed to recipients in accepted domains are accepted by this connector.

	ms-Exch-SMTP-Accept-Any-Sender
	This permission allows the session to bypass the sender address spoofing check.

	ms-Exch-SMTP-Accept-Authoritative-Domain-Sender
	This permission allows senders that have e-mail addresses in authoritative domains to establish a session to this Receive connector.

	ms-Exch-SMTP-Accept-Authentication-Flag
	This permission allows Exchange 2003 servers to submit messages from internal senders. Exchange 2007 will recognize the messages as being internal. The sender can declare the message as "trusted". Messages that enter your Exchange system through anonymous submissions will be relayed through your Exchange organization with this flag in an untrusted state.

	ms-Exch-Accept-Headers-Routing
	This permission allows the session to submit a message that has all received headers intact. If this permission is not granted, the server will strip all received headers.

	ms-Exch-Accept-Headers-Organization
	This permission allows the session to submit a message that has all organization headers intact. Organization headers all start with "X-MS-Exchange-Organization-". If this permission is not granted, the receiving server will strip all organization headers.

	ms-Exch-Accept-Headers-Forest
	This permission allows the session to submit a message that has all forest headers intact. Forest headers all start with "X-MS-Exchange-Forest-". If this permission is not granted, the receiving server will strip all forest headers.

	ms-Exch-Accept-Exch50
	This permission allows the session to submit a message that contains the XEXCH50 command. This command is needed for interoperability with Exchange 2000 and 2003. The XEXCH50 command provides data such as the spam confidence level (SCL) for the message. 

	ms-Exch-Bypass-Message-Size-Limit
	This permission allows the session to submit a message that exceeds the message size restriction configured for the connector.

	Ms-Exch-Bypass-Anti-Spam
	This permission allows the session to bypass anti-spam filtering.


Local Network Settings

In the Exchange Management Console, you use the local network settings for a Receive connector to specify the IP address and port through which the transport server accepts connections. In the Exchange Management Shell, use the Bindings parameter to specify the local IP address and port of the transport server through which the Receive connector accepts connections. These settings bind the Receive connector to a particular network adapter and TCP port on the transport server.

By default, a Receive connector is configured to use all available network adapters and TCP Port 25. If a transport server has multiple network adapters, you may want a Receive connector to be bound a particular network adapter, or to accept connections through an alternative port. For example, you may want to configure one Receive connector on the Edge Transport server to accept anonymous connections through the external network adapter. A second Receive connector can be configured to accept connections from only Hub Transport servers through the internal network adapter.

Specify the IP address of the network adapter when you configure Receive connector bindings. If the Receive connector is configured to accept connections through a port other than the default, the sending client or server must be configured to send to that port and any firewalls between the message sender and the receiving server must allow network traffic through that port.

The Local Network Settings page of the New SMTP Receive Connector wizard in the Exchange Management Console includes an option to Specify the FQDN this connector will provide in response to HELO or EHLO. In the Exchange Management Shell, this property is set by using the Fqdn parameter with the Set-ReceiveConnector cmdlet. After an SMTP session is established, an SMTP protocol conversation starts between a sending e-mail server and a receiving e-mail server. The sending e-mail server or client sends the EHLO or HELO SMTP command and its fully qualified domain name (FQDN) to the receiving server. In response, the receiving server sends a success code and provides its own FQDN. In Exchange 2007, you can customize the FQDN that is provided if you configure this property on a Receive connector.

Remote Network Settings

In the Exchange Management Console, you use the remote network settings for a Receive connector to specify the IP address ranges from which this Receive connector accepts connections. In the Exchange Management Shell, you use the RemoteIPRanges parameter to specify the IP address ranges from which this Receive connector accepts connections. The remote network settings for the default Receive connector that exists on every Exchange 2007 transport server are {0.0.0.0-255.255.255.255}, or from every IP address. If you are configuring a Receive connector for a specific scenario, set the remote network settings to only the IP addresses of the servers that should be allowed the permissions and configuration settings for the Receive connector. Multiple Receive connectors can have overlapping remote IP address ranges as long as one range is completely overlapped by another. When remote IP address ranges overlap, the remote IP address range that has the most specific match to the connecting server's IP address is used.

The IP address or IP address range for the remote servers from which the Receive connector will accept inbound connections is entered in one of the following formats:


IP address: 192.168.1.1 


IP address range: 192.168.1.10-192.168.1.20 


IP address together with subnet 192.168.1.0 (255.255.255.0) 


IP address by using Classless Interdomain Routing (CIDR) notation: 192.168.1.0/24 

Receive Connector Authentication Settings

In the Exchange Management Console, you use the authentication settings for a Receive connector to specify the authentication mechanisms that are supported by the Exchange 2007 transport server. In the Exchange Management Shell, you use the AuthMechanisms parameter to specify the supported authentication mechanisms. You can configure more than one authentication mechanism for a Receive connector. Refer to the “Receive connector usage types” table earlier in this topic for the authentication mechanisms that are automatically configured for each usage type. The following table lists the available authentication mechanisms for a Receive connector.

Receive connector authentication mechanisms
	Authentication mechanism
	Description

	None
	No authentication.

	TLS
	Advertise STARTTLS. Requires availability of a server certificate to offer TLS.

	Integrated
	NTLM and Kerberos (Microsoft Windows integrated authentication)

	BasicAuth
	Basic authentication. Requires an authenticated logon.

	BasicAuthRequireTLS
	Basic authentication over TLS. Requires a server certificate.

	ExchangeServer
	Exchange Server authentication (GSSAPI and Mutual GSSAPI).

	ExternalAuthoritative
	The connection is considered externally secured by using a security mechanism that is external to Exchange. The connection may be an Internet Protocol security (IPsec) association or a virtual private network (VPN). Alternatively, the servers may reside in a trusted physically controlled network. The ExternalAuthoritative authentication method requires the ExchangeServers permission group. This combination of authentication method and security group permits the resolution of anonymous sender e-mail addresses for messages that are received through this connector. This replaces the Resolve anonymous senders function in Exchange Server 2003.


Additional Receive Connector Properties

The property configuration for a Receive connector defines how e-mail is received through that connector. Not all properties are available in the Exchange Management Console. For more information about the properties that can be configured by using the Exchange Management Shell, see Set-ReceiveConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320). The additional Receive connector properties include settings for message size limits, protocol logging level, custom banner text, and maximum connections.

For More Information

For more information, see the following topics:


Managing Connectors

Subscribing the Edge Transport Server to the Exchange Organization

Send Connectors

Exchange 2007 Transport Permissions Model

How to View the Configuration of a Receive Connector

How to Create a New Receive Connector

How to Modify the Configuration of a Receive Connector

How to Remove a Receive Connector

Managing Accepted Domains
Also, see the following topics in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320):

· Connector Cmdlets

· Configuring Hub Transport Server SMTP Connectors

· Configuring Edge Transport Server SMTP Connectors

How to Create a New Receive Connector

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to create a new Receive connector for Exchange 2007.

In Exchange 2007, the Receive connector is a "receive listener." This means that the Receive connector is listening for incoming connections that match the settings of the Receive connector. A Receive connector listens for connections that are received through a particular port and from a specified IP address or IP address range. You can also set limits on the number of active connections that are supported by the Receive connector.

After you install the Edge Transport server role and the Hub Transport server role, you run the EdgeSync process to complete configuration of the Receive connectors that are required for mail flow to and from the Internet and between the Edge Transport server and the Exchange organization. If your organization requires a Receive connector with specific configuration options, or if you do not use the EdgeSync process, you must manually configure Receive connectors. For more information about the Microsoft Exchange EdgeSync service, see Subscribing the Edge Transport Server to the Exchange Organization.

Before You Begin

Before you perform this procedure, read Receive Connectors for a detailed description of the information that you must provide to create a Receive connector.

Determine the specific usage type for this connector so that you can correctly configure the connector attributes. The usage type that you select for a Receive connector determines the default authentication mechanisms and permissions assigned to that connector. If you do not specify a usage type, the default selection is Custom, and no security settings are automatically configured.

All Receive connectors require a name and a unique combination of the local binding, port, and remote network settings. The name identifies the connector. The binding is the IP address that is assigned to a network adapter on the local server. The port is the communication port through which that network adapter accepts Simple Mail Transfer Protocol (SMTP) connections. The default setting is port 25 on all available IP addresses. The remote network settings are the IP address ranges from which this connector accepts incoming connections. For more information about the default settings for Receive connectors, see Receive Connectors.

To perform the following procedures, the account you use must be delegated the following:


Exchange Server Administrator role and local Administrators group for the target server

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.
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To use the Exchange Management Console to create a new Receive connector

	1.
Open the Exchange Management Console. Perform one of the following steps:

a.
On a computer that has the Edge Transport server role installed, select Edge Transport, and then in the work pane, click the Receive Connectors tab. 

b.
To create a Receive connector on a Hub Transport server role, in the console tree, expand Server Configuration, and select Hub Transport. In the result pane, select the server on which you want to create the connector, and then click the Receive Connectors tab.

2.
In the action pane, click New Receive Connector. The New SMTP Receive Connector wizard starts.

3.
On the Introduction page, follow these steps:

a.
In the Name: field, type a meaningful name for this connector. This name is used to identify the connector.

b.
In the Select the intended use for this connector: field, select the usage type for this connector. The usage type determines the permissions that are granted to sessions that connect to the Receive connector and the supported authentication mechanisms.

Client   Client Receive connectors are used to receive e-mail from users of Microsoft Exchange. This connector will be configured to only accept client submissions from authenticated Microsoft Exchange users. The Client usage type is only available for Receive connectors that are configured on Hub Transport servers.

Custom   Select this option to create a customized connector that will be used to connect with systems that are not Exchange servers.

Internet   Internet Receive connectors are used to receive e-mail from servers on the Internet. This connector will be configured to accept connections from anonymous users.

Internal   Internal Receive connectors are used to receive e-mail from servers within your Exchange organization. This connector will be configured to only accept connections from Exchange servers.

Partner   Partner Receive connectors are used to receive e-mail from partner domains. This connector will be configured to only accept connections from servers that authenticate with Transport Layer Security (TLS) certificates for SMTP domains that are included in the list of domain-secured domains. You can add domains to this list by using the TLSReceiveDomainSecureList parameter in the Set-TransportConfig command.

For more information about Receive connector usage types, see Receive Connectors. Click Next.

4.
On the Local network settings page, click Add. The Local network settings page appears only if you selected a usage type of Custom, Partner, or Internet in step 3. In the Add Receive Connector Binding dialog box, select one of the following options:

a.
Use all available IP addresses   If you select this option, the connector listens for connections on all the IP addresses that are assigned to the network adapters on the local server.

b.
Specify an IP address   If you select this option, you must type an IP address that is assigned to a network adapter on the local server. The connector listens for connections only on the IP address that you provide.

c.
On the Local network settings page, in the Port field, type a port number, and then click OK.

To add multiple local IP addresses to this connector, click Add and repeat this step.

To modify a previous entry, select the entry, and then click Edit.

To remove an existing entry, select the entry, and then click [image: image76.png]


.

5.
On the Local network settings page, in the Specify the FQDN this connector will provide in response to HELO or EHLO field, type the name that is advertised in response to the SMTP HELO or EHLO verb. Click Next.

6.
On the Remote network settings page, click Add. The Remote network settings page appears only if you selected a usage type of Custom, Partner, Internal or Client in step 3. In the Add Remote Servers dialog box, in the Address or address range text field, type the IP address or IP address range for the remote servers from which the connector will accept incoming connections. Enter the IP address in one of the following formats:


IP address: 192.168.1.1


IP address range: 192.168.1,10-192.168.1.20


IP address together with subnet 192.168.1.0 (255.255.255.0)


IP address by using Classless Interdomain Routing (CIDR) notation: 192.168.1.0/24

When you are finished, click OK.

To add multiple remote network ranges to this connector, click Add and repeat this step.

To modify a previous entry, select the entry, and then click Edit.

To remove an existing entry, select the entry, and then click [image: image77.png]


.

When you are finished, click Next.

7.
On the New Connector page, review the configuration summary for the connector. If you want to modify the settings, click Back. To create the Receive connector by using the settings in the configuration summary, click New.

8.
On the Completion page, click Finish.
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To use the Exchange Management Shell to create a new Receive connector


Run the following command to create a Receive connector on the local server that has the default settings for the Internal usage type, is bound to a single local IP address by using port 25, and accepts connections from the specified remote IP address range:

New-ReceiveConnector -Name "Contoso.com Receive Connector" -Usage Internal -Bindings 10.0.0.1:25 -RemoteIpRange 192.168.30.1-192.168.30.5




For detailed syntax and parameter information, see New-ReceiveConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).
How to View the Configuration of a Receive Connector

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to view the configuration of an existing Receive connector for a computer that has the Exchange 2007 Edge Transport server role or the Hub Transport server role installed.

In Exchange 2007, you use Receive connectors to accept e-mail messages from remote e-mail systems. Multiple Receive connectors can exist for an organization to support the need for specific configurations. For example, a Receive connector could allow for e-mail attachments to be received by the Exchange Server organization that exceed the standard attachment size that is configured on the Exchange server.

Use the procedures in this topic to view the configuration of existing Receive connectors.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange View-Only Administrator role 

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.
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To use the Exchange Management Console to view the configuration of an existing Receive connector

	1.
Open the Exchange Management Console. Perform one of the following steps:


To view the configuration of an existing Receive connector on an Edge Transport server, in the console tree, select Edge Transport, and then click the Receive Connectors tab.


To view the configuration of an existing Receive connector on a Hub Transport server, in the console tree, expand Organization Configuration, and select Hub Transport. In the result pane, select the server that has the Receive connector you want to view, and then click the Receive Connectors tab.

2.
In the action pane, select a Receive connector, and then in the action pane, click Properties.

a.
Click the General tab to view information about the connector status, protocol logging level, and the fully qualified domain name (FQDN) that is advertised in the Simple Mail Transfer Protocol (SMTP) EHLO verb.

b.
Click the Network tab to view the local and remote IP address settings. The local IP address settings identify the IP address and the TCP port on which the local server is listening for SMTP session connection. The remote IP address settings identify the IP address or IP address range from which this server accepts incoming SMTP session connection requests.

c.
Click the Authentication tab to view the authentication methods that are supported by this connector.


To view the configuration for a single Receive connector when you use the Exchange Management Shell, you specify an identity. The identity of a connector is either its GUID or the friendly name that was assigned to the connector when the connector was created. If you do not specify an identity, the command returns the configuration information for all Receive connectors.
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To use the Exchange Management Shell to view the configuration of a Receive connector


To view a summary list of all Receive connectors, run the following command:

Get-ReceiveConnector

To view the detailed configuration for a single Receive connector, run the following command:

Get-ReceiveConnector -identity "Contoso.com Receive Connector" | Format-List


For detailed syntax and parameter information, see Get-ReceiveConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Enable or Disable a Receive Connector

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to modify the status of an existing Receive connector for a computer that has the Exchange 2007 Edge Transport server role or the Hub Transport server role installed.

In Exchange 2007, you use Receive connectors to accept e-mail messages from remote e-mail systems. Multiple Receive connectors can exist for an organization to support the need for specific configurations. For example, a Receive connector could allow for e-mail attachments to be received by the Exchange Server organization that exceed the standard attachment size that is configured on the Exchange server. 

A Receive connector must be enabled for it to accept messages. Disable a Receive connector to stop accepting messages by using the configuration that is represented by that connector. By default, when you create a Receive connector, it is enabled.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Server Administrator role and local Administrators group for the target server 

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.
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To use the Exchange Management Console to modify the status of an existing Receive connector

	1.
Open the Exchange Management Console. Perform one of the following steps:

a.
To modify the status of an existing Receive connector on an Edge Transport server, in the console tree, select Edge Transport, and then click the Receive Connectors tab.

b.
To modify the status of an existing Receive connector on a Hub Transport server, in the console tree, expand Organization Configuration, select Hub Transport, and then click the Receive Connectors tab.

2.
Select a Receive connector. If the connector is enabled and you want to disable it, in the action pane, click Disable. If the connector is disabled and you want to enable it, in the action pane, click Enable.


To modify the status of a single Receive connector when you use the Exchange Management Shell, you specify an identity. The identity of a connector is either its GUID or the friendly name that was assigned to the connector when the connector was created. If you want to modify the status of all Receive connectors, you must pipe the results of the Get-ReceiveConnector cmdlet to the Set-ReceiveConnector cmdlet.
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To use the Exchange Management Shell to modify the status of a Receive connector


To disable a single Receive connector, run the following command:

Set-ReceiveConnector -identity "Contoso.com Receive Connector" -enabled $false

To disable all Receive connectors on a server, run the following command:

Get-ReceiveConnector | Set-ReceiveConnector -Enabled $false


For detailed syntax and parameter information, see Set-ReceiveConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Modify the Configuration of a Receive Connector

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to modify an existing Receive connector for Exchange 2007.

In Exchange 2007, you use Receive connectors to accept e-mail messages from the Internet and from remote e-mail systems that require specific configuration options. For example, some remote e-mail systems may have to send you e-mail messages that are larger than your standard Exchange organizational limit.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role 

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Using the Exchange Management Console to Configure a Receive Connector

Only a limited number of the total available Receive connector settings can be modified by using the Exchange Management Console. To access all available Receive connector settings, you must use the Set-ReceiveConnector cmdlet in the Exchange Management Shell.
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To use the Exchange Management Console to modify an existing Receive connector

	1.
Open the Exchange Management Console, and perform one of the following steps:


To modify an existing Receive connector on an Edge Transport server, in the console tree, select Edge Transport.


To modify an existing Receive connector on a Hub Transport server, expand Server Configuration in the console tree, and select Hub Transport. In the result pane, select the server that has the Receive connector you want to modify, and then click the Receive Connectors tab.

2.
In the work pane, select the Receive connector to modify.

3.
Under the name of the Receive connector in the action pane, click Properties to open the Properties page.


Click the General tab to modify the name of the connector, the protocol log level, or the fully qualified domain name (FQDN) that is advertised in the Simple Mail Transfer Protocol (SMTP) EHLO verb.


Click the Network tab to modify the local and remote IP addresses that are used by this connector.


Click the Authentication tab to modify the authentication methods that are supported by this connector.

4.
After you modify a setting, click Apply to save your changes and remain in the Properties page, or click OK to save your changes and exit the Properties page.


Using the Exchange Management Shell to Modify an Existing Receive Connector

You can use the Set-ReceiveConnector cmdlet to modify all available settings for an existing Receive connector. The Identity parameter specifies the Receive connector that you want to modify. The Identity parameter can be the GUID or the name of the Receive connector.

The following command is an example of how to use the Exchange Management Shell to set a 20 MB limit on message size on an existing Receive connector named "Connection from Contoso.com." The MaxMessageSize parameter is only one of many Receive connector settings that are available for use with the Set-ReceiveConnector cmdlet.
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To use the Exchange Management Shell to set a 20 MB limit on message size on an existing Receive connector named "Connection from Contoso.com"


Run the following command:

Set-ReceiveConnector "Connection from Contoso.com" -MaxMessageSize 20MB




For more information about how to retrieve the identity of a Receive connector, see How to View the Configuration of a Receive Connector.

For detailed syntax and parameter information, see Set-ReceiveConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Remove a Receive Connector

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to remove an existing Receive connector in Exchange 2007.

In Exchange 2007, you use Receive connectors to accept e-mail messages from the Internet and from remote e-mail systems that require specific configuration options. For example, some remote e-mail systems may have to send you e-mail messages that are larger than your standard Exchange organizational limit.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role 

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.
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Caution: 

Although a Receive connector is configured on a local Hub Transport server or an Edge Transport server, deleting a Receive connector may affect mail flow throughout the organization.

Using the Exchange Management Console to Remove a Receive Connector
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To use the Exchange Management Console to remove an existing Receive connector

	1.
Open the Exchange Management Console. Perform one of the following steps:


To remove an existing Receive connector on an Edge Transport server, in the console tree, select Edge Transport.


To remove an existing Receive connector on a Hub Transport server, expand Server Configuration in the console tree, and select Hub Transport. In the result pane, select the server that has the Receive connector that you want to remove, and then click the Receive Connectors tab.

2.
In the work pane, select the Receive connector to remove.

3.
Under the name of the Receive connector in the action pane, click Remove.

4.
A warning appears that asks you, "Are you sure you want to remove <selected Receive connector>?" Click Yes.


Using the Exchange Management Shell to Remove a Receive Connector

You can use the Remove-ReceiveConnector cmdlet to remove a Receive connector. The Identity parameter specifies the Receive connector that you want to remove. The Identity parameter can be the GUID or the name of the Receive connector.

The following command is an example of using the Exchange Management Shell to remove an existing Receive connector named "Connection from Contoso.com."
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To use the Exchange Management Shell to remove an existing Receive connector named "Connection from Contoso.com"


Run the following command:

Remove-ReceiveConnector "Connection from Contoso.com"




For more information about how to retrieve a Receive connector's identity, see How to View the Configuration of a Receive Connector.

For detailed syntax and parameter information, see Remove-ReceiveConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Modify the Default SMTP Banner

This topic explains how to use the Exchange Management Shell to modify the default Simple Mail Transfer Protocol (SMTP) banner. The SMTP banner is the SMTP connection response that a remote SMTP messaging server receives after it connects to a Receive connector that is configured on a Exchange 2007 computer that has the Hub Transport server role or the Edge Transport server role installed.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.
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Note: 

You cannot modify the default SMTP banner by using the Exchange Management Console. To modify the default SMTP banner, you must use the Exchange Management Shell. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell.

Working with the SMTP Banner

You control the SMTP banner by using the Banner parameter in the Set-ReceiveConnector cmdlet or the New-ReceiveConnector cmdlet. The default value of the Banner parameter is empty. The empty default value of the Banner parameter is represented by the value $null. When the Banner parameter is not specified on a Receive connector, or the Banner parameter is specified with the value of $null, a remote SMTP messaging server that connects to that Receive connector receives the following response:

220 <Servername> Microsoft ESMTP MAIL service ready at <RegionalDay-Date-24HourTimeFormat> <RegionalTimeZoneOffset>

When you specify a value for the Banner parameter on a Receive connector, a remote SMTP messaging server that connects to that SMTP Receive connector receives the following response:

<220 RemainingBannerText>
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Note: 

The replacement SMTP banner text string must always start with "220 ". As defined in RFC 2821, the default "Service ready" SMTP response code is 220.

You may want to modify the default SMTP banner for Internet-facing SMTP Receive connectors on an Edge Transport server so that the server name and messaging server software are not disclosed by the SMTP banner.

Modifying the Default SMTP Banner

[image: image90.png]


To use the Exchange Management Shell to modify the default SMTP banner

	
Run the following command:

Set-ReceiveConnector <ConnectorIdentity> -Banner "<220 RemainingBannerText>"

For example, to modify the SMTP banner on an existing Receive connector that is named "From the Internet" so the SMTP banner displays "220 Contoso Corporation", run the following command:

Set-ReceiveConnector "From the Internet" -Banner "220 Contoso Corporation"




For detailed syntax and parameter information, see Set-ReceiveConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Allow Anonymous Relay on a Receive Connector

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to create and configure a Receive connector that allows anonymous relay. The Receive connector is configured on servers that have the Exchange 2007 Hub Transport server role or the Edge Transport server role installed.

Relay is the transfer of messages from one Simple Mail Transfer Protocol (SMTP) messaging server to another when the accepting SMTP messaging server is not the final destination of the message. When unrestricted, anonymous relay on Internet SMTP messaging servers is a serious security deficiency that could be exploited by unsolicited commercial e-mail senders, or spammers, to hide the source of their messages. Therefore, restrictions are placed on Internet-facing messaging servers to prevent relaying to unauthorized destinations.

In Exchange 2007, relaying is typically handled by using accepted domains. Accepted domains are configured on the Edge Transport server or Hub Transport server. The accepted domains are additionally classified as internal relay domains or external relay domains. For more information about accepted domains, see Managing Accepted Domains.

You can also to restrict anonymous relay based on the source of the incoming messages. This method is useful when an unauthenticated application or messaging server must use a Hub Transport server or an Edge Transport server as a relay server.

Before You Begin

To perform this procedure, the account you use must be delegated the following:


Exchange Server Administrator role and local Administrators group for the target server

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Creating a Receive Connector that Grants Anonymous Relay to Specific Source IP Addresses

When you create the Receive connector that is configured to allow anonymous relay, you should place the following restrictions on the Receive connector:


Local network settings   Restrict the Receive connector to listen only on the appropriate network adapter on the Hub Transport server or Edge Transport server.


Remote network settings   Restrict the Receive connector to accept connections only from the specified server or servers. This restriction is necessary, because the Receive connector is configured to accept relay from anonymous users. Restricting the source servers by IP address is the only measure of protection that is allowed on this Receive connector.

To grant the relay permission to anonymous users on the Receive connector, you can use either of the strategies described in the following sections. Each strategy has advantages and disadvantages.

Grant the Relay Permission to Anonymous Connections

This strategy involves the following tasks:


Create a new Receive connector with the usage type set to Custom.


Add the Anonymous permission group to the Receive connector.


Assign the relay permission to the Anonymous Logon security principal on the Receive connector.

The Anonymous permission group grants the following permissions to the Anonymous Logon security principal on the Receive connector:


Ms-Exch-Accept-Headers-Routing


Ms-Exch-SMTP-Accept-Any-Sender


Ms-Exch-SMTP-Accept-Authoritative-Domain-Sender


Ms-Exch-SMTP-Submit

However, to allow anonymous relay on this Receive connector, you must also grant the following permission to the Anonymous Logon security principal on the Receive connector:


Ms-Exchange-SMTP-Accept-Any-Recipient

The advantage of this strategy is that it grants the minimum required permissions for relay to the specified remote IP addresses.

The disadvantages of this strategy are as follows:


You can only assign the relay permission to the Anonymous Logon account on the Receive connector by using the Exchange Management Shell in a separate step after you create the Receive connector.


The messages that originate from the specified IP addresses are treated as anonymous messages. Therefore, the messages don't bypass anti-spam checks, don't bypass message size limit checks, and can't resolve anonymous senders. Resolving anonymous senders forces an attempted match between the sender's e-mail address and the corresponding display name in the global address list for anonymous messages.
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To use the Exchange Management Console to create a new Receive connector that grants the relay permission to anonymous connections

	1.
Open the Exchange Management Console. Perform one of the following steps:

a.
To create a Receive connector on a computer that has the Edge Transport server role installed, select Edge Transport, and then in the work pane, click the Receive Connectors tab. 

b.
To create a Receive connector on a Hub Transport server role, in the console tree, expand Server Configuration, and select Hub Transport. In the result pane, select the server on which you want to create the connector, and then click the Receive Connectors tab.

2.
In the action pane, click New Receive Connector. The New SMTP Receive Connector wizard starts.

3.
On the Introduction page, follow these steps:

a.
In the Name: field, type a meaningful name for this connector. This name is used to identify the connector.

b.
In the Select the intended use for this connector: field, select Custom.

c.
Click Next.

4.
On the Local network settings page, select the existing All Available entry, and then click [image: image92.png]


.

a.
Click Add. In the Add Receive Connector Binding dialog box, select Specify an IP address. Type an IP address that is assigned to a network adapter on the local server that is best able to communicate with the remote messaging server.

b.
On the Local network settings page, in the Port field, type 25, and then click OK.

c.
Click Next.

5.
On the Remote Network settings page, select the existing 0.0.0.0 - 255.255.255.255 entry, and then click [image: image93.png]


.

a.
Click Add. In the Add Remote Servers dialog box, in the Address or address range text field, type the IP address or IP address range for the remote messaging server or servers that are allowed to relay mail on this server. Enter the IP address in one of the following formats:


IP address: 192.168.1.1


IP address range: 192.168.1,10-192.168.1.20


IP address together with subnet: 192.168.1.0 (255.255.255.0)


IP address by using Classless Interdomain Routing (CIDR) notation: 192.168.1.0/24

a.
When you are finished entering the IP address, click OK.

b.
Click Next.

6.
On the New Connector page, review the configuration summary for the connector. If you want to modify the settings, click Back. To create the Receive connector by using the settings in the configuration summary, click New.

7.
On the Completion page, click Finish.

8.
In the work pane, select the Receive connector that you created.

9.
Under the name of the Receive connector in the action pane, click Properties to open the Properties page.

10.
Click the Permission Groups tab. Select Anonymous users.

11.
Click OK to save your changes and exit the Properties page

12.
Open the Exchange Management Shell.

13.
Run the following command using the name of the Receive connector that you created in steps 1 through 11:

Get-ReceiveConnector "Receive Connector Name" | Add-ADPermission -User "NT AUTHORITY\ANONYMOUS LOGON" -ExtendedRights "Ms-Exch-SMTP-Accept-Any-Recipient"
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To use the Exchange Management Shell to create a new Receive connector that grants the relay permission to anonymous connections

	1.
Run the following command:

New-ReceiveConnector -Name <Name> -Usage Custom -PermissionGroups AnonymousUsers -Bindings <LocalIPAddress:25> -RemoteIpRanges <SourceServer>

For example, to create a new Receive connector named "Anonymous Relay" that listens on local IP address 10.2.3.4 on port 25 from a source server at IP address 192.168.5.77, run the following command:

New-ReceiveConnector -Name "Anonymous Relay" -Usage Custom -PermissionGroups AnonymousUsers -Bindings 10.2.3.4:25 -RemoteIpRanges 192.168.5.77

2.
Run the following command using the name of the Receive connector that you created in step 1:

Get-ReceiveConnector "Anonymous Relay" | Add-ADPermission -User "NT AUTHORITY\ANONYMOUS LOGON" -ExtendedRights "Ms-Exch-SMTP-Accept-Any-Recipient"




Configure the Receive Connector as Externally Secured

This strategy involves the following tasks:


Create a new Receive connector with the usage type set to Custom.


Add the ExchangeServers permission group to the Receive connector.


Add the ExternalAuthoritative authentication mechanism to the Receive connector.

The ExchangeServers permission group is required when you select the ExternalAuthoritative authentication mechanism. This combination of authentication method and permission group grants the following permissions to any incoming connection that is permitted on the Receive connector:


Ms-Exch-Accept-Headers-Routing


Ms-Exch-SMTP-Accept-Any-Sender


Ms-Exch-SMTP-Accept-Authoritative-Domain-Sender


Ms-Exch-SMTP-Submit


Ms-Exch-Accept-Exch50


Ms-Exch-Bypass-Anti-Spam


Ms-Exch-Bypass-Message-Size-Limit


Ms-Exch-SMTP-Accept-Any-Recipient


Ms-Exch-SMTP-Accept-Authentication-Flag

The advantages of this strategy are as follows:


Ease of configuration


The messages that originate from the specified IP addresses are treated as authenticated messages. The messages bypass anti-spam checks, bypass message size limit checks, and can resolve anonymous senders.

The disadvantage of this strategy is that the remote IP addresses are considered completely trustworthy. The permissions that are granted to the remote IP addresses allow the remote messaging server to submit messages as if they originated from internal senders within your Exchange organization.

[image: image95.png]


To use the Exchange Management Console to create a new Receive connector that is configured as externally secured

	1.
Open the Exchange Management Console. Perform one of the following steps:

a.
To create a Receive connector on a computer that has the Edge Transport server role installed, select Edge Transport, and then in the work pane, click the Receive Connectors tab. 

b.
To create a Receive connector on a Hub Transport server role, in the console tree, expand Server Configuration, and select Hub Transport. In the result pane, select the server on which you want to create the connector, and then click the Receive Connectors tab.

2.
In the action pane, click New Receive Connector. The New SMTP Receive Connector wizard starts.

3.
On the Introduction page, follow these steps:

a.
In the Name: field, type a meaningful name for this connector. This name is used to identify the connector.

b.
In the Select the intended use for this connector: field, select Custom.

c.
Click Next.

4.
On the Local network settings page, select the existing All Available entry, and then click [image: image96.png]


.

a.
Click Add. In the Add Receive Connector Binding dialog box, select Specify an IP address. Type an IP address that is assigned to a network adapter on the local server that is best able to communicate with the remote messaging server.

b.
On the Local network settings page, in the Port field, type 25, and then click OK.

c.
Click Next.

5.
On the Remote Network settings page, select the existing 0.0.0.0 - 255.255.255.255 entry, and then click [image: image97.png]


.

a.
Click Add. In the Add Remote Servers dialog box, in the Address or address range text field, type the IP address or IP address range for the remote messaging server or servers that are allowed to relay mail on this server. Enter the IP address in one of the following formats:


IP address: 192.168.1.1


IP address range: 192.168.1,10-192.168.1.20


IP address together with subnet: 192.168.1.0 (255.255.255.0)


IP address by using Classless Interdomain Routing (CIDR) notation: 192.168.1.0/24

a.
When you are finished entering the IP address, click OK.

b.
Click Next.

6.
On the New Connector page, review the configuration summary for the connector. If you want to modify the settings, click Back. To create the Receive connector by using the settings in the configuration summary, click New.

7.
On the Completion page, click Finish.

8.
In the work pane, select the Receive connector that you created.

9.
Under the name of the Receive connector in the action pane, click Properties to open the Properties page.

10.
Click the Permission Groups tab. Select Exchange servers.

11.
Click the Authentication tab. Select Externally Secured (for example, with IPsec).

12.
Click OK to save your changes and exit the Properties page.
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To use the Exchange Management Console to create a new Receive connector that is configured as externally secured

	
Run the following command:

New-ReceiveConnector -Name <Name> -Usage Custom -AuthMechanism ExternalAuthoritative -PermissionGroups ExchangeServers -Bindings <LocalIPAddress:25> -RemoteIpRanges <SourceServer>

For example, to create a new Receive connector named "Anonymous Relay" that listens on local IP address 10.2.3.4 on port 25 from a source server at IP address 192.168.5.77, run the following command:

New-ReceiveConnector -Name "Anonymous Relay" -Usage Custom -AuthMechanism ExternalAuthoritative -PermissionGroups ExchangeServers -Bindings 10.2.3.4:25 -RemoteIpRanges 192.168.5.77




For More Information

For more information, see the following topics in this guide:


Managing Accepted Domains

Receive Connectors

How to Create a New Receive Connector

How to Modify the Configuration of a Receive Connector
Foreign Connectors

A Foreign connector can only be installed on a computer that is running Exchange 2007 and that has the Hub Transport server role installed. A Foreign connector uses a Drop directory to send messages to a local messaging server that does not use the Simple Mail Transfer Protocol (SMTP) as its primary transport mechanism.

Overview of Foreign Connectors

Exchange 2007 Hub Transport servers require Foreign connectors to deliver messages to foreign gateway servers that do not use SMTP to transmit messages. Third-party fax gateway servers are examples of foreign gateway servers. A Foreign connector controls outbound connections from the Hub Transport to the foreign gateway server. The outbound messages are put in a Drop directory on the Hub Transport server or in a network file share on a remote server. Each Foreign connector uses its own Drop directory. The foreign gateway server must be configured to obtain messages from the Drop directory that is specified for that Foreign connector.

Foreign connectors that are created on Hub Transport servers are stored in the Active Directory directory service and are available to all Hub Transport servers in the organization. In Active Directory, a Foreign connector is created as an object in a connector's container. If there is a Foreign connector that is configured to send messages to an SMTP or non-SMTP address space, when any Hub Transport server in the organization routes messages to that address space, the message is delivered to a source Hub Transport server for that Foreign connector for relay to the destination domain. You can assign a Foreign connector to several different Hub Transport servers in your organization. This provides fault tolerance for the Foreign connector. If a Hub Transport server that contains the Foreign connector is unavailable, the messages that are destined for the Foreign connector's address space are relayed by using any of the other defined and available Hub Transport servers. To provide this fault tolerance, you must make sure that the Drop directory that is specified by the Foreign connector is available.

Foreign gateway servers can send messages into the Exchange 2007 organization by using the Replay directory that exists on the Hub Transport server. Correctly-formatted e-mail message files that you copy to the Replay directory are submitted for delivery.

For more information about the Replay directory, see Managing the Replay Directory.

Address Spaces

The address space for a Foreign connector specifies the recipient domains to which the Foreign connector will route e-mail. The complete syntax for specifying an address space is as follows:

<ConnectorScope>:<AddressSpaceType>:<AddressSpace>;<AddressSpaceCost>

The elements of the address space are described in the following list:


ConnectorScope   If you specify a value of Local, the connector can only be used by other Hub Transport servers that exist in the same Active Directory site as the source Hub Transport server on which you are running the New-SendConnector cmdlet. If you omit the ConnectorScope qualifier, the connector can be used by all Hub Transport servers that exist in the whole Exchange 2007 organization.


AddressSpaceType   Exchange uses the value of SMTP for SMTP address spaces. For non-SMTP address spaces, there is no defined standard for AddressSpaceType. For non-SMTP address spaces, you can use most text strings to describe the address space type.


AddressSpace   The correct syntax of domain name system (DNS) domain names is defined in RFC 1035. Wildcard characters (*) are supported, but only to specify subdomains. SMTP address spaces are DNS-compliant. For example: "*", "*.com.", or "*.contoso.com" are permitted, but "*contoso.com" is not permitted. For non-SMTP address spaces, most characters are permitted. For example, "@domino" and "*contoso.com" are acceptable non-SMTP address spaces.


AddressSpaceCost   This assigns a cost to the address space. A lower cost indicates a preferred route. Use the cost to set selection priority when more than one Foreign connector is configured for the same address space. When the routing selection is made, the lowest cost route to the destination is selected. The valid input range for the connector cost is 1 to 100. The default cost value is 1 if the cost value is not specified.

When you create an address space by specifying a DNS-compliant domain name, the address space type is assumed to be SMTP, and the cost is 1.

During routing resolution, a Foreign connector is selected to route e-mail for delivery to the destination domain. The Foreign connector that has the closest address space match to the recipient's e-mail address is selected.

Drop Directory

All outbound messages that are sent to address spaces that are defined on a Foreign connector are put in the Foreign connector's specified Drop directory. Two items control the location of the Drop directory for each Foreign connector:


The RootDropDirectoryPath parameter in the Set-TransportServer cmdlet   This option is used for all Foreign connectors that exist on the Hub Transport server. The value of the RootDropDirectoryPath parameter may be a local path, or a Universal Naming Convention (UNC) path to a remote server.


The DropDirectory parameter in the Set-ForeignConnector cmdlet   This value is set for each Foreign Connector that exists on the Hub Transport server. The value of the DropDirectory parameter may be a simple directory name or an absolute file path. If the value of the RootDropDirectoryPath is specified, the value of the DropDirectory parameter must be a simple directory name. If the value of the RootDropDirectoryPath is not specified, the DropDirectory parameter may contain absolute path information or may be a simple directory name.

By default, the value of the RootDropDirectoryPath parameter is blank. This indicates the value of RootDropDirectoryPath is the Exchange 2007 installation folder. The default Exchange 2007 installation folder is C:\Program Files\Microsoft\Exchange Server\. By default, the value of the DropDirectory parameter is the name of the Foreign connector. The Drop directory is not created for you. Therefore, you must manually create each Drop directory folder.

If the value of the DropDirectory parameter doesn't contain absolute path information, the location of the Drop directory is defined by the combination of the DropDirectory parameter and the RootDropDirectoryPath parameter. If the value of the DropDirectory parameter contains absolute path information, the value of the RootDropDirectoryPath must be unspecified. The location of the Drop directory is defined only by the value of the DropDirectory parameter.

Changing the location of the Drop directory does not copy any existing message files from the old Drop directory to the new Drop directory. The new Drop directory location is active almost immediately after the configuration change, but any existing message files are left in the old Drop directory.

The following permissions are required on the Drop directory:


Administrator: Full Control


System: Full Control


Network Service: Read, Write, and Delete Subfolders and Files

You can specify the maximum allowed size for a Foreign connector's Drop directory by using the DropDirectoryQuota parameter in the Set-ForeignConnector cmdlet. When the specified maximum value is reached, no new message files can be copied into the Drop directory until the existing messages are delivered and deleted. By default, no maximum size limit is specified for a Foreign connector's Drop directory.

For more information, see How to Configure the Drop Directory of a Foreign Connector.

Relayed DSN Messages

When a message is sent with a delivery confirmation request to an address that is serviced by a Foreign connector, the sender should be notified if the recipient's messaging server cannot correctly process the delivery confirmation request. A Relayed delivery status notification (DSN) notifies the sender that the recipient's messaging system is unable to forward delivery confirmation requests. By default, Relayed DSN messages are not generated for messages that are sent to the address spaces that are serviced by a Foreign connector. DSN messages are defined in RFC 1894. For more information about DSN messages, see Managing Delivery Status Notifications.

For More Information

For more information, see the following topics in this guide:


How to Create a New Foreign Connector

How to Modify the Configuration of a Foreign Connector

How to Enable or Disable a Foreign Connector

How to View the Configuration of a Foreign Connector

How to Remove a Foreign Connector
How to Create a New Foreign Connector

This topic explains how to use the Exchange Management Shell to create a new Foreign connector for Exchange 2007.

A Foreign connector can only be installed on an Exchange 2007 computer that has the Hub Transport server role installed. A Foreign connector uses a Drop directory to send messages to a local messaging server that does not use the Simple Mail Transfer Protocol (SMTP) as its primary transport mechanism. These messaging servers are known as foreign gateway servers. Examples of foreign gateway servers include Lotus Notes and third-party fax gateway servers. The address spaces that are assigned to a Foreign connector may be SMTP or non-SMTP.

Before You Begin

Before you perform this procedure, read Foreign Connectors for a detailed description of the information that you must provide to create a Foreign connector.

Determine the specific usage for this connector so that you can correctly configure the connector attributes. All Foreign connectors require a name, an address space, and a Drop directory. The name identifies the connector. The address space is the domain or domains to which this connector sends messages. The Drop directory specifies the location where the Hub Transport server deposits the message files that are destined for the foreign gateway server. For more information about the Drop directory, see How to Configure the Drop Directory of a Foreign Connector.

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role
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Note: 

You cannot create a new Foreign connector by using the Exchange Management Console. To create a new Foreign connector, you must use the Exchange Management Shell. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell.

To create a new Foreign connector by using the Exchange Management Shell, use one of the following procedures. The interactive mode prompts you for only the required parameters and uses the default settings for all other parameters. However, the only other parameter that is available when you create a new Foreign connector is the SourceTransportServers parameter. This parameter lets you assign the Foreign connector to multiple Hub Transport servers for fault tolerance.
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To use the interactive mode of the Exchange Management Shell to create a new Foreign connector

	1.
At the Exchange Management Shell command prompt, type New-ForeignConnector, and then press ENTER.

2.
At the Address Spaces (0): prompt, type the address space to which this connector will send messages, for example, contoso.com, and then press ENTER.

3.
Enter additional address spaces if this connector will send messages to more than one domain. After you enter all the address spaces, press ENTER to continue.

4.
At the Name: prompt, type a name for this connector, and then press ENTER. The connector summary is displayed.
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To enter a complete command in the Exchange Management Shell to create a new Foreign connector


Run the following command:

New-ForeignConnector -Name <ConnectorName> -AddressSpaces <AddressSpaces> -SourceTransportServers <HubTransportServerNames>

For example, to create a Foreign connector named "Contoso.com Foreign Connector" that sends messages to Contoso.com and all its subdomains, and assigns the Foreign connector on two Hub Transport servers that are named Hub01 and Hub02, run the following command:

New-ForeignConnector -Name "Contoso.com Foreign Connector" -AddressSpaces "*.contoso.com" -SourceTransportServers "Hub01,Hub02"




How to View the Configuration of a Foreign Connector

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to view the configuration of an existing Foreign connector for a computer that has the Exchange 2007 Edge Transport server role or the Hub Transport server role installed.

A Foreign connector can only be installed on an Exchange 2007 computer that has the Hub Transport server role installed. A Foreign connector uses a Drop directory to send messages to a local messaging server that does not use the Simple Mail Transfer Protocol (SMTP) as its primary transport mechanism.

Use the procedures in this topic to view the configuration of existing Foreign connectors.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange View-Only Administrator role

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Using the Exchange Management Shell to View the Configuration of a Foreign Connector

You can use the Get-ForeignConnector cmdlet to view the configuration of a Foreign connector. The Identity parameter specifies the Foreign connector that you want to view. The Identity parameter can be the GUID or the name of the Foreign connector. If you do not specify an identity, the command returns the configuration information for all Foreign connectors.
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To use the Exchange Management Shell to view the configuration of a Foreign connector

	
To view a summary list of all Foreign connectors, run the following command:

Get-ForeignConnector


To view the detailed configuration for a single Foreign connector, run the following command:

Get-ForeignConnector <Identity> | Format-List

For example, to view the detailed configuration of a Foreign connector that is named "Contoso.com Foreign Connector", run the following command:

Get-ForeignConnector "Contoso.com Foreign Connector" | Format-List




For detailed syntax and parameter information, see Get-ForeignConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Enable or Disable a Foreign Connector

This topic explains how to use the Exchange Management Shell to modify the status of an existing Foreign connector for a computer that has the Exchange 2007 Hub Transport server role installed.

A Foreign connector can only be installed on an Exchange 2007 computer that has the Hub Transport server role installed. A Foreign connector uses a Drop directory to send messages to a local messaging server that does not use the Simple Mail Transfer Protocol (SMTP) as its primary transport mechanism. A Foreign connector must be enabled for it to send messages. Disable a Foreign connector to stop sending messages by using the configuration that is represented by that connector. By default, when you create a Foreign connector, it is enabled.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role
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Note: 

You cannot enable or disable Foreign connector by using the Exchange Management Console. To enable or disable a Foreign connector, you must use the Exchange Management Shell. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell.

Using the Exchange Management Shell to Enable or Disable a Foreign Connector

You can use the Set-ForeignConnector cmdlet to enable or disable a Foreign connector. The Identity parameter specifies the Foreign connector that you want to enable or disable. The Identity parameter can be the GUID or the name of the Foreign connector. If you want enable or disable all the Foreign connectors in the Exchange organization at the same time, you must pipe the results of the Get-ForeignConnector cmdlet to the Set-ForeignConnector cmdlet.

[image: image104.png]


To use the Exchange Management Shell to modify the status of a Foreign connector

	
To disable one Foreign connector, run the following command:

Set-ForeignConnector <Identity> -Enabled <$True | $False>

For example , to disable a Foreign connector named "Contoso.com Foreign Connector", run the following command:

Set-ForeignConnector "Contoso.com Foreign Connector" -Enabled $False


To disable all Foreign connectors in the Exchange organization, run the following command:

Get-ForeignConnector | Set-ForeignConnector -Enabled $False




For detailed syntax and parameter information, see Set-ForeignConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Modify the Configuration of a Foreign Connector

This topic explains how to use the Exchange Management Shell to modify an existing Foreign connector for Exchange 2007.

A Foreign connector can only be installed on an Exchange 2007 computer that has the Hub Transport server role installed. A Foreign connector uses a Drop directory to send messages to a local messaging server that does not use the Simple Mail Transfer Protocol (SMTP) as its primary transport mechanism.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role
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Note: 

You cannot modify the configuration of a Foreign connector by using the Exchange Management Console. To modify the configuration of a Foreign connector, you must use the Exchange Management Shell. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell.

Using the Exchange Management Shell to Modify an Existing Foreign Connector

You can use the Set-ForeignConnector cmdlet to modify all available settings for an existing Foreign connector. The Identity parameter specifies the Foreign connector that you want to modify. The Identity parameter can be the GUID or the name of the Foreign connector.

The command in the following procedure is an example of how to use the Exchange Management Shell to set a 20 MB limit on message size on an existing Foreign connector named "Contoso.com Foreign Connector". The MaxMessageSize parameter is only one of many settings that are available for use with the Set-ForeignConnector cmdlet.
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To use the Exchange Management Shell to set a 20 MB limit on message size on an existing Foreign connector named "Contoso.com Foreign Connector"


Run the following command:

Set-ForeignConnector "Contoso.com Foreign Connector" -MaxMessageSize 20MB




For more information about how to retrieve the identity of a Foreign connector, see How to View the Configuration of a Foreign Connector.

For detailed syntax and configuration information, see Set-ForeignConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Remove a Foreign Connector

This topic explains how to the Exchange Management Shell to remove an existing Foreign connector in Exchange 2007.

A Foreign connector can only be installed on an Exchange 2007 computer that has the Hub Transport server role installed. A Foreign connector uses a Drop directory to send messages to a local messaging server that does not use the Simple Mail Transfer Protocol (SMTP) as its primary transport mechanism.

Before You Begin

To perform the following procedure, the account you use must be delegated the following:


Exchange Organization Administrator role 
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Note: 

You cannot remove a Foreign connector by using the Exchange Management Console. To remove a Foreign connector, you must use the Exchange Management Shell. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell.

Using the Exchange Management Shell to Remove a Foreign Connector

You can use the Remove-ForeignConnector cmdlet to remove a Foreign connector. The Identity parameter specifies the Foreign connector that you want to remove. The Identity parameter can be the GUID or the name of the Foreign connector.
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To use the Exchange Management Shell to remove an existing Foreign connector


Run the following command:

Remove-ForeignConnector <Identity>

For example, to remove the existing Foreign connector named "Contoso.com Foreign Connector", run the following command:

Remove-ForeignConnector "Contoso.com Foreign Connector"




For more information about how to retrieve the identity of a Foreign connector, see How to View the Configuration of a Foreign Connector.

For detailed syntax and parameter information, see Remove-ForeignConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Configure the Drop Directory of a Foreign Connector

This topic explains how to use the Exchange Management Shell to configure the Drop directory that is used by a Foreign connector in Exchange 2007.

Every Foreign connector that installed on or assigned to an Exchange 2007 computer that has the Hub Transport server role installed uses a different Drop directory. The Drop directory is used by the Foreign connector to send messages to the foreign gateway server that does not use the Simple Mail Transfer Protocol (SMTP) to transmit messages. Messages that are sent to recipients that exist in the address space that is defined on the Foreign connector are copied into the Drop directory of the Foreign connector.

Before You Begin

To perform the following procedures, the account you use must be delegated the Exchange Server Administrator role and local Administrators group for the target server.
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Note: 

You cannot configure the Drop directory by using the Exchange Management Console. To configure the Drop directory, you must use the Exchange Management Shell. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell.

Configuring the Drop Directory Location

Two items control the location of the Drop directory for each Foreign connector:


The RootDropDirectoryPath parameter in the Set-TransportServer cmdlet   This option is used for all Foreign connectors that exist on the Hub Transport server. The value of the RootDropDirectoryPath parameter may be a local path or a Universal Naming Convention (UNC) path to a remote server.


The DropDirectory parameter in the Set-ForeignConnector cmdlet   This value is set for each Foreign Connector that exists on the Hub Transport server. The value of the DropDirectory parameter may be a simple directory name or an absolute file path. If the value of the RootDropDirectoryPath is specified, the value of the DropDirectory parameter must be a simple directory name. If the value of the RootDropDirectoryPath is not specified, the DropDirectory parameter may contain absolute path information or may be a simple directory name.

By default, the value of the RootDropDirectoryPath parameter is blank. This indicates the value of the RootDropDirectoryPath parameter is the Exchange 2007 installation folder. The default Exchange 2007 installation folder is C:\Program Files\Microsoft\Exchange Server\. By default, the value of the DropDirectory parameter is the name of the Foreign connector. The Drop directory is not created for you. Therefore, you have to manually create each Drop directory folder.

If the value of the DropDirectory parameter doesn't contain absolute path information, the location of the Drop directory is defined by the combination of the DropDirectory and the RootDropDirectoryPath. If the value of the DropDirectory parameter contains absolute path information, the value of the RootDropDirectoryPath must be unspecified. The location of the Drop directory is defined only by the value of the DropDirectory parameter.
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To use the Exchange Management Shell to configure the location of the Drop directory


Run the following commands:

Set-TransportServer <ServerIdentity> -RootDropDirectoryPath <FilePath>

Set-ForeignConnector <ConnectorIdentity> -DropDirectory <DirectoryName>

For example, to set the root Drop directory for all Foreign connectors on an Exchange 2007 computer named "Hub01" that has the Hub Transport server role installed to "C:\Drop Directory", run the following command:

Set-TransportServer Hub01 -RootDropDirectoryPath "C:\Drop Directory"

To set the Drop directory for the Foreign connector named "Fax Connector" to a directory named "Fax" in the root Drop directory path, run the following command:

Set-ForeignConnector "Fax Connector" -DropDirectory "Fax"




Changing the location of the Drop directory does not copy any existing message files from the old Drop directory to the new Drop directory. The new Drop directory location is active almost immediately after the configuration change, but any existing message files are left in the old Drop directory.

The following permissions are required on the Drop directory:


Administrator: Full Control


System: Full Control


Network Service: Read, Write, and Delete Subfolders and Files

Configuring the Maximum Size of the Drop Directory

The maximum size of the Drop directory that is used by a Foreign connector is controlled by the Set-ForeignConnector cmdlet. By default, the maximum size of the Drop directory is unlimited.
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To use the Exchange Management Shell to change the maximum size of the Drop directory

	
Run the following command:

Set-ForeignConnector <Identity> -DropDirectoryQuota <DirectorySize>

For example, to set the maximum size of the Drop directory to 400 MB for a Foreign connector that is named "Fax Connector" an Exchange 2007 computer that is named Hub01, run the following command:

Set-ForeignConnector "Fax Connector" -DropDirectoryQuota 400MB




When you enter a value for the DropDirectoryQuota parameter, qualify the value with one of the following units:


B (bytes)


KB (kilobytes)


MB (megabytes)


GB (gigabytes)

Unqualified values are treated as bytes. The valid input range for this parameter is 1 to 2147483647 bytes.

How to Use Telnet to Test SMTP Communication

This topic explains how to use Telnet to test Simple Mail Transfer Protocol (SMTP) communication between messaging servers. By default, SMTP listens on port 25. If you use Telnet on port 25, you can enter the SMTP commands that are used to connect to an SMTP server and send a message exactly as if your Telnet session was an SMTP messaging server. You can see the success or failure of each step in the connection and message submission process.

The following list describes the scenarios where you may want to use Telnet to test SMTP communication to or from the transport servers that exist in your Microsoft Exchange Server organization:


Connect to your organization's Edge Transport server from a host that is located outside your perimeter network and send a test message.


Connect to a remote messaging server from your organization's Edge Transport server and send a test message.

Before You Begin

By default, the message transfers that occur between Hub Transport servers are encrypted and authenticated. You can only use Telnet on port 25 to submit messages to an internal Hub Transport server that has a Receive connector that is configured to allow anonymous access or Basic authentication to receive messages. Anonymous access is required for Internet-facing servers. When you send a message to a Receive connector that accepts Basic authentication, you must have a utility to convert the text strings that are used for the username and password into the Base64 format. Because the user name and password are easily discernable when Basic authentication is used, we don't recommend Basic authentication without encryption.

The Internet-facing SMTP messaging servers of many organizations are configured to validate the source IP address, the corresponding domain name system (DNS) domain name, and the reverse lookup IP address of any Internet host that tries to send a message to the server. If you connect a test computer to the Internet and try to send a test message to a remote messaging server by using Telnet on port 25, your message may be rejected. To satisfy security requirements that may be imposed by the remote messaging server, you can connect to the remote messaging server from your Edge Transport server. The accepted domains that are configured on the Edge Transport server have the appropriate DNS mail exchange (MX) records, address (A) records, and reverse lookup records that identify the Edge Transport server as a legitimate and traceable e-mail message source for those accepted domains on the Internet.

The procedures in this topic show how to use the Microsoft Telnet client that is included with Microsoft Windows Server 2003 and Windows XP. Earlier versions of Windows or third-party Telnet clients may require different syntax. The commands in the Windows Telnet client are not case-sensitive. The SMTP command verbs are capitalized for clarity.

You can't use the backspace key after you have connected to the destination SMTP server within the Telnet session. If you make a mistake as you type an SMTP command, you must press ENTER and then type the command again. Unrecognized SMTP commands or syntax errors result in an error message that resembles the following:

500 5.3.3 Unrecognized command

Using the Nslookup Command-Line Tool to Find the IP Address of an SMTP Server

To connect to a destination SMTP server by using Telnet on port 25, you must have the fully qualified domain name (FQDN) or the IP address of the SMTP server. The easiest way to find this information is to use the Nslookup command-line tool to find the MX record for the destination domain.
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To use the Nslookup tool to find the IP address of an SMTP server

	1.
At a command prompt, type nslookup, and then press ENTER. This command opens the Nslookup session.

2.
Type set type=mx and then press ENTER.

3.
Type set timeout=20 and then press ENTER. By default, Windows DNS servers have a 15-second recursive DNS query time-out limit.

4.
Type the name of the domain for which you want to find the MX record. For example, to find the MX record for the fabrikam.com domain, type fabrikam.com., and then press ENTER.
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Note: 

The trailing period ( . ) indicates a FQDN. The use of the trailing period prevents any default DNS suffixes that are configured for your network from being unintentionally added to the domain name.

The output of the command will resemble the following:

fabrikam.com mx preference=10, mail exchanger = mail1.fabrikam.com

fabrikam.com mx preference=20, mail exchanger = mail2.fabrikam.com

mail1.fabrikam.com internet address = 192.168.1.10

mail2 fabrikam.com internet address = 192.168.1.20

You can use any of the host names or IP addresses that are associated with the MX records as the destination SMTP server. A lower value of preference indicates a preferred SMTP server. You can use multiple MX records and different values of preference for load balancing and fault tolerance.

5.
When you are ready to end the Nslookup session, type exit, and then press ENTER.
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Notes: 


Firewall or Internet proxy restrictions that are imposed on your organization's internal network may prevent you from using the Nslookup tool to query public DNS servers on the Internet.


MX records are not strictly required for internal message flow inside an Exchange organization. If you have to find the FQDN of any Hub Transport server or subscribed Edge Transport server in your organization, you can use the following command in the Exchange Management Shell: 
Get-ExchangeServer | where {$_.isHubTransportServer -eq $true -or $_.isEdgeServer -eq $true} | Format-List Fqdn,ServerRole
For more information, see Get-ExchangeServer and Pipelining in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

.

Using Telnet on Port 25 to test SMTP Communication

The procedure in this section shows how to use Telnet on port 25 to test SMTP communication. The procedure uses the values that are described in the following list:


Destination SMTP server   mail1.fabrikam.com


Source domain   contoso.com


Sender's e-mail address   chris@contoso.com


Recipient's e-mail address   kate@fabrikam.com


Message subject   Test from Contoso


Message body   This is a test message
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Note: 

You should always use a valid sender e-mail address so that any non-delivery report (NDR) messages that are generated by the destination SMTP server are delivered to the sender of the message.
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To use Telnet on port 25 to test SMTP communication

	1.
At a command prompt, type telnet, and then press ENTER. This command opens the Telnet session.

2.
Type set localecho and then press ENTER. This optional command lets you view the characters as you type them. This setting may be required for some SMTP servers.

3.
Type set logfile<filename>. This optional command enables logging of the Telnet session to the specified log file. If you only specify a file name, the location of the log file is the current working directory. If you specify a path and a file name, the path must be local to the computer. Both the path and the file name that you specify must be entered in the Microsoft DOS 8.3 format. The path that you specify must already exist. If you specify a log file that doesn't exist, it will be created for you.

4.
Type open mail1.fabrikam.com 25 and then press ENTER.

5.
Type EHLO contoso.com and then press ENTER.

6.
Type MAIL FROM:chris@contoso.com and then press ENTER.

7.
Type RCPT TO:kate@fabrikam.com NOTIFY=success,failure and then press ENTER. The optional NOTIFY command defines the particular delivery status notification (DSN) messages that the destination SMTP server must provide to the sender. DSN messages are defined in RFC 1891. In this case, you are requesting a DSN message for successful or failed message delivery.

8.
Type DATA and then press ENTER. You will receive a response that resembles the following:

354 Start mail input; end with <CLRF>.<CLRF>

9.
Type Subject: Test from Contoso and then press ENTER.

10.
Press ENTER. RFC 2822 requires a blank line between the Subject: header field and the message body.

11.
Type This is a test message and then press ENTER.

12.
Press ENTER, type a period ( . ) and then press ENTER. You will receive a response that resembles the following:

250 2.6.0 <GUID> Queued mail for delivery

13.
To disconnect from the destination SMTP server, type QUIT and then press ENTER. You will receive a response that resembles the following:

221 2.0.0 Service closing transmission channel

14.
To close the Telnet session, type quit and then press ENTER.


Interpreting the Results of a Telnet Session with an SMTP Server

This section provides details about the responses that may be provided to the commands that you entered in the previous example.
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Note: 

The 3-digit SMTP response codes that are defined in RFC 2821 are the same for all SMTP messaging servers. The text descriptions may differ slightly for some SMTP messaging servers. In this example, the destination computer is running Exchange Server 2007.

Open mail1.fabrikam.com 25

Successful Response   220 mail1.fabrikam.com Microsoft ESMTP MAIL Service ready at <day-date-time>
Failure Response   Connecting to mail1.fabrikam.com…Could not open connection to the host, on port 25: Connect failed
Possible Reasons for Failure

The destination SMTP service is unavailable.


There are restrictions on the destination firewall.


There are restrictions on the source firewall.


An incorrect FQDN or IP address for the destination SMTP server was specified.


An incorrect port number was specified.

EHLO contoso.com

Successful Response   250 mail1.fabrikam.com Hello [<sourceIPaddress>]
Failure Response   501 5.5.4 Invalid domain name
Possible Reasons for Failure   There are invalid characters in the domain name. Alternatively, there are connection restrictions on the destination SMTP server.
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Note: 

EHLO is the Extended Simple Message Transfer Protocol (ESMTP) verb that is defined in RFC 2821. ESMTP servers can advertise their capabilities during the initial connection. These capabilities include their maximum accepted message size and their supported authentication methods. HELO is the older SMTP verb that is defined in RFC 821. Most SMTP messaging servers support ESMTP and EHLO.

MAIL FROM:chris@contoso.com

Successful Response   250 2.1.0 Sender OK
Failure Response   550 5.1.7 Invalid address
Possible Reasons for Failure   There is a syntax error in the sender's e-mail address.

Failure Response   530 5.7.1 Client was not authenticated
Possible Reasons for Failure   The destination server does not accept anonymous message submissions. You receive this error if you try to use Telnet to submit a message directly to a Hub Transport server.

RCPT TO:kate@fabrikam.com NOTIFY=success,failure

Successful Response   250 2.1.5 Recipient OK
Failure Response   550 5.1.1 User unknown
Possible Reasons for Failure   The specified recipient does exist in the organization.

For More Information
For more information, see the following topics in this guide:


Managing Connectors

Managing Delivery Status Notifications
Managing Message Size Limits

This topic describes the message size limits that you can apply to individual messages that traverse the Exchange 2007 organization. You can restrict the total size of a message or the size of the individual components of a message, such as the message header, the message attachments, and the number of recipients. You can apply limits globally for the whole Exchange 2007 organization, or specifically for a particular connector or user object.

As you plan the message size limits for your Exchange 2007 organization, consider the following questions:


What size limits should I impose on all incoming messages?


What size limits should I impose on all outgoing messages?


Does my Exchange 2007 organization have a mailbox quota?


How do the message size limits that I have chosen relate to the mailbox quota size?


Are there special users in my Exchange 2007 organization who must send or receive messages that are larger that the specified allowed size?


Does my Exchange 2007 network topology include other messaging systems or distinctly separate business units that have different message size limits?

Types of Message Size Limits

The size limits that are available for individual messages can be divided into the following basic categories:


Message header size limits   These limits apply to the total size of all message header fields that are present in a message. The size of the message body or attachments is not considered. Because the header fields are plain text, the size of the header is determined by the number of characters in each header field, and by the total number of header fields. Each character of text consumes 1 byte.


Message size limits   These limits apply to the total size of a message. This includes the message header, the message body, and any attachments. Message size limits may be imposed on incoming messages or outgoing messages. For internal message flow, Exchange 2007 uses the custom X-MS-Exchange-Organization-OriginalSize: message header to record the original message size of the message as it enters the Exchange 2007 organization. Whenever the message is checked against the specified message size limits, the lower value of the current message size or the original message size header is used. The size of the message can change because of content conversion, encoding, and agent processing.


Attachment size limits   These limits apply to the maximum allowed size of a single attachment within a message. The message may contain many attachments that greatly increase the overall size of the message. However, an attachment size limit would apply to the size of an individual attachment only.


Recipient limits   These limits apply to the total number of message recipients. When a message is first composed, the recipients exist in the To:, Cc:, and Bcc: header fields. When the message is submitted for delivery, the message recipients are converted into RCPT TO: entries in the message envelope. A distribution group is counted as a single recipient during message submission.

Scope of Limits

The scope of the limits that are available for individual messages can be divided into the following basic categories:


Organizational limits   These limits apply to all Exchange 2007 servers that exist in the organization. The specified message limits apply to all Exchange 2007 servers that have the Hub Transport server role installed. On an Edge Transport server, the specified limits apply to the specific server.

Global limits   These limits apply to all Exchange 2007 and Exchange 2003 servers that exist in the organization. The global message limits are stored in the Active Directory directory service. The default values depend on whether Exchange 2003 servers existed in the Exchange organization when the first Exchange 2007 server was installed. When the organizational limits and the global message limits conflict, the lowest value takes precedence. You must use Exchange System Manager or the Active Directory Service Interfaces (ADSI) Edit tool to modify global message limits. For more information, see How to Modify Exchange 2003 Global Message Size Limits in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).


Connector limits   These limits apply to any messages that use the specified Send connector, Receive connector, or Foreign connector for message delivery. Connectors are defined on Hub Transport servers or Edge Transport servers.


Server limits   These limits apply to a specific Hub Transport server or Edge Transport server. The specified message limits are not stored in the Active Directory directory service. You can set the specified message limits independently on each Hub Transport server or Edge Transport server.

Message size limits can apply to Microsoft Office Outlook Web Access on a Client Access server. For more information, see How to Manage Maximum Message Size in Outlook Web Access.


User limits   These limits apply to a specific user object, such as a mailbox, contact, distribution group, or public folder.

The following table shows the organizational limits.

Organizational limits

	Source
	Parameter
	Default value

	Set-TransportConfig
	MaxReceiveSize
	Unlimited

	Set-TransportConfig
	MaxRecipientEnvelopeLimit
	Unlimited

	Set-TransportConfig
	MaxSendSize
	Unlimited

	Transport Rule on a Hub Transport server that applies to all Hub Transport servers in the organization
	AttachmentSizeOver
	Not configured


The following table shows the global limits.

Global limits

	Source
	Parameter
	Default value

	Active Directory
	delivContLength
	10240 KB for the following circumstances:


Exchange 2007 was the first Exchange server installed in the organization.


The organization was upgraded from Exchange 2003 to Exchange 2007, and the value of the global Incoming message size limit was set to No Limit.

If the organization was upgraded from Exchange 2003, and a specific value was set for Incoming message size, that value is preserved after the upgrade to Exchange 2007.

	Active Directory
	submissionContLength
	10240 KB for the following circumstances:


Exchange 2007 was the first Exchange server installed in the organization.


The organization was upgraded from Exchange 2003 to Exchange 2007, and the value of the global Outgoing message size limit was set to No Limit.

If the organization was upgraded from Exchange 2003, and a specific value was set for Incoming message size, that value is preserved after the upgrade to Exchange 2007.

	Active Directory
	msExchRecipLimit
	5000 for the following circumstances:


Exchange 2007 was the first Exchange server installed in the organization.


The organization was upgraded from Exchange 2003 to Exchange 2007, and the value of the global Maximum number of recipients limit was set to No Limit.

If the organization was upgraded from Exchange 2003, and a specific value was set for Maximum number of recipients, that value is preserved after the upgrade to Exchange 2007.


The following table shows the connector limits.

Connector limits

	Source
	Parameter
	Default value

	Set-ForeignConnector
	MaxMessageSize
	Unlimited

	Set-ReceiveConnector
	MaxHeaderSize
	64 KB

	Set-ReceiveConnector
	MaxMessageSize
	10 MB

	Set-ReceiveConnector
	MaxRecipientsPerMessage
	200

	Set-SendConnector
	MaxMessageSize
	10 MB


The following table shows the server limits.

Server limits

	Source
	Parameter
	Default value

	Transport Rule on an Edge Transport server that only applies to the specific server.
	AttachmentSizeOver
	Not configured

	Set-TransportServer on a Hub Transport Server or Edge Transport server.
	PickupDirectoryMaxHeaderSize
	64 KB

	Set-TransportServer on a Hub Transport server or Edge Transport server.
	PickupDirectoryMaxRecipientsPerMessage
	100

	Outlook Web Access Web.config file on a Client Access server
	maxRequestLength
	30000 KB


The following table shows the user limits.

User limits

	Source
	Parameter
	Default value

	Set-DistributionGroup
	MaxReceiveSize
MaxSendSize
	Unlimited

	Set-DynamicDistribution Group
	MaxReceiveSize
MaxSendSize
	Unlimited

	Set-Mailbox
	MaxReceiveSize
MaxSendSize
RecipientLimits
	Unlimited

	Set-MailContact
	MaxReceiveSize
MaxSendSize
MaxRecipientPerMessage
	Unlimited

	Set-MailPublicFolder
	MaxReceiveSize
MaxSendSize
	Unlimited

	Set-MailUser
	MaxReceiveSize
MaxSendSize
RecipientLimits
	Unlimited


Order of Precedence for Message Size Limits

You can set different message size limits for the same message component, such as the maximum message size, at different levels in the Exchange organization. When different message size limits are applied to the same message component, Exchange 2007 uses an order of precedence to enforce the message size limit that is imposed on the same message component.

For example, the recipient will receive a message that was sent by a particular sender if the following conditions are true:


An organization-wide send and receive message size limit of 10 MB is imposed on the Exchange 2007 organization.


A particular sender's mailbox has a send message size limit of 20 MB.


The recipient's mailbox has a receive message size limit of 20 MB.

Generally, it is better to maximize the restrictiveness of your message size limits. You should base any exceptions on a proven need to exceed the established size limits, and you should put those limits as close as possible to the objects that must exceed the established size limits. This strategy helps make sure that messages in the transport pipeline are rejected as early as possible if they violate message size limits. It is a waste of system resources to set a high message size limit at the Exchange organization level, allow a message to enter the Exchange organization, and then reject the message at the last stage of delivery because of a violation of a message size limit.

Message Size Limits in Message Delivery Scenarios

The following scenarios demonstrate how you can apply various message size limits.

Internet to Edge Transport Server

	Scope
	Source
	Parameter
	Default value

	Connector
	Receive connector
	MaxRecipientsPerMessage
	200

	Connector
	Receive connector
	MaxMessageSize
	10 MB

	Connector
	Receive connector
	MaxHeaderSize
	64 KB

	Server
	Transport rule
	AttachmentSizeOver
	Not configured

	Edge Transport server Organization
	Transport configuration
	MaxReceiveSize
	Unlimited

	Edge Transport server Organization
	Transport configuration
	MaxRecipientEnvelopeLimit
	Unlimited

	Edge Transport server Organization
	Transport configuration
	MaxSendSize
	Unlimited


Anonymous senders are always subject to the message size limits on the Receive connector that accepts messages from the Internet.

The default value of the MaxRecipientsPerMessage setting on the Receive connector is 200 recipients. If the number of recipients is exceeded for an anonymous sender, the message is accepted for the first 200 recipients. Most SMTP messaging servers will detect that a recipient limit is in effect. The SMTP messaging server will continue to resend the message in groups of 200 until all the message is delivered to all recipients.

Edge Transport Server to Hub Transport Server

	Scope
	Source
	Parameter
	Default value

	Connector on Edge Transport server
	Send connector
	MaxMessageSize
	10 MB

	Connector on Hub Transport server
	Receive connector
	MaxRecipientsPerMessage
	200

	Connector on Hub Transport server
	Receive connector
	MaxMessageSize
	10 MB

	Connector on Hub Transport server
	Receive connector
	MaxHeaderSize
	64 KB

	Recipient
	Distribution group

Dynamic distribution group

Mailbox

Mail contact

Mail-enabled public folder

Mail user
	MaxReceiveSize
	Unlimited

	All Hub Transport servers in the organization
	Transport rule
	AttachmentSizeOver
	Not configured

	Organization
	Transport configuration
	MaxReceiveSize
	Unlimited

	Organization
	Transport configuration
	MaxRecipientEnvelopeLimit
	Unlimited

	Organization
	Transport configuration
	MaxSendSize
	Unlimited


An X-header that is named X-MS-Exchange-Organization-OriginalSize: is inserted into the message header. Any Hub Transport servers that are involved in the future delivery of the message will use this value for the message size. Conversion encoding and agent processing can increase the size of the message as it flows through the Exchange organization.

Hub Transport Server to Hub Transport Server in the Same Active Directory Forest

	Scope
	Source
	Parameter
	Default value

	Sender
	Distribution group

Dynamic distribution group

Mailbox

Mail contact

Mail-enabled public folder

Mail user
	MaxSendSize
	Unlimited

	Recipient
	Mail contact
	MaxRecipientPerMessage
	Unlimited

	Recipient
	Mailbox

Mail user
	RecipientLimits
	Unlimited

	Recipient
	Distribution group

Dynamic distribution group

Mailbox

Mail contact

Mail-enabled public folder

Mail user
	MaxReceiveSize
	Unlimited

	All Hub Transport servers in the organization
	Transport rule
	AttachmentSizeOver
	Not configured

	Organization
	Transport configuration
	MaxReceiveSize
	Unlimited

	Organization
	Transport configuration
	MaxRecipientEnvelopeLimit
	Unlimited

	Organization
	Transport configuration
	MaxSendSize
	Unlimited


Hub Transport Server to Hub Transport Server in Different Active Directory Forests

	Scope
	Source
	Parameter
	Default value

	Sender
	Distribution group

Dynamic distribution group

Mailbox

Mail contact

Mail-enabled public folder

Mail user
	MaxSendSize
	Unlimited

	Connector
	Send connector
	MaxMessageSize
	10 MB

	Connector
	Receive connector
	MaxRecipientsPerMessage
	200

	Connector
	Receive connector
	MaxMessageSize
	10 MB

	Connector
	Receive connector
	MaxHeaderSize
	64 KB

	Recipient
	Mail contact
	MaxRecipientPerMessage
	Unlimited

	Recipient
	Mailbox

Mail user
	RecipientLimits
	Unlimited

	Recipient
	Distribution group

Dynamic distribution group

Mailbox

Mail contact

Mail-enabled public folder

Mail user
	MaxReceiveSize
	Unlimited

	All Hub Transport servers in the destination organization
	Transport rule
	AttachmentSizeOver
	Not configured

	Destination Organization
	Transport configuration
	MaxReceiveSize
	Unlimited

	Destination Organization
	Transport configuration
	MaxRecipientEnvelopeLimit
	Unlimited

	Destination Organization
	Transport configuration
	MaxSendSize
	Unlimited


If a specific Receive connector is configured in the destination Active Directory forest to accept messages from the source Active Directory forest, that specific Receive connector should have the ExchangeServers permission group and the ExernalAuthoratative authentication method assigned. This permission group contains the Ms-Exch-Bypass-Message-Size-Limit permission that allows messages to flow through the Receive connector without checking the message size. The message is still be subject to organization, transport server, sender, and recipient limits that are defined in the destination Active Directory forest.

For more information, see Configuring Cross-Forest Connectors in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Mailbox Server to Hub Transport Server

	Scope
	Source
	Parameter
	Default value

	Sender
	Distribution group

Dynamic distribution group

Mailbox

Mail contact

Mail-enabled public folder

Mail user
	MaxSendSize
	Unlimited

	Recipient
	Mail contact
	MaxRecipientPerMessage
	Unlimited

	Recipient
	Mailbox

Mail user
	RecipientLimits
	Unlimited

	Recipient
	Distribution group

Dynamic distribution group

Mailbox

Mail contact

Mail-enabled public folder

Mail user
	MaxReceiveSize
	Unlimited

	All Hub Transport servers in the organization
	Transport rule
	AttachmentSizeOver
	Not configured

	Organization
	Transport configuration
	MaxReceiveSize
	Unlimited

	Organization
	Transport configuration
	MaxRecipientEnvelopeLimit
	Unlimited

	Organization
	Transport configuration
	MaxSendSize
	Unlimited


Submission by a Foreign Connector

	Scope
	Source
	Parameter
	Default value

	Sender
	Distribution group

Dynamic distribution group

Mailbox

Mail contact

Mail-enabled public folder

Mail user
	MaxSendSize
	Unlimited

	All Hub Transport servers in the organization
	Transport rule
	AttachmentSizeOver
	Not configured

	Connector
	Foreign connector
	MaxMessageSize
	10 MB

	Organization
	Transport configuration
	MaxReceiveSize
	Unlimited

	Organization
	Transport configuration
	MaxRecipientEnvelopeLimit
	Unlimited

	Organization
	Transport configuration
	MaxSendSize
	Unlimited


Submission by the Pickup Directory

	Scope
	Source
	Parameter
	Default value

	Server
	Transport server
	PickupDirectoryMaxHeaderSize
	64 KB

	Server
	Transport server
	PickupDirectoryMaxRecipientsPerMessage
	100

	Server
	Transport rule
	AttachmentSizeOver
	Not configured

	Organization
	Transport configuration
	MaxReceiveSize
	Unlimited

	Organization
	Transport configuration
	MaxRecipientEnvelopeLimit
	Unlimited

	Organization
	Transport configuration
	MaxSendSize
	Unlimited


Submission by the Replay Directory

	Scope
	Source
	Parameter
	Default value

	Server
	Transport Rule
	AttachmentSizeOver
	Not configured

	Organization
	Transport configuration
	MaxReceiveSize
	Unlimited

	Organization
	Transport configuration
	MaxRecipientEnvelopeLimit
	Unlimited

	Organization
	Transport configuration
	MaxSendSize
	Unlimited


Hub Transport Server to Edge Transport Server

	Scope
	Source
	Parameter
	Default value

	Sender
	Distribution group

Dynamic distribution group

Mailbox

Mail contact

Mail-enabled public folder

Mail user
	MaxSendSize
	Unlimited

	Connector on Hub Transport server
	Send connector
	MaxMessageSize
	10 MB

	Connector on Edge Transport server
	Receive connector
	MaxRecipientsPerMessage
	200

	Connector on Edge Transport server
	Receive connector
	MaxMessageSize
	10 MB

	Connector on Edge Transport server
	Receive connector
	MaxHeaderSize
	64 KB


Edge Transport Server to the Internet

	Scope
	Source
	Parameter
	Default value

	Server
	Transport Rule
	AttachmentSizeOver
	Not configured

	Edge Transport server Organization
	Transport configuration
	MaxReceiveSize
	Unlimited

	Edge Transport server Organization
	Transport configuration
	MaxRecipientEnvelopeLimit
	Unlimited

	Edge Transport server Organization
	Transport configuration
	MaxSendSize
	Unlimited

	Connector
	Send connector
	MaxMessageSize
	10 MB


Messages That Are Generated by Transport Servers

The following list shows the types of messages that are generated by a Hub Transport server or an Edge Transport server and exempted from all message size limits:


System messages


Agent-generated message


Delivery status notification (DSN) messages


Journal report messages


Quarantined messages

However, these messages are still subject to the organizational MaxRecipientEnvelopeLimit that is configured by using the Set-TransportConfig cmdlet in the Exchange Management Shell. The default value of the MaxRecipientEnvelopeLimit parameter is unlimited.

Differences in Message Size Limits Between Exchange Server 2003 to Exchange 2007

The primary difference in message size limits between Microsoft Exchange Server 2003 and Exchange Server 2007 is in the handling of recipient limits. Exchange 2007 treats a distribution group as one recipient. Exchange 2003 treats each member of the expanded distribution list as one recipient. This change was implemented to avoid the partial message delivery scenarios that may occur in Exchange 2003.

Partial message delivery occurs in Exchange 2003 if the number of individual recipients and the recipients that are contained within the distribution list exceeds the specified recipient limit. The total number of message recipients isn't known until after distribution list expansion. Message delivery occurs as the distribution list is expanded until the number of recipients reaches the specified limit. The remaining recipients don't receive the message, but at least the sender receives a non-delivery report (NDR) for each unsuccessful delivery. However, if delivery failure reporting is disabled for the distribution list, the remaining recipients wouldn't receive the message, and the sender would not know who didn't receive the message.

For More Information

For more information, see the following topics in this guide:


Send Connectors

Receive Connectors

Managing Delivery Status Notifications
Also, see the following topics in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320):

· Overview of Journaling

· Set-TransportConfig

· Set-TransportServer

Managing Edge Subscriptions

This topic provides information and links to the relevant topics in this section that will help you manage the Edge Subscriptions in your Exchange 2007 organization.

Edge Subscriptions

The Edge Subscription process is the procedure that an administrator follows to establish an Edge Subscription for an Edge Transport server. You subscribe an Edge Transport server to an Active Directory directory service site to associate the Edge Transport server with the Exchange organization. After the Edge Transport server is subscribed, the Microsoft Exchange EdgeSync service periodically replicates recipient and configuration data from Active Directory to the Active Directory Application Mode (ADAM) instance on a computer that has the Edge Transport server role installed. 

Microsoft Exchange EdgeSync Service

The Microsoft Exchange EdgeSync service is the data synchronization service that runs on a Hub Transport server. The Microsoft Exchange EdgeSync service that is running on the Hub Transport servers in the Active Directory site to which the Edge Transport server is subscribed periodically performs one-way replication of recipient and configuration data to ADAM. The Microsoft Exchange EdgeSync service copies only the information that is required for the Edge Transport server to perform anti-spam configuration tasks, and information about the Send connector configuration that is required to enable mail flow between the Exchange 2007 organization's Hub Transport servers and the Internet through one or more Edge Transport servers. The Microsoft Exchange EdgeSync service performs scheduled updates so that the information in ADAM remains current.

Maintaining Edge Subscriptions

An Edge Subscription doesn't require periodic maintenance. However, the following tasks may be performed to manage Edge Subscriptions:


Force EdgeSync synchronization   If you have made significant changes to the recipients or configuration in Active Directory, you may want to start the Microsoft Exchange EdgeSync service to synchronize immediately, instead of waiting for the scheduled replication interval.


Remove an Edge Subscription   If an Edge Transport server is being decommissioned you can remove the Edge Subscription. You must also remove and recreate an Edge Subscription if you want to change the Active Directory site association. The Edge Subscription must be removed from only the Exchange organization. 


Resubscribe an Edge Transport server   If Hub Transport servers are added to an Active Directory site after an Edge Subscription to that site is created, they do not participate in the EdgeSync synchronization process. To have those servers participate in the EdgeSync synchronization process, you must resubscribe the Edge Transport server. You must also resubscribe the Edge Transport server if errors occur during authentication of the EdgeSync replication account credentials.
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Important: 

To resubscribe an Edge Transport server, export a new XML file on the Edge Transport server and then import the XML file on a Hub Transport server. You must resubscribe the Edge Transport server to the same Active Directory site to which it was originally subscribed. You do not have to first remove the original Edge Subscription. The resubscription process will overwrite the existing Edge Subscription.


Test Edge synchronization   You can use the Test-EdgeSynchronization cmdlet in the Exchange Management Shell to validate that Active Directory and ADAM are synchronized.

For More Information

For more information, see the following topics in this guide:


How to Verify EdgeSync Results for a Recipient

Subscribing the Edge Transport Server to the Exchange Organization

Preparing to Run the Microsoft Exchange EdgeSync Service

How to Export an Edge Subscription File

How to Import the Edge Subscription File

How to Remove an Edge Subscription

How to Force EdgeSync Synchronization

Also, see the following topics in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320):

· Understanding Edge Subscriptions

· Using an Edge Subscription to Populate ADAM with Active Directory Data

· EdgeSync Cmdlets

· Test-EdgeSynchronization

Subscribing the Edge Transport Server to the Exchange Organization

This topic provides information about how to subscribe the Edge Transport server to the Microsoft Exchange Server organization. The Edge Subscription process is the procedure that an administrator follows to establish an Edge Subscription for an Edge Transport server. You subscribe an Edge Transport server to an Active Directory directory service site to associate the Edge Transport server with the Exchange organization. After the Edge Transport server is subscribed, the Microsoft Exchange EdgeSync service periodically replicates recipient and configuration data from Active Directory to the Active Directory Application Mode (ADAM) instance on a computer that has the Edge Transport server role installed. 

The Microsoft Exchange EdgeSync service is the data synchronization service that runs on a Hub Transport server. The Microsoft Exchange EdgeSync service that is running on the Hub Transport servers in the Active Directory site to which the Edge Transport server is subscribed periodically performs one-way replication of recipient and configuration data to ADAM. The Microsoft Exchange EdgeSync service copies only the information that is required for the Edge Transport server to perform anti-spam configuration tasks, and information about the Send connector configuration that is required to enable mail flow between the Exchange 2007 organization's Hub Transport servers and the Internet through one or more Edge Transport servers. The Microsoft Exchange EdgeSync service performs scheduled updates so that the information in ADAM remains current.

You must create an Edge Subscription if you use the recipient lookup feature or safelist aggregation. These features run on the Edge Transport server. Creating an Edge Subscription reduces the administration that is performed in the perimeter network by letting you perform needed configuration on the Hub Transport server role and then write that information to the Edge Transport server.

When an Edge Transport server is subscribed to an Active Directory site, the following connectors are created by the Microsoft Exchange EdgeSync service:


An implicit Send connector from the Hub Transport servers that are in the same forest to the Edge Transport server. 


A Send connector from the Edge Transport server to the Hub Transport servers in the Active Directory site to which the Edge Transport server is subscribed.


A Send connector from the Edge Transport server to the Internet.

Replication Data

When data is sent to ADAM from Active Directory, it is sent over an encrypted channel using a Secure Lightweight Directory Access Protocol (Secure LDAP) connection. Additionally, the Safe Senders lists and recipient information is hashed to protect the data. The Secure LDAP connection is secured by the ADAM credentials stored in the Edge subscription file. The Microsoft Exchange EdgeSync service replicates the following data from Active Directory to ADAM:


Send connector configuration


Accepted domains


Remote domains


Message classifications


Safe Senders Lists


Recipients

Configuring an Edge Subscription

Before you can establish replication to ADAM from an Active Directory site, you must create the Edge Subscription file on the Edge Transport server role. You must create a separate Edge Subscription file for each Edge Transport server that is subscribed to the Exchange organization. To configure an Edge Subscription, follow these steps:

1.
Export the Edge Subscription file on the Edge Transport server.

2.
Copy the Edge Subscription file to the Hub Transport server.

3.
Import the Edge Subscription file on the Hub Transport server.
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Note: 

You must complete the Edge Subscription process inside the organization within 24 hours of exporting the Edge Subscription file on the Edge Transport server. If you don't export the Edge Subscription file on the Edge Transport server within 24 hours, the bootstrap account expires and you must remove the Edge Subscription and start the procedure again.

4.
Verify that synchronization is completed successfully by inspecting MsExchange EdgeSync events in the Application log in Event Viewer.
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Important: 

It is a best practice to delete the Edge Subscription file from the Edge Transport server after you copy the file to the Hub Transport server where you will import the Edge Subscription file, and from the Hub Transport server after the Edge Subscription file is imported.

When an Edge Transport server is subscribed to an Active Directory site, all the Hub Transport servers that are installed in that Active Directory site at that time can participate in the EdgeSync process. If one of those servers is removed, the Microsoft Exchange EdgeSync service that is running on the remaining Hub Transport servers continues the data synchronization process. However, if new Hub Transport servers are installed in the Active Directory site, they will not participate in the EdgeSync process. To enable those Hub Transport servers to participate in the EdgeSync process, you must remove the Edge Subscription from both the subscribed Edge Transport server and the subscribed Active Directory site and then re-create the Edge Subscription.

Preparing to Run the Microsoft Exchange EdgeSync Service

This topic provides information about the configuration that you must perform on the Hub Transport server role before you subscribe the Edge Transport server to the Microsoft Exchange Server organization. After the Edge Transport server has been subscribed to the Exchange organization, the Microsoft Exchange EdgeSync service periodically replicates recipient and configuration data from the Active Directory directory service to the Active Directory Application Mode (ADAM) directory service instance on a computer that has the Edge Transport server role installed. The Microsoft Exchange EdgeSync service that is running on the Hub Transport servers in the Active Directory site to which the Edge Transport server is subscribed will perform the initial one-way replication and periodic synchronization of new, deleted, and modified data. 

When the New-EdgeSubscription command is run on the Edge Transport server to export the Edge Subscription file, any objects that will be replicated from Active Directory to ADAM by the Microsoft Exchange EdgeSync service are removed from the Edge Transport server. After you import the Edge Subscription file on the Hub Transport server, recipient and configuration data is replicated from Active Directory to ADAM. Therefore, you must configure settings on the Hub Transport server to populate the settings on the Edge Transport server.
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Note: 

After an Edge Transport server is subscribed to the Exchange organization, the tasks that are used to configure the objects that are replicated to the Edge Transport server by the Microsoft Exchange EdgeSync service are disabled on the Edge Transport server.

Before You Begin

Verify that the perimeter network firewall that separates the Edge Transport server from the Exchange organization is configured to enable communications through the correct ports. The Edge Transport server uses non-standard Lightweight Directory Access Protocol (LDAP) ports. By default, these ports are configured when the Edge Transport server role is installed. You can modify the ports that are used by ADAM by using the ConfigureAdam.ps1 script that is provided with Exchange 2007. However, do not modify the ports after you create the Edge subscription. If you modify the ports after you create the Edge subscription, you must remove the Edge Subscription and then create a new subscription. By default, the following LDAP ports are used to access ADAM:


LDAP   Port 50389/TCP is used locally to bind to the ADAM instance. This port does not have to be open on the perimeter network firewall.


Secure LDAP   Port 50636/TCP is used for directory synchronization from Hub Transport servers to ADAM. This port must be open for successful EdgeSync synchronization.

Verify that Domain Name System (DNS) host name resolution is successful from the Edge Transport server to the Hub Transport servers, and from the Hub Transport servers to the Edge Transport server. For more information, see Configuring DNS Settings for Exchange 2007 Servers in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

License the Edge Transport server. The licensing information for the Edge Transport server is captured when the Edge Subscription is created and is shown in the Exchange Management Console for the Exchange organization. For subscribed Edge Transport servers to appear as licensed, they must be subscribed to the Exchange organization after the license key is applied on the Edge Transport server. If the license key is applied on the Edge Transport server after you perform the Edge Subscription process, the licensing information is not updated in the Exchange organization, and you must resubscribe the Edge Transport server. 
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Important: 

To resubscribe an Edge Transport server, export a new XML file on the Edge Transport server and then import the XML file on a Hub Transport server. You must resubscribe the Edge Transport server to the same Active Directory site to which it was originally subscribed. You do not have to first remove the original Edge Subscription. The resubscription process will overwrite the existing subscription.

To configure the settings on the Hub Transport server role that are propagated to the Edge Transport server role, the account you use must be delegated the following:


Exchange Organization Administrator role 

Configuring Settings for Propagation to Edge Transport Servers

You configure the following settings for propagation to the Edge Transport server role:


Internal SMTP servers   Use the Set-TransportConfig cmdlet to configure the InternalSMTPServers parameter. This parameter specifies a list of internal SMTP server IP addresses or IP address ranges that should be ignored by Sender ID and connection filtering.


Accepted domains   Configure all authoritative domains, internal relay domains, and external relay domains.


Remote domains   Configure remote domain settings.


After the Edge Transport server is subscribed to the Exchange organization, the Microsoft Exchange EdgeSync service that is running on the Hub Transport servers in the Active Directory site to which the Edge Transport server is subscribed will periodically synchronize new, modified, and deleted recipient and configuration data to ADAM. You can also use the Start-EdgeSynchronization cmdlet in the Exchange Management Shell to immediately begin synchronization.

How to Export an Edge Subscription File

This topic explains how to use the Exchange Management Shell to export an Edge Subscription file from a computer that has the Edge Transport server role installed. The Edge Subscription file is used in the EdgeSync process. The Edge Subscription file contains information about the credentials that are used during the Lightweight Directory Access Protocol (LDAP) communication process. These credentials are used to authenticate and authorize the connection between Active Directory Application Mode (ADAM) and the Active Directory directory service during replication.

Recipient and configuration information is replicated to a subscribed Edge Transport server from the Active Directory directory service to ADAM. EdgeSync copies only the information that is required for the Edge Transport server to perform anti-spam and message security configuration tasks, and information about the connector configuration that is required to enable end-to-end mail flow. This procedure removes the existing configuration for objects on the Edge Transport server that are replicated to ADAM from Active Directory and disables the controls that are used to edit those configuration settings on the Edge Transport server.

After you perform this procedure on the Edge Transport server, you must import the Edge Subscription file to the computer that has the Hub Transport server role installed.

Perform the following procedure on the Edge Transport server. You must provide the complete file path of the Edge Subscription file that you are creating.

Before You Begin

To perform the following procedure on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.
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Note: 

It is a best practice to delete the Edge Subscription file from the Edge Transport server after you copy the file to the Hub Transport server where you will import the Edge Subscription file, and from the Hub Transport server after the subscription is imported.
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To use the Exchange Management Shell to create an Edge Subscription file

	
Run the following command:

New-EdgeSubscription -FileName "C:\EdgeSubscriptionInfo.xml"




For detailed syntax and parameter information, see New-EdgeSubscription in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Import the Edge Subscription File

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to import an Edge Subscription file. After you perform this procedure, the Edge Transport server that is referenced in the Edge Subscription file is associated with the Hub Transport servers in an Active Directory site. The Active Directory site to which the Edge Transport server is subscribed must contain at least one Hub Transport server.

Recipient and configuration information is replicated to a subscribed Edge Transport server from the Active Directory directory service to Active Directory Application Mode (ADAM). The Microsoft Exchange EdgeSync service copies only the information that is required for the Edge Transport server to perform anti-spam and message security configuration tasks, and information about the connector configuration that is required to enable end-to-end mail flow. After you perform this procedure, the Edge Transport server receives its configuration information through replication from Active Directory. The controls that are used to edit those configuration settings on the Edge Transport server are disabled during the subscription process, and the existing configuration is overwritten.

When you import the Edge Subscription file, you can select whether to have the Send connector to the Internet automatically created. You can also select whether to have the Send connector from the Edge Transport server to the Hub Transport servers in the Active Directory site to which the Edge Transport server is subscribed created automatically. If you decide not to have the Send connectors created automatically, you can manually configure Send connectors as needed.

Before You Begin

Verify that you have configured the settings on the Hub Transport server that are replicated to the Edge Transport server. For more information, see Preparing to Run the Microsoft Exchange EdgeSync Service.

Read the following topics:


How to Export an Edge Subscription File

Subscribing the Edge Transport Server to the Exchange Organization
Copy the Edge Subscription file from the Edge Transport server to the Hub Transport server where you will perform this procedure.
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Note: 

It is a best practice to delete the Edge Subscription file from the Edge Transport server after you copy the file to the Hub Transport server where you will import the Edge Subscription file, and from the Hub Transport server after the subscription is imported.

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role
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To use the Exchange Management Console to import the Edge Subscription file

	1.
Open the Exchange Management Console. Expand Organization Configuration, select Hub Transport, and then in the result pane, click the Edge Subscriptions tab.

2.
In the action pane, click New Edge Subscription. The New Edge Subscription Wizard starts.

3.
On the New Edge Subscription page, in the Active Directory Site: drop-down list, select an Active Directory site.

4.
On the New Edge Subscription page, click Browse. Locate the Edge Subscription file to import. Select the file, and then click Open.

5.
On the New Edge Subscription page, click New.

6.
On the Completion page, click Finish.
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To use the Exchange Management Shell to import the Edge Subscription file

	
Run the following command to subscribe an Edge Transport server to the specified site and to have the Internet Send connector and the Send connector from the Edge Transport server to the Hub Transport servers created automatically. This command also forces the initial synchronization to immediately start:

New-EdgeSubscription -filename "C:\EdgeSubscriptionInfo.xml" -CreateInternetSendConnector $true - CreateInboundSendConnector $true -site "Default-First-Site-Name" -Force
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Note: 

The default value of the CreateInternetSendConnector parameter and the CreateInboundSendConnector parameter is $true. It is shown here for demonstration only.


For detailed syntax and parameter information, see New-EdgeSubscription in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

After you perform this procedure, verify that synchronization completed successfully by inspecting MsExchange EdgeSync events in the Application log in Event Viewer.

How to Force EdgeSync Synchronization

This topic explains how to use the Exchange Management Shell to immediately start synchronization of data from the Active Directory directory service to the subscribed Edge Transport servers. After a computer that has the Edge Transport server role installed is subscribed to the Exchange 2007 organization, data is replicated from Active Directory to the Active Directory Application Mode (ADAM) instance on the subscribed Edge Transport server by the Microsoft Exchange EdgeSync service. This data is kept up to date by periodically synchronizing changes from Active Directory to ADAM. When the server starts, the Microsoft Exchange EdgeSync service starts and establishes a synchronization schedule. Configuration data is synchronized to ADAM once every hour, and recipient data is synchronized to ADAM once every four hours. You cannot modify the synchronization intervals.

You can use the Start-EdgeSynchronization cmdlet to force synchronization to start immediately. You may want to do this to start initial replication immediately after you create the Edge Subscription or if you have made significant changes to the configuration or recipients in Active Directory. The Start-EdgeSynchronization cmdlet resets the EdgeSync synchronization schedule. The time of the subsequent synchronization intervals is based on the time that this command is initiated.

Before You Begin

This procedure is run from the Hub Transport server. To perform the following procedure, the account you use must be delegated the following:


Exchange Organization Administrator role
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Note: 

If you try to run this procedure during regular synchronization, an error will occur.
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To use the Exchange Management Shell to force EdgeSync synchronization

	
Run the following command:

Start-EdgeSynchronization




For detailed syntax and parameter information, see start-EdgeSynchronization in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Remove an Edge Subscription

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to remove an Edge Subscription. After you remove the Edge Subscription, synchronization of information from the Active Directory directory service to Active Directory Application Mode (ADAM) stops. All the accounts that are stored in ADAM are removed, and the computer that has the Edge Transport server role installed is removed from the source server list of any Send connector. You will no longer be able to use the Edge Transport server features that rely on Active Directory data.

When an Edge Transport server is subscribed to an Active Directory site, the Edge Transport server receives configuration information through replication from Active Directory. The controls that are used to edit those settings are disabled on the Edge Transport server. When the Edge Subscription is removed, the controls are re-enabled to allow for local configuration.
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Note: 

To completely remove the Edge Subscription, you must run this procedure on the Edge Transport server and on the Hub Transport server. To run this procedure on the Hub Transport server, you can use the Exchange Management Console or the Exchange Management Shell. To run this procedure on the Edge Transport server, you must use the Exchange Management Shell.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role 

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.
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To use the Exchange Management Console to remove an Edge Subscription

	1.
Open the Exchange Management Console. Expand Organization Configuration, select Hub Transport, and then in the result pane, click the Edge Subscriptions tab.

2.
Select the Edge Subscription that you want to remove. In the action pane, click Remove.
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To use the Exchange Management Shell to remove an Edge Subscription

	
Run the following command:

Remove-EdgeSubscription -Identity EdgeServerName -DomainController dc.domain.com
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Note: 

The DomainController parameter is optional. Use this parameter when you want to specify the domain controller that will write this change to Active Directory.


For detailed syntax and parameter information, see Remove-EdgeSubscription in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Verify EdgeSync Results for a Recipient

This topic explains how to use the Ldp.exe support tool to verify the EdgeSync synchronization results for a specific recipient. Ldp.exe is a Microsoft Windows Support Tools utility that you can use to perform Lightweight Directory Access Protocol (LDAP) searches of an LDAP directory, such as viewing directory data in the Active Directory Application Mode (ADAM) directory service. You can use Ldp.exe to retrieve information about a recipient from ADAM when an Edge Transport server is subscribed to an Active Directory site. A subscribed Edge Transport server receives information about recipients through the EdgeSync synchronization process. The Microsoft Exchange EdgeSync service runs on Hub Transport servers and replicates data from the Active Directory directory service to ADAM. The recipient data that is replicated includes the attributes that are used by the recipient lookup and safelist aggregation anti-spam features.
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Important: 

Ldp.exe is intended to be used by experienced administrators to gain low-level access to a directory service. This tool should not be used to modify the data that is stored in ADAM.

Before You Begin

Use this procedure to verify that the correct attribute values for a specific recipient have been synchronized to ADAM. Inconsistencies between the attribute values that are stored in Active Directory and the attribute values that are stored in ADAM may be caused by Active Directory replication latency. To make sure that the ADAM instance on the Edge Transport server is current before you perform this procedure, do the following:


Use the Active Directory Replication Monitor tool to view the replication status of the domain controllers and global catalog servers that are located in the subscribed Active Directory site. If you have been granted the correct permissions, you can synchronize the directory partitions to bring the local directory servers up to date. For more information about the Active Directory Replication Monitor, see the Microsoft Windows Server 2003 Help.


Use the Test-EdgeSynchronization cmdlet in the Exchange Management Shell on a Hub Transport server in the subscribed site to determine whether the subscribed Edge Transport servers have a current synchronization status. You can use the Start-EdgeSynchronization cmdlet to start immediate synchronization and bring ADAM up to date.

Several steps are required to view the recipient data in ADAM for the following reasons:


Only a subset of recipient data is replicated from Active Directory to ADAM.


Some of the attributes are stored in hashed form. This includes e-mail addresses.

To verify the EdgeSync synchronization results for a recipient, follow these steps:

1.
Determine the user name of the recipient for which you want to verify EdgeSync synchronization results.

2.
Determine the GUID that is associated with the recipient in Active Directory. This GUID is represented as the recipient's canonical name (CN) in ADAM.

3.
Determine the Active Directory value of the attributes that you want to verify for that recipient.

4.
Use Ldp.exe on the Edge Transport server to retrieve information about that recipient from ADAM.

5.
Use the Windows Calculator to translate the retrieved decimal attribute values to hexadecimal and determine the significant byte.

6.
Compare the Active Directory attribute values and the ADAM attribute values, and verify that they match.

To perform the following procedures for a Exchange 2007 organization, the account you use must be delegated the Exchange Recipient Administrator role.

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.
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To use the Exchange Management Shell to determine Active Directory recipient attribute values

	1.
Open the Exchange Management Shell on a domain-joined computer that has the Exchange 2007 administrative tools installed.

2.
Type the following command to determine the Active Directory GUID for a recipient that has the user name Susan:

Get-User -Identity Susan | ft Name, GUID

3.
Type the following command to determine the value of all spam confidence level (SCL) attributes configured for a recipient that has the user name Susan:

Get-Mailbox -Identity Susan | ft SCL*
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Note: 

This code provides an example of how to retrieve anti-spam attribute values for a recipient. You can use the Get-Mailbox cmdlet to view whatever attributes you want to verify.
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To use Ldp.exe to determine ADAM recipient attribute values

	1.
Start Ldp.exe on the Edge Transport server. By default, this tool is located at <System drive>\WINDOWS\ADAM\ldp.exe.

2.
Click Connection on the menu bar, and then click Connect…
3.
In the Connect dialog box, type the name of the Edge Transport server in the Server 
field. In the Port field, type the ADAM LDAP port. By default, this port number is 50389. 
Do not select the Connectionless or SSL check boxes. Click OK.

4.
Click Connection on the menu bar, and then click Bind.

5.
If you are logged on as a local administrator, in the Bind dialog box, 
select Bind as currently logged on user. 
To enter administrator credentials, select Bind with credentials, and then enter 
a user name and password. Click OK.

6.
Click View on the menu bar, and then click Tree.

7.
In the Tree View dialog box, clear any entry in the BaseDN field. Click OK. You are now connected to the root of the ADAM directory.

8.
Click Browse on the menu bar, and then click Search.

9.
In the Search dialog box, use the drop-down box for the BaseDN field to select OU=MsExchangeGateway.

10.
In the Filter field, enter search criteria that will find the recipient whose CN is equal to 
the GUID that you obtained from Active Directory. For example, if the GUID starts 
with 21664853, enter (cn=21664853*). Notice that you do not have to type the 
complete GUID. You can type the first several characters and then use 
the * wildcard character to search for all GUIDs that start with those characters.

11.
Select Subtree as the Scope. Click Run. The search results appear in the right 
pane of Ldp.exe.

12.
You can change the list of attributes that are included in the search results. 
To do this, click Browse on the menu bar, and then click Search. 
Enter the BaseDN, Filter, and Scope options as instructed in the previous steps. 
Click Options.

13.
In the Attributes field, enter a list of attributes to display. Separate each attribute 
by using a semicolon. For example, to list the SCL delete threshold and 
the SCL reject threshold, enter the following text:

MsExchMessageHygieneSCLDeleteThreshold;MsExchMessageHygieneSCLRejectThreshold
14.
Click OK, and then click Run in the Search dialog box. The search results appear in the right pane of Ldp.exe. Attributes that have a null value do not appear.
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To use the Windows Calculator to translate Ldp.exe search results

	1.
The attribute values that are returned when you use Ldp.exe to search ADAM must be translated from the decimal value that appears to hexadecimal, and then the significant byte must be isolated to verify that the value matches the attribute value in Active Directory. For example, the value returned for the SCL delete threshold may appears as follows:

msExchMessageHygieneSCLDeleteThreshold:-2147483643

To translate this value, click Start, select Programs, select Accessories, and then click Calculator.

2.
Click View on the menu bar, and then click Scientific.

3.
Enter the decimal value, and then select Hex. The number 2147483643 now appears as 7FFFFFFB.

4.
Click And, click F, and then click =. The number 7FFFFFFB now appears as 5.

5.
Verify that the resulting attribute value that is stored in ADAM matches the value assigned to that attribute for this recipient in Active Directory.


Managing Remote Domains

You can create remote domain entries to define the settings for message transfer between the Exchange 2007 organization and domains outside your Active Directory directory service forest. When you create a remote domain entry, you control the types of messages that are sent to that domain. You can also apply message format policies and acceptable character sets for messages that are sent from users in your organization to the remote domain. The settings for remote domains are global configuration settings for the Exchange organization. 

When you configure remote domains, you can prevent certain types of messages from being sent to that domain. These message types include out-of-office messages, auto-reply messages, non-delivery reports (NDRs), and meeting forward notifications. If you have a multiple forest environment, you may want to allow the sending of those types of messages to those domains. However, if you have identified a domain from which spam originates, you may want to block sending of those types of messages to those remote domains.

Additionally, you can specify the message format and the character set to use for e-mail messages that are sent to remote domains. These settings can be useful to make sure that e-mail sent by senders in your domain to the remote domain is compatible with the receiving e-mail system. For example, if you know that the remote domain's messaging system is Exchange Server, you can specify to always use Exchange rich-text formatting. 

The remote domain settings are applied to messages during categorization. When recipient resolution occurs, the recipient domain is matched against the configured remote domains. If a remote domain configuration blocks a particular message type from being sent to recipients in that domain, the message is deleted. If you specify a particular message format for the remote domain, the message headers and content are modified. Information about the remote domain configuration is stored in Active Directory. The settings apply to all messages that are processed by the Exchange organization.
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Note: 

If you configure message settings per user, the per user settings override the organizational configuration.

Remote Domain Tasks

By default, there is a single remote domain entry. The domain address space is configured as *. This represents all domains. If you don't create additional remote domain entries, all messages that are sent to all recipients in all remote domains have the same settings applied to them. You can use the Exchange Management Console or the Exchange Management Shell to follow these steps:


View remote domains.


Create a remote domain entry.


Configure remote domain settings.


Remove a remote domain entry.

Viewing Remote Domains

You can view the remote domains that are configured for the Exchange organization in the Exchange Management Shell or the Exchange Management Console as follows:


To view the remote domains in the Exchange Management Console, expand the Organization Configuration node, click Hub Transport, and then click the Remote Domains tab.


To view the remote domains in the Exchange Management Shell, use the Get-RemoteDomain cmdlet.

The listing order of the remote domains isn't important. When the recipient domain is compared with the remote domain entries, the closest match is used.

Creating Remote Domain Entries

You create remote domain entries so that you can define the mail transfer settings between the Exchange 2007 organization and a domain that is outside your Active Directory forest. When you create a domain entry, you provide a name to help the administrator identify the purpose of the entry when they view configuration settings. This name is limited to 64 characters. You also provide the domain name to which this entry and the associated settings will apply. You can use a wildcard character in the domain name to include all subdomains. The wildcard character must appear at the start of the domain name entry. The SMTP domain name is limited to 256 characters. 

The following figure illustrates the New Remote Domain wizard. The “Examples of remote domain entries” table lists examples of valid remote domain entries.

New Remote Domain wizard
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Examples of remote domain entries
	Domain name
	Settings 

	*
	This setting applies to all domains that don't have an explicit remote domain entry or that aren't an included subdomain of an explicit remote domain entry.

	Contoso.com
	This setting applies to all recipients with e-mail addresses in the Contoso.com domain.

	*.Contoso.com
	This setting applies to all recipients with e-mail addresses in the Contoso.com domain or any subdomain of Contoso.com.


When you create the remote domain, the message restriction and message format settings for the domain use the default configuration. You configure the remote domain properties to modify the default settings.

Configuring Remote Domain Settings

The configuration for a remote domain determines the out-of-office message settings for e-mail that is sent to the remote domain and the message format settings for e-mail that is sent to the remote domain. The configuration options for remote domains are described in the following sections.

Out-of-Office Message Settings

You can configure the out-of-office message settings for a remote domain on the General tab of the remote domain properties page in the Exchange Management Console. To view the remote domain properties page, expand the Organization Configuration node, click Hub Transport, click the Remote Domains tab, select a remote domain, and then, in the action pane, click Properties. You can also configure the out-of-office message settings by using the Set-RemoteDomain cmdlet with the AllowedOOFType parameter in the Exchange Management Shell.

The out-of-office message settings control the types of out-of-office messages that are sent to recipients in the remote domain. The types of out-of-office messages that are available in your organization depend on both the Microsoft Office Outlook client version and the Exchange Server version where the user's mailbox is located.

An out-of-office message is set on the Outlook client but is sent by the Exchange server. In Exchange 2007, there are three out-of-office message classifications: external, internal, and legacy. 

The following figure illustrates the General tab for remote domain properties where you configure the out-of-office message settings. The “Out-of-office message type client and server support” table describes the client and server support for each out-of-office message classification.

General tab for remote domain properties
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Out-of-office message type client and server support
	Out-of-office message type
	Client version support
	Exchange server version support

	External
	
Outlook 2007


Microsoft Office Outlook Web Access to a mailbox on an Exchange Mailbox server
	Exchange 2007

	Internal
	
Outlook 2007


Outlook Web Access to a mailbox on an Exchange 2007 Mailbox server
	Exchange 2007

	Legacy
	Outlook 2003 or earlier
	
Exchange 2007


Exchange Server 2003


Exchange 2000 Server


You can select from one of the following out-of-office message settings on the General tab of the remote domain properties page:

1.
Allow none   If you select this option, no out-of-office messages are sent to recipients in the remote domain. To specify this option by using the Exchange Management Shell, set the value of the AllowedOOFType parameter to None.

2.
Allow external out-of-office messages only   If you select this option, only out-of-office messages that are set as external by an Outlook 2007 client or by using Outlook Web Access are delivered to the remote domain. This is the default setting for a new remote domain. To specify this option by using the Exchange Management Shell, set the value of the AllowedOOFType parameter to External.

3.
Allow external out-of-office messages and out-of-office messages set by Outlook 2003 or earlier clients or sent by Exchange Server 2003 or earlier servers   If you select this option, out-of-office messages that are configured as external by an Outlook 2007 client or by using Outlook Web Access are delivered to the remote domain. Out-of-office messages that are set by Outlook 2003 or earlier clients, regardless of the server version of their mailbox store, are delivered to the remote domain. Out-of-office messages that are sent by servers that are running Exchange 2003 or earlier versions, regardless of the client version that is used to set the out-of-office message, are delivered to the remote domain. To specify this option by using the Exchange Management Shell, set the value of the AllowedOOFType parameter to ExternalLegacy.

4.
Allow internal out-of-office messages, and out-of-office messages set by Outlook 2003 or earlier clients or sent by Exchange Server 2003 or earlier servers   If you select this option, out-of-office messages that are configured as internal by an Outlook 2007 client or by using Outlook Web Access are delivered to the remote domain. Out-of-office messages that are set by Outlook 2003 or earlier clients, regardless of the server version of their mailbox store, are delivered to the remote domain. Out-of-office messages that are sent by Exchange 2003 servers or earlier version servers, regardless of the client version that is used to set the out-of-office message, are delivered to the remote domain. To specify this option by using the Exchange Management Shell, set the value of the AllowedOOFType parameter to InternalLegacy.

Message Format Settings

You can configure the message format settings for a remote domain on the Message Format tab of the Remote Domain Properties page in the Exchange Management Console. You can configure multiple message format options to specify message delivery and formatting policies for the messages that are sent to recipients in the remote domain. The available settings are described in this section.

The following figure illustrates the Message Format tab for remote domain properties.

Message Format tab for remote domain properties

[image: image144.png]Default Properties

General Message Fomat |

Message Fomal Optons
I~ {Bllow aufomalic iepliest

I blow automaio forward

7 Allow deiver epots

W tlow nondelvery tepots

7 Digpey seners name on messages
™ Use message test ine wp o cobamr:
Exchange rchient fomat

© Aiways se

© Neyeruse

& Determined by individual user setings

Character Sets
MIME character set

NonMIME character set

Er=

Er=

Cancel Epply Help





The first set of options on the Message Format tab apply restrictions to the types of messages that can be sent to the remote domain, how the sender's name is displayed to the recipient, and column width for message text.


Allow automatic replies   A client e-mail program may have a rule set to reply automatically to messages that are sent to a particular distribution group. If you select this option, automatic replies are sent to the remote domain. By default, this option isn't selected and automatic replies aren't sent to any recipient in any remote domain.


Allow automatic forward   A client e-mail program may have a rule set to automatically forward particular messages to another e-mail address. If you select this option, automatic forwards are sent to the remote domain. By default, this option isn't selected and automatic forwards aren't sent to any recipient in any remote domain.


Allow delivery reports    A client e-mail program may be configured to notify the sender when the message is delivered or is read by the recipient. By default, this option is selected and delivery reports are sent to all recipients in any remote domain. If you clear this option, delivery reports aren't sent to any recipient in the remote domain.


Allow non-delivery reports   When a message can't be delivered to a recipient in the Exchange organization, an NDR is generated and sent to the sender of the message. By default, this option is selected and NDRs are sent to all e-mail addresses in any remote domain. If you clear this option, NDRs aren't sent to any e-mail address in the remote domain.


Display sender's name on messages   A user who has a mailbox on a Mailbox server in the Exchange organization has both an e-mail address and a display name that is associated with their user account. By default, this option is selected and the user's display name is visible to the recipient of the message. If you clear this option, the e-mail alias is visible to the recipient. We recommend that you leave this option selected.


Use message text line wrap at column   To use line-wrap in message text for outgoing messages, select this option. Then type the line-wrap size, between 0 and 132 characters, in the text box. To set the value to unlimited, leave the field blank. The default value is unlimited (blank). If you select this option, the text of all e-mail messages that are sent from your organization to the remote domain will be displayed with the message text width that you specify. If you don't set a value for this option, the client e-mail application settings will determine the message text width. Some earlier versions of e-mail clients require that a line break is positioned after the seventy-sixth or seventy-seventh character. If you don't configure this setting, those e-mail clients will only view the first 76 characters of each line. Therefore, parts of the message may not appear.


Meeting forward notification enabled   This setting is only available when you use the Exchange Management Shell. To configure this option, use the Set-RemoteDomain cmdlet with the MeetingForwardNotificationEnabled parameter. By default, this setting is set to $true and meeting requests that are forwarded to recipients in the remote domain generate a meeting forward notification to the meeting organizer. When this parameter is set to $false, meeting requests that are forwarded to recipients in the remote domain do not generate a meeting forward notification.

Exchange Rich-Text Format and TNEF Settings

Use the Exchange rich-text format settings to determine whether e-mail messages from your organization to the remote domain are sent by using Exchange rich-text format (RTF). Exchange RTF displays colors, fonts, and formatting in the e-mail message. Exchange 2007 uses RTF for messages that are delivered between Outlook clients. However, Exchange RTF is only readable by Outlook. The Exchange 2007 RTF format differs from the RTF format that is used in word-processing programs, such as Microsoft Office Word. If a recipient in a remote domain receives a file attachment named Winmail.dat in their e-mail, that remote domain is incompatible with Exchange RTF. To work around this issue, you can configure the remote domain to never use Exchange RTF. 

Select one of the Exchange RTF options in the following list:


Always use   Select this option to always send messages that use Exchange rich-text format. 


Never use   Select this option to never send messages that use Exchange rich-text format. 


Determined by individual user settings   By default, this option is selected and the Exchange rich-text settings that are used to send e-mail messages are specified by the Outlook user. 

The RTF settings also control whether Transport Neutral Encapsulation Format (TNEF) encoding is used for a message. In the Exchange Management Shell, you use the TNEFEnabled parameter with the Set-RemoteDomain cmdlet to configure these settings. TNEF is used to encode MAPI message properties for transmission through a message system that does not support those properties directly. 

A TNEF-encoded message contains a plain text version of the message, and a binary attachment that packages parts of the message. The binary attachment may include special Outlook features, such as voting buttons, meeting requests, and custom forms. Some message features require TNEF encoding for the message to be received correctly by recipients in a mail system, such as Exchange Server version 5.5. When a message that contains TNEF information is received by a mail client that does not understand TNEF, there are three common results:


The plain text version of the message is received and contains an attachment named Winmail.dat. The Winmail.dat attachment does not contain any useful information when it is opened because it is in the TNEF format.


The plain text version of the message is received and contains an attachment that has a generic name, such as ATT00008.att or ATT00005.eml. In this case, the client is unable to recognize the TNEF part of the message. Therefore, it creates a file to hold the TNEF information.


The plain text version of the message is received, and the e-mail client ignores the Winmail.dat attachment. 

If you frequently send meeting requests to Exchange Server 5.5 recipients, you must set the value of the TNEFEnabled parameter to $true for that domain so that those messages are received as meeting requests. Exchange 2007 sends meeting requests to the Internet in the iCalendar standard for calendar items. However, that format is not supported by Exchange Server 5.5. If you configure the message format settings to always use TNEF, the meeting requests are sent using TNEF instead.

Character Sets

The Characters Sets options let you select a MIME character set and a Non-MIME character set to use when you send messages to a remote domain. The character sets used on the Internet are registered with the Internet Assigned Names Authority (IANA). The most frequently used character sets are US ASCII and Western European (ISO-8859-1). Other character sets are used to support language settings. For more information about character sets, see: Character Sets (http://www.iana.org/assignments/character-sets).
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Note: 

The third-party Web site information in this topic is provided to help you find the technical information you need. The URLs are subject to change without notice.

The default character set for a remote domain for both MIME and Non-MIME is ISO-8859-1. Use the following character set options to select the acceptable character sets for messages sent to the remote domain:


MIME character set   To identify a MIME character set, select the character encoding set from the drop-down selections. 


Non-MIME character set   To identify a non-MIME character set, select the character encoding set from the drop-down selections. 

For a list of supported character sets, see Supported Character Sets for Remote Domain Configuration.

Removing a Remote Domain Entry

If you remove a remote domain entry, the settings for message transfer no longer apply to messages that are sent to the remote domain. Removing a remote domain entry doesn't disable mail flow to the remote domain. After a remote domain entry is removed, the settings for the default remote domain apply to new messages that are sent to that domain. You can't remove the default remote domain.

For More Information

For more information, see the following topics in this guide:


How to Create a Remote Domain

How to Configure Out-of-Office Settings for a Remote Domain

How to Configure Message Format Settings for a Remote Domain

How to Remove a Remote Domain
Also, see the following topics in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320):

· new-RemoteDomain

· set-RemoteDomain

· get-RemoteDomain

· remove-RemoteDomain

Supported Character Sets for Remote Domain Configuration

The following character sets are supported for the CharacterSet parameter and NonMimeCharacterSet parameter in the set-RemoteDomain cmdlet. When you enter a value for the CharacterSet parameter and NonMimeCharacterSet parameter, use the value in the Name column in the following table.

Supported character sets for remote domain configuration

	Name
	Description

	big5
	Chinese Traditional (Big5)

	DIN_66003
	German (IA5)

	euc-jp
	Japanese (EUC)

	euc-kr
	Korean (EUC)

	GB18030
	Chinese Simplified (GB18030)

	gb2312
	Chinese Simplified (GB2312)

	hz-gb-2312
	Chinese Simplified (HZ)

	iso-2022-jp
	Japanese (JIS)

	iso-2022-kr
	Korean (ISO)

	iso-8859-1
	Western European (ISO)

	iso-8859-2
	Central European (ISO)

	iso-8859-3
	Latin 3 (ISO)

	iso-8859-4
	Baltic (ISO)

	iso-8859-5
	Cyrillic (ISO)

	iso-8859-6
	Arabic (ISO)

	iso-8859-7
	Greek (ISO)

	iso-8859-8
	Hebrew (ISO)

	iso-8859-9
	Turkish (ISO)

	iso-8859-13
	Estonian (ISO)

	iso-8859-15
	Latin 9 (ISO)

	koi8-r
	Cyrillic (KOI8-R)

	koi8-u
	Cyrillic (KOI8-U)

	ks_c_5601-1987
	Korean (Windows)

	NS_4551-1
	Norwegian (IA5)

	SEN_850200_B
	Swedish (IA5)

	shift_jis
	Japanese (Shift-JIS)

	utf-8
	Unicode (UTF-8)

	windows-1250
	Central European (Windows)

	windows-1251
	Cyrillic (Windows)

	windows-1252
	Western European (Windows)

	windows-1253
	Greek (Windows)

	windows-1254
	Turkish (Windows)

	windows-1255
	Hebrew (Windows)

	windows-1256
	Arabic (Windows)

	windows-1257
	Baltic (Windows)

	windows-1258
	Vietnamese (Windows)

	windows-874
	Thai (Windows)


How to Create a Remote Domain

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to create a remote domain entry for Exchange 2007.

Use remote domains to define override settings for the message transfer between the Exchange 2007 organization and domains outside your Active Directory directory service forest. When you create a remote domain entry, you control the types of messages sent to that domain. You can also apply message format policies and acceptable character sets for messages sent from mailboxes users in your organization to the remote domain. The settings for remote domains are global configuration settings for the Exchange organization.

Before You Begin

To perform the following procedures for the Exchange 2007 organization, the account you use must be delegated the following:


Exchange Organization Administrator role
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To use the Exchange Management Console to create a remote domain entry

	1.
Open the Exchange Management Console.

2.
In the console tree, click Organization Configuration, and then click Hub Transport.

3.
In the result pane, click the Remote Domains tab.

4.
In the action pane, click New Remote Domain…. The New Remote Domain wizard appears.

5.
On the New Remote Domain page, complete the following fields:


Name   Use this field to identify the remote domain in the user interface. You can type any name that you want. We recommend that you select a meaningful name that helps you easily identify the purpose of this remote domain. You must use a unique name for each remote domain. This field is required and the name cannot exceed 64 characters.


Domain Name   Use this field to identify the Simple Mail Transfer Protocol (SMTP) namespace of the remote domain. This field is required. The remote domain name cannot exceed 256 characters. To apply the remote domain configuration to all subdomains of the remote domain, select the Include all subdomains check box.

6.
To create the remote domain entry with these settings, click New.

7.
On the Completion page, click Finish.
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To use the Exchange Management Shell to create a remote domain entry


Run the following command:

New-RemoteDomain -Name Contoso -DomainName Contoso.com




For detailed syntax and parameter information, see new-RemoteDomain in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

When you create a remote domain, the configuration uses the default settings. Use the remote domain properties pages or the Set-RemoteDomain cmdlet to modify the default configuration.

How to Configure Out-of-Office Settings for a Remote Domain

In Exchange 2007, you can specify which domains receive out-of-office messages. There are four out-of-office settings that you can configure for a domain:


No out-of-office messages are sent to the domain.


Allow only external out-of-office messages.


Allow external out-of-office messages and out-of-office messages set by Microsoft Office Outlook 2003 or earlier clients or sent by Exchange Server 2003 or earlier servers.


Allow internal out-of-office messages and out-of-office messages set by Outlook 2003 or earlier clients or sent by Exchange 2003 or earlier servers.

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to configure out-of-office settings for a remote domain.

Before You Begin

To perform this procedure, the account you use must be delegated the following:


Exchange Server Administrator role and local Administrators group for the target server

[image: image148.png]


To use the Exchange Management Console to configure out-of-office settings for a remote domain

	1.
Start the Exchange Management Console.

2.
In the console tree, expand Organizational Configuration, and then click Hub Transport.

3.
In the result pane, on the Remote Domain tab, click the remote domain that you want to manage.

4.
In the action pane, click Properties.

5.
In <Domain Name> Properties, configure the out-of-office settings for your remote domain.
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To use the Exchange Management Shell to configure out-of-office settings for a remote domain

	1.
To make sure that no out-of-office messages are sent to the domain, run the following command:

Set-RemoteDomain "RemoteDomain" -AllowedOOFType None

2.
To allow only external out-of-office messages, run the following command:

Set-RemoteDomain "RemoteDomain" -AllowedOOFType External
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Note: 

This is the default value.

3.
To allow external out-of-office messages and out-of-office messages set by Outlook 2003 or earlier clients or sent by Exchange 2003 or earlier servers, run the following command:

Set-RemoteDomain "RemoteDomain" -AllowedOOFType ExternalLegacy

4.
To allow internal out-of-office messages and out-of-office messages set by Outlook 2003 or earlier clients or sent by Exchange 2003 or earlier servers, run the following command:

Set-RemoteDomain "RemoteDomain" -AllowedOOFType InternalLegacy




Configuring External Out-of-Office Policies

If Exchange 2007 is deployed in a topology that has Microsoft Office Outlook 2003 or earlier clients, it is possible that out-of-office messages may be sent to more recipients than intended. An out-of-office message that may have been intended for internal recipients may be sent to external recipients as well. This may occur for users who use a combination of Office Outlook 2007 (or Outlook Web Access) and Outlook 2003 or earlier clients to configure their out-of-office settings. You can configure your out-of-office policy so that out-of-office policies set by using Outlook 2003 or earlier clients are not sent to other domains.
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To use the Exchange Management Shell to configure external out-of-office policies

	1.
To block all out-of office-messages to the remote domain, run the following command:

Set-RemoteDomain -Identity "RemoteDomain" -AllowedOOFType None

2.
To specify that only external Exchange 2007 out-of-office messages are sent to the remote domain, run the following command:

Set-RemoteDomain -Identity "RemoteDomain" -AllowedOOFType External




For detailed syntax and parameter information, see the Set-RemoteDomain reference topic.

How to Configure Message Format Settings for a Remote Domain

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to configure the message format settings for a remote domain.

You can create remote domain entries to define the settings for message transfer between the Exchange 2007 organization and domains outside your Active Directory directory service forest. When you create a remote domain entry, you control the types of messages that are sent to that domain. You can also apply message format policies and acceptable character sets for messages that are sent from mailboxes users in your organization to the remote domain. The settings for remote domains are global configuration settings for the Exchange organization. 

When you configure remote domains, you can specify the message format and the character set to use for e-mail messages that are sent to remote domains. You can use these settings to make sure that messages from senders in your domain to the remote domain are compatible with the receiving e-mail system. For example, if you know that the remote domain's messaging system is Exchange Server, you can specify to always use Exchange rich-text formatting. 

Before You Begin

To perform the following procedures for the Exchange 2007 organization, the account you use must be delegated the following:


Exchange Organization Administrator role
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To use the Exchange Management Console to configure the message format settings for a remote domain

	1.
Open the Exchange Management Console.

2.
In the console tree, click Organization Configuration, and then click Hub Transport.

3.
In the result pane, click the Remote Domains tab.

4.
In the result pane, select the remote domain entry that you want to configure. In the action pane, click Properties, and then on the Properties page for that remote domain, click the Message Format tab.

5.
On the Message Format tab, under Message Format Options, select the settings that you want to use for messages sent to this remote domain, select from the lists of Exchange rich-text format options and the Character sets options, and then click Apply or OK.
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To use the Exchange Management Shell to configure the message format settings for a remote domain

	1.
Run the following command to allow automatic replies to the remote domain. By default, this setting is disabled.

Set-RemoteDomain -Identity Contoso -AutoReplyEnabled $true

2.
Run the following command to allow automatic forwards to the remote domain. By default, this setting is disabled.

Set-RemoteDomain -Identity Contoso -AutoForwardEnabled $true

3.
Run the following command to disable delivery reports to the remote domain. By default, this setting is enabled.

Set-RemoteDomain -Identity Contoso -DeliveryReportEnabled $false

4.
Run the following command to disable non-delivery reports to the remote domain. By default, this setting is enabled.

Set-RemoteDomain -Identity Contoso -NDREnabled $false

5.
Run the following command to disable the display of the sender's name on messages. By default, this setting is enabled. We recommend that you leave this option enabled.

Set-RemoteDomain -Identity Contoso -DisplaySenderName $false

6.
Run the following command to enable the line wrapping of message text and to set the column width to 76 characters.

Set-RemoteDomain -Identity Contoso -LineWrapSize 76

7.
Run the following command to allow notification to be sent to a remote domain when a meeting request from a sender in the remote domain is forwarded to another recipient. By default, this setting is disabled.

Set-RemoteDomain -Identity Contoso -MeetingForwardNotificationEnabled $true

8.
Run the following command to configure both the MIME and non-MIME characters sets to the Western European character set (ISO-8859-1).

Set-RemoteDomain -Identity Contoso -CharacterSet "ISO-8859-1" -NonMimeCharacterSet "ISO-8859-1"

9.
Run the following command to specify that Transport Neutral Encapsulation Format (TNEF) encoding is used for all messages sent to the remote domain. By default, the value for this setting is $null, and TNEF encoding is controlled by individual user settings. The TNEF settings are shown as the Exchange rich-text format options in the Exchange Management Console.

Set-RemoteDomain -Identity Contoso -TNEFEnabled $true
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Note: 

You can specify more than one parameter in a command to configure more than one setting in a single operation.

For detailed syntax and parameter information, see set-RemoteDomain in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Remove a Remote Domain

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to remove a remote domain entry.

Remote domains define override settings for the message transfer between the Exchange 2007 organization and domains outside your Active Directory directory service forest. When you create a remote domain entry, you control the types of messages that are sent to that domain. You can also apply message format policies and acceptable character sets for messages that are sent from mailbox users in your organization to the remote domain. The settings for remote domains are global configuration settings for the Exchange organization. 

If you remove a remote domain entry, the settings for message transfer no longer apply to messages that are sent to the remote domain. Removing a remote domain entry doesn't disable mail flow to the remote domain. After a remote domain entry is removed, the configuration settings of the default remote domain apply to new messages that are sent to that domain. You can't remove the default remote domain.

Before You Begin

To perform the following procedures for the Exchange 2007 organization, the account you use must be delegated the following:


Exchange Organization Administrator role
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To use the Exchange Management Console to remove a remote domain entry

	1.
Open the Exchange Management Console.

2.
In the console tree, click Organization Configuration, and then click Hub Transport.

3.
In the result pane, click the Remote Domains tab.

4.
In the result pane, select the remote domain entry that you want to remove.

5.
In the action pane, click Remove. A dialog box appears with the message Are you sure you want to remove ‘Remote Domain’? Click Yes.
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To use the Exchange Management Shell to remove a remote domain entry

	1.
Run the following command:

Remove-RemoteDomain -Identity Contoso

2.
A Confirm message appears with the text Are you sure you want to perform this action? Removing remote domain “Contoso”. Type Y and press Enter.


For detailed syntax and parameter information, see Remove-RemoteDomain in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Managing the Pickup Directory

By default, the Pickup directory exists on every Exchange 2007 computer that has the Hub Transport server role or the Edge Transport server role installed. Correctly formatted e-mail message files that you copy to the Pickup directory are submitted for delivery. The Pickup directory is used by administrators for mail flow testing, or by applications that must create and submit their own messages.

You use the Set-TransportServer cmdlet for all Pickup directory configuration tasks. You use this cmdlet to make the following pickup directory configuration changes:


Enable or disable the Pickup directory.


Specify the location of the Pickup directory.


Specify a maximum header size for a message file that is accepted by the Pickup directory.


Specify a maximum number of recipients in a message file that is accepted by the Pickup directory.


Specify a maximum rate for message file processing in messages per minute.

How the Pickup Directory Processes Messages

A correctly formatted .eml message file that is copied into the Pickup directory is processed for submission in the following steps:

1.
The Pickup directory is checked for new message files every 5 seconds. You can't modify this polling interval. You can adjust the rate of message file processing by using the PickupDirectoryMaxMessagesPerMinute parameter on the Set-TransportServer cmdlet. The default value is 100 messages per minute. Files that cannot be opened are left in the Pickup directory and are reevaluated at the next poll.

2.
Limits that are put on message files in the Pickup directory, such as the maximum header size and the maximum number of recipients, are checked. By default, the maximum header size is 64 KB, and the maximum number of recipients is 100 recipients. You change these limits by using the Set-TransportServer cmdlet.

3.
The file is renamed from <filename>.eml to <filename>.tmp. If the <filename>.tmp file already exists, the file is renamed as <filename><datetime>.tmp. If the file renaming fails, an event log error is generated, and the pickup process proceeds to the next file.

4.
After the .tmp file is successfully converted into an e-mail message, a "delete on close" command is issued to the .tmp file. The .tmp file appears to remain in the Pickup directory, but the file cannot be opened by anyone else.

5.
After the message is successfully queued for delivery, a "close" command is issued, and the .tmp file is deleted from the Pickup directory. If the deletion fails, an event log error is generated. If the Microsoft Exchange Transport service is restarted when there are .tmp files in the Pickup directory; all .tmp files are renamed as .eml files and are reprocessed. This could lead to duplicate message transmission.

The Anatomy of an E-Mail Message File

A standard SMTP e-mail message consists of a message envelope and message content. The message envelope contains information that is required for transmitting and delivering the message. The message content contains message header fields that are collectively called the message header, and the message body. The message envelope is described in RFC 2821, and the message header is described in RFC 2822.

When a sender composes an e-mail message and submits it for delivery, the message contains the basic information that is required to comply with SMTP standards, such as a sender, a recipient, the date and time that the message was composed, an optional subject line, and an optional message body. This information is contained in the message itself and, by definition, is contained in the message header. The sender's messaging server generates a message envelope for the message by using the sender and recipient information found in the message header and transmits the message to the Internet for delivery to the recipient's messaging server. Recipients never see the message envelope, because it is generated by the message transmission process and is not actually part of the message. Each server that is involved in the transmission of the message may insert message header fields related to the server's role in delivering the message or other application-specific message header fields into the message header. When the recipient opens the message by using an e-mail client, the e-mail client displays some of the more relevant information from the message header, such as the sender, the recipients, and the subject together with the message body.

The best analogy for explaining the relationship between the message envelope and the message header is sending conventional mail in a large company. You write a formal business letter with your company's address and the recipient's address in the salutation at the top of the letter. You give the letter to your company's mail room personnel for processing. The mail room personnel create an envelope by using the recipient information in your letter, seal your letter in an envelope, and drop the envelope in the mailbox for delivery. The postal service delivers the envelope to the recipient's company based on the address on the envelope. The mail room personnel at the recipient's company receive the envelope, determine the recipient based on the envelope, open the envelope, and put the letter in the recipient's personal mail box. When the recipient retrieves your letter from their personal mail box, he or she knows, from the information in the salutation, that you wrote the letter and that the letter is for him or her.

Requirements for Message Files in the Pickup Directory

A message file that is copied into the Pickup directory must meet the following requirements for successful delivery:


The message file must be a text file that complies with the basic SMTP message format. Multipurpose Internet Mail Extensions (MIME) message header fields and content are supported.


The message file must have an .eml file name extension.


At least one e-mail address must exist in the Sender or From: message header fields in the message header. If a single e-mail address exists in both the Sender and From: fields, the e-mail address in the From: field is used as the originator of the message in the message envelope.


Only one e-mail address can ever exist in the Sender field. Multiple e-mail addresses are not allowed. The Sender field is optional if only one e-mail address exists in the From: field.


Multiple e-mail addresses are allowed in the From: field, but a single e-mail address must also exist in the Sender field. The address in the Sender field is then used as the originator of the message in the message envelope.


At least one e-mail address must exist in the To:, Cc:, or Bcc: fields.


A blank line must exist between the message header and the message body.

The following is an example of a plain text message that uses acceptable formatting for the Pickup directory: 

To: mary@contoso.com

From: bob@fabrikam.com

Subject: Message subject

This is the body of the message.

MIME content is also supported in Pickup directory message files. MIME defines a broad range of message content that includes languages that can't be represented in 7-bit ASCII text, HTML, and other multimedia content. A complete description of MIME and its requirements is beyond the scope of this topic. The following is an example of a simple MIME message that uses acceptable formatting for the Pickup directory:

To: mary@contoso.com

From: bob@fabrikam.com

Subject: Message subject

MIME-Version: 1.0

Content-Type: text/html; charset="iso-8859-1"

Content-Transfer-Encoding: 7bit

<HTML><BODY>

<TABLE>

<TR><TD>cell 1</TD><TD>cell 2</TD></TR>

<TR><TD>cell 3</TD><TD>cell 4</TD></TR>

</TABLE>

</BODY></HTML>

Modifications to the Message Header That Are Made to Message Files in the Pickup Directory

The Pickup directory removes any of the following message header fields from the message header:


Received:

Resent-*:

Bcc:   Any e-mail addresses that are found in the optional Bcc: message header fields in the message header are correctly processed. After the Bcc: recipients are promoted to invisible message envelope recipients, they are removed from the message header to protect their identity. If a message contains only Bcc: recipients, the value of "Undisclosed Recipients" is added to the To: field in the message header.

The Pickup directory adds its own Received: header field to a message as part of the message submission process. The Received: header field is applied in the following format:

Received: from localhost by Pickup with Microsoft SMTP Server id <ExchangeServerVersion><datetime>

The Pickup directory modifies the following message header fields if they are missing or malformed:


Message-Id   If the Message-Id field is missing or empty, the Pickup directory adds a Message-Id field by using the format <GUID>@<defaultdomain>.


Date:   If the Date field is missing or malformed, the Pickup directory adds the date and time of message processing by the Pickup directory.

Failures in Pickup Directory Message Processing

A message file that is copied into the Pickup directory may not be successfully queued for delivery. The following categories of message submission failure can occur:


Delivery failures   A correctly-formatted message file together with a valid sender that can't be successfully submitted for delivery by the Pickup directory generates a non-delivery report (NDR). Malformed content or Pickup directory message restriction violations could also cause the Pickup directory to generate an NDR. When an NDR is generated during Pickup directory message processing, the original message file is attached to the NDR message, and the message file is deleted from the Pickup directory.
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Note: 

A correctly formatted message that is submitted by the Pickup directory may later experience a delivery failure and be returned to the sender with an NDR. This kind of failure may be caused by transmission issues that are unrelated to the Pickup directory, such as messaging server failures or routing failures along the delivery path of the message.


Badmail   A message that is classified as badmail has serious problems that prevent the Pickup directory from submitting the message for delivery. The other condition that causes badmail is when the message is formatted correctly, but the recipients are not valid, and an NDR message can't be sent to the sender because the sender is not valid.

Message files that are determined to be badmail are left in the Pickup directory and are renamed from <filename>.eml to <filename>.bad. If the <filename>.bad file already exists, the file is renamed to <filename><datetime>.bad. If badmail exists in the Pickup directory, an event log error is generated, but the same badmail messages do not generate repeated event log errors.
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Note: 

Always compose and save message files in a different location before you copy them into the Pickup directory for delivery. The Pickup directory polls for new messages every 5 seconds. Therefore, if you try to compose and save the message files in the Pickup directory itself, the Pickup directory may try to process the message files before you finish composing them.

Security Issues for the Pickup Directory

Exchange Server 2003 uses a single Pickup directory for creating and submitting text message files. Exchange 2007 splits this functionality into separate Pickup and Replay directories. The Pickup directory is intended for users or applications to manually create new message files. The Replay directory is intended for the resubmission of exported Exchange e-mail messages, and for receiving messages from foreign gateway servers.

The following list describes security concerns that are common to the Pickup directory and the Replay directory:


Any security checks that are configured on a Receive connector, such as anti-spam, antivirus, sender filtering, or recipient filtering actions, are not performed on messages that are submitted through the Pickup directory or the Replay directory.


A compromised Pickup directory or Replay directory can act as an open relay. This enables messages to be resubmitted or "relayed" by using a different server to mask the true source of the messages.

The separation of the Pickup directory and the Replay directory means you can apply different levels of security to each directory. Tighter security should be applied to the Replay directory because of the additional security risks that are associated with the Replay directory. Users or applications that must generate and submit messages can be granted access to the Pickup directory, but they should not require access to the Replay directory.

Both the Pickup directory and the Replay directory are enabled by default on all Hub Transport servers and Edge Transport servers. If the Pickup directory or the Replay directory are not required on a specific Hub Transport server or Edge Transport server in your organization, you can disable the Pickup directory or the Replay directory on that server. For more information, see the following topics in this guide:


How to Configure the Pickup Directory

How to Configure the Replay Directory
Permissions for the Pickup Directory

The following permissions are required on the Pickup directory:


Administrator: Full Control


System: Full Control


Network Service: Read, Write, and Delete Subfolders and Files

By default, the Microsoft Exchange Transport service uses the security credentials of the Network Service user account to manage the location and permissions of the Pickup directory. The Network Service account requires these permissions on the Pickup directory so that .eml files can be opened, renamed to .tmp and deleted, or renamed to .bad if the message is classified as badmail.

You can move the location of the Pickup directory by using the PickupDirectoryPath parameter on the Set-TransportServer cmdlet. Successfully changing the location of the Pickup directory depends on the rights that are granted to the Network Service account at the new Pickup directory location, and whether the new Pickup directory already exists. If the new Pickup directory does not already exist, and the Network Service account has the rights that are required to create folders and apply permissions at the new location, the new Pickup directory is created, and the correct permissions are applied to it. If the new Pickup directory already exists, the existing folder permissions are not checked. Whenever you move the Pickup directory by using the PickupDirectoryPath parameter with the Set-TransportServer cmdlet, it is always a good idea to verify that the new Pickup directory exists and that the new directory has the correct permissions applied to it. If your change to the Pickup directory is not successful, you can create the new Pickup directory and apply the correct permissions to it before you use the PickupDirectoryPath parameter with the Set-TransportServer cmdlet.

For More Information

For more information, see the following topics in this guide: 


How to Configure the Pickup Directory

Managing the Replay Directory
Also, see the following topic in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320):


Set-TransportServer
How to Configure the Pickup Directory

This topic explains how to use the Exchange Management Shell to configure the Pickup directory in Exchange 2007.

By default, the Pickup directory exists on every Exchange 2007 computer that has the Hub Transport server role or the Edge Transport server role installed. Correctly formatted e-mail message files that you copy to the Pickup directory are submitted for delivery. The Pickup directory is used by administrators for mail flow testing, or by applications that must create and submit their own messages.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Server Administrator role and local Administrators group for the target server

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.
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Note: 

You cannot configure the Pickup directory by using the Exchange Management Console. To configure the Pickup directory, you must use the Exchange Management Shell. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell.

Configuring the Pickup Directory Location

By default, the Pickup directory is located at C:\Program Files\Microsoft\Exchange Server\TransportRoles\Pickup. The directory must be local to the Exchange 2007 computer.
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To use the Exchange Management Shell to configure the location of the Pickup directory

	
Run the following command:

Set-TransportServer <Identity> -PickupDirectoryPath <LocalFilePath>

For example, to set the Pickup directory to C:\Pickup Directory on an Exchange 2007 computer named Exchange01, run the following command:

Set-TransportServer Exchange01 -PickupDirectoryPath "C:\Pickup Directory"




Setting the value of the PickupDirectoryPath parameter to $null disables the Pickup directory. The directory that is specified by the PickupDirectoryPath parameter and the ReplayDirectoryPath parameter can't be the same.

Changing the location of the Pickup directory does not copy any existing message files from the old Pickup directory to the new Pickup directory. The new Pickup directory location is active almost immediately after the configuration change, but any existing message files are left in the old Pickup directory.

The following permissions are required on the Pickup directory:


Administrator: Full Control


System: Full Control


Network Service: Read, Write, and Delete Subfolders and Files

By default, the Microsoft Exchange Transport service uses the security credentials of the Network Service user account to create the new Pickup directory and apply the correct permissions. If the new Pickup directory does not already exist, and the Network Service account has the rights that are required to create folders and apply permissions at the new location, the new Pickup directory is created, and the correct permissions are applied to the Pickup directory. If the new Pickup directory already exists, the existing folder permissions are not checked. Whenever you move the pickup directory by using the PickupDirectoryPath parameter with the Set-TransportServer cmdlet, it is always a good idea to verify that the new Pickup directory exists and that the new Pickup directory has the correct permissions applied to it. If your change to the Pickup directory is not successful, you can create the new Pickup directory and apply the correct permissions to it before you use the PickupDirectoryPath parameter with the Set-TransportServer cmdlet.

Configuring the Maximum Size for Message Headers That Are Accepted by the Pickup Directory

By default, the maximum size for the header part of a message that can be processed by the Pickup directory is 64 KB. Messages that contain headers that are larger than the specified maximum value are rejected by the Exchange 2007 server.
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To use the Exchange Management Shell to configure the maximum size for message headers that are accepted by the Pickup directory


Run the following command:

Set-TransportServer <Identity> -PickupDirectoryMaxHeaderSize <HeaderSize>

For example, to set the maximum size for message headers that are accepted by the Pickup directory to 96 KB on an Exchange 2007 computer named Exchange01, run the following command:

Set-TransportServer Exchange01 -PickupDirectoryMaxHeaderSize 96KB




When you enter a value for the PickupDirectoryMaxMessageSize parameter, qualify the value with one of the following units:


B (bytes)


KB (kilobytes)


MB (megabytes)


GB (gigabytes)

Unqualified values are treated as bytes. The valid input range for the PickupDirectoryMaxHeaderSize parameter is 32768 to 2147483647 bytes.

Configuring the Maximum Number of Recipients for Messages That Are Accepted by the Pickup Directory

By default, the maximum number of recipients in a message that can be processed by the Pickup directory is 100. Messages that contain more recipients than the specified maximum value are rejected by the Exchange 2007 server.
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To use the Exchange Management Shell to configure the maximum number of recipients in a message that is accepted by the Pickup directory


Run the following command:

Set-TransportServer <Identity> -PickupDirectoryMaxRecipientsPerMessage <NumberOfRecipients>

For example, to set the maximum number of recipients in a message that is accepted by the Pickup directory to 200 on an Exchange 2007 computer named Exchange01, run the following command:

Set-TransportServer Exchange01 -PickupDirectoryMaxRecipientsPerMessage 200




The valid input range for the PickupDirectoryMaxRecipientsPerMessage parameter is 1 to 10000.

Configuring the Maximum Rate of Message Processing for the Pickup Directory

By default, the Pickup directory can process messages at a rate of 100 messages per minute. Limiting the rate of message processing helps prevent performance issues that are caused by processing lots of messages in the Pickup directory.
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To use the Exchange Management Shell to configure the maximum rate of message processing by the Pickup directory

	
Run the following command:

Set-TransportServer <Identity> -PickupDirectoryMaxMessagesPerMinute <MessagesPerMinute>

For example, to set the maximum rate of message processing by the Pickup directory to 200 messages per minute on an Exchange 2007 computer named Exchange01, run the following command:

Set-TransportServer Exchange01 -PickupDirectoryMaxMessagesPerMinute 200




The valid input range for the PickupDirectoryMaxMessagesPerMinute parameter is 1 to 20000. The Pickup directory scans for new message files once every 5 seconds, or 12 times per minute. This 5-second polling interval is not configurable. This means the maximum number of messages that can be processed during each polling interval is the value that you assign to the PickupDirectoryMaxMessagesPerMinute parameter divided by 12 (PickupDirectoryMaxMessagesPerMinute/12). By default, a maximum of just over 8 messages can be processed during each 5-second polling interval.

The rate of message processing for both the Pickup directory and Replay directory is specified by the PickupDirectoryMaxMessagesPerMinute parameter. Each directory can independently process message files at the rate that is specified by the PickupDirectoryMaxMessagesPerMinute parameter. By default, the Pickup directory can process 100 messages per minute, and the Replay directory can process 100 messages per minute simultaneously.

For detailed syntax and parameter information, see Set-TransportServer in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Managing the Replay Directory

By default, the Replay directory exists on every Exchange 2007 computer that has the Hub Transport server role or the Edge Transport server role installed. Correctly formatted e-mail message files that you copy to the Replay directory are submitted for delivery. The Replay directory receives messages from foreign gateway servers and resubmits messages that administrators export from the queues of Exchange 2007 servers.

You use the Set-TransportServer cmdlet for all Replay directory configuration tasks. You use this cmdlet to make the following Replay directory configuration changes:


Enable or disable the Replay directory.


Specify the location of the Replay directory.


Specify a maximum rate for message file processing in messages per minute.

How the Replay Directory Processes Messages

A correctly formatted .eml message file that is copied into the Replay directory is processed for submission in the following steps:

1.
The Replay directory is checked for new message files every 5 seconds. You can't modify this polling interval. You can adjust the rate of message file processing by using the PickupDirectoryMaxMessagesPerMinute parameter on the Set-TransportServer cmdlet. The default value is 100 messages per minute. Files that cannot be opened are left in the Replay directory and are reevaluated at the next poll.

2.
The file is renamed from <filename>.eml to <filename>.tmp. If the <filename>.tmp file already exists, the file is renamed as <filename><datetime>.tmp. If the file renaming fails, an event log error is generated, and the Replay process proceeds to the next file.

3.
After the .tmp file is successfully converted into an e-mail message, a "delete on close" command is issued to the .tmp file. The .tmp file appears to remain in the Replay directory, but the file cannot be opened by anyone else.

4.
After the message is successfully queued for delivery, a "close" command is issued, and the .tmp file is deleted from the Replay directory. If the deletion fails, an event log error is generated. If the Microsoft Exchange Transport service is restarted when there are .tmp files in the Replay directory, all .tmp files are renamed as .eml files and are reprocessed. This could lead to duplicate message transmission.

The Anatomy of an E-Mail Message File

A standard SMTP e-mail message consists of a message envelope and message content. The message envelope contains information that is required for transmitting and delivering the message. The message content contains message header fields that are collectively called the message header, and the message body. The message envelope is described in RFC 2821, and the message header is described in RFC 2822.

When a sender composes an e-mail message and submits it for delivery, the message contains the basic information that is required to comply with SMTP standards, such as a sender, a recipient, the date and time that the message was composed, an optional subject line, and an optional message body. This information is contained in the message itself and, by definition, is contained in the message header. The sender's messaging server generates a message envelope for the message by using the sender and recipient information found in the message header and transmits the message to the Internet for delivery. Recipients never see the message envelope, because it is generated by the message transmission process and is not actually part of the message. Each server that is involved in the transmission of the message may insert message header fields related to the server's role in delivery or other application-specific message header fields into the message header. When the recipient opens the message by using an e-mail client, the e-mail client displays some of the more relevant information from the message header, such as the sender, the recipients, and the subject.

The best analogy for explaining the relationship between the message envelope and the message header is sending conventional mail in a large company. You write a formal business letter with your company's address and the recipient's address in the salutation at the top of the letter. You give the letter to your company's mail room for processing. The mail room personnel create an envelope by using the recipient information in your letter, seal your letter in an envelope, and drop the envelope in the mailbox for delivery. The postal service delivers the envelope to the recipient's company based on the address on the envelope. The mail room personnel at the recipient's company receive the envelope, determine the recipient based on the envelope, open the envelope, and put the letter in the recipient's personal mail box. When the recipient retrieves your letter from their personal mail box, he or she knows, from the information in the salutation, that you wrote the letter and that the letter is for him or her.

Requirements for Message Files in the Replay Directory

The Replay directory is used to resubmit exported Exchange messages and to receive messages from foreign gateway servers. These messages are already formatted for the Replay directory. There is little or no need for an administrator or other application to compose and submit new message files by using the Replay directory. The Pickup directory should be used to create and submit new message files.

The Replay directory messages make extensive use of X-Headers. X-Headers are user-defined, unofficial message header fields that exist in the message header. X-Headers are not specifically mentioned in RFC 2822, but the use of an undefined message header field starting with "X-" has become an accepted way to add unofficial message header fields to a message. The Exchange 2007-specific X-Headers that are used in the message files in the Replay directory can actually set delivery information that normally exists in the message envelope. This feature is required to preserve original message information when you use the Replay directory to process exported messages from another Exchange server.

A message file that is copied into the Replay directory must meet the following requirements for successful delivery:


The message file must be a text file that complies with the basic SMTP message format. Multipurpose Internet Mail Extensions (MIME) message header fields and content are supported.


The message file must have an .eml file name extension.


X-Headers must occur before all regular header fields.


A blank line must exist between the header fields and the message body.

The X-Headers that are described in the following list are required by messages in the Replay directory:


X-Sender:   This X-Header replaces the From: message header field requirement in a typical SMTP message. One X-Sender: field that contains one e-mail address must exist. The Replay directory ignores the From: message header field if it is present, although the recipient's e-mail client displays the value of the From: message header field as the sender of the message. Other parameters usually exist in the X-Sender: field as shown in the following example:

X-Sender: <bob@fabrikam.com> BODY=7bit RET=HDRS ENVID=12345ABCD auth=<someAuth>
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Notes: 


These parameters are message envelope values that are ordinarily generated by the sending server. You may see parameters similar to this in exported message files. 


RET= specifies whether the whole message or only the headers should be returned to the sender if the message cannot be delivered. RET= can have a value of HDRS or FULL.


ENVID= is a message envelope identifier. BODY= specifies the text encoding of the message. AUTH= specifies an authentication mechanism to the messaging server as described in RFC 2554.


X-Receiver:   This X-Header replaces the To: message header field requirement in a typical SMTP message. At least one X-Receiver: field that contains one e-mail address must exist. Multiple X-Receiver: fields are allowed for multiple recipients. The Replay directory ignores the To: message header fields if they are present, although the recipient's e-mail client displays the values of the To: message header fields as the recipients of the message. Other optional parameters may exist in the X-Receiver: fields as shown in the following example:

X-Receiver: <mary@contoso.com> NOTIFY=NEVER ORcpt=mary@contoso.com
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Note: 

These parameters are message envelope values that are ordinarily generated by the sending server. You may see parameters similar to this in exported message files. These parameters are related to delivery status notification (DSN) messages as described in RFC 1891. NOTIFY= can have a value of NEVER, DELAY, or FAILURE. ORcpt= is used to preserve the original recipient of the message.

The X-Headers that are described in the following list are optional for message files in the Replay directory.


X-CreatedBy:   If this X-Header exists, it must not be blank. If the X-CreatedBy: field does not exist, it is added with a value of Unspecified. Typically, the value of this field is MSExchange12, but it also may contain the non-SMTP address space type that is set on a Send connector, such as Notes. This message header field is used for header firewall functionality.


X-EndOfInjectedXHeaders:   The size in bytes of all the X-Headers that are present. This X-Header may be used as a marker to indicate the last X-Header before the regular message header fields start.


X-ExtendedMessageProps:   Extended message properties for the message.


X-HeloDomain:   The HELO/EHLO domain string presented during the initial SMTP protocol conversation.


X-LegacyExch50:   Used to preserve custom properties that are generated by Exchange Server 2003 if Exchange 2003 servers are present.


X-Source:   If the value of this X-Header is not specified, the value of Replay is used. This X-Header is used by the Queue Viewer under the MessageSourceName column. Other possible values for this X-Header are Smtp Receive Connector and Smtp Send Connector.


X-SourceIPAddress:   The IP address of the sending server. This field is 0.0.0.0 if no IP address is specified.

The following is an example of a plain text message that uses acceptable formatting for the Replay directory:

X-Receiver: <mary@contoso.com> NOTIFY=NEVER ORcpt=mary@contoso.com

X-Sender: <bob@contoso.com> BODY=7bit ENVID=12345AB auth=<someAuth>

Subject: Optional message subject

This is the body of the message.

MIME content is also supported in Replay directory message files. MIME defines a broad range of message content that includes languages that can't be represented in 7-bit ASCII text, HTML, and other multimedia content. A complete description of MIME and its requirements is beyond the scope of this topic. The following is an example of a simple MIME message that uses acceptable formatting for the Replay directory:

X-Receiver: <mary@contoso.com> NOTIFY=NEVER ORcpt=mary@contoso.com

X-Sender: <bob@contoso.com> BODY=7bit ENVID=12345ABCD auth=<someAuth>

To: mary@contoso.com

From: bob@contoso.com

Subject: Optional message subject

MIME-Version: 1.0

Content-Type: text/html; charset="iso-8859-1"

Content-Transfer-Encoding: 7bit

<HTML><BODY>

<TABLE>

<TR><TD>cell 1</TD><TD>cell 2</TD></TR>

<TR><TD>cell 3</TD><TD>cell 4</TD></TR>

</TABLE>

</BODY></HTML>

Modifications to the Message Header That Are Made to Message Files in the Replay Directory

The Replay directory deletes the Bcc: message header field from the message file.

The Replay directory adds its own Received: message header field to a message as part of the message submission process. The Received: message header field is applied in the following format:

Received: from <ReceivingServerName> by Replay with <ExchangeServerVersion><DateTime>
The Replay directory modifies the following message header fields in the message header:


Message-ID:   If this message header field is missing or empty, the Replay directory adds a Message-ID: message header field by using the format <GUID>@<defaultdomain>.


Date:   If this message header field is missing or malformed, the Replay directory adds the Date: message header field using the date and time of message processing by the Replay directory.

Failures in Replay Directory Message Processing

Any problems converting a message file into an e-mail message causes the Replay directory to consider the message undeliverable (badmail). A badmail message file has serious problems, such as a missing sender, missing recipients, or formatting problems. Message files that are determined to be badmail are left in the Replay directory and are renamed from <filename>.eml to <filename>.bad. If the <filename>.bad file already exists, the file is renamed to <filename><datetime>.bad. If badmail exists in the Replay directory, an event log error is generated, but the same badmail messages do not generate repeated event log errors.

Security Issues for the Replay Directory

Exchange Server 2003 uses a single Pickup directory for creating and submitting text message files. Exchange 2007 splits this functionality into separate Pickup and Replay directories. The Pickup directory is intended for users or applications to manually create new message files. The Replay directory is intended for the re-submission of exported Exchange e-mail messages and for receiving messages from non-SMTP connectors. This separation of duties allows for the appropriate security to be applied to one directory without affecting the functionality of the other directory.

The following list describes security concerns that are common to the Pickup directory and the Replay directory:


Any security checks that are configured on a Receive connector, such as anti-spam, antivirus, sender filtering, or recipient filtering actions, are not performed on messages that are submitted through the Pickup directory and the Replay directory at the time of message submission.


A compromised Pickup directory or Replay directory can act as an open relay. This enables messages to be resubmitted or "relayed" by using a different server to mask the true source of the messages.

The following list describes additional security concerns that apply to the Replay directory:


The X-Headers that are used by the Replay directory allow for the manual creation of the message envelope. The information in the X-Sender: and X-Receiver: fields can be completely different from the To: or From: message header fields that are displayed by e-mail clients. Such an impersonation of a sender and a domain is frequently called spoofing. A spoofed mail is an e-mail message that has a sending address that was modified to appear as if it originates from a sender other than the actual sender of the message.


If the X-CreatedBy: field has the value of MSExchange12, the destination is considered trustworthy, and a header firewall is not applied. A header firewall is a way for Exchange to preserve X-Headers in messages that are transmitted between trusted Exchange 2007 servers or to remove potentially revealing X-Headers from messages that are transmitted to untrusted destinations outside the Exchange organization. These X-Headers can be used to share Exchange 2007 information such as spam confidence level (SCL), message signing, or encryption between authorized Exchange 2007 servers. Revealing this information to unauthorized sources could pose a potential security risk.

The separation of the Pickup directory and the Replay directory means you can apply different levels of security to each directory. Tighter security should be applied to the Replay directory because of the additional security risks that are associated with the Replay directory. Users or applications that must generate and submit new messages can be granted access to the Pickup directory, and should not need access to the Replay directory.

Permissions for the Replay Directory

The following permissions are required on the Replay directory:


Administrator: Full Control


System: Full Control


Network Service: Read, Write, and Delete Subfolders and Files

By default, the Microsoft Exchange Transport service uses the security credentials of the Network Service user account to manage the location and permissions of the Replay directory. The Network Service account requires these permissions on the Replay directory so that .eml files can be opened, renamed to .tmp and deleted, or renamed to .bad if the message is classified as badmail.

You can move the location of the Replay directory by using the ReplayDirectoryPath parameter on the Set-TransportServer cmdlet. Successfully changing the location of the Replay directory depends on the rights that are granted to the Network Service account at the new Replay directory and whether the new Replay directory already exists. If the new Replay directory does not already exist, and the Network Service account has the rights that are required to create folders and apply permissions at the new location, the new Replay directory is created, and the correct permissions are applied to it. If the new Replay directory already exists, the existing folder permissions are not checked. Whenever you move the Replay directory by using the ReplayDirectoryPath parameter with the Set-TransportServer cmdlet, it is always a good idea to verify that the new Replay directory exists and that the new directory has the correct permissions applied to it. If your change to the Replay directory is not successful, you can create the new Replay directory and apply the correct permissions to it before you use the ReplayDirectoryPath parameter with the Set-TransportServer cmdlet.

How to Configure the Replay Directory

By default, the Replay directory exists on every Exchange 2007 computer that has the Hub Transport server role or the Edge Transport server role installed. Correctly formatted e-mail message files that you copy to the Replay directory are submitted for delivery. The Replay directory receives messages from non-SMTP foreign gateway servers and resubmits messages that administrators export from the queues of Exchange 2007 servers.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Server Administrator role and local Administrators group for the target server

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.
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Note: 

You cannot configure the Replay directory by using the Exchange Management Console. To configure the Replay directory, you must use the Exchange Management Shell. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Configuring the Replay Directory Location

By default, the Replay directory is located at C:\Program Files\Microsoft\Exchange Server\TransportRoles\Replay. The directory must be local to the Exchange 2007 computer.
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To use the Exchange Management Shell to configure the location of the Replay directory

	
Run the following command:

Set-TransportServer <Identity> -ReplayDirectoryPath <LocalFilePath>

For example, to set the Replay directory to C:\Replay Directory on an Exchange 2007 computer named Exchange01, run the following command:

Set-TransportServer Exchange01 -ReplayDirectoryPath "C:\Replay Directory"



Setting the value of the ReplayDirectoryPath parameter to $null disables the Replay directory. The directory that is specified by the ReplayDirectoryPath parameter and the PickupDirectoryPath parameter can't be the same.

Changing the location of the Replay directory does not copy any existing message files from the old Replay directory to the new Replay directory. The new Replay directory location is active almost immediately after the configuration change, but any existing message files are left in the old Replay directory.

The following permissions are required on the Replay directory:


Administrator: Full Control


System: Full Control


Network Service: Read, Write, and Delete Subfolders and Files

By default, the Microsoft Exchange Transport service uses the security credentials of the Network Service user account to create the new Replay directory and apply the correct permissions. If the new Replay directory does not already exist and the Network Service account has the rights that are required to create folders and apply permissions at the new location, the new Replay directory is created, and the correct permissions are applied to it. If the new Replay directory already exists, the existing folder permissions are not checked. When you move the Replay directory by using the ReplayDirectoryPath parameter with the Set-TransportServer cmdlet, it is a good idea to verify that the new Replay directory exists and that the new Replay directory has the correct permissions applied to it. If the Replay directory change is not successful, you can create the new Replay directory and apply the correct permissions to it before you use the ReplayDirectoryPath parameter with the Set-TransportServer cmdlet.

Configuring the Maximum Rate of Message Processing for the Replay Directory

By default, the Replay directory can process messages at a rate of 100 messages per minute. Limiting the rate of message processing helps prevent performance issues caused by processing lots of messages in the Replay directory.
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To use the Exchange Management Shell to configure the maximum rate of message processing by the Replay directory


Run the following command:

Set-TransportServer <Identity> -PickupDirectoryMaxMessagesPerMinute <MessagesPerMinute>

For example, to set the maximum rate of message processing by the Replay directory to 200 messages per minute on an Exchange 2007 computer named Exchange01, run the following command:

Set-TransportServer Exchange01 -PickupDirectoryMaxMessagesPerMinute 200




The valid input range for the PickupDirectoryMaxMessagesPerMinute parameter is 1 to 20000. The Replay directory scans for new message files once every 5 seconds, or 12 times per minute. This 5 second polling interval is not configurable. This means the maximum number of messages that can be processed during each polling interval is the value that you assign to the PickupDirectoryMaxMessagesPerMinute parameter divided by 12 (PickupDirectoryMaxMessagesPerMinute/12). By default, a maximum of just over 8 messages can be processed during each 5-second polling interval.

The rate of message processing for both the Pickup directory and the Replay directory is specified by the PickupDirectoryMaxMessagesPerMinute parameter. Each directory can independently process message files at the rate specified by the PickupDirectoryMaxMessagesPerMinute parameter. By default, the Pickup directory can process 100 messages per minute, and the Replay directory can process 100 messages per minute simultaneously.

For detailed syntax and parameter information, see Set-TransportServer in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Managing Queues

This topic provides an overview of queues in Exchange 2007 and the queue management tasks that administrators can perform. You can manage queues and messages that are located in the queues by using the Queue Viewer graphical user interface and by using commands in the Exchange Management Shell.

Overview

A queue is a temporary holding location for messages that are waiting to enter the next stage of processing. Each queue represents a logical set of messages that a transport server processes in a specific order.

The Exchange Management Shell and the Exchange Queue Viewer support two types of interaction with queues. You can use these interfaces to view the status and contents of queues and detailed message properties. You can also use these interfaces to perform actions that modify queues or the messages in the queues.

Exchange 2007 uses an Extensible Storage Engine (ESE) database for queue storage. Formerly known as JET, ESE is a method that defines a low-level API to the underlying database structures in Exchange Server. For more information about how to manage the queuing database, see Managing the Queue Database. This topic includes information about how to change the default location of the queuing database.

Exchange 2007 uses Simple Mail Transfer Protocol (SMTP) technology to transport messages to and from the Internet, and between Active Directory directory service sites. SMTP is a member of the TCP/IP suite of protocols that governs the exchange of e-mail between message transfer agents. The Hub Transport server uses Exchange remote procedure call (RPC) to communicate with a Mailbox server for MAPI message delivery.

Messages that come from and go out to the Internet are queued at the computer that has the Edge Transport server role installed. Messages in transport in the Exchange 2007 organization are queued at the computer that has the Hub Transport server role installed.

Types of Queues

The routing of a message determines the type of queue in which a message is stored. The following types of queues are used in Exchange 2007:


Submission queue   A persistent queue that is used by the categorizer to gather all messages that have to be resolved, routed, and processed by Transport agents. The categorizer is a component of Exchange transport that processes all inbound messages and determines what to do with the messages based on information about the intended recipients. In Exchange 2007, the Edge Transport server uses the categorizer to route the message to the appropriate destination. The Hub Transport server uses the categorizer to expand distribution lists and to identify alternative recipients and forwarding addresses. After the categorizer retrieves full information about recipients, it uses that information to apply policies, route the message, and perform content conversion.

All messages that are received by a transport server enter processing in the Submission queue. Messages are submitted through SMTP-receive, the Pickup directory, or the store driver. The categorizer retrieves messages from this queue and, among other things, determines the location of the recipient and the route to that location. After categorization, the message is moved to a delivery queue or to the unreachable queue. Each Exchange 2007 transport server has only one Submission queue. Messages that are in the Submission queue cannot be in other queues at the same time.


Mailbox delivery queue   The mailbox delivery queues hold messages that are being delivered to a mailbox server by using encrypted Exchange RPC. Mailbox delivery queues exist on Hub Transport servers only. The mailbox delivery queue holds messages that are being delivered to mailbox recipients whose mailbox data is stored on a Mailbox server that is located in the same site as the Hub Transport server. More than one mailbox delivery queue can exist on a Hub Transport server. The next hop for a mailbox delivery queue is the distinguished name of the mailbox store.


Remote delivery queue   Remote delivery queues hold messages that are being delivered to a remote server by using SMTP. Remote delivery queues can exist on both Hub Transport servers and Edge Transport servers, and more than one remote delivery queue can exist on each server. Each remote delivery queue contains messages that are being routed to recipients that have the same delivery destination. On an Edge Transport server, these destinations are external SMTP domains or SMTP connectors. On a Hub Transport server, these destinations are outside the Active Directory site in which the Hub Transport server is located. Remote delivery queues are dynamically created when they are required and are automatically deleted from the server when they no longer hold messages and the configurable expiration time has passed. By default, the queue is deleted three minutes after the last message has left the queue. The next hop for a remote delivery queue is an SMTP domain name, a smart host name or IP address, or an Active Directory site name.


Poison message queue   The poison message queue is a special queue that is used to isolate messages that are detected to be potentially harmful to the Exchange 2007 system after a server failure. Messages that contain errors that are potentially fatal to the Exchange Server system are delivered to the poison message queue. This queue is typically empty, and if no poison messages exist, the queue does not appear in the queue viewing interfaces. The poison message queue is always in a ready state. By default, all messages in this queue are suspended. The messages can be deleted if they are considered to be harmful to the system. If the event that caused the message to enter the poison message queue is determined to be unrelated to the message, delivery of the message can be resumed. When delivery is resumed, the message enters the Submission queue.


Unreachable queue   Each transport server can have only one Unreachable queue. The Unreachable queue contains messages that cannot be routed to their destinations. Typically, an unreachable destination is caused by configuration changes that have modified the routing path for delivery. Regardless of destination, all messages that have unreachable recipients reside in this queue.

When a message is received by transport, a transport mail item is created and saved to the database. A unique identifier is assigned to the transport mail item when it enters the database. If a message, or transport mail item, is being routed to more than one recipient, the item can have more than one destination. Each destination represents a separate routing solution for the transport mail item, and each routing solution causes a routed mail item to be created.

The routed mail item is a reference to the transport mail item and is the unit of operation for queuing actions. If a transport mail item has more than one routing solution, more than one routed mail item references the same transport mail item. A message that is being sent to recipients in two different domains appears as two distinct messages in the delivery queues, even if only one transport mail item is in the database.

Queue Management

When you experience a mail flow problem or an influx of spam, you can perform intrusive operations that modify the status of queues and messages that are located in queues. You can perform an action on a single object, or you can perform a bulk action on more than one selected object. Use the Queue Viewer graphical user interface and commands in the Exchange Management Shell in Exchange 2007 to retrieve information about messages and delivery queues. After you retrieve this information, you can select the queues and messages that you want to manage.

You use the Queue Viewer or commands in the Exchange Management Shell to create filter criteria to identify the queues and messages that you want to manage. The filter criteria are based on the following attributes:


Queue state


Queue properties


Message state


Message properties

For more information about how to filter queues, see Filtering Queues. For more information about how to filter messages, see Filtering Messages.

Queue Management Tasks

You use the Queue Viewer or commands in the Exchange Management Shell to view information about queues and messages. You can also use these tools to perform the following intrusive actions:


Suspend queue   This action temporarily prevents delivery of messages that are currently in the queue. The queue continues to accept new messages, but no messages leave the queue. For more information, see How to Suspend Queues.


Resume queue   This action reverses the effect of the suspend queue action and enables delivery of queued messages to resume. For more information, see How to Resume Queues.


Retry queue   When a connection to the next hop for a queue fails, a retry timer is set. The retry timer schedules subsequent connection tries. The retry queue action overrides the next scheduled connection attempt and tries to connect to the next hop immediately. If no connection is made, the next retry time is reset. For more information, see How to Retry Queues.

You can also use the Retry-Queue cmdlet together with the Resubmit parameter to cause the messages in the queue to be resubmitted to the Submission queue and to go back through the categorization process. You can manually resubmit messages that have the following status:


Mailbox delivery queues or remote delivery queues that have the status of Retry. The messages in the queues must not be in the Suspended state.


Messages in the Unreachable queue that are not in the Suspended state.


Messages in the poison message queue.

For more information, see How to Resubmit Messages in Queues.


Suspend message   This action temporarily prevents delivery of a message. You can use the suspend message action to prevent delivery of a message to all the recipients in a specific queue or to all recipients in all queues. For more information, see How to Suspend Messages.


Resume message   This action reverses the effect of the suspend message action and enables delivery of queued messages to resume. You can use the resume message action to resume delivery of a message to all the recipients in a specific queue or to all recipients in all queues. You can also use this action to resubmit messages in the poison message queue. For more information, see How to Resume Messages.


Remove message   This action permanently prevents delivery of a message. You can use the remove message action to prevent delivery of a message to any recipients in a specified queue or to all recipients in all queues. You can also configure the remove message action to send a non-delivery report (NDR) to the sender when the message is removed. For more information, see How to Remove Messages from Queues.


Export message   This action copies a message to the file path that you specify. The messages are not deleted from the queue, but a copy of the message is saved to a file location. This enables administrators or officials in an organization to later examine the messages. Before you export a message, you must suspend the message in the queue so that typical delivery does not continue during the export process. The export format is compatible with e-mail applications such as Microsoft Office Outlook. Save the message in .eml format to make sure that the operating system associates the file with an e-mail application. For more information, see How to Export Messages from Queues.

For More Information

For more information, see the following topics in this guide:


Using the Exchange Management Shell to Manage Queues

Using the Queue Viewer to Manage Queues

Filtering Queues

Filtering Messages
· Queue Cmdlets
Managing the Queue Database

A queue is a temporary holding location for messages that are waiting to enter the next stage of processing. Each queue represents a logical set of messages that a transport server processes in a specific order. Queues exist only on servers that have the Hub Transport server role or Edge Transport server role installed.

Exchange 2007 uses an Extensible Storage Engine (ESE) database for queue message storage. Formerly known as JET, ESE is a method that defines a low-level API to the underlying database structures in Exchange Server.

An Overview of Queues

The following table lists the queues that exist on a Hub Transport server or Edge Transport server and their characteristics.

Queues that exist on a Hub Transport server or Edge Transport server
	Queue name
	Server role
	Number of queues on the server

	Mailbox delivery queue
	Hub Transport
	One queue for every unique destination Mailbox server.

	Poison message queue
	Edge Transport

Hub Transport
	1

	Remote delivery queue
	Edge Transport

Hub Transport
	Edge Transport: One queue for every unique destination Simple Mail Transfer Protocol (SMTP) domain or smart host.

Hub Transport: One queue for every unique remote Active Directory directory service site.

	Submission queue
	Edge Transport

Hub Transport
	1

	Unreachable queue
	Edge Transport

Hub Transport
	1


An Overview of Queue Database Files

All the different queues are stored in a single ESE database. By default, this queue database is located at C:\Program Files\Microsoft\Exchange Server\TransportRoles\data\Queue.

Like any ESE database, the queue database uses log files to accept, track, and maintain data. To enhance performance, all message transactions are written first to log files and memory, and then to the database file. The checkpoint file tracks the transaction log entries that have been committed to the database. During an ordinary shutdown of the Microsoft Exchange Transport service, uncommitted database changes that are found in the transaction logs are always committed to the database.

Circular logging is used for the queue database. This means that the history of committed transactions that are found in the transaction logs is not maintained. Any transaction logs that are older than the current checkpoint are immediately and automatically deleted. Therefore, the transaction logs cannot be replayed for queue database recovery from backup.

The following table lists the files that constitute the queue database.

Files that constitute the queue database
	File
	Description

	Mail.que
	This queue database file stores all the queued messages.

	Tmp.edb
	This temporary database file is used to verify the queue database schema on startup.

	Trn*.log
	This transaction log records all changes to the queue database. Changes to the database are first written to the transaction log and are then committed to the database. Trn.log is the current active transaction log file. Trntmp.log is the next provisioned transaction log file that is created in advance. If the existing Trn.log transaction log file reaches its maximum size, Trn.log is renamed to Trnnnnn.log, where nnnn is a sequence number. Trntmp.log is then renamed Trn.log and becomes the current active transaction log file.

	Trn.chk
	This checkpoint file tracks the transaction log entries that have been committed to the database. This file is always in the same location as the mail.que file.

	Trnres00001.jrs

Trnres00002.jrs
	These reserve transaction log files act as placeholders. They are only used when the hard disk drive that contains the transaction log runs out of space to stop the queue database cleanly.


Options for Configuring the Queue Database

You can't use the Exchange Management Console or the Exchange Management Shell to configure the queue database. You configure the queue database by modifying the EdgeTransport.exe.config file that is located in C:\Program Files\Microsoft\Exchange Server\Bin. The EdgeTransport.exe.config file is an XML application configuration file that is associated with the EdgeTransport.exe file. EdgeTransport.exe and MSExchangeTransport.exe are the executable files that are used by the Microsoft Exchange Transport service. This service runs on every Hub Transport server or Edge Transport server. Changes that are made to the EdgeTransport.exe.config file are applied after the Microsoft Exchange Transport service is restarted.

The following is a basic example of the EdgeTransport.exe.config file structure:

<configuration>
   <runtime>
      <gcServer enabled="true" />
   </runtime>
   <appSettings>
      <add key="ConfigurationOption" value="Value" />
      …
   </appSettings>
</configuration>
The <appSettings> section is where you can add new configuration options or modify existing configuration options. Many configuration options that are completely unrelated to the queue database are also available. However they are outside the scope of this topic and won't be discussed here.

[image: image169.png]


Note: 

The parameter names in the <add key=../> section are case sensitive.

The configuration options for the queue database that are available in the EdgeTransport.exe.config file are described in the following table.

Message queue database configuration options that are available in the EdgeTransport.exe.config file
	Parameter name
	Description

	QueueDatabaseBatchSize
	This parameter specifies the number of database I/O operations that can be grouped together before they are executed. The default value is 40.

	QueueDatabaseBatchTimeout
	This parameter specifies the maximum time in milliseconds that the database will wait for multiple database I/O operations to group before it executes them. The database I/O operations are executed without waiting for any more if the following conditions are true:


The number of database I/O operations that is specified by the QueueDatabaseBatchSize parameter has not been reached.


The time specified QueueDatabaseBatchTimeout parameter has passed.

The default value is 100.

	QueueDatabaseMaxConnections
	This parameter specifies the number of ESE database connections that can be open. The default value is 4.

	QueueDatabaseLoggingBufferSize
	This parameter specifies the memory that is used to cache the transaction records before they are written to the transaction log file. The default value is 524288 bytes.

	QueueDatabaseLoggingFileSize
	This parameter specifies the maximum size of a transaction log file. When the maximum log file size is reached, and new log file is opened. The default value is 5242880 bytes.

	QueueDatabaseLoggingPath
	This parameter specifies the default directory for the queue database log files. The default value is C:\Program Files\Microsoft\Exchange Server\TransportRoles\data\Queue. Before you change the queue database logging directory, make sure that the new directory exists. Also make sure that the following file permissions are applied to it: Network Service: Full Control; System: Full Control; Administrators: Full Control.

	QueueDatabaseMaxBackgroundCleanupTasks
	This parameter specifies the maximum number of background cleanup work items that can be queued to the database engine thread pool at any time. The default value is 32.

	QueueDatabaseOnlineDefragEnabled
	The parameter enables or disables scheduled online defragmentation of the mail queue database. The default value is $true.

	QueueDatabaseOnlineDefragSchedule
	This parameter specifies the time of day in 24 hour format to start the online defragmentation of the mail queue database. To specify a value, enter the value as a time span: hh:mm:ss, where h = hours, m = minutes, and s = seconds. The default value is 1:00:00 or 1:00 AM.

	QueueDatabaseOnlineDefragTimeToRun
	This parameter specifies the time that the online defragmentation task is allowed to run. Even if the defragmentation task does not finish in the time specified, the queue database is left in a consistent state. To specify a value, enter the value as a time span: hh:mm:ss, where h = hours, m = minutes, and s = seconds. The default value is 3:00:00.

	QueueDatabasePath
	This parameter specifies the default directory for the queue database files. The default value is C:\Program Files\Microsoft\Exchange Server\TransportRoles\data\Queue. Before you change the queue database directory, make sure that the new directory exists. Also make sure that the following file permissions are applied to it: Network Service: Full Control; System: Full Control; Administrators: Full Control.


How to Change the Location of the Queue Database

A queue is a temporary holding location for messages that are waiting to enter the next stage of processing. Each queue represents a logical set of messages that a transport server processes in a specific order. 

Exchange 2007 uses an Extensible Storage Engine (ESE) database for queue message storage. Formerly known as JET, ESE is a method that defines a low-level API to the underlying database structures in Exchange Server. All the different queues are stored in a single ESE database. Queues exist only on servers that have the Hub Transport server role or the Edge Transport server role installed.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Server Administrator role and local Administrators group for the target server

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer..

Changing the Location of the Queue Database

The location of the queue database is controlled by the QueueDatabasePath parameter in the EdgeTransport.exe.config application configuration file that is located in the C:\Program Files\Microsoft\Exchange Server\Bin directory. The following list describes some important items to consider when you change the location of the queue database:


If the target directory doesn't exist, it will be created for you if the parent directory has the following permissions applied to it:


Network Service: Full Control


System: Full Control


Administrators: Full Control


The existing queue database files Mail.que and Trn.chk are not moved. New queue database files are created at the new location after you save the EdgeTransport.exe.config application configuration file and restart the Microsoft Exchange Transport service. The existing database files are left at the old location. However, they are no longer used.


If you want to change the location of the queue database but reuse the existing queue database files, you must move or copy the database files when the Microsoft Exchange Transport service is stopped.

Creating a New Queue Database at a New Location
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To create an new queue database at a new location

	1.
Open the following file by using Notepad: C:\Program Files\Microsoft\Exchange Server\Bin\EdgeTransport.exe.config.

2.
Modify the following line in the <appSettings> section:

<add key="QueueDatabasePath" value="<LocalPath>" />

For example, to create a new queue database at the location "C:\Queue\QueueDB", modify the QueueDatabasePath parameter as follows:

<add key="QueueDatabasePath" value="C:\Queue\QueueDB" />

3.
Save and close the EdgeTransport.exe.config file.

4.
Restart the Microsoft Exchange Transport service.

5.
Verify that the new Mail.que and Trn.chk files are created at the new location.

6.
Remove the unused Mail.que and Trn.chk files from the original location.


Reusing an Existing Queue Database at a New Location
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To reuse an existing queue database at a new location

	1.
Create the directory where you want to keep the queue database. Make sure that the correct permissions are applied to the directory.

2.
Open the following file by using Notepad: C:\Program Files\Microsoft\Exchange Server\Bin\EdgeTransport.exe.config.

3.
Modify the following line in the <appSettings> section:

<add key="QueueDatabasePath" value="<LocalPath>" />

For example, to change the location to "C:\Queue\QueueDB", modify the QueueDatabasePath parameter as follows:

<add key="QueueDatabasePath" value="C:\Queue\QueueDB" />

4.
Save and close the EdgeTransport.exe.config file.

5.
Stop the Microsoft Exchange Transport service.

6.
Copy the files Mail.que and Trn.chk from the original location to the new location.

7.
Start the Microsoft Exchange Transport service.

8.
Remove the unused Mail.que and Trn.chk files from the original location.


Changing the Location of the Queue Database Transaction Logs

The location of the queue database transaction logs is controlled by the QueueDatabaseLoggingPath parameter in the EdgeTransport.exe.config application configuration file. The following list describes some important points about how to change the location of the queue database transaction logs:


If the target directory doesn't exist, it will be created for you if the parent directory has the following permissions applied to it:


Network Service: Full Control


System: Full Control


Administrators: Full Control


The existing queue database transaction log files Trn.log, Trntmp.log, Trnnnn.log, Trnres00001.jrs, Trnres00002.jrs, and Temp.edb are not moved. New queue database transaction logs are created at the new location after you save the EdgeTransport.exe.config application configuration file and restart the Microsoft Exchange Transport service. The existing transaction log files are left at the old location. However, they are no longer used.
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Note: 

Temp.edb is used to verify the queue database schema when the Microsoft Exchange Transport service starts. Although Temp.edb is not a transaction log file, it is kept in the same location as the transaction log files.

Creating New Queue Transaction Logs at a New Location
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To create an new queue database transaction logs at a new location

	1.
Open the following file by using Notepad: C:\Program Files\Microsoft\Exchange Server\Bin\EdgeTransport.exe.config.

2.
Modify the following line in the <appSettings> section:

<add key="QueueDatabaseLoggingPath" value="<LocalPath>" />

For example, to create a new queue database at the location "C:\Queue\QueueLogs," modify the QueueDatabaseLoggingPath parameter as follows:

<add key="QueueDatabaseLoggingPath" value="C:\Queue\QueueLogs" />

3.
Save and close the EdgeTransport.exe.config file.

4.
Restart the Microsoft Exchange Transport service.

5.
Verify that the new Trn.log, Trntmp.log, Trnres00001.jrs, Trnres00002.jrs, and Temp.edb files are created at the new location.

6.
Remove the unused Trn.log, Trntmp.log, Trnnnn.log, Trnres00001.jrs, Trnres00002.jrs, and Temp.edb files from the original location.


Reusing Existing Queue Transaction Logs at a New Location

Under ordinary circumstances, you should not have to reuse existing transaction logs at a new location. An ordinary shutdown of the Microsoft Exchange Transport service commits all uncommitted transaction log entries to the queue database. Circular logging is used. Therefore transaction logs that contain previously committed database changes are not preserved. Only disaster recovery scenarios where the Microsoft Exchange Transport service wasn't shut down correctly or a hard disk drive failure would require that you restore and relocate an existing queue database and its existing transaction logs.
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To reuse an existing queue database transaction logs at a new location

	1.
Create the directory where you want to keep the queue database transaction logs. Make sure that the correct permissions are applied to the directory.

2.
Open the following file by using Notepad: C:\Program Files\Microsoft\Exchange Server\Bin\EdgeTransport.exe.config.

3.
Modify the following line in the <appSettings> section:

<add key="QueueDatabaseLoggingPath" value="<LocalPath>" />

For example, to change the location to "C:\Queue\QueueLogs", modify the QueueDatabaseLoggingPath parameter as follows:

<add key="QueueDatabaseLoggingPath" value="C:\Queue\QueueLogs" />

4.
Save and close the EdgeTransport.exe.config file.

5.
Stop the Microsoft Exchange Transport service.

6.
Copy the existing Trn.log, Trntmp.log, Trnnnnn.log, Trnres00001.jrs, Trnres00002.jrs, and Temp.edb files to the new location.

7.
Start the Microsoft Exchange Transport service.

8.
Remove the unused Trn.log, Trntmp.log, Trnnnnn.log, Trnres00001.jrs, Trnres00002.jrs, and Temp.edb files from the original location.


Managing Message Retry, Resubmit, and Expiration Intervals

Computers that are running Exchange 2007 and that have the Hub Transport server role or Edge Transport server role installed contain queues, Send connectors, and Receive connectors. The queues hold the messages that must be delivered. The connectors establish the inbound or outbound paths to deliver the messages.

Messages that cannot be successfully delivered are subject to various retry, resubmit, and expiration deadlines based on the message's source and destination. Retry is a renewed connection attempt with the destination domain, smart host, or Mailbox server. Resubmit is the act of sending messages back to the Submission queue for the categorizer to reprocess. The message is said to "time-out" or expire after all delivery efforts have failed over a specified period of time. After a message expires, the sender is notified of the delivery failure. Then the message is deleted from the queue.

In all three cases of retry, resubmit, or expire, you can manually intervene before the automatic actions are performed on the messages.

Configuration Options for Message Retry

When a transport server cannot connect to the next hop, the queue is put in a status of Retry. Connection attempts continue until the queue expires or a connection is made.

Configuration Options for Automatic Message Retry

The configuration options that are available for message retry intervals are described in the following table.

Configuration options that are available for message retry intervals
	Parameter name
	Default value
	Where to configure
	Description

	QueueGlitchRetryCount
	4
	EdgeTransport.exe.config
	This parameter specifies the number of connection attempts that are immediately tried when a transport server has trouble connecting with the destination server. Such connection problems are typically caused by very brief network outages. Typically, you don't have to modify this parameter unless the network is unreliable and continues to experience many accidentally dropped connections.

	QueueGlitchRetryInterval
	1 minute
	EdgeTransport.exe.config
	This parameter controls the connection interval between each connection attempt that is specified by the QueueGlitchRetryCount parameter. Typically, you don't have to modify this parameter unless the network is unreliable and continues to experience many accidentally dropped connections.

	TransientFailureRetryCount
	6
	Set-TransportServer cmdlet or transport server properties in the Exchange Management Shell
	This parameter specifies the number of connection attempts that are tried after the connection attempts that are controlled by the QueueGlitchRetryCount and QueueGlitchRetryInterval parameters have failed. Connection problems that exhaust the QueueGlitchRetry parameters can be caused by such things as server restarts or cached DNS lookup failures.

	TransientFailureRetryInterval
	
Hub Transport server: 5 minutes


Edge Transport server: 10 minutes
	Set-TransportServer cmdlet or transport server properties in the Exchange Management Shell 
	This parameter controls the connection interval between each connection attempt that is specified by the TransientFailureRetryCount parameter.

	OutboundConnectionFailureRetryInterval
	
Hub Transport server: 10 minutes


Edge Transport Server: 30 minutes
	Set-TransportServer cmdlet or transport server properties in the Exchange Management Shell
	This parameter specifies the retry interval for outbound connection attempts that have previously failed. The previously failed connection attempts are controlled by the TransientFailureRetryCount and TransientFailureRetryInterval parameters.

	MessageRetryInterval
	1 minute
	Set-TransportServer cmdlet
	This parameter specifies the retry interval for individual messages that have a status of Retry. We recommend that you don't modify the default value unless Microsoft Support Services advises you to do this.

	MailboxDeliveryQueueRetryInterval
	5 minutes
	EdgeTransport.exe.config
	This parameter controls the retry interval for mailbox delivery queues between Hub transport servers.


The EdgeTransport.exe.config file is an XML application configuration file that is associated with the EdgeTransport.exe file. EdgeTransport.exe and MSExchangeTransport.exe are the executable files that are used by the Microsoft Exchange Transport service. This service runs on every Hub Transport server or Edge Transport server. Changes that are saved to the EdgeTransport.exe.config file are applied after the Microsoft Exchange Transport service is restarted.

The following is a basic example of the EdgeTransport.exe.config file structure:

<configuration>
   <runtime>
      <gcServer enabled="true" />
   </runtime>
   <appSettings>
      <add key="ConfigurationOption" value="Value" />
      …
   </appSettings>
</configuration>
The <appSettings> section is where you can add new configuration options or modify existing configuration options. There are many configuration options available that are completely unrelated to the message retry, resubmit, and expiration intervals. Any configuration options that don't involve these intervals are outside the scope of this topic. They won't be discussed here.
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Note: 

The parameter names in the <add key=../> section are case sensitive.

For more information, see How to Configure Message Retry, Resubmit, and Expiration Intervals.

Configuration Options for Manual Message Retry

When a mailbox delivery queue or a remote delivery queue is in the status of Retry, you can manually force an immediate connection attempt by using the Queue Viewer in the Exchange Management Console or the Retry-Queue cmdlet in the Exchange Management Shell. The manual retry attempt overrides the next scheduled retry time. If the connection is not successful, the retry interval timer is reset. The delivery queue must be in a status of Retry for this action to have any effect.

For more information, see How to Retry Queues.

Configuration Options for Delay DSN Notification Messages

After each message delivery failure, the Edge Transport server or the Hub Transport server generates a delay delivery status notification (DSN) message and queues it for delivery to the sender of the undeliverable message. This delay DSN message is sent only after a specified delay notification time-out interval, and only if the failed message wasn't successfully delivered during that time. By default, the delay notification time-out interval is 4 hours. This delay prevents the sending of unnecessary delay DSN messages that may be caused by temporary message transmission failures. The sending of delay DSN notification messages can be selectively enabled or disabled for messages that originate inside or outside the Exchange organization.

The configuration options that are available for delay DSN notification messages are described in the following table.

Configuration options that are available for delay DSN notification messages
	Parameter name
	Default value
	Location
	Description

	DelayNotificationTimeOut
	4 hours
	Set-TransportServer
	This parameter specifies how long the server waits before it sends a delay DSN message to the message's sender. The value of this parameter should always be greater than the value of the TransientFailureRetryCount parameter multiplied by the value of the TransientFailureRetryInterval.

	ExternalDelayDSNEnabled
	$True
	Set-TransportServer
	This parameter specifies whether delay DSN messages can be sent to message senders who are outside the Exchange organization.

	InternalDelayDSNEnabled
	$True
	Set-TransportServer
	This parameter specifies whether delay DSN messages can be sent to message senders who are inside the Exchange organization.


For more information, see How to Configure Message Retry, Resubmit, and Expiration Intervals.

Configuration Options for Message Resubmission

Message resubmission sends undelivered messages back to the Submission queue to be reprocessed by the categorizer.

Automatic Message Resubmission

Undelivered messages are automatically resubmitted if the delivery queue is in the status of Retry and has been unable to successfully deliver any messages for a specified period of time. That period of time is controlled by the MaxIdTimeBeforeResubmit parameter in the EdgeTransport.exe.config application configuration file. By default, the value of the MaxIdTimeBeforeResubmit parameter is 12 hours. Only messages in mailbox delivery queues or remote delivery queues are candidates for automatic resubmission.

For more information, see How to Configure Message Retry, Resubmit, and Expiration Intervals.

Manual Message Resubmission

You can manually resubmit messages that have the following status on a Hub Transport server or an Edge Transport server:


Mailbox delivery queues or remote delivery queues that have the status of Retry. The messages in the queues must not be in the Suspended state.


Messages that are in the Unreachable queue and are not in the Suspended state.


Messages that are in the poison message queue.

For more information about the poison message queue and the Unreachable queue, see "About the Poison Message Queue and the Unreachable Queue" later in this topic.

If you want to manually resubmit messages that are located in the mailbox delivery queues, the Remote Delivery queues, or the Unreachable queue without waiting for the time that is specified by the MaxIdleTimeBeforeResubmit parameter to pass, you must use the Retry-Queue cmdlet with the Resubmit parameter. To manually resubmit messages that are located in the poison message queue, you can use the Queue Viewer or the Resume-Message cmdlet to resume the message.

For more information, see the following topics:


How to Resubmit Messages in Queues

How to Resume Messages
Another way that you can manually resubmit messages is to suspend the messages, export the messages to text files that have the .eml file name extension, and then copy the .eml files to the Replay directory on any Hub Transport server or Edge Transport server. This resubmission method works for messages that are located in the mailbox delivery queues, remote delivery queues, or the Unreachable queue. Messages that are located in the poison message queue are already in the Suspended state. Messages that are located in the Submission queue cannot be suspended or exported.
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Note: 

When you export messages from a queue, you do not remove the messages from the queue. After you export the messages and successfully resubmit them by using the Replay directory, you should remove the suspended messages to avoid duplicate message delivery.

For more information, see How to Export and Resubmit Messages.

Configuration Options for Message Expiration

The message expiration time-out interval specifies the maximum length of time that an Edge Transport server or a Hub Transport server tries to deliver a failed message. If the message cannot be successfully delivered before the expiration time-out interval has passed, a non-delivery report (NDR) that contains the original message or the message headers is delivered to the sender.

Automatic Message Expiration

The message expiration time-out interval is controlled by the MessageExpirationTimeOut parameter in the Set-TransportServer cmdlet or in the transport server properties in the Exchange Management Shell. By default, the value of the MessageExpirationTimeOut parameter is 2 days.

For more information, see the following topics:


How to Configure Message Retry, Resubmit, and Expiration Intervals

Set-TransportServer in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320)
Manual Message Expiration

Although you can't manually force messages to expire, you can manually remove messages from any queue, except the Submission queue, with or without an NDR.

For more information, see How to Remove Messages from Queues.

About the Poison Message Queue and the Unreachable Queue

The categorizer sends messages to the Unreachable queue when there is no known route to their destinations. Typically, an unreachable destination is caused by a configuration error that affects the delivery path. For example, the messages will be sent to the Unreachable queue if the following conditions are true:


There are messages in the "Contoso.com" remote delivery queue.


You delete the Send connector that is used to reach the Contoso.com domain.

By default, the messages in the Unreachable queue have the status of Ready. Messages in the Unreachable queue are never automatically resubmitted. Messages remain in the Unreachable queue until they are manually resubmitted by an administrator, removed by an administrator, or the value specified in the MessageExpirationTimeOut parameter passes.

The poison message queue contains messages that are determined to be potentially harmful to the Exchange 2007 server after a server failure. The messages may be genuinely harmful in their content and format. Alternatively, they may be the results of a poorly-written agent that has caused the Exchange server to fail when it processed the supposedly bad messages. All messages in the poison message queue are in a permanently suspended state. The poison message queue cannot be resubmitted with the Retry-Queue cmdlet with the Resubmit parameter. To resubmit the messages in the poison message queue, you can use the Queue Viewer or the Resume-Message cmdlet to resume the messages. The messages in the poison message queue are never automatically resumed or expired. Messages remain in the poison message queue until they are manually resumed or removed by an administrator.

How to Configure Message Retry, Resubmit, and Expiration Intervals

This topic explains how to configure message retry, resubmit, and expiration intervals on an Exchange 2007 server that has the Hub Transport server role or the Edge Transport server role installed.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Retry Intervals

When a Hub Transport server or an Edge Transport server can't connect to the next hop, the queue is put in a status of Retry. Connection attempts continue at specified retry intervals until the queue expires or a connection is made.

Configuring the Queue Glitch Retry Count

The queue glitch retry count specifies the number of connection attempts that are immediately tried when a transport server has trouble connecting with the destination server. The default queue glitch retry count is 4. Typically, you don't have to modify this parameter unless the network is unreliable and continues to experience many accidentally dropped connections. If you set the queue glitch retry count to 0, the server does not immediately attempt to retry an unsuccessful connection, and the next connection attempt is controlled by the transient failure retry attempts.
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To modify the queue glitch retry count

	1.
Open the following file by using Notepad: C:\Program Files\Microsoft\Exchange Server\Bin\EdgeTransport.exe.config.

2.
Modify the following line in the <appSettings> section:

<add key="QueueGlitchRetryCount" value="<Integer>" />

For example, to change the queue glitch retry count to 6, modify the QueueGlitchRetryCount parameter as follows:

<add key="QueueGlitchRetryCount" value="6" />

3.
Save and close the EdgeTransport.exe.config file.

4.
Restart the Microsoft Exchange Transport service.


The valid input range for this parameter is 0 to 15.

Configuring the Queue Glitch Retry Interval

The queue glitch retry interval specifies the interval between each connection attempt that is specified by the QueueGlitchRetryCount parameter. The default queue glitch retry interval is 1 minute. Typically, you don't have to modify this parameter unless the network is unreliable and continues to experience many accidentally dropped connections.
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To modify the queue glitch retry interval

	1.
Open the following file by using Notepad: C:\Program Files\Microsoft\Exchange Server\Bin\EdgeTransport.exe.config.

2.
Modify the following line in the <appSettings> section:

<add key="QueueGlitchRetryInterval" value="<hh:mm:ss>" />

For example, to change the queue glitch retry count to 30 seconds, modify the QueueGlitchRetryCount parameter as follows:

<add key="QueueGlitchRetryInterval" value="00:00:30" />

3.
Save and close the EdgeTransport.exe.config file.

4.
Restart the Microsoft Exchange Transport service.


To specify an age value, enter the value as a time span, as follows: hh:mm:ss, where h = hours, m = minutes, and s = seconds.

Configuring the Number of Transient Failure Retry Attempts

The number of transient failure retry attempts specifies the number of connection attempts that are tried after the connection attempts that are controlled by the QueueGlitchRetryCount and QueueGlitchRetryInterval parameters have failed. The default number of transient failure retry attempts is 6. If you set the number of transient failure retry attempts to 0, the next connection attempt is controlled by the outbound connection failure retry interval.
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To use the Exchange Management Console to set the number of transient failure retry attempts

	1.
Open the Exchange Management Console. Perform one of the following steps:


On a computer that has the Edge Transport server role installed, in the console tree, select Edge Transport, and then click the Properties link that is directly under the server name.


On a computer that has the Hub Transport server role installed, in the console tree, expand Server Configuration, and then select Hub Transport. In the result pane, select a server. In the action pane, click the Properties link that is directly under the server name.

2.
Click the Limits tab.

3.
Enter an integer next to Transient Failure retry attempts. The valid input range is 0 to 15.

4.
Click Apply to save your changes and remain in the Properties page, or click OK to save your changes and exit the Properties page.
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To use the Exchange Management Shell to set the number of transient failure retry attempts


Run the following command:

Set-TransportServer <Identity> -TransientFailureRetryCount <Integer>

For example, if you want to change the number of transient failure retry attempts to 8 on an Exchange 2007 Edge Transport server named Exchange01, run the following command:

Set-TransportServer Exchange01 - TransientFailureRetryCount 8




The valid input range for this parameter is 0 to 15.

Configuring the Transient Failure Retry Interval

The transient failure retry interval specifies the interval between each connection attempt that is specified by the number of transient failure retry attempts. On a Hub Transport server, the default transient failure retry interval is 5 minutes. On an Edge Transport server, the default transient failure retry interval is 10 minutes.
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To use the Exchange Management Console to set the transient failure retry interval

	1.
Open the Exchange Management Console. Perform one of the following steps:


On a computer that has the Edge Transport server role installed, in the console tree, select Edge Transport, and then click the Properties link that is directly under the server name.


On a computer that has the Hub Transport server role installed, in the console tree, expand Server Configuration, and then select Hub Transport. In the result pane, select a server. In the action pane, click the Properties link that is directly under the server name.

2.
Click the Limits tab.

3.
Enter a value in seconds next to Transient failure retry interval (seconds). In the Exchange Management Console, the valid input range is 1 second to 43200 seconds (12 hours).

4.
Click Apply to save your changes and remain in the Properties page, or click OK to save your changes and exit the Properties page.
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To use the Exchange Management Shell to set the transient failure retry interval

	
Run the following command:

Set-TransportServer <Identity> -TransientFailureRetryInterval <Age>

For example, if you want to change the transient failure retry interval to 1 minute seconds on an Exchange 2007 Hub Transport server named Exchange01, run the following command:

Set-TransportServer Exchange01 - TransientFailureRetryInterval 00:01:00




To specify an age value, enter the value as a time span, as follows: hh:mm:ss, where h = hours, m = minutes, and s = seconds. The valid input range for this parameter is 00:00:01 to 12:00:00.

Configuring the Outbound Connection Failure Retry Interval

The outbound connection failure retry interval specifies the retry interval for outgoing connection attempts that have previously failed. The previously failed connection attempts are controlled by the transient failure retry attempts and the transient failure retry interval. The default value for the outbound connection failure retry interval on a Hub Transport server is 10 minutes. The default value on an Edge Transport server is 30 minutes.
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To use the Exchange Management Console to set the outbound connection failure retry interval

	1.
Open the Exchange Management Console. Perform one of the following steps:


On a computer that has the Edge Transport server role installed, in the console tree, select Edge Transport, and then click the Properties link that is directly under the server name.


On a computer that has the Hub Transport server role installed, in the console tree, expand Server Configuration, and then select Hub Transport. In the result pane, select a server. In the action pane, click the Properties link that is directly under the server name.

2.
Click the Limits tab.

3.
Enter a value in minutes next to Outbound connection failure retry interval (minutes). In the Exchange Management Console, the valid input range is 1 minute to 28800 minutes (20 days).

4.
Click Apply to save your changes and remain in the Properties page, or click OK to save your changes and exit the Properties page.
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To use the Exchange Management Shell to set the outbound connection failure retry interval

	
Run the following command:

Set-TransportServer <Identity> -OutboundConnectionFailureRetryInterval <Age>

For example, if you want to change the outbound connection failure retry interval to 45 minutes on an Exchange 2007 Edge Transport server named Exchange01, run the following command:

Set-TransportServer Exchange01 - OutboundConnectionFailureRetryInterval 00:45:00




To specify an age value, enter the value as a time span, as follows: dd.hh:mm:ss, where d = days, h = hours, m = minutes, and s = seconds. The valid input range for this parameter is 00:00:01 to 20.00:00:00.

Configuring the Mailbox Delivery Queue Retry Interval

The mailbox delivery queue retry interval specifies how frequently the mailbox delivery queues on a Hub Transport server try to connect to a Mailbox server destination that can't be successfully reached. By default, the mailbox delivery queue retry interval is 5 minutes. The mailbox delivery queue retry interval is controlled by the MailboxDeliveryQueueRetryInterval parameter in the EdgeTransport.exe.config application configuration file that is located in the C:\Program Files\Microsoft\Exchange Server\Bin directory. Changes that are saved to the EdgeTransport.exe.config file take effect after the Microsoft Exchange Transport service is restarted.
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To set the mailbox delivery queue retry interval

	1.
Open the following file by using Notepad: C:\Program Files\Microsoft\Exchange Server\Bin\EdgeTransport.exe.config.

2.
Modify the following line in the <appSettings> section:

<add key="MailboxDeliveryQueueRetryInterval" value="<hh:mm:ss>" />

For example, to set the mailbox delivery queue retry interval to 3 minutes, modify the MaiboxDeliveryQueueRetryInterval parameter as follows:

<add key=" MailboxDeliveryQueueRetryInterval " value="00:03:00" />

3.
Save and close the EdgeTransport.exe.config file.

4.
Restart the Microsoft Exchange Transport service.


To specify an age value, enter the value as a time span: dd.hh:mm:ss, where d = days, h = hours, m = minutes, and s = seconds. The valid input range for this parameter is 00:00:01 to 1.00:00:00.

Configuring the Message Retry Interval

The message retry interval specifies how frequently a Hub Transport server or an Edge Transport server resends a message that has a status of Retry. By default, the message retry interval is 1 minute. We recommend that you don't modify the default value unless Microsoft Support Services advises you to do this.
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To use the Exchange Management Shell to set the message retry interval


Run the following command:

Set-TransportServer <Identity> -MessageRetryInterval <Age>

For example, if you want to change the message retry interval to 2 minutes on an Exchange 2007 computer named Exchange01, run the following command:

Set-TransportServer Exchange01 -MessageRetryInterval 00:02:00




To specify an age value, enter the value as a time span: dd.hh:mm:ss, where d = days, h = hours, m = minutes, and s = seconds. The valid input range for this parameter is 00:00:01 to 1.00:00:00.

Configuring the Delay DSN Message Notification Time-Out Interval

By default, the delay DSN message notification time-out interval is 4 hours. If the message is not successfully delivered before the notification time-out interval has passed, a delay DSN message is delivered to the sender.

The value of the DelayNotificationTimeout parameter should always be greater than the value of the TransientFailureRetryCount parameter multiplied by the value of the TransientFailureRetryInterval parameter.
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To use the Exchange Management Console to set the delay DSN message notification time-out interval

	1.
Open the Exchange Management Console. Perform one of the following steps:


On a computer that has the Edge Transport server role installed, in the console tree, select Edge Transport, and then click the Properties link that is directly under the server name.


On a computer that has the Hub Transport server role installed, in the console tree, expand Server Configuration, and then select Hub Transport. In the result pane, select a server. In the action pane, click the Properties link that is directly under the server name.

2.
Click the Limits tab.

3.
Enter a value in hours next to Notify sender when message is delayed more than (hours). In the Exchange Management Console, the valid input range is 1 hour to 720 hours (30 days).

4.
Click Apply to save your changes and remain in the Properties page, or click OK to save your changes and exit the Properties page.
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To use the Exchange Management Shell to set the delay DSN message notification time-out interval

	
Run the following command:

Set-TransportServer <Identity> -DelayNotificationTimeout <Age>

For example, if you want to change the delay DSN message notification time-out to 6 hours on an Exchange 2007 computer named Exchange01, run the following command:

Set-TransportServer Exchange01 -DelayNotificationTimeout 06:00:00




To specify an age value, enter the value as a time span, as follows: dd.hh:mm:ss, where d = days, h = hours, m = minutes, and s = seconds. The valid input range for this parameter is 00:00:01 to 30.00:00:00.

Enabling or Disabling the Sending of Delay DSN Notifications to External Message Senders

By default, delay DSN notification messages can be sent to message senders who are outside the Exchange organization.

[image: image189.png]


To use the Exchange Management Shell to enable or disable the sending of delay DSN notifications to external message senders

	
Run the following command:

Set-TransportServer <Identity> -ExternalDelayDSNEnabled <$true | $false>

For example, if you want to prevent the sending of delay DSN notification messages to external senders on an Exchange 2007 computer named Exchange01, run the following command:

Set-TransportServer Exchange01 -ExternalDelayDSNEnabled $false




Enabling or Disabling the Sending of Delay DSN Notifications to Internal Message Senders

By default, delay DSN notification messages can be sent to message senders who are inside the Exchange organization.
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To use the Exchange Management Shell to enable or disable the sending of delay DSN notifications to internal message senders

	
Run the following command:

Set-TransportServer <Identity> -InternalDelayDSNEnabled <$true | $false>

For example, if you want to prevent the sending of delay DSN notification messages to internal senders on an Exchange 2007 computer named Exchange01, run the following command:

Set-TransportServer Exchange01 -InternalDelayDSNEnabled $false




Resubmit Intervals

Undelivered messages are automatically resubmitted if the mailbox delivery queue or remote delivery queue is in the status of Retry for a specified amount of time, and the messages are not in the Suspended state. That amount of time is controlled by the MaxIdleTimeBeforeResubmit parameter in the EdgeTransport.exe.config application configuration file. By default, the value of the MaxIdleTimeBeforeResubmit parameter is 12 hours.
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To modify the message resubmit interval

	1.
Open the following file by using Notepad: C:\Program Files\Microsoft\Exchange Server\Bin\EdgeTransport.exe.config.

2.
Modify the following line in the <appSettings> section:

<add key="MaxIdleTimeBeforeResubmit" value="<hh:mm:ss>" />

For example, to change the message resubmit interval to 6 hours, modify the MaxIdleTimeBeforeResubmit parameter as follows:

<add key="QueueDatabasePath" value="6:00:00" />

3.
Save and close the EdgeTransport.exe.config file.

4.
Restart the Microsoft Exchange Transport service.


Expiration Intervals

The message expiration time-out interval specifies the maximum length of time that an Edge Transport server or a Hub Transport server tries to deliver a failed message. If the message can't be successfully delivered before the expiration time-out interval has passed, a non-delivery report (NDR) that contains the original message or the message headers is delivered to the sender, and the original message is removed from the queue.

Configuring the Message Expiration Time-Out Interval

By default, the message expiration time-out interval is 2 days.
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To use the Exchange Management Console to set the message expiration time-out

	1.
Open the Exchange Management Console. Perform one of the following steps:


On a computer that has the Edge Transport server role installed, in the console tree, select Edge Transport, and then click the Properties link that is directly under the server name.


On a computer that has the Hub Transport server role installed, in the console tree, expand Server Configuration, and then select Hub Transport. In the result pane, select a server. In the action pane, click the Properties link that is directly under the server name.

2.
Click the Limits tab.

3.
Enter a value in hours next to Maximum time since submission (days). In the Exchange Management Console, the valid input range is 1 day to 90 days.

4.
Click Apply to save your changes and remain in the Properties page, or click OK to save your changes and exit the Properties page.
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To use the Exchange Management Shell to set the message expiration time-out

	
Run the following command:

Set-TransportServer <Identity> -MessageExpirationTimeout <Age>

For example, if you want to change the message expiration time-out to 4 days on an Exchange 2007 computer named Exchange01, run the following command:

Set-TransportServer Exchange01 -MessageExpirationTimeout 4.00:00:00




To specify an age value, enter the value as a time span: dd.hh:mm:ss, where d = days, h = hours, m = minutes, and s = seconds. The valid input range for this parameter is 00:00:05 to 90.00:00:00.

For detailed syntax and configuration information, see Set-TransportServer in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

For More Information

For more information about message retry, resubmit, and expiration intervals, see Managing Message Retry, Resubmit, and Expiration Intervals.

For more information about DSN messages, see Managing Delivery Status Notifications.

Using the Queue Viewer to Manage Queues

The Exchange Queue Viewer is an Exchange Management Console snap-in that is installed when you install the Microsoft Exchange Server 2007 Hub Transport server role and the Edge Transport server role. The Queue Viewer is located in the Toolbox node of the Exchange Management Console. You use this graphical user interface to view information about queues on a transport server and the messages that are present in those queues and to perform management actions on queues and mail items. The Queue Viewer is useful for troubleshooting mail flow and identifying spam.

Configuring the Queue Viewer

Before you use the Queue Viewer to manage queues, consider the following configuration tasks:


You must connect to a transport server. By default, the Queue Viewer focuses on the queuing database that is located on the server on which the Queue Viewer is run. You can also connect to a remote server and view the queues and messages on the remote server.

For more information, see How to Connect to a Server by Using the Queue Viewer.


The list of queues and messages can be very large, depending on current mail flow, and the list of queues and messages changes when messages enter and leave the server. You can configure the options for the Queue Viewer to control the interval at which the list of queues and messages is refreshed and the number of items that are displayed on each page.

For more information, see How to Set Queue Viewer Options.


You can create a filter to display the specific set of queues or messages that you want to monitor. After you locate the queues and messages that you want to monitor, you can view the property information for these queues and messages. This information is helpful when you troubleshoot the cause of mail flow problems.

For more information, see Filtering Queues and Filtering Messages.

How to Connect to a Server by Using the Queue Viewer

This topic explains how to use the Queue Viewer to connect to a remote computer that has a Microsoft Exchange Server 2007 Hub Transport server installed. By default, the Queue Viewer connects to the queuing database on the server on which the Queue Viewer is being run. When you use the Queue Viewer on an Edge Transport server, you cannot change the focus of the tool.

When you use the Queue Viewer on an Exchange 2007 server that is located inside the Exchange organization, you can use the Queue Viewer to connect to any Hub Transport server in the organization. You can start more than one instance of the Queue Viewer so that each instance focuses on a different server. You can tile the Queue Viewer windows so that you can easily monitor more than one Hub Transport server at a time.

Before You Begin

To perform the following procedure, the account you use must be delegated the following:


Exchange View-Only Administrator role

To perform the following procedure on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

To perform queue management procedures on a computer that has the Hub Transport server role installed, the account you use must be delegated the following:


Exchange Organization Administrator role
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To use the Queue Viewer to connect to a remote Hub Transport server

	1.
Open the Exchange Management Console.

2.
In the console tree, click Toolbox.

3.
In the result pane, click Exchange Queue Viewer.

4.
In the action pane, click Connect to Server… .

5.
In the Connect to server window, click Browse… to view a list of the available Hub Transport servers.

6.
In the Select Exchange Server window, select a Hub Transport server. To search for a Hub Transport server to connect to, use one of the following procedures:


Enter the exact server name or the first few letters of the server name in the Search: field, and then click Find Now. Select a server from the result pane.


Select the View menu, and then click Enable Column Filtering. In the Name column or Version column, click the filter icon, and then select the filter operator. Type the filter criteria in the Enter text here field. Press ENTER. Select a server from the result pane.

7.
Click OK to close the Select Exchange Server window.
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Important: 

After you select a server, in the Connect to server window, select the Set as Default Server check box if you want the Queue Viewer to focus on this server first whenever the Queue Viewer is opened.

8.
In the Connect to server window, click Connect.


How to Set Queue Viewer Options

This topic explains how to set options in the Microsoft Exchange Server 2007 Queue Viewer to adjust the number of items that are displayed on the page and the auto-refresh interval. The auto-refresh interval determines how frequently the results in the Queue Viewer are updated.

Before You Begin

To perform the following procedure, the account you use must be delegated the following:


Exchange View-Only Administrator role

To perform the following procedure on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.
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Important: 

The default auto-refresh interval is 30 seconds and cannot be set for a shorter time. If you disable auto-refresh functionality by clearing the Auto-refresh screen check box on the Queue Viewer Options page, you must manually update the results that are displayed in the Queue Viewer by clicking Refresh.
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Important: 

The default number of items that are displayed on the page is 1,000. This setting determines the maximum number of items that can be displayed in the Queue Viewer. This limit may prevent all items that match filter criteria from being displayed. When you perform a bulk action on filtered results, a prompt appears, letting you extend the scope of the action to include all items that match the filter.
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To set Queue Viewer options

	1.
Open the Exchange Management Console.

2.
In the console tree, click Toolbox.

3.
In the result pane, click Exchange Queue Viewer.

4.
In the action pane, click Open Tool.

5.
On the View menu, click Queue Viewer Options, and in the Refresh interval (seconds) field, enter the frequency at which the Queue Viewer should update the display.

6.
In the Number of items to display per page field, enter the maximum number of items to display in the Queue Viewer. This number must be between 1 and 10,000.

7.
Click OK.


Using the Exchange Management Shell to Manage Queues

This topic describes the queue cmdlets in the Exchange Management Shell and explains how to use the cmdlets and parameter sets to create a query, retrieve the results, and perform modifying actions. For more information about the queue tasks and how they can be used for monitoring and troubleshooting, see Managing Queues.

In Microsoft Exchange Server 2007, you can use the Exchange Management Shell to perform management and configuration tasks and to create scripts to automate tasks. You can also use the Exchange Management Shell to view information about queues on a server and the messages that are present in those queues, and to perform management actions on queues and mail items. These operations are useful for troubleshooting mail flow and identifying spam. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Managing Queues and Messages

The queue tasks are grouped into two categories: viewing actions and modifying actions. The viewing actions let you display queues and messages that are queued on the server and select how that data is grouped and sorted when it is displayed. The modifying actions are operations that change the status of queues and messages. Both types of tasks access data by connecting to the transport worker process by using remote procedure calls (RPC). For more information about the Exchange 2007 transport process, see Transport Architecture in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

By default, the Exchange Management Shell focuses on the local server. You can also connect to a remote server and view the queues and messages on that server by specifying the remote server name as part of the queue identity or by using the Server parameter with a filter. For more information about how to use the Exchange Management Shell to view queues and messages, see How to View Queues and How to View Messages.

Queue Cmdlets

The following table lists the cmdlets that are available in the Exchange Management Shell for managing queues and the messages in the queues. For more information about how to use each cmdlet, see the Help topics listed in the For more information column.

Queue cmdlets

	Cmdlet
	Usage
	For more information

	Export-Message
	This cmdlet saves a copy of a message in an administrator-specified file path.
	Export-Message in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320)
How to Export Messages from Queues

	Get-Message
	This cmdlet lets you view the details of the messages that are currently queued for delivery. You can use the Get-Message cmdlet to retrieve a set of messages and then pipe the results to one of the intrusive cmdlets.
	Get-Message in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320)
How to View Messages
Pipelining in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320)
Manipulating Command Output in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320)

	Get-Queue
	This cmdlet lets you view the configuration details of the queues that are present on transport servers. You can use the Get-Queue cmdlet to retrieve a set of queues and then pipe the results to one of the intrusive cmdlets.
	Get-Queue in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320)
How to View Queues
Pipelining in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320)
Manipulating Command Output in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320)

	Remove-Message
	This cmdlet deletes a message from a queue. The administrator can select whether a non-delivery report (NDR) is sent.
	Remove-Message in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320)
How to Remove Messages from Queues

	Resume-Message
	This cmdlet resumes delivery of a previously suspended message. You can also use the Resume-Message cmdlet to resubmit messages that are in the poison message queue back to the Submission queue for the categorizer to reprocess.
	Resume-Message in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320)
How to Resume Messages
How to Resubmit Messages in Queues

	Resume-Queue
	This cmdlet resumes deliveries of messages from a previously suspended queue.
	Resume-Queue in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320)
How to Resume Queues

	Retry-Queue
	This cmdlet forces a connection attempt for a queue that currently has a status of Retry. This connection attempt overrides the next scheduled retry. You can also use the Retry-Queue cmdlet together with the Resubmit parameter to send messages that are in delivery queues or in the Unreachable queue back to the Submission queue for the categorizer to reprocess.
	Retry-Queue in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320)
How to Retry Queues
How to Resubmit Messages in Queues

	Suspend-Message
	This cmdlet suspends delivery of a message that is located in a queue on an Exchange 2007 transport server.
	Suspend-Message in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320)
How to Suspend Messages

	Suspend-Queue
	This cmdlet suspends outgoing activities for a queue that is present on an Exchange 2007 transport server.
	Suspend-Queue in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320)
How to Suspend Queues


Using the Queue Task Parameter Sets

The queue tasks support multiple parameter sets. These parameter sets are as follows: Identity, Queue, and Filter. The Queue parameter set is available only with message commands. The Identity, Queue, and Filter parameter sets cannot be combined in a command. The Server parameter is used only with a filter expression.

You can also use the advanced paging parameters that are available in the Exchange Management Shell in combination with the Identity, Queue, and Filter parameter sets. The advanced paging parameters are used with the Get-Message and Get-Queue cmdlets to control how the result set is sorted and displayed. The advanced paging parameters are described in the “Advanced paging parameters” table later in this topic.

You must use an Identity, Queue, or Filter parameter set when you are using a command that modifies messages or queues. If you do not provide any parameters, the Get-Message and Get-Queue cmdlets will display every message or queue object that exists on the local server.

If the result set for a queue or message query contains more than 250,000 items, an error occurs, and you will be prompted to apply a filter to reduce the number of results.

Using the Identity Parameter

Use the Identity parameter when the specific message or queue that you want to view or that you will take action against is known. The search by identity is faster than formulating the same query as a filter. The server name can be expressed as a host name or as a fully qualified domain name (FQDN). You can enter the name of a remote server as part of the identity to initiate an RPC connection to that server so that you can query the queues on that server. If you do not use a server name, the local host is implied. When an identity is provided to a modifying action, the object that is identified must be fully defined and unique. If the identity is not explicit, the action will not be performed. If you omit the server part of the identity, the local computer will be assumed.

When you use the Identity parameter as part of a Get-Queue or Get-Message cmdlet, the Identity parameter supports the use of wildcard expressions.

Queue Identity

Persistent queues have unique names and can be specified by name. Delivery queues are assigned a unique database identity. You can use this database identity to specify a queue, or you can use the name of the delivery destination to specify a queue. To perform an operation on a queue by specifying its unique database identity, you must first run the Get-Queue cmdlet. The database identity will be returned in the results. The accepted identity formats for queues are shown in the following table.

Queue identity formats

	Queue identity format
	Usage

	Server\QueueJetID (Int64)
	The complete, unique identity for a delivery queue.

	\QueueJetID
	The identity of a queue on the local server. The server name is omitted. Therefore, the local server is implied.

	Server\*
	Any queue on the specified server.

	Server\NextHopDomain
	A queue on the specified server that is holding messages for delivery to a specific remote domain.

	\NextHopDomain
	A queue that is holding messages destined for a specific domain and that is located on the local server.

	Server\Poison
	The poison message queue that is located on the specified server.

	Server\Submission
	The queue that contains items that are waiting to be processed by the categorizer.

	Server\Unreachable
	The queue that contains items that cannot be routed and that is located on the specified server.


The following code is an example of how to use a queue identity with the Get-Queue cmdlet. This example returns a list of all queues that are holding messages for delivery to Simple Mail Transfer Protocol (SMTP) domain names that end in Contoso.com. This example also formats the result set as a detailed list:

Get-Queue -Identity Server\*Contoso.com | format-list
Message Identity

The identity of a message is an aggregation of the unique database mail item and the queue identity. An identity, in the form of an integer, is assigned to a message when the message enters the queuing JET database, and that integer is appended to the queue identity to create the message identity. To perform an operation on a message by specifying its database identity, you must first run the Get-Message cmdlet. The identity is returned in the results. If you want to connect to a remote server, you can include the server name as part of the message identity. If the server name is omitted, the local server is assumed. A message that is being sent to more than one recipient may be located in multiple queues. You can use a wildcard character to specify that you want to locate the message in every queue to which the message was routed. The following table provides examples of a valid message identity.

Message identity formats

	Message identity format
	Usage

	Server\QueueJetId\MessageJetID
	Full denomination of a message in a queue.

	Server\Poison\MessageJetID
	A message that is in the poison message queue.

	MessageJetID
	All messages that have this JET database identity and are routed to any queue on the local server (one message routed to multiple queues).

	Server\*\MessageJetID
	All messages that have this JET database identity and are routed to any queue on the specified server.


The following code is an example of how to use a message identity with the Get-Message cmdlet. This example returns a list of all messages that have the specified identity and are located in any queue on the specified server. This example also formats the result set as a detailed list:

Get-message -Identity Server\*\1234 | Format-List
Using the Filter Parameter

Queue tasks support the Filter parameter to let you specify criteria for which queues and messages should be retrieved. The queue and message properties are used as filter criteria. Create a filter to display a limited set of queues or messages. After you locate the queues and messages that you want to monitor, you can view property information for each object. This information is helpful when you troubleshoot mail flow problems.

Use the Filter parameter to supply an expression with logical and relational operators so that only the queue or message objects that meet the filter criteria are displayed. You can use the -and logical operator to specify multiple conditions that the results will match. If you use the -and operator, only objects that match all specified conditions of the expression are displayed. A subset of the properties of a message or a queue is used to specify the filter criteria. When you specify a property, it must be a valid property for the object for which you are querying, and the value to match must be expressed by using the correct syntax. When a property value is expressed as anything other than a single integer, make sure that you enclose the value in quotation marks.

The Server parameter can be included in a command together with the Filter parameter. Use the Server parameter to specify the host name or FQDN of the server that you want to connect to by using RPC in order to query the queues and messages on that server and retrieve a result set.

For more information about the properties that can be used for filtering, the correct syntax for these properties, and the supported operators, see the following topics:


Filtering Queues

Filtering Messages
Using the Queue Parameter

The Queue parameter is used only with message commands. Use this parameter to specify the identity of the queue from which messages are retrieved. If a queue is specified, all messages in that queue are retrieved. This lets you retrieve all messages from a particular queue without having to use a filter expression. You can retrieve messages in multiple queues by using a wildcard character. Use the queue identity format from “Queue identity formats” table earlier in this topic when you use the Queue parameter with a message command. The following code example shows how to use the Queue parameter with a Get-Message cmdlet. This example produces a result set that contains only messages that are located on the specified server and are queued for delivery to the SMTP domain Contoso.com:

Get-message -Queue Server\Contoso.com
Using the Advanced Paging Parameters

Depending on current mail flow, queries against queues and messages can return a very large set of objects. You can use the advanced paging parameters to control how query results are retrieved and displayed.

When you use the Exchange Management Shell to view queues and the messages in the queues, your query retrieves one page of information at a time. The advanced paging parameters control the size of the result set and can also be used to sort the results. All advanced paging parameters are optional and can be combined with any one of the parameter sets that can be used with the Get-Queue and Get-Message cmdlets. If you do not specify any advanced paging parameters, the query returns the results in ascending order of identity. By default, when a sort order is specified, the message identity property is always included and is sorted in an ascending order. This is the default ordering relationship. The message identity property is included because the other properties that can be included in a sort order are not unique. By explicitly including the message identity property in the sort order, you can specify that the results display the message identity sorted in descending order.

You can use the BookmarkIndex andBookmarkObject parameters to mark a position in the sorted result set. If the bookmark object no longer exists when the next page of results is retrieved, the default ordering relationship makes sure that the result set starts with the closest object to the bookmark. The closest object depends on the specified sort order.

The following table describes the advanced paging parameters.

Advanced paging parameters

	Parameter
	Description

	BookmarkIndex
	The BookmarkIndex parameter specifies the position in the result set where the displayed results start. The value of the BookmarkIndex parameter is a 1-based index in the total result set. If the value is less than or equal to zero, the first complete page of results is returned. If the value is set to Int.MaxValue, the last complete page of results is returned.

	BookmarkObject
	The BookmarkObject parameter specifies the object in the result set where the displayed results start. If you specify a bookmark object, that object is used as the point to start the search. The rows before or after that object, depending on the value of the SearchForward parameter, are retrieved. You cannot combine the BookmarkObject parameter and the BookmarkIndex parameter in a single query.

	IncludeBookmark
	The IncludeBookmark parameter specifies whether to include the bookmark object in the result set. By default, this value is set to $true and the bookmark object is included. You may run a query for a limited result size, and then specify the last item in that result set as the bookmark for the next query. In this case, you may want to set IncludeBookmark to $false so that the object is not included in both result sets.

	ResultSize
	The ResultSize parameter specifies the number of results to display per page. If you don't specify a value, the default result size of 1,000 objects is used. Exchange Server 2007 limits the result set to 250,000.

	ReturnPageInfo
	The ReturnPageInfo parameter is a hidden parameter. It returns information about the total number of results and the index of the first object of the current page. The default value is $false.

	SearchForward
	The SearchForward parameter specifies whether to search forward or backward in the result set. This parameter does not affect the order in which the result set is returned. It determines the direction of search relative to the bookmark index or object. If no bookmark index or object is specified, the SearchForward parameter determines whether the search starts from the first or last object in the result set. The default value for this parameter is $true. If the SearchForward parameter is set to $true and a bookmark is specified, the query searches forward from that bookmark. If you use this configuration and there are no results beyond the bookmark, the query returns the last full page of results. If the SearchForward parameter is set to $false and a bookmark is specified, the query searches backward from that bookmark. If you use this configuration and there is less than a full page of results beyond the bookmark, the query returns the first full page of results.

	SortOrder
	The SortOrder parameter specifies an array of message properties that are used to control the sort order of the result set. The sort order properties are specified in descending order of precedence. Each property is separated by a comma and appended with a + symbol to sort in ascending order, or a - symbol to sort in descending order. If an explicit sort order is not specified by using this parameter, the records that match the query are displayed and sorted by the Identity field for the respective object type. The results are always sorted by identity in ascending order when a sort order is not explicitly specified.


The following code example shows how to use the advanced paging parameters in a query. In this example, the command connects to the specified server and retrieves a result set that contains 500 objects. The results are displayed in a sorted order, first in ascending order by sender address, and then in descending order of message size:

Get-message -Server Exchange.Contoso.com -ResultSize 500 -SortOrder +FromAddress,-Size
If you want to view successive pages, you can set a bookmark for the last object retrieved in a result set and run an additional query. You must use the scripting capabilities of the Exchange Management Shell to perform this procedure.

The following example uses scripting to retrieve the first page of results, sets the bookmark object, excludes the bookmark object from the result set, and then retrieves the next 500 objects on the specified server.

Example: How to Use Scripting to Set a Bookmark Object

1.
Open the Exchange Management Shell and type the following command to retrieve the first page of results:

$Results=Get-message -Server Exchange.Contoso.com -ResultSize 500 -SortOrder +FromAddress,-Size

2.
To set the bookmark object, type the following command to save the last element of the first page to a variable:

$temp=$results[$results.length-1]

3.
To retrieve the next 500 objects on the specified server and to exclude the bookmark object, type the following command:

Get-message -Server Exchange.Contoso.com -BookmarkObject:$temp -IncludeBookmark $False -ResultSize 500 -SortOrder +FromAddress,-Size

Filtering Queues

You can manage queues by using the Exchange Queue Viewer graphical user interface and commands in the Microsoft Exchange Management Shell in Microsoft Exchange Server 2007. The list of queues can be very large, depending on current mail flow. The list of queues can also frequently change when messages enter and leave the server. By filtering queues, you can adjust your search to specific criteria and locate queues that are experiencing a mail flow problem. You can then perform operations that modify the status of those queues.

Queue Filtering Scenarios

Filtering generates different views of the queues. You use the queue properties as filter options. By specifying filter criteria, you can quickly locate queues and take action on them. The following scenarios are examples of how you can use queue filtering to manage message flow:


You receive a message from the Microsoft Operations Manager (MOM) that indicates that a queue length has exceeded the established threshold. You want to investigate whether a server-wide mail flow problem exists.

You can create a filter to view all the queues that have a message count that exceeds what you consider typical. If a mail flow problem is indicated, you can select all the queues in the filter results and suspend the queues while you continue to investigate.


You suspend several queues to investigate the cause of mail flow problems. You determine that the problem was caused by an incorrect connector configuration and is now fixed.

You can create a filter to view all the queues that have a status of Suspended, and then select all the queues in the filter results and resume the queues.

Queue Properties to Use When Filtering Queues

You can use the queue properties to create a filter and locate queues that meet specified criteria. The following table lists the queue properties by which you can filter and the valid values for those properties.

Queue properties

	Queue Viewer queue property
	Exchange Management Shell queue property
	Property type
	Value

	Delivery Type
	DeliveryType
	Enumeration
	This value is determined by the next hop selection. The next hop selection identifies where messages are queued for delivery. To use the delivery type property in a filter, you must use the constant values that are assigned to each type. The delivery type can be one of the following values:


DNSConnectorDelivery   The messages are queued for delivery to an external recipient by using a Simple Mail Transfer Protocol (SMTP) connector that is located on the local server and that is configured to use Domain Name System (DNS) for routing resolution.


NonSmtpGatewayDelivery   The messages are queued for delivery to an external recipient by using a non-SMTP connector on the local server.


SmartHostConnectorDelivery   The messages are queued for delivery to an external recipient by using an SMTP connector that is located on the local server and that is configured to use a smart host for routing resolution.


SmtpRelayWithinAdSitetoEdge   The messages are queued for delivery to an external recipient by using an SMTP connector that is located on an Edge Transport server that is subscribed to the local Active Directory site.


MapiDelivery   The messages are queued for delivery to recipients that have mailboxes that are located on a mailbox server that is located in the local Active Directory site.


SmtpRelayWithinAdSite   The messages are queued for delivery to a Hub Transport server that is located in the same Active Directory site as the local server. The destination server can be the source server for an SMTP connector, the source server of a routing group connector, or an expansion server.


SmtpRelaytoRemoteAdSite   The messages are queued for delivery to a server that is located in a remote Active Directory site. The destination server can be the source server for a connector that is configured to transport messages for external recipients, an expansion server, or a Hub Transport server that delivers messages addressed to mailbox recipients that are located in the remote Active Directory site.


SmtpRelaytoTiRg   The messages are queued for delivery to an Exchange Server 2003 routing group. The destination server can be the source server for a connector that is configured to transport messages for external recipients, an expansion server, or an Exchange Server 2003 bridgehead server that delivers messages addressed to mailbox recipients that are located in the routing group.


Undefined   The messages are located in the Submission queue, and the next hop destination has not yet been resolved.


Unreachable   The messages are located in the Unreachable queue, and a route to the recipient could not be established.

	Identity
	Identity
	QueueIdentity
	This value specifies the identity of the queue. Enter the queue identity in the form of Server\destination, where destination is a remote domain, mailbox server, persistent queue name, or the integer that identifies this queue in the queuing database.

	Last Error
	LastError
	String
	A text string of the last error that was recorded for a queue.

	Last Retry Time
	LastRetryTime
	DateTime
	This value specifies the time of the last connection attempt for a queue that has a status of Retry.

	Message Count
	MessageCount
	Ulong
	This value is expressed as an integer that represents the number of items in the queue.

	Next Hop Connector
	NextHopConnector
	GUID
	This value is expressed as a system GUID and is the GUID of the connector that was used to create the queue.

	Next Hop Domain
	NextHopDomain
	String
	This value specifies the next destination of a delivery queue. The next hop domain can be expressed as follows:


Remote SMTP domain name


Exchange server name


Connector name


Routing group


Active Directory site name


Mailbox server fully qualified domain name (FQDN)

	Next Retry Time
	NextRetryTime
	DateTime
	This value specifies the time of the next connection attempt for a queue that has a status of Retry.

	Status
	Status
	Enumeration
	The current queue status. A queue can have one of the following status values:


Active


Suspended


Ready


Retry


Operators to Use When Filtering Queues

When you create a queue filter, you must include an operator for the property value to match. The following table shows the comparison operators that you can use in a filter expression and how each operator functions.

Filter expression operators

	Operator
	Exchange Management Shell value
	Function
	Exchange Management Shell code example

	Equals
	-eq
	This operator is used to specify that the results must exactly match the property value that is supplied in the expression.
	To display a list of all queues that have a status of Retry:

Get-queue -filter {status -eq "retry"}

	Does Not Equal
	-ne
	This operator is used to specify that the results should not match the property value that is supplied in the expression.
	To display a list of all queues that do not have a status of Active:

Get-queue -filter {status -ne "active"}

	Greater Than
	-gt
	This operator is used with properties where the value is expressed as an integer. The filter results only include queues where the value of the specified property is greater than the value that is supplied in the expression.
	To display a list of queues that currently contain more than 1,000 messages:

Get-queue -filter {messagecount -gt 1000}

	Greater Than or Equals
	-ge
	This operator is used with properties where the value is expressed as an integer. The filter results only include queues where the value of the specified property is greater than or equal to the value that is supplied in the expression.
	To display a list of queues that currently contain 1,000 or more messages:

Get-queue -filter {messagecount -ge 1000}

	Less Than
	-lt
	This operator is used with properties where the value is expressed as an integer. The filter results only include queues where the value of the specified property is less than the value that is supplied in the expression.
	To display a list of queues that currently contain less than 1,000 messages:

Get-queue -filter {messagecount -lt 1000}

	Less Than or Equals
	-le
	This operator is used with properties where the value is expressed as an integer. The filter results only include queues where the value of the specified property is less than or equal to the value supplied in the expression.
	To display a list of queues that currently contain 1,000 or fewer messages:

Get-queue -filter {messagecount -le 1000}

	Contains
	-like
	This operator is used with properties where the value is expressed as a text string. The filter results only include queues where the value of the specified property contains the text string that is supplied in the expression. You can include the * wildcard character in a -like expression that is applied to a text string field, but not with a field that has the enumeration type.
	To display a list of delivery queues that have a destination to any SMTP domain that ends in Contoso.com:

Get-queue -filter {identity -like "*Contoso.com"}


You can specify multiple expressions in your queue filter by using the -and operator in the Exchange Management Shell or by adding multiple expressions in the Queue Viewer. Queues must meet all criteria to be included in the result set. For example, the results of the following command will display a list of queues that have a destination to any SMTP domain name that ends in Contoso.com and that currently contain more than 500 messages:

Get-queue -Filter {Identity -like "*Contoso.com*" -and MessageCount -gt 500}
For more information about how to use comparison operators in the Exchange Management Shell, run the following command in the Exchange Management Shell:

Help about_comparison_operator

For More Information

For more information about managing and filtering queues, see the following topics:


Managing Queues

How to Filter Queues

Using the Exchange Management Shell to Manage Queues

Queue Cmdlets
How to Filter Queues

This topic explains how to use the Exchange Queue Viewer or the Exchange Management Shell to filter queues that are present on a computer that has the Microsoft Exchange Server 2007 Hub Transport server role or the Edge Transport server role installed.

Before You Begin

To create a queue filter and view the filter results, the account you use must be delegated the following:


Exchange View-Only Administrator role 

To create a queue filter and perform a management action on the filter results, the account you use must be delegated the following:


Exchange Organization Administrator role 

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Before you create a queue filter, you must follow these steps:


Verify that you are connected to an Exchange transport server. By default, the actions of the Queue Viewer or the Exchange Management Shell focus on the local server. For more information, see How to Connect to a Server by Using the Queue Viewer.


To connect to a specific transport server when you are using the Exchange Management Shell, include the Server parameter in your command.


Verify that you have configured the Queue Viewer options. These options determine the number of items that are displayed per page and the frequency at which the Queue Viewer updates the display. For more information, see How to Set Queue Viewer Options.


Determine the criteria that you will use to define your filter. For more information, see Filtering Queues.
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To use the Queue Viewer to filter queues

	1.
Open the Exchange Management Console.

2.
In the console tree, click Toolbox.

3.
In the result pane, click Exchange Queue Viewer.

4.
In the action pane, click Open Tool.

5.
In the Queue Viewer, click the Queues tab. A list of all queues on the server to which you are connected is displayed.

6.
Click Create Filter, and enter your filter expression as follows:

a.
Select a queue property from the queue property drop-down list.

b.
Select a comparison operator from the comparison operator drop-down list.

c.
Enter a value from the value drop-down list. If the property has fixed values, select a value from the drop-down list. If the property requires a date/time expression, change the current date/time values or click the drop-down list to select a date from the calendar interface.
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Note: 

The following step is optional.

7.
Click Add Expression to specify additional filter criteria. Only queues that meet all filter criteria will be displayed.

8.
Click Apply Filter. The results of queues that meet the filter criteria are displayed.
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To use the Exchange Management Shell to filter queues


Run the following command:

Get-queue -filter {property -operator "value"}

The following example uses this syntax to view all queues that have a message count that is equal to or greater than 1,000 and that have a status of Retry:

Get-queue -filter {MessageCount -ge 1000 -and Status -eq "Retry"}




For detailed syntax and parameter information, see Get-Queue in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Filtering Messages

You can manage messages in queues by using the Exchange Queue Viewer graphical user interface and commands in the Exchange Management Shell in Exchange 2007. The list of messages can be very large, depending on current mail flow. The list of messages changes when messages enter and leave the server.

When you filter messages by message properties, you can adjust your search to specific criteria and locate messages that may be causing a mail flow problem or are suspected spam. You can then perform operations that modify the status of those messages.

Message Filtering Scenarios

Filtering generates different views of the messages in queues. By specifying filter criteria, you can quickly locate messages and take action on them. When an e-mail message is sent to multiple recipients, the message may be located in multiple queues. When you filter by message properties, you can locate messages across all queues. The following scenarios are examples of how you might use message filtering to manage mail flow:


The Submission queue on the computer that has the Edge Transport server role installed has a high volume of messages that are queued for delivery. Many of the messages have the same subject. Therefore, you suspect that spam is being sent to your organization. You can create a filter to view all the messages that meet the subject criteria. If you determine that the messages are spam, you can select them all and delete them from the delivery queue without sending a non-delivery report (NDR).


A user reports that mail flow is slow. You examine the queues and see that many messages that have random subjects appear to be coming from a single domain. You can create a filter to view all the queued messages from that domain. If you determine that the messages are spam, you can select them all and delete them from the queues without sending an NDR.

Message Properties to Use When Filtering Messages

You can use message properties to create a filter and locate messages that meet specified criteria. The following table lists the message properties by which you can filter and the values that are associated with those properties.

Message properties

	Queue Viewer message property
	Exchange Management Shell message property
	Property type
	Value

	Date Received
	DateReceived
	DateTime
	This value specifies the time stamp when the message was received by the server that holds the queue in which the message is located.

	Expiration Time
	ExpirationTime
	DateTime
	This value specifies the time stamp when the message will expire and be deleted from the queue if the message cannot be delivered.

	From Address
	FromAddress
	SMTP Address
	This value specifies the Simple Mail Transfer Protocol (SMTP) address of the sender of the message.

	Identity
	Identity
	Integer
	This value is an integer that represents a particular message. The message identity is assigned by the queuing database when the message is received for processing. You can include an optional server and queue identity to identify a unique instance of the message. This value can be expressed as follows:


Server\QueueId\MessageId


Server\Poison\MessageId


MessageId


Server\\MessageId

	Internet Message ID
	InternetMessageId
	String
	The value of the Message-ID: message header field that is located in the message header. The value of this property is expressed as a GUID followed by the SMTP address of the sending server, as in this example:

67D754D6103DC4FB3BA6BC7205DACABA61231@exchange.contoso.com

	Last Error
	LastError
	String
	A text string of the last error that was recorded for a message.

	Message Source Name
	MessageSourceName
	String
	A text string of the name of the component that submitted this message to the queue.

	Queue ID
	Queue
	QueueIdentity
	The value of this property specifies the identity of the queue that holds the message. Enter the queue identity in the form of Server\destination, where destination is a remote domain, mailbox server, persistent queue name, or the queuing database identifier. The database identifier is represented as an integer and can be determined by viewing the message properties.

	Retry Count
	RetryCount
	Integer
	The number of times that delivery of a message to a destination was tried.

	SCL
	SCL
	Integer
	The value of the spam confidence level (SCL) property specifies the SCL of the message. Valid SCL entries are integers 0 through 9. An empty SCL property value indicates that the message hasn't been processed by the Content Filter agent.

	Size (KB)
	Size
	ByteQuantifiedSize
	The size of the message.

	Source IP
	SourceIP
	IP Address
	The IP address of the external server that submitted the message to the Exchange organization.

	Status
	Status
	Enumeration
	The current message status. A message can have one of the following status values:


Active   If the message is in a delivery queue, the message is being delivered to its destination. If the message is in the Submission queue, the message is being processed by the Categorizer.


Suspended   The message was suspended by the administrator.


PendingRemove   The message was deleted by the administrator, but was already in delivery. The message will be deleted if the delivery ends in an error that causes the message to re-enter the queue. Otherwise, delivery will continue.


PendingSuspend   The message was suspended by the administrator, but was already in delivery. The message will be suspended if the delivery ends in an error that causes the message to re-enter the queue. Otherwise, delivery will continue.


Ready   The message is waiting in the queue and is ready to be processed.


Retry   The last connection attempt for the queue in which this message is located failed. The message is waiting for the next queue retry.

	Subject
	Subject
	String
	The subject of a message is expressed as a text string.


Operators to Use When Filtering Messages

When you create a message filter, you must include an operator for the property value to match. The following table shows the comparison operators that you can use in a filter expression and how each operator functions.

Filter expression operators

	Operator
	Exchange Management Shell value
	Function
	Exchange Management Shell code example

	Equals
	-eq
	This operator is used to specify that the results must exactly match the property value that is supplied in the expression.
	To display a list of all messages that have a status of Retry:

Get-message -filter {status -eq "retry"}

	Does Not Equal
	-ne
	This operator is used to specify that the results should not match the property value that is supplied in the expression.
	To display a list of all messages that do not have a status of Active:

Get-message -filter {status -ne "active"}

	Greater Than
	-gt
	This operator is used with properties where the value is expressed as an integer. The filter results only include messages where the value of the specified property is greater than the value that is supplied in the expression.
	To display a list of messages that currently have a retry count that is more than 3:

Get-message -filter {retrycount -gt 3}

	Greater Than or Equals
	-ge
	This operator is used with properties where the value is expressed as an integer. The filter results only include messages where the value of the specified property is greater than or equal to the value that is supplied in the expression.
	To display a list of messages that currently have a retry count that is 3 or more:

Get-message -filter {retrycount -ge 3}

	Less Than
	-lt
	This operator is used with properties where the value is expressed as an integer. The filter results only include messages where the value of the specified property is less than the value that is supplied in the expression.
	To display a list of messages that have an SCL that is less than 6:

Get-message -filter {SCL -lt 6}

	Less Than or Equals
	-le
	This operator is used with properties where the value is expressed as an integer. The filter results only include messages where the value of the specified property is less than or equal to the value that is supplied in the expression.
	To display a list of messages that have an SCL that is 6 or less:

Get-message -filter {SCL -le 6}

	Contains
	-like
	This operator is used with properties where the value is expressed as a text string. The filter results only include messages where the value of the specified property contains the text string that is supplied in the expression. You can include the * wildcard character in a -like statement that is applied to a text string field, but not a field that has the enumeration type.
	To display a list of messages that have a subject that contains the text "payday loan" :

Get-messages -filter {subject -like "*payday loan*"}


You can specify a filter that evaluates multiple expressions by using the -and comparison operator in the Exchange Management Shell or by adding multiple expressions in the Queue Viewer. To be included in the result set, messages must meet all conditions of the filter. For example, the results of the following command will display a list of messages that are sent from any e-mail address that has a domain name that ends in Contoso.com and that have an SCL that is greater than 5:

Get-message -Filter {FromAddress -like "*Contoso.com*" -and SCL -gt 5}
For more information about how to use comparison operators in the Exchange Management Shell, run the following command:

Help about_comparison_operator

How to Filter Messages

This topic explains how to use the Exchange Queue Viewer or the Exchange Management Shell to filter messages that are present in the queues on a computer that has the Microsoft Exchange Server 2007 Hub Transport server role or the Edge Transport server role installed.

Before You Begin

To create a message filter and view the filter results, the account you use must be delegated the following:


Exchange View-Only Administrator role 

To create a message filter and perform a management action on the filter results, the account you use must be delegated the following:


Exchange Organization Administrator role 

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Before you create a message filter, you must follow these steps:


Verify that you are connected to an Exchange transport server. By default, the actions of the Queue Viewer or the Exchange Management Shell focus on the local server. For more information, see How to Connect to a Server by Using the Queue Viewer.


To connect to a specific transport server when you are using the Exchange Management Shell, include the Server parameter in your command.


Verify that you have configured the Queue Viewer options. These options determine the number of items that are displayed per page and the frequency at which the Queue Viewer updates the display. For more information, see How to Set Queue Viewer Options.


Determine the criteria that you will use to define your filter. For more information, see Filtering Messages.
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To use the Queue Viewer to filter messages

	1.
Open the Exchange Management Console.

2.
In the console tree, click Toolbox.

3.
In the result pane, click Exchange Queue Viewer.

4.
In the action pane, click Open Tool.

5.
In the Queue Viewer, click the Messages tab. A list of all messages in all queues on the server to which you are connected is displayed. To limit the view to a single queue, click the Queues tab, double-click the queue name, and then click the Server\Queue tab that appears.

6.
Click Create Filter, and enter your filter expression as follows:

a.
Select a message property from the message property drop-down list.

b.
Select a comparison operator from the comparison operator drop-down list.

c.
Enter the value from the value drop-down list. If the property has fixed values, select a value from the drop-down list. If the property requires a date/time expression, change the current date/time values or click the drop-down list to select a date from the calendar interface.
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Note: 

The following step is optional.

7.
Click Add Expression to specify additional filter criteria. Only messages that meet all filter criteria will be displayed.

8.
Click Apply Filter. The results of messages that meet the filter criteria are displayed.
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To use the Exchange Management Shell to filter queues


Run the following command:

Get-message -filter {property -operator "value"}

The following example uses this syntax to view all messages that have a spam confidence level (SCL) value that is equal to or greater than 6 and were sent from any sender in the Contoso.com domain:

Get-message -filter {SCL -ge 6 -and FromAddress -eq "*Contoso.com"}




For detailed syntax and parameter information, see Get-Message in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to View Queues

This topic explains how to use the Exchange Queue Viewer or the Exchange Management Shell to view queues that are present on a computer that has the Microsoft Exchange Server 2007 Hub Transport server role or the Edge Transport server role installed.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange View-Only Administrator role

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Before you view queues, you must follow these steps:


Verify that you are connected to an Exchange transport server. By default, the actions of the Queue Viewer or the Exchange Management Shell focus on the local server. For more information, see How to Connect to a Server by Using the Queue Viewer.


To connect to a specific transport server when you are using the Exchange Management Shell, include the Server parameter with a filter statement, or include the server name when you specify the queue identity.


Verify that you have configured the Queue Viewer options. These options determine the number of items to display per page and the frequency at which the Queue Viewer updates the display. For more information, see How to Set Queue Viewer Options.
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To use the Queue Viewer to view queues

	1.
Open the Exchange Management Console.

2.
In the console tree, click Toolbox.

3.
In the result pane, click Exchange Queue Viewer.

4.
In the action pane, click Open Tool.

5.
In the Queue Viewer, click the Queues tab. A list of all queues on the server to which you are connected is displayed.
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To use the Exchange Management Shell to view queues

	
Run the following command:

Get-queue


To display detailed queue information, run the following command:

Get-queue | format-list
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Note: 

This command supports the use of paging parameters that let you control how results are displayed. For more information about how to use paging parameters, see Using the Exchange Management Shell to Manage Queues.


For detailed syntax and parameter information, see Get-Queue in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to View Messages

This topic explains how to use the Exchange Queue Viewer or the Exchange Management Shell to view messages in the queues that are present on a computer that has the Exchange 2007 Hub Transport server role or the Edge Transport server role installed.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange View-Only Administrator role

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Before you view messages, you must follow these steps:


Verify that you are connected to an Exchange transport server. By default, the actions of the Queue Viewer or the Exchange Management Shell focus on the local server. For more information, see How to Connect to a Server by Using the Queue Viewer.


To connect to a specific transport server when you are using the Exchange Management Shell, include the Server parameter with a filter statement, or include the server name when you specify the message identity.


Verify that you have configured the Queue Viewer options. These options determine the number of items that are displayed per page and the frequency at which the Queue Viewer updates the display. For more information, see How to Set Queue Viewer Options.
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To use the Queue Viewer to view messages

	1.
Open the Exchange Management Console.

2.
In the console tree, click Toolbox.

3.
In the result pane,click Exchange Queue Viewer.

4.
In the action pane, click Open Tool.

5.
In the Queue Viewer, click the Messages tab. A list of all messages on the server to which you are connected is displayed. To adjust the view to a single queue, click the Queues tab, double-click the queue name, and then click the Server\Queue tab that appears.

6.
To view detailed information about a message, select a message, and then in the action pane, click Properties.
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To use the Exchange Management Shell to view messages


Run the following command:

Get-message


To view detailed information about messages, run the following command:

Get-message | format-list
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Note: 

This command supports the use of paging parameters that let you control how results are displayed. For more information about how to use paging parameters, see Using the Exchange Management Shell to Manage Queues.


For detailed syntax and parameter information, see Get-Message in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Suspend Queues

This topic explains how to use the Exchange Queue Viewer or the Exchange Management Shell to suspend a queue that is present on a computer that has the Microsoft Exchange Server 2007 Hub Transport server role or the Edge Transport server role installed.

You can suspend a queue that has a status of Active or Retry. You can also suspend the Unreachable queue and the Submission queue.

If you suspend the Unreachable queue, items will not be resubmitted to the categorizer when configuration updates are received by the transport server until the queue is resumed. If you suspend the Submission queue, messages will not be picked up by the categorizer until the queue is resumed.

By suspending a queue, you prevent messages from leaving the queue, but you do not change the status of messages in the queue. Messages that are in delivery through SMTP-send will finish operations. You can suspend a queue to stop mail flow, and then suspend one or messages in the queue. When you resume the queue, the messages that were suspended will not leave the queue.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role 

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Before you suspend a queue, you must follow these steps:


Verify that you are connected to an Exchange transport server. By default, the actions of the Queue Viewer or the Exchange Management Shell focus on the local server. To connect to a transport server when you are using the Exchange Management Shell, specify the server name by using the Server parameter. For more information, see How to Connect to a Server by Using the Queue Viewer.


Verify that you have configured the Queue Viewer options. These options determine the number of items that are displayed per page and the frequency at which the Queue Viewer updates the display. For more information, see How to Set Queue Viewer Options. 
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To use the Queue Viewer to suspend a queue

	1.
Open the Exchange Management Console.

2.
In the console tree, click Toolbox.

3.
In the result pane,click Exchange Queue Viewer.

4.
In the action pane, click Open Tool.

5.
In the Queue Viewer, click the Queues tab. A list of all queues on the server to which you are connected is displayed. You can create a filter to display only queues that meet specific criteria.

6.
Select one or more queues, right-click, and then select Suspend.
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To use the Exchange Management Shell to suspend a queue

	
Run the following command:

Suspend-queue -filter {property -operator "value"}

The following example uses this syntax to suspend all queues that have a message count that is equal to or greater than 1,000 and that have a status of retry:

Suspend-queue -filter {MessageCount -ge 1000 -and Status -eq "retry"}




For detailed syntax and parameter information, see Suspend-Queue in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).
How to Suspend Messages

This topic explains how to use the Exchange Queue Viewer or the Exchange Management Shell to suspend one or more messages in the queues on a computer that has the Microsoft Exchange Server 2007 Hub Transport server role or the Edge Transport server role installed.

By suspending a message, you prevent delivery of the message. A message that appears in the queue but is already in delivery will not be suspended. Delivery will continue, and the message status will be PendingSuspend. If the delivery fails, the message will re-enter the queue, and the message will then be suspended. You cannot suspend a message that is in the Submission queue or in the Poison Message queue.

A message that is being sent to multiple recipients might be located in multiple queues. To suspend a message in more than one queue in a single operation, you must use a filter.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role 

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Before you suspend a message, you must follow these steps:


Verify that you are connected to an Exchange transport server. By default, the actions of the Queue Viewer or the Exchange Management Shell focus on the local server. For more information, see How to Connect to a Server by Using the Queue Viewer.


To connect to a specific transport server when you are using the Exchange Management Shell, include the Server parameter with a filter statement, or include the server name when you specify the message identity.


Verify that you have configured the Queue Viewer options. These options determine the number of items that are displayed per page and the frequency at which the Queue Viewer updates the display. For more information, see How to Set Queue Viewer Options.

[image: image213.png]


To use the Queue Viewer to suspend a message

	1.
Open the Exchange Management Console.

2.
In the console tree, click Toolbox.

3.
In the result pane,click Exchange Queue Viewer.

4.
In the action pane, click Open Tool.

5.
In the Queue Viewer, click the Messages tab. A list of all messages on the server to which you are connected is displayed. To limit the view to a single queue, click the Queues tab, double-click the queue name, and then click the Server\Queue tab that appears.

6.
Select one or more messages, right-click, and then select Suspend.
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To use the Exchange Management Shell to suspend a message


Run the following command:

Suspend-message -filter {property -operator "value"}

The following example uses this syntax to suspend all messages in the queues that are from any sender in the domain Contoso.com:

Suspend-message -filter {FromAddress -eq "*contoso.com"}




For detailed syntax and parameter information, see Suspend-Message in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Resume Queues

This topic explains how to use the Queue Viewer or the Exchange Management Shell to resume queues that are present on a computer that has the Exchange 2007 Hub Transport server role or the Edge Transport server role installed.

By resuming a queue, you restart outgoing activities on a queue that has a status of Suspended. The queue must have a status of Suspended for this action to have any effect. When you resume a queue, the status of messages in the queue does not change. Messages that have a status of Suspended remain suspended and do not leave the queue.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Before you resume a queue, you must follow these steps:


Verify that you are connected to an Exchange transport server. By default, the actions of the Queue Viewer or the Exchange Management Shell focus on the local server. For more information about how to connect to a transport server, see How to Connect to a Server by Using the Queue Viewer.


To connect to a specific transport server when you are using the Exchange Management Shell, include the Server parameter with a filter statement, or include the server name when you specify the queue identity.


Verify that you have configured the Queue Viewer options. These options determine the number of items that are displayed per page and the frequency at which the Queue Viewer updates the display. For more information, see How to Set Queue Viewer Options.
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To use the Queue Viewer to resume a queue

	1.
Open the Exchange Management Console.

2.
In the console tree, click Toolbox.

3.
In the result pane, click Exchange Queue Viewer.

4.
In the action pane, click Open Tool.

5.
In the Queue Viewer, click the Queues tab. A list of all queues on the server to which you are connected is displayed.

6.
Click Create Filter, and enter your filter expression as follows:

a.
Select Status from the queue property drop-down list.

b.
Select Equals from the comparison operator drop-down list.

c.
Select Suspended from the value drop-down list.

7.
Click Apply Filter. All queues on the server that are currently suspended are displayed.

8.
Select one or more queues from the list, right-click, and then select Resume.
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To use the Exchange Management Shell to resume a queue

	
Run the following command:

Resume-queue -filter {property -operator "value"}

The following example uses this syntax to resume all queues that have a status of Suspended:

Resume-queue -filter {status -eq "suspended"}




For detailed syntax and parameter information, see Resume-Queue in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).
How to Resume Messages

This topic explains how to use the Queue Viewer or the Exchange Management Shell to resume a message that is in a queue on a computer that has the Exchange 2007 Hub Transport server role or the Edge Transport server role installed.

You can resume a message that currently has a status of Suspended. By resuming a message, you enable delivery of the message. If you resume a message that is located in the poison message queue, the message will be sent to the categorizer for processing. A message that is being sent to multiple recipients might be located in multiple queues. To resume a message in more than one queue in a single operation, you must use a filter.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Before you resume a message, you must follow these steps:


Verify that you are connected to an Exchange transport server. By default, the actions of the Queue Viewer or the Exchange Management Shell focus on the local server. For more information, see How to Connect to a Server by Using the Queue Viewer.


To connect to a specific transport server when you are using the Exchange Management Shell, include the Server parameter with a filter statement, or include the server name when you specify the message identity.


Verify that you have configured the Queue Viewer options. These options determine the number of items that are displayed per page and the frequency at which the Queue Viewer updates the display. For more information, see How to Set Queue Viewer Options.
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To use the Queue Viewer to resume a message

	1.
Open the Exchange Management Console.

2.
In the console tree, click Toolbox.

3.
In the result pane, click Exchange Queue Viewer.

4.
In the action pane, click Open Tool.

5.
In the Queue Viewer, click the Messages tab. A list of all messages on the server to which you are connected is displayed. To adjust the action to focus on a single queue, click the Queues tab, double-click the queue name, and then click the Server\Queue tab that appears.

6.
Click Create Filter, and enter your filter expression as follows:

a.
Select Status from the message property drop-down list.

b.
Select Equals from the comparison operator drop-down list.

c.
Select Suspended from the value drop-down list.

7.
Click Apply Filter. All messages that have a status of Suspended are displayed.

8.
Select one or more messages from the list, right-click, and select Resume.
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To use the Exchange Management Shell to resume a message

	
Run the following command:

Resume-message -filter {property -operator -"value"}

The following example uses this syntax to resume all messages that are being sent from any sender in the Contoso.com domain:

Resume-message -filter {FromAddress -eq "*contoso.com"}




For detailed syntax and parameter information, see Resume-Message in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Retry Queues

This topic explains how to use the Queue Viewer or the Exchange Management Shell to retry a mailbox delivery queue or a remote delivery queue that is present on a computer that has the Exchange 2007 Hub Transport server role or the Edge Transport server role installed.

When a transport server cannot connect to the next hop, the delivery queue is put in a status of Retry. When you retry a delivery queue by using the Queue Viewer or the Exchange Management Shell, you force an immediate connection attempt and override the next scheduled retry time. If the connection is not successful, the retry interval timer is reset. The delivery queue must be in a status of Retry for this action to have any effect.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Server Administrator role and local Administrators group for the target server

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Before you can retry a queue, you must follow these steps:


Verify that you are connected to an Exchange transport server. By default, the actions of the Queue Viewer or the Exchange Management Shell focus on the local server. For more information, see How to Connect to a Server by Using the Queue Viewer.


To connect to a specific transport server when you are using the Exchange Management Shell, include the Server parameter with a filter statement, or include the server name when you specify the queue identity.


Verify that you have configured the Queue Viewer options. These options determine the number of items that are displayed per page and the frequency at which the Queue Viewer updates the display. For more information, see How to Set Queue Viewer Options.
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To use the Queue Viewer to retry a queue

	1.
Open the Exchange Management Console.

2.
In the console tree, click Toolbox.

3.
In the result pane, click Exchange Queue Viewer.

4.
In the action pane, click Open Tool.

5.
In the Queue Viewer, click the Queues tab. A list of all queues on the server to which you are connected is displayed.

6.
Click Create Filter, and enter your filter expression as follows:

a.
Select Status from the queue property drop-down list.

b.
Select Equals from the comparison operator drop-down list.

c.
Select Retry from the value drop-down list.

7.
Click Apply Filter. All queues that currently have a retry status are displayed.

8.
Select one or more queues from the list. Right-click, and then select Retry Queue. If the connection attempt is successful, the queue status changes to Active. If no connection can be made, the queue remains in a status of Retry and the next retry time is updated.
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To use the Exchange Management Shell to retry a queue

	
Run one of the following commands:

Retry-queue -filter {status -eq "retry"}

Retry-queue -identity Server\Queue




For detailed syntax and parameter information, see Retry-Queue in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Remove Messages from Queues

This topic explains how to use the Queue Viewer or the Exchange Management Shell to remove one or more messages that are in a queue that is on a computer that has the Exchange 2007 Hub Transport server role or the Edge Transport server role installed.

A message that is being sent to multiple recipients might be located in more than one queue. To remove a message from more than one queue in a single operation, you must use a filter.

You can select whether to send a non-delivery report (NDR) when you remove messages from a queue. You cannot remove a message from the Submission queue.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Before you remove a message from a queue, you must follow these steps:


Verify that you are connected to an Exchange transport server. By default, the actions of the Queue Viewer or the Exchange Management Shell focus on the local server. For more information, see How to Connect to a Server by Using the Queue Viewer.


To connect to a specific transport server when you are using the Exchange Management Shell, include the Server parameter with a filter statement, or include the server name when you specify the message identity.


Verify that you have configured the Queue Viewer options. These options determine the number of items that are displayed per page and the frequency at which the Queue Viewer updates the display. For more information, see How to Set Queue Viewer Options.
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To use the Queue Viewer to remove a message from a queue

	1.
Open the Exchange Management Console.

2.
In the console tree, click Toolbox. 

3.
In the result pane,click Exchange Queue Viewer.

4.
In the action pane, click Open Tool.

5.
In the Queue Viewer, click the Messages tab. A list of all messages on the server to which you are connected is displayed. To adjust the action to a single queue, click the Queues tab, double-click the queue name, and then click the Server\Queue tab that appears.

6.
Select one or more messages from the list, right-click, and then select Remove Messages (with NDR) or Remove Messages (without NDR). A dialog box appears that confirms the selected action and asks, Do you want to continue? Click Yes.

7.
To remove all messages from a particular queue, click the Queues tab. Select a queue, right-click, and select Remove Messages (with NDR) or Remove Messages (without NDR). A dialog box appears that confirms the selected action and asks, Do you want to continue? Click Yes.
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Note: 

If you are working with a filtered list, the displayed page may not include all items in the filter. In this case, a prompt will appear that says This action will affect all items on this page. To expand the scope of this action to include all items in this filter, check the following box before you click OK.
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To use the Exchange Management Shell to remove a message from a queue

	
Run the following command:

Remove-message -filter {property -operator "value"} -WithNDR <$true | $false>

The following example uses this syntax to remove messages in the queues that have a subject of "Win Big." The following example does not send a NDR:

Remove-message -filter {Subject -eq "Win Big"} -WithNDR false




For detailed syntax and parameter information, see Remove-Message in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Export Messages from Queues

This topic explains how to use the Management Shell to copy messages from a queue on a computer that has the Exchange 2007 Hub Transport server role or the Edge Transport server role installed to a specified file path. You cannot use the Queue Viewer to perform this task. However, you can use the Queue Viewer to locate, identify, and suspend the messages before you perform this task.

When you export a message from a queue to a file, the message is not removed from the queue. A copy of the message is made in the specified location as a plain text file. The resulting file can be viewed in an application, such as a text editor or an e-mail client application, or the message file can be resubmitted by using the Replay directory on any other Hub Transport server or Edge Transport server inside or outside the Exchange organization.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Server Administrator role and local Administrators group for the target server

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Before you export a message from a queue, you must follow these steps:

1.
Verify the following information about the target directory location:


The target directory must exist before you export any messages. The directory will not be created for you. If an absolute path is not specified, the current Exchange Management Shell working directory is used.


The path may be local to the Exchange 2007 computer, or it may be a Universal Naming Convention (UNC) path to a share on a remote server.


Your account must have the Write permission to the target directory.

2.
Locate and identify the messages to be exported. For information about how to view messages, see How to View Messages.

3.
Suspend the messages to be exported to prevent their delivery during the export process. The messages must be in a suspended state for the export process to be successful. You can export messages from remote delivery queues, mailbox delivery queues, the Unreachable queue, or the poison message queue. Messages that are in the poison message queue are already in a suspended state. You cannot suspend or export messages that are in the Submission queue. For information about how to suspend messages, see How to Suspend Messages.

Exporting Queued Messages to Files

Consider the following items when you plan to export queued messages to files:


Exporting messages from a queue doesn't remove the messages from the queue. If you export the messages to examine them, you can later resume the suspended messages for delivery. For more information about how to resume messages, see How to Resume Messages. If you export the messages and resubmit them by using the Replay directory, you should remove the suspended messages to avoid duplicate message delivery. For more information about how to remove messages from a queue, see How to Remove Messages from Queues.


You can export an individual message to a file by specifying a file name or a path and a file name. When you specify a file name, make sure that you include the .eml file name extension so that the file can be opened easily by e-mail client applications, or processed correctly by the Replay directory.


You can export messages to files with automatic file naming if you specify an export path to a directory that already exists. If the target directory already exists, the file name of each message is automatically set to InternalMessageID.eml. The InternalMessageID is a message identifier that is assigned by the Exchange 2007 server that is currently processing the message.

Exporting a Specific Message from a Specific Queue
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To use the Exchange Management Shell to export a specific message from a specific queue to a file


Run the following command:

Export-Message -Identity <MessageIdentity> -Path <PathWithFileName>

For example, to export a copy of a message that has an InternalMessageID of 1234 that is located in the remote delivery queue for the domain "Contoso.com" on the server named Exchange01 to the path "C:\Contoso Export\export.eml", run the following command:

Export-Message -Identity ExchSrv1\contoso.com\1234 -Path "C:\Contoso Export\export.eml"




Exporting all the Messages from a Specific Queue
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To use the Exchange Management Shell to export all the messages from a specific queue to a directory


Run the following command:

Get-Message -Queue "<QueueIdentity>" | Export-Message -Path "<LocalPath>"

For example, to export a copy of all the messages from the "Contoso.com" remote delivery queue on the server named Exchange01 to the directory "C:\Contoso Export" on the local computer, run the following command:

Get-Message -Queue "Exchange01\contoso.com" | Export-Message -Path "C:\Contoso Export"




Exporting Specific Messages from all the Queues on a Server
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To use the Exchange Management Shell to export specific messages from all the queues on a server to a directory


Run the following command:

Get-Message -Filter {<Property> -<Operator> "<Value>"} -Server "<ServerIdentity>" | foreach {Export-Message -Identity:$_.Identity -Path "<LocalPath>"}

For example, to export a copy of all the messages from senders in the "Contoso.com" domain from all queues on the server named Exchange01 to the directory "C:\Contoso Export" on the local computer, run the following command:

Get-Message -Filter {FromAddress -like "@contoso.com"} -Server "Exchange01" | foreach {Export-Message -Identity:$_.Identity -Path:"C:\Contoso Export"}




For detailed syntax and parameter information, see Export-Message in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Resubmit Messages in Queues

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to manually resubmit messages to the Submission queue for the categorizer to reprocess. You can manually resubmit messages that have the following status on a computer that is running Microsoft Exchange Server 2007 and that has the Hub Transport server role or the Edge Transport server role installed:


Mailbox delivery queues or remote delivery queues that have the status of Retry. The messages in the queues must not be in the Suspended state.


Messages in the Unreachable queue that are not in the Suspended state.


Messages in the poison message queue.

You can use the following methods to manually resubmit messages:


You can use the Retry-Queue cmdlet with the Resubmit parameter.


You can export the messages to .eml message files and resubmit them by using the Replay directory. For more information about this resubmission method, see How to Export and Resubmit Messages.


The messages in the poison message queue can be resubmitted by using the Queue Viewer or by using the Resume-Message cmdlet. The poison message queue cannot be resubmitted by using the Retry-Queue cmdlet with the Resubmit parameter. For more information, see How to Resume Messages.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Server Administrator role and local Administrators group for the target server

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Using the Retry-Queue Cmdlet with the Resubmit Parameter

By using the Retry-Queue cmdlet with the Resubmit parameter, you can force messages to be resubmitted back through the categorization process for a new attempt at delivery.

Using the Retry-Queue cmdlet without the Resubmit parameter forces the delivery queue to try to connect to the next hop immediately. The messages are not resubmitted back through the categorization process. For information about how to retry the connection of a delivery queue, see How to Retry Queues.

Resubmitting All Messages that Are Located in a Specific Mailbox Delivery Queue or Remote Delivery Queue
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To use the Exchange Management Shell to resubmit all messages that are located in a specific mailbox delivery queue or remote delivery queue


Run the following command:

Retry-Queue -Identity "<ServerName>\<Destination>" -Resubmit $True

For example, to resubmit all messages that are located in the remote delivery queue "Contoso.com" on the server Exchange01, run the following command:

Retry-Queue -Identity "Exchange01\Contoso.com" -Resubmit $True




Resubmitting All Messages that Are Located in All Mailbox Delivery Queues or Remote Delivery Queues that Have the Status of Retry
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To use the Exchange Management Shell to resubmit all messages that are located in all mailbox delivery queues or remote delivery queues that have the status of Retry


Run the following command:

Retry-Queue -Filter {Status -eq "Retry"} -Server "<ServerName>" -Resubmit $True

For example, to resubmit all messages that are located in any the remote delivery queues with the status of Retry on the server Exchange01, run the following command:

Retry-Queue -Filter {Status -eq "Retry"} -Server "Exchange01" -Resubmit $True




Resubmitting All Messages that Are Located in the Unreachable Queue

	[image: image229.png]


To use the Exchange Management Shell to resubmit all messages for delivery that are located in the Unreachable queue


Run the following command:

Retry-Queue -Identity "<ServerName>\Unreachable" -Resubmit $True

For example, to retry the delivery of all messages that are located in the Unreachable queue on the server Exchange01, run the following command:

Retry-Queue -Identity "Exchange01\Unreachable" -Resubmit $True




For detailed syntax and parameter information, see Retry-Queue.

Resuming Messages from the Poison Message Queue

Messages that are located in the poison message queue must be resubmitted by resuming the message. The poison message queue cannot be resubmitted by using the Retry-Queue with the Resubmit parameter. To resume a message from the poison message queue, you can use the Queue Viewer or the Resume-Message cmdlet.
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Note: 

The poison message queue contains messages that are determined to be harmful to the Exchange 2007 system after a server failure. The messages may be genuinely harmful in their content or format. Alternatively, they may be victims of a poorly-written agent that crashed the Exchange server while it was processing the supposedly bad messages. If you are unsure of the safety of the messages in the poison message queue, you should export them to files so that you can examine them. The poison message queue is only visible in the Queue Viewer when there are messages in the poison message queue.
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To use the Queue Viewer to resume a message in the poison message queue

	1.
 Open the Exchange Management Console.

2.
In the console tree, click Toolbox.

3.
In the result pane, click Exchange Queue Viewer.

4.
In the action pane, click Open Tool.

5.
In the Queue Viewer, click the Queues tab. A list of all queues on the server to which you are connected is displayed.

6.
Click the poison message queue. In the action pane, select View Messages.

7.
Select one or more messages from the list, right-click, and select Resume.
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To use the Exchange Management Shell to resume a message in the poison message queue

	1.
Before you can resume a message from the poison message queue, you must first determine the Identity of the message. To determine the Identity of all messages in the poison message queue, run the following command:

Get-Message -Queue "Poison" | ft Identity

2.
To resume a message from the poison message queue, use the Identity of the message from the previous step, and run the following command:

Resume-Message <IdentityofPoisonMessage>
For example, to resume a message from the poison message queue that has the message Identity value of 222, run the following command:

Resume-Message 222




For detailed syntax and parameter information, see Resume-Message in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Export and Resubmit Messages

This topic explains how to use the Exchange Management Shell to export and resubmit messages from queues on computers that are running Microsoft Exchange Server 2007 and that have the Hub Transport server role or the Edge Transport server role installed. You cannot use the Exchange Queue Viewer to perform this task. However, you can use the Queue Viewer to locate, identify, and suspend the messages before you perform this task.

When you export a message from a queue to a file, the message is not removed from the queue. A copy of the message is made in the specified location as a plain text file that has an .eml file name extension. The resulting .eml file can be resubmitted by using the Replay directory on any Hub Transport server or Edge Transport server inside or outside the Exchange organization.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Server Administrator role and local Administrators group for the target server

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Before you resubmit exported messages by using the Replay directory, you must follow these steps:

1.
Verify the following information about the target directory location: 


The target directory must exist before you export any messages. The directory will not be created for you. If an absolute path is not specified, the current Exchange Management Shell working directory is used.


The path may be local to the server that is running Exchange 2000 Server. Or it may be a Universal Naming Convention (UNC) path of a share on a remote server.


Your account must have the Write permission to the target directory.

2.
Locate and identify the messages to be exported. For information about how to view messages, see How to View Messages.

3.
Suspend the messages to be exported to prevent their delivery during the export process. The messages must be in a suspended state for the export process to be successful. You can export messages from remote delivery queues, mailbox delivery queues, the Unreachable queue, or the poison message queue. Messages that are in the poison message queue are already in a suspended state. You cannot suspend or export messages that are in the Submission queue. For information about how to suspend messages, see How to Suspend Messages.

4.
Define the scope of messages that you want to export. You can export individual messages, all messages from a specific queue, or messages that match specific criteria from any queue. For more information about how to export messages from queues, see How to Export Messages from Queues.

Exporting Queues and Resubmitting

Consider the following two basic scenarios when you export messages from a queue for resubmission:


Exporting messages from queues for immediate resubmission   This scenario involves the export of messages from the queues directly to the Replay directory of the local server or to any remote Hub Transport server or Edge Transport server by mapping a drive letter to the remote server's Replay directory.


Exporting messages from queues for delayed resubmission   This scenario involves the export of messages from the queues to a local directory, and then manually copying of the message files to the Replay directory on the current server or to the Replay directory on a remote Hub Transport server or Edge Transport server.

The export procedure is the same for both scenarios. The only difference is the target directory of the exported messages. If the target directory is the Replay directory on a remote Exchange 2007 Hub Transport server or Edge Transport server, it may be easier to export the message files to a local directory first. It is easier to troubleshoot and fix any problems that occur during the manual file copy than during the message export if the remote Exchange 2007 server exists in a different domain, forest, or subnet.

You should also consider the items in the following list as you plan to export queued messages to files for resubmission:


The export of messages from a queue doesn't remove the messages from the queue. After you export the messages and successfully resubmit them by using the Replay directory, you should remove the suspended messages to avoid duplicate message delivery. For more information about how to remove messages from a queue, see How to Remove Messages from Queues.


You can export messages to files by using automatic file naming if you specify an export path to a directory that already exists. If the target directory already exists, the file name of each message is automatically set to InternalMessageID.eml where InternalMessageID is the message identifier that is assigned by the Exchange 2007 server that is currently processing the message.


If message files are to be processed by the Replay directory, they must meet the following requirements:


The file must be plain text format. MIME extensions are supported.


The file must have an .eml file name extension.


The file must have at least one valid e-mail address in the X-Sender: header field, and one valid e-mail address in the X-Receiver: header field.

Messages exported from Exchange 2007 queues are already formatted correctly for the Replay directory.


The default location for the Replay directory on a Hub Transport or Edge Transport server is C:\Program Files\Microsoft\Exchange Server\TransportRoles\Replay. You can change this location by using the ReplayDirectoryPath parameter in the Set-TransportServer cmdlet. If the value of ReplayDirectoryPath is set to $null, the Replay directory is disabled.

Exporting Messages from Queues Directly to the Local Replay Directory for Immediate Delivery
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To use the Exchange Management Shell to export messages from queues directly to the local Replay directory for immediate delivery

	1.
Run the following command:

Get-Message -Queue "<QueueIdentity>" | Export-Message -Path "<LocalReplayDirectoryPath>"

For example, to export a copy of all the messages from the "Contoso.com" remote delivery queue on the local Exchange 2007 server to the default Pickup directory, run the following command:

Get-Message -Queue "contoso.com" | Export-Message -Path "C:\Program Files\Microsoft\Exchange Server\TransportRoles\Replay"

2.
After you have verified successful message delivery, remove the suspended messages that you exported from the queue on the source Exchange 2007 server.


Exporting Messages from Queues to a Local Directory for Delayed Delivery
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To use the Exchange Management Shell to export messages from queues to a local Directory for delayed delivery

	1.
Run the following command:

Get-Message -Queue "<QueueIdentity>" | Export-Message -Path "<LocalDirectoryPath>"

For example, to export a copy of all the messages from the "Contoso.com" remote delivery queue on the server named Exchange01 to the directory "C:\Contoso Export" on the local computer, run the following command:

Get-Message -Queue "Exchange01\contoso.com" | Export-Message -Path "C:\Contoso Export"

2.
Copy the exported message files to the Replay directory on another Hub Transport server or Edge Transport server.

3.
After you have verified successful message delivery, remove the suspended messages that you exported from the queue on the source Exchange 2007 server.


For detailed syntax and parameter information, see Get-Message in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Managing Transport Agents

Transport agents let you install custom software on a server running Microsoft Exchange Server 2007 that will process e-mail messages that pass through the categorizer on a Hub Transport server role or Edge Transport server role. Custom transport agents enable additional functionality in Exchange 2007, such as anti-spam or antivirus programs from third-party vendors.

Transport agents are typically installed automatically as part of applications that are designed to function together with Exchange 2007. However, there may be instances where organizations want develop their own transport agents to manage mail that flows through their Exchange 2007 organization. 

The following topics explain the administration and configuration of transport agents:


How to Install a Transport Agent

How to View a Transport Agent

How to Modify a Transport Agent

How to Uninstall a Transport Agent

How to View Transport Agents in the Transport Pipeline

How to Enable Pipeline Tracing
How to Install a Transport Agent

This topic explains how to use the Exchange Management Shell to install a new transport agent on a computer that has the Hub Transport server role or Edge Transport server role installed.
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Note: 

You cannot administer transport agents by using the Exchange Management Console. To administer transport agents, you must use the Exchange Management Shell. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Before You Begin
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Caution: 

Transport agents have full access to all e-mail messages that they encounter. Exchange puts no restrictions on a transport agent's behavior. Transport agents that are unstable or contain security flaws may affect the stability and security of Exchange. Therefore, you must only install transport agents that you fully trust and that have been fully tested in a test environment. 

To run the Install-TransportAgent cmdlet on a computer running Edge Transport server role, you must be a member of the local Administrators group on that computer.

To run the Install-TransportAgent cmdlet, the account you use must be delegated the following:


Exchange Server Administrator role and local Administrators group for the target server 

In the Exchange Management Shell, you can install transport agents by using the following syntax:

Install-TransportAgent -Name <"TransportAgentID"> -TransportAgentFactory <"TransportAgentFactory"> -AssemblyPath <"FilePath">

When you install a transport agent by using the Exchange Management Shell, Exchange 2007 only registers the DLLs that are associated with the transport agent. You must make sure all files, registry keys, and other objects that the transport agent depends on are installed correctly and configured. After Exchange loads the DLLs, it continues to reference the DLLs after the command has completed.

Transport agents are installed in a disabled state to make sure mail flow is not affected by transport agents that have not yet been configured. After a transport agent has been configured correctly, use the following command to enable the Transport agent:

Enable-TransportAgent <TransportAgentID>
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To use the Exchange Management Shell to install a new fictitious transport agent that scans messages for viruses


Run the following command:

Install-TransportAgent -Name "Antivirus for Exchange" -TransportAgentFactory "vendor.exchange.avTransportAgentfactory" -AssemblyPath "c:\Program Files\Vendor\TransportAgent\AvTransportAgentFactory.Dll"


To enable the newly installed transport agent, use the following command:

Enable-TransportAgent "Antivirus for Exchange"




For detailed syntax and parameter information, see Install-TransportAgent in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).
How to View a Transport Agent

This topic explains how to use the Exchange Management Shell to view an existing transport agent on a computer that has the Hub Transport server role or Edge Transport server installed.

Before You Begin

To run the Get-TransportAgent cmdlet on a computer that has the Edge Transport server role installed, you must be a member of the local Administrators group on that computer.

To run the Get-TransportAgent cmdlet, the account you use must be delegated the following:


Exchange Organization Administrator role

Viewing a Summary List of Transport Agents

In the Exchange Management Shell, you can view a summary list of transport agents that are configured on a local computer.
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To use the Exchange Management Shell to view a summary list of all transport agents

	
Run the following command:

Get-TransportAgent 




Viewing Detailed Configuration of a Specific Transport Agent

In the Exchange Management Shell, you can view transport agents that are configured on the local computer by using the following syntax:

Get-TransportAgent <TransportAgentID> | Format-List
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Note: 

To view the detailed configuration of all transport agents on the local computer, do not specify a TransportAgentID value in the previous command.
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To use the Exchange Management Shell to view the detailed configuration of an existing Transport agent


Run the following command to view the detailed configuration of the Journaling agent that is configured on a Hub Transport server:

Get-TransportAgent "Journaling agent" | Format-List




For detailed syntax and parameter information, see Get-TransportAgent in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Modify a Transport Agent

This topic explains how to use the Exchange Management Shell to modify an existing transport agent on a computer that has the Microsoft Exchange Server 2007 Hub Transport server role or Edge Transport server role installed.

Before You Begin

To run the Set-TransportAgent cmdlet on a computer that has the Edge Transport server role installed, you must be a member of the local Administrators group on that computer.

To run the Set-TransportAgent cmdlet, the account you use must be delegated the following:


Exchange Server Administrator role and local Administrators group for the target server 

You can use the Exchange Management Shell to modify the priority of an existing transport agent by using the following syntax:

Set-TransportAgent <TransportAgentID> [-Priority <Priority>]
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To use the Exchange Management Shell to modify an existing transport agent


Run the following command:

Set-TransportAgent "Antivirus for Exchange" -Priority 3




For detailed syntax and parameter information, see Set-TransportAgent in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Uninstall a Transport Agent

This topic explains how to use the Exchange Management Shell to uninstall an existing transport agent on a computer that has the Microsoft Exchange Server 2007 Hub Transport server role or Edge Transport server role installed.

Before You Begin

To run the Uninstall-TransportAgent cmdlet on a computer that has the Edge Transport server role installed, you must be a member of the local Administrators group on that computer.

To run the Uninstall-TransportAgent cmdlet, the account you use must be delegated the following:


Exchange Server Administrator role and local Administrators group for the target server 

You can use the Exchange Management Shell to uninstall transport agents that are configured on the local computer. When you use the Exchange Management Shell to uninstall a transport agent, Exchange unregisters the DLL files that are used with the agent. It does not remove any files, registry keys, or other objects that are added by the installation of the transport agent. Use the following syntax to uninstall an existing transport agent:

Uninstall-TransportAgent <TransportAgentID>
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To use the Exchange Management Shell to uninstall an existing transport agent


Run the following command:

Uninstall-TransportAgent "Antivirus for Exchange"




For detailed syntax and parameter information, see Uninstall-TransportAgent in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to View Transport Agents in the Transport Pipeline

This topic explains how to use the Exchange Management Shell to view a list of transport agents in the transport pipeline on a computer that has the Exchange Server 2007 Hub Transport server role or Edge Transport server installed.

Before You Begin

[image: image243.png]


Important: 

Only transport agents that have encountered messages in the transport pipeline between the time when the Exchange Transport service was started and the time when the cmdlet was run are displayed by the Get-TransportPipeline cmdlet. A transport agent that has not encountered a message in the transport pipeline will not appear in the results that are displayed by the Get-TransportPipeline cmdlet, even if that transport agent is enabled.

To run the Get-TransportPipeline cmdlet on a computer that has the Edge Transport server role installed, you must be a member of the local Administrators group on that computer.

To run the Get-TransportPipeline cmdlet, the account you use must be delegated the following:


Exchange View-Only Administrators role

In the Exchange Management Shell, you can view a list of all the enabled transport agents that have encountered messages in the transport pipeline and the Simple Mail Transfer Protocol (SMTP) events they are registered on. 

The Get-TransportPipeline cmdlet lists each SMTP event in the order that the SMTP events encounter messages in the transport pipeline. Listed next to each SMTP event is each transport agent that is registered on the SMTP event and has encountered a message. The following shows example output from the Get-TransportPipeline cmdlet run on an Edge Transport server:

Event                                   TransportAgents

-----                                   ---------------

OnConnectEvent                          {Connection Filtering Agent}

OnHeloCommand                           {}

OnEhloCommand                           {}

OnAuthCommand                           {}

OnEndOfAuthentication                   {}

OnMailCommand                           {Connection Filtering Agent, Sender Fil

                                        ter Agent}

OnRcptCommand                           {Connection Filtering Agent, Address Re

                                        writing Inbound Agent, Recipient Filter

                                         Agent}

OnDataCommand                           {}

OnEndOfHeaders                          {Connection Filtering Agent, Address Re

                                        writing Inbound Agent, Sender Id Agent,

                                         Sender Filter Agent, Protocol Analysis

                                         Agent}

OnEndOfData                             {Edge Rule Agent, Content Filter Agent,

                                         Protocol Analysis Agent, Attachment Fi

                                        ltering Agent}

OnHelpCommand                           {}

OnNoopCommand                           {}

OnReject                                {Protocol Analysis Agent}

OnRsetCommand                           {Protocol Analysis Agent}

OnDisconnectEvent                       {Protocol Analysis Agent}
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To use the Exchange Management Shell to view a list of transport agents in the transport pipeline


Run the following command:

Get-TransportPipeline 




For detailed syntax and parameter information, see Get-TransportPipeline in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Enable Pipeline Tracing

This topic explains how to use the Exchange Management Shell to enable pipeline tracing of e-mail messages as they move through the transport pipeline on computers that have the Exchange 2007 Hub Transport server role or Edge Transport server role installed.

For more information about pipeline tracing, the transport pipeline, and transport agents in Exchange 2007, see the following topics in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320):


Pipeline tracing   Using Pipeline Tracing to Diagnose Transport Agent Issues

The transport pipeline in Exchange 2007   Transport Architecture

Transport agents   Overview of Transport Agents
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Note: 

You cannot administer pipeline tracing by using the Exchange Management Console. To administer pipeline tracing, you must use the Exchange Management Shell. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Before You Begin
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Caution: 

Pipeline tracing copies the complete contents of e-mail messages that are sent from the e-mail account that is configured by using the PipelineTracingSenderAddress parameter on the Set-TransportServer cmdlet. To avoid unwanted exposure of confidential information, you must set appropriate security permissions on the location of the pipeline tracing log file that is specified by the PipelineTracingPath parameter on the Set-TransportServer cmdlet.
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Caution: 

Do not enable pipeline tracing for long periods of time. Pipeline tracing creates verbose log files that can accumulate quickly. Always monitor available disk space when pipeline tracing is enabled.

To run the Set-TransportServer cmdlet on a computer that has the Edge Transport server role installed, you must be a member of the local Administrators group on that computer.

To run the Set-TransportServer cmdlet, the account you use must be delegated the following:


Exchange Organization Administrator role

Configuring the Pipeline Tracing Sender Address

Pipeline tracing generates log files only for e-mail messages that are sent from the Simple Mail Transfer Protocol (SMTP) e-mail address that you specify by using the PipelineTracingSenderAddress parameter on the Set-TransportServer cmdlet. Pipeline tracing does not generate log files for messages that are sent from any other e-mail address. The SMTP e-mail address that you specify can be internal or external to your Exchange organization. After you specify the pipeline tracing sender address, you must enable pipeline tracing. For more information, see the "Enabling Pipeline Tracing" section later in this topic.
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To use the Exchange Management Shell to configure the pipeline tracing sender address

	
Run the following command:

Set-TransportServer <Identity> -PipelineTracingSenderAddress <SMTPAddress>

For example, to configure the SMTP address, chris@contoso.com, as the pipeline tracing sender address on the Server1 computer, run the following command:

Set-TransportServer Server1 -PipelineTracingSenderAddress chris@contoso.com




For more information, see Using Pipeline Tracing to Diagnose Transport Agent Issues in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Configuring the Location of the Pipeline Tracing Log Directory

By default, the pipeline tracing log directory is located at C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\PipelineTracing. The directory must be located on the Exchange 2007 computer.
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To use the Exchange Management Shell to configure the pipeline tracing log location

	
Run the following command:

Set-TransportServer <Identity> -PipelineTracingPath <LocalFilePath>

For example, to set the location of the pipeline tracing log directory to C:\Pipeline Tracing Logs, run the following command:

Set-TransportServer Server1 -PipelineTracingPath "C:\Pipeline Tracing Logs"




Enabling Pipeline Tracing

By default, pipeline tracing is disabled on computers that run Exchange 2007. You can enable or disable pipeline tracing on each Exchange server.
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To use the Exchange Management Shell to enable pipeline tracing

	1.
Configure the pipeline tracing sender address according to the "Configuring the Pipeline Tracing Sender Address" section earlier in this topic. You must configure the pipeline tracing sender address before you enable pipeline tracing.

2.
Run the following command to enable pipeline tracing:

Set-TransportServer <Identity> -PipelineTracingEnabled <$True | $False>

For example, to enable pipeline tracing on the Server1 computer, run the following command:

Set-TransportServer Server1 -PipelineTracingEnabled $True




For detailed syntax and parameter information, see Set-TransportServer in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Managing Delivery Status Notifications

Delivery status notifications (DSNs) notify the Microsoft Exchange Server 2007 administrator or e-mail sender of the status of a particular message. DSN messages are a critical part of troubleshooting e-mail connectivity issues between local Exchange recipients and issues between the local Exchange server and remote e-mail servers on the Internet. DSN messages can contain one of the three types of status in the following list:


Success   Success status is indicated by a 2.x.x status code. A success status code is returned during the Simple Mail Transfer Protocol (SMTP) conversation between two e-mail servers if the command that is submitted to the receiving server by the sending server is valid.


Persistent Transient Failure   Persistent transient failure status is indicated by a 4.x.x status code. A persistent transient failure status code is returned when the e-mail server that is trying to deliver the message encounters an error that is temporary and may be resolvable. The server continues to retry delivery of the message for a specified number of days that is defined by the e-mail administrator.


Permanent Failure   Permanent failure status is indicated by a 5.x.x status code. A permanent failure status code is returned when the e-mail server that is trying to deliver the message encounters an error that the server cannot overcome.

In Exchange 2007, you can modify the text of DSN messages, so that you can customize DSN messages to match corporate policy, help desk contact guidelines, or other communications standards. This functionality helps e-mail users and administrators more effectively troubleshoot issues that they might experience because the DSN message matches their specific environment.

The following topics explain how to manage and configure DSN messages in Exchange 2007:


How to Create a New DSN Message

How to View the DSN Message Configuration

How to Modify an Existing DSN Message

How to Remove an Existing DSN Message
The following topics provide supporting information that will help you manage DSN messages by using the procedures that are documented in the topics that are listed earlier:


DSN Message Identity

DSN Message Text

Supported Locales for Use with System Messages
Supported Locales for Use with System Messages

The following table lists the supported language locales that are available for use with the New-SystemMessage and Set-SystemMessage cmdlets:

Supported language locales for system messages

	Language
	Locale
	Language
	Locale

	Arabic 
	AR
	Japanese
	JA 

	Basque 
	EU
	Kazakh 
	KK

	Bulgarian
	BG
	Korean
	KO 

	Catalan 
	CA
	Latvian
	LV

	Chinese (Simplified)
	ZH-CHS
	Lithuanian
	LT

	Chinese (Traditional)
	ZH-CHT 
	Malay
	MS

	Croatian
	HR
	Norwegian 
	NB

	Czech
	CS
	Persian 
	FA

	Danish
	DA
	Polish
	PL

	Dutch 
	NL
	Portuguese
	PT 

	English 
	EN
	Portuguese
	PT-PT

	Estonian
	ET
	Romanian
	RO

	Filipino (Tagalog)
	FIL
	Russian
	RU 

	Finnish
	FI
	Serbian (Cyrillic)
	SR-SP-CYRL

	French 
	FR 
	Serbian (Latin)
	SR-SP-LATN

	Galician
	GL
	Slovak
	SK

	German 
	DE 
	Slovenian
	SL

	Greek
	EL
	Spanish 
	ES 

	Hebrew
	HE
	Swedish
	SV

	Hindi
	HI
	Thai
	TH

	Hungarian
	HU
	Turkish
	TR

	Icelandic 
	IS
	Ukrainian
	UK

	Indonesian
	ID
	Urdu 
	UR

	Italian 
	IT 
	Vietnamese 
	VI


You can use the New-SystemMessage and Set-SystemMessage cmdlets to configure delivery status notification (DSN) messages and quota messages. For more information about how to use these locales with these cmdlets, see the following topics:


DSN Message Identity

How to Customize Quota Messages in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320)
For more information about the system message cmdlets, see the following topics in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320):


Get-SystemMessage

New-SystemMessage

Remove-SystemMessage

Set-SystemMessage
DSN Message Identity

This topic explains the syntax for the identity of a customized DSN message. The identity is the customized DSN message's GUID or a string that consists of the following values:


Locale   This variable specifies the locale of the language that the DSN message is displayed in. For a list of locale codes that you can use with the New-SystemMessage command, see Supported Locales for Use with System Messages. 


Internal or External   This variable specifies whether the DSN message is sent only to senders who are part of the internal Exchange Server 2007 organization or also to senders outside the Exchange Server 2007 organization. You can use the Internal option when you want to include a specific e-mail contact or resolution in DSN messages that are sent to internal senders, but do not want to expose that information to senders outside your organization.


DSN code   This variable specifies the DSN code of the customized DSN message.

The syntax of the DSN message identity is <Locale>\<Internal or External>\<DSN code>.

For each DSN code, you can create more than one customized DSN message, which can target internal senders or external senders, and different locales. The following list shows some of the possible configurations for the DSN code 5.1.2:


Display DSN messages to Internal senders with an English (en) locale


Display DSN messages to External senders with an English (en) locale


Display DSN messages to Internal senders with a Japanese (ja) locale


Display DSN messages to External senders with a Japanese (ja) locale

DSN Message Text

This topic explains what you can include in the text of a customized delivery status notification (DSN) message in Microsoft Exchange Server 2007 and how to format that text in HTML. 

You can include any information that you want to display to the recipient of the DSN message. For example, you can include a detailed description of the DSN, contact information for your help desk, and a link to your support department's Web site. 
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Note: 

Each DSN message can contain a maximum of 512 characters.

Because DSN messages can be displayed in HTML, you can embed HTML formatting tags in the DSN text. For example, if you want to make some text in your DSN message bold, enclose the text in <B> and </B> HTML tags. The following table provides some examples of valid HTML tags that can be used in DSN message text.

Valid HTML tags for use in DSN messages

	HTML tag
	Description

	<B>
	Bold start

	</B>
	Bold end

	<A HREF="url">
	Hyperlink start

	</A>
	Hyperlink end

	<BR>
	Link break

	<EM>
	Italic start

	</EM>
	Italic end

	<P>
	Paragraph start

	</P>
	Paragraph end
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Notes: 


By default, Exchange Server 2007 sends HTML DSN messages, but you can configure whether Exchange Server 2007 sends HTML DSN messages to internal senders, external senders, or both. To configure this behavior, modify the InternalDsnSendHtml parameter and the ExternalDsnSendHtml parameter with the Set-TransportServer command. 


If the InternalDsnSendHtml parameter is set to $false, Exchange Server 2007 suppresses HTML tags in DSN messages that are sent to internal senders. If the ExternalDsnSendHtml parameter is set to $false, Exchange Server 2007 suppresses HTML tags in DSN messages that are sent to external senders.

The following characters that Exchange Server 2007 uses in DSN message text have special meanings:


The greater-than sign (>)


The less-than sign (<)


The ampersand (&)


Double quotation marks (")

These characters are used to determine where HTML tags begin and end, and where text that should be displayed to senders starts and ends. If you want to display these characters in your DSN messages, you must use the escape codes in the following table.

DSN message character escape codes

	Escape code
	Character

	&lt;
	<

	&gt;
	>

	&quot;
	"

	&amp;
	&


[image: image253.png]


Important: 

If you include an HTML tag in your DSN message text that contains double quotation marks ("), such as <A HREF="url">, you must use single quotation marks (') around the whole DSN message text. You will receive an error if you use double quotation marks around the whole DSN message text and around an HTML tag.

For example, if you want to display the message "Please contact the Help Desk at <1234>.", you must add "Please contact the Help Desk at &lt;1234&gt;." to the DSN message text.

How to Create a New DSN Message

This topic explains how to use the Exchange Management Shell to create a new customized delivery status notification (DSN) message in Exchange Server 2007 on a computer that has the Hub Transport server role or the Edge Transport server role installed.
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Note: 

You cannot use the Exchange Management Console to perform the procedures in this topic. Instead, you must use the Exchange Management Shell. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Before You Begin

To perform these procedures on a computer that has the Hub Transport server role installed, the account you use must be delegated the following:


Exchange Organization Administrator role

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Also, before you perform these procedures, you must specify the identity of the message and prepare the text that you want to include in the message. For more information about how to specify the identity of a DSN message and how to work with the text of a customized DSN message, including how to format HTML DSN messages, see the following topics:


DSN Message Identity

DSN Message Text
You can create a new customized non-HTML DSN message by using the following command syntax:

New-SystemMessage -DsnCode <DSN Code> -Text <"DSN message text to display"> -Internal <$True | $False> -Language <Locale Code>

You can create a new customized HTML DSN message that includes a hyperlink by using the following command syntax:

New-SystemMessage -Dsncode <DSN Code> -Text <'HTML DSN message text to display with <A HREF="url">hypertext</A>.'> -Internal <$True | $False> -Language <Locale Code>
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To use the Exchange Management Shell to create a new customized DSN message that is targeted to internal senders

	
Run the following command:

New-SystemMessage -DsnCode 5.1.2 -Text "The mailbox you tried to send an e-mail message to is disabled and is no longer accepting message. Please contact the Help Desk at extension 123 for assistance." -Internal $True -Language En




[image: image256.png]


To use the Exchange Management Shell to create a new customized DSN message that is targeted to external senders

	
Run the following command:

New-SystemMessage -DsnCode 5.1.2 -Text "The mailbox you tried to send an e-mail message to is disabled and is no longer accepting message. Please contact your Systems Administrator for more information." -Internal $False -Language En
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To use the Exchange Management Shell to create a new customized HTML DSN message that is targeted to internal senders


Run the following command:

New-SystemMessage -DsnCode 5.1.2 -Text 'The mailbox you tried to send an e-mail message to is <B>disabled</B>. Please visit <A HREF="http://it.contoso.com">Internal Support</A> or contact &quot;InfoSec&quot; for more information.' -Internal $True -Language En




For detailed syntax and parameter information, see New-SystemMessage in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to View the DSN Message Configuration

This topic explains how to use the Exchange Management Shell to view the delivery status notification (DSN) configuration for Exchange Server 2007 on a computer that has the Hub Transport server role or the Edge Transport server role installed.
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Note: 

You cannot use the Exchange Management Console to perform the procedures in this topic. Instead, you must use the Exchange Management Shell. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange View-Only Administrator role 

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Also, before you perform these procedures, you must specify the identity of the DSN message or messages that you want to view. For more information about how to specify the identity of a DSN message, see DSN Message Identity. 

Viewing a Summary List of Customized DSN Messages

By default, the Get-SystemMessage cmdlet, which you use to view the configuration of customized DSN messages, returns a summary list of all customized DSN messages that are configured manually by an administrator. 

[image: image259.png]


To use the Exchange Management Shell to view a summary list of all customized DSN messages

	
Run the following command:

Get-SystemMessage




Viewing the Detailed Configuration of a Specific Customized DSN Message

To view the detailed configuration of a customized DSN message, you must pipe the output of the Get-SystemMessage cmdlet to the Format-List cmdlet. You can specify the identity of a specific customized DSN message to view that message's detailed configuration, or you can omit the identity to retrieve all customized DSN messages. To view the detailed configuration for a specific DSN message, use the following command syntax:

Get-SystemMessage <Identity> | Format-List
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Note: 

You cannot use this procedure to retrieve the detailed configuration of the original DSN messages that are included with Exchange Server 2007 and not customized. To view a detailed list of these original DSN messages, see the "Viewing a List of Original DSN Messages" section later in this topic.
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To use the Exchange Management Shell to view the detailed configuration of a customized DSN message


Run the following command:

Get-SystemMessage En\Internal\5.1.2 | Format-List




Viewing a List of Original DSN Messages

To view a list of the original DSN messages that are included with Exchange Server 2007, you must run the Get-SystemMessage command with the Original parameter. 
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Note: 

You cannot specify a DSN message identity when you use the Original parameter.
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To use the Exchange Management Shell to view a summary list of the original DSN messages that are included with Exchange 2007 

	
Run the following command:

Get-SystemMessage -Original
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To use the Exchange Management Shell to view a detailed list of the original DSN messages that are included with Exchange 2007 

	
Run the following command:

Get-SystemMessage -Original | Format-List




For detailed syntax and parameter information, see Get-SystemMessage in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Modify an Existing DSN Message

This topic explains how to use the Exchange Management Shell to modify a customized delivery status notification (DSN) message in Exchange Server 2007 on a computer that has the Hub Transport server role or the Edge Transport server role installed.
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Note: 

You can only use the Set-SystemMessage command to modify DSN messages that have already been customized by using the New-SystemMessage command. If you want to customize the original text of a default DSN message provided by Exchange Server 2007, you must use the New-SystemMessage command. For more information about how to create a new customized DSN message, see How to Create a New DSN Message.
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Note: 

You cannot use the Exchange Management Console to perform the procedures in this topic. Instead, you must use the Exchange Management Shell. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Before You Begin

To perform these procedures, the account you use must be delegated the following:


Exchange Organization Administrator role

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Also, before you perform these procedures, you must specify the identity of the message and prepare the text that you want to include in the message. For more information about how to specify the identity of a DSN message and how to work with the text of a customized DSN message, including how to format HTML DSN messages, see the following topics:


DSN Message Identity

DSN Message Text
You can modify a customized DSN message by using the following command syntax:

Set-SystemMessage <Identity> -Text <"DSN message text to display">
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To use the Exchange Management Shell to modify a customized DSN message

	
Run the following command:

Set-SystemMessage En\Internal\5.1.2 -Text "The mailbox you tried to send an e-mail message to is disabled and is no longer accepting message. Please contact the Help Desk at extension 123 for assistance."




You can include HTML tags when you modify a customized DSN message by using the following command syntax:

Set-SystemMessage <Identity> -Text <'HTML DSN message text to display with <A HREF="url">hypertext</A>.'>
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To use the Exchange Management Shell to modify a customized DSN message and add HTML tags to the text


Run the following command:

Set-SystemMessage En\Internal\5.1.2 -Text 'The mailbox you tried to send an e-mail message to is <B>disabled</B>. Please visit <A HREF="http://it.contoso.com">Internal Support</A> or contact &quot;InfoSec&quot; for more information.'




For detailed syntax and parameter information, see Set-SystemMessage in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Remove an Existing DSN Message

This topic explains how to use the Exchange Management Shell to remove a customized delivery status notification (DSN) message in Exchange Server 2007 on a computer that has the Hub Transport server role or the Edge Transport server role installed.
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Note: 

You cannot use the Exchange Management Console to perform the procedures in this topic. Instead, you must use the Exchange Management Shell. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Before You Begin

To perform the following procedure, the account you use must be delegated the following:


Exchange Organization Administrator role

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Also, before you perform this procedure, you must specify the identity of the DSN message or messages that you want to view. For more information about how to specify the identity of a DSN message, see DSN Message Identity. 

When you remove a customized DSN message, the DSN code that is associated with that message reverts to the original DSN message that is included with Exchange Server 2007. You can remove a customized DSN message by using the following command syntax:

Remove-SystemMessage <Identity>
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Note: 

You cannot remove an original DSN message that is included with Exchange Server 2007. To change an original DSN message, you must create a new customized DSN message for the DSN code that you want to customize.
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To use the Exchange Management Shell to remove an existing DSN message


Run the following command:

Remove-SystemMessage En\Internal\5.1.2




For detailed syntax and parameter information, see Remove-SystemMessage in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Managing the Address Rewriting Agent

In Microsoft Exchange Server 2007, the Address Rewriting agent lets you modify the addresses of senders and recipients on messages that enter and leave an Exchange Server 2007 organization. The Address Rewriting agent runs on a computer that has the Edge Transport server role installed.

You can use address rewriting to present a consistent appearance to external recipients of messages from your Exchange Server 2007 organization. Address rewriting can be valuable if your organization uses third-party vendors to provide support or other e-mail based services. Your customers and partners expect e-mail to come from your organization, not from unfamiliar third-party vendors. The address rewriting feature provides organizations the flexibility to structure their businesses based on business requirements, instead of technical requirements or limitations.

You can also use address rewriting on messages that enter the Exchange Server 2007 organization to enable appropriate routing of messages that are bound for internal recipients. Address rewriting enables replies to messages that were rewritten to be correctly routed to the original sender of the rewritten message.

How to Create a New Address Rewrite Entry

This topic provides an overview of Exchange Management Shell procedures that you can use to create a new address rewrite entry on a computer that has the Exchange Server 2007 Edge Transport server role installed.

Before You Begin

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer. 
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Important: 


The Address Rewriting Inbound agent and the Address Rewriting Outbound agent must be enabled so that address rewrite entries are applied to e-mail messages that enter and leave the Edge Transport server. If address rewrite entries have been created, but the Address Rewriting agents are disabled, Exchange Server 2007 will not apply the address rewrite entries. To verify whether the Address Rewriting agents are enabled on the Edge Transport server, run the following command:


Get-TransportAgent
For more information about the Get-TransportAgent command, see Get-TransportAgent in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).


To enable the Address Rewriting agent if it is not enabled, run the following command:


Enable-TransportAgent -Identity "Address Rewriting Inbound agent"

Enable-TransportAgent -Identity "Address Rewriting Outbound agent"
For more information about the Enable-TransportAgent command, see Enable-TransportAgent in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Address Rewriting Procedures

There are three major address rewriting scenarios that Exchange Server 2007 can perform. The following list provides a brief explanation of each scenario and a link to the procedure that you use to implement each scenario:


Rewriting a single e-mail address   You can rewrite the headers of e-mail messages that are sent to and from specific internal e-mail addresses when messages are sent to and from the Internet. 

When you configure Exchange Server 2007 to rewrite a single e-mail address, the headers of e-mail messages that are sent to and from that e-mail address are rewritten. For example, the internal address joe@contoso.com can be rewritten so that it appears to be support@contoso.com when e-mail is sent from that account to the Internet. When replies to that e-mail address or new messages to that address arrive, Exchange Server 2007 rewrites the recipient address in the header of the inbound messages by using the internal address joe@contoso.com.

When you rewrite e-mail addresses, there is a one-to-one correlation between the internal e-mail address and the external e-mail address. This correlation enables Exchange Server 2007 to automatically rewrite e-mail messages to and from the Internet. 

For more information, see How to Rewrite a Single E-Mail Address.


Rewriting a single domain   You can rewrite the headers of e-mail messages that are sent to and from recipients that send messages from specific internal domain names when messages are sent to and from the Internet. 

When you configure Exchange Server 2007 to rewrite a single domain, the headers of e-mail messages that are sent to and from that domain are rewritten so that the messages appear to be originating from another domain that the administrator has specified when they are sent to the Internet. When new messages, or replies to messages that originated from the rewritten domain, arrive at the Edge Transport server, Exchange Server 2007 rewrites the recipient address in the header of the inbound messages with the internal domain and delivers the message to the recipient.

For more information, see How to Rewrite All E-Mail Messages from a Single E-Mail Domain.


Rewriting multiple sub-domains   You can rewrite the headers of e-mail messages that are sent from mailboxes that are located in one of multiple internal sub-domains. When you rewrite multiple sub-domains, you have the following options:


Rewrite e-mail messages from all sub-domains   This option enables you to rewrite all sub-domains to a single external domain without exception. All e-mail messages from all subdomains will be rewritten.


Rewrite e-mail messages from specific sub-domains   You may have to rewrite e-mail messages from specific sub-domains, but do not want to affect other sub-domains. This option is especially convenient when you have many sub-domains but only want to rewrite addresses for a few of them. Exchange Server 2007 lets you configure address rewriting for only those specific sub-domains without creating many exceptions.


Rewrite e-mail messages from all sub-domains with exceptions   You may have to configure address rewriting for many sub-domains, but may also have to prevent some sub-domains from being rewritten. Instead of having to create individual address rewrite entries for each sub-domain, Exchange Server 2007 lets you create an address rewrite entry that encompasses all sub-domains and then lets you specify exceptions for those sub-domains that you do not want to rewrite.

For more information, see How to Rewrite All E-Mail Messages from Sub-Domains.

For detailed syntax and parameter information, see New-AddressRewriteEntry in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Rewrite a Single E-Mail Address

This topic explains how to use the Exchange Management Shell to create a new address rewrite entry that rewrites a single e-mail address on a computer that has the Exchange Server 2007 Edge Transport server role installed.
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Note: 

You cannot administer the Address Rewriting agent by using the Exchange Management Console. To administer the Address Rewriting agent, you must use the Exchange Management Shell. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Before You Begin

To perform the following procedure on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Also, before you perform this procedure, read How to Create a New Address Rewrite Entry.

To create a new address rewrite entry that rewrites the internal address, use the following command syntax in the Exchange Management Shell:

New-AddressRewriteEntry -Name <address rewrite entry name> -InternalAddress <internal e-mail address> -ExternalAddress <external e-mail address>
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To use the Exchange Management Shell to create a new address rewrite entry that rewrites a single e-mail address

	
Run the following command:

New-AddressRewriteEntry -name "david@contoso.com to david@northwindtraders.com" -InternalAddress david@contoso.com -ExternalAddress david@northwindtraders.com




For detailed syntax and parameter information, see New-AddressRewriteEntry in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Rewrite All E-Mail Messages from a Single E-Mail Domain

Exchange Server 2007 lets you to rewrite the headers of e-mail messages that are sent to and from specific internal domain names when messages are sent to and from the Internet. This enables the organization to make the internal e-mail addresses appear to originate from another domain.
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Note: 

You cannot administer the Address Rewriting agent by using the Exchange Management Console. To administer the Address Rewriting agent, you must use the Exchange Management Shell. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).
Before You Begin

To perform the following procedure on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Also, before you perform this procedure, read How to Create a New Address Rewrite Entry.
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Important: 


The Address Rewriting Inbound agent and the Address Rewriting Outbound agent must be enabled for address rewrite entries to be applied to e-mail messages that enter and leave a computer that has the Edge Transport server role installed. If address rewrite entries have been created, but the Address Rewriting agents are disabled, Exchange Server 2007 does not apply the address rewrite entries. To determine whether the Address Rewriting agents are enabled on a computer that has the Edge Transport server role installed, run the following command:


Get-TransportAgent
For more information about the Get-TransportAgent command, see Get-TransportAgent in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).


To enable the Address Rewriting agent if it is not enabled, run the following command:

Enable-TransportAgent -Identity "Address Rewriting Inbound agent"

Enable-TransportAgent -Identity "Address Rewriting Outbound agent"

For more information about the Enable-TransportAgent command, see Enable-TransportAgent in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

When you configure Exchange Server 2007 to rewrite a single domain, the headers of e-mail messages that are sent to and from that domain are rewritten. For example, in the following procedure, the headers of e-mail messages that are sent from mailboxes in the internal contoso.com domain are rewritten so that the messages appear to originate from the northwindtraders.com domain when they are sent to the Internet. When new messages, or replies to messages that originated from the rewritten domain, arrive at the computer that has the Edge Transport server role installed, Exchange Server 2007 rewrites the recipient address in the header of the inbound messages that have the internal domain contoso.com and delivers the message to the recipient.

To create a new address rewrite entry that rewrites the headers of messages that are sent to and from mailboxes in the internal domain, use the following command syntax:

New-AddressRewriteEntry -Name <address rewrite entry name> -InternalAddress <internal domain> -ExternalAddress <external domain>
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To use the Exchange Management Shell to create a new address rewrite entry that will rewrite a single domain

	
Run the following command:

New-addressRewriteEntry -Name "Contoso to Northwindtraders" -InternalAddress contoso.com -ExternalAddress northwindtraders.com




For detailed syntax and parameter information, see New-AddressRewriteEntry in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Rewrite All E-Mail Messages from Sub-Domains

This topic explains how to use the Exchange Management Shell to create a new address rewrite entry that rewrites all e-mail messages that are sent from multiple sub-domains on a computer that has the Exchange Server 2007 Edge Transport server role installed. You can create the following types of address rewrite entries when you rewrite multiple sub-domains:


Address rewrite entries that affect all your sub-domains


Address rewrite entries that affect only specific sub-domains


Address rewrite entries that affect all sub-domains except those sub-domains that you identify as exceptions
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Note: 

You cannot administer the Address Rewriting agent by using the Exchange Management Console. To administer the Address Rewriting agent, you must use the Exchange Management Shell. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Before You Begin

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Also, before you perform these procedures, read How to Create a New Address Rewrite Entry.
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Caution: 

You must prepare your sub-domains before you create an address rewrite entry that rewrites multiple domains. For more information, see Preparing to Rewrite Addresses in Multiple Domains.

Rewriting E-mail Messages from All Sub-Domains

To create an address rewrite entry that rewrites the headers of all e-mail messages for all sub-domains, use the following command syntax:

New-AddressRewriteEntry -Name <address rewrite entry name> -InternalAddress <*.internal domain> -ExternalAddress <external domain> -OutboundOnly $True
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To use the Exchange Management Shell to create a new address rewrite entry that rewrites all e-mail messages that are sent from multiple sub-domains and the parent domain

	
Run the following command:

New-AddressRewriteEntry -Name "Rewrite all contoso.com sub-domains" -InternalAddress *.contoso.com -ExternalAddress contoso.com -OutboundOnly $True 




Rewriting E-mail Messages from Specific Sub-Domains

To create an address rewrite entry that rewrites the headers of e-mail messages from specific domains, use the following command syntax:

New-AddressRewriteEntry -Name <address rewrite entry name> -InternalAddress <*.internal domain 1> -ExternalAddress <external domain> -OutboundOnly $True

New-AddressRewriteEntry -Name <address rewrite entry name> -InternalAddress <*.internal domain n> -ExternalAddress <external domain> -OutboundOnly $True

You must prepend a wildcard character followed by a period (*.) to all subdomains that you want to rewrite, even if there are no domains below the subdomain that you are rewriting. For example, if you want to rewrite the subdomain sales.contoso.com, you must supply the value *.sales.contoso.com to the InternalAddress parameter.
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To use the Exchange Management Shell to create a new address rewrite entry that rewrites all e-mail messages that are sent from specific sub-domains

	
Run the following commands:

New-AddressRewriteEntry -Name "Rewrite sales.contoso.com to contoso.com" -InternalAddress *.sales.contoso.com -ExternalAddress contoso.com -OutboundOnly $True

New-AddressRewriteEntry -Name "Rewrite marketing.contoso.com to contoso.com" -InternalAddress *.marketing.contoso.com -ExternalAddress contoso.com -OutboundOnly $True

New-AddressRewriteEntry -Name "Rewrite research.contoso.com to contoso.com" -InternalAddress *.research.contoso.com -ExternalAddress contoso.com -OutboundOnly $True




Rewriting E-mail Messages from All Sub-Domains with Exceptions

To create an address rewrite entry that rewrites the headers of all e-mail messages for all sub-domains except for specific sub-domains, use the following command syntax:

New-AddressRewriteEntry -Name <address rewrite entry name> -InternalAddress <*.internal domain> -ExternalAddress <external domain> -OutboundOnly $True -ExceptionAddress <excluded domain name>
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To use the Exchange Management Shell to create a new address rewrite entry that rewrites all e-mail messages that are sent from multiple sub-domains and the parent domain, except sub-domains that you specify


Run the following command:

New-AddressRewriteEntry -name "Rewrite all contoso.com sub-domains except legal.contoso.com" -InternalAddress *.contoso.com -ExternalAddress contoso.com -OutboundOnly $True -ExceptionAddress legal.contoso.com




For detailed syntax and parameter information, see New-AddressRewriteEntry in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Preparing to Rewrite Addresses in Multiple Domains

Before you create an address rewrite entry that rewrites multiple domains, you must prepare your sub-domains. Also, before you perform any of the procedures that are described in How to Rewrite All E-Mail Messages from Sub-Domains, you must understand the requirements for rewriting e-mail addresses in multiple domains to a single domain, and the appropriate pre-configuration for the affected mailboxes and contacts.

Important Considerations

When you flatten internal sub-domains into a single external domain, you must consider the following factors, which apply only when multiple sub-domains are being rewritten:


Unique aliases are required   All e-mail aliases, the part of the e-mail address to the left of the @ symbol, must be unique across all sub-domains. For example, if there is a joe@sales.contoso.com, there cannot be a joe@marketing.contoso.com.


Proxy addresses are required   A proxy address that matches the e-mail address that is produced by the Address Rewriting agent must be configured on every e-mail account that is in the sub-domains that are rewritten. For example, if joe@sales.contoso.com is rewritten to joe@contoso.com, the e-mail address joe@contoso.com must be added as a proxy address to Joe's mailbox.


Contacts may be required   If you are rewriting e-mail from a non-Exchange Server 2007 e-mail system, you must create Active Directory mail-enabled contacts for each e-mail address in the non-Exchange Server 2007 e-mail address that is being rewritten. This mail-enabled contact must contain the original e-mail address and the rewritten e-mail address. For example, if joe@unix.contoso.com is rewritten to joe@contoso.com, you must create a new mail-enabled contact in Active Directory with joe@unix.contoso.com as the target SMTP address and joe@contoso.com as the proxy SMTP Address.

These factors are important because rewriting addresses in multiple sub-domains causes a many-to-one relationship between internal sub-domains and the externally visible domain. Because of this many-to-one relationship, the Address Rewriting agent cannot determine which sub-domain contains the correct recipient when a message that is addressed to the externally visible domain is received.
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Important: 

Make sure that every e-mail alias that exists across all sub-domains is unique. Exchange Server 2007 does not check to verify that every e-mail alias that can be rewritten to a single domain is unique.

Removing Conflicting E-Mail Addresses

To create an address rewrite entry that rewrites multiple sub-domains, you must first make sure that all e-mail aliases are unique across all your sub-domains. For example, consider the following configuration:

The following users are in the subdomains sales.contoso.com, marketing.contoso.com and research.contoso.com:


maria@sales.contoso.com


chris@sales.contoso.com


david@marketing.contoso.com


brian@marketing.contoso.com


chris@research.contoso.com


carter@research.contoso.com

Each sub-domain has two users, and each user has a unique e-mail address. However, you want to rewrite the subdomains sales.contoso.com, marketing.contoso.com, and research.contoso.com into a single domain that is called contoso.com. The following table shows each original e-mail address and its corresponding rewritten e-mail address.

Original e-mail addresses and corresponding rewritten e-mail addresses

	Original e-mail address
	Rewritten e-mail address

	maria@sales.contoso.com
	maria@contoso.com

	chris@sales.contoso.com
	chris@contoso.com

	david@marketing.contoso.com
	david@contoso.com

	brian@marketing.contoso.com
	brian@contoso.com

	chris@research.contoso.com
	chris@contoso.com

	carter@research.contoso.com
	carter@contoso.com


When the e-mail addresses in each sub-domain are rewritten, a conflict occurs between chris@sales.contoso.com and chris@research.contoso.com, as indicated by the bold text in the previous table. Therefore, both e-mail addresses are rewritten to chris@contoso.com. To resolve this situation, you must change the e-mail address of one of the recipient mailboxes to an address that does not conflict with the e-mail address in any other sub-domain.

Applying Proxy Addresses to Recipient Mailboxes

For internal recipient mailboxes to receive replies to addresses that have been rewritten, you must configure those recipient mailboxes by using a proxy address that matches the rewritten external address. 

For example, if a mailbox exists for carter@research.contoso.com, and the rewritten external address is carter@contoso.com, the mailbox must be configured by using a proxy address that is set to carter@contoso.com.

How to View an Address Rewrite Entry

This topic explains how to use the Exchange Management Shell to view an existing address rewrite entry on a computer that has the Edge Transport server role installed.

In Exchange Server 2007, the Address Rewriting agent lets you modify the addresses of senders and recipients on messages that enter and leave an Exchange Server 2007 organization.

You can use address rewriting to present a consistent appearance to external recipients of messages from your Exchange Server 2007 organization. You configure Address Rewriting agents on the Receive connector and Send connector on the Edge Transport server role.
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Note: 

You cannot administer the Address Rewriting agent by using the Exchange Management Console. To administer the Address Rewriting agent, you must use the Exchange Management Shell. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Before You Begin

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Viewing a Summary List of All Address Rewrite Entries

In the Exchange Management Shell, you can view a summary list of all address rewrite entries that are configured on the local Edge Transport server role by using the following command syntax:

Get-AddressRewriteEntry 
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To use the Exchange Management Shell to view a summary list of all address rewrite entries

	
Run the following command:

Get-AddressRewriteEntry




Viewing the Detailed Configuration of a Single Address Rewrite Entry

To view the detailed configuration of an address rewrite entry, you must pipe the output of the Get-AddressRewriteEntry command to the Format-List command by using the following command syntax:

Get-AddressRewriteEntry <GUID or address rewrite entry name> | Format-List
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To use the Exchange Management Shell to view the detailed configuration of a single address rewrite entry


Run the following command:

Get-AddressRewriteEntry "Rewrite Contoso.com to Northwindtraders.com" | Format-List




For detailed syntax and parameter information, see Get-AddressRewriteEntry in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Modify an Address Rewrite Entry

This topic explains how to use the Exchange Management Shell to modify an existing address rewrite entry on a computer that has the Exchange Server 2007 Edge Transport server role installed.
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Note: 

You cannot administer the Address Rewriting agent by using the Exchange Management Console. To administer the Address Rewriting agent, you must use the Exchange Management Shell. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Before You Begin

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Also, before you perform this procedure, read How to Create a New Address Rewrite Entry.
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Caution: 


Be careful when you modify an address rewrite entry. Any changes that you make are applied immediately when the command is run. We recommend that you first run the command with the WhatIf parameter. For more information about the WhatIf parameter, see WhatIf and Confirm in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320). 
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Important: 

On a single address rewrite entry, the InternalAddress parameter and the ExternalAddress parameter both must either be an e-mail address or a domain. You cannot mix the two types of values on a single address rewrite entry. For more information about address rewrite scenarios, see How to Create a New Address Rewrite Entry.
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Important: 


You must use the OutboundOnly parameter when you configure address rewrite entries to rewrite multiple internal sub-domains to a single external domain. If the OutboundOnly parameter is enabled on an address rewrite entry, Exchange Server 2007 does not rewrite inbound e-mail messages that are sent to the rewritten external domain that you have specified.


For more information about how to configure Exchange Server 2007 to rewrite multiple internal sub-domains, see How to Rewrite All E-Mail Messages from Sub-Domains.

To modify an address rewrite entry, you must provide the Identity of the address rewrite entry that you want to modify. You typically use the name of the address rewrite entry as its identity, although you can also use its GUID.

You can modify several parameters that are configured on an address rewrite entry. To modify an address rewrite entry, specify the identity of the entry in double quotation marks. You do not have to specify the Identity parameter label because it is implied. Also, you should include each parameter that you want to modify, together with its value. Use the following syntax to modify an address rewrite entry:

Set-AddressRewriteEntry <Identity> -Parameter <value>
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To use the Exchange Management Shell to modify an existing address rewrite entry


Run the following command to modify the ExternalAddress parameter:

Set-AddressRewriteEntry "Contoso to Northwindtraders" -ExternalAddress northwindtraders.net


Run the following command to modify the InternalAddress parameter:

Set-AddressRewriteEntry "Northwindtraders to Contoso" -InternalAddress northwindtraders.net


Run the following command to modify the OutboundOnly parameter:

Set-AddressRewriteEntry "Contoso to Northwindtraders" -OutboundOnly:$true


Run the following command to modify the ExceptionAddress parameter:

Set-AddressRewriteEntry "Contoso to Northwindtraders" -ExceptionAddress sales.northwindtraders.net


Run the following command to modify the Name parameter:

Set-AddressRewriteEntry "Contoso to Northwindtraders" -Name "Contoso to Woodgrove Bank"




For More Information
For detailed syntax and parameter information, see Set-AddressRewriteEntry in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Remove an Address Rewrite Entry

This topic explains how to use the Exchange Management Shell to remove a single address rewrite entry and multiple address rewrite entries on a computer that has the Edge Transport server role installed.

In Exchange Server 2007, the Address Rewriting agent lets you modify the addresses of senders and recipients on messages that enter and leave an Exchange Server 2007 organization.
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Note: 

You cannot administer the Address Rewriting agent by using the Exchange Management Console. To administer the Address Rewriting agent, you must use the Exchange Management Shell. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Before You Begin

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

Also, before you perform this procedure, read How to View an Address Rewrite Entry.
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Caution: 


Be careful when you remove an address rewrite entry or multiple address rewrite entries. The changes that you make are applied immediately. Make sure that you are removing the correct address rewrite entries and make a note of the configuration of any entry before you delete it.


After you have decided which address rewrite entries to remove, we recommend that you first run the command with the WhatIf parameter. 

Removing a Single Address Rewriting Entry

In the Exchange Management Shell, you can remove a single address rewrite entry by using the following command syntax:

Remove-AddressRewriteEntry <GUID or address rewrite entry name>
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To use the Exchange Management Shell to remove a single address rewrite entry

	1.
Run the following command to test your changes:

Remove-AddressRewriteEntry "Contoso.com to Northwindtraders.com" -WhatIf

2.
Run the following command to apply your changes:

Remove-AddressRewriteEntry "Contoso.com to Northwindtraders.com"




Removing Multiple Address Rewriting Entries

To remove multiple address rewrite entries, you must use pipelining to pipe the output of the Get-AddressRewriteEntry command to the Remove-AddressRewriteEntry command. The Get-AddressRewriteEntry command accepts wildcard characters that let you to specify matches that are based on partial names that you supply. The Remove-AddressRewriteEntry command accepts the results from Get-AddressRewriteEntry command and removes the address rewrite entries that are returned. 

For example, assume that you have configured the following address rewrite entries:


"Rewrite sales.northwindtraders.com to contoso.com"


"Rewrite marketing.northwindtraders.com to contoso.com"


"Rewrite research.northwindtraders.com to contoso.com"


"Rewrite john@northwindtraders to support@contoso.com"


"Rewrite joe@northwindtraders to support@contoso.com"

You can use a wildcard character to match a subset of these address rewrite entries. The following examples show how to use a wildcard character to match specific entries in this list:


Match only the sub-domain address rewrite entries.

Get-AddressRewriteEntry "*to contoso.com"


Match only the e-mail address rewrite entries.

Get-AddressRewriteEntry "*support@contoso.com"

[image: image295.png]


Caution: 

If you do not specify match criteria when you pipe the results of Get-AddressRewriteEntry to Remove-AddressRewriteEntry, all address rewrite entries on the local server will be deleted. Therefore, we recommend that you always use the WhatIf parameter to make sure that the changes that you are making are correct.

For more information about pipelining, see Pipelining in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

In the Exchange Management Shell, you can remove multiple address rewrite entries by using the following command syntax:

Get-AddressRewriteEntry <match criteria> | Remove-AddressRewriteEntry 
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To use the Exchange Management Shell to remove multiple address rewrite entries

	1.
Run the following command to test your criteria:

Get-AddressRewriteEntry "*to contoso.com" | Remove-AddressRewriteEntry -WhatIf

2.
Run the following command to apply your changes:

Get-AddressRewriteEntry "*to contoso.com" | Remove-AddressRewriteEntry




How to Import Address Rewrite Entries

This topic explains how to use the Exchange Management Shell to import address rewrite entries into a computer that has the Microsoft Exchange Server 2007 Edge Transport server role installed.

You can use the Exchange Management Shell to perform bulk imports of address rewrite entries on an Edge Transport server. The following are some of the common scenarios in which you may want to perform a bulk import of address rewrite entries:


Migration   You may want to bulk import address rewrite entries from a previous solution that is being replaced by an Edge Transport server solution.


Outsourcing   You may have to bulk import address rewrite entries when you enter into agreements with third-party solution providers where their e-mail addresses must be rewritten.


Acquisition   You may have to bulk import address rewrite entries when the acquisition of other organizations requires the interim rewriting of the e-mail addresses of the acquired organizations.

If you have more than one Edge Transport server, we recommend that you use the following procedures to import address rewrite entries into a single Edge Transport server, and then clone the configuration of that Edge Transport server to other Edge Transport servers in your organization.

For more information about how to clone an Edge Transport server, see Using Edge Transport Server Cloned Configuration in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Before You Begin

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

You must be familiar with how to create an address rewrite entry before you try to use comma-separated value (CSV) files to perform bulk imports of address rewrite entries. For information about how to create an address rewrite entry, see How to Create a New Address Rewrite Entry.

The following sections help you understand how to import address rewrite entries by using CSV files:


Creating a CSV File   This section describes the required and optional fields in a CSV file that can be used to import address rewrite entries. The section also describes the specific requirements when you use the ExceptionList and OutboundOnly parameters in the CSV file. 


Understanding How CSV Files Are Used with the New-AddressRewriteEntry Cmdlet   This section explains how the Exchange Management Shell formats and then uses the data that is contained in the CSV file to import address rewrite entries.


Importing a CSV File to Create Multiple Address Rewrite Entries   This section builds on the information in the previous sections with instructions about how to use the Exchange Management Shell commands that are required to import a CSV file and use it to create multiple address rewrite entries.

Creating a CSV File

First, you must create a CSV file that contains columns of values that correlate to the parameters that are required by the New-AddressRewriteEntry cmdlet. The following values are required by the New-AddressRewriteEntry cmdlet and therefore must have corresponding columns in the CSV file:


Name   This parameter must be a string that uniquely identifies the address rewrite entry.


InternalEmailAddress   This parameter specifies the internal Simple Mail Transfer Protocol (SMTP) address to be rewritten.


ExternalEmailAddress   This parameter specifies the external SMTP address to be rewritten.

The following parameters are optional. You can include columns for them in the CSV file if you need them:


ExceptionList   This parameter specifies the list of subdomains that should not be rewritten. No SMTP addresses contained within the specified subdomains are rewritten.


OutboundOnly   This parameter specifies whether the address rewrite entry should rewrite SMTP addresses on messages that are inbound and outbound to the Exchange 2007 organization, or rewrite only those messages that are outbound from the Exchange 2007 organization.

If you specify values for the ExceptionList and OutboundOnly columns in the CSV file, every row must include a value in that column. For example, if you specify a value for the ExceptionList column in any row of the CSV file, all other rows in the CSV file must also contain a value in that column. This is because the ExceptionList parameter on the command line expects a value from the CSV file. 

For more information about each parameter in these lists, see New-AddressRewriteEntry in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Specific Requirements When You Include the ExceptionList Parameter in a CSV File

If you want to create multiple address rewrite entries where some entries require values for the ExceptionList parameter and some entries do not, you must separate those address rewrite entries and create separate CSV files, and then import each of those CSV files. Also, you must enclose the values that are used with the ExceptionList parameter in double quotation marks ("). If you want to specify multiple domains that have the ExceptionList parameter, you must separate each value by using commas (,). For example, the string "domain1.com,domain2.com, domain3.com" contains three domains enclosed with double quotation marks and separated by commas.

Specific Requirements When You Include the OutboundOnly Parameter in a CSV File

If you specify values in the OutboundOnly column in one row of the CSV file, you must specify a value in the OutboundOnly column in every other row in the CSV file, just as with the ExceptionList parameter. However you can easily manage this requirement by specifying whether the OutboundOnly parameter should be True or False in each row.

Unlike Boolean usage elsewhere in the Exchange Management Shell, when you specify a value for the OutboundOnly parameter in a CSV file, you must specify a value of True or False, not $True or $False. This is because the value in the CSV file is manually converted to a Boolean value when the CSV file is interpreted on the command line. 

Example of a CSV File with Optional Parameters Populated

The following example shows how a CSV file can be populated with the optional ExceptionList and OutboundOnly parameters included:

Name,InternalAddress,ExternalAddress,ExceptionList,OutboundOnly

"Wingtip UK", *.wingtiptoys.co.uk, tailspintoys.com,"legal.wingtiptoys.co.uk,finance.wingtiptoys.co.uk,support.wingtiptoys.co.uk",True

"Wingtip USA", *.wingtiptoys.com, tailspintoys.com,"legal.wingtiptoys.com,finance.wingtiptoys.com,support.wingtiptoys.com,corp.wingtiptoys.com",True

"Wingtip Canada", *.wingtiptoys.ca, tailspintoys.com,"legal.wingtiptoys.ca,finance.wingtiptoys.ca,support.wingtiptoys.ca",True

The following example shows how a CSV file can be populated with the optional OutboundOnly parameter included:

Name,InternalAddress,ExternalAddress,OutboundOnly

"Contoso Sales",*.sales.contoso.com,contoso.com,True

"Contoso Research",*.research.contoso.com,contoso.com,True

"Contoso UK",*.contoso.co.uk,contoso.com,True

"Contoso Japan",*.contoso.co.jp,contoso.com,True

"Contoso Support",support@adatum.com,support@contoso.com,False

"Contoso Financial External",contosofinancial@woodgrovebank.com,financialinqueries@contoso.com,False

Understanding How CSV Files Are Used with the New-AddressRewriteEntry Cmdlet

To import address rewrite entries by using CSV files, you must use the Import-Csv cmdlet. The Import-Csv cmdlet reads the CSV file and outputs each row in the CSV file as an array element and each column in the row as a property of that array element. You can see how this works by using the CSV file in "Example of a CSV File with Optional Parameters Populated" earlier in this topic. Import the example CSV file by using the following command, after you copy the text in the example into a file that is named example.csv:

$CsvContents = Import-Csv c:\example.csv

Then, type the following command on the command line:

$CsvContents

The following data is returned:

Name                InternalAddress     ExternalAddress     OutboundOnly

----                ---------------     ---------------     ------------

Contoso Sales       *.sales.contoso.com contoso.com         True

Contoso Research    *.research.conto... contoso.com         True

Contoso UK          *.contoso.co.uk     contoso.com         True

Contoso Japan       *.contoso.co.jp     contoso.com         True

Contoso Support     support@adatum.com  support@contoso.com False

Contoso Financia... contosofinancial... financialinqueri... False

If you want to view only the value that is contained in the InternalAddress column of the third row, you can use the following command:

$CsvContents[2].InternalAddress

This returns the value *.contoso.co.uk.
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Note: 

Arrays always start at 0. Therefore, to retrieve the values from the third row, you must specify array element 2. For more information about arrays, see Arrays.

Understanding this example will make it easier for you to understand how the Exchange Management Shell processes the CSV file and uses it to pass data to the New-AddressRewriteEntry cmdlet. 

As you can see in this example, each row in the CSV file becomes an array element, and each column becomes a property of that array element. By using the ForEach cmdlet, the Exchange Management Shell can move through the array automatically from start to finish and perform actions as each array element, in this case, one row from the CSV file, is encountered. After an array element has been passed to the ForEach cmdlet in the pipeline, the Exchange Management Shell can then access the properties that are stored within it. In this case, the properties are the columns that are contained on each row. 

You can then use these properties to construct the New-AddressRewiteEntry command that is required to create address rewrite entries. The properties are named by using the column headings in the CSV file. They do not have to match the parameter name on the cmdlet. The following command is constructed from the explanation of this example:

Import-Csv c:\example.csv | ForEach { New-AddressRewriteEntry -Name $_.Name -InternalAddress $_.InternalAddress -ExternalAddress $_.ExternalAddress -OutboundOnly ([Bool]::Parse($_.OutboundOnly)) -ExceptionList ($_.ExceptionList.Split(","))}
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Note: 

You don't have to assign an imported CSV file to a variable as was shown in the example at the beginning of this section. You can just include the Import-Csv cmdlet and pipe the output of that cmdlet to the ForEach cmdlet as shown in this example.

This command loops through each row in the example.csv file, and then uses the New-AddressRewriteEntry cmdlet to create address rewrite entries by using the parameter values obtained from the columns that exist in each row. 

You probably noticed the $_ special variable in this command. The $_ special variable instructs the command to examine the current object in the pipeline. In this case, that is the current row of the CSV file. 

The OutboundOnly and ExceptionList properties also have additional text surrounding their respective properties. The text ([Bool]::Parse($_.OutboundOnly)) instructs the Exchange Management Shell to interpret the string that is contained within the OutboundOnly property as a Boolean value. The text ($_.ExceptionList.Split(",")) instructs the Exchange Management Shell to split multiple values that are contained within the ExceptionList property by using commas. Without the text surrounding the ExceptionList property, the values that are contained in the ExceptionList property are treated as a single string, even if commas are present.

For more information about pipelining, see Pipelining in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Importing a CSV File to Create Multiple Address Rewrite Entries

Now that you understand what is going on behind the scenes, you can create a CSV file and use it to create multiple address rewrite entries. Create the CSV file that has at least the Name, InternalAddress, and ExternalAddress columns. If you want to specify values for the ExternalAddress and OutboundOnly parameters, add those columns also. Remember that every row must have a value in every column. For an example of a suitably formatted CSV file, see the examples in "Example of a CSV File with Optional Parameters Populated" earlier in this topic.

Use the following command syntax to create multiple address rewrite entries by using a CSV file:

Import-Csv <CSV file path> | ForEach { New-AddressRewriteEntry -Name $_.<Name CSV column heading> -InternalAddress $_.<InternalAddress CSV column heading> -ExternalAddress $_.<ExternalAddress CSV column heading> -OutboundOnly ([Bool]::Parse($_.<OutboundOnly CSV column heading>)) -ExceptionList ($_.<ExceptionList CSV column heading>.Split(","))}
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To use a CSV file in the Exchange Management Shell to create multiple address rewrite entries

	1.
Create and populate a CSV file that is named C:\ImportAddressRewriteEntries.csv
2.
Run the following command:

Import-Csv c:\ImportAddressRewriteEntries.csv | ForEach { New-AddressRewriteEntry -Name $_.Name -InternalAddress $_.InternalAddress -ExternalAddress $_.ExternalAddress -OutboundOnly ([Bool]::Parse($_.OutboundOnly)) -ExceptionList ($_.ExceptionList.Split(","))}




For detailed syntax and parameter information, see New-AddressRewriteEntry in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).
Managing Domain Security

Domain Security refers to the set of functionality in Microsoft Exchange Server 2007 and Microsoft Office Outlook 2007 that provides a relatively low-cost alternative to S/MIME or other message-level security solutions. The purpose of the Domain Security feature set is to provide administrators a way to manage secured message paths over the Internet with business partners. After these secured message paths are configured, messages that have successfully traveled over the secured path from an authenticated sender are displayed to users as "Domain Secured" in the Outlook and Outlook Web Access interface.

Domain Security uses Transport Layer Security (TLS) with mutual authentication to provide session-based authentication and encryption. Managing Domain Security requires configuring TLS with mutual authentication on Edge Transport servers and then specifying the business partners by domain name in the transport configuration.

For more information, see the following topics:


How to Enable PKI on the Edge Transport Server for Domain Security

Creating a Certificate or Certificate Request for TLS

How to Configure Mutual TLS for Domain Security

Domain Security White Paper (http://go.microsoft.com/fwlink/?linkid=82726)
Using Exchange Hosted Services

Message-level encryption is enhanced by or is also available as a service from Microsoft Exchange Hosted Services. Exchange Hosted Services is a set of four distinct hosted services: 


Hosted Filtering   This service helps organizations protect themselves from e-mail-borne malware.


Hosted Archive   This service helps organizations satisfy retention requirements for compliance.


Hosted Encryption   This service helps organizations encrypt data to preserve confidentiality.


Hosted Continuity   This service helps organizations preserve access to e-mail during and after emergency situations.

These services integrate with any on-premise Exchange servers that are managed in-house or Hosted Exchange e-mail services that are offered through service providers. For more information about Exchange Hosted Services, see Microsoft Exchange Hosted Services.

How to Enable PKI on the Edge Transport Server for Domain Security

Domain Security relies on mutual Transport Layer Security (TLS) for authentication. Successful mutual TLS authentication relies on a trusted, validated X.509 certificate chain for the TLS certificates that are used for Domain Security.

Therefore, before you can successfully deploy Domain Security, you must configure your Edge Transport server and your X.509 public key infrastructure (PKI) to accommodate certificate trusting and certificate validation.
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Important: 

It is beyond the scope of this topic to provide a detailed explanation of cryptography and certificate technologies and concepts. Before you deploy any security solution that uses cryptography and X.509 certificates, we recommend that you understand the basic concepts of trust, authentication, encryption, and public and private key exchange as they relate to cryptography. For more information, see the references listed at the end of this topic.

Configuring Root Certification Authorities

To validate a given X.509 certificate, you must trust the root certification authority (CA) that issued the certificate. A root CA is the most trusted CA, which is at the top of a CA. The root CA has a self-signed certificate. When you run an application that relies on certificate authentication, each certificate must have a certificate chain that ends in a certificate in the trusted root container of the local computer. The trusted root container contains certificates from root certification authorities.

To successfully send domain-secured e-mail, you must be able to validate the receiving server's X.509 certificate. Similarly, when someone sends domain-secured e-mail to your organization, the sending server must be able to validate your certificate.

There are two types of trusted root CAs that you can use to implement Domain Security: Built-in third-party root CAs and private root CAs.

Third-Party Root Certification Authorities

Microsoft Windows includes a set of built-in third-party root CAs. If you trust the certificates issued by these third-party root CAs, this means you can verify certificates issued by these CAs. If your organization and your partner organizations are using the default Windows installation and trust the built-in third-party root CAs, trust is automatic. In this scenario, additional trust configuration is not required. 

Private Trusted Root Certification Authorities

A private trusted root CA is a root CA that has been deployed by a private or internal PKI. For example, when your organization or the organization that you exchange domain-secured e-mail with has deployed an internal PKI with its own root certificate, you must make additional trust configurations.

When private root CAs are used, you must update the Windows trusted root certificate store on the Edge Transport server for Domain Security to function correctly.

You can configure trust in two ways: direct root trust and cross-certification. You must understand that whenever the transport service picks a certificate, it validates the certificate before it uses it. Therefore, if you are using a private root CA to issue your certificates, you must include the private root CA in the trusted root certificate store on each Edge Transport server that sends or receives domain-secured e-mail.

Direct Root Trust

If you want to trust a certificate that has been issued by a private root CA, you can manually add that root certificate to the trusted root certificate store on the Edge Transport server computer. For more information about how to manually add certificates to the local certificate store, see the Help file for the Certificate Manager snap-in in Microsoft Management Console (MMC).

Cross-Certification

Cross-certification occurs when one CA signs a certificate that is generated by a different CA. Cross-certification is used to build trust from one PKI with another PKI. In the context of Domain Security, if you have your own PKI, instead of using direct manual trust for a root authority of a partner with an internal PKI, you might create a cross-certificate for the partner CA under your root authority. In this case, trust is established because the cross-certificate ultimately chains back to your trusted root.

You must understand that if you have an internal PKI and are using cross-certification, you must manually update the root certificate store on each Edge Transport server that receives domain-secured e-mail so that each Edge Transport server can validate certificates when they receive e-mail from partners that are trusted through cross-certificates.

For more information about how to manually add certificates to the local certificate store, see the Help file for the Certificate Manager snap-in in MMC.

Configuring Access to the Certificate Revocation List

Whenever the transport service retrieves a certificate, it validates the certificate chain and validates the certificate. Validation of the certificate is a process in which many attributes of the certificate are confirmed. Most of these attributes can be confirmed on the local computer by the application that requests the certificate. For example, the intended use of the certificate, the expiration dates on the certificate, and similar attributes are verifiable outside the context of a PKI. However, verification that the certificate has not been revoked must be validated with the CA that issued the certificate. Therefore, most CAs make a certificate revocation list (CRL) available to the public to validate the revocation status.

To successfully use Domain Security, CRLs for CAs that you use or are used by your partners must be available to the Edge Transport servers that send and receive domain-secured e-mail. If the revocation check fails, the receiving Exchange server issues a temporary protocol rejection of the message. A transient revocation failure can occur. For example, the Web server that is used to publish the CRL can fail. Or general network connectivity issues between the Edge Transport server and the CRL distribution point could fail the revocation check. Therefore, transient revocation failures only cause temporary mail delivery delays because the sending server will retry later. However, CRL validation is required for successful domain-secured e-mail transmission.

You must enable the following scenarios:


Your Edge Transport servers must be able to access CRLs for external CAs   Each partner that you exchange domain-secured e-mail with must have publicly available CRLs that your organization's Edge Transport server can contact. In some cases, CRLs are only available with Lightweight Directory Access Protocol (LDAP). In some cases, they may be HTTP-enabled. Make sure that the appropriate outbound ports are configured to let the Edge Transport server to contact the CRL.


You must make the CRL for the CA that issues your certificates publicly available   You must understand that even when an Edge Transport server retrieves a certificate from your own organization, it validates the certificate chain to validate the certificate. Therefore, the CRL for your CA must be available to your own Edge Transport servers. In addition, all partners that you exchange domain-secured e-mail with must be able to access the CRL for the CA that issues your certificates.

For More Information

For more information about certification authorities that currently operate Exchange-specific Web sites, see Microsoft Knowledge Base article 929395, Description of the Exchange-specific Web sites that are provided by X.509 certification authorities.

For more information about cryptography and certificate technologies and concepts, see the following publications:


Housley, Russ and Tim Polk. Planning for PKI: Best Practices Guide for Deploying Public Key Infrastructure. New York: John Wiley & Son, Inc., 2001.


Adams, Carlisle and Steve Lloyd. Applied Cryptography: Protocols, Algorithms, and Source Code in C, 2nd Edition. New York: John Wiley & Son, Inc., 1996. 


Best Practices for Implementing a Microsoft Windows Server 2003 Public Key Infrastructure
Creating a Certificate or Certificate Request for TLS

This topic explains how to create X.509 Transport Layer Security (TLS) certificates or a certificate request by using the ExchangeCertificate cmdlets in the Exchange Management Shell.

TLS is a standard protocol that is used to provide secure Web communications on the Internet or intranets. It enables clients to authenticate servers or, optionally, servers to authenticate clients. It also provides a secure channel by encrypting communications. TLS is the latest and a more secure version of the Secure Sockets Layer (SSL) protocol. There are some minor technical differences between TLS and SSL 3.0. These differences mean that they do not interoperate at the protocol level. However, they are functionally the same to applications such as Simple Mail Transfer Protocol (SMTP) or HTTPS and current implementations, such as Microsoft Windows Server 2003 Schannel, which supports these protocols. This means the StartTLS SMTP extension on Microsoft Exchange Server 2007 can negotiate TLS or SSL at the protocol level. But Exchange is unaware of the difference at the application level

In cryptographic terms, the certificate and related private keys that are generated by the New-ExchangeCertificate cmdlet are TLS keys. The New-ExchangeCertificate cmdlet lets you specify metadata about the certificate so that different services can use the same certificate and private key. Before you create certificates or certificate requests for Exchange services that use TLS, you should understand the metadata that are used by the certificates for SSL and TLS services. This metadata is referred to as "fields" in the resulting certificate.

To view the fields of computer certificates on a given computer, you can use the Get-ExchangeCertificate cmdlet in the Exchange Management Shell. Alternatively, you can use the Certificate Manager snap-in in Microsoft Management Console (MMC). For more information about how to use the Certificate Manager snap-in, see How to Add Certificate Manager to Microsoft Management Console in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Understanding the Fields Used by Certificates for TLS Services

If you are using the New-ExchangeCertificate cmdlet to generate a certificate request from a third-party or other public key infrastructure (PKI) certification authority (CA), make sure that you validate which certificate fields and certificate format are required by the CA.

This section explains the most important certificate fields and provides some best practices for generating certificates and certificate requests.

Subject Name

The Subject Name of a TLS certificate is the field that is used by DNS-aware services. The Subject Name field binds a certificate to a particular server or domain name. 

A subject name is an X.500 distinguished name that consists of one or more relative distinguished names, also known as RDN. The following table lists the frequently used relative distinguished names for identifying organizations or server entities. 

	Name
	Abbreviation
	Type
	Max Size
	Frequency

Max.\Recommended in certificate\request
	Order in subject

	Country/Region
	C
	ASCII
	2
	1\1
	1

	Domain Component
	DC
	ASCII
	255
	Many
	1

	State or Province
	S
	Unicode
	128
	1
	2

	Locality
	L
	Unicode
	128
	1
	3

	Organization
	O
	Unicode
	64
	1\1
	4

	Organizational Unit
	OU
	Unicode
	64
	Many\Many
	5

	Common Name
	CN
	Unicode
	64
	Many\1
	6


The Country/Region codes are the ISO 3166-1 codes. For more information, see English country names and code elements. 
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Note: 

The third-party Web site information in this topic is provided to help you find the technical information you need. The URLs are subject to change without notice.

Domain Component and Country/Region are by convention mutually exclusive. It is a best practice to reference the name by Country/Region or reference the name by Domain Name System (DNS) name. Also, be aware that the maximum size of the Domain Component (255 characters) is the total of all Domain Component values.
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Important: 

Although certificates can have more than one common name fields, some services are implemented on the assumption that there is only one common name. Therefore, multiple common names can cause interoperability issues. We recommend that the certificate or certificate request that you create contains only one common name.

Implementing Relative Distinguished Names

Subject names are represented in the New-ExchangeCertificate cmdlet as a single parameter that consists of a series of comma-separated names. Each name is identified by the abbreviation for the relative distinguished name. For example, the following subject name represents Country/Region = US, Organization = Contoso Corp, and Common Name = mail1.contoso.com: 

-SubjectName "C=US o=contoso corp, CN=mail1.contoso.com"

Other examples of subject names that can represent the same server include the following examples:

-SubjectName  "O=contoso corp, CN=mail1.contoso.com"

-SubjectName "DC=contoso, DC=com, CN=mail1.contoso.com"

-SubjectName "DC= contoso, DC=com, O=contoso corp, CN=mail1.contoso.com"

If you have a registered DNS name that you use to send SMTP mail, it is a best practice to use the domain component convention and the DNS name for the certificate name, such as DC=contoso, DC=com, CN=mail1.contoso.com.

However, when you generate a certificate request for a CA provider, you must understand the Subject Name field requirements of the CA and your unique PKI needs. In some cases, you may have to use the Country/Region code ("C"). If that is true, you must register your relative distinguished name with an X.500 registration authority.

International Subject Names

For subject names that contain non-ASCII characters, you can enter the SubjectName parameter as a distinguished name enclosed in quotation marks, as follows:

-SubjectName"C=ES,O=Diversión de Bicicleta,CN=mail1. DiversiondeBicicleta.com"
Subject Names and Domain Names

By convention, a common name can contain a fully qualified domain name (FQDN). Although this practice is widespread and is recommended, you must understand the following two issues. 

First, the maximum size of the common name field is 64 characters. This is fewer characters than the maximum size of a FQDN. Therefore, for FQDN that are more than 64 characters, you must put the domain name in the Subject Alternative Name. The DomainName parameter is the parameter that maps to the Subject Alternative Name on the resulting certificate.

Second, the FQDN is restricted to a subset of the ASCII character set. However, the common name (CN) supports Unicode. Therefore, you can create a valid certificate with a CN that seems like a DNS name but is an invalid DNS name. Software that is looking for a FQDN in a certificate CN will not return the correct result if the CN contains non-ASCII characters. For example, if you create a certificate with a Subject Name where CN=mail.mïcrosoft.com, the name would be ignored as a FQDN because the name contains a Unicode character (the ï character with the diacritic (x00ef)). With the naked eye, the Unicode CN can be easily be mistaken for a FQDN because of the small difference between the ï character with the diacritic (x00ef) and the ASCII i (x0069). The Exchange certificate task does not require or enforce that the subject CN be a valid FQDN. By default, this means that the cmdlet includes the FQDN of the server as the default CN.

Certificate Domain Names

For TLS, certificates must contain DNS names because the TLS is a DNS-based protocol. Clients verify the DNS name of the server to which they are connecting with the DNS name that they expect to be connecting to. This is true for Web browsers that connect to Web site over HTTPS and for SMTP servers that transmit e-mail over the Internet or intranet. 

A single server may support multiple DNS names for the following reasons:


A SMTP server supports multiple accepted domains


A client can access an e-mail server by the server name, by the domain name, by a FQDN local name, or by a load-balanced name.

When a TLS connection is established, if the client finds the name that it is looking for, the client ignores the other names in the certificate. Multiple domain and server names can be added to the Subject Alternative Name field of a TLS certificate. You can create a certificate that contains multiple Subject Alternative Names by using the DomainName parameter of the New-ExchangeCertificate cmdlet. The DomainName parameter is multivalued so that it can accept multiple names.

X.509 certificates can contain zero, one, or more DNS names in the Subject Alternative Name (SubjectAltName) certificate extension. DNS names in the SubjectAltName extension exactly match the restrictions of a DNS name. They must not exceed 255 characters and must consist of A-Z, a-z, 0-9 and a dash (-).

Best Practices for Domain Names for Internet SMTP

When you create a certificate or a certificate request for an Edge Transport server performing SMTP TLS over the Internet, the set of domain names that you should include in the request are as follows:


The fully qualified Internet domain name of the server   This may be different from the internal FQDN that is used between Edge Transport servers and Hub Transport servers and should match the A record that is published on the Internet (public) DNS server. This name should be entered as a CN in the SubjectName parameter of the New-ExchangeCertificate cmdlet.


All the accepted domain names of the organization   Use the IncludeAcceptedDomain parameter of the New-ExchangeCertificate cmdlet to populate the Subject Alternative Name for the resulting certificate.


The FQDN for the connector if it is not covered by either of the previous items   Use the DomainName parameter of the New-ExchangeCertificate cmdlet to populate the Subject Alternative Name for the resulting certificate.

Best Practices for Domain Names for a Client Access Server

When you create a certificate or certificate request for a Client Access server, the set of domain names that you should include in the request are as follows:


Local or NetBIOS name of the server, for example, owa1

All the accepted domain names for the organization, for example, contoso.com

The fully qualified domain name for the server, for example, owa1.contoso.com

The Autodiscover domain name for the domain, for example,  Autodiscover.contoso.com

The load-balance identity of the server if you are using one, for example, owa.contoso.com
Wildcard Character Domain Names

Wildcard character domain names are a special type of domain name that represents multiple sub-domains. Wildcard character domain names can simplify certificates because a single wildcard domain name represents all the sub-domains for that domain. They are represented by an asterisk character ( * ) at the DNS node. For example, *.contoso.com represents contoso.com and all the sub-domains for contoso.com. When you use a wildcard character to create a certificate or a certificate request for all accepted domains, you can simplify the request significantly.

Cloning an Existing Certificate

Exchange 2007 creates a self-signed certificate during installation that uses all the server and domain names that are known to Exchange at the time of installation. These certificates are valid for 12 months. In some cases, it may make sense to clone these certificates if the Subject and Subject Alternative Names can be used for other computers. Be aware that only the certificate metadata and not the key sets are cloned.

To run the following cmdlets on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

To clone a new certificate from an existing certificate, you must first identify the current default certificate for the domain by running the following command:

Get-ExchangeCertificate –DomainName mail1.contoso.com

Where mail1.contoso.com is the server name or the FQDN that you want to make a cloned certificate of.

The first certificate that is listed in the output is the default SMTP TLS certificate for the server. 

To clone the certificate, run the following command:

Get-ExchangeCertificate –Thumbprint c4248cd7065c87cb942d60f7293feb7d533a4afc | New-ExchangeCertificate

Where the value for Thumbprint is from the first certificate that was listed in the output for Get-ExchangeCertificate.

This command extracts the names from the existing certificate that are identified by the thumbprint and uses them in the new self-signed certificate. 

Generating Requests for Third-Party Certificate Services

If you are using a CA to generate certificates, you must provide a certificate request according to the CA's requirements.

To generate a certificate request, you can use the New-ExchangeCertificate cmdlet. To generate a certificate request, use the GenerateRequest parameter together with the Path parameter to define where the request file will be created. The resulting file will be a PKCS #10 request (.req) file. PKCS #10 is the Certification Request Syntax Standard that is specified by RFC 2314 (http://www.ietf.org/rfc/rfc2314.txt).
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Note: 

The third-party Web site information in this topic is provided to help you find the technical information you need. The URLs are subject to change without notice.

The following examples show some typical certificate requests.

The first example generates a certificate request for Contoso's server, mail1. The CN of the Subject Name contains the FQDN of the server and the Subject Alternative Name contains of all the accepted domains for Contoso.

New-ExchangeCertificate -GenerateRequest -SubjectName "c=us, o=contoso corp, cn=mail1.contoso.com" -IncludeAcceptedDomains -Path c:\certificates\mail1.contoso.com.req

The second example generates a certificate request for Contoso's server, mail1. Contoso has a Send connector on each Edge Transport server that has a FQDN of mail.contoso.com.

New-ExchangeCertificate -GenerateRequest -SubjectName "C=US, O=contoso corp, CN=mail1.contoso.com" -IncludeAcceptedDomains -DomainName mail.contoso.com -Path c:\certificates\mail1.contoso.com.req

The third example creates a certificate request from an existing Contoso.com certificate.

Get-ExchangeCertificate –Thumbprint c4248cd7065c87cb942d60f7293feb7d533a4afc | New-ExchangeCertificate -GenerateRequest -SubjectName "C=us, O=contoso corp, CN=mail1.contoso.com" -Path c:\ certificates\mail1.contoso.com.req

The last example shows how to create a certificate request with a wildcard character for all Contoso.com sub-domains.

New-ExchangeCertificate -GenerateRequest -SubjectName "C=us, O=contoso corp, CN=mail1.contoso.com" -DomainName *.contoso.com -Path c:\ certificates\mail1.contoso.com.req

Installing Certificates Issued from Certificate Requests

After you have sent the certificate request to a CA, the CA issues a certificate or chain of certificates. In both cases, the certificates are delivered as files that you must install with the Import-ExchangeCertificate cmdlet.
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Important: 

Do not use the Certificate Manager snap-in to import the certificates for any service on an Exchange server. Using the Certificate Manager snap-in to import certificates on Exchange servers will fail. Therefore, TLS or other Exchange certificate services will not work.

The following example shows how to import a certificate for SMTP TLS

Import-ExchangeCertificate –Path c:\certificates\newcert.cer | Enable-ExchangeCertificate –Services SMTP

The next example shows how to import a certificate and enable it for a Client Access server that supports Post Office Protocol version 3 (POP3) clients.

Import-ExchangeCertificate -Path c:\certificates\newcert.p7b | Enable-ExchangeCertificate –Services IIS,POP

For More Information

For more examples, see the Microsoft Exchange Team Blog entry, Lessons Learned: Generating a Certificate with a 3rd Party CA.
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Note: 

The content of each blog and its URL are subject to change without notice.

How to Configure Mutual TLS for Domain Security

This topic explains how to use the Exchange Management Shell to configure mutual Transport Layer Security (TLS) for Domain Security, the set of functionality in Microsoft Exchange Server 2007 and Microsoft Office Outlook 2007 that provides a relatively low cost alternative to S/MIME and other message-level security solutions.

For the purposes of illustration, this topic explains how Exchange administrators at a fictitious company, Contoso, configure their Exchange 2007 environment to exchange domain-secured e-mail with their partner, Woodgrove Bank. In this scenario, Contoso wants to make sure that all e-mail that is sent and received from Woodgrove Bank is protected with mutual TLS. Also, Contoso wants to configure Domain Security functionality so that all mail to and from Woodgrove Bank is rejected if mutual TLS cannot be used.

Contoso has an internal public key infrastructure (PKI) that generates certificates. The PKI's root certificate has been signed by a major third-party certification authority (CA). Woodgrove Bank uses the same third-party CA to generate their certificates. Therefore, both Contoso and Woodgrove Bank each trust the other's root CAs.

To set up mutual TLS, Exchange administrators at Contoso perform the following procedures:

1.
Generate a certificate request for TLS certificates.

2.
Import the certificate to Edge Transport servers.

3.
Configure outbound domain security.

4.
Configure inbound domain security.

5.
Test mail flow.

Before You Begin

The configuration of mutual TLS requires the following:


Access to internal Exchange 2007 servers by using the Set-TransportConfig cmdlet and by using the New-SendConnector cmdlet if you haven't configured Send connectors.


Access to the Edge Transport Server computers where the ExchangeCertificate cmdlets are run.

Generally, configuration changes that are made to Domain Security functionality that don't use the ExchangeCertificate cmdlets should be made within the organization and synchronized to Edge Transport servers by using the Microsoft Exchange EdgeSync service.

When you import and configure TLS certificates by using the ExchangeCertificate cmdlets, you must run the cmdlets on the Edge Transport server that you are configuring. To run the ExchangeCertificate cmdlets on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

To run the Set-TransportConfig cmdlet, the account you use must be delegated the Exchange Organization Administrator role.

To run the New-SendConnector cmdlet, the account you use must be delegated the Exchange Server Administrator role and local Administrators group on that computer.

This topic assumes that you have read and understood Creating a Certificate or Certificate Request for TLS.

The Microsoft Exchange EdgeSync service must be fully deployed for Domain Security.

Before you can successfully run mutual TLS on an Edge Transport server, you must configure the computer and PKI environment so that certificate validation and certificate revocation list checking are operable. For more information, see How to Enable PKI on the Edge Transport Server for Domain Security.

Generating a Certificate Request for TLS Certificates

As mentioned earlier in this topic, Contoso has an internal PKI that is subordinated to a third-party CA. In this scenario, subordination refers to the fact that the CA that is deployed by Contoso in their corporate infrastructure contains a root certificate that has been signed by a public third-party CA. By default, the public third-party CA is one of the trusted root certificates in the Microsoft Windows certificate store. Therefore, any client that includes the same third-party CA in its trusted root store and that connects to Contoso can authenticate to the certificate that is presented by Contoso.

Contoso has two Edge Transport servers that require TLS certificates: mail1.contoso.com and mail2.mail.contoso.com. Therefore, the Contoso e-mail administrator must generate two certificate requests, one certificate request for each server.

The following procedure shows the command that the administrator uses to generate a base64-encoded PKCS#10 certificate request. The Contoso administrator must run this command two times: one time for CN=mail1.contoso.com and one time for CN=mail2.mail.contoso.com.
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Note: 

The common name (CN) in the Subject name of the resulting certificates is mail1.contoso.com and mail2.mail.contoso.com respectively. The Subject Alternative Name contains "mail.contoso.com," which is the fully qualified domain name (FQDN) of one of the accepted domains that is configured for Contoso.
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To create a TLS certificate request

	
Run the following command:

New-ExchangeCertificate -GenerateRequest –FriendlyName "Internet certificate" -Path c:\certificates\request.p7c -SubjectName "DC=com,DC=Contoso,CN=mail1.contoso.com"  -DomainName mail.contoso.com




For detailed syntax and parameter information, see New-ExchangeCertificate .

Importing Certificates to Edge Transport Servers

After the administrator generates the certificate requests, the administrator then uses the requests to generate the certificates for the servers. The resulting certificates must be issued as either a single certificate or a certificate chain and copied to the appropriate Edge Transport servers.
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Important: 

To import the certificates, you must use the Import-ExchangeCertificate cmdlet. For more information, see Import-ExchangeCertificate in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).
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Important: 

Do not use the Microsoft Management Console (MMC) Certificate snap-in to import the certificates for TLS on the Exchange server. Using the MMC Certificate snap-in to import certificates on Exchange servers does not bind the request that is created in this procedure to the issued certificate. Therefore TLS might fail.

When you import the certificate to the Edge Transport server, you must also enable the certificate for the Simple Mail Transfer Protocol (SMTP) service. The Contoso administrator runs the following command on each Edge Transport server, one time for each respective certificate.
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To import and enable a TLS certificate for Domain Security on an Edge Transport server


Run the following command:

Import-ExchangeCertificate -Path c:\certificates\import.pfx | Enable-ExchangeCertificate -Services SMTP




This command imports and enables the TLS certificate by pipelining the Enable-ExchangeCertificate cmdlet.

You can also enable the certificate after you import it. To import the certificate, run the following command:

Import-ExchangeCertificate -Path c:\certificates\import.pfx 

Then, to enable the certificate, run the following command:

Enable-ExchangeCertificate -Thumbprint AB493A0C9A6C0327162FE04EF74609CB8FB7FE24 -Services SMTP

Configuring Outbound Domain Security

You must perform three steps to configure outbound Domain Security:

1.
Run the Set-TransportConfig cmdlet to specify the domain with which you want to send domain-secured e-mail. 

2.
Run the Set-SendConnector cmdlet to set the DomainSecureEnabled property on the Send connector that will send mail to the domain with which you want to send domain-secured e-mail.

3.
Run the Set-SendConnector cmdlet to verify the following:


The Send connector that will send mail to the domain with which you want to send domain-secured e-mail routes mail with Domain Name System (DNS).


The FQDN is set to match either the Subject Name or the Subject Alternative Name of certificates that you are using for Domain Security.

Because the changes that you make in these three steps are global, you must make the changes on an internal Exchange server. The configuration changes that you make will be replicated out to the Edge Transport servers by using the Microsoft Exchange EdgeSync service.

Specifying the Sender Domain in Transport Configuration

It is relatively straightforward to specify the domain with which you want to send domain-secured e-mail. The Contoso administrator runs the following command on an internal Exchange 2007 server:

Set-TransportConfig -TLSSendDomainSecureList woodgrovebank.com

For more information, see Set-TransportConfig in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).
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Note: 

The TLSSendDomainSecureList parameter takes a multivalued list of domain names. The Set-TransportConfig command replaces the whole value for TLSSendDomainSecureList with the new value that is supplied in the cmdlet. Therefore, if you want to add a new domain, the value that you supply must include the existing list and the new domain.

Configuring a Send Connector

Contoso will use their default DNS-routed Send connector to send domain-secured e-mail to their partners. Because their default DNS-routed Send connector is a default Internet Send connector, it uses DNS to route mail and does not use a smart host. The FQDN is already set to mail.contoso.com. Because the certificates that the Contoso administrator created set the DomainName parameter of the New-ExchangeCertificate to mail.contoso.com, the Send connector can use the certificates without additional configuration.

Therefore, the only configuration that the Contoso administrator must make to the Send connector is to set the DomainSecureEnabled parameter. To do this, the Contoso administrator runs the following command on an internal Exchange 2007 server for the "Internet" Send connector:

Set-SendConnector Internet -DomainSecureEnabled:$True

For more information, see Set-SendConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

You can also use the Exchange Management Console to enable domain-secured e-mail on a Send connector.
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To use the Exchange Management Console to configure a Send connector for Domain Security 

	1.
On a Hub Transport server, open the Exchange Management Console, click Organization Configuration, click Hub Transport, and then in the result pane, click the Send Connectors tab.

2.
Select the Send connector that sends mail to the domain from which you want to send domain-secured e-mail, and then, in the action pane, click Properties.

3.
On the Network tab, select Enable Domain Security (Mutual Auth TLS), click Apply, and then click OK.


Configuring Inbound Domain Security

You must perform two steps to enable inbound Domain Security:

1.
Run the Set-TransportConfig cmdlet to specify the domain from which you want to receive domain-secured e-mail.

2.
On the Edge Transport server, use the Exchange Management Shell or the Exchange Management Console to enable Domain Security on the Receive connector from which you want to receive domain-secured e-mail. Because Domain Security requires mutual TLS authentication, TLS must also be enabled on the Receive connector. 

Specifying the Recipient Domain in Transport Configuration

It is relatively straightforward to specify the domain with which you want to receive domain-secured e-mail. To specify the domain, the Contoso administrator runs the following command on an internal Exchange 2007 server:

Set-TransportConfig -TLSReceiveDomainSecureList woodgrovebank.com

For more information, see Set-TransportConfig in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).
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Note: 

The TLSReceiveDomainSecureList parameter takes a multivalued list of domain names. The Set-TransportConfig command replaces the whole value for TLSReceiveDomainSecureList parameter with the new value supplied by the Set-TransportConfig cmdlet. Therefore, if you want to add a new domain, the value that you supply must include the existing list and the new domain.

Configuring a Receive Connector

You must configure the Receive connector on each Edge Transport server that accepts mail from the domain from which you want to receive domain-secured e-mail. The Contoso environment is configured to have a single Internet Receive connector, with an Identity of Inet, on both Edge Transport servers. Therefore, to enable TLS while mail is sent to or received from Woodgrove Bank, the Contoso administrator must make sure that TLS is enabled on the default Internet Receive connector on both Edge Transport servers.
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To use the Exchange Management Shell to configure a Receive connector for Domain Security 


On the Edge Transport server, run the following command:

Set-ReceiveConnector Inet -DomainSecureEnabled:$True -AuthMechanism TLS




For detailed syntax and parameter information, see Set-ReceiveConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).
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To use the Exchange Management Console to configure a Receive connector for Domain Security 

	1.
On the Edge Transport server, open the Exchange Management Console, click Edge Transport, and then in the result pane, click the Receive Connectors tab.

2.
Select the Receive connector that accepts mail from the domain from which you want to receive domain-secured e-mail, and then, in the action pane, click Properties.

3.
On the Authentication tab, select Transport Layer Security (TLS) and Enable Domain Security (Mutual Auth TLS), and then click OK.


Be aware that specifying the authentication mechanism as TLS doesn't force TLS on all inbound connections. 

TLS will be forced for connections from Woodgrove Bank for the following reasons:


Woodgrove Bank is specified in the Set-TransportConfig cmdlet on the TLSReceiveDomainSecureList parameter.


The DomainSecureEnabled parameter is set to $True on the Receive connector.

Other senders that are not listed on the TLSReceiveDomainSecureList parameter in the Set-TransportConfig cmdlet will only use TLS if TLS is supported by the sending system.
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Note: 

A side effect of enabling Domain Security on a Receive connector is that a client certificate is requested during TLS negotiation. If the domain from which the client is sending is not in the secure domain list, the client will not be required to submit the certificate.

Testing Domain-Secured Mail Flow

After you have configured domain-secured e-mail, you can test the connection by reviewing the performance logs and the protocol logs. Messages that have successfully authenticated over the domain-secured mail flow path are displayed in Outlook 2007 as "Domain Secure" messages.

Performance Counters

The Domain Security feature includes the following set of performance counters under MSExchange Secure Mail Transport:


Domain Secure Messages Received Total

Domain Secure Messages Sent Total

Domain Secure Outbound Session Failures Total
You can create a new counter log file for domain-secured mail flow with these performance counters to monitor the number of messages sent and received and also to monitor failed mutual TLS sessions. For more information about how to create and configuring counter logs, see the Help file that is included with the Performance Logs and Alerts MMC snap-in.

Protocol Logs

You can review the send and receive protocol logs to determine whether TLS negotiation has been successful. Successful TLS negotiation will generate logs that resemble the following examples.

Example of a Send Log

<220 edgedns3 ESMTP Microsoft ESMTP MAIL Service, Version: 8.0.647.0; Tue, 29 Aug 2006 04:22:00 -0700 (PDT)

>EHLO edgea36.dns.contoso.com

<250-edgedns3 Hello woodgrove.com [192.168.0.2], pleased to meet you

<250-ENHANCEDSTATUSCODES

<250-PIPELINING

<250-EXPN

<250-VERB

<250-8BITMIME

<250-SIZE

<250-DSN

<250-ETRN

<250-STARTTLS

<250-DELIVERBY

<250 HELP

>STARTTLS

<220 2.0.0 Ready to start TLS

*Sending certificate

*CN=edgea36, Certificate subject

*CN=edgea36, Certificate issuer name

*CA2EDF2487C6F09B4E413FD3812A7F89, Certificate serial number

*E8DA062786FD097DD8D79FF10C583CC23AD64F6C, Certificate thumbprint

*edgea36;edgea36.dns.contoso.com, Certificate alternate names

*Received certificate

*CN=smi.extest.contoso.com, OU=Contoso, O=Corp, L=Spokane, S=WA, C=US, Certificate subject

*CN=ExCertDom EntSub Issuing CA v1.0, DC=ExCertDom, DC=ExTest, DC=Contoso, DC=Com, Certificate issuer name

*446DD186000A00002819, Certificate serial number

*DC27B5F8657F84B15B5004BE63CE482721871582, Certificate thumbprint

*smi.extest.contoso.com, Certificate alternate names

>EHLO edgea36.dns.contoso.com

<250-edgedns3 Hello woodgrove.com [192.168.0.2], pleased to meet you

<250-ENHANCEDSTATUSCODES

<250-PIPELINING

<250-EXPN

<250-VERB

<250-8BITMIME

<250-SIZE

<250-DSN

<250-ETRN

<250-DELIVERBY

<250 HELP

*08C895F533E837EC;2006-08-28T22:37:53.323Z;1, sending message

>MAIL FROM:<user@example.com> SIZE=614

>RCPT TO:<root@smi.extest.contoso.com>

<250 2.1.0 <user@example.com>... Sender ok

<250 2.1.5 <root@smi.extest.contoso.com>... Recipient ok

>DATA

<354 Enter mail, end with "." on a line by itself

<250 2.0.0 k7TBM0BZ000043 Message accepted for delivery

>QUIT

<221 2.0.0 edgedns3 closing connection

Example of a Receive Log

>220 edgea36 Microsoft ESMTP MAIL Service, Version: 8.0.647.0 ready at Mon, 28 Aug 2006 15:37:53 -0700

<EHLO edgedns3

>250-edgea36.dns.contoso.com Hello [192.168.0.1]

>250-SIZE 15728640

>250-PIPELINING

>250-DSN

>250-ENHANCEDSTATUSCODES

>250-STARTTLS

>250-AUTH

>250-8BITMIME

>250-BINARYMIME

>250 CHUNKING

<STARTTLS

>220 2.0.0 SMTP server ready

*Sending certificate

*CN=edgea36, Certificate subject

*CN=edgea36, Certificate issuer name

*CA2EDF2487C6F09B4E413FD3812A7F89, Certificate serial number

*E8DA062786FD097DD8D79FF10C583CC23AD64F6C, Certificate thumbprint

*edgea36;edgea36.dns.contoso.com, Certificate alternate names

*Received certificate

*CN=smi.extest.contoso.com, OU=Contoso, O=Corp, L=Spokane, S=WA, C=US, Certificate subject

*CN=ExCertDom EntSub Issuing CA v1.0, DC=ExCertDom, DC=ExTest, DC=Contoso, DC=Com, Certificate issuer name

*446DD186000A00002819, Certificate serial number

*DC27B5F8657F84B15B5004BE63CE482721871582, Certificate thumbprint

*smi.extest.contoso.com, Certificate alternate names

<EHLO edgedns3

>250-edgea36.dns.contoso.com Hello [192.168.0.1]

>250-SIZE 15728640

>250-PIPELINING

>250-DSN

>250-ENHANCEDSTATUSCODES

>250-AUTH

>250-8BITMIME

>250-BINARYMIME

>250 CHUNKING

<MAIL From:<user@smi.extest.contoso.com> SIZE=16

*08C895F533E837EC;2006-08-28T22:37:53.323Z;1, receiving message

>250 2.1.0 user@smi.extest.contoso.com Sender OK

<RCPT To:<user@woodgrove.com>

>250 2.1.5 user@woodgrove.com Recipient OK

<DATA

>354 Start mail input; end with <CRLF>.<CRLF>

>250 2.6.0 <200608281121.k7SBHYi0004586@edgedns3> Queued mail for delivery

<QUIT

>221 2.0.0 Service closing transmission channel

For more information about how to view protocol logs, see How to Configure Protocol Logging.

How to Fix Certificate Validation Errors

The following errors may be returned in the Operator Console if you are using Microsoft Operations Manager 2005 or in the Operations Console if you are using System Center Operations Manager 2007 when a certificate cannot validate. The errors may also be returned as Application log events. This topic explains how to resolve these errors or refers to documentation that may help you resolve certificate validation errors.

Certificate Validation Errors or Status Messages


The certificate is valid but it is selfsigned.   This error is an informational status message. By default, the certificate that installed with Microsoft Exchange Server 2007 is self-signed. It is generally a best practice to use certificates from trusted third-party certification authorities (CA). 

For more information, see How to Enable PKI on the Edge Transport Server for Domain Security.


Certificate subject does not match the passed value.   This status message indicates that the domain name in either the subject name or subject alternative name fields of the certificate does not match the fully qualified domain name (FQDN) of the sender or receiver domain name. To correct this error, a new certificate that matches the FQDN of the Send connector or Receive connector that tried to validate this certificate must be created.

For more information, see Creating a Certificate or Certificate Request for TLS. 


The signature of the certificate cannot be verified.   This status message indicates that the Microsoft Exchange Transport service was unable to validate the certificate chain, or that the public key that was used to validate the certificate signature is not the correct key. 

For more information, see Domain Security in Exchange 2007 White Paper.


A certificate chain processed, but ended in a root certificate which is not trusted by the trust provider.   This status message indicates that the certificate that was used for this operation is not trusted by the computer certificate store. To trust this certificate, the root certification authority for the given certificate must be present in the certificate store for this computer. 

For more information about how to manually add certificates to the local certificate store, see the Help file for the Certificate Manager snap-in in Microsoft Management Console (MMC).


The certificate is not valid for the requested usage.   This status message indicates that you must enable the certificate for use in the current application. For example, if you are trying to use this certificate for Domain Security, the certificate must be enabled for Simple Mail Transfer Protocol (SMTP). 

For more information about how to enable certificates, see Enable-ExchangeCertificate in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).
Alternatively, this status message may indicate that the certificate that you are using does not have the correct data in the Enhanced Key Usage field. All certificates that are used for Transport Layer Security (TLS) must contain a Server Authentication object identifier (also known as OID). If you are trying to use a certificate for TLS that does not contain a Server Authentication OID in the Enhanced Key Usage Field, you must create a new certificate. 

For more information, see Creating a Certificate or Certificate Request for TLS. 


A required certificate is not within its validity period when verifying against the current system clock or the timestamp in the signed file.   This status message indicates that the system time is incorrect, the certificate has expired, or the time of the system that signed the file is incorrect. Verify that the following conditions are true:


The local computer clock is accurate.


The certificate has not expired.


The sending system clock is accurate. 

If the certificate has expired, you must generate a new certificate. 

For more information, see Creating a Certificate or Certificate Request for TLS.


The validity periods of the certification chain do not nest correctly.   This status message indicates that the certificate chain is corrupted or otherwise unreliable. Generate a new certificate by using New-ExchangeCertificate cmdlet, or contact your certification authority to validate the certificate chain that was used for this certificate.


A certificate that can only be used as an end entity is being used as a CA or visa versa.   This status message indicates that the certificate is invalid because it was issued by an end-entity certificate and not a certification authority. An end-entity certificate is a certificate that has been created for specific application cryptographic usage. Generate a new certificate by using the New-ExchangeCertificate cmdlet, or contact your certification authority to validate the certificate.


The certificate or signature has been revoked.   Contact your certification authority to resolve this issue.


A certificate was explicitly revoked by its issuer.   Contact your certification authority to resolve this issue.


The revocation function was unable to check revocation because the revocation server was offline.   This status message indicates that the revocation server for the certificate could not be reached. In some cases, this is a temporary error because the revocation server is malfunctioning. Otherwise, make sure that this computer can access the revocation server. If there is a firewall or proxy server in between this computer and the revocation server, make sure that your computer is configured to traverse the obstacle. 

For more information, see How to Enable PKI on the Edge Transport Server for Domain Security.


The revocation process could not continue. The certificates could not be checked.   This status message indicates that the revocation process was interrupted by a general network failure. If there is a firewall or proxy server in between this computer and the revocation server, make sure that your computer is configured to traverse the obstacle. 

For more information, see How to Enable PKI on the Edge Transport Server for Domain Security.

Managing Transport Logs

This topic provides information and links to the relevant topics in this section. The topics in this section introduce the transport logs that are available on a computer that is running Microsoft Exchange Server 2007 and that has the Hub Transport server role or the Edge Transport server role installed. You can use the information in the transport logs to analyze and troubleshoot mail flow.

Transport Logs

The transport logs that are available on a Hub Transport server or an Edge Transport server are described in the following list:


Connectivity log   A connectivity log is a record of the Simple Mail Transfer Protocol (SMTP) connection activity of the outbound message delivery queues to the destination Mailbox server, smart host, or domain. Connectivity logging is available on Hub Transport servers and Edge Transport servers. By default, connectivity logging is disabled.

For more information, see Managing Connectivity Logging.


Protocol log   A protocol log is a record of the SMTP activity between messaging servers as part of message delivery. This SMTP activity occurs on Send connectors and Receive connectors that are configured on Hub Transport servers and Edge Transport servers. By default, protocol logging is disabled.

For more information, see Managing Protocol Logging.


Message tracking log   A message tracking log is a detailed log of all message activity as messages are transferred to and from a computer that is running Exchange. Message tracking is available on Hub Transport servers, Edge Transport servers, and Mailbox servers. By default, message tracking is enabled.

For more information, see Managing Message Tracking.


Agent log   An agent log is a record of the actions that are performed on a message by the Exchange 2007 anti-spam and antivirus agents. Typically, these agents are enabled on Edge Transport servers. However, you can also enable them on Hub Transport servers. By default, agent logging is enabled.

For more information, see Managing Agent Logging.


Routing table log   A routing table log periodically records a snapshot of the routing table that is used by Hub Transport servers and Edge Transport servers to deliver messages. By default, routing table logging is enabled.

For more information, see Managing Routing Table Logging.

Managing Connectivity Logging

Connectivity logging records the connection activity of the outbound message delivery queues that exist on Microsoft Exchange Server 2007 computers that have the Hub Transport server role or the Edge Transport server role installed. The connectivity log tracks the connection activity from the sending queue to the destination Mailbox server, smart host, or domain. It is not intended to track the transmission of individual e-mail messages. The following list describes the type of information that is recorded in the connectivity log:


The source queue. This can be the remote delivery queue or mailbox delivery queue.


The destination Mailbox server, smart host or domain.


Domain Name System (DNS) resolution information.


Detailed information about connection failures.


The number of messages and bytes that are transmitted.

You use the Set-TransportServer cmdlet to perform all connectivity log configuration tasks. The following options are available for the connectivity logs on an Edge Transport server or Hub Transport server:


Enable or disable connectivity logging. The default is disabled.


Specify the location of the connectivity log files.


Specify a maximum size for the individual connectivity log files. The default size is 10 MB.


Specify a maximum size for the directory that contains connectivity log files. The default size is 250 MB.


Specify a maximum age for the connectivity log files. The default age is 30 days.

By default, the Exchange 2007 server uses circular logging to limit the connectivity logs based on file size and file age to help control the hard disk space that is used by the log files.

Structure of the Connectivity Log Files

By default, the connectivity log files exist in C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\Connectivity.

The naming convention for the connectivity log files is CONNECTLOGyyymmdd-nnnn.log. The placeholders represent the following information:


The placeholder yyyymmdd is the Coordinated Universal Time (UTC) date that the log file was created. yyyy = year, mm = month, and dd = day.


The placeholder nnnn is an instance number that starts at the value of 1 for each day.

Information is written to the log file until the file size reaches its maximum specified value, and a new log file that has an incremented instance number is opened. This process is repeated throughout the day. Circular logging deletes the oldest log files when the connectivity log directory reaches its maximum specified size, or when a log file reaches its maximum specified age.

The connectivity log files are text files that contain data in the comma separated value (CSV) format. Each connectivity log file has a header that contains the following information:


#Software:   The name of the software that created the connectivity log file. Typically, the value is Microsoft Exchange Server.


#Version:   The version number of the software that created the connectivity log file. Currently, the value is 8.0.0.0.


#Log-Type   The value of this field is Transport Connectivity Log.


#Date:   The UTC date-time when the log file was created. The UTC date-time is represented in the ISO 8601 date-time format: yyyy-mm-ddThh:mm:ss.fffZ, where yyyy = year, mm = month, dd = day, hh = hour, mm = minute, ss = second, fff = fractions of a second, and Z signifies Zulu, which is another way to denote UTC.


#Fields:   The comma delimited field names that are used in the connectivity log files.

Information That Is Written to the Connectivity Log

The connectivity log stores each outbound queue connection event on a single line in the connectivity log. The information that is on each line is organized by fields that are separated from each other by commas. The fields that are used to classify each outgoing queue event are explained in the following table.

Fields that are used to classify each connection event

	Field name
	Description

	date-time
	The UTC date-time of the connection event, which is represented in the ISO 8601 format. The value is formatted as yyyy-mm-ddThh:mm:ss.fffZ, where yyyy = year, mm = month, dd = day, hh = hour, mm = minute, ss = second, fff = fractions of a second, and Z signifies Zulu, which is another way to denote UTC.

	session
	A GUID that is unique for each SMTP session but is the same for each event that is associated with that SMTP session. For MAPI sessions, the session field is blank.

	source
	The value of Simple Mail Transfer Protocol (SMTP) for connections from the remote delivery queue, or the value of MAPI for connections from the mailbox delivery queue.

	Destination
	The name of the destination Mailbox server, smart host, or domain.

	direction
	A single character that represents the start, middle, or end of the connection. The possible values for the direction field are as follows:


+   Connect


-   Disconnect


>   Send

	description
	Text information that is associated with the connection event. The following values are examples of values for the description field:


The number and size of messages that were transmitted.


DNS Mail Exchanger (MX) resolution information for destination domains.


DNS resolution information for destination Mailbox servers.


Connection establishment messages.


Connection failure messages.


When an outbound delivery queue establishes a connection to a destination Mailbox server, smart host, or domain, the queue may be prepared to send one message or several messages. The connection and message transmission processes generate multiple events that are written on multiple lines in the connectivity log. Simultaneous connections to different destinations create connectivity log entries related to different destinations that are interlaced. However, you can use the date-time, session, source and direction fields to arrange the connectivity log entries for each separate connection from start to finish.

How to Configure Connectivity Logging

This topic explains how to use the Exchange Management Shell to configure connectivity logging in Microsoft Exchange Server 2007.

Connectivity logging records the connection activity of the outgoing message delivery queues that exist on computers that have the Hub Transport server role or Edge Transport server role installed. The purpose of the connectivity log is not to track the transmission of individual e-mail messages. The connectivity log tracks the connection activity from the sending queue to the destination Mailbox server, smart host, or domain.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.
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Note: 

You cannot configure the connectivity logs by using the Exchange Management Console. To configure the connectivity logs, you must use the Exchange Management Shell. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Enabling or Disabling Connectivity Logging

By default, connectivity logging is disabled on all Exchange 2007 computers that have the Hub Transport server role or Edge Transport server role installed.
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To use the Exchange Management Shell to enable or disable connectivity logging


Run the following command:

Set-TransportServer <Identity> -ConnectivityLogEnabled <$true | $false>

For example, to enable connectivity logging on an Exchange 2007 computer that is named Exchange01, run the following command:

Set-TransportServer Exchange01 -ConnectivityLogEnabled $true




Configuring the Location of the Connectivity Logs

By default, the connectivity logs are stored in the C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\Connectivity directory. The directory must be local to the Exchange 2007 computer.
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To use the Exchange Management Shell to change the location of the connectivity logs


Run the following command:

Set-TransportServer <Identity> -ConnectivityLogPath <LocalFilePath>

For example, to change the location of the connectivity log to C:\Connectivity on an Exchange 2007 computer that is named Exchange01, run the following command:

Set-TransportServer Exchange01 -ConnectivityLogPath "C:\Connectivity"




If you set the value of the ConnectivityLogPath parameter to $null, you effectively disable connectivity logging. However, if you set the value of the ConnectivityLogPath parameter to $null when the value of the ConnectivityLogEnabled attribute is $true, you will generate event log errors. The preferred method to disable connectivity logging is to use the ConnectivityLogEnabled parameter with the Set-TransportServer cmdlet.

When you change the location of the connectivity log directory, this change does not copy any existing log files from the old directory to the new directory. The new connectivity log directory is active almost immediately after the configuration change, but any existing log files are left in the old directory.

The following permissions are required on the connectivity log directory:


Administrator: Full Control


System: Full Control


Network Service: Read, Write, and Delete Subfolders and Files

By default, the Microsoft Exchange Transport service uses the security credentials of the Network Service user account to create the new connectivity log directory and apply the correct permissions as follows:


If the new connectivity log directory does not already exist, and the Network Service account has the rights necessary to create folders and apply permissions at the new location, the new connectivity log directory is created and the correct permissions are applied to the new directory. 


If the new connectivity log directory already exists, the existing folder permissions are not checked. 

Whenever you move the connectivity log directory by using the ConnectivityLogPath parameter with the Set-TransportServer cmdlet, it is a good idea to verify the new connectivity log directory and to make sure that the new directory has the correct permissions applied to it. If your change to the connectivity log directory is not successful, you can create the new connectivity log directory and apply the correct permissions to it before you use the ConnectivityLogPath parameter with the Set-TransportServer cmdlet.

Configuring the Size of Each Connectivity Log File

By default, the maximum size for each connectivity log file is 10 MB. When a connectivity log file reaches its maximum size, Exchange 2007 opens a new connectivity log file. This process continues until either of the following conditions is true:


The connectivity log directory reaches its specified maximum size. For more information about how to change the maximum size of the connectivity log directory, see "Configuring the Maximum Size of the Connectivity Log Directory" later in this topic.


A connectivity log file reaches its specified maximum age. For more information about how to change the maximum age for a connectivity log file, see "Configuring the Maximum Age for the Connectivity Logs" later in this topic.

After the maximum size or age limit is reached, circular logging deletes the oldest connectivity log files.
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To use the Exchange Management Shell to change the maximum size of individual connectivity log files


Run the following command:

Set-TransportServer <Identity> -ConnectivityLogMaxFileSize <FileSize>

For example, to set the maximum size of a connectivity log file to 20 MB on an Exchange 2007 computer that is named Exchange01, run the following command:

Set-TransportServer Exchange01 -ConnectivityLogMaxFileSize 20MB




When you enter a value for the ConnectivityLogMaxFileSize parameter, qualify the value with one of the following units:


B (bytes)


KB (kilobytes)


MB (megabytes)


GB (gigabytes)


TB (terabytes)

Unqualified values are treated as bytes. The value of the ConnectivityLogMaxFileSize parameter must be less than or equal to the value of the ConnectivityLogMaxDirectorySize parameter. The valid input range for either parameter is 1 to 9223372036854775807 bytes.

Configuring the Maximum Size of the Connectivity Log Directory

By default, the maximum size for the whole connectivity log directory is 250 MB. Circular logging deletes the oldest connectivity log files when either of the following conditions is true:


The connectivity log directory reaches its specified maximum size.


A connectivity log file reaches its specified maximum age.
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Note: 

By default, the transport logging process has a logging level value of 0 (Lowest). If you want Microsoft Exchange to write an event log entry when circular logging removes a log file, you must change the logging level value of the transport logging process to 5 (Maximum) or 7 (Expert). For more information, see How to Change Logging Levels for Exchange Processes.

	[image: image322.png]


To use the Exchange Management Shell to change the maximum size of the connectivity log directory


Run the following command:

Set-TransportServer <Identity> -ConnectivityLogMaxDirectorySize <DirectorySize>

For example, to set the maximum size of the connectivity log directory to 400 MB on an Exchange 2007 computer that is named Exchange01, run the following command:

Set-TransportServer Exchange01 -ConnectivityLogMaxDirectorySize 400MB




Unqualified values are treated as bytes. The value of the ConnectivityLogMaxFileSize parameter must be less than or equal to the value of the ConnectivityLogMaxDirectorySize parameter. The valid input range for either parameter is 1 to 9223372036854775807 bytes.

Configuring the Maximum Age for the Connectivity Logs

By default, the maximum age for any connectivity log file is 30 days. Circular logging deletes the oldest connectivity log files if either of the following conditions is true:


The connectivity log directory reaches its specified maximum size.


A connectivity log file reaches its specified maximum age.
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Note: 

By default, the transport logging process has a logging level value of 0 (Lowest). If you want Microsoft Exchange to write an event log entry when circular logging removes a log file, you must change the logging level value of the transport logging process to 5 (Maximum) or 7 (Expert). For more information, see How to Change Logging Levels for Exchange Processes in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).
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To use the Exchange Management Shell to change the maximum age for a connectivity log file

	
Run the following command:

Set-TransportServer <Identity> -ConnectivityLogMaxAge <Age>

For example, if you want to change the maximum age of a connectivity log file to 45 days on an Exchange 2007 computer that is named Exchange01, run the following command:

Set-TransportServer Exchange01 -ConnectivityLogMaxAge 45.00:00:00




To specify an age value, enter it as a time span, as follows: dd.hh:mm:ss, where d = days, h = hours, m = minutes, and s = seconds. The valid input range for this parameter is 00:00:00 to 24855.03:14:07. Setting the value of the ConnectivityLogMaxAge parameter to 00:00:00 prevents the automatic removal of connectivity log of files because of their age.

For detailed syntax and parameter information, see Set-TransportServer in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Managing Protocol Logging

Protocol logging records the Simple Mail Transfer Protocol (SMTP) conversations that occur between e-mail servers as part of message delivery. These SMTP conversations occur on Send connectors and Receive connectors that are configured on Microsoft Exchange Server 2007 servers that have the Hub Transport server role or the Edge Transport server role installed. You can use protocol logging to diagnose mail flow problems.

By default, protocol logging is disabled on all Send connectors and Receive connectors. Protocol logging is enabled or disabled on a per connector basis. Other protocol logging options are set on a per connector type basis for the whole server. All the Receive connectors on a Hub Transport server or an Edge Transport server share the same protocol log files and protocol log options. These protocol log files and protocol log options are completely separate from the Send connector protocol log files and protocol log options on the same server.

You can use the Exchange Management Console, or the Set-ReceiveConnector cmdlet or the Set-SendConnector cmdlet in the Exchange Management Shell to enable or disable protocol logging on each Send connector or Receive connector. All other protocol log options can be set only by using the Set-TransportServer cmdlet in the Exchange Management Shell.

A special Send connector named the intra-organization Send connector exists on every Hub Transport server. This connector is implicitly created, invisible, and requires no management. The intra-organization Send connector is used to relay messages to the following destinations:


To other Hub Transport servers in the Exchange organization


To Exchange Server 2003 servers in the Exchange organization


To Edge Transport servers in the Exchange organization

By default, protocol logging for the intra-organization Send connector is disabled. You can enable or disable protocol logging for the intra-organization Send connector by using the Set-TransportServer cmdlet. If you enable protocol logging for the intra-organization Send connector, logging occurs in the Send connector protocol logs that are configured on the Hub Transport server.

The following options are available for the protocol logs of all Send connectors or all Receive connectors on an Edge Transport server or a Hub Transport server:


Specify the location of the Send connector or the Receive connector protocol log files.


Specify a maximum size for the Send connector or the Receive connector protocol log files. The default size is 10 MB.


Specify a maximum size for the directory that contains the Send connector or Receive connector protocol log files. The default size is 250 MB.


Specify a maximum age for the Send connector or Receive connector protocol log files. The default age is 30 days.

By default, the Exchange 2007 server uses circular logging to limit the protocol logs based on file size and file age to help control the hard disk space that is used by the log files.

Structure of the Protocol Log Files

By default, the protocol log files exist in the following locations:


Receive connector protocol log files:   C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\ProtocolLog\SmtpReceive


Send connector protocol log files:   C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\ProtocolLog\SmtpSend

The naming convention for log files in each protocol log directory is prefixyyyymmdd-nnnn.log. The placeholders represent the following information:


The placeholder prefix is SEND for Send connectors or RECV for Receive connectors.


The placeholder yyyymmdd is the coordinated universal time (UTC) date on which the log file was created. yyyy = year, mm = month, and dd = day.


The placeholder nnnn is an instance number that starts at the value of 1 for each day.

Information is written to the log file until the file size reaches its maximum specified value, and a new log file that has an incremented instance number is opened. This process is repeated throughout the day. Circular logging deletes the oldest log files when the protocol log directory reaches its maximum specified size, or when a log file reaches its maximum specified age.

The protocol log files are text files that contain data in the comma separated value (CSV) format. Each protocol log file has a header that contains the following information:


#Software:   The name of the software that created the protocol log file. Typically, the value is Microsoft Exchange Server.


#Version:   The version number of the software that created the protocol log file. Currently, the value is 8.0.0.0.


#Log-Type:   The value of this field is either SMTP Receive Protocol Log or SMTP Send Protocol Log.


#Date:   The UTC date-time when the log file was created. The UTC date-time is represented in the ISO 8601 date-time format: yyyy-mm-ddThh:mm:ss.fffZ, where yyyy = year, mm = month, dd = day, hh = hour, mm = minute, ss = second, fff = fractions of a second, and Z signifies Zulu, which is another way to denote UTC.


#Fields:   The comma-delimited field names that are used in the protocol log files.

Information That Is Written to the Protocol Log

The protocol log stores each SMTP protocol event on a single line in the protocol log. The information that is on each line is organized by fields, which are separated by commas. The fields that are used to classify each protocol event are explained in the following table.

Fields that are used to classify each protocol event

	Field name
	Description

	date-time
	The UTC date-time of the protocol event, which is represented in the ISO 8601 format. The value is formatted as yyyy-mm-ddThh:mm:ss.fffZ, where yyyy = year, mm = month, dd = day, hh = hour, mm = minute, ss = second, fff = fractions of a second, and Z signifies Zulu, which is another way to denote UTC.

	connector-id
	The distinguished name (DN) of the connector that is associated with the SMTP event.

	session-id
	A GUID that is unique for each SMTP session but is the same for each event that is associated with that SMTP session.

	sequence-number
	A counter that starts at 0 and is incremented for each event in the same SMTP session.

	local-endpoint
	The local endpoint of an SMTP session. This consists of an IP address and TCP port number that is formatted as <IP address>:<port>.

	remote-endpoint
	The remote endpoint of an SMTP session. This consists of an IP address and TCP port number that is formatted as <IP address>:<port>.

	event
	A single character that represents the protocol event. The possible values for event are as follows:


+   Connect


-   Disconnect


>   Send


<   Receive


*   Information

	data
	Text information that is associated with the SMTP event.

	context
	Additional contextual information that may be associated with the SMTP event.


A single SMTP conversation that represents the sending or receiving of a single e-mail message generates multiple SMTP events. These SMTP events cause multiple lines to be written to the protocol log. Multiple SMTP conversations that represent the sending or receiving of multiple e-mail messages can occur at the same time. This creates protocol log entries from different SMTP conversations that are interspersed. However, it is easy to use the session-id and sequence-number fields to sort the protocol log entries by SMTP conversation.

How to Configure Protocol Logging

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to configure protocol logging in Microsoft Exchange Server 2007.

Protocol logging records the Simple Mail Transfer Protocol (SMTP) conversations that occur between e-mail servers as part of message delivery. These SMTP conversations occur on Send connectors and Receive connectors that are configured on Exchange 2007 servers that have the Hub Transport server role or the Edge Transport server role installed. You can use protocol logging to diagnose mail flow problems.

By default, protocol logging is disabled on all Send connectors and Receive connectors. Protocol logging is enabled or disabled on a per-connector basis. Other protocol logging options are set on a per-connector type basis for the whole server. All the Receive connectors on a Hub Transport server or an Edge Transport server share the same protocol log files and protocol log options. These protocol log files and protocol log options are separate from the Send connector protocol log files and protocol log options that are on the same server. By default, Exchange 2007 uses circular logging to limit the protocol logs based on file size and file age to help control the hard disk space that is used by the protocol log files.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.
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Note: 

Do not modify the Send connectors that are located on an Edge Transport server that is subscribed to the Exchange organization by using the Edge Subscription process. Instead, modify the Send connectors on the Hub Transport server. The change will be replicated to the Edge Transport server when synchronization next occurs.

Using the Exchange Management Console to Enable or Disable Protocol Logging on a Receive Connector

By default, protocol logging is disabled on all Receive connectors. Protocol logging can be enabled or disabled individually on each Receive connector. Enabling or disabling protocol logging on a Receive connector is the only Receive connector protocol logging option that can be configured by using the Exchange Management Console. All other Receive connector protocol log options must be configured by using the Set-TransportServer cmdlet.
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To use the Exchange Management Console to enable or disable protocol logging on an existing Receive connector

	1.
Open the Exchange Management Console, and perform one of the following steps:


To modify an existing Receive connector on an Edge Transport server, in the console tree, select Edge Transport, and then, in the work pane, click the Receive Connectors tab.


To modify an existing Receive connector on a Hub Transport server, expand Server Configuration in the console tree, and select Hub Transport. In the result pane, select the server that has the Receive connector that you want to modify, and then click the Receive Connectors tab.

2.
In the work pane, select the Receive connector to modify.

3.
Under the name of the Receive connector in the action pane, click Properties to open the Properties page.

4.
Click the General tab and use the drop-down box next to Protocol logging level to enable or disable protocol logging. None disables protocol logging, and Verbose enables protocol logging.

5.
After you make your protocol logging selection, click Apply to save changes and remain in the Properties page, or click OK to save changes and exit the Properties page.


Using the Exchange Management Console to Enable or Disable Protocol Logging on a Send Connector

By default, protocol logging is disabled on all Send connectors. Protocol logging can be enabled or disabled individually on each Send connector. Enabling or disabling protocol logging on a Send connector is the only Send connector protocol logging option that can be configured by using the Exchange Management Console. All other Send connector protocol log options must be configured by using the Set-TransportServer cmdlet.
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To use the Exchange Management Console to enable or disable protocol logging on an existing Send connector

	1.
Open the Exchange Management Console, and perform one of the following steps:


To enable or disable protocol logging for an existing Send connector on an Edge Transport server, in the console tree, select Edge Transport.


To enable or disable protocol logging for an existing Send connector on a Hub Transport server, expand Organization Configuration in the console tree, and select Hub Transport.

2.
In the work pane, click the Send Connectors tab, and select the Send connector to modify.

3.
Under the name of the Send connector in the action pane, click Properties to open the Properties page.

4.
Click the General tab and use the drop-down box next to Protocol logging level to enable or disable protocol logging. None disables protocol logging, and Verbose enables protocol logging.

5.
After you make your protocol logging selection, click Apply to save changes and remain in the Properties page, or click OK to save changes and exit the Properties page.


Using the Exchange Management Shell to Enable or Disable Protocol Logging

By default, protocol logging is disabled on all Send connectors and all Receive connectors. Protocol logging can be enabled or disabled individually on each Send connector or on each Receive connector. Enabling or disabling protocol logging is the only protocol log option that can be configured by using the Set-ReceiveConnector or Set-SendConnector cmdlets. All other protocol log options must be configured by using the Set-TransportServer cmdlet.
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To use the Exchange Management Shell to enable protocol logging on a Receive connector

	
Run the following command:

Set-ReceiveConnector <Identity> -ProtocolLoggingLevel <Verbose | None>

For example, if you want to enable protocol logging for a Receive connector named "Connection from Contoso.com", run the following command:

Set-ReceiveConnector "Connection from Contoso.com" -ProtocolLoggingLevel Verbose
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To use the Exchange Management Shell to enable protocol logging on a Send connector


Run the following command:

Set-SendConnector <Identity> -ProtocolLoggingLevel <Verbose | None>

For example, if you want to enable protocol logging for a Send connector named "Connection to Contoso.com", run the following command:

Set-SendConnector "Connection to Contoso.com" -ProtocolLoggingLevel Verbose




Using the Exchange Management Shell to Enable or Disable Protocol Logging for the Intra-Organization Send Connector

A special Send connector named the intra-organization Send connector exists on every Hub Transport server. This connector is implicitly created, invisible, and requires no management. The intra-organization Send connector is used to relay messages to the following destinations:


To other Hub Transport servers in the Exchange organization


To Exchange Server 2003 servers in the Exchange organization


To Edge Transport servers in the Exchange organization

By default, protocol logging for the intra-organization Send connector is disabled. You can enable or disable protocol logging for the intra-organization Send connector by using the Set-TransportServer cmdlet.
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To use the Exchange Management Shell to enable protocol logging on the intra-organization Send connector on a Hub Transport server


Run the following command:

Set-TransportServer <Identity> -IntraOrgProtocolLoggingLevel <Verbose | None>

For example, if you want to enable protocol logging for the intra-organization Send connector on a Hub Transport server named "Exchange01", run the following command:

Set-TransportServer "Exchange01" -IntraOrgProtocolLoggingLevel Verbose




Configuring the Protocol Log Directory Location

By default, the Receive connector protocol log files are located at C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\ProtocolLog\SmtpReceive. The directory must be local to the Exchange 2007 computer.
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To use the Exchange Management Shell to configure the Receive connector protocol log directory for all Receive connectors on a Hub Transport server or an Edge Transport server

	
Run the following command:

Set-TransportServer <Identity> -ReceiveProtocolLogPath <LocalFilePath>

For example, to set the Receive connector protocol log directory to C:\Receive SMTP Log on an Exchange 2007 computer named Exchange01, run the following command:

Set-TransportServer Exchange01 -ReceiveProtocolLogPath "C:\Receive SMTP Log"




By default, the Send connector protocol log files are located at C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\ProtocolLog\SmtpSend. The directory must be local to the Exchange 2007 computer.
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To use the Exchange Management Shell to configure the Send connector protocol log directory for all Send connectors on a Hub Transport server or an Edge Transport server


Run the following command:

Set-TransportServer <Identity> -SendProtocolLogPath <LocalFilePath>

For example, to set the Send connector protocol log directory to C:\Send SMTP Log on an Exchange 2007 computer named Exchange01, run the following command:

Set-TransportServer Exchange01 -SendProtocolLogPath "C:\Send SMTP Log"




Setting the value of the SendProtocolLogPath parameter or ReceiveProtocolLogPath parameter to $null disables protocol logging for all Send connectors or all Receive connectors on the server. However, setting either of these parameters to $null when protocol logging is enabled for any Send connector, including the intra-organization Send connector, or Receive connector on the server generates event log errors. The preferred method of disabling protocol logging is to use the Set-SendConnector or SetReceiveConnector cmdlets to set the ProtocolLoggingLevel to None on each Send connector or Receive connector. Also, you can use the SetTransportServer cmdlet to set the IntraOrgProtocolLoggingLevel to None.

Changing the location of the protocol log directory does not copy any existing log files from the old directory to the new directory. The new protocol log directory is active almost immediately after the configuration change, but any existing log files are left in the old directory.

The following permissions are required on the protocol log directory:


Administrator: Full Control


System: Full Control


Network Service: Read, Write, and Delete Subfolders and Files

By default, the Microsoft Exchange Transport service uses the security credentials of the Network Service user account to create the new protocol logging directory and apply the correct permissions. If the new protocol log directory does not already exist, and the Network Service account has the rights that are required to create folders and apply permissions at the new location, the new protocol log directory is created, and the correct permissions are applied to the protocol log directory. If the new protocol log directory already exists, the existing folder permissions are not checked. Whenever you move the protocol log directory by using the SendProtocolLogPath or ReceiveProtocolLogPath parameter with the Set-TransportServer cmdlet, it is always a good idea to verify that the new protocol log directory exists and that the new directory has the correct permissions applied to it. If your change to the protocol log directory is not successful, you can create the new protocol log directory and apply the correct permissions to it before you use the SendProtocolLogPath or ReceiveProtocolLogPath parameter with the Set-TransportServer cmdlet.

Configuring the Maximum Size of Each Protocol Log File

By default, the maximum size for each protocol log file is 10 MB. All Receive connectors on the server share the same protocol log files, and all Send connectors on the server share the same protocol log files. When a protocol log file reaches its maximum size, Exchange 2007 opens a new protocol log file. This process continues until either of the following conditions is true:


The protocol log directory reaches its specified maximum size. For more information about how to change the maximum size of the protocol log directory, see "Configuring the Maximum Size of the Protocol Log Directory" later in this topic.


A protocol log file reaches its specified maximum age. For more information about how to change the maximum age for a protocol log file, see "Configuring the Maximum Age for the Protocol Log Files" later in this topic.

After the maximum size or age limit is reached, circular logging deletes the oldest protocol log files.
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To use the Exchange Management Shell to change the maximum size of Receive connector protocol log files

	
Run the following command:

Set-TransportServer <Identity> -ReceiveProtocolLogMaxFileSize <FileSize>

For example, to set the maximum size of Receive connector protocol log files to 20 MB on an Exchange 2007 computer named Exchange01, run the following command:

Set-TransportServer Exchange01 -ReceiveProtocolLogMaxFileSize 20MB
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To use the Exchange Management Shell to set the size limit of the Send connector protocol log files


Run the following command:

Set-TransportServer <Identity> -SendProtocolLogMaxFileSize <FileSize>

For example, to set the size limit of Send connector protocol log files to 20 MB on an Exchange 2007 computer named Exchange01, run the following command:

Set-TransportServer Exchange01 -SendProtocolLogMaxFileSize 20MB




When you enter a value for either parameter, qualify the value with one of the following units:


B (bytes)


KB (kilobytes)


MB (megabytes)


GB (gigabytes)


TB (terabytes)

Unqualified values are treated as bytes. The value of the ReceiveProtocolLogMaxFileSize parameter must be less than or equal to the value of the ReceiveProtocolLogMaxDirectorySize parameter. The value of the SendProtocolLogMaxFileSize parameter must be less than or equal to the value of the SendProtocolLogMaxDirectorySize parameter. The valid input range for any of these parameters is 1 to 9223372036854775807 bytes.

Configuring the Maximum Size of the Protocol Log Directory

By default, the maximum size for the whole protocol log directory is 250 MB. All Receive connectors on the server share the same protocol log directory, and all Send connectors on the server share the same protocol log directory. Circular logging deletes the oldest protocol log files when either of the following conditions is true:


The protocol log directory reaches its specified maximum size.


A protocol log file reaches its specified maximum age.
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Note: 

By default, the transport logging process has a logging level value of 0 (Lowest). If you want Microsoft Exchange to write an event log entry when circular logging removes a log file, you must change the logging level value of the transport logging process to 5 (Maximum) or 7 (Expert). For more information, see How to Change Logging Levels for Exchange Processes in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).
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To use the Exchange Management Shell to change the maximum size of the Receive connector protocol log directory


Run the following command:

Set-TransportServer <Identity> -ReceiveProtocolLogMaxDirectorySize <DirectorySize>

For example, to set the maximum size of the Receive connector protocol log directory to 400 MB on an Exchange 2007 computer named Exchange01, run the following command:

Set-TransportServer Exchange01 -ReceiveProtocolLogMaxDirectorySize 400MB
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To use the Exchange Management Shell to change the maximum size of the Send connector protocol log directory

	
Run the following command:

Set-TransportServer <Identity> -SendProtocolLogMaxDirectorySize <DirectorySize>

For example, to set the maximum size of the Send connector protocol log directory to 400 MB on an Exchange 2007 computer named Exchange01, run the following command:

Set-TransportServer Exchange01 -SendProtocolLogMaxDirectorySize 400MB




When you enter a value for either parameter, qualify the value with one of the following units:


B (bytes)


KB (kilobytes)


MB (megabytes)


GB (gigabytes)


TB (terabytes)

Unqualified values are treated as bytes. The value of the ReceiveProtocolLogMaxFileSize parameter must be less than or equal to the value of the ReceiveProtocolLogMaxDirectorySize parameter. The value of the SendProtocolLogMaxFileSize parameter must be less than or equal to the value of the SendProtocolLogMaxDirectorySize parameter. The valid input range for any of these parameters is 1 to 9223372036854775807 bytes.

Configuring the Maximum Age for the Protocol Log Files

By default, the maximum age for any protocol log file is 30 days. All Receive connectors on the server share the same protocol log files, and all Send connectors on the server share the same protocol log files. Circular logging deletes the oldest protocol log files if either of the following conditions is true:


The protocol log directory reaches its specified maximum size.


A protocol log file reaches its specified maximum age.
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Note: 

By default, the transport logging process has a logging level value of 0 (Lowest). If you want Microsoft Exchange to write an event log entry when circular logging removes a log file, you must change the logging level value of the transport logging process to 5 (Maximum) or 7 (Expert). For more information, see How to Change Logging Levels for Exchange Processes in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).
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To use the Exchange Management Shell to set the maximum age of the Receive connector protocol log files

	
Run the following command:

Set-TransportServer <Identity> -ReceiveProtocolLogMaxAge <Age>

For example, to set the age limit of the Receive connector protocol log files to 45 days on an Exchange 2007 computer named Exchange01, run the following command:

Set-TransportServer Exchange01 -ReceiveProtocolLogMaxAge 45.00:00:00
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To use the Exchange Management Shell to set the maximum age of the Send connector protocol log files

	
Run the following command:

Set-TransportServer <Identity> -SendProtocolLogMaxAge <Age>

For example, to set the age limit of the Send connector protocol log files to 45 days on an Exchange 2007 computer named Exchange01, run the following command:

Set-TransportServer Exchange01 -SendProtocolLogMaxAge 45.00:00:00




To specify an age value, enter the value as a time span: dd.hh:mm:ss, where d = days, h = hours, m = minutes, and s = seconds. The valid input range for this parameter is 00:00:00 to 24855.03:14:07. Setting the value of the ReceiveProtocolLogMaxAge parameter or the SendProtocolLogMaxAge parameter to 00:00:00 prevents the automatic removal of protocol log files because of their age.

Managing Message Tracking

A message tracking log is a detailed log of all message activity as messages are transferred to and from a computer that is running Microsoft Exchange Server 2007 and that has the Hub Transport server role, the Mailbox server role, or the Edge Transport server role installed. Exchange servers that have the Client Access server role or Unified Messaging server role installed don't have message tracking logs. You use message tracking logs for message forensics, mail flow analysis, reporting, and troubleshooting.

The Set-TransportServer cmdlet is used for all message tracking configuration tasks on a Hub Transport server or Edge Transport server. The Set-MailboxServer cmdlet is used for all message tracking configuration tasks on a Mailbox server. For servers that have the Hub Transport server role and the Mailbox server role installed, you can use the Set-TransportServer cmdlet or the Set-MailboxServer cmdlet. You can use these cmdlets to make the following message tracking configuration changes:


Enable or disable message tracking. The default is enabled.


Specify the location of the message tracking log files.


Specify a maximum size for the individual message tracking log files. The default is 10 MB.


Specify a maximum size for the directory that contains the message tracking log files. The default is 250 MB.


Specify maximum age for the message tracking log files. The default is 30 days.


Enable or disable message subject logging in the message tracking logs. The default is enabled.

By default, the Exchange 2007 server uses circular logging to limit the message tracking logs based on both file size and age. Circular logging helps control the hard disk space that is used by the log files.

Structure of the Message Tracking Log Files

By default, the message tracking log files exist in C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\MessageTracking.

The naming convention for log files in the message tracking log directory depends on the server role that is installed. On a Hub Transport server or an Edge Transport server, the log files are named MSGTRKyyyymmdd-nnnn.log. On a Mailbox server, the log files are named MSGTRKMyyyymmdd-nnnn.log. When the Hub Transport server role and Mailbox server role are installed on the same server, separate log files that use these different name prefixes are created in the message tracking log directory.

The placeholders in the log file names represent the following information:


The placeholder yyyymmdd is the coordinated universal time (UTC) date on which the log file was created. yyyy = year, mm = month, and dd = day.


The placeholder nnnn is an instance number that starts at the value of 1 daily for each message tracking log file name prefix.

Information is written to each log file until the file size reaches its maximum specified value for each log file. Then a new log file that has an incremented instance number is opened. This process is repeated throughout the day. Circular logging deletes the oldest log files when either of the following conditions is true:


A log file reaches its maximum specified age.


The message tracking log directory reaches its maximum specified size.
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Important: 

The maximum size of the message tracking log directory is calculated as the total size of all log files that have the same name prefix. Other files that do not follow the name prefix convention are not counted in the total directory size calculation. Renaming old log files or copying other files into the message tracking log directory could cause the directory to exceed its specified maximum size. When the Hub Transport server role and the Mailbox server role are installed on the same server, the maximum size of the message tracking log directory is not the specified maximum size, because the message tracking log files that are generated by the different server roles have different name prefixes. When the Hub Transport server role and the Mailbox server role are installed on the same server, the maximum size of the message tracking log directory is two times the specified value.

The message tracking log files are text files that contain data in the comma separated value (CSV) format. Each message tracking log file has a header that contains the following information:


#Software:   The name of the software that created the message tracking log file. Typically, the value is Microsoft Exchange Server.


#Version:   The version number of the software that created the message tracking log file. Currently, the value is 8.0.0.0.


#Log-Type:   The value of this field is Message Tracking Log.


#Date:   The UTC date-time when the log file was created. The UTC date-time is represented in the ISO 8601 date-time format: yyyy-mm-ddThh:mm:ss.fffZ, where yyyy = year, mm = month, dd = day, hh = hour, mm = minute, ss = second, fff = fractions of a second, and Z signifies Zulu, which is another way to denote UTC.


#Fields:   The comma-delimited field names that are used in the message tracking log files.

Information That Is Written to the Message Tracking Log

The message tracking log stores each message event on a single line in the log. The events types that are used to classify each message event are explained in the following table.

Event types that are used to classify each message event

	Event name
	Description

	BADMAIL
	A message was submitted by the Pickup directory or the Replay directory that cannot be delivered or returned.

	DELIVER
	A message was delivered to a mailbox.

	DEFER
	Message delivery was delayed.

	DSN
	A delivery status notification (DSN) was generated.

	EXPAND
	A distribution group was expanded.

	FAIL
	Message delivery failed.

	POISONMESSAGE
	A message is put in the poison message queue or removed from the poison message queue.

	RECEIVE
	A message was received and committed to the database.

	REDIRECT
	A message was redirected to an alternative recipient after an Active Directory directory service lookup.

	RESOLVE
	A message's recipients were resolved to a different e-mail address after an Active Directory lookup.

	SEND
	A message was sent by Simple Mail Transfer Protocol (SMTP) to a different server.

	SUBMIT
	A message was submitted by an Exchange 2007 computer that has the Mailbox server role installed to an Exchange 2007 computer that has the Hub Transport server role or Edge Transport server role installed. The message tracking logs that are generated by the Mailbox server role contain only SUBMIT events.

	TRANSFER
	Recipients were moved to a forked message because of content conversion, message recipient limits, or agents.


The message event information that is stored on each line is organized by fields. These fields are separated by commas. The field name is generally descriptive enough to determine the type of information it contains. However, some of the fields may be blank, or the type of information that is stored in the field may change based on the message event type as described in the Event types that are used to classify each message event table. General descriptions of the fields that are used to classify each message tracking event are explained in the following table.
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Note: 

Fields that are marked with an asterisk (*) are never blank.

Fields that are used to classify each message tracking event

	Field name
	Description

	date-time*
	The UTC date-time of the message tracking event, which is represented in the ISO 8601 format. The value is formatted as yyyy-mm-ddThh:mm:ss.fffZ, where yyyy = year, mm = month, dd = day, hh = hour, mm = minute, ss = second, fff = fractions of a second, and Z signifies Zulu, which is another way to denote UTC.

	client-ip
	The TCP/IP address of the messaging server or messaging client that submitted the message.

	client-hostname
	The name of the messaging server or messaging client that submitted the message.

	server-ip
	The TCP/IP address of the source or destination Exchange server.

	server-hostname
	The name of the destination server.

	source-context
	Extra information associated with the source field.

	connector-id
	The name of source or destination Send connector or Receive connector.

	source*
	The Exchange transport component responsible for the message tracking event. The possible values for this field are as follows:


ADMIN for Replay directory submission


AGENT


DSN


GATEWAY for Foreign connector submission


PICKUP


ROUTING


SMTP


STOREDRIVER for MAPI submission

	event-id*
	The message event type. These events are described fully in the Event types that are used to classify each message event table earlier in this topic. The possible values are BADMAIL, DEFER, DELIVER, DSN, EXPAND, FAIL, POISONMESSAGE, RECEIVE, REDIRECT, RESOLVE, SEND, SUBMIT, and TRANSFER.

	internal-message-id*
	A message identifier that is assigned by the Exchange 2007 server that is currently processing the message.

A specific message's value of internal-message-id is different in the message tracking log of every Exchange 2007 server that is involved in the delivery of the message.

	message-id
	The value of the Message-Id: field found in the message's header fields. If the Message-Id: header field does not exist or is blank, an arbitrary value is assigned. This value is constant for the lifetime of the message.

	recipient-address*
	The e-mail addresses of the message's recipients. Multiple e-mail addresses are separated by the semicolon character (;).

	recipient-status
	This field is populated for a SEND event or a FAIL event.

	total-bytes*
	The size of the message that includes attachments, in bytes.

	recipient-count*
	The number of recipients in the message.

	related-recipient-address
	This field is used with EXPAND, REDIRECT, and RESOLVE events to display other recipient e-mail addresses associated with the message.

	reference
	This field contains additional information for specific types of events:

DSN   The Reference field contains the Internet-Message-Id of the message that caused the DSN.

SEND   The Reference field contains the Internet-Message-Id of any delivery status notification (DSN) messages.

TRANSFER   The Reference field contains the Internal-Message-Id of the message that is being forked.

For all other types of events, the Reference field is blank.

	message-subject
	The message's subject found in the Subject: header field. The tracking of message subjects is controlled by the MessageTrackingLogSubjectLoggingEnabled parameter in the Set-TransportServer cmdlet for Hub Transport servers and Edge Transport servers, or in the Set-MailboxServer cmdlet for Mailbox servers. By default, message subject tracking is enabled. Message subject logging can be disabled by setting the value of the MessageTrackingLogSubjectLoggingEnabled parameter to $false.

	sender-address
	The e-mail address specified in the Sender: header field, or the From: header field if Sender: is not present.

	return-path*
	The return e-mail address specified by MAIL FROM: in the message envelope. Although this field is never empty, it can have the null sender address value represented as <>.

	message-info
	This field contains the message origination date-time for DELIVER and SEND events. The origination date-time is the time that the message first enters the Exchange organization. The value is formatted as yyyy-mm-ddThh:mm:ss.fffZ, where yyyy = year, mm = month, dd = day, hh = hour, mm = minute, ss = second, fff = fractions of a second, and Z signifies Zulu, which is another way to denote UTC.


You can use The Get-MessageTrackingLog cmdlet in the Exchange Management Shell or the Message Tracking tool in the Exchange Management Console to search for messages by using specific message criteria.

Security Concerns for the Message Tracking Log

No message content is stored in the message tracking log. By default, the subject line of an e-mail message is stored in the message tracking log. You may want to disable message subject logging to comply with increased security or privacy requirements. Before you enable or disable message subject logging, make sure that you verify your organization's policy about revealing subject line information.

How to Configure Message Tracking

This topic explains how to use the Exchange Management Shell to configure message tracking in Microsoft Exchange Server 2007.

Message tracking records the Simple Mail Transfer Protocol (SMTP) transport activity of all messages that are transferred to and from an Exchange 2007 computer that has the Hub Transport, Mailbox, or Edge Transport server role installed. You can use message tracking logs for message forensics, mail flow analysis, reporting, and troubleshooting.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.
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Note: 

You cannot configure the message tracking logs by using the Exchange Management Console. To configure the message tracking logs, you must use the Exchange Management Shell. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

To modify the message tracking settings on a server that has both the Mailbox server role and the Hub Transport server role installed, use the Set-MailboxServer cmdlet or the Set-TransportServer cmdlet.

Enabling or Disabling Message Tracking

By default, message tracking is enabled on all Exchange 2007 computers that have the Hub Transport, Mailbox, or Edge Transport server roles installed.
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To use the Exchange Management Shell to enable or disable message tracking on a Hub Transport server or Edge Transport server

	
Run the following command:

Set-TransportServer <Identity> -MessageTrackingLogEnabled <$true | $false>

For example, to disable message tracking on an Exchange 2007 computer that is named Exchange01, run the following command:

Set-TransportServer Exchange01 -MessageTrackingLogEnabled:$false
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To use the Exchange Management Shell to enable or disable message tracking on a Mailbox server


Run the following command:

Set-MailboxServer <Identity> -MessageTrackingLogEnabled <$true | $false>

For example, to disable message tracking on an Exchange 2007 computer that is named Mailbox01, run the following command:

Set-MailboxServer Mailbox01 -MessageTrackingLogEnabled:$false




Configuring the Location of Message Tracking Logs

By default, the message tracking logs are stored in the C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\MessageTracking directory. The directory must be local to the Exchange 2007 computer. In a single copy cluster (SCC) environment, move the message tracking log directory to a physical disk resource that is located on the shared storage resource. This enables searches of message tracking logs to continue to function if a failover occurs.
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To use the Exchange Management Shell to change the location of the message tracking logs on a Hub Transport server or Edge Transport server

	
Run the following command:

Set-TransportServer <Identity> -MessageTrackingLogPath <LocalFilePath>

For example, to change the location of the message tracking log to C:\Message Tracking on an Exchange 2007 computer that is named Exchange01, run the following command:

Set-TransportServer Exchange01 -MessageTrackingLogPath "C:\Message Tracking"
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To use the Exchange Management Shell to change the location of the message tracking logs on a Mailbox server


Run the following command:

Set-MailboxServer <Identity> -MessageTrackingLogPath <LocalFilePath>

For example, to change the location of the message tracking log to C:\Message Tracking on an Exchange 2007 computer that is named Mailbox01, run the following command:

Set-MailboxServer Mailbox01 -MessageTrackingLogPath "C:\Message Tracking"




If you set the value of the MessageTrackingLogPath parameter to $null, you effectively disable message tracking. However, if you set the value of the MessageTrackingLogPath parameter to $null when the value of the MessageTrackingLogEnabled attribute is $true, you will generate event log errors. The preferred method to disable message tracking is to use the MessageTrackingLogEnabled parameter with the Set-TransportServer cmdlet or the Set-MailboxServer cmdlet.

When you change the location of the message tracking log directory, this change does not copy any existing log files from the old directory to the new directory. The new message tracking log directory is active almost immediately after the configuration change, but any existing log files are left in the old directory.

The following permissions are required on the message tracking log directory:


Administrator: Full Control


System: Full Control


Network Service: Read, Write, and Delete Subfolders and Files

By default, the Exchange Transport service uses the security credentials of the Network Service user account to create the new message tracking log directory and apply the correct permissions. If the new message tracking log directory does not already exist, and the Network Service account has the rights that are required to create folders and apply permissions at the new location, the new message tracking log directory is created and the correct permissions are applied to the new directory. If the new message tracking log directory already exists, the existing folder permissions are not checked. Whenever you move the message tracking log directory by using the MessageTrackingLogPath parameter with the Set-TransportServer cmdlet or the Set-MailboxServer cmdlet, it is always a good idea to verify the new message tracking log directory and to verify that the new directory has the correct permissions applied to it. If your change to the message tracking log directory is not successful, you can create the new message tracking log directory and apply the correct permissions to it before you use the MessageTrackingLogPath parameter with the Set-TransportServer cmdlet or the Set-MailboxServer cmdlet.

Configuring the Size of Each Message Tracking Log File

By default, the maximum size for each message tracking log file is 10 MB. When a message tracking log file reaches its maximum size, Exchange 2007 opens a new message tracking log file. This process continues until either of the following conditions is true:


The message tracking log directory reaches its specified maximum size. For more information about how to change the maximum size of the message tracking log directory, see "Configuring the Maximum Size of the Message Tracking Log Directory" later in this topic.


A message tracking log file reaches its specified maximum age. For more information about how to change the maximum age for a message tracking log file, see "Configuring the Maximum Age for the Message Tracking Log" later in this topic.

After the maximum size or age limit is reached, circular logging deletes the oldest message tracking log files.
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Note: 

By default, the transport logging process has a logging level value of 0 (Lowest). If you want Microsoft Exchange to write an event log entry when circular logging removes a log file, you must change the logging level value of the transport logging process to 5 (Maximum) or 7 (Expert). For more information, see How to Change Logging Levels for Exchange Processes in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).
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To use the Exchange Management Shell to change the maximum size of individual message tracking log files on a Hub Transport server or Edge Transport server


Run the following command:

Set-TransportServer <Identity> -MessageTrackingLogMaxFileSize <FileSize>

For example, to set the maximum size of a message tracking log file to 20 MB on an Exchange 2007 computer that is named Exchange01, run the following command:

Set-TransportServer Exchange01 -MessageTrackingLogMaxFileSize 20MB
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To use the Exchange Management Shell to change the maximum size of individual message tracking log files on a Mailbox server

	
Run the following command:

Set-MailboxServer <Identity> -MessageTrackingLogMaxFileSize <FileSize>

For example, to set the maximum size of a message tracking log file to 20 MB on an Exchange 2007 computer that is named Mailbox01, run the following command:

Set-MailboxServer Mailbox01 -MessageTrackingLogMaxFileSize 20MB




When you enter a value for the MessageTrackingLogMaxFileSize parameter, qualify the value with one of the following units:


B (bytes)


KB (kilobytes)


MB (megabytes)


GB (gigabytes)


TB (terabytes)

Unqualified values are treated as bytes. The value of the MessageTrackingLogMaxFileSize parameter must be less than or equal to the value of the MessageTrackingLogMaxDirectorySize parameter. The valid input range for either parameter is 1 to 9223372036854775807 bytes.

Configuring the Maximum Size of the Message Tracking Log Directory

By default, the maximum size for the whole message tracking log directory is 250 MB. Circular logging deletes the oldest message tracking log files when either of the following conditions is true:


A message tracking log file reaches its specified maximum age.


The message tracking log directory reaches its specified maximum size.
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Important: 

The maximum size of the message tracking log directory is calculated as the total size of all log files that have the same name prefix. Other files that do not follow the name prefix convention are not counted in the total directory size calculation. Renaming old log files or copying other files into the message tracking log directory could cause the directory to exceed its specified maximum size. When the Hub Transport server role and the Mailbox server role are installed on the same server, the maximum size of the message tracking log directory is not the specified maximum size because the message tracking log files that are generated by the different server roles have different name prefixes. Message tracking log files for the Hub Transport server role or Edge Transport server role begin with the name prefix MSGTRK. Message tracking log files for the Mailbox server role begin with the name prefix MSGTRKM. When the Hub Transport server role and the Mailbox server role are installed on the same server, the maximum size of the message tracking log directory is two times the specified value.
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To use the Exchange Management Shell to change the maximum size of the message tracking log directory on a Hub Transport server or Edge Transport server

	
Run the following command:

Set-TransportServer <Identity> -MessageTrackingLogMaxDirectorySize <DirectorySize>

For example, to set the maximum size of the message tracking log directory to 400 MB on an Exchange 2007 computer that is named Exchange01, run the following command:

Set-TransportServer Exchange01 -MessageTrackingLogMaxDirectorySize 400MB
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To use the Exchange Management Shell to change the maximum size of the message tracking log directory on a Mailbox server


Run the following command:

Set-MailboxServer <Identity> -MessageTrackingLogMaxDirectorySize <DirectorySize>

For example, to set the maximum size of the message tracking log directory to 400 MB on an Exchange 2007 computer that is named Mailbox01, run the following command:

Set-TransportServer Mailbox01 -MessageTrackingLogMaxDirectorySize 400MB




When you enter a value for the MessageTrackingLogMaxDirectorySize parameter, qualify the value with one of the following units:


B (bytes)


KB (kilobytes)


MB (megabytes)


GB (gigabytes)


TB (terabytes)

Unqualified values are treated as bytes. The value of the MessageTrackingLogMaxFileSize parameter must be less than or equal to the value of the MessageTrackingLogMaxDirectorySize parameter. The valid input range for either parameter is 1 to 9223372036854775807 bytes.

Configuring the Maximum Age for the Message Tracking Logs

By default, the maximum age for any message tracking log file is 30 days. Circular logging deletes the oldest message tracking log files if either of the following conditions is true:


The message tracking log directory reaches its specified maximum size.


A message tracking log file reaches its specified maximum age.
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Note: 

By default, the transport logging process has a logging level value of 0 (Lowest). If you want Microsoft Exchange to write an event log entry when circular logging removes a log file, you must change the logging level value of the transport logging process to 5 (Maximum) or 7 (Expert). For more information, see How to Change Logging Levels for Exchange Processes in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).
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To use the Exchange Management Shell to change the maximum age for a message tracking log file on a Hub Transport server or Edge Transport server

	
Run the following command:

Set-TransportServer <Identity> -MessageTrackingLogMaxAge <Age>

For example, if you want to change the maximum age of a message tracking log file to 45 days on an Exchange 2007 computer that is named Exchange01, run the following command:

Set-TransportServer Exchange01 -MessageTrackingLogMaxAge 45.00:00:00
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To use the Exchange Management Shell to change the maximum age for a message tracking log file on a Mailbox server

	
Run the following command:

Set-MailboxServer <Identity> -MessageTrackingLogMaxAge <Age>

For example, if you want to change the maximum age of a message tracking log file to 45 days on an Exchange 2007 computer that is named Mailbox01, run the following command:

Set-MailboxServer Mailbox01 -MessageTrackingLogMaxAge 45.00:00:00




To specify an age value, enter it as a time span, as follows: dd.hh:mm:ss where d = days, h = hours, m = minutes, and s = seconds. The valid input range for this parameter is 00:00:00 to 24855.03:14:07. Setting the value of the MessageTrackingLogMaxAge parameter to 00:00:00 prevents the automatic removal of message tracking log of files because of their age.

Configuring Message Subject Logging in the Message Tracking Logs

By default, the subject line of an SMTP e-mail message is stored in the message tracking log. However, you may want to disable message subject logging to comply with increased security or privacy requirements. Before you enable or disable message subject logging, make sure that you verify your organization's policy about revealing subject line information.
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To use the Exchange Management Shell to enable or disable message subject logging in the message tracking logs on a Hub Transport server or Edge Transport server

	
Run the following command:

Set-TransportServer <Identity> -MessageTrackingLogSubjectLoggingEnabled <$true|$false>

For example, if you want to disable message subject tracking on an Exchange 2007 computer that is named Exchange01, run the following command:

Set-TransportServer Exchange01 -MessageTrackingLogSubjectLoggingEnabled $false
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To use the Exchange Management Shell to enable or disable message subject logging in the message tracking logs on a Mailbox server


Run the following command:

Set-MailboxServer <Identity> -MessageTrackingLogSubjectLoggingEnabled <$true|$false>

For example, if you want to disable message subject tracking on an Exchange 2007 computer that is named Mailbox01, run the following command:

Set-MailboxServer Mailbox01 -MessageTrackingLogSubjectLoggingEnabled $false




For detailed syntax and parameter information, see Set-TransportServer and Set-MailboxServer in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Search Message Tracking Logs

This topic explains how to use the Exchange Management Console or the Exchange Management Shell to search the message tracking logs.

A message tracking log is a detailed log of all message activity as messages are transferred to and from an Microsoft Exchange Server 2007 computer that has the Hub Transport server role, the Mailbox server role, or the Edge Transport server role installed. Exchange servers that have the Client Access server role or Unified Messaging server role don't have message tracking logs. You use message tracking logs for message forensics, mail flow analysis, reporting, and troubleshooting.

You can use the Get-MessageTrackingLog cmdlet in the Exchange Management Shell and the Message Tracking tool in the Exchange Management Console to search for entries in the message tracking logs by using specific search criteria.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Server Administrator role and local Administrators group for the target server

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.

When you perform a message tracking log search by using the Get-MessageTrackingLog cmdlet or the Message Tracking tool on a Hub Transport server or a Mailbox server, you can't access the message tracking logs on an Edge Transport server. If you want to search the message tracking logs on an Edge Transport server, you must run the Get-MessageTrackingLog cmdlet or the Message Tracking tool directly from the Edge Transport server.

A search of the message tracking logs depends on the Microsoft Exchange Transport Log Search service. If you disable or stop this service, you will cause no visible problems on the Exchange 2007 server other than loss of log search capabilities.

You can't copy the message tracking logs from an Exchange server and then use the Get-MessageTrackingLog cmdlet or the Message Tracking tool to search the copied logs on a different Exchange server. Also, if you save an existing message tracking log, the change in the date-time stamp of the message tracking log file breaks the query logic that is used to search the message tracking logs.

Criteria for Message Tracking Log Searches

Although more than 20 data fields are available for every message tracking log entry, not every field can be used as a search filter. The search filters that are available in the Exchange Management Shell are also available in the Exchange Management Console, because the Exchange Management Console uses the Get-MessageTrackingLog cmdlet to search the message tracking logs. However, the Exchange Management Shell gives you more control over the search results.

Common Search Filters Used by the Exchange Management Console and the Exchange Management Shell

The search filters described in the following list are available and operate in the same manner, whether you use the Get-MessageTrackingLog cmdlet in the Exchange Management Shell or in the Message Tracking tool:
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Note: 

Use of a search filter that contains a partial value or multiple values is not supported unless otherwise noted.


Recipients   This search filter uses the recipient-address field. You must enter the complete e-mail address of the recipient. Multiple recipient values can be specified by using commas as a delimiter. Multiple individual recipients that are included in a single message are logged by using a single message tracking log entry. Unexpanded distribution group recipients are logged by using the distribution group's SMTP e-mail address. 


Sender   This search filter uses the sender field. You must enter the complete e-mail address of the sender. The sender field contains the sender's e-mail address as specified in the Sender: header field, or in the From: header field if Sender: is not present.


Server   This search filter specifies the Exchange 2007 server that contains the message tracking logs to be searched. You can describe the server by using any of the following values:


Name


Fully qualified domain name (FQDN)


Distinguished name (DN)


Legacy Exchange DN


GUID


EventID   This search filter uses the event-id field. In the Message Tracking tool, you select the value of EventID from a drop-down list. In the Get-MessageTrackingLog cmdlet, you enter the value of EventID as text. However, the value must exactly match one of the possible EventID values. EventID is the event classification that is assigned to each message tracking log entry. The available values are BADMAIL, DEFER, DELIVER, DSN, EXPAND, FAIL, POISONMESSAGE, RECEIVE, REDIRECT, RESOLVE, SEND, SUBMIT, and TRANSFER.


MessageID   This search filter uses the message-id field. MessageID is the value of the Message-ID: header field. If the Message-ID: header field does not exist or is blank, an arbitrary value is assigned. This value is constant for the lifetime of the message.


InternalMessageID   This search filter uses the internal-message-id field. InternalMessageID is a message identifier integer that is assigned by the Exchange 2007 server that is currently processing the message.


Subject    The parameter in the Get-MessageTrackingLog cmdlet is named MessageSubject. This search filter uses the message-subject field. Partial values are supported. This is the message's subject as specified in the Subject: header field. The tracking of message subjects is controlled by the MessageTrackingLogSubjectLoggingEnabled parameter in the Set-TransportServer cmdlet on Hub Transport servers and Edge Transport servers, and by the Set-MailboxServer cmdlet on Mailbox servers. By default, message subject logging is enabled. You can disable message subject logging by setting the value of the MessageTrackingLogSubjectLoggingEnabled parameter to $False.


Reference   This search filter uses the reference field. This field contains additional information for specific event types. For a DSN event, the reference field contains the MessageID: of the message that caused the DSN. For a SEND event, the reference field contains the MessageID: of any DSN messages. For a TRANSFER event, the reference field contains the MessageID: of the message that is being forked.


Start   This search filter uses the date-time field to look for message tracking entries that start with the specified End date and time. You can use this filter by itself to retrieve all message tracking log entries after the specified date-time or as a lower limit with the End parameter.


End   This search filter uses the date-time field to look for message tracking entries up to but not including the specified End date and time. You can use this filter by itself to retrieve all message tracking log entries before the specified date-time or as an upper limit with the Start parameter.
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Note: 

The date-time field in the message tracking log stores information in Coordinated Universal Time (UTC). However, you should enter your date-time search criteria in the regional date-time format of the computer that you are using to perform the search. The message tracking log search tools automatically convert your regional date-time query into UTC. The search results are automatically converted from UTC back into your regional data-time format for display. The date-time field records the date-time of a particular message tracking event. The message origination date-time is the date-time that the message first enters the Exchange organization. The message origination date-time is stored in the message-info field for all SEND and DELIVER events.

Search Filters that are Different in the Exchange Management Console and the Exchange Management Shell

In the Exchange Management Shell, the Get-MessageTrackingLog cmdlet offers more control over the number of search results to display by using the ResultSize parameter. By default, a search displays up to 1,000 results. However, you can change the maximum value to a specific number. Alternatively, you can display all results by using the value of Unlimited. The Message Tracking tool in the Exchange Management Console doesn't have a way to customize the maximum number of search results that are displayed.

Searching the Message Tracking Logs by Using the Exchange Management Shell

The following table lists the search filters that are available by using the Get-MessageTrackingLog cmdlet in the Exchange Management Shell.

Search filters that are available by using the Get-MessageTrackingLog cmdlet

	Search filter
	Corresponding field in the message tracking log

	End
	date-time

	EventId
	event-id

	InternalMessageId
	internal-message-id

	MessageId
	message-id

	MessageSubject
	message-subject

	Recipients
	recipient-address

	Reference
	reference

	ResultSize
	None. This parameter limits the number of results that are displayed by the search.

	Sender
	sender-address

	Start
	date-time


All the parameters that are available with the Get-MessageTrackingLog cmdlet are optional. If you enter the Get-MessageTrackingLog cmdlet without any parameters, you will see a display of the last 1,000 message tracking log entries.
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To use the Exchange Management Shell to search the message tracking logs


Run the following command:

Get-MessageTrackingLog <SearchFilters>

For example, to search the message tracking log for all entries from 7/28/2006 8:00 AM to 7/28/2006 5:00 PM for all FAIL events sent by pat@contoso.com, run the following command:

Get-MessageTrackingLog -ResultSize Unlimited -Start "7/28/2006 8:00AM" -End "7/28/2006 5:00PM" -EventId "Fail" -Sender "pat@contoso.com" 




Controlling the Output of a Message Tracking Log Search Performed in the Exchange Management Shell

When you perform a message tracking log search by using the Get-MessageTrackingLog cmdlet, not all the fields are displayed for each message tracking event. The following table lists the fields that are displayed by default by the Get-MessageTrackingLog cmdlet.

Fields that are displayed by default by the Get-MessageTrackingLog cmdlet

	Search field
	Corresponding field in the message tracking log

	EventId
	event-id

	Source
	message-source

	Sender
	sender-address

	Recipients
	recipient-address

	MessageSubject
	message-subject


You can control the output of the Get-MessageTrackingLog cmdlet by using command output options in the Exchange Management Shell as described in the following list:


You can control the output format of the message tracking log search. You can display the results in a list or in a table.
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Important: 

Although the table format seems like a good choice for an output format, it may not be the best choice. If the field displayed in the table has values that are long, the values are truncated to fit in the columns of the table. Truncation also occurs if you try to display too many fields at the same time. The complete field values are always present if you use the list format.


You can display or hide specific fields that are returned from a message tracking log search. Wildcard characters are supported (*).


You can send the results of the search to a file.

The field names displayed by the results from the Get-MessageTrackingLog cmdlet are the same field names that you can use to filter the search results. These field names are slightly different from the actual field names that are stored in the message tracking log. The following table juxtaposes the field names that are used in the message tracking log and the field names that are used by the Get-MessageTrackingLog cmdlet. Fields that are marked with an asterisk (*) are never blank.

Comparing the field names that are used in the message tracking log and the field names that are used by the Get-MessageTrackingLog cmdlet

	Field name that is used in the message tracking log
	Field name that is used to filter the Get-MessageTrackingLog results

	date-time*
	Timestamp

	client-ip
	ClientIp

	client-hostname
	ClientHostname

	server-ip
	ServerIp

	server-hostname
	ServerHostname

	source-context
	SourceContext

	connector-id
	ConnectorId

	source*
	Source

	event-id*
	EventId

	internal-message-id*
	InternalMessageId

	message-id
	MessageId

	recipient-address*
	Recipients

	recipient-status
	RecipientStatus

	total-bytes*
	TotalBytes

	recipient-count*
	RecipientCount

	related-recipient-address
	RelatedRecipientAddress

	reference
	Reference

	message-subject
	MessageSubject

	sender-address
	Sender

	return-path*
	ReturnPath

	message-info
	MessageInfo
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To use the Exchange Management Shell to control the output of a search of the message tracking logs


Use the following command:

Get-MessageTrackingLog <SearchFilters> | <Format-Table | Format-List> <FieldNames> <OutputFileOptions>

For example, to search the message tracking logs for the first 1,000 Send events, display the results that are shown in list format, display the values of any field names that start with "Send" or "Receive," and write the results to a new file that is named "C:\send search.txt", run the following command:

Get-MessageTrackingLog -EventId "Send" | Format-List Send*,Receive* > "C:\send search.txt"




Searching the Message Tracking Logs for a Message on Multiple Servers by Using the Exchange Management Shell

A message property that remains constant as it travels throughout the Exchange organization is the value of the MessageID: header field. This value is named InternetMessageId in queue viewing utilities, and MessageId in the message tracking log utilities. After you have determined the value of MessageID:, you can search for that message in the message tracking logs on every Hub Transport server or Mailbox server in the Exchange organization.
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To use the Exchange Management Shell to search message tracking log entries for a specific message across all Hub Transport servers and Mailbox servers


Use the following command:

Get-ExchangeServer | where {$_.isHubTransportServer -eq $true -or $_.isMailboxServer -eq $true} | Get-MessageTrackingLog -MessageId "<messageid>" | Select-Object <commaseparatedfieldnames> | Sort-Object -Property <field>

For example, to search the message tracking logs on all Hub Transport servers and Mailbox servers for any entries related to a message that has a MessageID: of ba18339e-8151-4ff3-aeea-87ccf5fc9796@contoso.com, to display the fields date-time, server-hostname, client-hostname, source, event-id, and recipient-address for each entry, and to sort the results by the date-time field, run the following command:

Get-ExchangeServer | where {$_.isHubTransportServer -eq $true -or $_.isMailboxServer -eq $true} | Get-MessageTrackingLog -MessageId "ba18339e-8151-4ff3-aeea-87ccf5fc9796@contoso.com" | Select-Object Timestamp,ServerHostname,ClientHostname,Source,EventId,Recipients | Sort-Object -Property Timestamp




For detailed syntax and parameter information, see get-MessageTrackingLog in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Searching the Message Tracking Logs by Using the Exchange Management Console
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To use the Exchange Management Console to search the message tracking log

	1.
Open the Exchange Management Console.

2.
In the console tree, click Toolbox. In the result pane, click Message Tracking. In the action pane, click Open tool.

3.
In the Message Tracking Parameters dialog box, set the search criteria for your message tracking log search by selecting the check box next to the search criteria name and entering a value for the search criteria. To remove search criteria, clear the check box next to the search criteria name. By default, the following search criteria are selected and values are provided:


EventID with a value of RECEIVE


Start with a value of the date-time that the Message Tracking tool was opened


End with a value of the date-time that the Message Tracking tool was opened

If you select the Recipient check box and enter a partial value in the Recipient field, you can populate the rest of the recipient's e-mail address by clicking Resolve Recipient. This feature only works on Hub Transport servers or Mailbox servers to resolve the names of mailbox users or mail-enabled contacts that exist in the Exchange 2007 organization.

If you select the Sender check box and enter a partial value in the Sender field, you can populate the rest of the sender's e-mail address by clicking Resolve Sender. This feature only works on Hub Transport servers or Mailbox servers to resolve the names of mailbox users or mail-enabled contacts that exist in the Exchange 2007 organization.

You can also populate the Server field with the name of the Mailbox server on which the sender's mailbox resides by clicking Server from Sender. If you want to use that server name as search criteria, remember to select the Server check box.
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Note: 

As you enter your search criteria, the equivalent Get-MessageTrackingLog command is populated in the Exchange Management Shell command field.

4.
To execute your search, click Next.


If the search produces no results in the Message Tracking Results dialog box, click Go Back and change your search criteria in the Message Tracking Parameters dialog box. If a syntax error exists in any of your search criteria, an error message will be displayed.

If the search produces results, the results are displayed in a tabular layout in the Message Tracking Results dialog box. Every field is displayed for every message tracking log entry on every row. To sort the results by field, click the column heading of any column.

To begin a new search, select an individual cell or a whole row in the results table and then click Next. This action returns you to the Message Tracking Parameters dialog box.
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Note: 

When you return to the Message Tracking Parameters dialog box, the message tracking log search criteria in the Message Tracking Parameters dialog box are populated with the values from the message tracking entry that you selected previously. Although all the existing search criteria are populated, only the following search criteria are active by default: Server, MessageID, Start, and End. The value of Start is 10 minutes before the timestamp of the selected message tracking log entry. The value of End is 10 minutes after the timestamp of the selected message tracking log entry

If you want to perform another message tracking log search, accept or modify the selected criteria and then click Next.

To reset all the search criteria to the default values as if you just opened the Message Tracking tool, in the console tree, click Restart current task.

To return to the Message Tracking tool, in the console tree, click Restart current task.

To close the Message Tracking tool, click Close.

Managing Agent Logging

Agent logs record the actions that are performed on a message by specific anti-spam agents that are installed and configured on a computer that is running Microsoft Exchange Server 2007 that has the Edge Transport server role or the Hub Transport server role installed. Only the following agents can write information to the agent log:


Connection Filter agent


Content Filter agent


Edge Rules agent


Recipient Filter agent


Sender Filter agent


Sender ID agent

The information that is written to the agent log depends on the agent, the Simple Mail Transfer Protocol (SMTP) event, and the action that is performed on the message.

The only configurable option for agent logging is the AgentLogEnabled parameter in the EdgeTransport.exe.config application configuration file. By default, agent logging is enabled on Hub Transport servers or Edge Transport servers. The other agent log values that are not configurable are described in the following list:


The path where the agent logs are stored is C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\AgentLog.


The maximum size for the individual agent log files is 10 MB.


The maximum size for the directory that contains the agent log files is 250 MB.


The maximum age for the agent log files is 30 days.

The Exchange 2007 server uses circular logging to limit the agent logs based on file size and file age to help control the hard disk space that is used by the log files.
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Note: 

If you want to keep the agent log files longer than allowed by file age or directory size values that you cannot configure, you can create a scheduled task that periodically moves the unused agent log files to a different location.
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Note: 

By default, the transport logging process has a logging level value of 0 (Lowest). If you want Microsoft Exchange to write an event log entry when circular logging removes a log file, you must change the logging level value of the transport logging process to 5 (Maximum) or 7 (Expert). For more information, see How to Change Logging Levels for Exchange Processes in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

An Overview of Transport Agents

Agents can only act upon messages at specific points in the SMTP command sequence that is used to transport the messages through a Hub Transport server or Edge Transport server. These access points in the SMTP command sequence are called SMTP events. Each agent has a priority value that can be assigned. However, the SMTP events must always occur in a specific order. Therefore, the agent priority depends on the SMTP event. If two agents can act on a message during the same SMTP event, the agent that has the highest priority will act on the message first.

The following table lists the SMTP events in order of occurrence and the agents that write information to the agent log in order of priority from highest to lowest for each SMTP event.

SMTP events in order of occurrence and the agents that write information to the agent log in order of priority for each SMTP event

	SMTP event
	Agent

	OnConnect
	Connection Filter agent

	OnMailCommand
	Connection Filter agent

Sender Filter agent

	OnRcptCommand
	Connection Filter agent

Recipient Filter agent

	OnEndOfHeaders
	Connection Filter agent

Sender ID agent

Sender Filter agent

	OnEndOfData
	Edge Rules agent

Content Filter agent


Structure of the Agent Log Files

The agent logs exist in C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\AgentLog.

The naming convention for the agent log files is AGENTLOGyyyymmdd-nnnn.log. The placeholders represent the following information:


The placeholder yyyymmdd is the Coordinated Universal Time (UTC) date that the log file was created. yyyy = year, mm = month, and dd = day.


The placeholder nnnn is an instance number that starts at the value of 1 for each day.

Information is written to the log file until the file size reaches 10 MB. Then, a new log file that has an incremented instance number is opened. This process is repeated throughout the day. Circular logging deletes the oldest log files when the agent log directory reaches 250 MB, or when a log file is 30 days old.

The agent log files are text files that contain data in the comma separated value (CSV) format. Each agent log file has a header that contains the following information:


#Software:   The name of the software that created the agent log file. Typically, the value is Microsoft Exchange Server.


#Version:   The version number of the software that created the agent log file. Currently, the value is 8.0.0.0.


#Log-Type   The value of this field is Agent Log.


#Date:   The UTC date-time when the log file was created. The UTC date-time is represented in the ISO 8601 date-time format: yyyy-mm-ddThh:mm:ss.fffZ, where yyyy = year, mm = month, dd = day, hh = hour, mm = minute, ss = second, fff = fractions of a second, and Z signifies Zulu, which is another way to denote UTC.


#Fields:   The comma delimited field names that are used in the agent log files.

Information That Is Written to the Agent Log

The agent log stores each agent transaction on a single line in the log. The information that is stored on each line is organized by fields. These fields are separated by commas. The field name is generally descriptive enough to determine the type of information it contains. However, some of the fields may be blank. Or the type of information that is stored in the field may change based on the agent or the action that is performed on the message by the agent. the following table describes the fields that are used to classify each agent transaction.

Fields that are used to classify each agent transaction

	Field name
	Description

	Timestamp
	The UTC date-time of the agent event. This is represented in the ISO 8601 format. The value is formatted as yyyy-mm-ddThh:mm:ss.fffZ, where yyyy = year, mm = month, dd = day, hh = hour, mm = minute, ss = second, fff = fractions of a second, and Z signifies Zulu.

	SessionId
	The unique SMTP session identifier. This identifier is represented as a 16-digit hexadecimal number.

	LocalEndpoint
	The local IP address and port number that accepted the message. SMTP sessions typically use port 25.

	RemoteEndpoint
	The IP address and port number of the previous SMTP server that connected to this server to deliver the message. In an Edge Transport server and Hub Transport server topology, the value of RemoteEndpoint in the agent log on the Hub Transport server will be the IP address of the Edge Transport server. Even though the message is transmitted by SMTP, the port number that is used by the sending server will be a random number larger than 1024.

	EnteredOrgFromIP
	The IP address of the remote SMTP server that first connected to the Exchange organization to deliver the message. On an Edge Transport server, the value of RemoteEndpoint and EnteredOrgFromIP are the same. Anti-spam agents use the IP address in EnteredOrgFromIP to examine a message.

	MessageId
	The value of the MessageID: header field. If this value is blank, the Exchange 2007 transport server assigns an arbitrary value, but only if the message is accepted. After assigned, the value of MessageID: is constant for the lifetime of the message.

	P1FromAddress
	The sender e-mail address specified in MAIL FROM: in the message envelope. This value is used to transport the message between SMTP messaging servers. This value serves a comparison to the value of P2FromAddresses to determine whether the sender address in the message header is forged.

	P2FromAddresses
	The sender e-mail address specified in the From: header field or in the Sender: header field in the message header.

	Recipient
	The e-mail address of the recipients. Although the original message may contain multiple recipients, only one recipient is displayed per line in the agent log.

	NumRecipients
	The total number of recipients in the original message.

	Agent
	The name of the agent that took the action. The possible values are as follows:


Connection Filter agent


Content Filter agent


Edge Rules agent


Recipient Filter agent


Sender Filter agent


Sender ID agent

	Event
	The SMTP event where the action was taken by the agent. The value of Event depends on the agent. The SMTP events that are available to each agent are described in the SMTP events in order of occurrence and the agents that write information to the agent log in order of priority for each SMTP event table earlier in this topic. The possible values for Event are as follows:


OnConnect


OnEndOfHeaders


OnEndOfData


OnMailCommand


OnRcptCommand

	Action
	The action that is performed on the message by the agent. The possible values for Action are as follows:


AcceptMessage


DeleteMessage


DeleteRecipients


Disconnect


QuarantineMessage


QuarantineRecipients


RejectAuthentication


RejectCommand


RejectConnection


RejectMessage


RejectRecipients

	SmtpResponse
	The Enhanced SMTP response as defined in RFC 2034.

	Reason
	The reason for the action that is supplied by the agent.

	ReasonData
	The descriptive details for the action that is supplied by the agent.


Searching the Agent Logs

You can use the Get-AgentLog cmdlet in the Exchange Management Shell and the Get-AntiSpamFilteringReport script to search the agent logs.

For more information, see Get-AgentLog in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

How to Enable or Disable Agent Logging

By default, agent logging is enabled on a Hub Transport server or an Edge Transport server. Agent logging is enabled or disabled by modifying the EdgeTransport.exe.config file that is located in C:\Program Files\Microsoft\Exchange Server\Bin. The EdgeTransport.exe.config file is an XML application configuration file that is associated with the EdgeTransport.exe file. EdgeTransport.exe and MSExchangeTransport.exe are the executable files that are used by the Microsoft Exchange Transport service. This service runs on every Hub Transport server or Edge Transport server. Changes that are made to the EdgeTransport.exe.config file are applied after the Microsoft Exchange Transport service is restarted.

The following example shows the typical structure of the EdgeTransport.exe.config file:

<configuration>
   <runtime>
      <gcServer enabled="true" />
   </runtime>
   <appSettings>
      <add key="Configuration Option" value="Value" />
      …
   </appSettings>
</configuration>
You can add new configuration options or modify existing configuration options in the <appSettings> section. Many configuration options available are completely unrelated to agent logging. Any configuration options that don't involve agent logging are outside the scope of this topic.
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Note: 

The parameter names in the <add key=../> section are case sensitive.
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To enable or disable agent logging

	1.
Open the following file by using Notepad: C:\Program Files\Microsoft\Exchange Server\Bin\EdgeTransport.exe.config

2.
Modify the following line in the <appSettings> section:

<add key="AgentLogEnabled" value="<TRUE | FALSE>" />

For example, to disable agent logging, modify the AgentLogEnabled parameter as follows:

<add key="AgentLogEnabled" value="FALSE" />

3.
Save and close the EdgeTransport.exe.config file.

4.
Restart the Microsoft Exchange Transport service.


For More Information

For more information, see Anti-Spam and Antivirus Functionality in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Managing Routing Table Logging

Routing table logging periodically records a snapshot of the routing table that is used by the computer that is running Microsoft Exchange Server 2007 that has the Hub Transport server role or Edge Transport server role installed. The routing table is used to route messages to their destinations. The routing table log is recorded in these cases:


After a fixed time interval.


After the Microsoft Exchange Transport service is started.


After a routing configuration change is detected.

The routing table log can be used to help troubleshoot mail flow and routing issues.

You can control the automatic routing table recalculation interval in the EdgeTransport.exe.config application configuration file. This value controls how frequently the routing table is automatically recalculated and how frequently the routing table is logged. However, regular routing table updates may cause the routing table to be recalculated and logged earlier than the specified automatic recalculation interval as explained later in this topic.

You use the Set-TransportServer cmdlet to perform all other routing table log configuration tasks. The following options are available for the routing table logs on an Edge Transport server or Hub Transport server:


Specify the location of the routing table log files.


Specify a maximum size for the directory that contains routing table log files. The default size is 50 MB.


Specify a maximum age for the routing table log files. The default age is seven days.

By default, the Exchange 2007 server uses circular logging to limit the connectivity logs based on file size and file age to help control the hard disk space that is used by the log files.

Structure of the Routing Table Log Files

By default, the routing table log files exist in C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\Routing.

The naming convention for the routing table log files is RoutingConfig#1@UTCcreationdate-time.xml. For example, depending on your regional date-time format settings, the routing table log files may be named RoutingConfig#1@mm_dd_yyyy hh_mm_ss.xml. The placeholders represent the following information: yyyy= year, mm = month, dd = day, hh = hour, mm = minute and ss = second. The date-time is always represented in Universal Coordinated Time (UTC).

The routing table log is a complete snapshot of the routing table that is stored in memory. The routing table is written to the routing table log when the following events occur:


A routing configuration change is detected. An example of a configuration change is adding or removing a Send connector in the Exchange organization or a Receive connector on the local server. A regular routing configuration change occurs when the Hub Transport server or Edge Transport server renews its Kerberos token with an Active Directory directory service domain controller. The renewal of the Kerberos token causes a recalculation of the routing table and the creation of a new routing table log. The Kerberos token is renewed every six hours.


The time interval specified by the RoutingConfigReloadInterval parameter in the EdgeTransport.exe.config has passed. This value specifies how frequently the routing table is automatically recalculated and logged if no routing configuration changes are detected. The default value is 12 hours.


The Microsoft Exchange Transport service is started.

Circular logging deletes the oldest log files when the routing table log directory reaches its maximum specified size, or when a log file reaches its maximum specified age.

The routing table log files are text files that contain data in the XML format. The routing table log files contain lots of information. However, the actual file size depends on the size and complexity of the Exchange organization.

Information That Is Written to the Routing Table Log

The routing table log is composed of several sections. Each section identifies a particular element of the Exchange organization, such as connectors, address spaces, or Active Directory sites. The information that is defined in one section is connected to the information that is defined in another section to build a complete routing table for the whole Exchange organization. For large Exchange organizations, the amount of information in the routing table log can be very large.

	Section
	Description

	RoutingTables ID
	This section contains basic information about the routing table, such as the following information:


The routing table creation date-time in UTC.


On Hub Transport servers, the ExchangeTopology ID, ADSiteRelayMap ID, and RoutingGroupRelayMap ID that are being used by the routing table.


On Hub Transport servers, the identity of every Mailbox server, Hub Transport server, Edge Transport server, and legacy Exchange server in the Exchange organization. Each identity maps to a ServerRoute ID.


The ConnectorRouting ID for all Send connectors, Receive connectors that are linked to Send connectors on the local server, Foreign connectors, and legacy gateway connectors in the Exchange organization. Legacy gateway connectors exist on the server that is running Exchange Server 2003 or earlier versions. Legacy gateway connectors send messages to other messaging servers, such as Lotus Notes or Groupwise.

	ExchangeTopology ID
	This section contains all the Exchange servers, Active Directory sites, and Active Directory site links that exist in the Exchange organization.

	TopologyServer ID
	This section contains details about every Exchange server in the Exchange organization.

	TopologySite ID
	This section contains details about every Active Directory site in the Exchange organization.

	TopologySiteLink ID
	This section contains details about the IP site links that exist in the Exchange organization.

	ADSiteRelayMap ID
	This section links an ADTopologyPath ID to each remote Active Directory site that contains an Exchange 2007 Hub Transport server.

	ADTopologyPath ID
	This section contains details about the least cost routing path from the current Active Directory site to any remote Active Directory site.

	TargetSite ID
	This section contains the names of all remote Active Directory sites that exist in the Active Directory forest, and a list of Hub Transport servers that exist in each remote Active Directory site.

	RoutingGroupRelayMap ID
	This section maintains the interrelationship between a routing group, the RgTopologySite ID, the RgTopologyPath ID, and the RgConnectorRoute ID.

	RgTopologySite ID
	This sections contains details about each routing group that exists in the Exchange organization

	RgTopologyLink ID
	This section contains details about routing group connectors and Simple Mail Transfer Protocol (SMTP) connectors with connected routing groups.

	RgTopologyPath ID
	This section contains details about remote routing groups and is used to link remote routing groups to a routing group connector or an SMTP connector that contains connected routing groups.

	RgConnectorRoute ID
	This section contains the route to the first hop routing group that can be use to route mail to a remote routing group.

	ServerRoute ID
	This section lists every Hub Transport server, Edge Transport server, Mailbox server, and legacy Exchange server object in the Exchange organization, and associates a route to that server.

	ConnectorRouting ID
	This section contains routes to all Send connectors, Foreign connectors, and legacy gateway connectors. It also contains a mapping of Receive connectors on local server that are linked to Send connectors on the local server. When a Receive connector is linked to a Send connector, all messages that arrive on the linked Receive connector are immediately forwarded out through the corresponding Send connector.

	ConnectorRoute ID
	This section lists all the Send connectors, Foreign connectors, and legacy gateway connectors in the Exchange organization, and associates a route to the connector.

	SmtpSendConnectorConfig ID
	This section contains details about every Send connector that exists in the Exchange organization.

	AddressSpace ID
	This section lists all the address spaces that are configured on every Send connector, Foreign connector, or legacy gateway connector in the Exchange organization.

	LegacyGatewayConnector ID
	This section lists details about every legacy gateway connector that exists in the Exchange organization. Legacy gateway connectors exist on servers that are running Exchange 2003 or earlier versions of Exchange.

	ForeignConnector ID
	This section contains details about every Foreign connector that exists in the Exchange organization. Foreign connectors are homed on Exchange 2007 Hub Transport servers and use a Drop directory to send messages to non-SMTP messaging servers.

	AddressTypeRouting ID
	This section maps an address type to a SmtpConnectorIndex ID.

	SmtpConnectorIndex ID
	This section contains the SMTPIndexNode ID of the root index that is supported by this SMTPConnectorIndex ID.

	X400ConnectorIndex ID
	This section contains the X400IndexNode ID of the root index that is supported by this X400ConnectorIndex ID.

	GenericConnectorIndex ID
	This section contains the IndexEntry ID of the root index that is supported by this GenericConnectorIndex ID.

	SMTPIndexNode ID
	An SMTPIndexNode ID represents a part of an SMTP address space. The values of the index nodes are combined to form the complete SMTP address space. For example, the domain exchange.contoso.com would have four index nodes:

1.
The root SMTP index node

2.
The com SMTP index node

3.
The contoso SMTP index node

4.
The exchange SMTP index node

	X400IndexNode ID
	An X400IndexNode ID represents a part of an X.400 address space. The values of the index nodes are combined to form the complete X.400 address space.

	IndexEntry ID
	An IndexEntry ID represents a part of a non-SMTP address space, such as Lotus Notes or fax. The values of the index entries are combined to form the complete non-SMTP address space.

	ConnectorRouteWithCost ID
	This sections links an address space cost to a connector route.


For More Information

For more information, see the following topic in this guide:


How to Configure Routing Table Logging
Also, see the following topics in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320):


Set-AdSiteLink 

How to Create Routing Group Connectors from Exchange 2007 to Exchange Server 2003 
How to Configure Routing Table Logging

This topic explains how to configure routing table logging in Microsoft Exchange Server 2007.

Routing table logging periodically records a snapshot of the routing table that is used by the Exchange 2007 server that has the Hub Transport server role or Edge Transport server role installed. The routing table is used to route messages to their destinations.

Before You Begin

To perform the following procedures, the account you use must be delegated the following:


Exchange Organization Administrator role

To perform the following procedures on a computer that has the Edge Transport server role installed, you must log on by using an account that is a member of the local Administrators group on that computer.
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Note: 

You cannot configure the routing table logs by using the Exchange Management Console. To configure the routing table logs, you must use the Exchange Management Shell. For more information about how to use the Exchange Management Shell, see Using the Exchange Management Shell in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Configuring the Location of the Routing Table Logs

By default, the routing table logs are stored in the C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\Routing directory. The directory must be local to the Exchange 2007 computer.
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To use the Exchange Management Shell to change the location of the routing table logs

	
Run the following command:

Set-TransportServer <Identity> -RoutingTableLogPath <LocalFilePath>

For example, to change the location of the routing table log to C:\Routing Table on an Exchange 2007 computer that is named Exchange01, run the following command:

Set-TransportServer Exchange01 -RoutingTableLogPath "C:\Routing Table"




When you change the location of the routing table log directory, this change does not copy any existing log files from the old directory to the new directory. The new routing table log directory is active almost immediately after the configuration change, but any existing log files are left in the old directory.

The following permissions are required on the routing table log directory:


Administrator: Full Control


System: Full Control


Network Service: Read, Write, and Delete Subfolders and Files

By default, the Microsoft Exchange Transport service uses the security credentials of the Network Service user account to create the new routing table log directory and apply the correct permissions as follows:


If the new routing table log directory does not already exist, and the Network Service account has the rights that are required to create folders and apply permissions at the new location, the new routing table log directory is created and the correct permissions are applied to the new directory.


If the new routing table log directory already exists, the existing folder permissions are not checked.

Whenever you move the routing table log directory by using the Routing TableLogPath parameter with the Set-TransportServer cmdlet, it is a good idea to verify the new routing table log directory and to make sure that the new directory has the correct permissions applied to it. If your change to the routing table log directory is not successful, you can create the new routing table log directory and apply the correct permissions to it before you use the RoutingTableLogPath parameter with the Set-TransportServer cmdlet.

Configuring the Interval for Automatic Recalculation of the Routing Table

The routing table is recalculated and logged after a routing configuration change, or after a specified time interval has passed if no changes are detected. By default, the routing table is automatically recalculated every 12 hours. However, a regular routing configuration change occurs on every Hub Transport server and Edge Transport server when the server renews its Kerberos token with an Active Directory directory service domain controller. With this renewal, the routing table is recalculated and a new routing table log is created. The Kerberos token is renewed every six hours.

The interval for automatic recalculation of the routing table is controlled by the RoutingConfigReloadInterval parameter in the EdgeTransport.exe.config file that is located in C:\Program Files\Microsoft\Exchange Server\Bin. The EdgeTransport.exe.config file is an XML application configuration file that is associated with the EdgeTransport.exe file. EdgeTransport.exe and MSExchangeTransport.exe are the executable files that are used by the Microsoft Exchange Transport service. This service runs on every Hub Transport server or Edge Transport server. Changes that are made to the EdgeTransport.exe.config file are applied after the Microsoft Exchange Transport service is restarted.

The following example shows the typical structure of the EdgeTransport.exe.config file:

<configuration>
   <runtime>
      <gcServer enabled="true" />
   </runtime>
   <appSettings>
      <add key="Configuration Option" value="Value" />
      …
   </appSettings>
</configuration>
You can add new configuration options or modify existing configuration options in the <appSettings> section. Many configuration options available are completely unrelated to the routing table. Any configuration options that don't involve the routing table are outside the scope of this topic. 
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Note: 

The parameter names in the <add key=../> section are case sensitive.
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To configure the interval for automatic recalculation of the routing table

	1.
Open the following file by using Notepad: C:\Program Files\Microsoft\Exchange Server\Bin\EdgeTransport.exe.config.

2.
Modify the following line in the <appSettings> section:

<add key="RoutingConfigReloadInterval" value="<interval>" />

For example, to change the interval for automatic recalculation of the routing table to 10 hours, modify the RoutingConfigReloadInterval parameter as follows:

<add key="RoutingConfigReloadInterval" value="10:00:00" />

3.
Save and close the EdgeTransport.exe.config file.

4.
Restart the Microsoft Exchange Transport service.


To specify an age value, enter it as a time span, as follows: hh:mm:ss, where h = hours, m = minutes, and s = seconds.

The routing table will be recalculated and logged earlier than the value that is specified by the RoutingConfigReloadInterval parameter if any of the following conditions occur:


A routing configuration change is detected. For example, a Send connector or a Receive connector is added, removed, or modified, or the 6 hour Kerberos token renewal occurs.


The Microsoft Exchange Transport service is started.

Configuring the Maximum Size of the Routing Table Log Directory

By default, the maximum size for the whole routing table log directory is 50 MB. Circular logging deletes the oldest routing table log files if either of the following conditions is true:


The routing table log directory reaches its specified maximum size.


A routing table log file reaches its specified maximum age.
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Note: 

By default, the transport logging process has a logging level value of 0 (Lowest). If you want Microsoft Exchange to write an event log entry when circular logging removes a log file, you must change the logging level value of the transport logging process to 5 (Maximum) or 7 (Expert). For more information, see How to Change Logging Levels for Exchange Processes in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).
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To use the Exchange Management Shell to change the maximum size of the routing table log directory


Run the following command:

Set-TransportServer <Identity> -RoutingTableLogMaxDirectorySize <DirectorySize>

For example, to set the maximum size of the routing table log directory to 70 MB on an Exchange 2007 computer that is named Exchange01, run the following command:

Set-TransportServer Exchange01 -RoutingTableLogMaxDirectorySize 70MB




When you enter a value, qualify the value with one of the following units:


B (bytes)


KB (kilobytes)


MB (megabytes)


GB (gigabytes)


TB (terabytes)

Unqualified values are treated as bytes. The valid input range for this parameter is 1 to 9223372036854775807 bytes.

Configuring the Maximum Age for the Routing Table Logs

By default, the maximum age for any routing table log file is 7 days. Circular logging deletes the oldest routing table log files if either of the following conditions is true:


The routing table log directory reaches its specified maximum size.


A routing table log file reaches its specified maximum age.
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Note: 

By default, the transport logging process has a logging level value of 0 (Lowest). If you want Microsoft Exchange to write an event log entry when circular logging removes a log file, you must change the logging level value of the transport logging process to 5 (Maximum) or 7 (Expert). For more information, see How to Change Logging Levels for Exchange Processes in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).
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To use the Exchange Management Shell to change the maximum age for a routing table log file


Run the following command:

Set-TransportServer <Identity> -RoutingTableLogMaxAge <Age>

For example, if you want to change the maximum age of a routing table log file to 45 days on an Exchange 2007 computer that is named Exchange01, run the following command:

Set-TransportServer Exchange01 -RoutingTableLogMaxAge 45.00:00:00




To specify an age value, enter it as a time span, as follows: dd.hh:mm:ss, where d = days, h = hours, m = minutes, and s = seconds. The valid input range for this parameter is 00:00:00 to 24855.03:14:07. Setting the value of the RoutingTableLogMaxAge parameter to 00:00:00 prevents the automatic removal of routing table log files because of their age.

For detailed syntax and parameter information, see Set-TransportServer in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

For More Information

For more information about routing table logging, see Managing Connectivity Logging.

Managing Shared Transport Database Configuration Options

Servers that have the Microsoft Exchange Server 2007 Hub Transport server role or the Edge Transport server role installed use Extensible Storage Engine (ESE) database technology for certain transport server components. Formerly known as JET, ESE is a method that defines a low-level API to the underlying database structures in Exchange 2007. ESE is used for the following transport components:


Message queue database   A queue is a temporary holding location for messages that are waiting to enter the next stage of processing. Each queue represents a logical set of messages that a transport server processes in a specific order. For more information, see Managing Queues.


IP filter database   The IP filter database stores the IP Allow lists and IP Block lists that are part of connection filtering. For more information, see Configuring Content Filtering in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

The message queue database and the IP filter database are separate ESE databases. These databases don't share any resources. However, you can configure ESE database configuration options on the Hub Transport server or Edge Transport server that apply to all the ESE databases that exist on the server.

An Overview of ESE Databases

ESE databases use log files to accept, track, and maintain data. To enhance performance, all transactions are written first to log files and memory, and then to the database file. The checkpoint file tracks the transaction log entries that have been committed to the database. During an ordinary shutdown of the Microsoft Exchange Transport service, uncommitted database changes that are found in the transaction logs are always committed to the database.

Circular logging is used for the message queue database and the IP filter database. This means that the history of committed transactions that are found in the transaction logs is not maintained. Any transaction logs that are older than the current checkpoint are immediately and automatically deleted. Therefore, the transaction logs cannot be replayed for message queue database recovery or IP filter database recovery from backup.

Configuring Shared ESE Database Options on Transport Servers

The shared ESE database configuration options are available in the EdgeTransport.exe.config application configuration file that is located in the C:\Program Files\Microsoft\Exchange Server\Bin directory. The EdgeTransport.exe.config file is an XML application configuration file that is associated with the EdgeTransport.exe file. EdgeTransport.exe and MSExchangeTransport.exe are the executable files that are used by the Microsoft Exchange Transport service. This service runs on every Hub Transport server or Edge Transport server. Changes that are saved to the EdgeTransport.exe.config file are applied after the Microsoft Exchange Transport service is restarted. If a configuration option is missing or is present and contains the default value, the default value is enforced.

The following example shows the typical structure of the EdgeTransport.exe.config file:

<configuration>
   <runtime>
      <gcServer enabled="true" />
   </runtime>
   <appSettings>
      <add key="Configuration Option" value="Value" />
      …
   </appSettings>
</configuration>
You can add new configuration options or modify existing configuration options in the <appSettings> section. Many configuration options available are completely unrelated to the shared ESE database options. Any configuration options that don't involve the shared ESE database options are outside the scope of this topic.

[image: image380.png]


Note: 

The parameter names in the <add key=../> section are case sensitive.

For information about the message queue database parameters that are available in the EdgeTransport.exe.config file, see Managing the Queue Database.

The following table shows the shared ESE database configuration options that are available in the EdgeTransport.exe.config file.

Shared ESE database configuration options

	Parameter name
	Description

	DatabaseCacheFlushStart
	This parameter enables the removal of cached database transactions from memory when the cache is overused. The value of this parameter represents the percentage of the cache that is unused. When the free database cache resources drop under the specified percentage, a background process writes the cached database transactions to the transaction log. The default value is 3.

	DatabaseCacheFlushStop
	This parameter suspends the removal of cached database transactions from memory when the cache utilization level returns to normal. The value of this parameter represents the percentage of the cache that is unused. When the free database cache resources increase to more than the specified percentage, the background process that writes the cached database transactions to the transaction log is suspended. The default value is 5.

	DatabaseCheckPointDepthMax
	This parameter controls the total allowed size of all uncommitted transaction logs that exist on the hard disk drive. The default value is 20971520 bytes. Setting the value of the DatabaseCheckPointDepthMax parameter too low can cause significant performance issues because uncommitted transactions are forcibly committed to the database instead of being written to transaction logs. We recommend that you do not modify the default value of the DatabaseCheckPointDepthMax parameter.

	DatabaseMaxCacheSize
	This parameter specifies the maximum size of the database cache in memory. The default value is 134217728 bytes.


Remember that the message queue database and the IP filter database are completely isolated from one another. The ESE database files don't share database files, transaction logs, or caches. The shared configuration options apply to each database and its supporting infrastructure. For example, when you set the DatabaseMaxCacheSize parameter, you are at the same time setting the maximum cache size for the message queue database and the IP filter database.

Managing Message Throttling

This topic explains the message throttling options that are available in Microsoft Exchange Server 2007. Message throttling is a group of limits that are put on the number of messages and connections that can be processed by a computer that is running Exchange 2007 that has the Hub Transport server role or Edge Transport server role installed. These limits prevent the accidental or intentional inundation of the system resources on the transport server.

Understanding the Scope of Message Throttling

Message throttling involves a variety of limits on message processing rates, Simple Mail Transport Protocol (SMTP) connection rates, and SMTP session time-outs. These limits work together to protect the Hub Transport server or Edge Transport server from being overwhelmed by accepting and delivering messages. Although a large backlog of messages and connections may be waiting to be processed, the message throttling limits enable the transport server to process the messages and connections in an orderly manner.

In addition to message throttling, Exchange 2007 also lets you put size limits on the individual components of messages, such as the number of recipients, the size of the message header, or the size of individual attachments. For more information about message size limits, see Managing Message Size Limits.

Another Exchange 2007 feature that helps prevent the inundation of system resources of an Exchange 2007 transport server is back pressure. Back pressure is system resource monitoring feature on the Hub Transport servers and Edge Transport servers. When a monitored system resource, such has hard disk drive utilization or memory utilization, exceeds the specified threshold, the Exchange transport server stops accepting new connections and messages, and concentrates on delivering existing messages. When the utilization of the monitored system resources returns to normal levels, the Exchange transport server accepts new connections and messages. For more information about back pressure Understanding Back Pressure in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Message Throttling Options on Transport Servers

You can set the message throttling options at the following locations:


On the transport server


On a Send connector


On a Receive connector

You can set all the message throttling options that are available on Hub Transport servers or Edge Transport servers in the Exchange Management Shell. You can also set some of the same options by using the transport server properties in the Exchange Management Console. Although the settings are functionally equivalent, the two management interfaces use slightly different terms in some cases.

Configuring Message Throttling on Transport Servers by Using the Exchange Management Shell

The following table shows the message throttling options that are available on Hub Transport servers or Edge Transport servers in the Exchange Management Shell.

Message throttling options available in the Exchange Management Shell

	Source
	Parameter
	Description

	Set-TransportServer
	MaxConcurrentMailboxDeliveries
	This parameter specifies the maximum number of delivery threads that the Hub Transport server can have open at the same time to deliver messages to mailboxes. The store driver on the Hub Transport server is responsible for delivering messages to and from Mailbox servers. This limit applies to the delivery of messages to any mailboxes in the Exchange organization. The default value of the MaxConcurrentMailboxDeliveries parameter is 30.

	Set-TransportServer
	MaxConcurrentMailboxSubmissions
	This parameter specifies the maximum number of delivery threads that the Hub Transport server can have open at the same time to accept messages from mailboxes. The store driver on the Hub Transport server is responsible for delivering messages to and from Mailbox servers. This limit applies to the acceptance of new messages from any mailboxes in the Exchange organization. The default value of the MaxConcurrentMailboxDeliveries parameter is 30.

	Set-TransportServer
	MaxConnectionRatePerMinute
	This parameter specifies the maximum rate at which new inbound connections can be opened to the Hub Transport server or the Edge Transport server. These connections are opened to any Receive connectors that exist on the server. The default value for the MaxConnectionRatePerMinute parameter is 1,200 connections per minute.

	Set-TransportServer or

Transport server properties
	MaxOutboundConnections
	This parameter specifies the maximum number of concurrent outbound connections that the Hub Transport server or Edge Transport server can have open at the same time. The outbound connections occur by using the Send connectors that exist on the server. The value that is specified by the MaxOutboundConnections parameter applies to all the Send connectors that exist on the transport server. The default value of the MaxOutboundConnections parameter is 1,000. If you enter a value of unlimited, no limit is imposed on the number of outbound connections.

	Set-TransportServer or

Transport server properties
	MaxPerDomainOutboundConnections
	This parameter specifies the maximum number of connections that an Internet-facing Hub Transport server or Edge Transport server can have open to any single remote domain. The outbound connections to remote domains occur by using Send connectors that exist on the server. The default value of the MaxPerDomainOutboundConnections parameter is 20. If you enter a value of unlimited, no limit is imposed on the number of outbound connections per domain.

	Set-TransportServer
	PickupDirectoryMaxMessagesPerMinute
	This parameter specifies the rate of message processing for both the Pickup directory and Replay directory. Each directory can independently process message files at the rate that is specified by the PickupDirectoryMaxMessagesPerMinute parameter. By default, the Pickup directory can process 100 messages per minute, and the Replay directory can process 100 messages per minute at the same time.

The Pickup directory and the Replay directory scan for new message files once every 5 seconds, or 12 times per minute. This 5-second polling interval is not configurable. This means the maximum number of messages that can be processed during each polling interval is the value that you assign to the PickupDirectoryMaxMessagesPerMinute parameter divided by 12 (PickupDirectoryMaxMessagesPerMinute/12). By default, a maximum of just over eight messages can be processed during each 5-second polling interval.


For more information, see the following topics:


Configuring Transport Server Properties

How to Configure the Pickup Directory

How to Configure the Replay Directory
Configuring Message Throttling on Transport Servers by Using the Exchange Management Console

The following procedure shows how to configure the message throttling options for the Hub Transport servers or Edge Transport servers that are available in the Exchange Management Console.
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To use the Exchange Management Console to configure the message throttling options for a Hub Transport server or an Edge Transport server

	1.
Open the Exchange Management Console. Follow one of these steps:


On a computer that has the Edge Transport server role installed, in the console tree, select Edge Transport, and then click the Properties link that is directly under the server name.


On a computer that has the Hub Transport server role installed, in the console tree, expand Server Configuration, and then select Hub Transport. In the result pane, select a server. In the action pane, click the Properties link that is directly under the server name.

2.
Click the Limits tab. In the Connection restriction section, select the settings that you want to use for message throttling. The following options are available:


Maximum concurrent outbound connections   By default, this option is selected. This option corresponds to the MaxOutboundConnections parameter on the Set-TransportServer cmdlet. The default value is 1000.


Maximum concurrent outbound connections per domain   By default, this option is selected. This option corresponds to the MaxPerDomainOutboundConnections parameter on the Set-TransportServer cmdlet. The default value is 20.

3.
Click OK.


Message Throttling Option on Send Connectors

The following table shows the message throttling option that is available on Send connectors that are configured on a Hub Transport server or an Edge Transport server. You must use the Exchange Management Shell to configure this option.

Message throttling option that is available on Send connectors

	Source
	Parameter
	Description

	Set-SendConnector
	ConnectionInactivityTimeOut
	This parameter specifies the maximum time that an open SMTP connection with a destination messaging server can remain idle before the connection is closed. The default value is 10 minutes.


For more information, see Set-SendConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Message Throttling Options on Receive Connectors

The following table shows the message throttling options that are available on Receive connectors that are configured on a Hub Transport server or an Edge Transport server. You must use the Exchange Management Shell to configure these options.

Message throttling options that are available on Receive connectors
	Source
	Parameter
	Description

	Set-ReceiveConnector
	ConnectionInactivityTimeOut
	This parameter specifies the maximum time that an open SMTP connection with a source messaging server can remain idle before the connection is closed. The default value for a Receive connector that is configured on a Hub Transport server is 5 minutes. The default value for a Receive connector that is configured on an Edge Transport server is 1 minute.

	Set-ReceiveConnector
	ConnectionTimeOut
	This parameter specifies the maximum time that an SMTP connection with a source messaging server can remain open, even if the source messaging server is transmitting data. The default value for a Receive connector that is configured on a Hub Transport server is 10 minutes The default value for a Receive connector that is configured on an Edge Transport server is 5 minutes. The value specified by the ConnectionTimeout parameter must be larger than the value specified by the ConnectionInactivityTimeout parameter.

	Set-ReceiveConnector
	MaxInboundConnection
	This parameter specifies the maximum number of inbound SMTP connections that this Receive connector allows at the same time. The default value is 5000.

	Set-ReceiveConnector
	MaxInboundConnectionPercentagePerSource
	This parameter specifies the maximum number of SMTP connections that a Receive connector allows at the same time from a single source messaging server. The value is expressed as the percentage of available remaining connections on a Receive connector. The maximum number of connections that are permitted by the Receive connector is defined by the MaxInboundConnection parameter. The default value of the MaxInboundConnectionPercentagePerSource parameter is 2 percent.

	Set-ReceiveConnector
	MaxInboundConnectionPerSource
	This parameter specifies the maximum number of SMTP connections that a Receive connector allows at the same time from a single source messaging server. The default value is 100.

	Set-ReceiveConnector
	MaxProtocolErrors
	This parameter specifies the maximum number of SMTP protocol errors that a Receive connector allows before the Receive connector closes the connection with the source messaging server. The default value is 5.

	Set-ReceiveConnector
	TarpitInterval
	This parameter specifies the delay that is used in tarpitting. Tarpitting is the practice of artificially delaying SMTP responses for specific SMTP communication patterns that indicate a directory harvest attack or other unwelcome messages. A directory harvest attack is an attempt to collect valid e-mail addresses from a particular organization to use as a target for unsolicited commercial e-mail.

The delay that is specified by the TarpitInterval parameter only applies to anonymous connections. The default value of the TarpitInterval parameter is 5 seconds. For more information, see Recipient Filtering in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).


For more information, see Set-ReceiveConnector in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

Managing Exchange 2007 Message Routing

This topic provides an overview of the configuration that you can perform to manage message routing for a Microsoft Exchange Server 2007 organization. Many components are involved in routing messages to recipients in an Exchange 2007 organization. If you configure the settings for these components, you can control how messages flow between Hub Transport servers, Edge Transport servers, servers that have Exchange Server 2003 or Exchange 2000 Server installed, and other Simple Mail Transfer Protocol (SMTP) servers.

The Exchange 2007 routing topology is derived from the Active Directory directory service site topology. Internal message routing relies on the configuration of Active Directory sites and IP site links to determine the following:


Which Exchange servers can communicate directly.


When messages must be relayed between Active Directory sites.

When messages are routed to external domains, they must be routed to Send connectors. If an Exchange 2007 organization coexists with an Exchange 2003 or Exchange 2000 organization, you must maintain routing group connectors. The following sections provide an overview of how routing components are configured and how you can troubleshoot routing.

Active Directory Sites

Active Directory sites are not managed by Exchange administrators. You must have the permissions assigned to the Active Directory Enterprise Administrators group to create, delete, or modify Active Directory sites. However, because the Exchange routing topology is derived from the Active Directory site topology, an Exchange administrator can apply an Exchange-only attribute to an Active Directory site that is considered only by Exchange 2007 routing.

In your Exchange organization you may have to force all message delivery to be relayed through a particular Active Directory site. In this scenario, connectivity may prevent direct SMTP relay between sites. Therefore, messages must be relayed through an interim site before they are sent to their destination. Because of an Exchange organization's internal policies, an administrator may also want to relay all messages through a particular site. You can use Exchange Management Shell tasks to designate an Active Directory site as a hub site.

You use the Set-ADSite cmdlet to specify an Active Directory site as a hub site. Whenever a hub site exists along the least cost routing path for message delivery, the messages queue and are processed by the Hub Transport servers in the hub site before they are relayed to their ultimate destination. When an Active Directory site is configured as a hub site, routing paths that include that site are always relayed through the hub site.

For more information, see the following topics:


Set-AdSite in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320)

How to Configure a Hub Site
Active Directory IP Site Links

Like Active Directory sites, Active Directory IP site links are not managed by Exchange administrators. You must have the permissions assigned to the Active Directory Enterprise Administrators group to create, delete, or modify Active Directory site links. However, because the Exchange routing topology is derived from the Active Directory site topology, an Exchange administrator can apply an Exchange-only attribute to an Active Directory site link that is considered only by Exchange 2007 routing.

By default, Microsoft Exchange uses the cost assigned to an IP site link for Active Directory replication purposes to compute a routing topology. If, after documenting the existing Active Directory site and IP site link topology, you verify that the link costs for the Active Directory site and the network traffic flow patterns are not optimal for Exchange 2007, you can make adjustments to the costs evaluated by Microsoft Exchange. As an Exchange administrator, you cannot and should not modify the cost assigned to the IP site link by using Active Directory tools. Instead, use the Set-ADSiteLink cmdlet in the Exchange Management Shell to assign an Exchange-specific cost to the IP site link.

When an Exchange cost is assigned to an IP site link, the Exchange cost overrides the Active Directory cost for message routing purposes. Routing only considers the Exchange cost when it evaluates the least cost routing path.

For more information, see the following topics:


Set-AdSite in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320)

How to Set an Exchange Cost on an Active Directory IP Site Link
Send Connectors

Exchange 2007 transport servers require Send connectors to deliver messages to the next hop on the way to their destination. A Send connector controls outbound connections from the sending server to the receiving server or destination e-mail system. The address space for a Send connector specifies the following conditions:


The recipient domains to which this connector routes e-mail


The transport type


The cost assigned to that address space on that particular Send connector

By default, no explicit Send connectors are created when the Hub Transport server role or the Edge Transport server role is installed. However, the implicit intra-organization Send connector is used to route messages internally. End-to-end mail flow is only possible if one of the following conditions is true:


You have subscribed the Edge Transport server to the Active Directory site by using the Edge Subscription process.


You have manually configured the connectors.

By default, protocol logging for the intra-organization Send connector is disabled. You can enable or disable protocol logging for the intra-organization Send connector by using the Set-TransportServer cmdlet.

For more information, see the following topics:


Send Connectors

Set-TransportServer in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320)

Managing Protocol Logging
Routing Group Connectors

If Exchange 2007 and Exchange 2003 or Exchange 2000 coexist in the same organization, you must configure routing group connectors between the single, global Exchange 2007 routing group and the routing groups configured in the earlier version of Exchange Server. The first routing group connector between Exchange 2007 and Exchange 2003 or Exchange 2000 is created and configured during installation of the first Hub Transport Server role in an existing Exchange organization.

You must use the Exchange Management Shell to configure routing group connectors that include an Exchange 2007 Hub Transport server as either a source server or target server. To support coexistence with Exchange 2003 and Exchange 2000, all computers that are running Exchange 2007 are automatically put into a single routing group when the first Hub Transport server role is installed. The routing group in Exchange 2007 is recognized in the Exchange System Manager of Exchange 2003 and Exchange 2000 as Exchange Routing Group (DWBGZMFD01QNBJR). You cannot use the Exchange System Manager of Exchange 2003 and Exchange 2000 to manage the Exchange 2007 routing group or any routing group connectors that include an Exchange 2007 Hub Transport server as either a source server or target server.

For more information, see the following topics in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320):


How to Create Routing Group Connectors from Exchange 2007 to Exchange Server 2003

Set-RoutingGroupConnector
Troubleshooting Routing

Exchange 2007 provides tools and extensive logging resources to help you with mail flow problems. The following diagnostic tools are available in the Toolbox of the Exchange Management Console:


Exchange Server Best Practices Analyzer   Use the Best Practices Analyzer to check the configuration and health of the Exchange topology. This tool automatically gathers and examines information about the configuration of the Exchange organization and summarizes the findings in a report. The report lists problems by severity and includes a suggested fix for the issue. Additionally, this tool provides a list of recent changes and a detailed summary of the Exchange organization configuration. For more information, see Microsoft Exchange Analyzers.


Exchange Mail Flow Troubleshooter   Use the Exchange Mail Flow Troubleshooter tool to help diagnose mail flow and transport-related problems. This tool lets you select a mail flow symptom, analyzes your configuration, and outputs findings to a report. For more information, see Overview: Microsoft Exchange Analyzers. 


Message Tracking   Use the Message Tracking tool to examine the contents of message tracking logs. For more information, see Managing Message Tracking.


Queue Viewer   Use the Exchange Queue Viewer to view and manage Exchange mail queues. For more information, see Using the Queue Viewer to Manage Queues.

For more information about how to troubleshoot mail flow problems, see the following topics:


Managing Transport Logs
For More Information

For more information, see the following topics in this guide:


Managing Connectors

Managing Message Tracking

Managing Queues
Also, see the following topics in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320)::

· Planning to Use Active Directory Sites for Routing Mail

· Coexisting with Exchange Server 2003 and Exchange 2000 Server

· Message Routing in a Coexistence Environment

How to Configure a Hub Site

This topic explains how to use the Exchange Management Shell to configure an Active Directory directory service site as a hub site for message routing in Microsoft Exchange Server 2007. In your Exchange organization, you may want to force relay of all message delivery through a particular Active Directory site. In this scenario, connectivity may prevent direct Simple Mail Transfer Protocol (SMTP) relay between sites and require that messages be relayed through an interim site before they are sent to their destination. You may also want to relay all messages through a particular site because of your organization's internal policies. 

You can use Exchange Management Shell tasks to designate an Active Directory site as a hub site. By designating an Active Directory site as a hub site, you cause additional overall overhead because more servers are involved in message delivery. Be aware that routing only recognizes and stops at a hub site if the hub site is somewhere along the least cost routing path. When an Active Directory site is configured as a hub site, routing paths that include that site are always relayed through the hub site.

After the least cost routing path is chosen, routing determines whether there is a hub site along that path. If a hub site is configured, messages stop at a Hub Transport server in the hub site before they are relayed to the target destination. If there is more than one hub site along the least cost routing path, messages stop at each hub site along the path.

You must understand that this variation to direct relay routing is only in effect when the hub site is located along the least cost routing path.

Before You Begin

Determine the name of the Active Directory site that you want to configure as a hub site. You can examine the contents of the routing table logs and view the data in the ADTopologyPath ID section to verify that the selected site exists along the least cost routing path between two Active Directory sites.

To perform this procedure, the account you use must be delegated the Exchange following:


Exchange Organization Administrator role
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To use the Exchange Management Shell to configure an Active Directory site as a hub site

	1.
Run the following command:

Set-AdSite -Identity "Site A" -HubSiteEnabled $true




For detailed syntax and parameter information, see Set-AdSite in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

For More Information

For more information, see Managing Routing Table Logging.
Also see the following topics in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320):


Get-AdSite

Set-AdSite

Get-AdSiteLink

Set-AdSiteLink
How to Set an Exchange Cost on an Active Directory IP Site Link

This topic explains how to use the Exchange Management Shell to set an Exchange cost on an Active Directory directory service IP site link in Microsoft Exchange Server 2007. By default, Microsoft Exchange uses the cost assigned to an IP site link for Active Directory replication purposes to compute a routing topology. The existing IP site link costs should work well for Exchange 2007 message routing because Active Directory IP site link costs are based on relative network speed compared to all network connections in the WAN and are designed to produce a reliable and efficient replication topology,. However, if after you document the existing Active Directory site and IP site link topology, you determine that the Active Directory site link costs and network traffic flow patterns are not optimal for Exchange 2007, you can make adjustments to the costs that are used by Exchange routing. An Exchange administrator cannot and should not use Active Directory tools to modify the cost that is assigned to the IP site link. Instead, use the Set-ADSiteLink cmdlet in the Exchange Management Shell to assign an Exchange-specific cost to the IP site link.

When an Exchange-specific cost is assigned to an IP site link, the Exchange cost effectively overrides the Active Directory cost for message routing only, and routing only considers the Exchange cost when it evaluates the least cost routing path.

To force relay of all message delivery through a hub site, you may find adjusting IP site link costs useful.

Before You Begin

Determine the name of the Active Directory IP site link for which you want to set an Exchange cost. You can examine the contents of the Routing Table logs and view the data in the ADTopologyPath ID section to view details about the calculated least cost routing path between two Active Directory sites.

To perform this procedure, the account you use must be delegated the following:


Exchange Organization Administrator role 
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To use the Exchange Management Shell set an Exchange cost on an Active Directory IP site link

	1.
Run the following command to set an Exchange cost on an Active Directory IP site link:

Set-AdSiteLink -Identity IPSITELINKAB -ExchangeCost 10

2.
Run the following command to clear the Exchange cost previously set on an Active Directory IP site link and revert to using the Active Directory assigned cost:

Set-AdSiteLink -Identity IPSITELINKAB -ExchangeCost $null




For detailed syntax and parameter information, see Set-AdSiteLink in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320).

For More Information

For more information, see the following topics in the Exchange Server 2007 Help (http://go.microsoft.com/fwlink/?linkid=65320):


Get-AdSiteLink

Set-AdSiteLink

Get-AdSite

Set-AdSite

Also, see the following topic in this guide:


Managing Routing Table Logging
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