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Certificate Migration from Key Management Service and Key Recovery at Microsoft

Published: June 2005

The Microsoft IT group regularly interacts with enterprise customers in sharing its experiences and best practices for the deployment and operations of Microsoft products. This Note focuses on migrating certificates from Key Management Service to Certificate Services, a feature of Microsoft Windows Server 2003, Enterprise Edition. This Note is intended to help enterprise organizations that are running Key Management servers gain the benefit of experiences and best practices from Microsoft IT, thereby improving their migration experience. 
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Introduction

Microsoft Information Technology (Microsoft IT) uses the Certificate Services feature of Microsoft® Windows Server™ 2003, Enterprise Edition, in the issuance of certificates for its 70,000 users. In addition, Certificate Services is used for the hundreds of thousands of devices in the Microsoft IT infrastructure, which is one of the largest independent public key infrastructures (PKIs) in the world. Prior to the release of Windows Server 2003, Microsoft relied on the key archival and registration authority functions of the Key Management Service in Microsoft Exchange 2000 Server in the issuance of Secure Multipurpose Internet Mail Extensions (S/MIME)-specific certificates. Windows Server 2003 provides Microsoft and its customers with the much needed key archival and enrollment options to support the retirement of Key Management Service. Key Management Service has reached the end of its lifetime and is no longer supported, thereby precipitating its retirement.

Note: For specific step-by-step instructions on migrating certificates from Key Management Service to Windows Server 2003, refer to the article "Key Archival and Management in Windows Server 2003" at http://www.microsoft.com/technet/prodtechnol/windowsserver2003/
technologies/security/kyacws03.mspx. 

This document consists of lessons learned and best practice configuration settings that detail the migration experienced in Microsoft IT by the PKI team. The configuration settings described in this document are specific to the Microsoft environment. However, customers that are using Key Management Service are likely to find ideas and scenarios in this document that are similar to their own environments and may benefit from adopting some form of these best practices.

This document assumes that readers are either Exchange architects or technical implementers, and are already familiar with PKI and X.509 certificate concepts.

The actual process for migrating keys from Key Management Service to Windows Server 2003 is documented in the "Key Archival and Management in Windows Server 2003" article, so this document does not repeat that information. Instead, this document adds to that content with relevant, first-hand experience from Microsoft IT and describes best practices for planning and performing this migration.

Note: For security reasons, any sample names of forests, domains, internal resources, organizations, and internally developed applications and files used in this document do not represent actual names used within Microsoft and are for illustration purposes only. In addition, the contents of this document describe how the PKI team runs its enterprise certification authorities (CAs). The procedures and processes included in this document are not intended to be prescriptive guidance on how to run a CA and may not be supported by Microsoft Customer Support Services.

Background

Microsoft IT is often referred to as the first customer of Microsoft, serving tens of thousands of internal customers and hundreds of thousands of devices. Microsoft IT uses test versions of soon-to-be-released software in an enterprise production environment. Microsoft IT is on the cusp of the next-release version of Microsoft enterprise software, with the goal of providing enterprise usage feedback to the product development groups, to make the products better for all customers. The Microsoft PKI team supports the messaging infrastructure by issuing certificates for S/MIME digital signatures and encryption. 

As part of Microsoft IT’s corporate strategy for moving certificates from Key Management Service to a Windows Server 2003-based CA, the PKI team worked with its development group to improve its smart card cryptographic service provider (CSP). Microsoft IT also coordinated with other messaging and Active Directory® directory service management groups to facilitate the migration of Key Management Service-issued certificates to a Windows Server 2003 CA, and subsequent issuance to its already deployed smart cards.

Note: For more information about the Microsoft CSP, see the IT Showcase white papers Deploying PKI Inside Microsoft at http://www.microsoft.com/technet/itsolutions/msit/security/
deppkiin.mspx and Smart Card Deployment at Microsoft at http://www.microsoft.com/
technet/itsolutions/msit/security/smartcrd.mspx. 

Determining the Scope of the Migration

The PKI team began defining the scope of its migration by determining how many X.509 version 3 (v3)-type certificates had been issued by Key Management Service to date. This was accomplished by running a tool available in Windows Server 2003 called Certutil, which can be used to extract information about certificates. The following is an example of the use of Certutil that helped the PKI team determine the migration scope: 

certutil –config <servername\CA name> -view –restrict “certificatetemplate=ExchangeUser” –out “requestID,notbefore” > ExchangeUser.txt

The results of this effort provided the PKI team with an overall account of how many v3 certificates had been issued by Key Management Service, and when they had been issued. This equaled approximately 24,400 certificates. Based on previous metrics gathering, it was estimated that of the overall certificates issued, approximately 4,500 of the certificates were version 1 (v1)-type certificates. It was also determined that there were over 11,600 owners of current and expired certificates.

Note: The v1-type certificates were issued by older, legacy versions of Key Management Service and were self-signed. A self-signed certificate is one in which a CA was not relied upon in the issuance of client certificates, as was the case during the evolution of Key Management Service over the product's lifetime.

Problem 1: Data Changes in the LegacyExchangeDN Attribute Obscure Owner of Certificates Issued by Key Management Service

Key Management Service has been a part of the Microsoft IT infrastructure since 1997, and has issued several thousand S/MIME certificates to its users. These certificates were in the form of v1, and later, v3 certificates. Throughout the lifetime of Key Management Service, Microsoft IT’s directory (soon to be Active Directory) has undergone several changes with the introduction of Microsoft Windows® 2000 Server, and later with the deployment of Windows Server 2003. These changes in Active Directory had an impact on certificates issued through Key Management Service, specifically with regard to the user attribute LegacyExchangeDN (distinguished name), which was used by Key Management Service to populate certain certificate attributes. These attributes provide a correlation between the user object and the certificate and keys. Windows Server 2003 CA uses these certificate attributes to establish ownership of the certificates in the case of key recovery. 

Later, the use of the LegacyExchangeDN user attribute in Active Directory was changed in an effort to ensure that user accounts in Active Directory would remain unique in the event the user alias was changed, or in case the user alias was recycled to a new end user. To establish this unique identification, the LegacyExchangeDN user attribute was populated with a unique, random number. At the time the decision was made to do this, it was not fully understood by Microsoft IT personnel that this attribute would be used by Key Management Service to populate certain certificate properties. As a result, the use of the data in this attribute by Key Management Service complicated the key recovery process after the Key Management Service migration to Windows Server 2003 CA had been performed. 

In limited, subsequent changes to Active Directory, the LegacyExchangeDN attribute was overwritten to include the user's name. This prevented Microsoft IT certificate and key recovery staff from locating this value in Active Directory and cross-referencing certificates issued with this random, unique number.

The ability to easily identify the certificates with the owner was further complicated because the new data that the LegacyExchangeDN user attribute populated into the Key Management Service-generated certificate included only the first common name attribute found in the subject information in the certificate. Additionally, an ASCII carriage return character, which truncates the distinguished name data, made it difficult to ascertain ownership of all certificates issued by Key Management Service when visually inspecting the certificate. 
Figure 1 illustrates what the PKI team expected to see in an issued certificate. Note the end user name in the Issued to field of the certificate.

[image: image1.png]| oeste | cnrcaenp |

] conscae tormation

This certficate i ntended for the ollowing purpose(s):
“protects emalmessages

Issuedto: Jonn Kane
Issuedby: Marosoft Personnel 11 CA 1

Valid from 3/17/2005 to 3/17/2006





Figure 1. Sample of a v3 certificate

Figure 2 illustrates what the PKI team found in the same type of certificate issued within Key Management Service after the LegacyExchangeDN user attribute data had been modified.
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Figure 2. Sample of a v1 certificate affected by the change in Active Directory

Causing confusion among users and administrators, the Issued to data was misleading in a v1 certificate when the LegacyExchangeDN user attribute was changed. With v3 certificates issued by Key Management Service, the value in this field was populated with simply the numerical string. Key Management Service still maintained the proper correlation between certificates and the user to whom they were issued, but that correlation was lost when the v1 certificates were migrated to the Windows Server 2003 CA. 

Figures 3 and 4 illustrate how the Subject information is constructed in a v1 certificate and a v3 certificate. The Subject information is in reverse order of one another, thus demonstrating why the Issued to data is different, and confusing. 
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Figure 3. Sample of Subject information in a v1 certificate.
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Figure 4. The reverse order of Subject information in a v3 certificate.

Figure 5 illustrates a Certutil text output of a v3 certificate depicting the challenges of the carriage return included in the Issued Common Name field (immediately following the string “recipients”).
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Figure 5. Sample of Certutil output on an affected v3 certificate

Note: All discussion regarding certificates and their use in Microsoft is specific to S/MIME. Additionally, all key recovery operations are specific to S/MIME encryption certificates, and not signature certificates.

The solution for this problem is described in the next section, as a combined solution for Problem 1 and Problem 2.

Problem 2: Certificate Migration Disassociates Certificates and Keys from the User

As part of normal PKI operations, the PKI team must provide users with the ability to read encrypted e-mail, in the event they no longer have the required private key (such as when a computer is replaced and the user's e-mail is moved to the new computer, but the S/MIME encryption private keys are not moved). To achieve this, the original private key material was escrowed by the Key Management server, so that later retrieval and restoration (key recovery) to the user’s local certificate store would enable the user to open the previously encrypted e-mail. However, after migration of these certificates, determining the owner of the certificates without attributes proved to be especially challenging. 

This is due to a combination of factors, including:

· Limited amount of information contained within v1 certificates (lack of an e-mail address)

· Use of numeric values within the LegacyExchangeDN attribute

· Formatting of the subject information within the issued certificates, specifically, the use of multiple common names
The use of Key Management Service for the issuance of certificates, as well as the migration process, provides little information within the CA database to reference the owner of the certificates. For example: 

· When a certificate is issued by Key Management Service, the certificate enrollment is performed on behalf of the user. The Requester Name field within the CA database reflects the name of the Key Management server, rather than the actual user for whom the certificate was issued. When keys archived within the Key Management Service database are imported into the CA database, if the certificate was initially issued by that CA, the existing database record is appended with the imported key material. If not, a new record is created within the CA database. When this occurs, the Requester Name field is then populated with the name of the person who is performing the import operation, rather than the name of the actual certificate owner. 

Because of this, querying the CA database to find certificates for a specific user is more difficult. The PKI team had to rely upon information contained within the certificate to identify the owner.

· As the migration progresses, there remains only the Key ID (also known as the Subject Key Identifier) associated with the private key material while each key is migrated out of the Key Management Service database and into the newly encrypted data file. This data is displayed only at the time of import into the CA database.

· As multiple users are selected for export, any association of the owner to a specific v1 certificate is lost and cannot be determined at the time of import. 

Combined Solution Steps for Problem 1 and Problem 2

To meet these challenges, the PKI team took steps to migrate and track certificates exported from Key Management Service into Certificate Services in Windows Server 2003, Enterprise Edition.

Microsoft IT was mandated to maintain an association for users who were required to keep records and documents received in encrypted e-mail. The PKI team identified which users within the company were required to retain encrypted e-mail and performed the migration for each of those users individually. This enabled the PKI team to capture all of the relevant Key IDs associated with each of those users during the migration process.

Each user was located on the Key Management server, and each user's set of certificates was individually exported. The encrypted export file was then imported into the CA database, one file at a time. The Certutil command was run on the CA using the following switches:

certutil –importkms –f <importfilename>

The output of this import function produced results similar to the example in Figure 6.
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Figure 6. Output of Certutil certificate CA import of Key Management Service material

The PKI team recorded these imports on a per-individual basis. These sessions were documented and instructions were provided to recovery personnel for future discovery should the need arise.

Some of the certificates exported were of a v1-type certificate. For some of these exports and imports, the Key ID association to an end user was lost. The PKI team accounted for this by locating the Key ID association and documenting this by taking the results of the output and incorporating that in the documentation. During an import, a line-by-line representation of the Key IDs being imported was displayed. For those who encountered a v1 certificate, the problem Key ID was always followed by two error codes. The PKI team took steps to identify which Key IDs generated this error condition, isolated those that were not immediately found, and then traced these keys to the certificate in the database. This was done by observing the most recent certificate imported, uniquely identifying properties of other certificates that were successfully imported, and cross-referencing them to the unmatched Key ID using the subject information of known owner-to-certificate relationships.

Figure 7 shows an example of a combination v1 and v3 certificate export from Key Management Service with both matched and unmatched certificates.
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Figure 7. Sample Key Management Service certificate export with both matched and unmatched certificates

Key and Certificate Recovery Operations in Key Management Service and Windows Server 2003 

By definition, Key Management Service acts as a registration authority to the authenticated clients for which it enrolls. Particular to Key Management Service is the association between the user object and these certificates. In a recovery operation, all previously enrolled encryption certificates and private keys would be made available to the user, such that no further examination of which certificate was used to encrypt the message is required of the recovery staff.

Note: For more information about Key Management Service-based key recoveries, refer to "Managing Certificates and Keys" at http://www.microsoft.com/technet/prodtechnol/
exchange/55/maintain/advan.mspx#EDAA.

This is not necessarily the case with recovery of Windows Server 2003-issued certificates. Although the PKI team provided the ability to recover all previously issued certificates, providing users with access to all past-issued encryption certificates is not practical in all cases, particularly with storage space constraints on the smart card-issued certificates. Therefore, Microsoft IT’s strategy is to recover expired certificates, and make those available to the users in their local software store. The PKI team employed the use of the Certification Authority Key Recovery tool available in the Windows Server 2003 Resource Kit. With this tool, bulk recoveries can also be performed, similar to efforts made with Key Management Service. 

Note: The Certification Authority Key Recovery tool is available for download as one of the Windows Server 2003 Resource Kit Tools at http://www.microsoft.com/downloads/
details.aspx?FamilyID=9d467a69-57ff-4ae7-96ee-b18c4790cffd&DisplayLang=en. 

Certificate data fields available for use in the Certification Authority Key Recovery tool are:

· Common Name

· Requester Name

· User Principal Name

· Certificate Hash

· Certificate Serial Number

As previously discussed, the common name (Issued to field) in Key Management Service-issued certificates was populated with a random, unique number, and requester name with the domain and server name. This makes recovery of Key Management Service-issued certificates, both v1 and v3, difficult. In an effort to further isolate which certificate was used in an encryption operation, the PKI team had to determine the certificate serial number used on the encrypted message.

Using P7M Files to Deduce Certificate Serial Numbers

If a user required recovery of an expired certificate, and the user had been through multiple enrollments over time, the following process was identified to facilitate recovery of the certificates and keys needed for e-mail decryption.

The user was instructed to access the mailbox by means of Microsoft Office Outlook® Web Access and save the encrypted message as a .p7m attachment. The user would then provide this file to the PKI team recovery personnel. The PKI team would take the .p7m file and use Certutil to determine the serial numbers of the certificates used to encrypt the message. For example, running:

certutil <filename.p7m>

at the command prompt would result in output similar to the following example:

Recipient Info[0]:

 Serial Number: 62b93f5301090000fea4

 Issuer: CN=Microsoft Personnel E-Mail CA 1

With this serial number, the PKI team could then identify the appropriate key and certificate when initiating recovery using the Certification Authority Key Recovery tool. Also note that there may be several serial numbers for which the message may have been encrypted. It is the administrator's responsibility to determine which is the correct serial number.

Problem 3: Key Management Service-Generated Certificates Are Used Before Windows Server 2003 CA-Generated Certificates

User objects within Active Directory have three potential attributes populated with S/MIME-specific certificates. These attributes can be UserSmimeCertificate, UserCert, or UserCertificate. In Table 1, the properties of the three attributes are defined. Microsoft Office Outlook 2003 has a built-in precedence for the order in which attributes are checked for S/MIME certificates.

Table 1. User Attributes, Certificates, and Order of Precedence Used by Outlook

	Attribute
	Contains
	Order of precedence used by Outlook

	UserSmimeCertificate 
	v1 or v3 S/MIME certificate and chain (.p7b)
	1

	UserCert
	Nortel v1 or Defense Messaging System certificates
	2

	UserCertificate
	v3 certificates
	3


When Microsoft IT piloted the migration from Key Management Service-issued certificates to Windows Server 2003, it was understood that the UserSmimeCertificate attribute was populated by previously enrolled Key Management Service certificates, and that Windows Server 2003 populated the UserCertificate attribute. While the Outlook clients were configured to use the certificates newly issued by the Windows Server 2003 CA, a user could construct a message and target one of these users with certificates populated in either of the attributes. In that case, Outlook checked for a valid certificate in the Key Management Service-generated UserSmimeCertificate attribute first. If one was identified, Outlook ignored any S/MIME-specific certificate in the newly populated UserCertificate attribute. This certificate conflict was an undesired result, because the intent was to promote the use of the new certificates as the certificate of choice in encryption operations. 

Solution Steps for Problem 3

To overcome this, the PKI team planned, as part of the migration process, the removal of certificates in the UserSmimeCertificate attribute. To further mitigate potential issues with this attribute, Microsoft IT prevented users, by means of policy, from electing the Publish to GAL option from within Outlook. This prevented any accidental publication of certificates into the UserSmimeCertificate attribute from any third-party provider or current, valid Key Management Service-issued certificates.

Note: Newly enrolled users still had the ability to decrypt previously encrypted e-mail on client computers that were domain-joined, and where the user performed an autoenrollment. Part of the autoenrollment code provides for archiving current, valid certificates targeted by the superseding function in Windows Server 2003 Certificate Services template configuration. For more information, refer to the article "Certificate Autoenrollment in Windows Server 2003" at http://www.microsoft.com/technet/prodtechnol/windowsserver2003/technologies/security/
autoenro.mspx. 

Certificate Migration Strategy

Due to product limitations in Key Management Service, Microsoft IT recognized that the certificates in use throughout the organization had key material residing in the user's local certificate store. The PKI team wanted to provide for stronger key protection in the S/MIME certificates issued. Microsoft IT sought to implement a new Microsoft cryptographic service provider (CSP) and rely on the existing deployment of end-user smart cards for secure storage of this key material. At the time that migration of Key Management Service-issued certificates was being considered, the Microsoft CSP was still relatively immature, and lacked the ability to maintain more than one certificate on the smart card. Microsoft IT then began working with the Microsoft security products development group to better understand what these limitations were and moved to extend the CSP functionality to permit multiple keys and certificates on the smart card. Microsoft IT had strict requirements for the development of this CSP for its internal use, including that the CSP would permit only a one-time export of the private key material for the purposes of key escrow. Man-in-the-middle attacks against this attack vector were mitigated by ensuring that the key material was encrypted using the CA Exchange certificate on the CA. 

The PKI team worked with several other groups inside Microsoft IT who are responsible for various technologies and services, including the Messaging, Internal Communications, and Active Directory groups. The PKI team coordinated with the various groups, developing a staging mechanism through which its users would be enrolled. The PKI team chose to enroll its users in phases. Phase 1 began with a limited pilot group in three different forests. Phase 2 continued with users previously enrolled by means of Key Management Service. Phase 3 was announced to the remainder of Microsoft through administrative assistants, various internal newsletters, and company-wide communications, with the ability for users to opt-in to enroll for S/MIME-specific certificates. This opt-in approach was supported by having interested members join their Active Directory account to a security group. This security group had autoenrollment permissions on the S/MIME specific templates.

Prior to enrollment, however, the PKI team effectively shut down the ability for its users to request certificates through Key Management Service by removing the two Key Management Service-related templates in operation at that time. These templates were:

· Exchange User

· Exchange UserSignature

In conjunction with this, the PKI team configured the replacement templates containing two important properties—one addressed the previously issued certificates by superseding them, and the other ensured that only the Microsoft IT-approved CSP could be used in the generation of key material for use in S/MIME, as shown in Figure 8.

[image: image8.emf]
Figure 8. The Superseded Templates settings tab

The Superseded Templates setting permits PKI administrators some control over certificates previously issued by Key Management Service. End-user requirements included that the enrollment station be domain-joined, the user be logged on with domain credentials in the same context, and group policy be configured for autoenrollment. 

Note that the template referenced in Figure 7 is the encryption template. The Exchange User template is marked for superseding. The result of superseding templates is that previously enrolled certificates (on the same computer for which this new enrollment is being carried out) will have the archive bit raised on the certificate. This will effectively hide the certificate for use by either Outlook or manual selection by the user for creating newly encrypted e-mail. However, because the keys reside locally on the user's computer, any previously encrypted e-mail using that certificate will still be retrievable.

As shown in Figure 9, only the Microsoft Base Smart Card Crypto Provider is selected. This limits certificate requests to the appropriately configured clients.
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Figure 9. The list of available CSP clients

The requirements for each client computer were:

· Microsoft Windows XP

· Microsoft CSP version 3.0

· Approved smart card reader

The next two figures show how the PKI team prevented enrollment on multiple computers, publishing encryption certificates in Active Directory for encryption operations, key archival, key size, and desired enrollment behavior.

Enabling the Publish certificate in Active Directory attribute shown in Figure 10 permitted the PKI team to enable Microsoft users to encrypt e-mail messages to one another seamlessly. 
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Figure 10. Two important certificate settings that resolve erroneous reenrollments

Any client participating in Active Directory could query recipients intended for e-mail encryption to check for necessary certificates. This setting was enabled on both signature and encryption certificates, along with the Do not automatically reenroll if a duplicate certificate exists in Active Directory setting. As users moved from computer to computer, they would not be prompted to reenroll for additional certificates. Part of the autoenrollment code looks at the local computer and detects within the user’s personal certificate store whether the user has already enrolled for a certificate. Simply by moving to another computer, the user could be mistakenly enrolled for another certificate if these two settings were not enabled.

Note that on the Request Handling tab, as shown in Figure 11, the user’s encryption keys are archived and the user is prompted during enrollment.
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Figure 11. The Request Handling tab settings used

Conclusion

The following objectives were met in this migration:

· Keys and certificates for users requiring data retention were recorded at the time of the migration.

· Bulk migration of the remainder of the user's keys and certificates was used.

· Alternatives were found to assist in the recovery of v1 certificates and v3 certificates issued within the Key Management Service framework.

· The new CA templates were appropriately configured to back up the user's keys in the CA database, publish the certificate in Active Directory, and govern the enrollment experience for the users.

· The availability of correct certificates was managed in the user object in Active Directory.

· New certificates were issued by the Windows Server 2003 enterprise CA on the client system, and the previously enrolled Key Management Service certificates were archived.

Microsoft IT's PKI team met the challenges of the Key Management Service certificate migration scenario. The team continued to successfully support its user community by recovering encryption certificates as needed. Other enterprises may benefit from examining Microsoft IT's certificate migration strategy and tactics when planning for their own certificate migration.
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