[image: image277.jpg]e
Windows Server System




ISA Server 2004 Enterprise Edition Configuration Guide

ISA Server 2004 Enterprise Edition Configuration Guide


[image: image277.jpg]

[image: image1.jpg]Microsott*

Internet Security &
Acceleration Server2004




ISA Server 2004 Enterprise Edition Configuration Guide

Published: January 2005

For the latest information, see http://www.microsoft.com/isaserver/.
Executive Summary

The ISA Server 2004 Enterprise Edition Configuration Guide is a collection of documents that can help you deploy and configure Microsoft Internet Security and Acceleration (ISA) Server 2004 Enterprise Edition arrays in a number of different scenarios. Each document is self-standing and does not require you to read any other document in the collection to complete the solution discussed in any document in the collection. This approach enables you to bypass extraneous information and target your attention on the chapter providing information that applies to your specific interests and requirements.

There are eight chapters in the ISA Server 2004 Enterprise Edition Configuration Guide. The first five chapters discuss installation scenarios. The last three chapters focus on common ISA Server 2004 Enterprise Edition deployment scenarios, including configuring an ISA Server 2004 Enterprise Edition virtual private network (VPN) server array, publishing Microsoft Exchange Server services, and creating a site-to-site VPN using ISA Server 2004 Enterprise Edition VPN gateways at a main and branch office.

An example network is used to illustrate the procedures in each of the ISA Server 2004 Enterprise Edition Configuration Guide documents. Detailed information about the example network is included, and you can mirror this information on your own test network. Mirroring the sample network will enable you to replicate configuration settings discussed in each document and allow you to become familiar with ISA Server 2004 Enterprise Edition enterprise array installation and configuration before deploying the software in your production environment.
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Chapter 1
Installing the Array and Configuration Storage Server on Domain Members

Microsoft Internet Security and Acceleration (ISA) Server 2004 Enterprise Edition is a stateful packet and application-layer inspection firewall. Like ISA Server 2004 Standard Edition, the Enterprise Edition provides stateful packet inspection and stateful application-layer filtering for all connections made to and through the firewall. In addition to being a highly secure stateful firewall, ISA Server 2004 Enterprise Edition can be configured as a Web caching proxy server, remote access virtual private network (VPN) server, and a site-to-site VPN gateway.

ISA Server 2004 Enterprise Edition includes all the features and functionality found in ISA Server 2004 Standard Edition. In addition, ISA Server 2004 Enterprise Edition includes:

· Support for Web caching arrays using the Cache Array Routing Protocol (CARP). Web caching arrays significantly improve ISA Server Web proxy and caching performance by using the intelligent CARP algorithm. Web performance enhancements provided by CARP lead to increased end-user satisfaction and productivity.

· Integrated support for the Windows Network Load Balancing (NLB) service. NLB allows you to create and deploy an ISA Server array in a high availability network environment. NLB provides both failover and load balancing for all connections made through an ISA Server array. If one member of the array goes offline, remaining array members can take over for the downed server. The load balancing aspect of NLB increases array performance, because it prevents any single server in the array from being overwhelmed by connection requests.

· Array configuration stored in an Active Directory Application Mode (ADAM) database. Firewall policy for the array is stored in an ADAM database that can be placed on an array member, on a Configuration Storage server on the corporate network, or on a domain controller. Multiple Configuration Storage servers can be configured to provide fault tolerance for array configuration, and Configuration Storage servers can be placed at multiple locations, such as main and branch offices, to ensure that firewall configuration is always available to array members.

· An enhanced management console, ISA Server Management, that allows you to manage all arrays in the organization. From a single ISA Server Management console, you can manage hundreds of array member servers contained in dozens of arrays located at disparate locations situated around the globe. ISA Server Management allows you to configure firewall policy at a single location and update globally distributed array member servers automatically.

· Support for enterprise and array policy. You can create enterprise policies that are applied to multiple arrays. Enterprise policies allow you to create standardized firewall access policy and have it applied to globally distributed arrays. Array administrators can be allowed to customize array policy by creating firewall policies that apply only to a specific array and integrate array policy with enterprise policy. Combining enterprise and array firewall policies provides both the required level of centralized firewall control for an entire organization and enables array administrators to customize firewall policy to meet specific requirements of their particular enterprise array.

ISA Server provides centralized control over network security policy and high availability required by globally distributed enterprise environments.

In this ISA Server 2004 Enterprise Edition Configuration Guide document, the concepts and procedures required to install an ISA Server array on domain member computers and the Configuration Storage server on a domain controller in the same domain are discussed. This is a popular configuration because it exposes the full firewall and access control feature set provided by ISA Server.

The following issues are discussed in this ISA Server 2004 Enterprise Edition Configuration Guide:

· Installation options

· Network topology

· Installing the Configuration Storage server on a domain controller

· Creating and configuring a new enterprise policy

· Creating and configuring a new array and array policy

· Installing the first array member

· Installing the second array member

Installation Options

One of the first decisions you need to make before deploying an ISA Server 2004 Enterprise Edition array is where to place the Configuration Storage server. The Configuration Storage server is a computer hosting the Active Directory Application Mode (ADAM) database that stores the array’s firewall policies. A single Configuration Storage server can store firewall policy for multiple ISA Server arrays, and these arrays can be located anywhere in the organization.

ISA Server 2004 Enterprise Edition supports the following Configuration Storage server placement scenarios:

· The Configuration Storage server and array members are located in the same or in trusted domains. The Configuration Storage server is installed on a computer that is not an array member.

· The Configuration Storage server and array members are located in the same or in trusted domains. The Configuration Storage server is installed on an array member.

· The Configuration Storage server and array members are installed in a workgroup. The Configuration Storage server is installed on a computer that is not an array member.

· The Configuration Storage server and array members are installed in a workgroup. The Configuration Storage server is installed on an array member.

· The Configuration Storage server is installed on a domain member. The array members are installed in a workgroup.

The most straightforward installation scenario is when the Configuration Storage server and array members are all part of the same Active Directory domain, and the Configuration Storage server is installed on a computer that is not an array member. This ISA Server 2004 Enterprise Edition Configuration Guide will discuss this scenario. For information about how to configure ISA Server using one of the other scenarios in the preceding list, refer to ISA Server 2004 Enterprise Edition Help and supplemental documentation at www.microsoft.com/isaserver.
Network Topology

Figure 1.1 depicts the network topology and server placement used in this ISA Server 2004 Enterprise Edition Configuration Guide.

Figure 1.1: ISA Server 2004 Enterprise Edition example network topology
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Table 1.1 includes details about the configuration of each computer participating in the ISA Server 2004 Enterprise Edition Configuration Guide example network. Note that not all services or servers will be used in this guide.

Table 1.1: IP addressing and server configuration information for ISA Server 2004 Enterprise Edition sample network

	Setting
	Array-1
	Array-2
	Domain controller
	Exchange

	Dedicated IP address 
	Int: 10.0.0.1
Ext: 192.168.1.70
NLB: 222.222.222.1
	Int:10.0.0.3
Ext: 192.168.1.71
NLB: 222.222.222.2
	10.0.0.4
	10.0.0.2

	Virtual IP address 
	Int: 10.0.0.10
Ext: 192.168.1.72
	Int: 10.0.0.10
Ext: 192.168.1.72
	Not applicable
	Not applicable

	Subnet mask
	Int: 255.255.255.0
Ext: 255.255.255.0
	Int: 255.255.255.0
Ext: 255.255.255.0
	255.255.255.0
	255.255.255.0

	Default gateway
	Int: Not applicable
Ext:192.168.1.60
	Int: Not applicable
Ext: 192.168.1.60
	10.0.0.1 until NLB is configured for the array

10.0.0.10 after NLB is configured on the array
	10.0.0.1 until NLB is configured for the array

10.0.0.10 after NLB is configured on the array

	DNS server address
	Int: 10.0.0.4
Ext: Not applicable
	Int: 10.0.0.4
Ext: Not applicable
	10.0.0.4
	10.0.0.4

	WINS server address
	Int: 10.0.0.4
Ext: Not applicable
	Int: 10.0.0.4
Ext: Not applicable
	10.0.0.4
	10.0.0.4

	Operating system
	Microsoft Windows Server 2003 
	Windows Server 2003 
	Windows Server 2003 
	Windows Server 2003 

	Installed services
	ISA Server 2004 Enterprise Edition 
	ISA Server 2004 Enterprise Edition 
	Active Directory
Configuration Storage server
DNS
WINS
DHCP
IAS
CA
	Exchange Server 2003

	Role on network
	First member of ISA Server enterprise array
	Second member of ISA Server enterprise array
	Active Directory domain controller, Configuration Storage server, and host for network services supporting the ISA Server enterprise array
	Exchange Server 2003 to demonstrate Exchange Server remote access scenarios

	Domain member
	Yes
	Yes
	Yes
	Yes

	FQDN entered in DNS
	array-1.msfirewall.org
	array-2.msfirewall.org
	dc.msfirewall.org
	exchange.msfirewall.org


This ISA Server 2004 Enterprise Edition Configuration Guide assumes you have installed four servers and configured them based on the specifications in Table 1.1. Array members can be directly connected to the Internet, or placed behind a firewall or router that connects the network to the Internet. In this ISA Server 2004 Enterprise Edition Configuration Guide example network, the array members are located behind an ISA Server 2004 Standard Edition computer, and their default gateways are set as the internal adapter of the upstream ISA Server 2004 Standard Edition computer.

If you choose not to install the computers in the configuration provided in Table 1.1, you can still use this ISA Server 2004 Enterprise Edition Configuration Guide. Replace the names and IP addresses with the names and addresses in your environment. However, you must make the Configuration Storage server and array members part of the same Active Directory domain.

Installing the Configuration Storage Server on a Domain Controller

The first step is to install the Configuration Storage server. In the scenario covered in the ISA Server 2004 Enterprise Edition Configuration Guide document, you could make any domain member server a Configuration Storage server. This includes a domain controller in the same domain, or trusting domain. To reduce the number of computers required on the example network used in this guide, make the domain controller the Configuration Storage server.

All array members will communicate with the Configuration Storage server to update their configuration. In addition, you will install ISA Server Management on the Configuration Storage server. All management of the ISA Server array is performed in the firewall management console on this computer. Note that you can install ISA Server Management on any computer running Windows Server 2003 or Windows XP. It does not need to be installed on the Configuration Storage server.

After all computers in the example network are installed and configured, place the ISA Server 2004 Enterprise Edition CD-ROM into the domain controller (dc.msfirewall.org) and perform the following steps:

1. The autorun menu should appear automatically. If it does not, open Windows Explorer and double-click the ISAAutorun.exe file.

2. In the Microsoft ISA Server 2004 Setup dialog box, click the Install ISA Server 2004 link.

3. On the Welcome to the Installation Wizard for Microsoft ISA Server 2004 page, click Next.

4. On the License Agreement page, read the license agreement. Then select the I accept the terms in the license agreement option and click Next.

5. On the Customer Information page, enter your User Name, Organization, and Product Serial Number. Click Next.

6. On the Setup Scenarios page, select the Install Configuration Storage server option and click Next.
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7. On the Component Selection page, accept the default settings. The default settings will install the ISA Server Management console and the Configuration Storage server component. Click Next.
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8. On the Enterprise Installation Options page, select the Create a new ISA Server enterprise option and click Next.
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9. Read the information on the New Enterprise Warning page. This information explains that you should have only a single ISA Server enterprise defined in your organization. Click Next.
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10. On the Create New Enterprise page, enter a name for your ISA Server enterprise and a description of the enterprise in the Enterprise name and Description text boxes. Click Next.
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11. On the Enterprise Deployment Environment page, select the I am deploying in a single domain or in domains with trust relationships option. Click Next.

[image: image8.png]ard

15 Microsoft ISA Server 2004

Enterprise Deployment Environment

Are your 154 Server enterpriss computers deployed n a single domainor across trusted
domains?

@ Tai deployina i Snale demain o s domaing WER HUst relabnehips)
Select this option  all your [5A Server computers and Configuration Storage servers are.
in'the same domain or in domains with trust relaionships.

€ Tam deploying i  warkaroup or in domains without trust relationships

Select this option I your 15 Server computers and Configuration Storags servers reside in
‘awarkatoup or across domains that do not have trust relatonships, IF you select this
option, a server certficate must be nstalld on ths computer,

o]
—

(5 Tt b i o s, oty e Gt St i

<gack Nt > Cancel





12. On the Configuration Storage Server Service Account page, enter the user name and password of an account under which the Configuration Storage server service will run. This account will be granted permissions to log on as a service. Click Next.
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13. Click Install on the Ready to Install the Program page.

14. When the installation completes, select the Invoke ISA Server Management when the wizard closes option and click Finish.

Creating and Configuring a New Enterprise Policy

ISA Server 2004 Enterprise Edition supports enterprise firewall policies that can be applied to one or more arrays. Enterprise policies can be created once and then applied to one or more arrays with the goal of standardizing security policy throughout the organization. Enterprise policies can also be integrated with local array policies to provide array administrators a level of control over traffic moving through the ISA Server arrays they manage.

In this section, you will examine the procedures involved with creating and configuring an enterprise policy. The following issues and procedures are discussed in this section:

· Assign Enterprise Administrator and Enterprise Auditor roles. You can assign firewall enterprise administrator and firewall enterprise auditor permissions to users or groups. Enterprise Administrators have complete configuration control over computers in the enterprise, and Enterprise Auditors can audit any computer in the organization.

· Understand the Default Policy. ISA Server includes a default enterprise policy. The implications of this policy are discussed.

· Create a new enterprise network. ISA Server performs stateful packet and application-layer inspection on communications moving from one ISA Server network to another ISA Server network. You will create an ISA Server network at the enterprise level and use this for access control.

· Create an enterprise network rule. Network rules control the relationship between the source and destination network in a communication. You can choose either route or network address translation (NAT). You will create a NAT relationship between the enterprise network and the Internet.

· Create a new enterprise policy. Enterprise policies include access rules that can be overlaid on local array access rules to create an integrated firewall policy. This provides centralized security management, which is required for standardization and flexibility for the local array administrators to create access rules and publishing rules.

· Create an enterprise access rule. An All Open access rule allows access from all hosts to all sites using any protocol. After you create the new enterprise policy, you will populate it with an All Open outbound access rule.

Assign Enterprise Administrator and Enterprise Auditor Roles

Perform the following steps to assign roles:

1. In the scope pane of the ISA Server 2004 Enterprise Edition console, expand the Enterprise node, and then expand the Enterprise Policies node. Your console should now appear similar to that in the following figure.
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2. Right-click the Enterprise node in the scope pane of the ISA Server 2004 Enterprise Edition console and click Properties.

3. In the Enterprise-1 Properties dialog box, click the Assign Roles tab. On the Assign Roles tab, you can configure which users and groups are allowed access to the Configuration Storage server and which users and groups can monitor arrays.
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4. Click the Add button to display the Administration Delegation dialog box. You can add local or domain users or groups to either the ISA Server Enterprise Administrator or ISA Server Enterprise Auditor roles for the entire enterprise. Use the Browse button to locate the user or group, and then click the drop-down arrow in the Role list to assign the appropriate role to the user or group selected.
5. Click OK to save the changes. In the example used in the ISA Server 2004 Enterprise Edition Configuration Guide, you will not make any changes to the Administration Delegation configuration.
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Understand the Default Policy

In the scope pane of the ISA Server 2004 Enterprise Edition console, Default Policy is located under the Enterprise Policies node. You cannot change or delete this Default Policy. The purpose of this policy is to ensure that the ISA Server array is completely locked by default. Only traffic you explicitly allow through the array is allowed.

If you create no other enterprise policies, this default enterprise policy will be applied to all arrays you create. This policy will always be configured to place the Default rule included in the Default Policy at the end of the access rule list, with the enterprise Default rule placed after the array’s firewall policy.

The default enterprise policy ensures that the ISA Server array secures your organization by default.

Create a New Enterprise Network

Enterprise networks can be used in both enterprise and array-level access rules. In this ISA Server 2004 Enterprise Edition Configuration Guide document, you will create an enterprise network to demonstrate how enterprise networks are created in contrast to array-level networks.

Perform the following steps to create a new enterprise network:

1. In the ISA Server 2004 Enterprise Edition console, confirm that the Enterprise Policies node is expanded and click the Enterprise Networks node.
2. Click the Tasks tab in the task pane, and then click the Create a New Network link.
3. On the Welcome to the New Network Wizard page, enter a name for the new enterprise network in the Network name text box. In this example, name the new enterprise network Enterprise Internal. Click Next.

4. On the Network Addresses page, you specify all the addresses that are defined as internal for your organization, or a subset of addresses, depending on your enterprise-level requirements. Click the Add Range button to add addresses to your enterprise network.

5. In the IP Address Range Properties dialog box, enter the range of addresses you want to use for this enterprise network. In this example, enter a Start address of 10.0.0.0 and an End address of 10.0.0.255. Click OK.
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6. The new address range now appears in the list of Address ranges on the Network Addresses page. Click Next.
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7. Click Finish on the Completing the New Network Wizard page.

Create an Enterprise Network Rule

For traffic to move from one ISA Server network to another ISA Server network (a network configured on the ISA Server enterprise or array level), a network rule must be created defining the relationship between the source and destination network.

In this example, you will create a network address translation (NAT) relationship between the Enterprise Internal network you created and the Internet. This will allow the ISA Server array to use NAT with all connections between the hosts on the Enterprise Internal network and the Internet.

Perform the following steps to create the network rule:

1. In the scope pane of the ISA Server 2004 Enterprise Edition console, click the Enterprise Networks node. Click the Network Rules tab in the details pane.

2. Click the Tasks tab in the task pane. Click the Create a Network Rule link.

3. On the Welcome to the New Network Rule Wizard page, enter a name for the network rule in the Network rule name text box. In this example, name the network rule Enterprise Internal to External. Click Next.

4. On the Network Traffic Sources page, click the Add button.

5. In the Add Network Entities dialog box, click the Enterprise Networks folder and double-click the Enterprise Internal network. Click Close.
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6. Click Next on the Network Traffic Sources page.
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7. On the Network Traffic Destinations page, click the Add button.

8. In the Add Network Entities dialog box, click the Enterprise Networks folder and double-click the External network. Click Close.

9. Click Next on the Network Traffic Destinations page.
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10. On the Network Relationship page, select the Network Address Translation (NAT) option and click Next.

[image: image18.png]New Network Rule Wizard

Network Relationship
Speciy how alc i sent between the sovrce and destination network eniss.

& Network Address Translation (NAT)

154 Server hides computersinthe sources by replacing thei network IP addresses in
outgoing affc with s own external P addiess.

€ Roue

1S4 Server routes taffc between the sources and destinations (na network address
anslaton s used). Rout reltionships are bi-diectional.

<Back [[THes | Cancel





11. Click Finish on the Completing the New Network Rule Wizard page.

12. The new network rule appears in the list of enterprise network rules.
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Create a New Enterprise Policy

You can create enterprise policies and populate these enterprise polices with access rules, which can then be overlaid on array policies. Enterprise policies enable the enterprise administrator to centralize firewall access control throughout all firewall arrays in the organization. You will need to create a new enterprise policy before creating custom enterprise access rules that are used to control access with enterprise policy throughout your organization.

Perform the following steps to create a new enterprise policy:

1. In the ISA Server 2004 Enterprise Edition console, click the Enterprise Policies node in the scope pane, and then click the Tasks tab in the task pane. On the Tasks tab, click the Create New Enterprise Policy link.

2. On the Welcome to the New Enterprise Policy Wizard page, enter a name for the new enterprise policy in the Enterprise policy name text box. In this example, name the new enterprise policy Enterprise Policy 1. Click Next.

3. Click Finish on the Completing the New Enterprise Policy Wizard page.

The new enterprise policy now appears in the scope pane of the console. Click Enterprise Policy 1. There is a single rule included in the new enterprise policy, which is the Default rule. This default rule prevents all communications moving through the firewalls to which this enterprise policy applies. You will need to create an enterprise-level access rule to allow traffic through the ISA Server arrays based on enterprise policy.

Create an Enterprise Access Rule

You can now populate the enterprise policy with access rules. In this ISA Server 2004 Enterprise Edition Configuration Guide, you will create a simple All Open rule allowing outbound traffic from hosts on the Enterprise Internal network to the Internet. You use this All Open access rule as an example only. In a well-managed enterprise, enterprise firewall administrators create access rules that are consistent with the Principle of Least Privilege, where users are allowed access only to the resources they require to accomplish their work.
However, as a proof of concept, you will create an All Open rule to simplify the initial configuration of your enterprise policy. We recommend that you disable this rule and create more restrictive access rules after confirming that your enterprise-level access rule performs as expected.

Perform the following steps to create the All Open access rule in your Enterprise Policy 1 enterprise policy:

1. In the ISA Server 2004 Enterprise Edition console, click the Enterprise Policy 1 enterprise policy in the scope pane. Click the Tasks tab in the task pane, and then click the Create Enterprise Access Rule link.

2. On the Welcome to the New Access Rule Wizard page, enter a name for the access rule in the Access rule name text box. In this example, enter the name Enterprise All Open in the Access rule name text box. Click Next.

3. On the Rule Action page, select the Allow option and click Next.
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4. On the Protocols page, click the drop-down arrow on the This rule applies to list and click All outbound traffic. Click Next.
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5. On the Access Rule Sources page, click the Add button.

6. In the Add Network Entities dialog box, click the Enterprise Networks folder, and then double-click the Enterprise Internal network. Click Close.

7. Click Next on the Access Rule Sources page.

8. On the Access Rule Destinations page, click the Add button.

9. In the Add Network Entities dialog box, click the Enterprise Networks folder, and then double-click the External network. Click Close.

10. Click Next on the Access Rule Destinations page.

11. On the User Sets page, accept the default entry All Users and click Next.

12. Review your settings on the Completing the New Access Rule Wizard page and click Finish.

Creating and Configuring a New Array and Array Policy

Collections of ISA Server 2004 Enterprise Edition computers can be grouped into firewall arrays. A firewall array shares a common configuration and all computers within the array share a common firewall policy. ISA Server arrays can consist of two or more firewall devices. Arrays make it easy to configure multiple firewalls because a single firewall policy is applied to all array members.

The array concept may be confusing to ISA Server 2004 Standard Edition administrators who are not accustomed to configuring firewall policy for multiple computers using a unified management interface. Configuring array policy for an enterprise array is similar to configuring firewall policy for a single Standard Edition computer. The primary difference is that when configuring enterprise array policy, the same policy is applied to all computers in the array. In contrast, when you configure firewall policy on a Standard Edition computer, policy is applied only to a single computer.

Note that while firewall policy is automatically applied to all computers in an array, there are some configuration options that do not lend themselves to array-level configuration. The ISA Server 2004 Enterprise Edition management interface, ISA Server Management, will inform you when you encounter one of these per-server configuration options and allow you to make the appropriate per-server settings when required.

You must create your own arrays because there are no default arrays. In this section, you will perform the following array-related procedures:

· Create a new array. There are no default arrays, so you must create a new array to which you will apply firewall policy.

· Configure array properties. There are many characteristics that define an array. The first step after creating a new array is to define these array-specific characteristics, such as addresses used for intra-array communications.

· Create the intra-array network. Each array member in the sample network used in this ISA Server 2004 Enterprise Edition Configuration Guide has three network adapters. One network adapter is connected to the External network, another adapter is connected to the default Internal network, and the third adapter is connected to a network dedicated to intra-array communications. This intra-array communications network is required because you may later enable Network Load Balancing (NLB) for the array. A dedicated network adapter is required because ISA Server 2004 Enterprise Edition integrated NLB uses only unicast mode NLB.

· Configure the Remote Management Computers computer set. After creating the array, several network objects are included by default. One of these network objects is the Remote Management Computers computer set. You need to add the Configuration Storage server, on which you run ISA Server Management, to this computer set so that it can manage computers in the ISA Server array.

· Create an array access rule. You will create an HTTP-only access rule to demonstrate how to create an array-level rule, and then later demonstrate how enterprise and array policies interact.

Create a New Array

The first step is to create a new array. You can create one or more arrays in ISA Server Management from a single management computer. There is rarely a need to use Remote Desktop Protocol (RDP) on any array member computer to manage the firewall configuration on any array member. Perform the following steps to create the new enterprise array:

1. In the ISA Server 2004 Enterprise Edition console, click the Arrays node in the scope pane. Click the Tasks tab in the task pane and click the Create New Array link.

2. On the Welcome to the New Array Wizard page, enter a name for the new array in the Array name text box. In this example, name the array Main Array. Click Next.

3. On the Array DNS Name page, enter a Domain Name System (DNS) name for the array. The DNS name will be used by Firewall clients and Web Proxy clients when connecting to the ISA Server array. In this example, use the name mainarray.msfirewall.org. Note that this name must be manually entered into DNS. Create a Host (A) record with this name for each internal address in the array. For example, if there are two firewalls in the ISA Server array, create two DNS entries with this name representing the internal IP address of each firewall in the array. Click Next.
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4. On the Assign Enterprise Policy page, select the Enterprise Policy 1 entry from the Apply this enterprise policy to the new array list. Click Next.
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5. On the Array Policy Rule Types page, select the type of array firewall policy rules that an array administrator can create for the array. This option enables the enterprise administrator to limit the scope of rule types that an array administrator can create, and helps centralize control over network firewall security policy. In this example, select each of the check boxes for "Deny" access rules, "Allow access" rules, and Publishing rules (Deny and Allow). Click Next.
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6. Click Finish on the Completing the New Array Wizard page.

7. Click OK in the Create New Array dialog box when the array is successfully created.
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Configure Array Properties

The first step is to configure the general properties of the array. Perform the following steps to configure the array properties:

1. In the scope pane of the ISA Server 2004 Enterprise Edition console, expand the Arrays node, and then expand the Main Array node. Expand the Configuration node. With each of these nodes expanded, you can see all nodes and subnodes used to configure the array.
2. Click the Main Array node in the scope pane of the console, and then click the Tasks tab in the task pane. On the Tasks tab, click the Configure Array Properties link.
3. The first tab in the Main Array Properties dialog box is the General tab. There is nothing you need to configure on this tab.

4. Click the Policy Settings tab. On the Policy Settings tab, you can change the enterprise policy assigned to the array. You can also change the array firewall policy rule types that can be configured on this array. For this example, do not make any changes on this tab.
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5. Click the Configuration Storage tab. On the Configuration Storage tab, you can configure the name of the Configuration Storage server (enter the FQDN). This value is entered by default during installation of the Configuration Storage server. You can also configure an alternate Configuration Storage server in the Alternate Configuration Storage server (optional) text box. Configuring an alternate Configuration Storage server provides fault tolerance in the event that the default Configuration Storage server is not available. Array members check the Configuration Storage server for updated policy based on the setting in the Check the Configuration Storage server for updates every section. The default is every 15 seconds, but you can configure the update interval to be any value you like. For this example, do not make any changes on the Configuration Storage tab.
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6. On the Intra-Array Credentials tab, you configure the method for which credentials an array member should use when performing intra-array communications. Because all array members and the Configuration Storage servers are members of the same domain, the default setting is Authenticate using the computer account of the array member. If all computers were not members of the same or trusted Active Directory domain, you would use the Authenticate using this account (for workgroup configuration only) option. In this example, do not make any changes on the Intra-Array Credentials tab.
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7. Click the Assign Roles tab. You configure the users and groups that are allowed management roles for this array. Click the Add button on the Assign Roles tab. Use the Browse button to select a user or group to which you want to assign an array management role. Click the drop-down arrow for the Role list. You can assign users or groups to one of the following array roles: ISA Server Array Administrator, ISA Server Array Auditor, or ISA Server Array Monitoring Auditor. In this example, assign the MSFIREWALL\Domain Admins group the ISA Server Array Administrator role. Click OK.
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8. Click Apply, and then click OK in the Main Array dialog box.
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Create the Intra-Array Network

Each member in the array on the example network has a third network adapter installed that is dedicated to intra-array communications. This is required if you want to enable ISA Server integrated Network Load Balancing (NLB) within the array. ISA Server NLB uses only unicast mode NLB. To prevent issues related to unicast mode NLB, you need a network adapter dedicated to intra-array communications.

The ISA Server array members consider all addresses that are not part of a defined ISA Server network to be part of the External network. To prevent routing errors, you must create an ISA Server network definition for the intra-array network. Perform the following steps to create the network for the intra-array network:

1. In the ISA Server 2004 Enterprise Edition console, click the Networks node located under the Configuration node. Click the Networks tab in the details pane. Click the Tasks tab in the task pane and click the Create a New Network link.

2. On the Welcome to the New Network Wizard page, enter a name for the new network in the Network name text box. In this example, name the new network Intra-array Network. Click Next.

3. On the Network Type page, select the Perimeter Network option and click Next.
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4. On the Network Addresses page, you configure the addresses used on the NLB network. You can use the Add Range, Add Adapter, or Add Private buttons to add the address range defining the network. However, you will not be able to use the Add Adapter button in this example because there are no computers assigned to the array yet. Because there are no computers assigned to the array, the Configuration Storage server does not have information about the array member adapters. In this example, click the Add Range button.
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5. In the IP Address Range Properties dialog box, enter the first and last addresses in the range in the Start address and End address text boxes. In this example, enter a Start address of 222.222.222.0 and an End address of 222.222.222.255. Click OK.
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6. Click Next on the Network Addresses page.
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7. Click Finish on the Completing the New Network Wizard page.

Configure the Remote Management Computers Computer Set

To manage the enterprise array computers from a management computer running ISA Server Management, the management computer must be added to the Enterprise Remote Management Computers computer set. This computer set network object is created for you automatically. You only need to add the address or your management computer to the computer set. In this example, you will add the IP address of the Configuration Storage server to this computer set. Perform the following steps to add the Configuration Storage server to the Enterprise Remote Management Computers computer set:

1. In the ISA Server 2004 Enterprise Edition console, click the Enterprise Policy 1 node in the scope pane. In the task pane, click the Toolbox tab.
2. On the Toolbox tab, click the Network Objects tab. On the Network Objects tab, click the Computer Sets folder.
3. Double-click the Enterprise Remote Management Computers computer set.

4. In the Enterprise Remote Management Computer Properties dialog box, click the Add button, and then click the Computer menu item.
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5. In the New Computer Rule Element dialog box, enter a name for the management computer in the Name text box. In this example, name the entry Enterprise Management Station. In the Computer IP Address text box, enter the IP address of the management computer. In this example, the IP address of the management computer is 10.0.0.4, so enter that in the text box. Click OK.
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6. Click Apply, and then click OK in the Enterprise Remote Management Computers Properties dialog box.

Create an Array Access Rule

To demonstrate the interactions between enterprise policy and array policy access rules, you will create an access rule in the array policy allowing outbound access only to Hypertext Transfer Protocol (HTTP). To create the HTTP-only access rule, perform the following steps:

1. In the ISA Server 2004 Enterprise Edition console, expand the Arrays node, and then expand the Main Array node if these nodes are not already expanded. Click the Firewall Policy (Main Array) node in the scope pane of the console.
2. Click the Tasks tab in the task pane, and then click the Create Array Access Rule link.

3. On the Welcome to the New Access Rule Wizard page, enter a name for the access rule in the Access rule name text box. In this example, name the rule Array – HTTP only. Click Next.

4. On the Rule Action page, select the Allow option and click Next.

5. On the Protocols page, confirm that the Selected protocols option is selected in the This rule applies to list, and then click the Add button.

6. In the Add Protocols dialog box, click the Common Protocols folder. Double-click HTTP and click Close.
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7. Click Next on the Protocols page.
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8. On the Access Rule Sources page, click the Add button.

9. In the Add Network Entities dialog box, click the Enterprise Networks folder, and then double-click the Enterprise Internal network. Click Close.
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10. Click Next on the Access Rule Sources page.
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11. On the Access Rule Destinations page, click the Add button.
12. In the Add Network Entities dialog box, click the Networks folder, and then double-click the External network. Click Close.

13. Click Next on the Access Rule Destinations page.

14. On the User Sets page, accept the default entry All Users and click Next.

15. Click Finish on the Completing the New Access Rule Wizard page.

The array firewall policy should now look like what appears in the following figure.
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16. Click Apply to save the changes and update the firewall policy. Click OK in the Apply New Configuration dialog box.

Installing the First Array Member

The enterprise and array configuration are now in place on the Configuration Storage server. You can now install the ISA Server 2004 Enterprise Edition software on the first array member and enable the first array member to join the array that you have preconfigured.

In this section, you will perform the following procedures:

· Install the first array member. The ISA Server 2004 Enterprise Edition Setup Wizard makes it easy to install the first member of the ISA Server array.
· Configure the intra-array communications IP address. You may want to enable Network Load Balancing (NLB) on the internal and external adapters of the ISA Server array. To provide full NLB support, you will configure the array members to use a network adapter and IP address dedicated to intra-array communications.
Install the First Array Member

Perform the following steps to install the ISA Server software on the first member (array-1) of the array:

1. Insert the ISA Server 2004 Enterprise Edition CD-ROM into the first array member (array-1 in this example) and click the Install ISA Server 2004 link on the autorun menu. If the autorun menu does not appear, double-click the ISAAutorun.exe file on the root of the CD.

2. Click Next on the Welcome to the Installation Wizard for Microsoft ISA Server 2004 page.

3. On the License Agreement page, read the license agreement, and then select the I accept the terms in the license agreement option. Click Next.

4. On the Customer Information page, enter your User Name, Organization, and Product Serial Number. Click Next.

5. On the Setup Scenarios page, select the Install ISA Server services option. Click Next.
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6. On the Component Selection page, you can see that ISA Server, Advanced Logging and ISA Server Management will be installed by default. Accept these default settings and click Next.
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7. On the Locate Configuration Storage Server page, enter the fully qualified domain name (FQDN) of the Configuration Storage server in the Configuration Storage server (type the FQDN) text box. In this example, the FQDN of the Configuration Storage server is dc.msfirewall.org. Enter this value in the text box and click Next.

[image: image44.png]ard

15 Microsoft ISA Server 2004

Locate Configuration Storage Server

Specify the Configuretion Storage server and the credentials o connecting to
the server.

Configuration storage server (type the FQDN):

[pcmsrewallarg [ Browee.

Connection Credertials
& Connect using the credentisls of the logged on user

€ Connect using this account;

——
——

<gack Next > Cancel





8. On the Array Membership page, select the Join an existing array option and click Next.
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9. On the Join Existing Array page, click the Browse button.

10. On the Arrays to join page, select the array and click OK.

[image: image46.png]Anays tojoin

Please select an aray t oir:

Anay Name. Ay Desciption
Main Auray

o sl





11. Click Next on the Join Existing Array page.
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12. On the Configuration Storage Server Authentication Options page, select the Windows authentication option and click Next.
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13. On the Internal Network page, click the Add button.

14. In the Address dialog box, click the Add Adapter button.

15. In the Select Network Adapters dialog box, select the check box for the internal adapter of the first array member. Click OK.

[image: image49.png]lect Network Adapters

Network adapters:

Name
[Lan
O mwan
Omue

Network adapter detas

Name: Inte 21140 Based PCI Fast EEharnet Adapter (Generc) #2.
1P Ackresses: 10.0.0.1
Route Information

10.0.0.0-10.0.0.255 , 10.255.255.255 - 10.255.255.255

&

Cancel





16. Click OK in the Addresses dialog box.
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17. Click Next on the Internal Network page.
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18. Click Next on the Services Warning dialog box.

19. Click Install on the Ready to Install the Program page.

20. On the Installation Completed page, click the Finish button.

21. Click No on the Microsoft ISA Server dialog box asking if you want to restart the firewall. Do not restart the firewall until the intra-array address is configured, which you will do in the next section.

Configure the Intra-Array Communications IP Address

Array members need to communicate with one another using network adapters connected to the dedicated intra-array network you created earlier. By default, intra-array communications take place on the primary IP address bound on each member of the array. However, if you will later enable Network Load Balancing (NLB) on both the internal and external adapters of each firewall in the enterprise array, you need to force array members to communicate using the IP addresses bound to the adapters connected to the NLB network.

Perform the following steps to force the first array member to use the intra-array adapter for intra-array communications (the second array member will automatically detect that it should use the adapter on the same network ID as the intra-array adapter on the first member of the array):

1. At the management computer in the ISA Server 2004 Enterprise Edition console, in the scope pane, expand the array name, and then expand the Configuration node. Click the Servers node.

2. In the details pane of the console, right-click the name for the first server in the array (array-1 in this example) and click Properties.

3. In the array-1 Properties dialog box, click the Communication tab. On the Communication tab, enter the IP address of the intra-array network adapter in the Use this IP address for communication between array members text box. In this example, the first array member uses the IP address 222.222.222.1, so enter that address in the text box.
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4. Click Apply, and then click OK in the array-1 Properties dialog box.

5. Click Apply to save the changes and update the firewall policy.

6. Click OK in the Apply New Configuration dialog box.

7. Restart the first array member firewall computer.

Installing the Second Array Member

You can now install the ISA Server 2004 Enterprise Edition software on the second array member. Perform the same procedure you did when you installed the first array member. During installation, you will notice that you are not asked for the definition of the array’s Internal network. You already defined the array’s Internal network when installing the first array member, so there is no reason to perform the procedure a second time.

Perform the following steps to install the second member of the ISA Server array:

1. Insert the ISA Server 2004 Enterprise Edition CD-ROM into the second array member (array-2 in this example) and click the Install ISA Server 2004 link on the autorun menu. If the autorun menu does not appear, double-click the ISAAutorun.exe file on the root of the CD.

2. Click Next on the Welcome to the Installation Wizard for Microsoft ISA Server 2004 page.

3. On the License Agreement page, read the license agreement and then select the I accept the terms in the license agreement option. Click Next.

4. On the Customer Information page, enter your User Name, Organization, and Product Serial Number. Click Next.

5. On the Setup Scenarios page, select the Install ISA Server services option. Click Next.
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6. On the Component Selection page, you can see that ISA Server, Advanced Logging and ISA Server Management will be installed by default. Accept these default settings and click Next.
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7. On the Locate Configuration Storage Server page, enter the fully qualified domain name (FQDN) of the Configuration Storage server in the Configuration Storage server (type the FQDN) text box. In this example, the FQDN of the Configuration Storage server is dc.msfirewall.org. Enter this value in the text box and click Next.
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8. On the Array Membership page, select the Join an existing array option and click Next.
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9. On the Join Existing Array page, click the Browse button.

10. On the Arrays to join page, select the array and click OK.
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11. Click Next on the Join Existing Array page.
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12. On the Configuration Storage Server Authentication Options page, select the Windows authentication option and click Next.
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13. Click Next on the Services Warning dialog box.

14. Click Install on the Ready to Install the Program page.

15. On the Installation Completed page, click the Finish button.

16. Click Yes on the Microsoft ISA Server dialog box asking if you want to restart the firewall.

When the second array member restarts, the array is ready for further configuration and Internet access through the ISA Server array.

Conclusion

In this ISA Server 2004 Enterprise Edition Configuration Guide document, you performed the procedures required to install an enterprise array on domain member computers and place the Configuration Storage server on a domain member. In the example provided in this document, the domain member on which the Configuration Storage server was installed was a domain controller.
Chapter 2
Installing a Configuration Storage Server on a Domain Controller and Array Members in a Workgroup

Microsoft Internet Security and Acceleration (ISA) Server 2004 Enterprise Edition is a stateful packet and application-layer inspection firewall. Like ISA Server 2004 Standard Edition, the ISA Server 2004 Enterprise Edition provides stateful packet inspection and stateful application-layer filtering for all connections made to, and through, the firewall. In addition to being a highly secure stateful firewall, ISA Server 2004 Enterprise Edition can be configured in a Web caching proxy array, remote access virtual private network (VPN) server, and a site-to-site VPN gateway.

ISA Server 2004 Enterprise Edition includes all the features and functionality found in ISA Server 2004 Standard Edition. In addition, ISA Server 2004 Enterprise Edition includes:

· Support for Web caching arrays using the Cache Array Routing Protocol (CARP). Web caching arrays significantly improve ISA Server Web proxy and caching performance by using the intelligent CARP algorithm. Web performance enhancements provided by CARP lead to increased end-user satisfaction and productivity.

· Integrated support for the Windows Network Load Balancing (NLB) service. NLB allows you to create and deploy an ISA Server array in a high availability network environment. NLB provides both failover and load balancing for all connections made through an ISA Server array. If one member of the array goes offline, remaining array members can take over for the downed server. The load balancing aspect of NLB increases array performance, because it prevents any single server in the array from being overwhelmed by connection requests.

· Array configuration stored in an Active Directory Application Mode (ADAM) database. Firewall policy for the array is stored in an ADAM database that can be placed on an array member, on a Configuration Storage server on the corporate network, or on a domain controller. Multiple Configuration Storage servers can be configured to provide fault tolerance for array configuration, and Configuration Storage servers can be placed at multiple locations, such as main and branch offices, to ensure that firewall configuration is always available to array members.

· An enhanced management console, ISA Server Management, that allows you to manage all arrays in the organization. From a single ISA Server Management console, you can manage hundreds of array member servers contained in dozens of arrays located at disparate locations situated around the globe. ISA Server Management allows you to configure firewall policy at a single location and update globally distributed array member servers automatically.

· Support for enterprise and array policy. You can create enterprise policies that are applied to multiple arrays. Enterprise policies allow you to create standardized firewall access policy and have it applied to globally distributed arrays. Array administrators can be allowed to customize array policy by creating firewall policies that apply only to a specific array and integrate array policy with enterprise policy. Combining enterprise and array firewall policies provides both the required level of centralized firewall control for an entire organization and enables array administrators to customize firewall policy to meet specific requirements of their particular enterprise array.

ISA Server provides centralized control over network security policy and high availability required by globally distributed enterprise environments.

In this ISA Server 2004 Enterprise Edition Configuration Guide document, the procedures required to install an enterprise array in a workgroup configuration and then install the Configuration Storage server on a domain controller on the corporate network are discussed. Many organizations may prefer to install the ISA Server array in a workgroup instead of on domain member servers. Although you can install the ISA Server enterprise array in a workgroup configuration, there are some disadvantages to this configuration, compared to installing the array on domain members.

Note
For more information about features and capabilities of ISA Server 2004 Enterprise Edition in a workgroup configuration, see the document ISA Server 2004 Enterprise Edition in a Workgroup at www.microsoft.com/isaserver.
The following issues and procedures are discussed in this ISA Server 2004 Enterprise Edition Configuration Guide document:

· Installation options. There are several options available on how to install the Configuration Storage server and the array members. In this section, these options are discussed.
· Network topology. In this ISA Server 2004 Enterprise Edition Configuration Guide, a sample network configuration is used that you can replicate to test the principles and procedures discussed. After you demonstrate on your test network that these procedures work as intended, you can apply the same principles and procedures on your production network.
· Requesting a computer certificate for the domain controller for Configuration Storage server to array authentication. In the ISA Server 2004 Enterprise Edition Configuration Guide document, the array firewalls are installed in a workgroup, and the Configuration Storage server is installed on a domain controller. The reasons to obtain a computer certificate for the domain controller are discussed, and then you will obtain that computer certificate.

· Copying the domain controller’s computer certificate with its private key to a file. After the Configuration Storage server obtains a computer certificate, you will copy this certificate to a file so that you can later import this certificate into the Configuration Storage server service’s certificate store.
· Installing CA certificates in each array member’s Trusted Root Certification Authorities computer certificate store. The array members must trust the certificate that the Configuration Storage server uses to authenticate itself. For this computer certificate authentication to take place, the array firewalls must have the certification authority (CA) certificate of the CA that issued the computer certificate to the Configuration Storage server in their own Trusted Root Certification Authorities computer certificate store. You will install the CA certificate into each firewall array member’s computer certificate stores.
· Creating DNS entries for each array member. Name resolution is critically important in all ISA Server installations. You will create Domain Name System (DNS) entries for each firewall array member computer and for the name used on the Configuration Storage server certificate.
· Installing the Configuration Storage server on the domain controller. You will install the Configuration Storage server software onto the domain controller located on the sample network.
· Creating and configuring a new enterprise policy and enterprise network objects. After installing the Configuration Storage server, you will create an enterprise policy and configure the enterprise policy. Enterprise policies can be applied to any firewall array in the organization.
· Creating and configuring a new array. You will create a new array and configure array properties. Firewalls are installed in groups, known as arrays. There are several array properties that must be configured when creating the array. Each array firewall has three network adapters installed. Three adapters are required to fully support ISA Server 2004 Enterprise Edition integrated Network Load Balancing (NLB). The array must have a definition of the intra-array communications network to prevent routing errors. You will define the intra-array network within the array. You will also configure the Remote Management Computers computer set, create an array access rule, and move the enterprise access rule below the array access rule.
· Installing the first array member. You will install the ISA Server 2004 Enterprise Edition software onto the first member of the enterprise array. You will also set the intra-array communications address, set the remote communications address, and configure the intra-array authentication user account.
· Installing the second array member. You will install the second member of the enterprise array.

Installation Options

One of the first decisions you need to make before deploying an ISA Server 2004 Enterprise Edition array is where to place the Configuration Storage server. The Configuration Storage server is a computer hosting the Active Directory Application Mode (ADAM) database that stores the enterprise array’s firewall policies. A single Configuration Storage server can store firewall policy for multiple ISA Server arrays, and these arrays can be located anywhere in the organization.

ISA Server supports the following Configuration Storage server placement scenarios:

· The Configuration Storage server and array members are located in the same or in trusted domains. The Configuration Storage server is installed on a computer that is not an array member.

· The Configuration Storage server and array members are located in the same or in trusted domains. The Configuration Storage server is installed on an array member.

· The Configuration Storage server and array members are installed in a workgroup. The Configuration Storage server is installed on a computer that is not an array member.

· The Configuration Storage server and array members are installed in a workgroup. The Configuration Storage server is installed on an array member.

· The Configuration Storage server is installed on a domain member. The array members are installed in a workgroup.

In this document, the last option, where the Configuration Storage server is installed on a domain member and the array firewalls are installed in a workgroup is discussed. The Configuration Storage server can be installed on a domain member server, or on a domain controller. One of the advantages of putting the Configuration Storage server on a domain controller is that you can mirror your Active Directory replication topology by putting a Configuration Storage server on each of your domain controllers.

Network Topology

Figure 2.1 depicts the network topology and server placement used in this ISA Server 2004 Enterprise Edition Configuration Guide document.

Figure 2.1: ISA Server 2004 Enterprise Edition example network topology
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Table 2.1 includes details about the configuration of each computer participating in the ISA Server 2004 Enterprise Edition Configuration Guide example network. Note that not all services or servers will be used in this guide and not all services (such as NLB and CARP) will be enabled. For information about enabling NLB and CARP, refer to the ISA Server 2004 Enterprise Edition Quick Start Guide.

Table 2.1: IP addressing and server configuration information for ISA Server 2004 Enterprise Edition sample network

	Setting
	Array-1
	Array-2
	Domain controller
	Exchange

	Dedicated IP address 
	Int: 10.0.0.1
Ext: 192.168.1.70
NLB: 222.222.222.1
	Int:10.0.0.3
Ext: 192.168.1.71
NLB: 222.222.222.2
	10.0.0.4
	10.0.0.2

	Virtual IP address 
	Int: 10.0.0.10
Ext: 192.168.1.72
	Int: 10.0.0.10
Ext: 192.168.1.72
	Not applicable
	Not applicable

	Subnet mask
	Int: 255.255.255.0
Ext: 255.255.255.0
	Int: 255.255.255.0
Ext: 255.255.255.0
	255.255.255.0
	255.255.255.0

	Default gateway
	Int: Not applicable
Ext:192.168.1.60
	Int: Not applicable
Ext: 192.168.1.60
	10.0.0.1 until NLB is configured for the array

10.0.0.10 after NLB is configured on the array
	10.0.0.1 until NLB is configured for the array

10.0.0.10 after NLB is configured on the array

	DNS server address
	Int: 10.0.0.4
Ext: Not applicable
	Int: 10.0.0.4
Ext: Not applicable
	10.0.0.4
	10.0.0.4

	WINS server address
	Int: 10.0.0.4
Ext: Not applicable
	Int: 10.0.0.4
Ext: Not applicable
	10.0.0.4
	10.0.0.4

	Operating system
	Microsoft Windows Server 2003 
	Windows Server 2003 
	Windows Server 2003 
	Windows Server 2003 

	Installed services
	ISA Server 2004 Enterprise Edition 
	ISA Server 2004 Enterprise Edition 
	Active Directory
Configuration Storage server
DNS
WINS
DHCP
IAS
Enterprise CA with Web enrollment site
	Exchange Server 2003

	Role on network
	First member of ISA Server enterprise array
	Second member of ISA Server enterprise array
	Active Directory domain controller, Configuration Storage server and host for network services supporting the ISA Server enterprise array
	Exchange Server 2003 to demonstrate Exchange Server remote access scenarios

	Domain member
	No
	No
	Yes
	Yes

	FQDN entered in domain DNS
	array-1.msfirewall.org
	array-2.msfirewall.org
	dc.msfirewall.org
storage.msfirewall.org
(name used to identify the Configuration Storage server)
	exchange.msfirewall.org


This ISA Server 2004 Configuration Guide document assumes you have installed four servers and configured them based on the specifications in Table 2.1. Array members can be directly connected to the Internet, or placed behind a firewall or router that connects the network to the Internet. In this ISA Server 2004 Enterprise Edition Configuration Guide example network, the array members are located behind an ISA Server 2004 Standard Edition computer and their default gateways are set as the internal adapter of the upstream ISA Server 2004 Standard Edition computer.

If you choose not to install the computers in the configuration provided in Table 2.1, you can still use this ISA Server 2004 Enterprise Edition Configuration Guide. Replace the names and IP addresses with the names and addresses in your environment. However, you must make sure that the array members are installed in a workgroup and are not members of the Active Directory domain on the Internal network.

Requesting a Computer Certificate for the Domain Controller for Configuration Storage Server to Array Authentication

Firewall array members that are not members of an Active Directory domain must be able to authenticate the Configuration Storage server using a method other than Windows authentication. ISA Server 2004 Enterprise Edition uses server certificate authentication to authenticate the Configuration Storage server to the firewall array members. The first step it to issue a server certificate for the domain controller that will be a Configuration Storage server to the firewall array members.

On the example network, the domain controller is also configured as an enterprise certification authority (CA). The domain controller already has two server certificates installed on its computer certificate store because of its role as domain controller and enterprise CA. However, these certificates cannot be used, because either the private key cannot be exported, or the name on the certificate cannot be used by the clients to authenticate the Configuration Storage server.

There are two methods you can use to issue the domain controller a certificate for Configuration Storage server authentication: the Certificates stand-alone Microsoft Management Console (MMC) snap-in or the Internet Information Services (IIS) Web Site Certificate Wizard. The IIS Web Site Certificate Wizard is available on the domain controller because the Web enrollment site was included when installing the enterprise CA.

You will request a Web site certificate (which is a server certificate) that will have the common name (CN) storage.msfirewall.org. You will later enter this name into DNS so that the array firewalls will be able to locate the Configuration Storage server using this name.

In this example, you will use the IIS Web Site Certificate Wizard. Perform the following steps to request the server certificate for the Configuration Storage server:

1. At the domain controller (dc.msfirewall.org), click Start, point to All Programs and point to Administrative Tools. Click Internet Information Services (IIS) Manager.

2. In the Internet Information Services (IIS) Manager console, expand the computer name, and then expand the Web Sites node. Right-click the Default Web Site node and click Properties.

3. On the Default Web Site Properties dialog box, click the Directory Security tab. On the Directory Security tab, click the Server Certificate button.

4. Click Next on the Welcome to the Web Server Certificate Wizard page.

5. On the Server Certificate page, select the Create a new certificate option and click Next.

6. On the Delayed or Immediate Request page, select the Send the request immediately to an online certification authority option. Click Next.

7. On the Name and Security Settings page, accept the default settings and click Next.

8. On the Organization Information page, enter your Organization and Organizational unit information and click Next.

9. On the Your Site’s Common Name page, enter storage.msfirewall.org in the Common name text box. This is a critical setting, because this name must match the name you use when configuring the enterprise array and array member firewalls. Click Next.
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10. On the Geographical Information page, select your Country/Region, and enter your State/province and City/locality. Click Next.

11. On the SSL Port page, accept the default value and click Next.

12. On the Choose a Certification Authority page, the name of the enterprise CA appears in the Certification authorities list. Accept the default entry and click Next.

13. Review your settings on the Certificate Request Submission page and click Next.

14. Click Finish on the Completing the Web Server Certificate Wizard page.

15. Leave the Default Web Site Properties dialog box open because you will continue with it in the next section.

Copying the Domain Controller’s Computer Certificate with its Private Key to a File

The domain controller has been issued a server certificate with the common name storage.msfirewall.org. The next step is to copy this server certificate to a file so that you can later import the certificate into the Configuration Storage server service’s certificate store. Perform the following steps to export the storage.msfirewall.org server certificate to a file that includes the certificate’s private key:

1. On the Directory Security tab in the Default Web Site Properties dialog box, click the View Certificate button.
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2. In the Certificate dialog box, click the Details tab.

3. On the Details tab, click the Copy to File button.

4. Click Next on the Welcome to the Certificate Export Wizard page.

5. On the Export Private Key page, select the Yes, export the private key option and click Next.
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6. On the Export File Format page, clear the Enable strong protection check box. None of the check boxes should be selected. Click Next.
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7. On the Password page, leave the Password and Confirm password text boxes blank. Click Next.
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8. On the File to Export page, enter a path and file name for the certificate file. In this example, enter c:\storagecert. Click Next.
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9. Click Finish on the Completing the Certificate Export Wizard page.

10. Click OK in the Certificate Export Wizard dialog box informing you that the export was successful.

11. Click OK in the Certificate dialog box.

12. Click OK in the Default Web Site Properties dialog box.

13. Close the Internet Information Services (IIS) Manager console.

Installing CA Certificates in Each Array Member’s Trusted Root Certification Authorities Computer Certificate Store

For the firewalls in the enterprise array to trust the server certificate installed on the Configuration Storage server for authentication, the certification authority (CA) certificate of the enterprise CA must be installed on each array member. You can use the enterprise CA’s Web enrollment site to obtain the CA certificate. Perform the following steps on each of the computers that will participate in the enterprise array (array-1 and array-2 on your sample network):

1. Open Internet Explorer, and then enter http://10.0.0.4/certsrv (where 10.0.0.4 is the IP address of the enterprise CA) in the Address bar and press ENTER.

2. Enter a valid user name and password in the Connect to dialog box and click OK.

3. Click Add in the Internet Explorer dialog box to add the site to the list of trusted sites.

4. Click Add in the Trusted Sites dialog box to add the site to the list of trusted sites. Click Close.

5. On the Welcome page of the Web enrollment site, click the Download a CA certificate, certificate chain, or CRL link at the bottom of the page.

6. On the Download a CA Certificate, Certificate Chain, or CRL page, click the Download CA certificate link.

7. Click Save in the File Download dialog box.

8. Click Save in the Save As dialog box to save the CA certificate to the desktop.

9. Click Close in the Download Complete dialog box.

Now you need to import the CA certificate into the array member’s Trusted Root Certification Authorities certificate store:

1. Click Start, and then click the Run command. In the Run dialog box, enter mmc in the Open text box and click OK.

2. Click the File menu in Console 1 and then click the Add/Remove Snap-in command.

3. Click Add in the Add/Remove Snap-in dialog box.

4. Select the Certificates snap-in from the Snap-in list in the Add Standalone Snap-in dialog box. Click Add.

5. On the Certificates snap-in page, select the Computer account option and click Next.

6. On the Select Computer page, select the Local computer option and click Finish.

7. Click Close in the Add Standalone Snap-in dialog box.

8. Click OK in the Add/Remove Snap-in dialog box.

9. In the left pane of the console, expand the Certificates (Local Computer) node, and then expand the Trusted Root Certification Authorities node.

10. Right-click the Trusted Root Certification Authorities\Certificates node, point to All Tasks, and click Import.

11. Click Next on the Welcome to the Certificate Import Wizard page.

12. On the File to Import page, click the Browse button to locate the CA certificate you downloaded from the Web enrollment site. When the certnew.cer file appears in the File name text box, click Next.

13. On the Certificate Store page, accept the default settings and click Next.

14. Click Finish on the Completing the Certificate Import Wizard page.

15. Click OK in the Certificate Import Wizard dialog box informing you that the import was successful.

Repeat the procedure on the second member of the array (array-2) so that the CA certificate of the enterprise CA is placed in the second array member’s Trusted Root Certification Authorities computer certificate store.

Creating DNS Entries for Each Array Member

There must be Domain Name System (DNS) entries for all computers participating in the ISA Server 2004 Enterprise Edition network. All domain controllers and member servers require an entry in your Internal network DNS. In addition, the enterprise firewall array members, even though not part of your Active Directory domain, require DNS entries. Also, a DNS entry should be created for the array name.

To summarize, you should create DNS Host (A) records for the following resources on your corporate DNS servers:

· Active Directory domain members. These records should be created by default if you are using DNS dynamic update protocol and Active Directory integrated DNS.

· Servers in the ISA Server enterprise array.

· The name of the array.

· The name of the Configuration Storage server based on the common name on the Configuration Storage server service certificate.

Perform the following steps on the domain controller on the sample network that hosts the network DNS services to add the array member and array name DNS entries:

1. At the domain controller (dc.msfirewall.org), click Start and point to Administrative Tools. Click DNS.

2. In the DNS Management console, expand the server name, and then expand the Forward Loop Zones node. Right-click the msfirewall.org zone, and click New Host (A).

3. In the New Host dialog box, enter array-1 in the Name (uses parent domain name if blank) text box. Enter 10.0.0.1 in the IP address text box. Click Add Host. Click OK in the DNS dialog box informing you the record was created.

4. Enter array-2 in the New Host dialog box. Enter 10.0.0.3 in the IP address text box. Click Add Host. Click OK in the DNS dialog box informing you the record was created successfully.

5. The array name will be Main Array. We will create a Host (A) record for the array name. Firewall clients and Web Proxy clients will be able to use this name to connect to the enterprise firewall array. Enter mainarray in the Name (uses parent domain name if blank) text box and enter the virtual IP address that will be assigned to the array in the IP address text box. In this example, you will enter 10.0.0.10, which will be the virtual IP address you will create on this array. Click Add Host.
6. In the New Host dialog box, enter storage in the Name (uses parent domain name if blank) text box. This is the name of the Configuration Storage server as identified on the server certificate bound to the domain controller. Enter 10.0.0.4 in the IP address text box. Click Add Host. Click OK in the DNS dialog box.

7. Click Done in the New Host dialog box.

The following figure shows the entries that should appear in the msfirewall.org DNS database.
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Installing the Configuration Storage Server on the Domain Controller

Now you are ready to install the Configuration Storage server on the domain controller. Perform the following steps to install the Configuration Storage server on the domain controller, dc.msfirewall.org:

1. Place the ISA Server 2004 Enterprise Edition CD-ROM into the domain controller and wait for the autorun menu to appear. If the autorun menu does not appear, open Windows Explorer and double-click the ISAAutorun.exe file in the root directory of the CD.

2. In the autorun menu, click the Install ISA Server 2004 link.

3. Click Next on the Welcome to the Installation Wizard for Microsoft ISA Server 2004 page.

4. On the License Agreement page, select the I accept the terms in the license agreement option and click Next.

5. On the Customer Information page, enter your User Name, Organization, and Product Serial Number and click Next.

6. On the Setup Scenarios page, select the Install Configuration Storage server option and click Next.

[image: image68.png]ard

15 Microsoft ISA Server 2004

Setup Scenarios

Select the scenaria that best describes this instaltian.

€ Install 15A Server services
The computer il b an I5A Server array member running ISA Server services.

 fnstall Confiauration Storage server
The camputer il store the canfiguration used by ISA Server arrays. I5A Server artay

camputers wil cannect to s server ta retrieve the configuration
€ Install both IS Server services and Configuration Storage server

The computer il be an I5A Server array member and used to store the enterprise
configuration.

€ Install 15A Server Management.
The computer il be used to remotely manage the 154 Server enterprise

<gack Nt > Cancel





7. On the Component Selection page, accept the default settings and click Next.
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8. On the Enterprise Installation Options page, select the Create a new ISA Server enterprise option and click Next.
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9. Click Next on the New Enterprise Warning page.

10. On the Create New Enterprise page, enter an Enterprise name and Description for the new ISA Server enterprise. Click Next.

11. On the Enterprise Deployment Environment page, select the I am deploying in a workgroup or in domains without trust relationships option. Click the Browse button and locate the storagecert.pfx certificate file on the root of the C: drive where you saved it earlier. You do not need to enter a password because you did not assign the file a password when exporting the certificate. Click Next.
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12. On the Configuration Storage Server Service Account page, enter a User name and Password for the account under which the Configuration Storage server will run. This account will be given permissions to log on as a service. Note that if the account does not belong to the Domain Admins group, you must perform additional steps after you complete the installation. If you do not perform these additional steps, Windows authentication with array members will not function properly. In this example, use the domain administrator account. Click Next.
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13. Click Install on the Ready to Install the Program page.

14. On the Installation Wizard Completed page, select the Invoke ISA Server Management when the wizard closes check box. Click Finish.

Creating and Configuring a New Enterprise Policy and Enterprise Network Objects

ISA Server 2004 Enterprise Edition supports enterprise firewall policies that can be applied to one or more arrays. Enterprise policies can be created once and then applied to one or more arrays with the goal of standardizing security policy throughout the organization. Enterprise policies can also be integrated with local array policies to provide array administrators a level of control over traffic moving through ISA Server arrays they manage.

In this section, you will examine the procedures involved with creating and configuring an enterprise policy. The following issues and procedures are discussed in this section:

· Assign Enterprise Administrator and Enterprise Auditor roles. You can assign firewall enterprise administrator and firewall enterprise auditor permissions to users or groups. Enterprise Administrators have complete configuration control over computers in the enterprise, and Enterprise Auditors can audit any computer in the organization.

· Understand the Default Policy. ISA Server includes a default enterprise policy. The implications of this policy are discussed.

· Create a new enterprise network. ISA Server performs stateful packet and application-layer inspection on communications moving from one ISA Server network to another ISA Server network. You will create an ISA Server network at the enterprise level and use this for access control.

· Create an enterprise network rule. Network rules control the relationship between the source and destination network in a communication. You can choose either route or network address translation (NAT). You will create a NAT relationship between the enterprise network and the Internet.

· Create a new enterprise policy. Enterprise policies include access rules that can be overlaid on local array access rules to create an integrated firewall policy. This provides centralized security management, which is required for standardization and flexibility for the local array administrators to create access rules and publishing rules.

· Create an enterprise access rule. An All Open access rule allows access from all hosts to all sites using any protocol. After you create the new enterprise policy, you will populate it with an All Open outbound access rule.

· Move enterprise access rule relative positions. You can move enterprise policy rules so that they can be applied before or after local array policy rules.

· Create an entry for enterprise remote management computer. You will configure the Enterprise Remote Management Stations network object with an entry for the management computer located on the domain controller computer. This will allow the domain controller computer to manage all firewall in all arrays in the ISA Server enterprise.

Assign Enterprise Administrator and Enterprise Auditor Roles

Perform the following steps to assign roles:

1. In the scope pane of the ISA Server 2004 Enterprise Edition console, expand the Enterprise node, and then expand the Enterprise Policies node. Your console should now appear similar to that in the following figure.
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2. Right-click the Enterprise node in the scope pane of the ISA Server 2004 Enterprise Edition console and click Properties.

3. In the Enterprise-1 Properties dialog box, click the Assign Roles tab. On the Assign Roles tab, you can configure which users and groups are allowed access to the Configuration Storage server and which users and groups can monitor arrays.
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4. Click the Add button to display the Administration Delegation dialog box. You can add local or domain users or groups to either the ISA Server Enterprise Administrator or ISA Server Enterprise Auditor roles for the entire enterprise. Use the Browse button to locate the user or group, and then click the drop-down arrow in the Role list to assign the appropriate role to the user or group selected.
5. Click OK to save the changes. In the example used in the ISA Server 2004 Enterprise Edition Configuration Guide, you will not make any changes to the Administration Delegation configuration.
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Understand the Default Policy

In the scope pane of the ISA Server 2004 Enterprise Edition console, Default Policy is located under the Enterprise Policies node. You cannot change or delete this Default Policy. The purpose of this policy is to ensure that the ISA Server array is completely locked by default. Only traffic you explicitly allow through the array is allowed.
If you create no other enterprise policies, this default enterprise policy will be applied to all arrays you create. This policy will always be configured to place the Default rule included in the Default Policy at the end of the access rule list, with the enterprise Default rule placed after the array’s firewall policy.

The default enterprise policy ensures that the ISA Server array secures your organization by default.

Create a New Enterprise Network

Enterprise networks can be used in both the enterprise and array-level access rules. In this ISA Server 2004 Enterprise Edition Configuration Guide, you will create an enterprise network to demonstrate how enterprise networks are created in contrast to array-level networks.

Perform the following steps to create a new enterprise network:

1. In the ISA Server 2004 Enterprise Edition console, confirm that the Enterprise Policies node is expanded and click the Enterprise Networks node.
2. Click the Tasks tab in the task pane, and then click the Create a New Network link.
3. On the Welcome to the New Network Wizard page, enter a name for the new enterprise network in the Network name text box. In this example, name the new enterprise network Enterprise Internal. Click Next.

4. On the Network Addresses page, you specify all the addresses that are defined as internal for your organization, or a subset of addresses, depending on your enterprise-level requirements. Click the Add Range button to add addresses to your enterprise network.

5. In the IP Address Range Properties dialog box, enter the range of addresses you want to use for this enterprise network. In this example, enter a Start address of 10.0.0.0 and an End address of 10.0.0.255. Click OK.

[image: image76.png]P Address Range Propetties

Specify the range of P addresses:

Start adress: End address:
m.o .0 .0 o0 .0 .2

& conaal





6. The new address range now appears in the list of Address ranges on the Network Addresses page. Click Next.
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7. Click Finish on the Completing the New Network Wizard page.

Create an Enterprise Network Rule

For traffic to move from one ISA Server network to another ISA Server network (a network configured at the ISA Server enterprise or array level), a network rule must be created defining the relationship between the source and destination network.

In this example, you will create a network address translation (NAT) relationship between the Enterprise Internal network you created and the Internet. This will allow the ISA Server array to use NAT with all connections between the hosts on the Enterprise Internal network and the Internet.

Perform the following steps to create the network rule:

1. In the scope pane of the ISA Server 2004 Enterprise Edition console, click the Enterprise Networks node. Click the Network Rules tab in the details pane.

2. Click the Tasks tab in the task pane. Click the Create a Network Rule link.

3. On the Welcome to the New Network Rule Wizard page, enter a name for the network rule in the Network rule name text box. In this example, name the network rule Enterprise Internal to External. Click Next.

4. On the Network Traffic Sources page, click the Add button.

5. In the Add Network Entities dialog box, click the Enterprise Networks folder and double-click the Enterprise Internal network. Click Close.
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6. Click Next on the Network Traffic Sources page.
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7. On the Network Traffic Destinations page, click the Add button.

8. In the Add Network Entities dialog box, click the Networks folder and double-click the External network. Click Close.

9. Click Next on the Network Traffic Destinations page.
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10. On the Network Relationship page, select the Network Address Translation (NAT) option and click Next.
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11. Click Finish on the Completing the New Network Rule Wizard page.

12. The new network rule appears in the list of enterprise network rules.
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Create a New Enterprise Policy

You can create enterprise policies and populate these enterprise polices with access rules, which can then be overlaid on array policies. Enterprise policies enable the enterprise administrator to centralize firewall access control throughout all firewall arrays in the organization. You will need to create a new enterprise policy before creating custom enterprise access rules that are used to control access with enterprise policy throughout your organization.

Perform the following steps to create a new enterprise policy:

1. In the ISA Server 2004 Enterprise Edition console, click the Enterprise Policies node in the scope pane, and then click the Tasks tab in the task pane. On the Tasks tab, click the Create New Enterprise Policy link.

2. On the Welcome to the New Enterprise Policy Wizard page, enter a name for the new enterprise policy in the Enterprise policy name text box. In this example, name the new enterprise policy Enterprise Policy 1. Click Next.

3. Click Finish on the Completing the New Enterprise Policy Wizard page.

The new enterprise policy now appears in the scope pane of the console. Click Enterprise Policy 1. There is a single rule included in the new enterprise policy, which is the Default rule. This default rule prevents all communications moving through the firewalls to which this enterprise policy applies. You will need to create an enterprise-level access rule to allow traffic through the ISA Server arrays based on enterprise policy.

Create an Enterprise Access Rule

You can now populate the enterprise policy with access rules. In this ISA Server 2004 Enterprise Edition Configuration Guide, you will create a simple All Open rule allowing outbound traffic from hosts on the Enterprise Internal network to the Internet. You use this All Open access rule as an example only. In a well-managed enterprise, enterprise firewall administrators create access rules that are consistent with the Principle of Least Privilege, where users are allowed access only to the resources they require to accomplish their work.
However, as a proof of concept, you will create an All Open rule to simplify the initial configuration of your enterprise policy. We recommend that you disable this rule and create more restrictive access rules after confirming that your enterprise-level access rule performs as expected.

Perform the following steps to create the All Open access rule in your Enterprise Policy 1 enterprise policy:

1. In the ISA Server 2004 Enterprise Edition console, click the Enterprise Policy 1 enterprise policy in the scope pane. Click the Tasks tab in the task pane and then click the Create Enterprise Access Rule link.

2. On the Welcome to the New Access Rule Wizard page, enter a name for the access rule in the Access rule name text box. In this example, enter the name Enterprise All Open in the Access rule name text box. Click Next.

3. On the Rule Action page, select the Allow option and click Next.
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4. On the Protocols page, click the drop-down arrow on the This rule applies to list and click All outbound traffic. Click Next.
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5. On the Access Rule Sources page, click the Add button.

6. In the Add Network Entities dialog box, click the Enterprise Networks folder, and then double-click the Enterprise Internal network. Click Close.

7. Click Next on the Access Rule Sources page.

8. On the Access Rule Destinations page, click the Add button.

9. In the Add Network Entities dialog box, click the Enterprise Networks folder, and then double-click the External network. Click Close.

10. Click Next on the Access Rule Destinations page.

11. On the User Sets page, accept the default entry All Users and click Next.

12. Review your settings on the Completing the New Access Rule Wizard page and click Finish.

Move Enterprise Access Rule Relative Positions

Enterprise access rules can be applied before or after array-level rules. This provides the enterprise firewall administrator the flexibility to configure centralized firewall policy to all array members to which a particular enterprise policy is applied. You can create one or more access rules in an enterprise policy and then configure these rules, on a per-rule basis, to be applied either before or after local array policy.
Array administrators can be allowed to create their own custom array-level policies that are applied before or after one or more enterprise access rules. This provides flexibility for both enterprise and array administrators when configuring access control for network protection.

In the following figure, you can see the enterprise access rule is placed after the Array Firewall Policy.
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In this example, you want the Enterprise All Open access rule to be applied before the array policy. Perform the following steps to move the access rule:

1. Select the Enterprise All Open access rule, and then click the Move Up button.
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2. Move the Enterprise All Open rule to the top of the list. Your enterprise policy should look like that in the following figure.
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Create an Entry for an Enterprise Remote Management Computer

As an enterprise administrator, you want to be able to manage all firewalls in all enterprise arrays throughout your organization. The arrays might be located at your main office, or they can be located at branch offices located anywhere in the world. One of the key features of ISA Server is centralized firewall management from a single console. You must create an entry in the Enterprise Remote Management network object to enable a computer to manage all firewalls in the enterprise.

Perform the following steps to create this entry:

1. In the ISA Server 2004 Enterprise Edition console, click the Toolbox tab in the task pane. On the Toolbox tab, click the Network Objects section.

2. Click the Computer Sets folder.

3. Double-click the Enterprise Remote Management entry in the list of Computer Sets.

4. In the Enterprise Remote Management Computers Properties dialog box, click the Add button, and then click the Computer menu item.

5. In the New Computer Rule Element dialog box, enter a name for the remote management computer in the Name text box. In this example, enter Enterprise Remote Management Station. In the Computer IP Address text box, enter 10.0.0.4. Click OK.
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6. Click Apply and then click OK in the Enterprise Remote Management Computers Properties dialog box.
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Creating and Configuring a New Array

Collections of ISA Server 2004 Enterprise Edition computers can be grouped into firewall arrays. A firewall array shares a common configuration and all computers within the array share a common firewall policy. ISA Server arrays can consist of two or more firewall devices. Arrays make it easy to configure multiple firewalls because a single firewall policy is applied to all array members.

The array concept may be confusing to ISA Server 2004 Standard Edition administrators who are not accustomed to configuring firewall policy for multiple computers using a unified management interface. Configuring array policy for an enterprise array is similar to configuring firewall policy for a single ISA Server Standard Edition computer. The primary difference is that when configuring enterprise array policy, the same policy is applied to all computers in the array. In contrast, when you configure firewall policy on an ISA Server Standard Edition computer, policy is applied only to a single computer.

Note that while firewall policy is automatically applied to all computers in an array, there are some configuration options that do not lend themselves to array-level configuration. The ISA Server 2004 Enterprise Edition management interface, ISA Server Management, will inform you when you encounter one of these per-server configuration options and allow you to make the appropriate per-server settings when required.

You must create your own arrays because there are no default arrays. In this section, you will perform the following array related procedures:

· Create a new array. There are no default arrays, so you must create a new array to which you will apply firewall policy.

· Configure the array properties. There are many characteristics that define an array. The first step after creating a new array is to define these array-specific characteristics, such as addresses used for intra-array communications.

· Create the intra-array network. Each array member in the sample network used in this ISA Server 2004 Enterprise Edition Configuration Guide has three network adapters. One network adapter is connected to the External network, another adapter is connected to the default Internal network, and the third adapter is connected to a network dedicated to intra-array communications. This intra-array communications network is required because you may later enable Network Load Balancing (NLB) for the array. A dedicated network adapter is required because ISA Server 2004 Enterprise Edition integrated NLB uses only unicast mode NLB.

· Configure the Remote Management Computers computer set. After creating the array, several network objects are included by default. One of these network objects is the Remote Management Computers computer set. You need to add the Configuration Storage server, on which you run ISA Server Management, to this computer set so that it can manage computers in the ISA Server array.

· Create an array access rule. You will create an HTTP-only access rule to demonstrate how to create an array-level rule.

· Move the enterprise access rule below the array access rule. You can move enterprise rules above and below array-level access rules. Procedures will demonstrate how to do this.

Create a New Array

The first step is to create a new array. You can create one or more arrays in ISA Server Management from a single management computer. There is rarely a need to use Remote Desktop Protocol (RDP) on any array member computer to manage the firewall configuration. Perform the following steps to create the new enterprise array:

1. In the ISA Server 2004 Enterprise Edition console, click the Arrays node in the scope pane. Click the Tasks tab in the task pane and click the Create New Array link.

2. On the Welcome to the New Array Wizard page, enter a name for the new array in the Array name text box. In this example, name the array Main Array. Click Next.

3. On the Array DNS Name page, enter the Domain Name System (DNS) name that Firewall and Web Proxy clients will use to contact the array. In this example, name the array mainarray.msfirewall.org and enter the name in the Array’s DNS name text box. Click Next.
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4. On the Assign Enterprise Policy page, select the Enterprise Policy 1 entry from the Apply this enterprise policy to the new array list. Click Next.
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5. On the Array Policy Rule Types page, select the type of array firewall policy rules that an array administrator can create for the array. This option enables the enterprise administrator to limit the scope of rule types an array administrator can create, and helps centralize control over network firewall security policy. In this example, select each of the check boxes for "Deny" access rules, "Allow access" rules, and Publishing rules (Deny and Allow). Click Next.
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6. Click Finish on the Completing the New Array Wizard page.

[image: image93.png]Completing the New Array

- Wizard

Internet Security &
Acceleration SeNerx04  You have succssstl compleed the New Aray izard
The new aray i have the olowing cofiurstos

Main Airay
Aniay DNS name:
mainaitay msiewall oig
Enterpise polcy:
Enterpiss Polcy 1
Allwed e ypes:
"Deny’ access s, "Allow" acosss ries, Publshing:

‘ >

To close this wizard, lck Firish.





7. Click OK in the Create New Array dialog box when the array is successfully created.
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Configure Array Properties

The first step is to configure the general properties of the array. Perform the following steps to configure the array properties:

1. In the scope pane of the ISA Server 2004 Enterprise Edition console, expand the Arrays node, and then expand the Main Array node. Expand the Configuration node. With each of these nodes expanded, you can see all nodes and subnodes used to configure the array.

2. Click the Main Array node in the scope pane of the console, and then click the Tasks tab in the task pane. On the Tasks tab, click the Configure Array Properties link.
3. The first tab in the Main Array Properties dialog box is the General tab. There is nothing you need to configure on this tab.

4. Click the Policy Settings tab. On the Policy Settings tab, you can change the enterprise policy assigned to the array. You can also change the array firewall policy rule types that can be configured on this array. For this example, do not make any changes on this tab.
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5. Click the Configuration Storage tab. On the Configuration Storage tab, you can configure the Configuration Storage server name in the Configuration Storage server (enter the FQDN) text box. This value is entered by default during installation of the Configuration Storage server. You can also configure an alternate Configuration Storage server in the Alternate Configuration Storage server (optional) text box. Configuring an alternate Configuration Storage server provides fault tolerance in the event that the default Configuration Storage server is not available. Array members check the Configuration Storage server for updated policy based on the setting in the Check the Configuration Storage server for updates every section. The default is every 15 seconds, but you can configure the update interval to be any value you like. You need to change the FQDN used to identify the Configuration Storage server so that the name matches the common name on the certificate you bound to the Configuration Storage server service. Recall that the name on the server certificate used by the Configuration Storage server is storage.msfirewall.org. Therefore, you will change the name in the Configuration Storage server (enter the FQDN) text box to storage.msfirewall.org. This is a critical step. If you do not make this change, your array configuration will not work properly. Click Apply.
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6. Click the Select button. In the Select Authentication Type dialog box, select the Authentication over SSL encrypted channel option. You must select this option because the array members are in a workgroup and cannot use Windows authentication for connection between the ISA Server array members and the Configuration Storage server. Click OK.
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7. Click Apply while still in the Configuration Storage tab.
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8. On the Intra-Array Credentials tab, you configure the method for which credentials an array member should use when performing intra-array communications. Because all array members are part of a workgroup and not a domain, you must select the Authenticate using this account (for workgroup configuration only) option. However, you cannot change this value at this time because no array members are installed in this array yet. After you install the first array member, you will return to this dialog box and configure the user account for intra-array authentication.
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9. Click the Assign Roles tab. You can assign users and groups that are allowed access to the Configuration Storage server. You can also configure workgroup defined user accounts that are allowed to monitor the array. When the enterprise array firewalls are part of a workgroup, but the Configuration Storage server is on a domain member, then user accounts configured on the domain should be used to access the Configuration Storage server. You should also create mirrored accounts on each array member for intra-array communications and administration. The domain member’s user account should be mirrored on the array. Click the Add button under the Users and groups allowed access to Configuration Storage servers section to add user or group access to the Configuration Storage server.
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10. You will see a Microsoft Internet Security and Acceleration Server 2004 dialog box informing you that for monitoring this array using different credentials for the Configuration Storage server and array members, you must also assign the role to the mirrored accounts. Click OK.
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11. Click the Add button in the Users (mirrored accounts) allowed to monitor this array section. You can select the user or group and select an array administrator role for that user or group. In this example, assign the Administrator account the role of ISA Server Array Administrator. Click OK.
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12. Click Apply, and then click OK.
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13. Click Apply while in the Assign Roles tab, and then click OK.

Create the Intra-Array Network

Each member in the array on the example network has a third network adapter installed that is dedicated to intra-array communications. This is required if you want to enable ISA Server integrated Network Load Balancing (NLB) within the array. ISA Server NLB uses only unicast mode NLB. To prevent issues related to unicast mode NLB, you need a network adapter dedicated to intra-array communications.

ISA Server array members consider all addresses that are not part of a defined ISA Server network to be part of the External network. To prevent routing errors, you must create an ISA Server network definition for the intra-array network. Perform the following steps to create the network for the intra-array network:

1. In the ISA Server 2004 Enterprise Edition console, click the Networks node located under the Configuration node. Click the Networks tab in the details pane. Click the Tasks tab in the task pane and click the Create a New Network link.

2. On the Welcome to the New Network Wizard page, enter a name for the new network in the Network name text box. In this example, name the new network Intra-array Network. Click Next.

3. On the Network Type page, select the Perimeter Network option and click Next.
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4. On the Network Addresses page, you configure the addresses used on the NLB network. You can use the Add Range, Add Adapter, or Add Private buttons to add the address range defining the network. However, you will not be able to use the Add Adapter button in this example because there are no computers assigned to the array yet. Because there are no computers assigned to the array, the Configuration Storage server does not have information about the array member adapters. In this example, click the Add Range button.
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5. In the IP Address Range Properties dialog box, enter the first and last addresses in the range in the Start address and End address text boxes. In this example, enter a Start address of 222.222.222.0 and an End address of 222.222.222.255. Click OK.
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6. Click Next on the Network Addresses page.
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7. Click Finish on the Completing the New Network Wizard page.

Configure the Remote Management Computers Computer Set

To manage the enterprise array computers from a management computer running ISA Server Management, the management computer can be added to the Remote Management Computers computer set. This computer set network object is created for you automatically. You only need to add the address or your management computer to the computer set. In this example, you will add the IP address of the Configuration Storage server to this computer set. Perform the following steps to add the Configuration Storage server to the Remote Management Computers computer set:

1. In the ISA Server 2004 Enterprise Edition console, click the Firewall Policy (Main Array) node in the scope pane. In the task pane, click the Toolbox tab.
2. On the Toolbox tab, click the Network Objects tab. On the Network Objects tab, click the Computer Sets folder.
3. Double-click the Remote Management Computers computer set.

4. In the Remote Management Computer Properties dialog box, click the Add button, and then click the Computer menu item.

5. In the New Computer Rule Element dialog box, enter a name for the management computer in the Name text box. In this example, name the entry Enterprise Management Station. In the Computer IP Address text box, enter the IP address of the management computer. In this example, the IP address of the management computer is 10.0.0.4, so enter that in the text box. Click OK.
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6. Click Apply, and then click OK in the Remote Management Computers Properties dialog box.
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Create an Array Access Rule

To demonstrate the interactions between enterprise policy and array policy access rules, you will create an access rule in the array policy allowing outbound access only to Hypertext Transfer Protocol (HTTP). Perform the following steps to create the HTTP-only access rule:

1. In the ISA Server 2004 Enterprise Edition console, expand the Arrays node, and then expand the Main Array node if they are not already expanded. Click the Firewall Policy (Main Array) node in the scope pane of the console.
2. Click the Tasks tab in the task pane, and then click the Create Array Access Rule link.

3. On the Welcome to the New Access Rule Wizard page, enter a name for the access rule in the Access rule name text box. In this example, name the rule Array – HTTP only. Click Next.

4. On the Rule Action page, select the Allow option and click Next.

5. On the Protocols page, confirm that the Selected protocols option is selected in the This rule applies to list, and then click the Add button.

6. In the Add Protocols dialog box, click the Common Protocols folder. Double-click HTTP and click Close.
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7. Click Next on the Protocols page.
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8. On the Access Rule Sources page, click the Add button.

9. In the Add Network Entities dialog box, click the Enterprise Networks folder, and then double-click the Enterprise Internal network. Click Close.
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10. Click Next on the Access Rule Sources page.
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11. On the Access Rule Destinations page, click the Add button.
12. In the Add Network Entities dialog box, click the Networks folder, and then double-click the External network. Click Close.

13. Click Next on the Access Rule Destinations page.

14. On the User Sets page, accept the default entry All Users and click Next.

15. Click Finish on the Completing the New Access Rule Wizard page.

The array firewall policy should now look like what appears in the following figure.
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Move the Enterprise Access Rule Below the Array Access Rule

You can move enterprise access rules contained in the enterprise policy assigned to the array to be evaluated either before or after array-level rules on a per-rule basis. To do this, you must change the enterprise rule’s position in the enterprise policy configuration. Perform the following steps to move the enterprise access rule:

1. Click the Enterprise Policy 1 node in the scope pane of the ISA Server 2004 Enterprise Edition console. The following figure shows the configuration of the current enterprise policy.
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2. Click the Enterprise All Open access rule and click the Move Down button (represented by a down-pointing blue arrow in the MMC button bar). The enterprise policy now looks like what appears in the following figure.
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3. Click the Firewall Policy (Main Array) node in the scope pane of the console. You can see that the Enterprise All Open access rule now appears below the array policy rule.
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4. Return to the Enterprise Policy 1 node and move the Enterprise All Open rule to the top of the list. At the end of this ISA Server 2004 Enterprise Edition Configuration Guide chapter, you will test the effects of moving enterprise policy access rules.

5. The basic enterprise and array configuration is now complete. Click the Apply button to save the changes to the firewall policy.

6. Click OK in the Apply New Configuration dialog box when the configuration is successful applied.

Installing the First Array Member

You are now ready to install the first member of the ISA Server 2004 Enterprise Edition enterprise array. In this section, the following procedures are discussed:

· Install the first array member.

· Set the intra-array communications address on the first array member.

· Set the remote communications address on the first array member.

· Configure the intra-array authentication user account.

Install the First Array Member

Perform the following steps on the array-1 computer to install the ISA Server software and join the array:

1. Put the ISA Server 2004 Enterprise Edition CD into the array-1 computer and click the Install ISA Server 2004 link. If the autorun menu does not appear, double-click the ISAAutorun.exe file located in the root directory of the CD.

2. Click Next on the Welcome to the Installation Wizard for Microsoft ISA Server 2004 page.

3. Select the I accept the terms in the license agreement option on the License Agreement page and click Next.

4. On the Customer Information page, enter your User Name, Organization, and Product Serial Number. Click Next.

5. On the Setup Scenarios page, select the Install ISA Server services option and click Next.

6. On the Component Selection page, accept the default options, which include ISA Server, Advanced Logging, and ISA Server Management. Click Next.
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7. On the Locate Configuration Storage Server page, enter the fully qualified domain name (FQDN) of the Configuration Storage server in the Configuration Storage server (type the FQDN) text box. This name must match the name on the Configuration Storage server certificate. The common name on the Configuration Storage server certificate is storage.msfirewall.org and the name you enter in this text box must be the same as the name on the certificate. If the names do not match, the installation will fail. Select the Connect using this account option and enter connection credentials that will allow the array member to connect to the Configuration Storage server. In this example, enter the domain administrator account. Click Next.
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8. On the Array Membership page, select the Join an existing array option and click Next.

9. On the Join Existing Array page, click the Browse button and select the Main Array entry in the Array to join dialog box. Click OK.

10. Click Next on the Join Existing Array page.
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11. On the Configuration Storage Server Authentication Options page, select the Authentication over SSL encrypted channel option, and then select the Use an existing trusted root CA certificate option. Click Next.
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12. On the Internal Network page, click the Add button.

13. On the Addresses page, click the Add Adapter button.

14. In the Select Network Adapters dialog box, select the check box next to the internal adapter of the array member. In this example, the adapters have been renamed to make it easier to determine their associated networks. Click OK after selecting the adapter.
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15. Click OK in the Addresses dialog box.

[image: image123.png]These are the IP address ranges included inthis network.

Start Address End Address Agd Range

10000 10.0.0.25

10.255.255.255  10.295.255.255 £
REToYE

Enterprise Networks: add Netwark,

ok Cancel





16. Click Next on the Internal Network page.
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17. Click Next on the Services Warning page.

18. Click Install on the Ready to Install the Program page.

19. Click Finish on the Installation Wizard Completed page.

20. Click No on the Microsoft ISA Server dialog box asking if you want to restart the computer.

Set the Intra-Array Communications Address on the First Array Member

To take advantage of the ISA Server integrated support for NLB, you need to install a third network adapter on each array member and connect each of those network adapters to a common network segment. Members of the firewall array communicate with one another using this dedicated intra-array network. Before restarting the first array member, you need to configure the intra-array communications address. After the intra-array communications address is configured on the first server, subsequent members of the array will recognize the network ID on which intra-array communications should take place and automatically configure their intra-array communications address.

Perform the following steps on the domain controller that is acting as an enterprise management computer:

1. In the ISA Server 2004 Enterprise Edition console, expand the Arrays node, and then expand the Main Array node. Expand the Configuration node and click the Servers node.

2. Right-click the array-1 entry in the details pane and click Properties.
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3. In the array-1 Properties dialog box, click the Communication tab.
4. On the Communication tab, enter the intra-array address for this array member. The array-1 computer uses IP address 222.222.222.1 on its intra-array network adapter, so enter that address in the Use this IP address for communication between array members text box. Click Apply.

5. Do not close the array-1 Properties dialog box.
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Set the Remote Communications Address on the First Array Member

Perform the following steps to set the remote communications address:

1. In the Remote Communication area on the array-1 Properties dialog box, you configure the name or address that remote management computers should use to communicate with this array member. Notice the default name is array-1. This single label name could be problematic, so select the Use this IP address or computer name option and enter the FQDN in the text box. In this example, the FQDN for the first array member is array-1.msfirewall.org, so enter that in the text box.
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2. Click Apply and then click OK.

Configure the Intra-Array Authentication User Account

Now that there is a computer added to the array, you can configure the intra-array user account to be used for workgroup authentication between array members. Perform the following steps to add the intra-array authentication user account:

1. Click the Main Array array entry in the scope pane of the console. Click the Configure Array Properties link on the Tasks tab in the task pane.

2. In the Main Array Properties dialog box, on the Intra-Array Credentials tab, select the Authenticate using this account (for workgroup configuration only) option.
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3. Click the Set Account button.

4. In the Set Account dialog box, enter a User name that is valid in the workgroup. Enter a password in the Password and Confirm password text boxes. The user account you enter must be mirrored on all array firewalls. The user name must be the same on all array firewalls and the password must also be the same. Click OK.
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5. Click Apply and then click OK.
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6. Click Apply to save the changes and update the firewall policy.

7. Click OK in the Apply New Configuration dialog box.

8. Return to the first array member and restart the computer.

Installing the Second Array Member
You can now install the second member of the enterprise array. Perform the following steps on array-2 on the sample network:

1. Put the ISA Server 2004 Enterprise Edition CD into the array-2 computer and click the Install ISA Server 2004 link. If the autorun menu does not appear, double-click the ISAAutorun.exe file located in the root directory of the CD.

2. Click Next on the Welcome to the Installation Wizard for Microsoft ISA Server 2004 page.

3. Select the I accept the terms in the license agreement option on the License Agreement page and click Next.

4. On the Customer Information page, enter your User Name, Organization, and Product Serial Number. Click Next.

5. On the Setup Scenarios page, select the Install ISA Server services option and click Next.

6. On the Component Selection page, accept the default options, which include ISA Server, Advanced Logging, and ISA Server Management. Click Next.
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7. On the Locate Configuration Storage Server page, enter the FQDN of the Configuration Storage server in the Configuration Storage server (type the FQDN) text box. This name must match the name on the Configuration Storage server certificate. The common name on the Configuration Storage server certificate is storage.msfirewall.org and the name you enter in this text box must be the same as the name on the certificate. If the names do not match, the installation will fail. Select the Connect using this account option and enter connection credentials that will allow the array member to connect to the Configuration Storage server. In this example, enter the domain administrator account. Click Next.
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8. On the Array Membership page, select the Join an existing array option and click Next.

9. On the Join Existing Array page, click the Browse button and select the Main Array entry in the Array to join dialog box. Click OK.

10. Click Next on the Join Existing Array page.
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11. On the Configuration Storage Server Authentication Options page, select the Authentication over SSL encrypted channel option, and then select the Use an existing trusted root CA certificate option. Click Next.
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12. Click Next on the Services Warning page.

13. Click Install on the Ready to Install the Program page.

14. Click Finish on the Installation Wizard Completed page.

15. Click No on the Microsoft ISA Server dialog box asking if you want to restart the computer.

16. Return to the management computer on the domain controller. Click the Servers node under the Configuration node for the array.

17. Right-click the array-2 entry in the details pane and click Properties.

18. In the array-2 Properties dialog box, click the Communication tab. On the Communication tab, notice that the entry in the Use this IP address for communication between array members text box already has the correct IP address entered. Select the Use this IP address or computer name option in the Remote Communication area and enter array-2.msfirewall.org in the text box.
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19. Click Apply, and then click OK in the array-2 Properties dialog box.
20. Click Apply to save the changes and update the firewall policy.

21. Click OK in the Apply New Configuration dialog box.

22. Restart the second array member, array-2.

At this point, the array is installed and ready for further enterprise and array-level configuration.

Conclusion

In this ISA Server 2004 Enterprise Edition Configuration Guide, the procedures required to install an enterprise array on workgroup member computers and place the Configuration Storage server on a domain member were discussed. In the example provided in this document, the domain member on which the Configuration Storage server was installed was a domain controller.
Chapter 3
Installing the Enterprise Array in a Workgroup with the Configuration Storage Server Located on an Array Member
Microsoft Internet Security and Acceleration (ISA) Server 2004 Enterprise Edition is a stateful packet and application-layer inspection firewall. Like ISA Server 2004 Standard Edition, the Enterprise Edition provides stateful packet inspection and stateful application-layer filtering for all connections made to, and through, the firewall. In addition to being a highly secure stateful firewall, ISA Server 2004 Enterprise Edition can be configured as a Web caching proxy array, remote access virtual private network (VPN) server, and a site-to-site VPN gateway.

ISA Server 2004 Enterprise Edition includes all the features and functionality found in ISA Server 2004 Standard Edition. In addition, ISA Server 2004 Enterprise Edition includes:

· Support for Web caching arrays using the Cache Array Routing Protocol (CARP). Web caching arrays significantly improve ISA Server Web proxy and caching performance by using the intelligent CARP algorithm. Web performance enhancements provided by CARP lead to increased end-user satisfaction and productivity.

· Integrated support for the Windows Network Load Balancing (NLB) service. NLB allows you to create and deploy an ISA Server array in a high availability network environment. NLB provides both failover and load balancing for all connections made through an ISA Server array. If one member of the array goes offline, remaining array members can take over for the downed server. The load balancing aspect of NLB increases array performance, because it prevents any single server in the array from being overwhelmed by connection requests.

· Array configuration stored in an Active Directory Application Mode (ADAM) database. Firewall policy for the array is stored in an ADAM database that can be placed on an array member, on a Configuration Storage server on the corporate network, or on a domain controller. Multiple Configuration Storage servers can be configured to provide fault tolerance for array configuration, and Configuration Storage servers can be placed at multiple locations, such as main and branch offices, to ensure that firewall configuration is always available to array members.

· An enhanced management console, ISA Server Management, that allows you to manage all arrays in the organization. From a single ISA Server Management console, you can manage hundreds of array member servers contained in dozens of arrays located at disparate locations situated around the globe. ISA Server Management allows you to configure firewall policy at a single location and update globally distributed array member servers automatically.

· Support for enterprise and array policy. You can create enterprise policies that are applied to multiple arrays. Enterprise policies allow you to create standardized firewall access policy and have it applied to globally distributed arrays. Array administrators can be allowed to customize array policy by creating firewall policies that apply only to a specific array and integrate array policy with enterprise policy. Combining enterprise and array firewall policies provides both the required level of centralized firewall control for an entire organization and enables array administrators to customize firewall policy to meet specific requirements of their particular enterprise array.

ISA Server provides centralized control over network security policy and high availability required by globally distributed enterprise environments.

In this ISA Server 2004 Enterprise Edition Configuration Guide, the concepts and procedures required to install an enterprise array in a workgroup configuration and the Configuration Storage server on a workgroup member are discussed. Many organizations may prefer to install the ISA Server array in a workgroup instead of on domain member servers. Although you can install the ISA Server enterprise array in a workgroup configuration, there are some disadvantages to this configuration, compared to installing the array on domain members.

Note
For more information about features and capabilities of ISA Server 2004 Enterprise Edition in a workgroup configuration, see the document ISA Server 2004 Enterprise Edition in a Workgroup at www.microsoft.com/isaserver.
The following topics and procedures are discussed in this document:

· Installation options. There are many supported scenarios for installing the Configuration Storage server and the array members. In this section, these options are discussed.

· Network topology. An example network is described, which you can use to model your own lab environment for testing the principles and procedures discussed in this document.

· Configuring DNS with the Configuration Storage server IP address on the intra-array network. The array members must be able to locate the Configuration Storage server using a fully qualified domain name (FQDN) that maps to the IP address of the Configuration Storage server adapter on the dedicated intra-array network. You will create a Domain Name System (DNS) host record that maps to this address.

· Installing the CA certificate on the array members. The enterprise firewall array members use certificate authentication to authenticate the Configuration Storage server. The array members must trust the certification authority (CA) issuing the Configuration Storage server server certificate for authentication to succeed. You will install the CA certificate into the Trusted Root Certification Authorities computer certificate store on each of the array members, including the Configuration Storage server.

· Obtaining a server certificate for the Configuration Storage server. The Configuration Storage server requires a server certificate to authenticate to the firewall array members. The common name on the server certificate must match the name that the array members use to contact the Configuration Storage server. You will request a server certificate that has a common name that matches the DNS name you configured.

· Installing the Configuration Storage server on the first array member. The Configuration Storage server can be installed on a member of the enterprise firewall array when the array is installed in a workgroup configuration. You will install the Configuration Storage server on the first member of the firewall array.

· Configuring the enterprise array and creating array firewall policy. Because you want to use NLB on both the internal and external adapters of the firewall array, you will need to configure the array before installing the ISA Server 2004 Enterprise Edition software on the first array member. You will configure the array properties and create a simple access rule.

· Installing the first array member. You will install ISA Server 2004 Enterprise Edition onto the first array member. The Configuration Storage server will be installed concurrently.

· Installing the second array member. You will install the second member of the enterprise array.

Installation Options

One of the first decisions you need to make before deploying an ISA Server 2004 Enterprise Edition array is where to place the Configuration Storage server. The Configuration Storage server is a computer hosting the Active Directory Application Mode (ADAM) database that stores the enterprise array’s firewall policies. A single Configuration Storage server can store firewall policy for multiple ISA Server arrays, and these arrays can be located anywhere in the organization.

ISA Server supports the following Configuration Storage server placement scenarios:

· The Configuration Storage server and array members are located in the same or in trusted domains. The Configuration Storage server is installed on a computer that is not an array member.

· The Configuration Storage server and array members are located in the same or in trusted domains. The Configuration Storage server is installed on an array member.

· The Configuration Storage server and array members are installed in a workgroup. The Configuration Storage server is installed on a computer that is not an array member.

· The Configuration Storage server and array members are installed in a workgroup. The Configuration Storage server is installed on an array member.

· The Configuration Storage server is installed on a domain member. The array members are installed in a workgroup.

In this document, the option where the Configuration Storage server is installed on an array member, and the array is installed in a workgroup, is discussed.

Network Topology

Figure 3.1 depicts the network topology and server placement used in this ISA Server 2004 Enterprise Edition Configuration Guide.

Figure 3.1: ISA Server 2004 Enterprise Edition example network topology
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Table 3.1 includes details about the configuration of each computer participating in the ISA Server 2004 Enterprise Edition Configuration Guide example network. Note that not all services or servers will be used in this guide, and not all services (such as NLB and CARP) will be enabled. For information about enabling NLB and CARP, refer to the ISA Server 2004 Enterprise Edition Quick Start Guide.

Table 3.1: IP addressing and server configuration information for ISA Server 2004 Enterprise Edition sample network

	Setting
	Array-1
	Array-2
	Domain controller
	Exchange

	Dedicated IP address 
	Int: 10.0.0.1
Ext: 192.168.1.70
NLB: 222.222.222.1
	Int:10.0.0.3
Ext: 192.168.1.71
NLB: 222.222.222.2
	10.0.0.4
	10.0.0.2

	Virtual IP address 
	Int: 10.0.0.10
Ext: 192.168.1.72
	Int: 10.0.0.10
Ext: 192.168.1.72
	Not applicable
	Not applicable

	Subnet mask
	Int: 255.255.255.0
Ext: 255.255.255.0
	Int: 255.255.255.0
Ext: 255.255.255.0
	255.255.255.0
	255.255.255.0

	Default gateway
	Int: Not applicable
Ext:192.168.1.60
	Int: Not applicable
Ext: 192.168.1.60
	10.0.0.1 until NLB is configured for the array

10.0.0.10 after NLB is configured on the array
	10.0.0.1 until NLB is configured for the array

10.0.0.10 after NLB is configured on the array

	DNS server address
	Int: 10.0.0.4
Ext: Not applicable
	Int: 10.0.0.4
Ext: Not applicable
	10.0.0.4
	10.0.0.4

	WINS server address
	Int: 10.0.0.4
Ext: Not applicable
	Int: 10.0.0.4
Ext: Not applicable
	10.0.0.4
	10.0.0.4

	Operating system
	Microsoft Windows Server 2003 
	Windows Server 2003 
	Windows Server 2003 
	Windows Server 2003 

	Installed services
	ISA Server 2004 Enterprise Edition 
	ISA Server 2004 Enterprise Edition 
	Active Directory
Configuration Storage server
DNS
WINS
DHCP
IAS
Enterprise CA with Web enrollment site
	Exchange Server 2003

	Role on network
	First member of ISA Server 2004 Enterprise Edition enterprise array
	Second member of ISA Server 2004 Enterprise Edition enterprise array
	Active Directory domain controller, Configuration Storage server, and host for network services supporting the ISA Server enterprise array
	Exchange Server 2003 to demonstrate Exchange Server remote access scenarios

	Domain member
	No
	No
	Yes
	Yes

	FQDN entered in domain DNS
	array-1.msfirewall.org
	array-2.msfirewall.org
	dc.msfirewall.org
storage.msfirewall.org
(name used to identify the Configuration Storage server)
	exchange.msfirewall.org


This ISA Server 2004 Enterprise Edition Configuration Guide assumes you have installed four servers and configured them based on the specifications in Table 3.1. Array members can be directly connected to the Internet, or placed behind a firewall or router that connects the network to the Internet. In this ISA Server 2004 Enterprise Edition Configuration Guide example network, the array members are located behind an ISA Server 2004 Standard Edition computer, and their default gateways are set as the internal adapter of the upstream ISA Server 2004 Standard Edition computer.

If you choose not to install the computers in the configuration provided in Table 3.1, you can still use this ISA Server 2004 Enterprise Edition Configuration Guide. Replace the names and IP addresses with the names and addresses in your environment. However, you must make sure that the array members are installed in a workgroup and are not members of the Active Directory domain on the Internal network.

Configuring DNS with the Configuration Storage Server IP Address on the Intra-Array Network

The members of the enterprise firewall array need to communicate with one another using the intra-array network adapter installed on each of the array members. Because you want to enable ISA Server 2004 Enterprise Edition integrated Network Load Balancing (NLB) on both the internal and external adapters of the members of the firewall array, array members should communicate with the Configuration Storage server using the intra-array adapter, which is not included in the NLB configuration.
The Configuration Storage server will be issued a server certificate with the common name storage.msfirewall.org. The means that all array members must be able to resolve this name to the intra-array address used by the Configuration Storage server. You can accomplish this by creating a Host (A) record in DNS that maps storage.msfirewall.org to the intra-array address of the Configuration Storage server in the enterprise array.

Perform the following steps to create the Host (A) record for the Configuration Storage server intra-array addresses:

1. At the DNS server on the Internal network, which is dc.msfirewall.org on the example network, click Start and point to Administrative Tools. Click DNS.

2. In the DNS management console, expand the server name, and then expand the Forward Lookup Zone node in the left pane of the console. Right-click the msfirewall.org zone and click New Host (A).

3. In the New Host dialog box, enter storage in the Name (uses parent domain name if blank) text box. You do not need to enter the domain name in the text box because only the host name is required. You can see this in the Fully qualified domain name (FQDN) area, because the host name is automatically appended to the domain name. Enter the intra-array adapter’s IP address in the IP address text box. In this example, the Configuration Storage server firewall’s intra-array address is 222.222.222.1. Confirm that the Create associated pointer (PTR) record option is selected and click Add Host.
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4. Click OK in the dialog box informing you that the record was successfully created.

5. Click Done in the New Host dialog box.

Installing the CA Certificate on the Array Members

The members of the firewall enterprise array authenticate using a server certificate. For certificate authentication to succeed, the array members must trust the certificate presented by the Configuration Storage server. Trust is established by installing the certification authority (CA) certificate of the CA issuing the server certificate to the Configuration Storage server into the Trusted Root Certification Authorities computer certificate store of each array member. You can use the enterprise CA’s Web enrollment site to obtain and install the CA certificate into each member of the enterprise array.

Perform the following steps on each member of the firewall array (including the Configuration Storage server):

1. Open Internet Explorer on the first array member and go to http://10.0.0.4/certsrv, where 10.0.0.4 is the IP address of the enterprise CA on the Internal network.

2. Enter a user name and password valid in the domain that the enterprise CA belongs to in the Connect to dialog box and click OK.

3. Click Add in the Internet Explorer dialog box to add the site to the trusted list.

4. Click Add the Web site to the Trusted Zone and click Close.

5. On the Welcome page of the Web enrollment site, click the Download a CA certificate, certificate chain, or CRL link.

6. On the Download a CA Certificate, Certificate Chain, or CRL page, click the Download CA Certificate link.

7. Click the Save button on the File Download dialog box.

8. In the Save As dialog box, save the certificate file to the desktop.

9. Click Close in the Download Complete dialog box.

10. Close Internet Explorer.

11. Click Start, and then click the Run command.

12. In the Run dialog box, enter mmc in the Open text box and click OK.

13. In the Console1 console, click the File menu and click Add/Remove snap-in link.

14. In the Add/Remove Snap-in dialog box, click the Add button.

15. In the Add Standalone Snap-in dialog box, click the Certificates entry in the list of Available Standalone snap-ins and click Add.

16. On the Certificates snap-in page, select the Computer account option and click Next.

17. On the Select Computer page, select the Local Computer option and click Finish.

18. Click Close in the Add Standalone Snap-in dialog box.

19. Click Close in the Add/Remove Snap-in dialog box.

20. In the left pane of the console, expand the Certificates (Local Computer) node, and then expand the Trusted Root Certification Authorities node. Right-click the Trusted Root Certification Authorities\Certificates node and point to All Tasks. Click Import.

21. On the Welcome to the Certificate Import Wizard page, click Next.

22. On the File to Import page, use the Browse button to locate the CA certificate file saved on the desktop. Click Next after the file appears in the File name text box.

23. Accept the default setting Place all certificates in the following store option on the Certificate Store page and click Next.

24. Click Finish on the Completing the Certificate Import Wizard page.

25. Click OK on the Certificate Import Wizard dialog box.

26. Close the console and do not save the console.

Repeat the procedure on each member of the firewall array (including the Configuration Storage server).

Obtaining a Server Certificate for the Configuration Storage Server

The Configuration Storage server needs a server certificate to authenticate to the members of the enterprise firewall array. The common name on the server certificate must match the name that the array members use to connect to the Configuration Storage server. It is critical that the name on the server certificate used by the Configuration Storage server service matches the name used by the array members to connect to the Configuration Storage server. If the name on the certificate and the name used by the array to communicate with the Configuration Storage server do not match, the array members will not be able to connect to the Configuration Storage server and policy configuration will fail.

An enterprise certification authority (CA) is installed on the example network. Because of this, you can use the Internet Information Services (IIS) Web Site Certificate Wizard to request a server certificate with the correct common name, and then export the certificate to a file that includes the private key. There are other methods you can use to issue a certificate that is subsequently bound to the Configuration Storage server service, but this is the most straightforward and simple to perform.

In this section, you will perform the following procedures:

· Issue a server certificate for the Configuration Storage server.

· Export the Configuration Storage server server certificate to a file and copy to the Configuration Storage server.

Issue a Server Certificate for the Configuration Storage Server

Perform the following steps to issue a server certificate with the common name storage.msfirewall.org:

1. At the domain controller on the sample network (dc.msfirewall.org), click Start, point to Administrative Tools, and click Internet Information Services (IIS) Manager.

2. In the Internet Information Services (IIS) Manager console, expand the server name, and then expand the Web Sites node. Right-click the Default Web Site and click Properties.

3. In the Default Web Site Properties dialog box, click the Directory Security tab. On the Directory Security tab, click the Server Certificate button.

4. Click Next on the Welcome to the Web Server Certificate Wizard page.

5. On the Server Certificate page, select the Create a new certificate option and click Next.

6. On the Delayed or Immediate Request page, select the Send the request immediately to an online certificate authority and click Next.

7. Accept the default settings on the Name and Security Settings page and click Next.

8. On the Organization Information page, enter your Organization and Organizational Unit information and click Next.

9. On the Your Site’s Common Name page, enter the name that the array members will use to contact the Configuration Storage server. In this example, you want the array members to use the name storage.msfirewall.org to contact the Configuration Storage server, so the common name on the server certificate must match this name. Enter storage.msfirewall.org in the Common name text box and click Next.
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10. Enter your Country/Region, State/province and City/locality on the Geographical Information page. Click Next.

11. Accept the default port setting on the SSL Port page and click Next.

12. Accept the default Certificate authorities entry on the Choose a Certificate Authority and click Next.

13. Review your settings on the Certificate Request Submission page and click Next.

14. Click Finish on the Completing the Web Server Certificate Wizard page.

15. Leave the Default Web Site Properties dialog box open for the next step.

Export the Configuration Storage Server Server Certificate to a File and Copy to the Configuration Storage Server

The server certificate has been issued to the Web site. You need to export this certificate that has the common name used for the Configuration Storage server to a file, so that you can copy the file to the Configuration Storage server. Perform the following steps to export the server certificate, with its private key, to a file:

1. On the Default Web Site Properties dialog box, on the Directory Security tab, click the View Certificate button.

2. On the Certificate dialog box, click the Details button. On the Details tab, click the Copy to File button.

3. On the Welcome to the Certificate Export Wizard page, click Next.

4. Select the Yes, export the private key option on the Export Private Key page and click Next.

5. On the Export File Format page, clear the Enable strong protection check box, so that none of the check boxes are selected.
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6. Do not enter a password on the Password page. Because you are not entering a password, make sure you keep the file in a safe place so that no one is able to retrieve the file with its public key. Click Next.

7. On the File to Export page, enter a path and file name for the certificate file. In this example, enter c:\storagecert in the File name text box. Click Next.
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8. Click Finish on the Completing the Certificate Export Wizard page.

9. Click OK on the Certificate Export Wizard dialog box informing you that the export was successful.

10. Click OK in the Certificate dialog box and click OK in the Default Web Site dialog box.

11. Close the Internet Information Services (IIS) Manager console.

12. Copy the file to the first member of the ISA Server array. This should be done using an out-of-band connection on a form of removable media.

Installing the Configuration Storage Server on the First Array Member

The first step to creating the array is to install the Configuration Storage server on the first array member. Although the ISA Server 2004 Enterprise Edition software has an option to install both the Configuration Storage server and the firewall software at the same time, you cannot use this option because the installer does not ask for the server certificate during installation. However, you can use this option when installing the array on domain member computers.

Perform the following steps to install the Configuration Storage server on the first array member:

1. Put the ISA Server 2004 Enterprise Edition CD into the first array member computer. If the autorun menu does not appear, double-click the ISAAutorun.exe file in the root directory of the CD. Click the Install ISA Server 2004 link in the autorun menu.

2. Click Next on the Welcome to the Installation Wizard for Microsoft ISA Server 2004 page.

3. Read the license agreement and select the I accept the terms in the license agreement option and click Next.

4. Enter the User Name, Organization, and Product Serial Number on the Customer Information page. Click Next.

5. On the Setup Scenarios page, select the Install Configuration Storage server page and click Next.
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6. On the Component Selection page, accept the default settings. The default settings install ISA Server Management and Configuration Storage server components. Click Next.
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7. On the Enterprise Installation Options page, select the Create a new ISA Server enterprise option and click Next.
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8. Read the information on the New Enterprise Warning page and click Next.

9. On the Create New Enterprise page, you can use the default Enterprise name or change it to one that you prefer. In this example, use the default entry, Enterprise, and click Next.

10. On the Enterprise Deployment Environment page, select the I am deploying in a workgroup or in domains without trust relationships option. Click the Browse button and locate the server certificate. Select the certificate and click OK. The server certificate should appear in the Server certificate text box on the Enterprise Deployment Environment page. Click Next.
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11. Click Install on the Ready to Install the Program page.

12. When the installation is complete, select the Invoke ISA Server Management when the wizard closes check box and click Finish on the Installation Wizard Completed page.

Configuring the Enterprise Array and Creating Array Firewall Policy

There are a number of configuration options you need to set before installing the ISA Server 2004 Enterprise Edition software onto the first array member. Creating these settings and storing them in the Configuration Storage server before installing the firewall software will greatly simplify the installation of the firewall software on the first and subsequent array members.

In this section, you will perform the following tasks:

· Create an array. Firewall configuration and management is done on the array level. There are no default arrays, so you must create a new array to get started.

· Configure Configuration Storage server. There are many options that need to be configured for the Configuration Storage server prior to installing the firewall software on the first array member. You will configure these options.

· Assign roles. You will configure which users and groups can manage and monitor the array.

· Create the intra-array network. To prevent routing issues, the array must be made aware of the intra-array network. You will define the intra-array network on the array level.

· Add intra-array network to the Managed ISA Server Computers computer set. All firewalls in the enterprise array are included in the Managed ISA Server Computers computer set. You will enter all IP addresses that could be included in the computer set.

· Add an internal network management console to the Remote Management Computers computer set. You should manage the array from a computer that is not an array member. You can do this by installing ISA Server Management on another computer on the network and connecting to the array from that computer. You will create an entry for a remote management computer in the Remote Management Computers computer set.

· Create an access rule allowing outbound access from the corporate network. You will create an access rule that allows all protocols outbound from the Internal network to the Internet.

Create an Array

The first step after installing the Configuration Storage server is to create a new array. In this example, you will create a new array with the name Main Array. Perform the following steps to create the new array:

1. In the ISA Server 2004 Enterprise Edition console, click the Array node. Click the Tasks tab in the task pane and click the Create New Array link.

2. On the Welcome to the New Array Wizard page, enter the name for the new array in the Array name text box. In this example, the array is named Main Array, so enter that in the text box. Click Next.

3. On the Array DNS Name page, enter the Domain Name System (DNS) name of the array in the Array’s DNS name text box. This name is the name Firewall and Web Proxy clients would use to connect to the array. If you choose to use the Firewall and Web Proxy client configuration, you should create Host (A) entries for each dedicated IP address used by array members in the array, and then use DNS round robin. SecureNAT clients can benefit from the ISA Server NLB for fault tolerance and load balancing. In this example, enter mainarray.msfirewall.org and click Next.
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4. On the Assign Enterprise Policy page, you assign the enterprise policy you want to apply to the array. The default selection is Default Policy. In this example, you have not created any other enterprise policies. If you had created an enterprise policy, you could apply that policy on this page. Select the default entry in the Apply this enterprise policy to the new array list and click Next.
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5. On the Array Policy Rule Types page, you can choose which type of rules array administrators can create in the array. This allows the enterprise administrators control over the types of rules array administrators can create, while still allowing a level of control to administrators at the array level. In this example, use the default settings, which is to select all three check boxes. Click Next.
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6. Click Finish on the Completing the New Array Wizard page.

7. Click OK in the Create New Array dialog box.

Configure Configuration Storage Server

The array must be able to connect to the Configuration Storage server using the correct name and authentication method. Perform the following steps to configure these settings:

1. In the ISA Server 2004 Enterprise Edition console, expand the arrays node, and then click the Main Array node. Click the Tasks tab in the task pane, and then click the Configure Array Properties link.

2. In the Main Array dialog box, click the Configuration Storage tab.
3. On the Configuration Storage tab, enter the fully qualified domain name (FQDN) of the Configuration Storage server in the Configuration Storage server (enter the FQDN) text box. In this example, the FQDN of the Configuration Storage server is storage.msfirewall.org, so enter that in the text box. Click Apply.
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4. On the Configuration Storage tab, click the Select button.

5. In the Select Authentication Type dialog box, select the Authentication over SSL encrypted channel option and click OK.
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6. Click Apply while on the Configuration Storage tab.
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7. You will see an error dialog box indicating that authentication over the encrypted channel could not be verified. Click OK in this dialog box. Authentication will be successful after you complete the configuration and restart the firewall array member and Configuration Storage server.

8. Leave the dialog box open for the next step.

Assign Roles

You now can configure which users and groups can access the Configuration Storage servers and which users can monitor the array. Perform the following steps to configure these permissions:

1. Click the Assign Roles tab.

2. Click the Add button in the Users and groups allowed access to Configuration Storage servers.
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3. In the Administration Delegation dialog box, use the Browse button to locate the users or groups you want to assign permission to access the Configuration Storage server. In this example, assign this permission to the Administrators group. Click the drop-down arrow in the Role drop-down list and select the role. In this example, assign the Administrators group ISA Server Array Administrator permissions. Click OK.
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4. Click OK in the dialog box informing you that for monitoring this array using different credentials for the Configuration Storage server and array member, you must also assign the role to the mirrored account. You will configure this next. Click OK.

5. Click Add in the Users (mirrored accounts) allowed to monitor this array section.

6. In the Administration Delegation dialog box, enter Administrators in the Group or User text box. In this Role drop-down list, select the ISA Server Array Administrator option. Click OK.
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7. Click Apply while in the Assign Roles tab, and then click OK.
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Create the Intra-Array Network

You need to create an ISA Server network definition for the intra-array communications network. This network is required to prevent routing issues from becoming problematic. Perform the following steps to create the intra-array network definition:

1. In the ISA Server 2004 Enterprise Edition console, expand the arrays node, and then expand the array name. Expand the Configuration node, and then click the Networks node.

2. On the Networks node, click the Tasks tab in the task pane. Click the Create a New Network link.

3. On the Welcome to the New Network Wizard page, enter a name for the new network in the Network name text box. In this example, name the network Intra-array Network. Click Next.

4. On the Network Type page, select the Perimeter Network option and click Next.
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5. On the Network Addresses page, click the Add Range button. Enter the Start address and the End address for the intra-array network in the IP Address Range Properties dialog box. In this example, the Start address is 222.222.222.0 and the End address is 222.222.222.255. Click OK.
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6. Click Next on the Network Addresses page.
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7. Click Finish on the Completing the New Network Wizard page.

Add Intra-Array Network to the Managed ISA Server Computers Computer Set

You now will add the addresses that will be used by all array members on the intra-array network into the Managed ISA Server Computers computer set. These addresses are required to allow you to install subsequent array member firewalls.

Perform the following steps to enter the IP addresses that will be used for array members on the intra-array network:

1. In the ISA Server 2004 Enterprise Edition console, expand the Arrays node, and then expand the Main Array node. Click the Firewall Policy (Main Array) node in the scope pane of the console.

2. Click the Toolbox tab in the task pane.
3. On the Toolbox tab, click the Network Objects section. In the Network Objects section, click the Computer Sets folder, and then double-click the Managed ISA Server Computers entry.

4. In the Managed ISA Server Computers Properties dialog box, click the Add button and click Address Range.
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5. In the New Address Range Rule Element dialog box, enter the name of the address range in the Name text box. In this example, name the range Intra-array network. Enter the Start Address and End Address for the range. In this example, enter the Start Address of 222.222.222.0 and the End Address of 222.222.222.31. Arrays can contain a maximum of 32 addresses, so the address range only needs to contain a limited number of addresses on that subnet. Click OK.
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6. Click Apply and then click OK.
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Add an Internal Network Management Console to the Remote Management Computers Computer Sets

You will want to manage the array from a computer that is not an array member. You can do this by adding the IP address of the remote management computer to the list of computers in the Remote Management Computers computer set.

Perform the following steps to add an IP address:

1. In the ISA Server 2004 Enterprise Edition console, expand the Arrays node, and then expand the Main Array node. Click the Firewall Policy (Main Array) node.
2. Click the Toolbox tab on the task pane. Click the Network Objects section and double-click the Remote Management Computers entry.

3. In the Remote Management Computers Properties dialog box, click the Add button, and then click Computer.

4. In the New Computer Rule Element dialog box, enter a name for the remote management computer in the Name text box. In this example, enter Remote Management Station. Enter the IP address in the Computer IP Address text box. In this example, enter 10.0.0.4. Click OK.
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5. Click Apply, and then click OK in the Remote Management Computers Properties dialog box.
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6. At this point, you can click Apply to save the changes to the array firewall policy. Click OK in the Saving Configuration Changes dialog box when the array policy is applied.
Create an Access Rule Allowing Outbound Access

To allow outbound access through the ISA Server array, you must create an access rule allowing access through the array. In this example, you will create an All Open access rule that allows all hosts access to all protocols and sites through the firewall array. Use this rule for testing only. After you have confirmed Internet connectively through the firewall array, delete or disable this rule and create access rules based on your corporate network access policy.

Perform the following steps to create the access rule:

1. In the ISA Server 2004 Enterprise Edition console, expand the Arrays node, and then expand the Main Array node. Click the Firewall Policy (Main Array) node in the scope pane of the console.

2. Click the Tasks tab in the task pane, and then click the Create Array Access Rule link.

3. On the Welcome to the New Access Rule Wizard page, enter a name for the rule in the Access rule name text box. In this example, name the rule Array – All Open and click Next.

4. On the Rule Action page, select the Allow option and click Next.

5. On the Protocols page, select the All outbound traffic option in the This rule applies to list and click Next.
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6. On the Access Rule Sources page, click the Add button.

7. In the Add Network Entities dialog box, click the Networks folder, and then double-click the Internal entry. Click Close.

8. Click Next on the Access Rule Sources page.

9. On the Access Rule Destinations page, click the Add button.

10. In the Add Network Entities dialog box, click the Networks folder. Double-click the External entry. Click Close.

11. Click Next on the Access Rule Destinations page.

12. Accept the default entry, All Users, on the User Sets page and click Next.

13. Click Finish on the Completing the New Access Rule Wizard page.

14. Click Apply to save the changes and update the firewall policy.

15. Click OK in the Saving Configuration Changes dialog box.

Installing the First Array Member

The ISA Server 2004 Enterprise Edition Installation Wizard can be used to install the ISA Server 2004 Enterprise Edition firewall software on the first array member, which in this example is the same machine as the Configuration Storage Server. You will use the Modify option in the Installation Wizard to add the firewall software to the Configuration Storage Server computer.

In this section, you will perform the following procedures:

· Install the first array member

· Configure intra-array credentials

Install the First Array Member

Perform the following steps on the first member of the firewall array, which will also act as the Configuration Storage server for the array:

1. Put the ISA Server 2004 Enterprise Edition CD into the first array member. If the autorun menu does not appear automatically, double-click the ISAAutorun.exe file in the root of the CD.

2. In the autorun menu, click the Install ISA Server 2004 link.

3. Click Next on the Welcome to the Installation Wizard for Microsoft ISA Server 2004 page.

4. On the Program Maintenance page, click the Modify option.
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5. On the Component Selection page, click the ISA Server entry in the list of features and click This feature, and all subfeatures, will be installed on the local hard drive. Click Next.
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6. On the Locate Configuration Storage Server page, enter the FQDN of the array member in the Configuration Storage server (type the FQDN) text box. In this example, the name of the Configuration Storage server is storage.msfirewall.org. Select the Connect using this account option, enter Administrator in the User name text box, and then enter the Administrator’s password in the Password text box. Make sure that the name for the Configuration Storage server you enter on this page matches exactly the name on the server certificate bound to the Configuration Storage server. Click Next.
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7. On the Array Membership page, select the Join an existing array option and click Next.

8. On the Join Existing Array page, click the Browse button. Click the Main Array entry in the Arrays to join list and click OK. Click Next on the Join Existing Array page.
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9. On the Configuration Storage Server Authentication Options page, select the Authentication over SSL encrypted channel option and select the Use an existing trusted root CA certificate option. Click Next.
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10. On the Internal Network page, click the Add button.

11. In the Addresses dialog box, click the Add Adapter button.
12. In the Select Network Adapters dialog box, select the network adapter representing the internal adapter used by the firewall array member. In this example, select the network adapter named LAN. If you are unsure about what adapter to select, click each adapter in the list and view the information in the Network adapter details box. Click OK.
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13. Click OK in the Addresses dialog box.
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14. Click Next on the Internal Network page.
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15. Click Next in the Services Warning dialog box.

16. Click Install on the Ready to modify the program page.

17. Click Finish to exit the wizard.

18. Click No in the Microsoft ISA Server dialog box asking if you want to restart the computer.

Configure Intra-Array Credentials

Each array member must be configured with a common user account that can be used to authenticate each array member with another. This user account is set on the Intra-Array Credentials tab. Perform the following steps to configure the account used for intra-array authentication:

1. Open the ISA Server 2004 Enterprise Edition console and expand the Arrays node. Click the Main Array node and click the Configure Array Properties link on the Tasks tab in the task pane.

2. Click the Intra-Array Credentials tab.

3. On the Intra-Array Credentials tab, select the Authenticate using this account (for workgroup configuration only) option. Click the Set Account button.

4. In the Set Account dialog box, enter a user name for an account that all array members share. In this example, use the Administrator account. Enter the user’s password in the Password and Confirm password text boxes. Click OK.
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5. Click Apply, and then click OK while still in the Intra-Array Credentials tab.
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6. Click Apply to save the changes and update the firewall policy.

7. Click OK in the dialog box informing you that the changes were saved.

8. Restart the computer.

Installing the Second Array Member

Now you can install the second member of the ISA Server 2004 Enterprise Edition array. Perform the following steps to install the second array member:

1. Put the ISA Server 2004 Enterprise Edition CD into the second array member. If the autorun menu does not appear automatically, double-click the ISAAutorun.exe file in the root of the CD.

2. In the autorun menu, click the Install ISA Server 2004 link.

3. Click Next on the Welcome to the Installation Wizard for Microsoft ISA Server 2004 page.

4. Read the license agreement, and then select the I accept the terms in the license agreement option. Click Next.

5. Enter your User Name, Organization, and Product Serial Number on the Customer Information page and click Next.

6. On the Setup Scenarios page, select the Install ISA Server services option and click Next.

7. Accept the default selections on the Components Selection page and click Next.

8. On the Locate Configuration Storage Server page, enter the fully qualified domain name (FQDN) for the Configuration Storage server in the Configuration Storage server (type the FQDN) text box. In this example, the FQDN of the Configuration Storage server is storage.msfirewall.org, so enter that name in the text box. Select the Connect using this account option and enter Administrator in the User name text box. Enter the Administrator’s password in the Password text box. Click Next.
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9. Select the Join an existing array option on the Array Membership page and click Next.

10. On the Join Existing Array page, click the Browse button. In the Arrays to join dialog box, select the Main Array entry and click OK. Click Next on the Join Existing Array page.

11. On the Configuration Storage Server Authentication Options page, select the Authentication over SSL encrypted channel option, and then select the Use an existing trusted root CA certificate option. Click Next.

12. Click Next on the Services Warning page.

13. Click Install on the Ready to Install Program page.

14. Click Finish on the Installation Wizard Completed page.

15. Click Yes on the Microsoft ISA Server dialog box asking if you want to restart the computer.

After the second array member restarts, the array is functional and will be able to receive further configuration instructions from a remote management computer running ISA Server Management.

Conclusion

In this ISA Server 2004 Enterprise Edition Configuration Guide document, the procedures required to install an enterprise array on workgroup member computers and place the Configuration Storage server on an array member in the workgroup were discussed.
Chapter 4
Installing the Configuration Storage Server on a Domain Member or Array Member
Microsoft Internet Security and Acceleration (ISA) Server 2004 Enterprise Edition is a stateful packet and application-layer inspection firewall. Like ISA Server 2004 Standard Edition, the Enterprise Edition provides stateful packet inspection and stateful application-layer filtering for all connections made to, and through, the firewall. In addition to being a highly secure stateful firewall, ISA Server 2004 Enterprise Edition can be configured as a Web caching proxy server, remote access virtual private network (VPN) server, and a site-to-site VPN gateway.

ISA Server 2004 Enterprise Edition includes all the features and functionality found in ISA Server 2004 Standard Edition. In addition, ISA Server 2004 Enterprise Edition includes:

· Support for Web caching arrays using the Cache Array Routing Protocol (CARP). Web caching arrays significantly improve ISA Server Web proxy and caching performance by using the intelligent CARP algorithm. Web performance enhancements provided by CARP lead to increased end-user satisfaction and productivity.

· Integrated support for the Windows Network Load Balancing (NLB) service. NLB allows you to create and deploy an ISA Server array in a high availability network environment. NLB provides both failover and load balancing for all connections made through an ISA Server array. If one member of the array goes offline, remaining array members can take over for the downed server. The load balancing aspect of NLB increases array performance, because it prevents any single server in the array from being overwhelmed by connection requests.

· Array configuration stored in an Active Directory Application Mode (ADAM) database. Firewall policy for the array is stored in an ADAM database that can be placed on an array member, on a Configuration Storage server on the corporate network, or on a domain controller. Multiple Configuration Storage servers can be configured to provide fault tolerance for array configuration, and Configuration Storage servers can be placed at multiple locations, such as main and branch offices, to ensure that firewall configuration is always available to array members.

· An enhanced management console, ISA Server Management, that enables management of all arrays in the organization. From a single ISA Server Management console, you can manage hundreds of array member servers contained in dozens of arrays located at disparate locations situated around the globe. ISA Server Management allows you to configure firewall policy at a single location and update globally distributed array member servers automatically.

· Support for both enterprise and array policies. You can create enterprise policies that are applied to multiple arrays. Enterprise policies allow you to create standardized firewall access policy and have it applied to globally distributed arrays. Array administrators can be allowed to customize array policy by creating firewall policies that apply only to a specific array and integrate array policy with enterprise policy. Combining enterprise and array firewall policies provides both the required level of centralized firewall control for an entire organization and enables array administrators to customize firewall policy to meet specific requirements of their particular enterprise array.

ISA Server provides centralized control over network security policy and high availability required by globally distributed enterprise environments. Centralized control reduces the chances of firewall configuration errors leading to a catastrophic security event that puts an organization’s key data assets at risk. High availability ensures that employees are able to access critical corporate data assets and Internet information required to perform their work.

Installation and basic configuration of ISA Server can be potentially complex. This ISA Server 2004 Enterprise Edition Configuration Guide document is designed to help you install and configure a simple enterprise array as quickly and simply as possible. This document is not intended to replace comprehensive ISA Server documentation, nor is it meant to provide a collection of ISA Server best practices. The goal of this Configuration Guide is to get a test enterprise array deployment up and running as quickly as possible, so that you can evaluate it on your own network.

The following issues are discussed in this ISA Server 2004 Enterprise Edition Configuration Guide:

· Installation options

· Network topology

· Registering intra-array adapter service principle names

· Configuring DNS entries to support the intra-array addresses

· Installing the Configuration Storage server on the first array member

· Creating and configuring the new array and array policy

· Installing the first array member

· Installing the second array member

Installation Options

One of the first decisions you need to make before deploying an ISA Server 2004 Enterprise Edition array is where to place the Configuration Storage server. The Configuration Storage server is a computer hosting the Active Directory Application Mode (ADAM) database, which stores the array’s firewall policies. A single Configuration Storage server can store firewall policy for multiple ISA Server arrays, and these arrays can be located anywhere in the organization.

ISA Server supports the following Configuration Storage server placement scenarios:

· The Configuration Storage server and array members are located in the same or in trusted domains. The Configuration Storage server is installed on a computer that is not an array member.

· The Configuration Storage server and array members are located in the same or in trusted domains. The Configuration Storage server is installed on an array member.

· The Configuration Storage server and array members are installed in a workgroup. The Configuration Storage server is installed on a computer that is not an array member.

· The Configuration Storage server and array members are installed in a workgroup. The Configuration Storage server is installed on an array member.

· The Configuration Storage server is installed on a domain member. The array members are installed in a workgroup.

In this document, the option where the Configuration Storage server is installed on a domain member or array member is discussed.
Network Topology

Figure 4.1 depicts the network topology and server placement used in this ISA Server 2004 Enterprise Edition Configuration Guide.

Figure 4.1: ISA Server 2004 Enterprise Edition example network topology
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Table 4.1 includes details about the configuration of each computer participating in the ISA Server 2004 Enterprise Edition Configuration Guide example network. Note that not all services or servers will be used in this guide.

Table 4.1: IP addressing and server configuration information for ISA Server 2004 Enterprise Edition sample network

	Setting
	Array-1
	Array-2
	Domain controller
	Exchange

	Dedicated IP address 
	Int: 10.0.0.1
Ext: 192.168.1.70
NLB: 222.222.222.1
	Int:10.0.0.3
Ext: 192.168.1.71
NLB: 222.222.222.2
	10.0.0.4
	10.0.0.2

	Virtual IP address 
	Int: 10.0.0.10
Ext: 192.168.1.72
	Int: 10.0.0.10
Ext: 192.168.1.72
	Not applicable
	Not applicable

	Subnet mask
	Int: 255.255.255.0
Ext: 255.255.255.0
	Int: 255.255.255.0
Ext: 255.255.255.0
	255.255.255.0
	255.255.255.0

	Default gateway
	Int: Not applicable
Ext:192.168.1.60
	Int: Not applicable
Ext: 192.168.1.60
	10.0.0.1 until NLB is configured for the array

10.0.0.10 after NLB is configured on the array
	10.0.0.1 until NLB is configured for the array

10.0.0.10 after NLB is configured on the array

	DNS server address
	Int: 10.0.0.4
Ext: Not applicable
	Int: 10.0.0.4
Ext: Not applicable
	10.0.0.4
	10.0.0.4

	WINS server address
	Int: 10.0.0.4
Ext: Not applicable
	Int: 10.0.0.4
Ext: Not applicable
	10.0.0.4
	10.0.0.4

	Operating system
	Microsoft Windows Server 2003 
	Windows Server 2003 
	Windows Server 2003 
	Windows Server 2003 

	Installed services
	ISA Server 2004 Enterprise Edition 
	ISA Server 2004 Enterprise Edition 
	Active Directory
Configuration Storage server
DNS
WINS
DHCP
IAS
CA
	Exchange Server 2003

	Role on network
	First member of ISA Server 2004 Enterprise Edition enterprise array
	Second member of ISA Server 2004 Enterprise Edition enterprise array
	Active Directory domain controller, Configuration Storage server, and host for network services supporting the ISA Server enterprise array
	Exchange Server 2003 to demonstrate Exchange Server remote access scenarios

	Domain member
	Yes
	Yes
	Yes
	Yes

	FQDN in domain DNS
	array-1.msfirewall.org
	array-2.msfirewall.org
	dc.msfirewall.org
	exchange.msfirewall.org


This ISA Server 2004 Enterprise Edition Configuration Guide assumes you have installed four servers and configured them based on the specifications in Table 4.1. Array members can be directly connected to the Internet, or placed behind a firewall or router that connects the network to the Internet. In this ISA Server 2004 Enterprise Edition Configuration Guide example network, the array members are located behind an ISA Server 2004 Standard Edition computer and their default gateways are set as the internal adapter of the upstream ISA Server 2004 Standard Edition computer.

If you choose not to install the computers in the configuration provided in Table 4.1, you can still use this ISA Server 2004 Enterprise Edition Configuration Guide. Replace the names and IP addresses with the names and addresses in your environment. However, you must make the Configuration Storage server and array members part of the same or trusted Active Directory domain.

Registering Intra-Array Adapter Service Principle Names

In a domain configuration where multiple ISA Server computers are connected through more than one network adapter, and Network Load Balancing (NLB) is configured, a request from an array member to a Configuration Storage server from a network adapter dedicated to intra-array communications may fail because Kerberos authentication does not recognize the network adapter name. As a workaround, register the intra-array adapter name in the Kerberos database using the Setspn.exe tool.

Perform the following steps to register the intra-array adapter names:

1. On the Windows Server 2003 CD, go to the \SUPPORT\TOOLS folder and double-click the SUPTOOLS.MSI file.

2. Click Next on the Welcome to the Windows Support Tools Setup Wizard page.

3. Select I Agree on the End User License Agreement page. Click Next.

4. Enter your user information on the User Information page.

5. Accept the default directory on the Destination Directory page and click Install.

6. Click Finish on the Completing the Windows Support Tools Setup Wizard page.

7. In Windows Explorer, go to the \Program Files\Support Tools folder. Copy the Setspn.exe file to the root of the C: drive.

8. Open a command prompt and change the focus to the root of the C: drive.
9. Enter the following command at the command prompt:

setspn -a ldap/array-1.msfirewall.org ARRAY-1

The information in the Command Prompt window should show that the object was updated.
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10. Enter the following command at the command prompt:

setspn -a ldap/array-2.msfirewall.org ARRAY-2

The information in the Command Prompt window should show that the object was updated.
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11. Enter the following command at the command prompt:

setspn -a ldap/array-1.msfirewall.org:389 ARRAY-1

The information in the Command Prompt window should show that the object was updated.

12. Enter the following command at the command prompt:

setspn -a ldap/array-2.msfirewall.org:389 ARRAY-2

The information in the Command Prompt window should show that the object was updated.

Configuring DNS Entries to Support the Intra-Array Addresses

Members of the enterprise array must be able to communicate with one another using the intra-array adapter network. For this to succeed in this scenario, you must change the Domain Name System (DNS) mappings for the domain member array firewalls. The new mappings will point to the intra-array IP address used by each array member server.

Perform the following steps on the domain controller on the Internal network to create the DNS entries for the intra-array adapters:

1. Click Start and point to Administrative Tools. Click DNS.

2. In the DNS console, expand the Forward Lookup Zones node in the left pane and click the msfirewall.org forward lookup zone. Double-click the Host (A) record for array-1.

3. In the array-1 Properties dialog box, enter the intra-array address. In this example, the intra-array address of array-1 is 222.222.222.1, so enter that address. Click OK.

4. You will receive a warning dialog box if you have not created a reverse lookup zone for the intra-array network. A reverse lookup zone is not required, so you can click OK to dismiss the warning.

5. Click OK to close the array-1 Properties dialog box.

6. Double-click the array-2 entry.

7. In the array-2 Properties dialog box, enter the intra-array address. In this example, the intra-array address of array-2 is 222.222.222.2, so enter that address. Click OK.

8. You will receive a warning dialog box if you have not created a reverse lookup zone for the intra-array network. A reverse lookup zone is not required, so you can click OK to dismiss the warning.

9. Click OK to close the array-2 Properties dialog box.

10. Restart the DNS service.

Installing the Configuration Storage Server on the First Array Member

The next step is to install the Configuration Storage server. In the scenario covered in this ISA Server 2004 Enterprise Edition Configuration Guide document, you will install the Configuration Storage server on the first domain member. All array members will communicate with the first array member to update their configuration, and each array member uses its intra-array adapter to communicate with the Configuration Storage server array member’s intra-array adapter.

After all computers in the example network are installed and configured, place the ISA Server 2004 Enterprise Edition CD-ROM into the first array member (array-1.msfirewall.org) and perform the following steps:

1. The autorun menu should appear automatically. If it does not, open Windows Explorer and double-click the ISAAutorun.exe file.

2. In the Microsoft ISA Server 2004 Setup dialog box, click the Install ISA Server 2004 link.

3. On the Welcome to the Installation Wizard for Microsoft ISA Server 2004 page, click Next.

4. On the License Agreement page, read the license agreement, and then select the I accept the terms in the license agreement option and click Next.

5. On the Customer Information page, enter your User Name, Organization, and Product Serial Number. Click Next.

6. On the Setup Scenarios page, select the Install Configuration Storage server option and click Next.
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7. On the Component Selection page, accept the default settings. The default settings will install the ISA Server Management console and the Configuration Storage server component. Click Next.
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8. On the Enterprise Installation Options page, select the Create a new ISA Server enterprise option and click Next.
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9. Read the information on the New Enterprise Warning page. This information explains that you should have only a single ISA Server enterprise defined in your organization. Click Next.
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10. On the Create New Enterprise page, enter a name for your ISA Server enterprise and a description of the enterprise in the Enterprise name and Description text boxes. Click Next.
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11. On the Enterprise Deployment Environment page, select the I am deploying in a single domain or in domains with trust relationships option. Click Next.
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12. Click Install on the Ready to Install the Program page.

13. When the installation completes, select the Invoke ISA Server Management when the wizard closes option and click Finish.

Creating and Configuring the New Array and Array Policy

You must create ISA Server 2004 Enterprise Edition arrays because there are no default arrays. In this section, you will perform the following ISA Server array related tasks:

· Create a new array. There are no default arrays, so you must create a new array to which you will apply firewall policy.

· Configure array properties. There are many characteristics that define an array. The first step after creating a new array is to define these array-specific characteristics, such as addresses used for intra-array communications.

· Create the intra-array network. Each array member in the sample network used in this ISA Server 2004 Enterprise Edition Configuration Guide document has three network adapters. One network adapter is connected to the External network, another adapter is connected to the default Internal network, and the third adapter is connected to a network dedicated to intra-array communications. This intra-array communications network is required because you may want to later enable Network Load Balancing (NLB) for the array. A dedicated network adapter is required because ISA Server 2004 Enterprise Edition integrated NLB uses only unicast mode NLB.

· Configure the Remote Management Computers computer set. After creating the array, several network objects are included by default. One of these network objects is the Remote Management Computers computer set. You need to add the domain controller on the Internal network to this computer set so that it can manage computers in the ISA Server array.

· Create an array access rule. You will create an All Open access rule to demonstrate how to create an array-level access rule.

Create a New Array

The first step is to create a new array. You can create one or more arrays in ISA Server Management from a single management computer. There is rarely a need to use Remote Desktop Protocol (RDP) on any array member computer to manage the firewall configuration. Perform the following steps to create the new enterprise array:

1. In the ISA Server 2004 Enterprise Edition console, click the Arrays node in the scope pane. Click the Tasks tab in the task pane and click the Create New Array link.

2. On the Welcome to the New Array Wizard page, enter a name for the new array in the Array name text box. In this example, name the array Main Array. Click Next.

3. On the Array DNS Name page, enter the Domain Name System (DNS) name that Firewall clients and Web Proxy clients should use when connecting to the array. In this example, enter mainarray.msfirewall.org. You should then create Host (A) records in the Internal network DNS that maps the internal IP address of each array member to this name. Enter mainarray.msfirewall.org in the Array’s DNS name text box and click Next.
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4. On the Assign Enterprise Policy page, select the Default Policy entry from the Apply this enterprise policy to the new array list. Click Next.
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5. On the Array Policy Rule Types page, select the type of array firewall policy rules that an array administrator can create for the array. This option enables the enterprise administrator to limit the scope of rule types an array administrator can create, and helps centralize control over network firewall security policy. In this example, select each of the check boxes for "Deny" access rules, "Allow access" rules, and Publishing rules (Deny and Allow). Click Next.
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6. Click Finish on the Completing the New Array Wizard page.

7. Click OK in the Create New Array dialog box when the array is successfully created.
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Configure Array Properties

The first step is to configure the general properties of the array. Perform the following steps to configure the array properties:

1. In the scope pane of the ISA Server 2004 Enterprise Edition console, expand the Arrays node, and then expand the Main Array node. Expand the Configuration node. With each of these nodes expanded, you can see all nodes and subnodes used to configure the array.
2. Click the Main Array node in the scope pane of the console, and then click the Tasks tab in the task pane. On the Tasks tab, click the Configure Array Properties link.
3. The first tab in the Main Array Properties dialog box is the General tab. There is nothing you need to configure on this tab.

4. Click the Policy Settings tab. On the Policy Settings tab, you can change the enterprise policy assigned to the array. You can also change the array firewall policy rule types that can be configured on this array. You will not make any changes on this tab.
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5. Click the Configuration Storage tab. On the Configuration Storage tab, you can configure the name of the Configuration Storage server (enter the FQDN). This value is entered by default during installation of the Configuration Storage server. You can also configure an alternate Configuration Storage server in the Alternate Configuration Storage server (optional) text box. Configuring an alternate Configuration Storage server provides fault tolerance in the event that the default Configuration Storage server is not available. Array members check the Configuration Storage server for updated policy based on the setting in the Check the Configuration Storage server for updates every section. The default is every 15 seconds, but you can configure the update interval to be any value you like. Do not make changes on the Configuration Storage tab.
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6. On the Intra-Array Credentials tab, you configure the method for which credentials an array member should use when performing intra-array communications. Because all array members and the Configuration Storage server are members of the same domain, the default setting is Authenticate using the computer account of the array member. If all computers were not members of the same or trusted Active Directory domain, you would use the Authenticate using this account (for workgroup configuration only) option. Do not make any changes on the Intra-Array Credentials page.
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7. Click the Assign Roles tab. You configure the users and groups that are allowed management roles for this array. Click the Add button on the Assign Roles tab. Use the Browse button to select a user or group to which you want to assign an array management role. Click the drop-down arrow for the Role list. You can assign users or groups to one of the following array roles: ISA Server Array Administrator, ISA Server Array Auditor, or ISA Server Array Monitoring Auditor. In this example, assign the MSFIREWALL\Domain Admins group the ISA Server Array Administrator role. Click OK.

[image: image191.png]n Delegation

roup or User

MSFIREWALL{Domain Admins Browse,

Rol:

[I5A Server Array Admimstrator
154 Server Array Audtor
154 Server frray Monitoring Auditor

=





8. Click Apply and then click OK in the Main Array Properties dialog box.
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Create the Intra-Array Network

Each member in the array on the example network has a third network adapter installed that is dedicated to intra-array communications. This is required if you want to enable ISA Server integrated Network Load Balancing (NLB) within the array. ISA Server NLB uses only unicast mode NLB. To prevent issues related to unicast mode NLB, you need a network adapter dedicated to intra-array communications.

The ISA Server array members consider all addresses that are not part of a defined ISA Server network to be part of the External network. To prevent routing errors, you must create an ISA Server network definition for the intra-array network. Perform the following steps to create the network for the intra-array network:

1. In the ISA Server 2004 Enterprise Edition console, click the Networks node located under the Configuration node. Click the Networks tab in the details pane. Click the Tasks tab in the task pane and click the Create a New Network link.

2. On the Welcome to the New Network Wizard page, enter a name for the new network in the Network name text box. In this example, name the new network Intra-array Network. Click Next.

3. On the Network Type page, select the Perimeter Network option and click Next.
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4. On the Network Addresses page, you configure the addresses used on the intra-array network. You can use the Add Range, Add Adapter, or Add Private buttons to add the address range defining the network. However, you will not be able to use the Add Adapter button in this example because there are no computers assigned to the array yet. Because there are no computers assigned to the array, the Configuration Storage server does not have information about the array member adapters. In this example, click the Add Range button.
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5. In the IP Address Range Properties dialog box, enter the first and last addresses in the range in the Start address and End address text boxes. In this example, enter a Start address of 222.222.222.0 and an End address of 222.222.222.255. Click OK.
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6. Click Next on the Network Addresses page.

[image: image196.png]New Network Wizard

Network Addresses
Speciy the IP adress tanges o include in this network.

Address ranges: s
Start Address End Address
222222220 222222075 Edit
Remove
Add Adapter.
Addrvate.
Enterprise Networks:
AddNetwork.

Bk Cance





7. Click Finish on the Completing the New Network Wizard page.

Configure the Remote Management Computers Computer Set

To manage the enterprise array computers from a management computer running ISA Server Management, the management computer must be added to the Enterprise Remote Management Computers computer set. This computer set network object is created for you automatically. You only need to add the address of your management computer to the computer set. In this example, you will add the IP address of the domain controller computer on the Internal network to this computer set. Perform the following steps to add the domain controller computer to the Enterprise Remote Management Computers computer set:

1. In the ISA Server 2004 Enterprise Edition console, click the Default Policy node in the scope pane. In the task pane, click the Toolbox tab.
2. On the Toolbox tab, click the Network Objects tab. On the Network Objects tab, click the Computer Sets folder.
3. Double-click the Enterprise Remote Management Computers computer set.

4. In the Enterprise Remote Management Computers Properties dialog box, click the Add button, and then click the Computer menu item.
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5. In the New Computer Rule Element dialog box, enter a name for the management computer in the Name text box. In this example, name the entry Enterprise Management Station. In the Computer IP Address text box, enter the IP address of the management computer. In this example, the IP address of the management computer is 10.0.0.4, so enter that in the text box. Click OK.
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6. Click Apply, and then click OK in the Enterprise Remote Management Computers Properties dialog box.

Create an Array Access Rule

To demonstrate the interactions between enterprise policy and array policy access rules, you will create an access rule in the array policy allowing outbound access for all hosts on the Internal network for all protocols to all sites on the Internet. Perform the following steps to create the All Open access rule:

1. In the ISA Server 2004 Enterprise Edition console, expand the Arrays node, and then expand the Main Array node if these nodes are not already expanded. Click the Firewall Policy (Main Array) node in the scope pane of the console.
2. Click the Tasks tab in the task pane, and then click the Create Array Access Rule link.

3. On the Welcome to the New Access Rule Wizard page, enter a name for the access rule in the Access rule name text box. In this example, name the rule Array – All Open. Click Next.

4. On the Rule Action page, select the Allow option and click Next.

5. On the Protocols page, confirm that the All outbound traffic option is selected and click Next.

6. On the Access Rule Sources page, click the Add button.

7. In the Add Network Entities dialog box, click the Networks folder, and then double-click the Internal network. Click Close.
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8. Click Next on the Access Rule Sources page.
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9. On the Access Rule Destinations page, click the Add button.
10. In the Add Network Entities dialog box, click the Networks folder, and then double-click the External network. Click Close.

11. Click Next on the Access Rule Destinations page.

12. On the User Sets page, accept the default entry All Users and click Next.

13. Click Finish on the Completing the New Access Rule Wizard page.

14. Click Apply to save the changes and update the firewall policy. Click OK on the Saving Configuration Change dialog box. Close the ISA Server 2004 Enterprise Edition console.

Installing the First Array Member

The array configuration is now in place on the Configuration Storage server. You can now install the ISA Server 2004 Enterprise Edition software on the first array member and enable the first array member to join the array that you have preconfigured.

In this section, you will perform the following procedures:

· Install the first array member. The ISA Server 2004 Enterprise Edition Setup Wizard makes it easy to install the first member of the ISA Server array.
· Configure the intra-array communications IP address. You may later enable Network Load Balancing (NLB) on the internal and external adapters of the ISA Server array. To provide full NLB support, you will configure the array members to use a network adapter and IP address dedicated to intra-array communications.
Install the First Array Member

Perform the following steps to install the ISA Server software on the first member (array-1) of the enterprise array:

1. Insert the ISA Server 2004 Enterprise Edition CD-ROM into the first array member (array-1 in this example) and click the Install ISA Server 2004 link on the autorun menu. If the autorun menu does not appear, double-click the ISAAutorun.exe file on the root of the CD.

2. Click Next on the Welcome to the Installation Wizard for Microsoft ISA Server 2004 page.

3. On the Program Maintenance page, select the Modify option and click Next.

4. On the Component Selection page, click the ISA Server entry in the list of components and click the This feature, and all subfeatures, will be installed on local hard drive entry. Click Next.

5. On the Locate Configuration Storage Server page, enter the fully qualified domain name (FQDN) of the Configuration Storage server in the Configuration Storage server (type the FQDN) text box. In this example, the FQDN of the Configuration Storage server is array-1.msfirewall.org. Enter this value in the text box and click Next.

6. On the Array Membership page, select the Join an existing array option and click Next.

[image: image201.png]15 Microsoft ISA Server 2004 ard
Arvay Membership

Select the array membership for this IS Server computer

€ Create anew array.

Create a new array and add this 154 Server computer ta that array. To create.
an array, you must have 154 Server Enterprise Admiistratar privieges:

e iting sy

‘Add this 154 Server computer to an existing 154 Server array. To oin an existing
artay, you must have 154 Server Array Administrator privieges.

<gack Nt > Cancel





7. On the Join Existing Array page, click the Browse button.

8. On the Arrays to join page, select the array and click OK.
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9. Click Next on the Join Existing Array page.
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10. On the Configuration Storage Server Authentication Options page, select the Windows authentication option and click Next.

[image: image204.png]Installation Wizard

15 Microsoft ISA Server 2004

Configuration Storage Server Authentication Options
Select how the I5A Server computer wil authenticate to the Configuration Storags server.

 fiindows authertication)
This 154 Server computer and the Configuration Storage server it wil connect to reside
in the same domin or in trusted domains, The connection will be encrypted (signed and
sealed)

€ authentication aver S5 encrypted channel

This 154 Server computer and the Configuration Storage server it wil connect to do not
eside n trusted domains, o either compter is part of a workaroup. Thi computer must
trust the Certficate Authorty (CA) which issued the server certicate to the
Configuration Storage server,

5
Pt

R

\1) oy i e e S o g S e

<gack Nt > Cancel





11. On the Internal Network page, click the Add button.

12. In the Address dialog box, click the Add Adapter button.

13. In the Select Network Adapters dialog box, select the check box for the internal adapter of the first array member. Click OK.
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14. Click OK in the Addresses dialog box.

[image: image206.png][Addresses

[2]x]
These are the IP address ranges included inthis network.
Start Address End Address Agd Range
10000 10.0.0.25
10.255.255.255  10.295.255.255 £
REToYE

Enterprise Networks:

add Netwark,

ok Cancel





15. Click Next on the Internal Network page.
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16. Click Next in the Services Warning dialog box.

17. Click Install on the Ready to modify the Program page.

18. On the Installation Completed page, click the Finish button.

19. Click Yes on the Microsoft ISA Server dialog box asking if you want to restart the firewall.

Configure the Intra-Array Communications IP Address

Array members need to communicate with one another using network adapters connected to the dedicated Network Load Balancing (NLB) network you created earlier. By default, intra-array communications take place on the primary IP address bound on each member of the array. However, because you may later enable NLB on both the internal and external adapters of each firewall in the enterprise array, you need to force the array members to communicate using the IP addresses bound to the adapters connected to the intra-array network.

Perform the following steps to force the first array member to use the intra-array adapter for intra-array communications (the second array member will automatically detect that it should use the adapter on the same network ID as the intra-array adapter on the first member of the array):

1. In the scope pane of the ISA Server 2004 Enterprise Edition console, expand the array name, and then expand the Configuration node. Click the Servers node.

2. In the details pane of the console, right-click the name for the first server in the array (array-1 in this example) and click Properties.

3. In the array-1 Properties dialog box, click the Communication tab. On the Communication tab, enter the IP address of the intra-array network adapter in the Use this IP address for communication between array members text box. In this example, the first array member uses the IP address 222.222.222.1, so enter that address in the text box.
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4. Click Apply, and then click OK in the array-1 Properties dialog box.

5. Click Apply to save the changes and update the firewall policy.

6. Click OK in the Apply New Configuration dialog box.

Installing the Second Array Member

You can now install the ISA Server 2004 Enterprise Edition software on the second array member. Perform the same procedure you did when you installed the first array member. During installation, you will notice that you are not asked for the definition of the array’s Internal network. You already defined the array’s Internal network when installing the first array member, so there is no reason to perform the procedure a second time.

After installing ISA Server on the second array member, configure the second array member to use the IP address on its intra-array communications adapter for intra-array communications. Use the same procedure you used for configuring the intra-array address for the first array member, but this time configure array-2 to use the IP address 222.222.222.2. Perform the following steps:

1. Insert the ISA Server 2004 Enterprise Edition CD-ROM into the second array member (array-2 in this example) and click the Install ISA Server 2004 link on the autorun menu. If the autorun menu does not appear, double-click the ISAAutorun.exe file on the root of the CD.

2. Click Next on the Welcome to the Installation Wizard for Microsoft ISA Server 2004 page.

3. On the Program Maintenance page, select the Modify option and click Next.

4. On the Component Selection page, click the ISA Server entry in the list of components and click the This feature, and all subfeatures, will be installed on local hard drive entry. Click Next.

5. On the Locate Configuration Storage Server page, enter the fully qualified domain name (FQDN) of the Configuration Storage server in the Configuration Storage server (type the FQDN) text box. In this example, the FQDN of the Configuration Storage server is array-2.msfirewall.org. Enter this value in the text box and click Next.

6. On the Array Membership page, select the Join an existing array option and click Next.
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7. On the Join Existing Array page, click the Browse button.

8. On the Arrays to join page, select the array and click OK.
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9. Click Next on the Join Existing Array page.
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10. On the Configuration Storage Server Authentication Options page, select the Windows authentication option and click Next.
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11. Click Next on the Services Warning dialog box.

12. Click Install on the Ready to Install the Program page.

13. On the Installation Completed page, click the Finish button.

14. Click Yes on the Microsoft ISA Server dialog box asking if you want to restart the firewall.

Conclusion

In this ISA Server 2004 Enterprise Edition Configuration Guide document, the procedures required to install an enterprise array on domain member computers and place the Configuration Storage server on an array member were discussed.
Chapter 5
Creating a Backup Configuration Storage Server on a Domain Member Server

Microsoft Internet Security and Acceleration (ISA) Server 2004 Enterprise Edition array members receive array configuration information from a Configuration Storage server. The Configuration Storage server maintains configuration information in an Active Directory Application Mode (ADAM) database. All changes to the array configuration are written to the Configuration Storage server and then distributed to the array on a periodic basis. While array members continue to function when the Configuration Storage server is not available, you will not be able to change array policy until the Configuration Storage server is online.

You can enhance fault tolerance for your Configuration Storage server by creating a replica that array members can use in the event that the first Configuration Storage server goes offline. If the first Configuration Storage server becomes unavailable, array members will try to contact the first Configuration Storage server for 30 minutes. If the firewall array members are unable to contact the Configuration Storage server after 30 minutes, the array will try to contact the alternate Configuration Storage server. If no Configuration Storage server is available to the array, the array will continue to function, but you will not be able to update the array firewall policy or networking configuration.

In this ISA Server 2004 Enterprise Edition Configuration Guide document, procedures are described that you can use to create a Configuration Storage server replica. You can only create Configuration Storage server replicas when the first Configuration Storage server is installed on a domain member. If you have installed the Configuration Storage server on a workgroup computer, you will not be able to create a replica.

The following topics and procedures are discussed in this ISA Server 2004 Enterprise Edition Configuration Guide document:

· Installing the first Configuration Storage server and enterprise array members

· Creating an additional DNS entry for the second Configuration Storage server and second DNS server

· Obtaining a server certificate for the second Configuration Storage server

· Copying the server certificate to a file

· Installing the second Configuration Storage server

· Configuring the array to use the alternate Configuration Storage server

Note that this ISA Server 2004 Enterprise Edition Configuration Guide document is designed to provide you with guidance you can use to test setting up a second Configuration Storage server in your company’s test lab. After you have demonstrated that these procedures work correctly in your test lab, you can then use the principles and procedures discussed in this document to create a second Configuration Storage server in your production environment. This document is not designed to provide best practices or provide complete information about the ISA Server Configuration Storage server or creating replica Configuration Storage servers. Refer to ISA Server 2004 Enterprise Edition Help and supplementary documentation on the ISA Server Web site at www.microsoft.com/isaserver.
Installing the First Configuration Storage Server and Enterprise Array Members

You should install the first Configuration Storage server and configure both enterprise and array settings before you install the second Configuration Storage server. You should also install the array members before installing the second Configuration Storage server. In this ISA Server 2004 Enterprise Edition Configuration Guide document, you will base the sample network, the enterprise configuration, and the array configuration on Chapter 2, Installing a Configuration Storage Server on a Domain Controller and Array Members in a Workgroup, in this guide. The second Configuration Storage server will be installed on the computer exchange.msfirewall.org on the sample network.
Creating an Additional DNS Entry for the Second Configuration Storage Server and Second DNS Server

On the sample network, the second Configuration Storage server will be installed on a domain member computer named exchange.msfirewall.org. That computer is a member of the same domain on which the first Configuration Storage server is installed. The first Configuration Storage server is installed on a domain controller, which also hosts the Domain Name System (DNS) server for the domain. If you host your DNS server on the same computer as your first Configuration Storage server, you should create a secondary DNS server that is also authoritative for the domain, so that the second DNS server can resolve names in the event the first Configuration Storage server and DNS server become unavailable. You need to do this on the sample network because if the first Configuration Storage server becomes unavailable, both the Configuration Storage server and the DNS server will be unavailable. If no DNS server is available, the array members will not be able to find the second Configuration Storage server.

You also need to create a DNS record for the second Configuration Storage server. The second Configuration Storage server requires a server certificate that has a common name that is different from the server certificate bound to the first Configuration Storage server. On the sample network, the first Configuration Storage server has a server certificate with the common name storage.msfirewall.org and a DNS Host (A) record mapping this name to the IP address of the first Configuration Storage server. You will request a server certificate for the second Configuration Storage server, and it will have the common name storage2.msfirewall.org. You will then create a DNS Host (A) record mapping storage2.msfirewall.org to the address of the second Configuration Storage server.

Perform the following steps to create the Host (A) record on the primary DNS server on dc.msfirewall.org on the sample network:

1. Click Start, point to Administrative Tools, and click DNS.

2. In the DNS console, expand the server name and expand the Forward Lookup Zones node. Click the msfirewall.org node, and then right-click it. Click the New Host (A) command.

3. In the New Host dialog box, enter the name for the second Configuration Storage server, which will match the name on the server certificate bound to the Configuration Storage server service on the second Configuration Storage server. In this example, the name on the server certificate on the second Configuration Storage server will be storage2.msfirewall.org, so enter storage2 in the Name (uses parent domain name if blank) text box. Enter the IP address of the second Configuration Storage server in the IP address text box. In this example, the IP address of the second Configuration Storage server is 10.0.0.2, so enter that in the text box. Confirm that the Create associated pointer (PTR) record check box is selected and click Add Host.
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4. Click OK in the DNS dialog box informing you that the record was successfully created.

5. Click Done in the New Host dialog box.

The next step is to install a secondary DNS server on the example network. You will install the second DNS server on the exchange.msfirewall.org computer on the example network. On your production network, you likely have multiple secondary DNS servers and will not need to install a secondary DNS server to support a second Configuration Storage server.
Use the Add/Remove Programs item in Control Panel to install the DNS server. After the second DNS server is installed, perform the following steps to configure the secondary DNS zone:

1. Click Start, point to Administrative Tools, and click DNS.

2. In the DNS console, expand the server name, and then click Reverse Lookup Zone. Right-click Reverse Lookup Zone and click New Zone.

3. Click Next on the Welcome to the New Zone Wizard page.

4. Select the Secondary zone option on the Zone Type page.

5. On the Reverse Lookup Zone page, select the Network ID option and enter the network ID to support the Forward lookup zone. In this example, the forward lookup zone hosts are on network ID 10.0.0.0/24, so enter 10.0.0 in the Network ID text box. Click Next.

6. On the Master DNS Servers page, enter the IP address of the primary DNS zone server in the IP address text box. On the example network, the primary DNS server for the zone is on 10.0.0.4, so enter that in the text box. Click Add, and then click Next.
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7. Click Finish on the Completing the New Zone Wizard page.

8. Click the Forward Lookup Zones page, and then right-click it. Click New Zone.

9. Click Next on the Welcome to the New Zone Wizard page.

10. Select the Secondary zone option on the Zone Type page and click Next.

11. On the Zone Name page, enter the domain name in the Zone name text box. In this example, the domain name is msfirewall.org, so enter that in the text box and click Next.
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12. On the Master DNS Servers page, enter the IP address of the primary DNS zone server in the IP address text box. On the example network, the primary DNS server for the zone is on 10.0.0.4, so enter that in the text box. Click Add, and then click Next.

13. Click Finish on the Completing the New Zone Wizard page.

Click the folders for the forward and reverse lookup zones you created. If you do not see the zone information transferred from the primary DNS server, the problem may be due to the primary DNS server not being configured to allow zone transfers. Check the Properties dialog box for the forward and reverse lookup zones on the primary DNS server and confirm that zone transfers are allowed to the IP address of the secondary DNS server.

Obtaining a Server Certificate for the Second Configuration Storage Server

The second Configuration Storage server needs a server certificate to identify itself to the firewall array members. The common name on the server certificate is the name the array members will use to contact the second Configuration Storage server. There are several methods you can use to obtain a server certificate. The most straightforward method available, when you have an enterprise certification authority (CA) installed on the network, is to use the Internet Information Services (IIS) Web Site Certificate Wizard. The second array member is installed on a domain member server and also has IIS installed (because this computer is also a Microsoft Outlook Web Access server). If the second array member did not have IIS installed, you could request the server certificate from any computer running IIS in the domain using the Web Site Certificate Request Wizard, and then export the server certificate from that computer.

Perform the following steps on the second Configuration Storage server on the example network:

1. On the exchange.msfirewall.org computer on the example network, click Start, point to Administrative Tools, and click Internet Information Service (IIS) Manager.

2. In the Internet Information Services (IIS) Manager console, expand the server name, and then expand the Web Sites node in the scope pane. Click the Default Web Site, and then right-click it. Click Properties.

3. In the Default Web Site Properties dialog box, click the Directory Security tab. On the Directory Security tab, click the Server Certificate button.

4. Click Next on the Welcome to the Web Server Certificate Wizard page.

5. Select the Create a new certificate option on the Server Certificate page and click Next.

6. On the Delayed or Immediate Request page, select the Send the request immediately to an online certification authority option and click Next.

7. Accept the default settings on the Name and Security Settings page and click Next.

8. Enter your Organization and Organizational Unit information on the Organization Information page and click Next.

9. On the Your Site’s Common Name page, enter the name that the ISA Server array members will use to contact the second Configuration Storage server. In this example, the DNS name that the array members will use is storage2.msfirewall.org. Enter that value in the Common name text box and click Next.
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10. On the Geographical Information page, enter your Country/Region, State/province and City/locality and click Next.

11. Accept the default value on the SSL Port page and click Next.

12. Accept the default enterprise CA listed in the Certification Authorities list on the Choose a Certification Authority page and click Next.

13. Review you settings on the Certificate Request Submission page and click Next.

14. Click Finish on the Completing the Web Server Certificate Wizard page.

15. Leave the Default Web Site Properties dialog box open for the next step.

Copying the Server Certificate to a File

You now need to export the server certificate you obtained using the Web Site Certificate Wizard to a file. The file includes the certificate with its private key. After exporting the certificate and private key to a file, you will import that certificate into the Configuration Storage server service’s certificate store during installation of the second Configuration Storage server.

Perform the following steps to export the server certificate to a file:

1. On the Directory Security tab in the Default Web Site Properties dialog box, click the View Certificate button.

2. In the Certificate dialog box, click the Details tab.

3. On the Details tab, click the Copy to File button.

4. Click Next on the Welcome to the Certificate Export Wizard page.

5. On the Export Private Key page, select the Yes, export the private key option and click Next.
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6. On the Export File Format page, clear the Enable strong protection check box. Click Next.
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7. Do not enter a password on the Password page. Make sure you keep the file in a secure location after you export it so that no one has access to the computer’s private key. Click Next.

8. Enter a path and name for the file on the File to Export page. In this example, enter c:\storage2cert and click Next.
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9. Click Finish on the Completing the Certificate Export Wizard page.

10. Click OK in the Certificate Export Wizard dialog box informing you that the export was successful.

11. Click OK in the Certificate dialog box.

12. Click OK in the Default Web Site Properties dialog box.

Installing the Second Configuration Storage Server

The first Configuration Storage server should be online while installing the second Configuration Storage server, so that you can copy the configuration over the network. If you choose to back up the enterprise configuration on the first Configuration Storage server and then import this information into the second Configuration Storage server during the installation of the second Configuration Storage server, the first Configuration Storage server does not need to be directly reachable during setup. However, the first Configuration Storage server should be available soon after setup so that configuration information can be replicated to the second Configuration Storage server.

The following example discusses procedures used to install the second Configuration Storage server while the first Configuration Storage server is online, and they are connected over a fast link, 100 megabits per second (Mbps) or more. Perform the following steps to install the second Configuration Storage server:

1. Put the ISA Server 2004 Enterprise Edition CD into the second Configuration Storage server and double-click the ISAAutorun.exe file in the root directory of the CD if the autorun menu does not automatically appear. In this example, use the Exchange Server, exchange.msfirewall.org, as the backup Configuration Storage server.

2. Click the Install ISA Server 2004 link in the autorun menu.

3. Click Next on the Welcome to the Installation Wizard for ISA Server 2004 page.

4. Select the I accept the terms in the license agreement option on the License Agreement page. Click Next.

5. Enter your User Name, Organization, and Product Serial Number on the Customer Information page. Click Next.

6. On the Setup Scenarios page, select the Install Configuration Storage server option. Click Next.
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7. On the Component Selection page, accept the default selections ISA Server Management and Configuration Storage Server. Click Next.
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8. On the Enterprise Installation Options page, select the Create a replica of the enterprise configuration option. Click Next.
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9. On the Locate Configuration Storage Server page, enter the name of the first Configuration Storage server in the Configuration Storage server (type the FQDN) text box. This must be the name on the server certificate bound to the Configuration Storage server service on the first Configuration Storage server. In this example, enter storage.msfirewall.org. Because the second Configuration Storage server is installed on a domain member, you can select the Connect using the credentials of the logged on user, if you are logged on to the second Configuration Storage server as a domain administrator. If you have not logged on as a domain administrator, include a domain administrator’s credentials in the Connect using this account option and enter that user’s credentials in the User name and Password text boxes. In this example, you have logged on as a domain administrator, so leave the default setting selected. Click Next.
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10. On the ISA Server Configuration Replicate Source page, you have two options: Replicate over the network and Copy from the restored backup files. The Replicate over the network option should be used when the first and second Configuration Storage servers are connected to each other over a 100 Mbps connection or faster. The Copy from the restored backup files option allows you to optimize setup time on a network with slow links (less than 100 Mbps), or when your enterprise has a large number of arrays (which can significantly increase the size of the files required for replication). In this example, select the Replicate over the network option. Click Next.
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11. In the Enterprise Deployment Environment dialog box, select the I am deploying in a workgroup or in domains without trust relationships option. Click the Browse button and locate the storage2 certificate file you created earlier. When the certificate file appears in the Server certificate text box, click Next. (You do not need to enter a password in this example because you did not include a password when exporting the certificate with its private key.)
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12. Click Install on the Ready to Install the Program page.

13. Select the Invoke ISA Server Management when the wizard closes check box and click Finish on the Installation Wizard Complete page.

Configuring the Array to Use the Alternate Configuration Storage Server

The second Configuration Storage server is now installed, and it will mirror the configuration of the first one. However, if the first one becomes unavailable, the firewall array members will not yet automatically use the second Configuration Storage server for configuration information. You must configure the array to use the second Configuration Storage server as an alternate Configuration Storage server. Note that the array will attempt to connect to the first Configuration Storage server for 30 minutes before switching to the second Configuration Storage server.

Perform the following in the ISA Server 2004 Enterprise Edition console on the second Configuration Storage server to configure the array to use the alternate Configuration Storage server for failover:

1. In the ISA Server 2004 Enterprise Edition console, expand the Arrays node and click the name of the array. In this example, the name of the array is Main Array.

2. Click the Configure Array Properties link on the Tasks tab in the task pane.

3. In the Main Array Properties dialog box, click the Configuration Storage tab. On the Configuration Storage tab, enter the fully qualified domain name (FQDN) of the second Configuration Storage server in the Alternate Configuration Storage server (optional) text box. This name must match the name of the certificate you installed on the second Configuration Storage server. In this example, the name on the certificate you installed on the second Configuration Storage server was storage2.msfirewall.org, so enter that name in the text box. Click Apply, and then click OK.
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4. Click Apply to save the changes and update the firewall policy.

5. Click OK in the Apply New Configuration dialog box.

6. Click the Main Array entry in the scope pane of the console. You will see in the details pane the Configuration Server column that lists all Configuration Storage servers configured for the array.
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At this point, the members in the firewall array will be able to fail over to the alternate Configuration Storage server in the event that the preferred Configuration Storage server is unavailable for over 30 minutes.

Conclusion

In this ISA Server 2004 Enterprise Edition Configuration Guide document, the procedures required to create a backup Configuration Storage server on a member server when the original Configuration Storage server was installed on a domain controller and all members of the array are part of the domain were discussed.
Chapter 6
Configuring the Array as a Remote Access VPN Server

The Microsoft Internet Security and Acceleration (ISA) Server 2004 Enterprise Edition array can be configured as a virtual private network (VPN) server. The VPN server component enables it to accept incoming VPN client calls so that the VPN client computer can become a member of a protected network. Traditional VPN servers allow VPN clients full access to the networks to which they connect. In contrast, the ISA Server VPN server allows you to control what protocols and servers VPN clients can connect to, based on the credentials used when connecting to the VPN server.

Integrated support for the Windows Network Load Balancing (NLB) service enables ISA Server to be configured in highly available NLB arrays. When one or more firewalls in an ISA Server array becomes unavailable, remaining online firewalls can service incoming calls for remote access VPN clients. In addition to high availability, integrated support for NLB enables an ISA Server array to allow incoming remote access VPN client connections to be load balanced across array members. This reduces the chance of array members becoming overburdened by VPN client connections, by distributing connections among all array members.

You can use ISA Server Management to manage virtually all aspects of the VPN server configuration. The firewall manages the list of IP addresses assigned to VPN clients and places those addresses on a dedicated VPN Clients network. Access controls can then be placed on communications moving to and from the VPN Clients network using access rules.
In this ISA Server 2004 Enterprise Edition Configuration Guide document, the following concepts and procedures are discussed:

· Network topology

· Configuring static address pools

· Enabling the VPN server on the array

· Creating an access rule allowing VPN clients access to the Internal network

· Enabling dial-in access for the user accounts

· Testing the VPN connection

Network Topology

Figure 6.1 depicts the network topology and server placement used in this ISA Server 2004 Enterprise Edition Configuration Guide document. NLB has been enabled on the ISA Server array’s internal and external adapters.

Figure 6.1: ISA Server 2004 Enterprise Edition example network topology
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Table 6.1 includes details on the configuration of each computer participating in the ISA Server 2004 Enterprise Edition Configuration Guide example network. Note that not all services or servers will be used in this guide.

Table 6.1: IP addressing and server configuration information for ISA Server 2004 Enterprise Edition sample network

	Setting
	Array-1
	Array-2
	Domain controller
	Exchange

	Dedicated IP address 
	Int: 10.0.0.1
Ext: 192.168.1.70
NLB: 222.222.222.1
	Int:10.0.0.3
Ext: 192.168.1.71
NLB: 222.222.222.2
	10.0.0.4
	10.0.0.2

	Virtual IP address 
	Int: 10.0.0.10
Ext: 192.168.1.72
	Int: 10.0.0.10
Ext: 192.168.1.72
	Not applicable
	Not applicable

	Subnet mask
	Int: 255.255.255.0
Ext: 255.255.255.0
	Int: 255.255.255.0
Ext: 255.255.255.0
	255.255.255.0
	255.255.255.0

	Default gateway
	Int: Not applicable
Ext:192.168.1.60
	Int: Not applicable
Ext: 192.168.1.60
	10.0.0.1 until NLB is configured for the array

10.0.0.10 after NLB is configured on the array
	10.0.0.1 until NLB is configured for the array

10.0.0.10 after NLB is configured on the array

	DNS server address
	Int: 10.0.0.4
Ext: Not applicable
	Int: 10.0.0.4
Ext: Not applicable
	10.0.0.4
	10.0.0.4

	WINS server address
	Int: 10.0.0.4
Ext: Not applicable
	Int: 10.0.0.4
Ext: Not applicable
	10.0.0.4
	10.0.0.4

	Operating system
	Microsoft Windows Server 2003 
	Windows Server 2003 
	Windows Server 2003 
	Windows Server 2003 

	Installed services
	ISA Server 2004 Enterprise Edition 
	ISA Server 2004 Enterprise Edition 
	Active Directory
Configuration Storage server
DNS
WINS
DHCP
IAS
CA
	Exchange Server 2003

	Role on network
	First member of ISA Server 2004 Enterprise Edition enterprise array
	Second member of ISA Server 2004 Enterprise Edition enterprise array
	Active Directory domain controller, Configuration Storage server, and host for network services supporting the ISA Server enterprise array
	Exchange Server 2003 to demonstrate Exchange Server remote access scenarios

	Domain member
	Yes
	Yes
	Yes
	Yes

	FQDN entered in DNS
	array-1.msfirewall.org
	array-2.msfirewall.org
	dc.msfirewall.org
	exchange.msfirewall.org


Configuring Static Address Pools

If you have a single ISA Server 2004 Enterprise Edition virtual private network (VPN) remote access server, you can use either a static address pool or Dynamic Host Configuration Protocol (DHCP) to assign IP addresses to your remote access VPN clients. However, you must use static address pools when configuring an ISA Server NLB-enabled array of VPN remote access servers. Each member of the array must be configured with a pool of IP addresses that do not overlap with each other and that do not overlap with any other defined network on the array.

Perform the following steps on the first member of the ISA Server array, array-1:

1. At the management computer on the Internal network (in this example, dc.msfirewall.org), open the ISA Server 2004 Enterprise Edition console, expand the Arrays node, and then expand the array name (Main Array in this example). Click the Virtual Private Networks (VPN) node.

2. Click the Tasks tab in the task pane, and then click the Define Address Assignments link.

3. In the Virtual Private Networks (VPN) Properties dialog box, click the Address Assignment tab. On the Address Assignment tab, confirm that the Static address pool option is selected in the Select the IP address assignment method area, and then click Add.
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4. In the Server IP Address Range Properties dialog box, select the first array member (array-1 in this example) from the Select the server list. Enter the first and last addresses in the address range for the static address pool in the Start address and End address text boxes. In this example, enter 10.0.20.1 in the Start address text box and 10.0.20.100 in the End address text box. Note that these addresses must not be part of any other network configured on the ISA Server array. In this example, you used off subnet addresses. Because these are off subnet addresses, there must be routing table entries on all routers on the network so that responses can be returned to the ISA Server array from hosts on networks remote from the array. Click OK.
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5. Click the Add button. Select the second server in the ISA Server array (array-2 in this example) from the Select the server list. Enter a start address and end address in the appropriate text boxes. In this example, enter the Start address of 10.0.20.101 and the End address of 10.0.20.200. Click OK.
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6. Click Apply, and then click OK in the Virtual Private Networks (VPN) Properties dialog box.

Enabling the VPN Server on the Array

By default, the virtual private network (VPN) server component is disabled. After the static address pool is configured, you are ready to enable the VPN server feature and configure the VPN server components.

Perform the following steps to enable and configure the ISA Server VPN server:

1. In the scope pane of the ISA Server 2004 Enterprise Edition console, expand the Arrays node, and then expand the array name. Click the Virtual Private Networks (VPN) node.
2. Click the Tasks tab in the task pane. Click Enable VPN Client Access.
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3. Click Apply to save the changes and update the firewall policy.

4. Click OK in the Apply New Configuration dialog box.

5. Click Configure VPN Client Access.

6. On the General tab, change the value for the Maximum number of VPN clients allowed from 5 to 10.
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7. Click the Groups tab. On the Groups tab, click the Add button.
8. In the Select Groups dialog box, click the Locations button. In the Locations dialog box, click the entry for your domain (in this example the domain is msfirewall.org) and click OK.

9. In the Select Groups dialog box, enter Domain Users in the Enter the object names to select text box. Click the Check Names button. The group name will be underlined when it is found in Active Directory. User accounts belonging to these domain groups should have VPN access (dial-in options) set to Control access through remote access policy. If this option is not available because the domain is not in native mode, select the Allow Access option on the user accounts Properties dialog box. Click Apply.
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10. Click the Protocols tab. On the Protocols tab, select the Enable L2TP/IPsec check box.
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11. Click the User Mapping tab. Select the Enable User Mapping check box. Select the When username does not contain a domain, use this domain check box. Enter the name of your default user domain (which is msfirewall.org in this example) in the Domain Name text box.
[image: image236.png]VPN

ients Properties
Gerera Gioups| Frooook UserMapping |

Use mapping s used to map VPN clientsfrom o windows amespaces.
(RADIUS o1 EAP authenicated users] to the Windows namespace.

As atesul, aocess ules appied to the Windows user sets are also applied
1o usersfiom nonWindows namespaces.

7 Enable User Mapping

¥ When useiname does nat contain a damain, use this domain

L T e —

Help about uset mapping





12. Click Apply in the VPN Clients Properties dialog box. Click OK in the Microsoft Internet Security and Acceleration Server 2004 dialog box that informs that you must restart all ISA Server computers in the array before the settings take effect.
13. Click Apply to save the changes and update the firewall policy.

14. Click OK in the Apply New Configuration dialog box.

15. Restart each computer in the firewall array.

Creating an Access Rule Allowing VPN Clients Access to the Internal Network

At this point, remote access virtual private network (VPN) clients can connect to the VPN server. However, the remote access VPN clients cannot access any resources on the Internal network. You must first create an access rule allowing members of the VPN Clients network access to the Internal network. In this example, you will create an access rule allowing all traffic to pass from the VPN Clients network to the Internal network. In a production environment, you would create more restrictive access rules so that users on the VPN Clients network have access only to resources they require.

Perform the following steps to create the VPN clients access rule:

1. In the scope pane of the ISA Server 2004 Enterprise Edition console, expand the Arrays node, and then expand the array name. Click the Firewall Policy node. Right-click the Firewall Policy node, point to New and click Access Rule.

2. On the Welcome to the New Access Rule Wizard page, enter a name for the rule in the Access rule name text box. In this example, name the rule VPN Clients to Internal. Click Next.

3. On the Rule Action page, select Allow and click Next.

4. On the Protocols page, select All outbound traffic from the This rule applies to list. Click Next.

5. On the Access Rule Sources page, click Add. In the Add Network Entities dialog box, click the Networks folder and double-click VPN Clients. Click Close.
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6. Click Next on the Access Rule Sources page.

7. On the Access Rule Destinations page, click Add. In the Add Network Entities dialog box, click the Networks folder and double-click Internal. Click Close.

8. Click Next on the Access Rule Destinations page.

9. On the User Sets page, accept the default setting, All Users, and click Next.

10. Click Finish on the Completing the New Access Rule Wizard page.

11. Click Apply to save the changes and update the firewall policy.

12. Click OK in the Apply New Configuration dialog box.

Enabling Dial-in Access for the User Accounts

In non-native mode for Active Directory domains, all user accounts have dial-in access disabled by default. In this circumstance, you must enable dial-in access on a per-account basis. In contrast, Active Directory domains in native mode have dial-in access set to be controlled by remote access policy. Microsoft Windows NT 4.0 dial-in access is always controlled on a per-user account basis.

In our current example, Active Directory is in Windows Server 2003 mixed mode, so you will need to manually change the dial-in settings on the user account.

Perform the following steps on the domain controller to enable dial-in access for the Administrator account:

1. Click Start and point to Administrative Tools. Click Active Directory Users and Computers.

2. In the Active Directory Users and Computers console, click the Users node in the scope pane. Double-click the Administrator account in the right pane of the console.

3. Click the Dial-in tab. In the Remote Access Permission (Dial-in or VPN) area, select Allow access. Click Apply and click OK.
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4. Close the Active Directory Users and Computers console.

Testing the VPN Connection

The ISA Server 2004 Enterprise Edition virtual private network (VPN) server is now ready to accept VPN client connections.

Perform the following steps to test the VPN server:

1. On the computer running Windows 2000, right-click the My Network Places icon on the desktop and click Properties.

2. Double-click the Make New Connection icon in the Network and Dial-up Connections window.

3. Click Next on the Welcome to the Network Connection Wizard page.

4. On the Network Connection Type page, select the Connect to a private network through the Internet option and click Next.

5. On the Destination Address page, enter the IP address 192.168.1.70 in the Host name or IP address text box. Click Next.

6. On the Connection Availability page, select the For all users option and click Next.

7. Make no changes on the Internet Connection Sharing page, and click Next.

8. On the Completing the Network Connection Wizard page, enter a name for the VPN connection in the Type the name you want to use for this connection text box. In this example, name the connection ISA VPN. Click Finish.

9. In the Connect ISA VPN dialog box, enter the user name MSFIREWALL\administrator and the password for the administrator user account. Click Connect.
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10. The VPN client establishes a connection with the ISA Server VPN server. Click OK in the Connection Complete dialog box informing you that the connection is established.
11. Double-click the Connection icon in the system tray and click the Details tab. You can see that MPPE 128 encryption is used to protect the data and IP address assigned to the VPN client.
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12. Click Start, and then click the Run command. In the Run dialog box, enter \\EXCHANGE2003BE in the Open text box, and click OK. The shares on the domain controller computer appear.

13. Right-click the Connection icon in the system tray and click Disconnect.

Conclusion

In this ISA Server 2004 Enterprise Edition Configuration Guide document, how to enable the ISA Server VPN server component and how to configure the VPN server were discussed. You tested the VPN server functionality by creating a VPN client connection to the server and accessing resources on the Internal network.

Chapter 7
Connecting a Branch Office to the Main Office Using a Site-to-Site VPN

A site-to-site virtual private network (VPN) connection connects two or more networks using a VPN link over the Internet. The VPN site-to-site configuration works just like a local area network (LAN) router. Packets destined for IP addresses at a remote site network are routed through the Microsoft Internet Security and Acceleration (ISA) Server 2004 Enterprise Edition array. The ISA Server array acts as a VPN gateway, joining two or more networks over the Internet.

Site-to-site VPN links can use one of the following VPN protocols:

· PPTP

· L2TP over IPsec

· IPsec tunnel mode

Point-to-Point Tunneling Protocol (PPTP) provides a good level of security, depending on the complexity of the password used to create the PPTP connection. You can enhance the level of security applied to a PPTP link by using Extensible Authentication Protocol-Transport Level Security (EAP-TLS)-based authentication methods.

The Layer Two Tunneling Protocol (L2TP) over Internet Protocol security (IPsec) VPN protocol provides a higher level of security because it uses IPsec encryption to secure the connection. You can use computer and user certificates to provide an even higher level of security to the L2TP over IPsec connection. If you are not ready to deploy a certificate infrastructure, you can use a preshared key to create the site-to-site L2TP over IPsec VPN connection.

ISA Server supports IPsec tunnel mode for site-to-site VPN connections. You should only use IPsec tunnel mode when you need to create a site-to-site link with third-party VPN gateways. Most third-party IPsec tunnel mode gateways do not support the high level of security provided by L2TP over IPsec, so they must use the weaker IPsec tunnel mode VPN protocol. IPsec tunnel mode site-to-site links are useful in branch office scenarios where the main office or branch office is still in the process of replacing current VPN gateways with ISA Server VPN gateways.

In this ISA Server 2004 Enterprise Edition Configuration Guide document, you will perform the procedures required to create a site-to-site link between a main office that has a two-member ISA Server array and a branch office with a single ISA Server computer.
The configuration of the ISA Server array mirrors the setup found in Chapter 1, Installing the Array and Configuration Storage Server on Domain Members, in this guide. Network Load Balancing (NLB) is enabled on both the internal and external adapters of this ISA Server array. The ISA Server computer at the branch office is installed in a separate ISA Server enterprise and is a member of a single server firewall array, where the Configuration Storage server and the ISA Server software are installed on the same computer.

The following issues are discussed to create the site-to-site VPN connection:

· Branch office and main office configuration

· Creating the static address pools on the array members

· Creating the remote site at the main office

· Creating the network rule at the main office

· Creating the access rules at the main office

· Entering the preshared key in the VPN client interface for the main office

· Creating the VPN gateway dial-in account at the main office

· Creating the static address pool at the branch office

· Creating the remote site at the branch office

· Creating the network rule at the branch office

· Creating the access rules at the branch office

· Entering the preshared key in the VPN client interface for the branch office

· Creating the VPN gateway dial-in account for the branch office

· Testing the site-to-site links

Branch Office and Main Office Configuration

The following figure provides a high-level view of the IP address configuration of the ISA Server computer participating on the sample network used in this ISA Server 2004 Enterprise Edition Configuration Guide document.

Figure 7.1: ISA Server 2004 Enterprise Edition IP address configuration
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Creating the Static Address Pools on the Array Members

If you have a single ISA Server 2004 Enterprise Edition virtual private network (VPN) remote access server, you can use either a static address pool or Dynamic Host Control Protocol (DHCP) to assign IP addresses to your remote access VPN clients. However, you must use static address pools when configuring an ISA Server Network Load Balancing (NLB)-enabled array of VPN remote access servers. Each member of the array must be configured with a pool of IP addresses that do not overlap with each other and that do not overlap with any other defined network on the array.

Perform the following steps on the first member of the ISA Server array, array-1:

1. At the management computer on the Internal network (in this example, dc.msfirewall.org), open the ISA Server 2004 Enterprise Edition console, expand the Arrays node, and then expand the array name (Main Array in this example). Click the Virtual Private Networks (VPN) node.

2. Click the Tasks tab in the task pane, and then click the Define Address Assignments link.

3. In the Virtual Private Networks (VPN) Properties dialog box, click the Address Assignment tab. On the Address Assignment tab, confirm that the Static address pool option is selected in the Select the IP address assignment method area, and then click Add.
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4. In the Server IP Address Range Properties dialog box, select the first array member (array-1 in this example) from the Select the server list. Enter the first and last addresses in the address range for the static address pool in the Start address and End address text boxes. In this example, enter 10.0.20.1 in the Start address text box and 10.0.20.100 in the End address text box. Note that these addresses must not be part of any other network configured on the ISA Server array. In this example, you used off subnet addresses. Because these are off subnet addresses, there must be routing table entries on all routers on the network so that responses can be returned to the ISA Server array from hosts on networks remote from the array. Click OK.

[image: image243.png]rver IP Address Range Properties
Select the server:
Specify the range of P addresses:

Start adress: End address:

oo .2 1 o .0 .2 . m

& conaal





5. Click the Add button. Select the second server in the ISA Server array (array-2 in this example) from the Select the server list. Enter a start address and end address in the appropriate text boxes. In this example, enter the Start address of 10.0.20.101 and the End address of 10.0.20.200. Click OK.
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6. Click Apply, and then click OK in the Virtual Private Networks (VPN) Properties dialog box.

Creating the Remote Site Network at the Main Office

Now you are ready to configure the remote site network on the ISA Server 2004 Enterprise Edition array at the main office.

Perform the following steps on the management computer on the Internal network to create the remote site network at the main office ISA Server computer:

1. Open the ISA Server 2004 Enterprise Edition console, expand the Arrays node, and expand the array name. Click the Virtual Private Networks (VPN) node.

2. Click the Remote Sites tab in the details pane. Click the Tasks tab in the task pane. Click Add Remote Site Network.
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3. On the Welcome to the New Network Wizard page, enter a name for the remote network in the Network name text box. In this example, name the remote network Branch. Click Next.

4. On the VPN Protocol page, select Layer Two Tunneling Protocol (L2TP) over IPsec, and click Next. Click OK in the dialog box informing you that there are additional steps that you must take to complete the configuration of the remote site network and site-to-site VPN connection.
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5. On the Remote Site Gateway page, enter the IP address of the external adapter of the remote ISA Server computer. In this example, the IP address is 192.168.1.75, so enter this value in the text box. Click Next.

6. On the Remote Authentication page, select the Local site can initiate connections to remote site using these credentials check box. Enter the name of the account that you will create on the remote ISA Server computer to allow the main office VPN gateway access. In this example, in the User name text box, name the user account Main (the user account must match the name of the demand-dial interface created on the remote site). The Domain name does not need to be entered because a local account will be configured on the remote ISA Server VPN gateway. Enter a password for the account and confirm the password. Write down this password so that you will remember it when you create the account later on the remote ISA Server computer. Click Next.
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7. On the L2TP/IPsec Authentication page, select the Use pre-shared key IPsec authentication instead of certificate authentication check box. Enter a key in the Pre-shared key text box. In this example, use the key 123. In a production environment, you would use a complex preshared key. Click Next.
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8. Click Add Range on the Network Addresses page. In the IP Address Range Properties dialog box, enter 192.168.100.1 in the Start address text box. Enter 192.168.100.255 in the End address text box. Click OK.
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9. Click Next on the Network Addresses page.

10. Click Finish on the Completing the New Network Wizard page.

Creating the Network Rule at the Main Office

The ISA Server 2004 Enterprise Edition array must know what method to use to route packets to and from the branch office network. There are two options: route and network address translation (NAT). A route relationship routes packets to the branch office and preserves the source IP address of the clients making a connection over the site-to-site link. A NAT relationship replaces the source IP address of the client making the connection. In general, the route relationship provides a higher level of protocol support, but the NAT relationship provides a higher level of security.

Perform the following steps to create a network rule controlling the relationship between the main office and branch office networks:

1. Expand the Configuration node in the scope pane of the console. Click the Networks node.

2. Click the Network Rules tab in the details pane. Click the Tasks tab in the task pane. Click Create a New Network Rule.

3. On the Welcome to the New Network Rule Wizard page, enter a name for the rule in the Network rule name text box. In this example, call the rule MainBranch. Click Next.

4. On the Network Traffic Sources page, click Add.

5. In the Add Network Entities dialog box, click the Networks folder. Double-click the Internal network. Click Close.

6. Click Next on the Network Traffic Sources page.

7. On the Network Traffic Destinations page, click Add.

8. In the Add Network Entities dialog box, click the Networks folder. Double-click the Branch network. Click Close.

9. Click Next on the Network Traffic Destinations page.

10. On the Network Relationship page, select Route. Click Next.
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11. Click Finish on the Completing the New Network Rule Wizard page.

Creating the Access Rules at the Main Office

In this example, you want the clients on both the main and branch office networks to have full access to all resources on each network. You will create access rules allowing traffic from the main office to the branch office and from the branch office to the main office.

Perform the following steps to create access rules that allow traffic to move between the main and branch offices:

1. Click the Firewall Policy node in the scope pane of the console. Click the Tasks tab in the task pane. Click Create Array Access Rule.

2. On the Welcome to the New Access Rule Wizard page, enter a name for the rule in the Access rule name text box. In this example, enter Main to Branch. Click Next.

3. On the Rule Action page, select Allow and click Next.

4. On the Protocols page, select All outbound traffic in the This rule applies to list. Click Next.
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5. On the Access Rule Sources page, click Add.

6. In the Add Network Entities dialog box, click the Networks folder and double-click the Internal network. Click Close.

7. Click Next on the Access Rule Sources page.

8. On the Access Rule Destinations page, click Add.

9. In the Add Network Entities dialog box, click the Networks folder and double-click the Branch network. Click Close.

10. Click Next on the Access Rule Destinations page.

11. On the User Sets page, accept the default entry All Users and click Next.

12. Click Finish on the Completing the New Access Rule Wizard page.

The second rule will allow the hosts on the branch office network access to the main office network:

1. Click the Tasks tab in the task pane. Click Create Array Access Rule.

2. On the Welcome to the New Access Rule Wizard page, enter a name for the rule in the Access rule name text box. In this example, enter Branch to Main. Click Next.
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3. On the Rule Action page, select Allow and click Next.

4. On the Protocols page, select All outbound traffic in the This rule applies to list. Click Next.

5. On the Access Rule Sources page, click Add.

6. In the Add Network Entities dialog box, click the Networks folder and double-click the Branch network. Click Close.

7. Click Next on the Access Rule Sources page.

8. On the Access Rule Destinations page, click Add.

9. In the Add Network Entities dialog box, click the Networks folder and double-click the Internal network. Click Close.

10. Click Next on the Access Rule Destinations page.

11. On the User Sets page, accept the default entry All Users and click Next.

12. Click Finish on the Completing the New Access Rule Wizard page.

[image: image253.png]Fle Acion View Help

esEmm(@ a6 © &

Moot
Internet Securi

e leaton Satverzos Configuration Storage Serv
EnerprisaEdiion

A Apply | | Discard | 7o save changes and update the configuration, click Apply.

Firewall Policy

Firewall Policy (Main Array)

Order ~ | Polic [ Name [ ction | Protocols | From /Listener | To | Condiion__ 4|
Enterprse Policy Rules Applied Before Array Firewall Policy
Firewal Policy Rules
{1 ey BrchtoMsn  @Aln [ AIOubound .. Branch  diemd  yAllses
[z by MantoBranch @Al L AIOubound . imensl  Bench  yAllses

Enterprise Policy Rules Applied After Array Firewall Policy

[ Lss ey LA Tutie

Enterpise  Defaul ule

< AllNetworks .. iy Al Networks (. 2y Uses

Dore.





To enable access for VPN clients:

1. Click the Virtual Private Networks (VPN) node in the scope pane of the console.

2. Click the VPN Clients tab in the details pane. Click the Tasks tab in the task pane. Click Enable VPN Client Access.
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3. Click OK in the ISA Server 2004 dialog box informing you that the Routing and Remote Access service must be restarted.

4. Click Apply to save the changes and update the firewall policy.

5. Click OK in the Apply New Configuration dialog box.

Entering the Preshared Key in the VPN Client Interface for the Main Office

The preshared key you entered in the configuration for the remote site network must be mirrored in the virtual private network (VPN) client configuration. Perform the following steps to configure this preshared key:

1. In the ISA Server 2004 Enterprise Edition console on the management computer, expand the Arrays node, and then expand the array name. Click the Virtual Private Networks (VPN) node.

2. Click the Tasks tab in the task pane. On the Tasks tab, click the Select Authentication Methods link.

3. In the Virtual Private Networks (VPN) Properties dialog box, click the Authentication tab.

4. On the Authentication tab, select the Allow custom IPsec policy for L2TP connection check box. In the Pre-shared key text box, enter a preshared key that matches the key you entered when you configured the remote site network. In this example, the preshared key is 123.

5. Click Apply, and then click OK in the Virtual Private Networks (VPN) Properties dialog box.

Creating the VPN Gateway Dial-in Account at the Main Office

A user account must be created in the main office domain that the branch office firewall can use to authenticate when it calls the main office firewall array to create the site-to-site connection. This user account must have the same name as the demand-dial interface on the main office computer. You will later configure the branch office ISA Server 2004 Enterprise Edition computer to use this account when it dials the virtual private network (VPN) site-to-site link.

Because all members of the ISA Server array belong to the domain, you can create this user account in the Active Directory Users and Computers console.

Perform the following steps to add the gateway user account:

1. In the Active Directory Users and Computers console, expand the domain name and right-click the Users node in the left pane. Point to New and click User.

2. In the New Object – User dialog box, enter Branch in the First name text box. Enter Branch in the User logon name text box. Click Next.

3. In the New Object – User dialog box, enter the user’s password in the Password and Confirm password text boxes. Clear the User must change password at next logon check box. Select the User cannot change password and Password never expires check boxes. Click Next.

4. Click Finish in the New Object – User dialog box.

5. Double-click the Branch user object. In the Branch Properties dialog box, click the Dial-in tab.

6. On the Dial-in tab, select the Allow access option. Click Apply, and then click OK.

7. Restart all computers in the ISA Server array.

Creating the Static Address Pool at the Branch Office

You need to create a static address pool for the ISA Server 2004 Enterprise Edition computer to use for virtual private network (VPN) gateway connections. Perform the following steps to create the static address pool:

1. Open the ISA Server 2004 Enterprise Edition console on the branch office firewall, expand the Arrays node, and then expand the array name (Main Array in this example). Click the Virtual Private Networks (VPN) node.

2. Click the Tasks tab in the task pane, and then click the Define Address Assignments link.

3. In the Virtual Private Networks (VPN) Properties dialog box, click the Address Assignment tab. On the Address Assignment tab, confirm that the Static address pool option is selected in the Select the IP address assignment method area, and then click Add.
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4. In the Server IP Address Range Properties dialog box, select the remotevpn entry from the Select the server list. Enter the first and last addresses in the address range for the static address pool in the Start address and End address text boxes. In this example, enter 192.168.200.1 in the Start address text box and 192.168.200.254 in the End address text box. Note that these addresses must not be part of any other network configured on the ISA Server computer. In this example, you used off subnet addresses. Because these are off subnet addresses, there must be routing table entries on all routers on the network so that responses can be returned to the ISA Server computer from hosts on networks remote from the array. Click OK.
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5. Click Apply, and then click OK in the Virtual Private Networks (VPN) Properties dialog box.

Creating the Remote Site at the Branch Office

Now that the main office ISA Server 2004 Enterprise Edition array is ready to accept incoming site-to-site virtual private network (VPN) connections, you are ready to configure the branch office ISA Server computer to connect to the main office. The first step is to create the remote site network at the branch office.

Perform the following steps to create the remote site network at the branch office:

1. Open the ISA Server 2004 Enterprise Edition console, expand the Arrays node, and then expand the array name. Click the Virtual Private Networks (VPN) node.

2. Click the Remote Sites tab in the details pane. Click the Tasks tab in the task pane. Click Add Remote Site Network.

3. On the Welcome to the New Network Wizard page, enter a name for the remote network in the Network name text box. In this example, name the remote network Main. Click Next.

4. On the VPN Protocol page, select Layer Two Tunneling Protocol (L2TP) over IPsec and click Next. Click OK in the dialog box informing you that there are other steps you need to perform after the wizard is completed for the site-to-site VPN connection to succeed.

5. On the Connection Owner page, select the remotevpn entry from the Select connection owner list. When Network Load Balancing (NLB) is enabled, the connection owner is automatically assigned. However, when NLB is not enabled, you have to select the ISA Server array member that should be responsible for VPN connections. This is not a problem with the single server ISA Server array configuration at the branch office, but it would be an issue if you had more than one member of the array at the branch office. Click Next.

6. On the Remote Site Gateway page, enter the virtual IP address on the external adapter of the remote ISA Server array. In this example, the IP address is 192.168.1.72, so enter this value in the text box. Click Next.

7. On the Remote Authentication page, select the Local site can initiate connections to remote site using these credentials check box. Enter the name of the account you created on the remote ISA Server computer to allow the branch office VPN gateway access. In this example, the user account will be Branch. (The user account must match the name of the demand-dial interface created on the main office site.) You will need to enter a domain name because the account created on the main office is a domain account. In this example, the domain name is MSFIREWALL, so enter that name in the Domain text box. Enter a Password for the account and confirm the Password. Click Next.

8. On the L2TP/IPsec Authentication page, select the Use pre-shared key IPsec authentication instead of certificate authentication check box. Enter a key in the Pre-shared key text box. In this example, enter 123. Click Next.

9. Click Add on the Network Addresses page. In the IP Address Range Properties dialog box, enter 10.0.0.0 in the Start address text box. Enter 10.0.0.255 in the End address text box. Click OK.

10. Click Next on the Network Addresses page.

11. Click Finish on the Completing the New Network Wizard page.

Creating the Network Rule at the Branch Office

Just as you did at the main office, you must create a relationship between the branch office and the main office networks. You will configure a route relationship so that you can get the highest level of protocol support.

Perform the following steps to create the network rule at the branch office:

1. Expand the Configuration node in the scope pane of the console. Click the Networks node.

2. Click the Network Rules tab in the details pane. Click the Tasks tab in the task pane. Click Create a Network Rule.

3. On the Welcome to the New Network Rule Wizard page, enter a name for the rule in the Network rule name text box. In this example, enter BranchMain. Click Next.

4. On the Network Traffic Sources page, click Add.

5. In the Add Network Entities dialog box, click the Networks folder. Double-click the Internal network. Click Close.

6. Click Next on the Network Traffic Sources page.

7. On the Network Traffic Destinations page, click Add.

8. In the Add Network Entities dialog box, click the Networks folder. Double-click the Main network. Click Close.

9. Click Next on the Network Traffic Destinations page.

10. On the Network Relationship page, select Route.

11. Click Finish on the Completing the New Network Rule Wizard page.

Creating the Access Rules at the Branch Office

You need to create two access rules, one that allows traffic from the branch office to the main office, and the second to allow traffic from the main office to the branch office.

To create access rules that allow traffic to move between the branch and main offices:

1. Click the Firewall Policy node in the scope pane of the console. Click the Tasks tab in the task pane. Click Create Array Access Rule.

2. On the Welcome to the New Access Rule Wizard page, enter a name for the rule in the Access rule name text box. In this example, enter Branch to Main. Click Next.

3. On the Rule Action page, select Allow and click Next.

4. On the Protocols page, select All outbound traffic in the This rule applies to list. Click Next.

5. On the Access Rule Sources page, click Add.

6. In the Add Network Entities dialog box, click the Networks folder and double-click the Internal network. Click Close.

7. Click Next on the Access Rule Sources page.

8. On the Access Rule Destinations page, click Add.

9. In the Add Network Entities dialog box, click the Networks folder and double-click the Main network. Click Close.

10. Click Next on the Access Rule Destinations page.

11. On the User Sets page, accept the default entry All Users and click Next.

12. Click Finish on the Completing the New Access Rule Wizard page.

The second rule will allow the hosts on the main office network access to the branch office network:

1. Click the Tasks tab in the task pane. Click Create Array Access Rule.

2. On the Welcome to the New Access Rule Wizard page, enter a name for the rule in the Access rule name text box. In this example, enter Main to Branch. Click Next.

3. On the Rule Action page, select Allow and click Next.

4. On the Protocols page, select All outbound protocols in the This rule applies to list. Click Next.

5. On the Access Rule Sources page, click Add.

6. In the Add Network Entities dialog box, click the Networks folder and double-click the Main network. Click Close.

7. Click Next on the Access Rule Sources page.

8. On the Access Rule Destinations page, click Add.

9. In the Add Network Entities dialog box, click the Networks folder and double-click the Internal network. Click Close.

10. Click Next on the Access Rule Destinations page.

11. On the User Sets page, accept the default entry All Users and click Next.

12. Click Finish on the Completing the New Access Rule Wizard page.
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The last step you need to take in the ISA Server 2004 Enterprise Edition console is to enable access for VPN clients:

1. Click the Virtual Private Networks (VPN) node in the scope pane of the console.

2. Click the VPN Clients tab in the details pane. Click the Tasks tab in the task pane. Click Enable VPN Client Access.

3. Click OK in the ISA Server 2004 dialog box informing you that the Routing and Remote Access service must be restarted.
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4. Click Apply to save the changes and update the firewall policy.

5. Click OK in the Apply New Configuration dialog box.

Entering the Preshared Key in the VPN Client Interface for the Branch Office

The preshared key you entered in the configuration for the remote site network must be mirrored in the virtual private network (VPN) client configuration. Perform the following steps to configure this preshared key:

1. In the ISA Server 2004 Enterprise Edition console on the management computer, expand the Arrays node, and then expand the array name. Click the Virtual Private Networks (VPN) node.

2. Click the Tasks tab in the task pane. On the Tasks tab, click the Select Authentication Methods link.

3. In the Virtual Private Networks (VPN) Properties dialog box, click the Authentication tab.

4. On the Authentication tab, select the Allow custom IPsec policy for L2TP connection check box. In the Pre-shared key text box, enter a preshared key that matches the key you entered when you configured the remote site network. In this example, the preshared key is 123.

5. Click Apply, and then click OK in the Virtual Private Networks (VPN) Properties dialog box.

Creating the VPN Gateway Dial-in Account for the Branch Office

You must create a user account that the main office virtual private network (VPN) gateway can authenticate with when it initiates the VPN site-to-site connection to the branch office. The user account must have the same name as the demand-dial interface created on the branch office computer.

Perform the following steps to create the account that the remote ISA Server computer will use to connect to the main office VPN gateway:

1. Right-click My Computer on the desktop and click Manage.
2. In the Computer Management console, expand the Local Users and Groups node. Right-click the Users node and click New User.
3. In the New User dialog box, enter the name of the main office demand-dial interface. In the current example, the demand-dial interface is Main. Enter Main in the text box. Enter and confirm the password in appropriate text boxes. Make a record of the password because you will need to use it when you configure the remote ISA Server VPN gateway computer. Clear the User must change password at next logon check box. Select the User cannot change password and Password never expires check boxes. Click Create.

4. Click Close in the New User dialog box.

5. Double-click Main user in the right pane of the console.

6. In the Main Properties dialog box, click the Dial-in tab. Select Allow access. Click Apply, and then click OK.

7. Restart the ISA Server 2004 Enterprise Edition computer at the branch office.
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Testing the Site-to-Site Links

Now that both the main and branch office ISA Server 2004 Enterprise Edition computers are configured as virtual private network (VPN) routers, you can test the site-to-site connection.

Perform the following steps to test the site-to-site link:

1. At the domain controller for the remote ISA Server array, click Start, and then click the Run command.

2. In the Run dialog box, enter cmd in the Open text box, and click OK.

3. In the Command Prompt window, enter ping –t IP Address (where IP Address is an address of a host on the remote network) and press ENTER.

4. You will see a few pings time out, and then the ping responses will be returned by the domain controller on the main office network.

Conclusion

In this ISA Server 2004 Enterprise Edition Configuration Guide document, how to use the ISA Server 2004 computer as a virtual private network (VPN) gateway that enables site-to-site VPN links was discussed. You configured two ISA Server arrays, a two member array at the main office and a one member array at the branch office. You tested the VPN site-to-site connectivity by pinging from the branch office to the main office.
Chapter 8
Publishing Outlook Web Access, SMTP, and POP3 Servers on the Firewall Array

One of the most compelling reasons to deploy a Microsoft Internet Security and Acceleration (ISA) Server 2004 Enterprise Edition array is to protect computers running Microsoft Exchange Server 2003. ISA Server 2004 Enterprise Edition includes a number of technologies focused on providing protection for Microsoft Exchange Services published to the Internet. This increased level of protection for remote access to Microsoft Exchange Services puts ISA Server in a unique position to be the firewall for protecting Exchange servers.

Providing secure remote access to Exchange is a complex process. Fortunately, ISA Server includes a number of wizards that walk the firewall administrator through the process of providing secure remote access to Exchange.

In this ISA Server 2004 Enterprise Edition Configuration Guide document, methods you can use to provide secure remote access to the Microsoft Office Outlook Web Access site, the Exchange Simple Mail Transfer Protocol (SMTP) service, and the Exchange Post Office Protocol version 3 (POP3) service are discussed. It is assumed that you have issued a Web site certificate to the Outlook Web Access site, exported the certificate to a file (including the private key), and imported the Web site certificate into the computer certificate store on each member of the ISA Server array. In addition, it is assumed that the external client connecting to the Outlook Web Access Web site through the ISA Server computer has the certification authority (CA) certificate of the CA issuing the Outlook Web Access Web site certificate imported into its Trusted Root Certification Authorities computer certificate store.

Note
Certificate issuance and deployment is beyond the scope of this ISA Server 2004 Enterprise Edition Configuration Guide document. For detailed information about deploying Web site and root CA certificates, refer to the ISA Server 2004 Enterprise Edition Exchange Deployment Kit.

The following walk-through scenarios discuss basic methods used to provide remote access to the Outlook Web Access, SMTP, and POP3 services on the Internal network Exchange server. In a production environment, remote access to the SMTP service could be secured by using Secure Sockets Layer (SSL) and user authentication. Similarly, remote access to the POP3 service could also require a secure SSL connection. This discussion is limited to non-SSL connections in the following walk-through scenarios on SMTP and POP3 access for demonstration purposes only. SSL will be required for secure remote access to the Exchange server’s Outlook Web Access Web site.

The sample network in this walk-through scenario is based on the configuration described Chapter 1, Installing the Array and Configuration Storage Server on Domain Members, in this guide. Network Load Balancing (NLB) is enabled on both the internal and external adapters of the array.

You will perform the following procedures to configure the ISA Server array to allow remote access connections to the Exchange Services:

· Creating the Outlook Web Access Web publishing rule

· Creating the SMTP server publishing rule

· Creating the POP3 server publishing rule

· Testing the connection
Creating the Outlook Web Access Web Publishing Rule

You can publish the Microsoft Office Outlook Web Access site using ISA Server 2004 Enterprise Edition Web publishing after the Outlook Web Access Web site is configured to support Secure Sockets Layer (SSL) connections. These procedures include forcing SSL on the Outlook Web Access directories and optionally forcing Basic authentication on the Outlook Web Access directories.

Perform the following steps at the management computer on the domain controller on the example network to create the Outlook Web Access Web publishing rule:

1. In the ISA Server 2004 Enterprise Edition console, expand the Arrays node, and then expand the array name in the scope pane. Click the Firewall Policy node.

2. Right-click the Firewall Policy node, point to New and click Mail Server Publishing Rule.

3. On the Welcome to the New Mail Server Publishing Rule Wizard page, enter a name for the rule in the Mail Server Publishing rule name text box. In this example, enter OWA Web Site. Click Next.

4. On the Select Access Type page, select Web client access: Outlook Web Access (OWA), Outlook Mobile Access, Exchange Server ActiveSync and click Next.
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5. On the Select Services page, select the Outlook Web Access check box. Confirm that the Enable high bit characters used by non-English character sets check box is selected. Click Next.
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6. On the Bridging Mode page, select Secure connection to clients and mail server and click Next.
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7. On the Specify the Web Mail Server page, enter the name for the internal Outlook Web Access Web site in the Web mail server text box. In this example, use the name owa.msfirewall.org. Click Next.
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8. On the Public Name Details page, select This domain name (type below) in the Accept requests for list. Enter the name external users will use to access the Outlook Web Access Web site in the Public name text box. In this example, the external users will use the name owa.msfirewall.org. Note that the same name is used for the server on the Internal network and from the public network. This requires that you configure a split Domain Name System (DNS) so that external hosts resolve this name to the external address on the ISA Server array and internal hosts (including the array members) resolve the name to the internal address used by the Outlook Web Access site. Click Next.
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9. On the Select Web Listener page, click New.

10. On the Welcome to the New Web Listener Wizard page, enter a name for the listener in the Web listener name text box. In this example, use the name OWA SSL Listener. Click Next.

11. On the IP Addresses page, select the External check box. Click the Address button.

12. In the External Network Listener IP Selection dialog box, select Specified IP addresses on the ISA Server computer in the selected network. Click the virtual IP address configured on the ISA Server array that you want to listen for incoming requests to the Outlook Web Access site in the Available IP Addresses list. In this example, select the 192.168.1.72 entry. Click Add. The IP address now appears in the Selected IP Addresses list. Click OK.
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13. Click Next on the IP Addresses page.

14. On the Port Specification page, clear the Enable HTTP check box. Select the Enable SSL check box. Leave the SSL port number at 443.

15. Click the Select button. In the Select Certificate dialog box, click the Outlook Web Access Web site certificate that you imported into the computer certificate store on each member of the ISA Server array and click OK.
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16. Click Next on the Port Specification page.

17. Click Finish on the Completing the New Web Listener Wizard page.

18. The details of the Web listener now appear on the Select Web Listener page. Click Edit.

19. In the OWA SSL Listener Properties dialog box, click the Preferences tab.
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20. On the Preferences tab, click the Authentication button.

21. In the Authentication dialog box, clear the Integrated check box. Click OK in the Microsoft Internet Security and Acceleration Server 2004 dialog box warning that no authentication methods are currently configured.

22. Select the OWA Forms-Based authentication check box. Select the Require all users to authenticate check box. Click OK.
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23. Click Apply, and then click OK in the OWA SSL Listener Properties dialog box.
24. Click Next on the Select Web Listener page.
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25. On the User Sets page, accept the default entry, All Users, and click Next.

26. Click Finish on the Completing the New Mail Server Publishing Rule Wizard page.

27. Click Apply to save the changes and update the firewall policy.

28. Click OK in the Saving Configuration Changes dialog box.

The next step is to create a Hosts file entry on each member of the ISA Server array so that it resolves the name owa.msfirewall.org to the IP address of the Exchange server on the Internal network. The Hosts file is only required when you do not have a split DNS infrastructure in place. If you have a split DNS infrastructure in place, the Hosts file entry is not required.

Perform the following steps to create a Hosts file entry:

1. Click Start, and then click Run. In the Run dialog box, enter notepad in the Open text box and click OK.

2. Click the File menu, and then click Open. In the Open dialog box, enter c:\windows\system32\drivers\etc\hosts in the File name text box and click Open.
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3. Add the following line to the Hosts file:

10.0.0.2     owa.msfirewall.org
Press ENTER at the end of the line so that the insertion point is on the next line. Click File and Exit. In the Notepad dialog box, click Yes to indicate that you want to save the changes.
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102.54.94.97  rhino. acme. com # source server
I+ 38.25.63.10  x.acme.com # x client host
h27.0.0.1 Tocalhost

h0.0.0.2 owa.msfirevall.org





At this point, the ISA Server array is ready to accept incoming connections to the published Outlook Web Access Web site. Users need to enter https://owa.msfirewall.org/exchange in their browsers in this example. The key requirement is that users enter the same fully qualified domain name (FQDN) as that listed on the Public Name tab in the Outlook Web Access Web publishing rule.

Creating an SMTP Server Publishing Rule

You can create a Simple Mail Transfer Protocol (SMTP) server publishing rule to provide external users and servers access to the Microsoft Exchange SMTP service. In some circumstances, you might prefer to use the ISA Server 2004 Enterprise Edition array as a secure SMTP filtering relay to prevent external users and servers from directly connecting to the Exchange server. The server publishing rule discussed in the following walk-through scenario is best used to provide anonymous inbound access to the Exchange server for external SMTP servers so they can send e-mail messages to domains under your administrative control.

Perform the following steps to create the SMTP server publishing rule:

1. Open the ISA Server 2004 Enterprise Edition console, expand the Arrays node, and then expand the array name. Click the Firewall Policy node.

2. Right-click the Firewall Policy node and point to New. Click Server Publishing Rule.

3. On the Welcome to the New Server Publishing Rule Wizard page, enter the name for the rule in the Server publishing rule name text box. In this example, name the rule SMTP Server. Click Next.

4. On the Select Server page, enter the IP address of the Exchange server on the Internal network. In the current example, the IP address is 10.0.0.2. Enter 10.0.0.2 in the text box. Click Next.

5. On the Select Protocol page, select the SMTP Server protocol from the Selected protocol list. Click Next.
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6. On the IP Addresses page, select the External check box and click the Address button.
7. In the External Network Listener IP Selection dialog box, select Specified IP addresses on the ISA Server computer in the selected network. Click the virtual IP address on the external adapters of the array you want to use in the rule. In this example, the IP address is 192.168.1.72. Click Add. The IP address now appears in the Selected IP Addresses list. Click OK.
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8. Click Next on the IP Addresses page.

9. Click Finish on the Completing the New Server Publishing Rule Wizard page.
The ISA Server array is now ready to accept incoming SMTP connections to the virtual IP address on the external adapter of the array.

Creating the POP3 Server Publishing Rule

Remote access to the Microsoft Exchange Server Post Office Protocol version 3 (POP3) service allows users located away from the office to download their mail from the Exchange server to virtually any e-mail client application. Users must provide a user name and password when they connect to the POP3 service. They download e-mail messages into their e-mail client application after sending valid user credentials. User credentials are typically sent in plaintext. In your production environment, you might want to require a Secure Sockets Layer (SSL)-secured POP3 connection so that user name and password are not easily accessible to Internet intruders.

Perform the following steps to create the POP3 server publishing rule:

1. Open the ISA Server 2004 Enterprise Edition management console, and expand the server name in the scope pane. Click the Firewall Policy node.

2. Right-click the Firewall Policy node and point to New. Click Server Publishing Rule.

3. On the Welcome to the New Server Publishing Rule Wizard page, enter the name for the rule in the Server publishing rule name text box. In this example, name the rule POP3 Server. Click Next.

4. On the Select Server page, enter the IP address of the Exchange server on the Internal network. In the current example, the IP address is 10.0.0.2. Enter 10.0.0.2 in the text box. Click Next.

5. On the Select Protocol page, select the POP3 Server protocol from the Selected protocol list. Click Next.

6. On the IP Addresses page, select the External check box and click the Address button.
7. In the External Network Listener IP Selection dialog box, select Specified IP addresses on the ISA Server computer in the selected network. Click the IP address on the external adapter you want to use in the rule. In this example, the IP address is 192.168.1.70. Then, click Add. The IP address now appears in the Selected IP Addresses list. Click OK.

8. Click Next on the IP Addresses page.

9. Click Finish on the Completing the New Server Publishing Rule Wizard page.
Testing the Connection

You are now ready to test the Outlook Web Access, Simple Mail Transfer Protocol (SMTP), and Post Office Protocol version 3 (POP3) connections to the Exchange server located behind the ISA Server computer. The first step is to create a Hosts file entry on the client so that it correctly resolves the name of the Outlook Web Access site. In a production environment, you would create a public DNS resource record that correctly resolves this name for external network clients.

Perform the following steps to test the Outlook Web Access connection:

1. The first step is to add a Hosts file entry on the external client computer. Click Start, and then click Run. In the Run dialog box, enter notepad in the Open text box and click OK.

2. Click the File menu, and then click Open. In the Open dialog box, enter c:\windows\system32\drivers\etc\hosts in the File name text box and click Open.
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3. Add the following line to the Hosts file:

192.168.1.72     owa.msfirewall.org
Press ENTER at the end of the line so that the insertion point is on the next line. Click File, and then click Exit. In the Notepad dialog box, click Yes to indicate that you want to save the changes.

4. Open Internet Explorer on the external client computer. Enter https://owa.msfirewall.org/exchange in the Address bar and press ENTER.

5. In the Outlook Web Access logon page, enter the user name in the Domain\user name text box, and the password in the Password text box. Select the Premium client type and the Private computer security type. In the current example, enter the user name MSFIREWALL\Administrator and the Administrator’s password. Click Log On.
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Next, you will test the POP3 and SMTP functionality using Outlook Express:

1. On the external client computer, open Outlook Express. Click Tools, and then click Accounts.

2. In the Internet Accounts dialog box, click the existing account and click Remove. Click Yes in the Internet Accounts dialog box asking if you are sure you want to delete the account.

3. Click Add, and then click Mail.

4. On the Your Name page, enter the name Administrator in the Display name text box. Click Next.

5. On the Internet E-mail Address page, enter the address administrator@msfirewall.org in the E-mail address text box. Click Next.

6. On the E-mail Server Names page, select the POP3 entry in the upper list box, so that you see My incoming mail server is a POP3 server. Enter 192.168.1.72 in the Incoming mail (POP3, IMAP or HTTP) server text box. Enter 192.168.1.72 in the Outgoing mail (SMTP) server text box. Click Next.

7. On the Internet Mail Logon page, enter Administrator in the Account name text box and the administrator’s password in the Password text box. Click Next.

8. Click Finish on the Congratulations page.
9. Click Close in the Internet Accounts dialog box.
10. Close Outlook Express and then open it again. Click the Create Mail button and address a message to administrator@msfirewall.org. Enter a subject and text, and then click the Send button. To receive the mail from the POP3 server, click Send/Recv. The message you are sending appears in the Inbox.
11. Close Outlook Express.

Conclusion

In this ISA Server 2004 Enterprise Edition Configuration Guide document, how to publish a Microsoft Office Outlook Web Access site, and how to publish the Exchange POP3 and SMTP services were discussed.
Conclusion for the ISA Server 2004 Enterprise Edition Configuration Guide

In this ISA Server 2004 Enterprise Edition Configuration Guide, you were shown how to install and configure ISA Server 2004 Enterprise Edition in a number of different deployment scenarios. In each of the deployment scenarios, deployment options available for enterprise array members and placement of the Configuration Storage server were discussed. The Configuration Guide also discussed configuration details for common ISA Server 2004 Enterprise Edition roles, including installation and configuration of an array-based remote access virtual private network (VPN) server, site-to-site VPN gateway server, and remote access firewall for protecting Microsoft Exchange Server services.
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