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	Windows Embedded E-Banking Kiosk Enables Anywhere Banking
Most bank transactions occur in a branch with a teller, at home though online banking, or in front of an ATM limited to dispensing cash. Beijing Strong Union Technology Co., Ltd., (Strong Union) came up with an innovative new way for people to bank without having to worry about compromising their security online—and for banks to expand their services without opening costly new branches. Using Windows XP Embedded as the operating system for a dedicated e-banking kiosk, Strong Union developed a solution that is highly secure and offers an excellent user experience. A single bank in China has already purchased 10,000 units for a nationwide expansion.

“With Windows XP Embedded, we had a platform that could be optimized so that we could explore, shape, and meet the bank’s requirements, and move our solutions up the value chain. It also provided a convenient path for us to expand our future product family.”
Yu Xiaojun, general manager, Strong Union Technology Co., Ltd
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	Overview

Country or Region: China
Industry: Professional Services
Customer Profile

Beijing Strong Union Technology Co., Ltd., is a software and hardware developer specializing in kiosk products and services for the banking industry.
Business Situation

Develop a next-generation ATM that lets customers securely perform transactions that go beyond cash withdrawal, thus enabling banks to cost-effectively expand into public locations, such as airports and supermarkets.
Solution

Windows XP Embedded was selected as the operating system for an e-banking kiosk that allows bank customers to perform sophisticated transactions, such as stock trades and fund transfers, using a secure web browser-based interface.
Benefits

· Highly secure platform

· Excellent user experience

· Fast time-to-market


	
	
	
	

	
	
	
	

	
	
	
	 


Situation

No one enjoys standing in queue at the bank. Yet hiring additional tellers and building new branch offices is costly for banks in terms of both capital and labor. Online banking at home appears to be an ideal solution, but many customers are fearful of personal identity theft and other security issues, or they lack high-speed Internet access at home.

Faced with increased competition and a growing customer base, domestic banks in China are eager for highly cost-effective e-banking solutions that will meet the needs of end users for secure transactions, convenient operation, and multiple functions, and also help the banks expand their service offerings and business opportunities profitably.

Founded in 2004, Beijing Strong Union Technology Co., Ltd. (Strong Union) has been focused on financial sector automation and computerization, as well as the development of applications using second-generation Resident Identity Cards in China. Its products and solutions have been widely utilized in dozens of industries, including banking, communication, public security, government, and insurance.

Strong Union was well positioned to solve the bank expansion dilemma by developing a secure, high-performance dedicated e-banking system suitable for the financial services industry. The ISO9001 (2000)-certified company has a large team of R&D professionals and experienced software and hardware designers.

Strong Union was engaged by a major commercial bank in China to develop a self-service e-banking kiosk that could be deployed easily at bank branch offices, as well as public locations not normally associated with banking, such as public markets. But during the system architecture design and R&D phase, engineers found several specific challenges had to be addressed.

Security is a major concern for both the bank and its customers, so the system had to be comprehensively secured from end to end, including service interaction flow, system core, operating system, privilege control, and virus protection.

End users also expect to use e-banking services conveniently and quickly, so the user experience of the self-service platform had to be exceptional. This meant ease of operation and an intuitive graphical user interface (GUI) to accommodate the existing habits of users. The GUI would also enable the bank to promote its brand image and new product and service offerings.

The bank wanted to expand e-banking services flexibly in public locations including existing branch offices, marketplaces, train stations, universities, etc. As a result, it needed a system that would run securely and stably under demanding conditions. Additionally, the bank’s IT department wanted to simplify or eliminate system maintenance requirements.
Solution

After thoroughly analyzing the bank’s needs, Strong Union designed a complete e-banking system solution based on a three-level architecture involving: the client’s website, a dedicated device (kiosk), and a dedicated backend system. 

With the solution design features and functional requirements in mind, Strong Union’s R&D team selected Windows XP Embedded as the operating system for the dedicated self-service kiosk. Strong Union works closely with Microsoft in the embedded technology area, and was recently named 2009 Windows Embedded Excellence Award winner for Independent Software Vendor of the Year: China.  

Strong Union evaluated Windows XP Embedded technology and found it was the most suitable and best platform for the product, not only because its developers are very familiar with Windows-based development, but also because it is a highly secure and flexible operating system platform that allows for rich application development.

Strong Union worked closely with the bank customer and became its project partner. A team of ten hardware engineers and software developers was tasked with getting the e-banking kiosk system up and running in one year. 

Windows XP Embedded is compatible with Windows XP development tools, which allowed the team to accelerate the development process. Developers used the familiar Microsoft Visual Studio 2005 development environment to build the application for Windows XP Embedded. Without needing to learn a new tool, they used Visual Studio to select from over 10,000 optional functional components to reduce the Windows XP Embedded footprint without sacrificing functionality. 

Visual Studio .NET allowed the team to optimize the end-to-end development process. Developers used this rich tool to configure, build and deploy an intelligent application quickly. The hosted code support is provided through Microsoft .NET Framework, and over 90% of API function calls are completely consistent.

A customized Internet browser was required to eliminate the many security leaks associated with general-purpose web browsers. With Windows XP Embedded, Strong Union was able to develop a Microsoft Silverlight-based rich user interface by using Microsoft Windows Presentation Foundation to support multiple media formats, providing an excellent user experience.

In late 2008, Strong Union’s bank customer purchased a first lot of nearly 10,000 kiosks to support a new strategy of e-banking business expansion. At present, the 
e-banking kiosk system has been put into operation at 37 of the bank’s branches across China. Users undertake e-banking transactions in the bank lobby or at the self-service area. Statistics show that the monthly power-on rate reaches 90%, with each device accessed by approximately 22 users every day. 
Benefits

Windows Embedded technology delivered important business and technical benefits to Strong Union and its customer. Business benefits for the bank included shorter lines, happier customers, and high return on investment. Technical benefits included enhanced security, virus protection, and stable operation.

Improved Customer Satisfaction and Expanded Scope of Business 

At the heart of the e-banking system is a dedicated self-service kiosk that provides ID card holders with access to multiple self-service options including: queries, fund transfers, and stock trading. Users can also browse a customized website to access up to date bank information. These capabilities optimize customer service flow, reduce the counter workload, and lower the operational cost of the bank.

Windows XP Embedded works the same way as the familiar Windows XP desktop version, so end users can operate the customized kiosk conveniently by following existing habits. Secure, convenient, and excellent service provided by the 
self-service kiosks presents an outstanding image of the bank which, in turn, improves customer satisfaction. 

The bank also uses the kiosk to display advertising and promote various 
value-added financial services-related bank products, such as credit offerings, online credit, commission-based online securities trading, and investment and wealth management.

The e-banking kiosk solution is expected to increase bank revenue by 20% to 30%, thus maximizing the bank’s return on its investment.

Security, Efficiency, and Reduced Cost

The solution has the advantage of comprehensive Windows desktop operating system security features. These security and stability features of the kiosk were highly praised by the customer.

For example, the write filtering system protection technology effectively protects the integrity of the operating system. Any unauthorized system overwrite will be performed only in the separated memory or file; the system state is saved with “HORM” sleeping technology to implement a quick boot. In case of unexpected power failure or reboot, the system automatically restores to its initial state. 

Windows XP Embedded is a componentized operating system, which allowed Strong Union to reduce the number of system modules to improve security in terms of: memory protection, component simplification, system protection, user operation and peripheral device access. 

On the one hand, this approach met end user demands for an excellent multimedia experience. On the other hand, it enhanced the operational efficiency of the e-banking kiosk to the utmost extent because it realized the objectives of short boot time, smooth system operation, and accelerated performance. 

Windows XP Embedded can be quickly and easily integrated with the current IT environment of most commercial banks, which Strong Union says will reduce by 20% the cost of hardware, system R&D, system maintenance, and staff training, when compared with a non-Windows solution.

Virus Protection

Because the kiosk does not contain a hard disk drive, floppy drive or CD-ROM, and the USB interface identifies only USB KEY devices, not other flash storage devices, the intrusion of illegal data is effectively blocked.

The embedded system image allows for minimal selection of system components, effectively reducing the system surface area vulnerable to attack. In addition, the built-in Windows XP Embedded firewall blocks abnormal network access or attacks, avoiding security vulnerabilities such as Trojan Horses or system backdoors.

Privilege Control

The Windows Embedded XP operating system strictly controls user privileges, allowing general users to perform only necessary e-banking operations and then exit securely. The system controls the user input and output, and blocks all hotkeys and shortcuts that may damage the system.

System Maintenance

The e-banking kiosk is designed to reduce or eliminate the need for device maintenance. Strong Union uses the Windows Embedded XP image format and auxiliary tools—including the System Deployment Image (SDI) file and System Image Clone and Repacking—to deploy the service terminal in a rapid, unified way. A Pre-Boot Execution Environment (PXE) helps start the terminal remotely; and Device Update Agent (DUA) is used to maintain the terminal in a lightweight configuration.

Other desktop modules in Windows XP Embedded, such as remote access administrator and Windows Update, support the low-maintenance objective by ensuring that the device runs securely at the system level.

Fast Time-to-Market and Increased Market Share

The e-banking kiosk system was successfully developed in one year. The fast development timeline gave Strong Union a competitive advantage in the market, and an additional six banks in China have evaluated the kiosks. In sum, Windows XP Embedded technology improved Strong Union’s prospects for business growth, and gave its customer a strong competitive advantage in the commercial banking market of China.
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Windows Embedded


Windows Embedded is a high-performance and highly reliable platform used by innovative OEMs to deliver devices that stand out through rich user experiences and seamless connections to the world of Windows. The Windows Embedded family of products includes Windows Embedded CE, Windows Embedded Standard, Windows Embedded Enterprise, Windows Embedded POSReady, Windows Embedded Server and Microsoft Auto.





For more information visit:


www.microsoft.com/embedded.





For More Information


For more information about Microsoft products and services, call the Microsoft Sales Information Center at (800) 426-9400. In Canada, call the Microsoft Canada Information Centre at (877) 568-2495. Customers who are deaf or hard-of-hearing can reach Microsoft text telephone (TTY/TDD) services at (800) 892-5234 in the United States or (905) 568-9641 in Canada. Outside the 50 United States and Canada, please contact your local Microsoft subsidiary. To access information using the World Wide Web, go to: www.microsoft.com





For more information about Strong Union Technology Co., Ltd. products and services, call +86 010 59221422 or visit the Web site at: � HYPERLINK "http://www.strongunion.com.cn" �www.strongunion.com.cn� 








































