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Introduction

Customers who introduce Microsoft® Windows® 2000 and its Active Directory™ service into an existing Novell network can facilitate directory management and improve data availability by establishing directory interoperability. Some organizations will want to migrate their Novell Bindery or NDS directory to the more sophisticated Windows 2000 Active Directory. Others will find it more convenient and cost-effective to introduce Active Directory yet continue to use their existing directory investment, including directory-specific applications as well as the Novell directory itself. In this case, they can synchronize directories—that is, they can access and share information in both operating system directories rather than replace one directory with the other. 

To extend the built-in Windows 2000 support for interoperability between Windows and NetWare, Microsoft developed Microsoft Directory Synchronization Services (MSDSS) and the Microsoft File Migration Utility. These utilities, both included with Services for NetWare version 5 (SFNW5), enable customers to implement either of the MSDSS strategies—migration or synchronization. Customers can also employ a combination strategy, conducting a phased migration that includes a period of synchronization, keeping both directories available as they migrate users, computers, services, and applications in planned stages.

Easily managed via a Microsoft Management Console (MMC) snap-in, MSDSS supports all versions of Novell's NDS and NetWare 3.x Bindery directory services. That is, MSDSS supports NDS for Novell NetWare 4.0, 4.1, 4.11, 4.2, 5.0, 5.0 with NDS 8, and 5.1. File Migration Utility supports NDS for Novell NetWare 4.2, 5.0, and 5.1. MSDSS supports Bindery for Novell NetWare 3.1x and 3.2. File Migration Utility supports Bindery for Novell NetWare 3.12.

The first step in planning how to use Microsoft MSDSS with your NDS- or Bindery-based network is to gain an understanding of what migration and synchronization are and how you can use MSDSS to implement them. The next three sections of this paper give you an overview of MSDSS, describe important MSDSS concepts, and detail common scenarios in which MSDSS is useful. 
To determine which of the possible strategies outlined here is appropriate for your organization, see the link to the companion white paper, “MSDSS Deployment: Implementing Synchronization and Migration,” in the “For More Information” section.

This document assumes familiarity with both the Novell NetWare and the Windows 2000 operating systems. For links to in-depth information about Windows 2000 Active Directory, Novell’s NDS and Bindery, and other related topics, see “For More Information” at the end of this paper.

MSDSS Overview

Organizations with existing Novell NetWare-based networks can use the MSDSS directory synchronization and object migration utility, and the related File Migration Utility, in several ways. You can migrate your legacy NetWare environment to the Windows 2000 Server platform, replacing the NetWare operating system’s NDS or Bindery directory with the Windows 2000 operating system’s Active Directory and migrating files and file access permissions. Alternatively, you can (temporarily or for the long term) maintain NDS or Bindery at the same time that you introduce and take advantage of Active Directory functionality, using one-way (for either Bindery or NDS) or two-way (for NDS only) directory synchronization to establish interoperability between the directory services. Both types of synchronization let you continue to use existing directory-enabled services and applications. The following bullets summarize these options:

· Immediate migration. You can use MSDSS to perform a quick, secure, one-time migration of NDS or Bindery objects and files to Active Directory. (See the sections “Object Migration” and “File and File Access Right Migration” for more information.)

· Synchronization. You can use MSDSS to consolidate all directory management in Active Directory, or to perform distributed directory administration:

· One-way synchronization. This option lets you manage objects in both directories from Active Directory.

· Two-way synchronization. This option lets you manage shared data, such as user account information, from either directory. 

· Phased migration. You can use MSDSS to implement synchronization as a temporary strategy, which lets you access either directory while you perform the migration that is your ultimate goal in convenient stages. Moving from a Novell directory-based to an Active Directory-based network over a period of time minimizes disruption to users.

This paper explains each of these options. The strategy you choose will depend on the size, complexity, current infrastructure, and goals of your organization. Whichever migration or synchronization option you implement initially, you can easily change to a different configuration to adapt to changing circumstances or goals.

Microsoft designed MSDSS to make transparent complicated tasks such as handling class definitions that are different in different directories and handling different protocols used by different directories for communication. MSDSS uses Novell Client Access
 and supports all protocols that it supports, including IPX/SPX and TCP/IP. File Migration Utility supports both the TCP/IP and IPX/SPX transport protocols used by the most recent as well as older versions of NetWare.

MSDSS features differ somewhat depending on whether you are establishing directory interoperability between Active Directory and NDS or Bindery. For a table listing the differences, see “Appendix A. MSDSS Features.”

The rest of this overview, in the following subsections, explains how MSDSS works:

· Object migration

· File and file access right migration

· Synchronization

· Staged migration requires synchronization

As you read the following subsections, keep in mind that the descriptions here are introductory in nature and are intended to provide a quick overview of MSDSS object and file migration and directory synchronization. For a further elaboration of terms introduced in these subsections, see the section “MSDSS Concepts” later in this paper.

In addition to understanding what MSDSS is and the different ways you can make use of it, you must also analyze your business organization and network infrastructure before you can develop a deployment plan. The companion white paper, “MSDSS Deployment: Implementing Synchronization and Migration,” provides a guide for doing such an analysis, helps you develop a deployment plan tailored to your environment, and outlines the specific steps to take to implement your plan. Read that guide after finishing this paper.
Object Migration

For some organizations currently running either Bindery or NDS, the appropriate choice is to use MSDSS to help you quickly convert to a Windows 2000 environment. MSDSS migration lets customers who do not want to maintain multiple network operating system directories move directory objects to the Windows 2000 platform.

MSDSS is designed to migrate those directory objects that typically store the largest amount of information and the most important information. An immediate, one-time migration moves these Bindery or NDS objects to Active Directory—specifically, user accounts, groups, and distribution lists (for both Bindery and NDS), and (for NDS only) also organizational units (OUs) and organizations. (See “MSDSS Deployment: Implementing Synchronization and Migration” for the actual migration steps.) You must manually migrate all other object classes—such as machine accounts, printer objects, and application objects—as well as object security permissions.

Note: Because Active Directory does not support a container equivalent to the NDS organization, this paper sometimes uses the term container to refer generally to NDS OUs and organizations.

Third-party utilities are available to migrate directory objects other than NetWare users, groups, distribution lists, OUs, and organizations. For information about independent software vendors (ISVs) that deliver accessory products for migrating to Windows 2000 Server and Active Directory, see the link to the Active Directory-Enabled Products from the Microsoft Partners Web page in “For More Information.”

MSDSS migration creates a structure of Active Directory objects that mirrors the Bindery or NDS structure. This lets you retain and immediately use an existing Novell structure in its new incarnation within Active Directory. MSDSS migration maps Novell user and group objects to Active Directory user and group objects, and it maps Novell containers to Active Directory OUs.

However, because Active Directory does not support a container comparable to the NDS organization and because Active Directory handles security differently than does Novell, MSDSS—in migration mode only—creates a corresponding domain local security group in Active Directory for each NDS OU and organization. MSDSS then maps each Novell OU or organization to the corresponding Active Directory domain local security group. (For more about Active Directory OUs and security groups, see the section “OUs, Groups, and Rights” in the paper “MSDSS Deployment: Implementing Synchronization and Migration”; and see the paper “Active Directory Users, Computers, and Groups.” You can find links for both papers in “For More Information.”)

When the migration is complete, you decommission the NDS environment and perform all future administration from Active Directory.
For a small or medium-sized organization that has not deployed complex NDS-dependent applications, a quick, complete, one-time migration is often the best choice. Immediate migration is also feasible for a company setting up a large number of new desktops or for a company that has an older Bindery or NDS network and needs to move to a more sophisticated operating system. The most common migration scenario will be from Bindery to Active Directory, because of the larger number of existing NetWare 3.x installations. The limited services provided by Bindery (account information and file and print services) and its fewer integrated applications make this type of migration relatively simple.

For an organization with a complex hardware/software setup, choosing to make the transition from Bindery or NDS to Active Directory often requires a migration done in stages, running both systems concurrently for a number of weeks or months. This option is described in the section “Staged Migration Requires Synchronization.”

In addition to migrating directory objects, you can also migrate files and directories—described next.

File and File Access Right Migration

NetWare customers can use the File Migration Utility in conjunction with MSDSS to migrate all or part of their NetWare folders and files to one or more Windows 2000-based file servers. If you migrate files in groups rather than all files at once, File Migration Utility helps you track the current status by providing an interim status report showing which files have and have not been migrated.

File Migration Utility maintains the NetWare structure and carries existing rights and permissions for NetWare files into the Windows 2000 file system, NTFS version 5 (NTFS5). In order to migrate file-system permissions, you must have already migrated the users before you migrate the file system. That is, in order to be able to migrate files with their access rights, you must first use MSDSS to migrate NDS directory or Bindery objects to Active Directory, selecting the optional Migrate Files check box as you do so. This creates a migration log that File Migration Utility can use. You then use File Migration Utility to migrate the files and their access rights to a Windows 2000 NTFS share. (See “MSDSS Deployment: Implementing Synchronization and Migration” for the actual steps.)

The Windows 2000 NTFS5 file system governs which users and groups can access individual files and directories, and it can provide varying levels of access for different users. This file-level security is then enforced by the core operating system. File Migration Utility calculates and translates the NetWare file system rights and permissions to the equivalent rights and permissions in the NTFS file system. 

NetWare file security is similar to NTFS security in that in both systems you can control the ability of users and groups to access files by applying permissions to objects. For a table showing exactly how Novell NDS or Bindery rights are converted to Windows 2000 NTFS permissions, in MSDSS Help, see “Understanding how rights are converted.” (The NDS Modify Right, which does not have an equivalent NTFS right, is translated by default to Read, but during the migration process you have the option to select the Write check box to allow Read/Write access.)

Note: You can also migrate files to a FAT file system on Windows 2000-based computers. However, FAT does not support NTFS rights and this process will simply migrate the directory structure and files, but not the associated rights.

You map individual NDS or Bindery directories to Windows 2000-based directories or shares (“directories” here refers to file-system directories or folders, not to network directories such as NDS, Bindery, or Active Directory). You can map multiple volumes to a single share or directory by creating more than one mapping. You use multiple mapping entries to create one-to-one, many-to-one, and one-to-many relationships.

Typically, when you perform a migration in stages (described later in the section “Staged Migration Requires Synchronization”), there is a period of time during which clients have been migrated to the Windows 2000 platform, but the files those clients need to access are still on NetWare servers. Although it is not recommended (because you will not be able to migrate file-system permissions), it is also possible that some files have been migrated to Windows 2000-based servers, but the NetWare clients that need those files have not yet been migrated. File and Print Services for NetWare (available on the same Microsoft Services for NetWare version 5 CD-ROM that contains MSDSS and File Migration Utility) lets NetWare clients access a Windows 2000-based file and print server. Gateway Services for NetWare (included in the Windows 2000 Server operating system) lets Windows 2000 clients access a NetWare file and print server.

Synchronization

Microsoft designed Windows 2000 Server and MSDSS to support ongoing mixed deployments, as well as to facilitate a complete conversion to the new operating system. You can use MSDSS synchronization to establish a long-term or permanent co-existence between Active Directory and your Novell directory. Establishing such a mixed environment lets you take advantage of many Active Directory features—such as its enhanced search feature, improved user management, and delegation capability—without converting your entire existing network to the Windows 2000 platform. Using directory synchronization thus lets you protect existing investments in hardware, NDS-dependent software, and organizational logistics.

As an alternative to long-term synchronization, you can use synchronization to implement a temporary mixed network environment while preparing to migrate to Active Directory and decommission NetWare (see the “Staged Migration Requires Synchronization” section).

Like migration, MSDSS synchronization by default exactly duplicates the Bindery or NDS structure in Active Directory. Like migration, synchronization maps Novell user, group, and distribution list objects to Active Directory user, group, and distribution list objects, and (for NDS only) it maps Novell OUs and organizations to Active Directory OUs. In addition, MSDSS synchronization optionally provides custom object mapping (for NDS only) that lets you map objects in dissimilar directory structures to each other—see the later section “MSDSS Object Mapping.”

The following subsections explain more about how MSDSS synchronizes the NetWare and Windows 2000 directories:

· One-way synchronization

· Two-way synchronization

· One-way versus two-way synchronization

Again, these subsections describe what happens at a conceptual level. See “MSDSS Deployment: Implementing Synchronization and Migration” for the actual steps.

One-Way Synchronization

As explained earlier, for some organizations the easiest choice is to preserve their existing investment by implementing directory interoperability rather than migrating all systems to the Windows 2000 operating system. MSDSS synchronization lets directories co-exist, thereby enabling users to share and access information in either directory, and to continue to use existing directory-enabled services and applications. 

However, directory coexistence comes at the cost of partially duplicated administration of separate directories. MSDSS one-way synchronization lets you retain your existing NDS tree or Bindery yet helps simplify network management by letting you perform object administration solely from Active Directory. Thus, the advantage of using one-way synchronization is that it eliminates most of the cost of managing two separate directories. (You must still manage security administration and non-synchronized object administration, such as computer account objects, from each directory separately.)

To configure synchronization between Active Directory and NDS or Bindery, first you perform an initial reverse synchronization, which is a one-time process that copies existing NDS or Bindery objects to the Active Directory database. To perform an initial reverse synchronization, you create an MSDSS session, specify the NDS container or Bindery server from which objects will be copied, and then specify the Active Directory OU into which these NDS or Bindery objects will be copied. Before you can set up a session, you must first create a target Active Directory container with the same or different name as the NetWare source container. (Sessions are explained in more detail later in “MSDSS Sessions and the Session Database.”)

After the initial reverse synchronization has taken place, you schedule MSDSS to perform forward synchronizations (from Active Directory to NDS or Bindery) on a regular basis. A forward synchronization queries Active Directory for any new objects or for changes to existing objects and ensures that these changes are propagated to NDS or Bindery. By default, forward synchronization occurs every fifteen minutes. Alternatively, you can schedule synchronization to occur at another specified interval. For example, you can schedule a forward synchronization from the Accounting OU in Active Directory to the Acct OU in the NDS tree to occur at half hour intervals (note that the target container in this example has a different name than the source container).

After you have established one-way synchronization, any future changes you make to NDS or Bindery will not be synchronized to Active Directory. Therefore, if you chose one-way synchronization, make all future changes to user, group, distribution list, or OU objects in Active Directory (not in NDS or Bindery). If you chose to perform a one-way synchronization where you copy only part of the NDS tree or Bindery to Active Directory, then, of course, you must continue to use NetWare NDS or Bindery to manage directory objects that exist only in the NetWare directory.

One-way synchronization from Active Directory to Bindery or NDS requires no Bindery modification or schema changes to NDS.

Two-Way Synchronization

Some organizations choosing to implement directory interoperability need the ability to enter new data or modify existing data in either directory and have that directory then update its partner directory. For NDS-based networks, MSDSS two-way synchronization gives you this functionality (two-way synchronization is not available for Bindery). Two-way synchronization lets you propagate changes made to objects in either Active Directory or NDS to the other directory.

As in one-way synchronization, you begin by using MSDSS to perform an initial reverse synchronization to duplicate NDS objects in Active Directory. You then establish a schedule for both forward synchronization (from Active Directory to NDS, as in one-way synchronization) and reverse synchronization (from NDS to Active Directory; unique to two-way synchronization). Performing the inverse function to forward synchronization, reverse synchronization copies new or changed objects from NDS to Active Directory. Forward and reverse synchronization, which do not operate in exactly the same way, are described in more detail later in the “MSDSS Concepts” section.

Unlike one-way synchronization, two-way synchronization does require extending the NDS schema. Extending the NDS schema is required in order to stamp a globally unique identifier (GUID) on those directory objects involved in synchronization. In Windows 2000, Active Directory objects must have a GUID, which is a unique 128-bit number that functions as an attribute of the object.

Some large companies whose strategy is long-term directory interoperability and coexistence may find two-way synchronization more convenient than one-way synchronization. However, the cost is that reverse synchronization, a feature of two-way synchronization only, requires additional server and network traffic overhead as well as duplicated administration.

One-Way vs. Two-Way Synchronization

You choose either one-way or two-way synchronization when you initially set up a synchronization session for a pair of containers. In evaluating which configuration is best for your circumstances, consider the following factors.

· Reasons to choose one-way synchronization:

· When you want to centralize directory administration from Active Directory

· When your network is predominantly Windows-based (with some NDS-based machines), or your network is currently NDS-based but you plan to reduce the number of directories over time

· When you want to administer and update NDS user account passwords to support a single set of logon credentials that let users log on to both a Windows-based and a Novell-based network

· When you are preparing to migrate your NDS-based directory environment to Active Directory

· Reasons to choose two-way synchronization:

· When you choose to have both Active Directory and NDS administered by two sets of network administrators

· When your network environment contains NDS as your primary directory, and you have no plans to consolidate the number of directory platforms

· When you are planning to maintain and actively administer both directory environments for an extended period of time

Staged Migration Requires Synchronization

For a complex organization that wants to migrate to a Windows 2000 platform, a realistic scenario is moving from a Bindery- or NDS-based network to an Active Directory-based network in phased stages rather than all at once. Typically, this entails running the two systems in parallel for weeks or months. During this time, you can perform migration tasks that are independent of MSDSS object migration and File Migration Utility file migration, such as replacing NDS-dependent applications with Active Directory-compatible applications.

Using MSDSS to synchronize the Windows and Novell directories during the changeover period will make the transition easier both for administrators and for users. A phased migration reduces risk because you do it in easily managed stages and can easily reverse it. For many organizations, this advantage of reduced risk outweighs the costs in administrative effort and additional resources.

You use MSDSS to move all Bindery or NDS user accounts, groups, and distribution lists, and (for NDS only) OUs and organizations to Active Directory, while maintaining these objects—now synchronized with their Active Directory counterparts—in NDS or Bindery. Then, while you gradually move resources to the Windows 2000-based environment at your convenience, users can continue to access those resources that remain on NetWare servers because of the MSDSS-provided directory synchronization. As the changeover continues, users begin to access resources on Windows 2000-based servers.

If you plan to accomplish the migration within a relatively short time, one-way synchronization is the preferred configuration. If your organization is complex and the migration will take several months or longer, you may prefer two-way synchronization.

Establishing directory synchronization over an extended period can help you reduce migration impact costs. As your existing NetWare technologies age, you can replace them with the latest comparable Microsoft technologies. The larger the environment, the more complex the transition and the longer it will take.

When you have moved all resources to Windows 2000 servers, when you have converted all NDS-compliant services and applications to Active Directory counterparts, and when you have moved object security permissions and objects that MSDSS does not migrate (such as machine accounts, printer objects, and application objects), synchronization of the two directory services is no longer necessary. You can delete the synchronization sessions and switch off the NetWare system.

For a detailed discussion of factors that you need to consider to determine whether a phased migration or a permanent mixed network synchronization is the appropriate strategy for your environment, see the section “IT Infrastructure Analysis” in the white paper “MSDSS Deployment: Implementing Synchronization and Migration.”

MSDSS Concepts

This section explains in more depth concepts introduced briefly in the preceding overview. Starting at the most basic level, the following subsections define a directory, a directory service, a directory schema, and then describe concepts and processes specific to MSDSS:

· A directory is a database

· A directory service is the engine

· Schema and schema extensions

· MSDSS sessions and the session database

· MSDSS object mapping

· MSDSS password management

· MSDSS delegation

· MSDSS, domain mode, and groups

A Directory Is a Database

An operating system directory is a repository that stores network data, which can include information about printers, applications, databases, users, computers, and much else. The relatively simple Bindery database stores account and security information about user and group objects. Active Directory and NDS are more complex; in both, directory information is stored in a hierarchical tree structure and is represented by objects with attributes:

· Objects. Most database systems use the concept of an object, defined as an instance of a class that describes the object. Object types are made up of a collection of attributes. Examples of object types are network user and computer accounts, groups, containers (such as OUs); shared resources (such as servers, shared volumes, and printers); as well as domains, applications, services, security policies, and just about everything else in your network. All objects of one type (such as users) are derived from a specific class. The object class pre-defines the behavior and content of an object. For related information, see also the definition of the Active Directory schema, described later; it is the schema that defines each object class, and each object class’s attributes.

· Attributes. An object is characterized by information stored in the object. This information is referred to as the object’s attributes. For example, a user object’s attributes are the user’s name, password, phone number, e-mail address, and so on. The information itself is called the property of the attribute. A user object has a phone number attribute, and the actual telephone number is the property value of that attribute.

Directories help reduce the overhead of managing a large enterprise network by making it easier for administrators to manage user and computer accounts and groups and to control the desktop environment. In addition, more and more companies are writing directory-enabled applications—that is, applications that can access and make use of information stored in the directory.

A Directory Service Is the Engine

A directory service is the mechanism or engine that retrieves the information from the directory, making it accessible to users, to network services, and to applications. A directory service includes both the directory per se and the services that make that information useful. Ideally, the directory service should make the physical network topology and protocols transparent so that a user can access any network resource without knowing where or how it is physically connected.

Some directory services are integrated with an operating system, and others are applications such as e-mail directories. Operating system directory services, such as Microsoft Active Directory or NetWare Bindery or NDS, provide user, computer, and shared resource management. The relatively simple Bindery directory service provides file and print services to network users and groups. The Active Directory and NDS distributed databases hierarchically store information about network objects and make this information available to administrators, users, network services (file and print and many other services), and software applications. Directory services that handle e-mail, such as Microsoft Exchange, enable users to look up other users and send e-mail.

A directory service typically provides the following functions:

· Searching for information. A directory service lets you browse, search for, and retrieve specific information from the directory. For example, you can search for specific object types, such as users, groups, or application objects, or, in the case of Active Directory, search for specific properties, such as user name, phone number, and so on. Searching should support industry-standard access methods, for example, the Lightweight Directory Access Protocol (LDAP) protocol.

· Replication. A directory service replicates directory information among the directory servers within a domain to make the information available to all users in the domain and to provide fault tolerance. With replication, the same information is physically stored on multiple servers within a domain. Because access to the directory is distributed, single point-of-failure problems are eliminated.

· Partitioning. A directory service enables segmenting of directory information into multiple partitions to facilitate the storage of a very large number of objects. In some cases, a directory can become huge and it is then better to segment the directory into multiple partitions. In Windows 2000, a partition is an Active Directory domain.

· Security. A directory service stores and distributes administrator-defined security policies to keep information safe from intruders.

You use a directory and its accompanying service to manage and control your network. A directory service makes it easy for you to respond to and quickly resolve user demands and problems. It simplifies and automates information management, while protecting information and taking advantage of emerging technologies.

Schema and Schema Extensions

The directory schema provides a description of what can be placed in the directory—that is, a description of its object classes (the various types of objects) and their associated attributes. For each class of object, the schema defines the attributes that object class must have, the additional attributes it may have, and the object class that can be its parent. Schema extensions are done only once and are irreversible.

Migration, one-way synchronization, and two-way synchronization all require extensions to the Active Directory schema. Two-way synchronization also requires extending NDS.

· Active Directory schema. MSDSS automatically updates the Active Directory schema for you during the setup process. The schema update is required only once for each Active Directory forest. If the user who will be installing MSDSS does not have the necessary permissions to extend the schema, the schema can be updated manually. This must be done by a user with the appropriate schema credentials, by running the following command-line utility on the schema master
 in the Active Directory forest in which MSDSS is to be installed: 

msiexec /I Path \msdss.msi SCHEMAONLY=1

· NDS schema. To support two-way synchronization, you must extend the NDS schema. If you are required to extend the NDS schema at the time you create a new session, the wizard will prompt you. Extending the NDS schema requires the following:

· Installation of Novell Client Access (required by MSDSS anyway)

· Supervisor permission to access the root object of the NDS tree

· Access to the server that holds the master replica of the root partition (this server propagates the changes to all the servers in the NDS tree)

You can also extend the NDS schema manually, using the MSDSS command-line NDS schema extension tool NDSext.exe (available in the systemroot\System32\Directory Synchronization\Client directory). Use the following syntax:

ndsext extend Treename Username.Context Password

This command lets you extend the NDS schema of a specified tree.
MSDSS Sessions and the Session Database

MSDSS synchronizes directories using a synchronization session. A session is the process of synchronizing NDS or Bindery objects with Active Directory objects. Session information is stored in a session database. In addition, some state information for each session is stored in a database located in the Data Files directory on the Windows 2000-based server that is running MSDSS.

To use MSDSS effectively, you must understand the following about sessions:

· Each synchronized pair requires a session. A session is required for each synchronized pair of containers—that is, for each Active Directory OU/Novell container pair, or pair of subtrees, to be synchronized. Session containers can also contain other containers.

· Containers must already exist. Both containers must already exist before you use MSDSS to create a new session. If a needed container does not yet exist, use the Active Directory Users and Computers snap-in to create the Active Directory container or tree, and use the appropriate Novell administrative tool to create the Novell container or tree. It is not necessary to use the same name for the target container as the source container.

· Types of sessions. When you launch MSDSS to establish synchronization, you use the New Session Wizard to create a new session. You use a session to perform an initial reverse synchronization, which copies existing NDS or Bindery objects to Active Directory; for forward synchronization, which synchronizes new or changed objects from Active Directory to NDS or Bindery; and for reverse synchronization, which synchronizes new or changed objects from NDS to Active Directory. (If you launch MSDSS to establish migration rather than synchronization, you also use the New Session Wizard; however, in that case, you enter the migration process and do not actually establish a session and MSDSS does not create and store a session database.)

· Session database. When MSDSS creates a session, MSDSS stores it as an object in Active Directory. A session database contains configuration information about Active Directory and NDS or Bindery objects. For example, the session database includes the Active Directory OU that is to contain objects from a corresponding NDS container or Bindery server; the name of the Windows 2000 domain controller where MSDSS sessions will be installed; the NDS container or Bindery server to be synchronized with Active Directory; the NDS or Bindery administrative credentials; the initial reverse synchronization options; the custom object mapping data (see “MSDSS Object Mapping” for more about this topic); and a session name.

· Up to 50 sessions. Once MSDSS creates sessions and stores them in Active Directory, you can modify the sessions remotely from any Windows 2000 computer in which MSDSS is installed. Each domain controller running MSDSS can support up to 50 simultaneous sessions, and each session can point to a different NDS or Bindery server source.

· Publisher and subscriber. During a directory synchronization session, one directory acts as the publisher and the other acts as the subscriber: The publisher distributes its changes to the subscriber and the subscriber's directory data store is updated accordingly. Once you create a session, you cannot change the publishing or subscribing container. If you want to specify a different publishing or subscribing container, you must create a new session.

· One-way synchronization. In one-way synchronization, NDS or Bindery is the subscribing directory that receives a subscription of new and changed information from the publishing directory, Active Directory. Because administrators make changes only to Active Directory, one-way synchronization simplifies network management and reduces network traffic. 

· Two-way synchronization. In two-way synchronization, Windows 2000 Active Directory and Novell NDS can each act as the publishing directory and as the subscribing directory, depending on which directory has had changes made to it.

· Forward synchronization session (at the attribute level). During a forward synchronization session (from Active Directory to NDS or Bindery), only new objects or those changes to an existing object that have occurred since the last session are synchronized, not the entire directory or the containers in which the objects are stored. A forward synchronization session queries Active Directory for any new objects or alterations to existing objects. If the forward synchronization session finds a new object, it synchronizes that object and its attributes to NDS or Bindery. If an existing object has been modified, only its changes (not the whole object) are sent across the network to be synchronized with NDS or Bindery. This attribute-level synchronization performed during a forward synchronization session minimizes traffic.

· Reverse synchronization session (at the object level). During a reverse synchronization session (from NDS to Active Directory), new or changed objects are synchronized from NDS to Active Directory. NDS objects do not support attribute-level synchronization, but this object-level synchronization is also quite efficient because only new or changed objects are copied to Active Directory (not unchanged objects or containers). Because a reverse synchronization session causes slightly more network traffic than a forward synchronization session, you should schedule it to run less frequently than forward synchronization.

· Modify a session database. After MSDSS creates a session, you can modify (directly or remotely) any of the following session properties for a session database: The synchronization schedule for one or both synchronization directions; the scope of objects to be synchronized (by filtering object types); NDS or Bindery credentials; and the type of password scheme to be used when new users are added to NDS.

· Session database automatically backed up. By default, the session database is backed up every 24 hours at 10:00 p.m. The session database is stored in the Data Files directory, and the session database backup is stored in the Backup directory.

MSDSS Object Mapping

MSDSS object mapping synchronizes Windows and Novell objects and their attributes. Each session object stores a mapping table that defines these mappings. For each source and target directory pair, the MSDSS server provides a default mapping, which MSDSS uses to set up the mapping table in new sessions. The default mapping is location-specific, which means that the object hierarchy for the pair of containers being synchronized has the same structure. See “Appendix B. Mapping Tables” for tables that outline the default maps used during synchronization.

You do not have to accept the default maps—object mapping is customizable and can be set during session creation (attribute mapping is not customizable). This allows you to make a location-independent or object-level mapping of pairs of objects regardless of how they are organized in either directory structure. For more information about customizing object mapping, see the section “Custom Mapping Objects Between Different Namespaces” in the paper “MSDSS Deployment: Implementing Synchronization and Migration.”

· Object mapping and synchronization filtering. Within a session, you can use synchronization filtering to define an explicit set of object types to be read during the synchronization process (when you launch MSDSS, this is done on the Object Mapping Scheme page). When a filter is applied, changes of the selected object type are synchronized on the next scheduled synchronization. However, before any changes of the selected object type can be synchronized, both a forward and reverse full synchronization are performed automatically. The forward and reverse synchronization take place at the time of the next scheduled synchronization in order to preserve the integrity of Active Directory and the NDS directory. Once this is completed, future changes made to objects of the selected object type are synchronized based on the normal synchronization schedule.

Another synchronization filter option is the ability to filter out one Administrator account for Active Directory and one Administrator account for NDS. This lets you prevent a specified Administrator account from being involved in the synchronization process for a particular session when the administrator's user account resides in the container that is being synchronized.

· MSDSS tracks failed objects. If any object should fail to synchronize, MSDSS places it in a failed object list. MSDSS will attempt to synchronize objects in the failed object list that are marked as retryable during the regularly scheduled synchronization. If a retryable object cannot be synchronized after 10 attempts, MSDSS demotes it and will not try to synchronize it again. See MSDSS online Help for how to view failed objects and how to clear non-retryable objects from the failed object list.

MSDSS Password Management

Passwords are encrypted and stored in separate formats in the Windows and Novell operating system directories. Because MSDSS cannot retrieve the encrypted passwords that are stored in an NDS or Bindery directory, MSDSS creates new passwords for each user that is migrated to Active Directory or whose account will be synchronized between Active Directory and NetWare.

You must have administrator privileges to the NDS or Bindery directory to be able to specify the password scheme that MSDSS uses. MSDSS handles the mapping of passwords between Active Directory and NDS or Bindery without compromising security by providing several options for creating new passwords. You can specify password options either during the creation of a new MSDSS session or through session properties:

· Set passwords to blank. Clears all passwords so that users logging on to Active Directory for the first time do not need to specify a password.

· Set passwords to the user name (default). Sets passwords to the user name after migration or initial reverse synchronization has taken place. If no password option is specified, this is the default.

· Set passwords to a random value. Creates random passwords for each user who will be migrated to or synchronized with Active Directory (see log file for assignments). Once created, the default location of this log is in the systemroot\System32\Directory Synchronization\Session Logs directory. A text file with a .pwd extension is created for each session that uses this option.

· Set all passwords to the following value. Provides an option to specify the password value for all users migrating to Active Directory or for all users whose accounts will be synchronized between Active Directory and NDS or Bindery.

For example, if you accept the default option—Set passwords to the user name—after users are copied from NDS or Bindery to Active Directory through initial reverse synchronization, when users next log on, they are each prompted to change their password. The new password is then synchronized with the password attribute in NDS or Bindery during the next scheduled forward synchronization—that is, the new password overwrites the existing NDS or Bindery password.

The preferred method is to do password control from Active Directory (you can do password control from Active Directory in both one-way and two-way synchronization). This requires that clients log on to Active Directory.

MSDSS Delegation

You must be a member of the Windows 2000 Administrators group to install MSDSS. Installing MSDSS creates a special security group called the MSDSS Admins group. In Windows 2000, the MSDSS Admins group is a domain local security group and is therefore unique to each domain, which means you can use this group to delegate administrative control to specific users. For example, you can give one user the ability to create and administer sessions stored on all domain controllers within the Manufacturing domain, but give different administrative users the ability to create and administer sessions for the Marketing and Human Resources domains.

To delegate session administration rights for all domains within your organization, you can create a new Windows 2000 global security group and add it to the MSDSS Admins group in each domain. For example, you can add Amy as a member of a new global group that you decide to call SyncAdmins, and then add the SyncAdmins group to the MSDSS Admins group located on the Manufacturing, Marketing, and Human Resources domain controllers. Amy can now choose to create and administer sessions located in any of these domains.

For more information about Windows 2000 security groups (including nesting groups) and delegation, link to the white paper “Active Directory Users, Computers, and Groups” in “For More Information.”

MSDSS, Domain Mode, and Groups

Windows 2000 has two types of domain mode: mixed mode and native mode. The domain mode determines the scope of groups that can be created in an Active Directory domain. For example, using MSDSS to perform a one-time migration can create nested groups in a native-mode domain, but not in a mixed-mode domain. 

· Mixed-mode domain. A mixed-mode domain typically has one or more Windows NT Server 4.0 domain controllers in addition to Windows 2000 domain controllers. Note, though, that a domain might have only Windows 2000 domain controllers and still be defined as a mixed-mode domain (because you can add a new Windows NT 4.0 domain controller to such a domain). The default domain mode setting on Windows 2000 domain controllers is mixed mode. If you upgrade a Windows NT 4.0 primary domain controller (PDC) to Windows 2000 Active Directory, all Windows NT 4.0 backup domain controllers (BDCs), member servers, and clients existing in the domain will operate as if nothing has changed. This is because Active Directory in mixed mode is designed to emulate the exact environment of a Windows NT 4.0 PDC. From the standpoint of using MSDSS, it is important to understand that groups created in a mixed-mode domain act the same way as they do in Windows NT 4.0 and, therefore, have the same limitations: Global groups can have only user accounts as members, and they can become members of local groups. Local groups can contain user accounts and global groups only.

· Native-mode domain. A native-mode domain can have only Windows 2000 Server domain controllers (both mixed-mode and native-mode domains can include Windows NT 4.0 member servers and Windows NT and Windows 9.x clients). When you convert a Windows 2000 domain to native mode, you have more sophisticated options for managing groups in that domain. For example, MSDSS takes full advantage of the native mode's ability to nest groups—you can add a group as a member of another group. This means that local groups can now become members of other local groups.

Important: Do not change from mixed to native mode if you have, or will have, any Windows NT 4.0 backup domain controllers (BDCs) in the domain. Changing a domain from mixed mode to native mode is an irreversible operation.

For detailed information about how mixed-mode and native-mode domains affect Windows 2000 groups, see the section “How Domain Mode Affects Groups” in the white paper “Active Directory Users, Computers, and Groups” linked to in “For More Information.”

Scenarios

The following scenarios briefly sketch examples illustrating how different organizations might choose to implement MSDSS:

Switching from NDS to Active Directory

Company A decides that it is feasible and desirable to replace its NDS directory with Active Directory. After moving all resources to Windows 2000-based servers, including converting all NDS-compliant services and applications to Active Directory counterparts, moving object security permissions, and moving machine accounts, printer objects, application objects and other objects that MSDSS does not migrate, you can switch from NDS to Active Directory. To do this, the administrator installs Active Directory on a domain controller, and then configures an initial reverse synchronization for the entire NDS directory. The initial reverse synchronization copies NDS information (users, groups, distribution lists, OUs, and organizations) into Active Directory. The administrator then shuts down the server(s) that contain the NDS database and can now install Windows 2000 Server on those machines.

Establishing Interoperability between NDS and Active Directory

Company B decides to keep its existing NDS directory and to add Active Directory until it is ready to retire NDS. The administrator selects the one-way directory synchronization option, and performs an initial reverse synchronization for the entire NDS directory. Then, the administrator schedules a forward synchronization session to run from Active Directory to NDS every fifteen minutes. From now on, the administrator will use Active Directory to manage network objects.

Sharing Directory Information between Specific Applications

Company C wants to keep the information stored in its NDS-based human resources application—and only that information—synchronized with Active Directory. The administrator selects the two-way directory synchronization option, performs an initial reverse synchronization, and specifies the objects (Novell container and Active Directory OU) between which to establish a one-to-one relationship. The administrator then configures forward and reverse synchronization sessions for the human resources directory data.

Sharing Directory Information between Companies

Company D uses NDS, but has an international subsidiary that uses Active Directory. Both companies want to share information, so the administrator configures two-way directory synchronization and forward and reverse synchronization sessions for the relevant data.

Which Scenario to Choose

The above examples do not encompass all possibilities, and none may be exactly appropriate for you. Now that you understand what MSDSS is and its different capabilities, the next step is to determine just exactly how you want to deploy it. Analyzing your business data and your IT infrastructure will help you decide which MSDSS strategy is right for handling your mixed network environment. The companion paper, “MSDSS Deployment: Implementing Synchronization and Migration,” will guide you through these analyses and will help you develop specific and detailed deployment steps appropriate for your environment.

For additional MSDSS scenarios (including comparisons of a user-centric versus a server-centric approach to user migration, and a piecemeal versus a parallel approach to server migration), see Appendix B in the white paper “NetWare to Windows 2000 Server Migration Planning” (linked to in “For More Information”).
Summary

You can extend the built-in Windows 2000 support for interoperability between Windows and NetWare by adding MSDSS to your network. The MSDSS directory synchronization and object migration utility and the related File Migration Utility let you choose an interoperability option that suits your technical environment and business goals.

Some customers will add Windows 2000 to their network to gain the benefits provided by Active Directory and other features, yet choose to retain their existing Novell directory service and existing NetWare directory-specific applications. These customers can use MSDSS synchronization to access information and services provided by both operating system directories.

Other customers are ready to upgrade their legacy NetWare environment to the Windows 2000 Server platform now. They can use MSDSS to replace the NetWare operating system’s NDS or Bindery directory with Active Directory.

The third alternative is to temporarily establish co-existence between the existing NetWare directory and Active Directory. These customers can use either one-way or two-way directory synchronization and continue to use existing NetWare directory-enabled services and applications while they carry out a migration to Windows 2000 in stages.

The first step in planning how to use Microsoft MSDSS to manage NDS or Bindery in conjunction with Active Directory is to gain an understanding of what migration and synchronization are and how you can make use of them, as described in this paper. The next step is to determine which of the possible strategies depicted here is the one you want to implement—to develop your implementation plan, read the white paper “MSDSS Deployment: Implementing Synchronization and Migration.”

For More Information

For the latest information on Windows 2000 Server, check out our Web site at http://www.microsoft.com/windows2000 and the Windows 2000/NT Forum at http://computingcentral.msn.com/topics/windowsnt.
For additional information, see these sources:

Novell Web site at http://support.novell.com/servlet/Knowledgebase (for NDS namespace design and other information about NDS and Bindery)

“MSDSS Deployment: Implementing Synchronization and Migration” white paper at http://www.microsoft.com/windows2000/library/planning/interop/msdssimp.asp (the companion paper to this document)

“Services for NetWare v.5: The Resource for Microsoft Windows 2000 Interoperability with NetWare” Web page at http://www.microsoft.com/windows2000/guide/server/solutions/netware.asp (for information about Microsoft Services for NetWare v.5 [SFNW5], which provides customers with a complete set of new interoperability services and tools for integrating the Windows 2000 Server product family and Windows NT Server 4.0 into their existing NetWare environments)

“NetWare to Windows 2000 Server Migration Planning Guide” white paper at http://www.microsoft.com/WINDOWS2000/library/planning/incremental/netmigrate.asp (for additional information about migration from NetWare to Windows)

“Active Directory Architecture” white paper at http://www.microsoft.com/WINDOWS2000/library/howitworks/activedirectory/adarch.asp (for namespace design, delegation, Active Directory schema, and more)

“Active Directory Logical Structure” and “Active Directory Schema” chapters in the Windows 2000 Server Resource Kit, located on the Windows 2000 Server and Advanced Server CDs as part of Support Tools (for Active Directory namespace design and Active Directory schema information).

“Active Directory Users, Computers, and Groups” at http://www.microsoft.com/WINDOWS2000/library/howitworks/activedirectory/adusers.asp (for Active Directory security groups)

“Active Directory-Enabled Products from Microsoft Partners” Web page at http://www.microsoft.com/windows2000/guide/server/partners/activedirectory.asp (for information about independent software vendors [ISVs] that deliver accessory products for migrating to Windows 2000 Server and Active Directory)

Appendix A. MSDSS Features

MSDSS features vary based on the type of Novell directory that you want to interoperate with Active Directory. The following table describes the specific features available for each type of Novell directory.

	MSDSS Features
	Novell Bindery
	Novell Directory Services (NDS)

	Synchronizes users, groups, and applicable attributes.
	x
	x

	Synchronizes container objects and organizational units (OUs).
	
	x

	Supports multiple MSDSS servers in an organization, each running up to 50 simultaneous sessions.
	x
	x

	Supports one-way synchronization from Active Directory to Bindery (rooted at any container on Active Directory, single-level only).
	x
	

	One-way synchronization from Active Directory to NDS requires no schema change to NDS.
	
	x

	Supports two-way synchronization. Requires extending the NDS schema to stamp a globally unique identifier (GUID) on all objects of interest (user, group, organizational unit).
	
	x

	Integrated and secure password synchronization for both one-way and two-way synchronizations (can be optionally disabled at the server level).
	x
	x

	Scheduled and manual synchronization supported.
	x
	x

	Synchronizes directory objects that have been added, deleted, renamed, moved, and modified.
	x
	x

	Granular scope of synchronization (rooted at any container or subcontainer).
	
	x

	Leverages the LDAP DirSync control for reading changes from Active Directory.
	x
	x

	Forward synchronization is incremental and granular at the attribute level (reads changed objects from Active Directory and writes only the modified attributes to NDS or Bindery).
	x
	x

	Built-in security for restricting access to authorized users.
	x
	x

	Reverse synchronization is full and granular at the object level (reads all objects from NDS, filters out objects that are unchanged, and writes only modified objects to Active Directory).
	
	x

	Securely stored configuration information in Active Directory.
	x
	x

	Event Viewer-based status logs.
	x
	x

	Microsoft Management Console (MMC) console is used for local or remote administration and monitoring.
	x
	x

	Wizard creates new sessions.
	x
	x

	Detailed view of all failed operations and retry support for specific operations.
	x
	x

	Backup and restore functionality of session databases.
	x
	x

	Ability to perform a one-time migration from NDS or Bindery to Active Directory.
	x
	x

	Provides security information for use by the File Migration Utility.
	x
	x


Appendix B. Mapping Tables

The following tables show the default mappings that MSDSS uses during directory synchronization. MSDSS does not provide one-to-one mapping for all object attributes during synchronization. Some Novell NDS or Bindery object attributes are either dropped or renamed to an Active Directory equivalent. The NDS or Bindery object attributes not listed below are not mapped.

NDS and Active Directory Group Objects

	NDS
	Active Directory

	CN
	cn

	Description
	description

	Full Name
	displayName

	Member
	member

	Owner
	managedBy


NDS and Active Directory OU Objects
	NDS
	Active Directory

	OU
	OU

	Description
	description

	Facsimile Telephone Number
	facsimileTelephoneNumber

	L
	physicalDeliveryOfficeName

	Physical Deliver Office Name
	l

	Postal Address
	postalAddress

	Postal Code
	postalCode

	Postal Office Box
	postOfficeBox

	See Also
	seeAlso

	S
	st

	SA
	street

	Telephone Number
	telephoneNumber


NDS and Active Directory User Objects
	NDS
	Active Directory

	CN
	cn

	Surname
	sn

	Description
	description

	Given Name
	givenName

	Full Name
	displayName

	Initials
	initials

	See Also
	seeAlso

	Telephone Number
	telephoneNumber

	Internet-Email Address
	mail

	Facsimile Telephone
	facsimileTelephoneNumber

	L
	physicalDeliveryOfficeName

	OU
	OU

	Physical Deliver Office Name
	l

	Postal Address
	postalAddress

	Postal Code
	postalCode

	Postal Office Box
	postOfficeBox

	S
	st

	SA
	streetAddress

	Title
	title

	Login Allowed Time Map
	logonHours

	Login Disabled
	Bitflag in user account control

	Login Expiration Time
	accountExpires

	Password Allow Change
	ntSecurityDescriptor


Bindery and Active Directory Group Objects
	Bindery
	Active Directory

	Description
	description

	Member
	member


Bindery and Active Directory User Objects

	Bindery
	Active Directory

	AccountDisabled
	(bitflag in) userAccountControl

	AccountExpirationDate
	accountExpires

	FullName
	displayName

	LoginHours
	logonHours








� In NetWare environments, workstations running most Windows operating systems can use Novell Client Access (also called Novell Client or Client32) to access NDS. Novell Client Access software lets Windows clients use file, print, and other services available on NetWare servers.


� In Windows 2000, the schema master domain controller is a special server that controls all updates and modifications to the schema. To update the schema of a forest, you must have permission to access the schema master.





