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Troubleshooting Windows Home Server Connector Installation

Microsoft Corporation
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Abstract

Use this document to help troubleshoot problems if you see "An unknown network error has occurred," "Configuring computer backup failed," or some other error during Setup of the Windows Home Server Connector software.
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Windows Home Server Connector Overview

The Connector software for the Windows® Home Server operating system connects your home computers to your home server. Windows Home Server then automatically backs up your home computer, monitors its health, and enables you to configure and to remotely administer Windows Home Server from your home computer.

Normally, the Connector software is installed without incident, but some circumstances may cause errors during Setup. If an error occurs, you receive a message that says, "An unknown network error has occurred," "Configuring computer backup failed," or something else. This document helps you to troubleshoot these errors.

Preliminary Checks

Before you get too far into troubleshooting, you should check the items in the following list. These may seem obvious, but sometimes the most obvious things are the ones that get overlooked.


Your home server is powered on.


Your home server and home computers are connected to the same network. In most cases, this means that they are connected to the same broadband router.


Your home server is connected to the network with a network cable, not a wireless network adapter.

Common Problems

The following two problems cause the majority of Connector Setup issues:


Firewall problems


Name-resolution problems

Firewalls

A typical home network may have three or more firewalls between your home server and your home computers, as follows:


The firewall on your home computer


Windows Firewall, which is part of Windows Home Server


The firewall on your broadband router

Any one of these firewalls can potentially block communication between your home server and your home computers. If you determine that you might have a firewall problem, check the firewall on your home computer first. 

Troubleshooting Firewall Issues

Use the following procedure to determine if a firewall is blocking access to your home server.
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To determine if your network has a firewall problem

	1.
From a home computer, connect to http://<YourServerName> using a Web browser, where <YourServerName> is the name of your home server.


You should be redirected to either the Windows Home Server home page or the Windows Home Server Remote Access page (depending on your Windows Home Server settings).


If you do not see a Windows Home Server Web page, read the browser error message and take appropriate action.


If the error message indicates that the browser cannot display the Web page, you may have a firewall-configuration problem. See "Firewall Configuration," later in this document.

2.
From a home computer, connect to http://<YourServerName>:55000/enrollid/id.xml
You should see the following text in the browser window:

<ID>1</ID>
If you do not see this, you may have a firewall-configuration problem. See "Firewall Configuration," later in this document.

3.
From a home computer, connect to https://<YourServerName>:56000/enroll/id.xml
The first time you connect, you are prompted for a user name and password. Type Administrator for the user name and your Windows Home Server password for the password.

You should see the following text in the browser window:

<ID>2</ID>

If you see You are not authorized to view this page, type Administrator and the password again. You may have mistyped the user name or password.


If you see a certificate-error page, the server security certificate may not have been installed correctly on your home computer. If possible, attempt to continue by ignoring the certificate error. If you still do not see <ID>2</ID>, then you may have a problem with the certificate-folder permissions. 

To fix this, follow the Resolution section in Microsoft Knowledge Base article 939218 at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkID=98160).


If the error message indicates that the browser cannot display the Web page, and you recently reinstalled Windows Home Server, uninstall the Connector software on your home computer and then reinstall it. If you did not recently reinstall Windows Home Server, you may have a firewall-configuration problem. See "Firewall Configuration," later in this document.

4.
From a home computer, connect to http://<YourServerName>:55000/enrollid/id.aspx
You should see about half a page of XML text.


If you do not see this, somebody may have manually changed your Web server configuration on Windows Home Server. Read the error message and take appropriate action.


If the problem continues, you can reinstall Windows Home Server. To learn more about reinstalling Windows Home Server, search for "reinstall" in Windows Home Server Help.


Name Resolution

Computers need to translate computer names to IP addresses so they can communicate with each other on a network. This is known as "name resolution."

On a typical home network, name resolution is accomplished by broadcasting NetBIOS name-resolution requests. This process does not require any user configuration, and it works well on most home networks.

In most situations, if you can "ping" your home server from a home computer, name resolution is working fine on your home network. To "ping" your home server, open a command prompt on your home computer, and then type ping<YourServerName>, where <YourServerName> is the name of your home server. Your home server should reply with an IP address on your home network.

It should look similar to this:

C:\Users\dad>ping server

Pinging server [192.168.0.2] with 32 bytes of data:

Reply from 192.168.0.2: bytes=32 time<1ms TTL=128

Reply from 192.168.0.2: bytes=32 time<1ms TTL=128

Reply from 192.168.0.2: bytes=32 time<1ms TTL=128

Reply from 192.168.0.2: bytes=32 time<1ms TTL=128

Ping statistics for 192.168.0.2:

    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

    Minimum = 0ms, Maximum = 0ms, Average = 0ms

If "ping" does not work, see "Name Resolution Suggestions," later in this document.

Firewall Configuration

Your home network may have three or more firewalls between your home computers and your home server. Typically, there is a firewall on your home computers, on your home server, and on your broadband router. Use the following information to check the settings for each of these firewalls.

Home Computer Firewalls

You may not need to configure any firewall settings on your home computers, depending on the firewall software that is installed. Windows Firewall, which is on Windows XP and the Windows Vista™ operating system, does not need any additional configuration by default. This may not be true for other firewall programs.

If the default firewall settings have been modified, or if you otherwise suspect that you need to configure your home-computer firewall, check to see if %ProgramFiles%\Windows Home Server\Discovery.exe is allowed through the firewall as an exception. This may display as Windows Home Server Connector in your firewall software exception list.

If your firewall software does not allow you to add programs to the exception list, you may need to manually configure each individual port that the Connector uses.

The following ports are used by the Connector software to communicate with Windows Home Server.

See your home computer firewall documentation for configuration instructions.

	Service or Protocol
	Ports
	Scope

	HTTP
	TCP 55000
	Subnet

	HTTPS
	TCP 56000
	Subnet

	Windows Home Server Computer Backup 
	TCP 8912
	Subnet

	Windows Home Server Transport Service
	TCP 1138
	Subnet


Windows Firewall on Windows Home Server

Windows Home Server configures Windows Firewall on your home server automatically during Setup. It does not require you to configure anything. However, if any of these settings are changed manually, you can break Windows Home Server functionality. The following table shows the default Windows Firewall Exceptions settings.

	Service or Protocol
	Ports
	Scope

	File and Printer Sharing
	TCP 139

TCP 445

UDP 137

UDP 138
	Subnet

	HTTP
	TCP 55000
	Subnet

	HTTP
	TCP 80
	Any computer

	HTTPS
	TCP 56000
	Subnet

	HTTPS
	TCP 443
	Any computer

	RDP Proxy
	TCP 4125
	Any computer

	Remote Desktop
	TCP 3389
	Subnet

	UPnP™ Framework
	TCP 2869

UDP 1900
	Subnet

	Windows Home Server Computer Backup 
	TCP 8912
	Subnet

	Windows Home Server Transport Service
	TCP 1138
	Subnet

	Windows Media® Connect
	UDP 10284

UDP 10283

UDP 10282

UDP 10281

UDP 10280

TCP 10243
	Subnet


Broadband Router Firewalls

Broadband routers normally do not block communication between computers on your home network, so you usually do not need to configure anything in order for your home computers to communicate with your home server.

However, if you suspect that your broadband router is configured to block some ports, configure the Local Area Network (LAN) ports (the ports on your home network) the same as the ports for your home-computer firewall. Do not open these ports for your Wide Area Network (WAN) port.

For full functionality, your broadband-router firewall should allow the same ports as Windows Firewall on Windows Home Server. For more information, see "Windows Firewall on Windows Home Server," earlier in this document. For configuration instructions, see the documentation for your broadband router.

Name Resolution Suggestions

The following configurations interfere with NetBIOS broadcast name resolution:


Your home network is physically divided by multiple routers. To fix this, connect your home server and home computers to the same router.


NetBIOS is disabled on your home computers. To fix this, enable NetBIOS on the computers that you want to connect to Windows Home Server.

For more information, see the "Enabling NetBIOS over TCP/IP" topic in "NetBIOS over TCP/IP" at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=99345).

Alternate Name-Resolution Methods

You can also set up your own DNS (Domain Name System) server to perform name resolution on your home network. Some broadband routers and server operating systems may provide this service. For more information, see the device or operating-system documentation.
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Important 

Configuring DNS servers to use some dynamic DNS (DDNS) providers for your Internet name resolution may interfere with name resolution on your home network. To work around this problem, disable DDNS on your router while you install the Windows Home Server Connector software. After you finish installing the Connector, you can enable DDNS again.
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Important 

You should not attempt to install or maintain a DNS server unless you understand advanced networking topics.

Alternatively, you can configure a local HOSTS file for name resolution. This may be viable if you don't want to maintain a DNS server and you have a small number of computers on your home network. If you use a HOSTS file, you also need to configure your DHCP server to reserve an IP address for each computer on your network. Some broadband routers support this, but many do not. See your device documentation for more information.
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Important 

You should not attempt to use a HOSTS files unless you understand advanced networking topics.

For more information about Windows name resolution, NetBIOS, HOSTS files, and other name-resolution possibilities, see "Host Name Resolution" at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkID=98161).
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