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Introduction

In July 2001 the Belgian government decided to have a pilot project allowing citizens to use an electronic identity card (e-ID) containing picture, address, first and last name etc. Besides that it also contains certificates uniquely identifying each citizen allowing authenticating and producing digital signatures.

The pilot project was a success and now deployment of the electronic Identity Cards across whole Belgium has started. 

Within a couple of months millions of citizens in Belgium will have such a card that can be used to interact with the government and gain authenticated access to public and private web sites, digitally sign email and other documents, and many more scenarios targeted at consumers, businesses and different levels of government.

The Belgian eID consist out of two parts, a smartcard containing all the information needed by several services and downloadable software middleware to manage the communication between applications and the card.

This guide shows how to access the eID middleware from.NET by providing common problem scenarios and a possible solution.
Tools and Technologies

Microsoft .NET
What is Microsoft .NET?

Microsoft .NET is software that connects information, people, systems, and devices. It spans clients, servers, and developer tools, and consists of:

· The .NET Framework 1.1, used for building and running all kinds of software, including Web-based applications, smart client applications, and XML Web service; components that facilitate integration by sharing data and functionality over a network through standard, platform-independent protocols such as XML, SOAP, and HTTP. 

· Developer tools, such as Microsoft Visual Studio® .NET 2003 and future Microsoft Visual Studio® .NET 2005 which provides an integrated development environment (IDE) for maximizing developer productivity with the .NET Framework. 

· A set of servers, including Microsoft Windows® Server 2003, Microsoft SQL Server™, and Microsoft BizTalk® Server, that integrates, runs, operates, and manages Web services and Web-based applications. 

· Client software, such as Windows XP, Windows CE, and Microsoft Office XP, that helps developers deliver a deep and compelling user experience across a family of devices and existing products. 

The .NET Framework provides the basic infrastructure that Windows-based applications need to make Microsoft's .NET vision of connecting information, people, systems, and devices a reality: 

What is the .NET Framework?
The .NET Framework is an integral Windows component for building and running the next generation of software applications and Web services. The .NET Framework:

· Supports over 20 different programming languages. 

· Manages much of the plumbing involved in developing software, enabling developers to focus on the core business logic code. 

· Makes it easier than ever before to build, deploy, and administer secure, robust, and high-performing applications. 
· Support for standard networking protocols & specifications: The .NET Framework uses standard Internet protocols and specifications like TCP/IP, SOAP, XML, & HTTP to allow a broad range of information, people, systems, and devices to be connected 
The .NET Framework is composed of the common language runtime and a unified set of class libraries.

Common Language Runtime

The common language runtime (CLR) is responsible for run-time services such as language integration, security enforcement, and memory, process, and thread management. In addition, the CLR has a role at development time when features such as life-cycle management, strong type naming, cross-language exception handling, and dynamic binding reduce the amount of code that a developer must write to turn business logic into a reusable component.
Code executing under the control of the runtime is called managed code. Conversely, code that runs outside the runtime is called unmanaged code. COM components, ActiveX interfaces, and Win32 API functions are typical examples of unmanaged code.

Class Libraries
Base classes provide standard functionality such as input/output, string manipulation, security management, network communications; thread management, text management, and user interface design features. Some highlights:
· The ADO.NET classes enable developers to interact with data accessed in the form of XML through the OLE DB, ODBC, Oracle, and SQL Server interfaces.

· XML classes enable XML manipulation, searching, and translations. 
· The ASP.NET classes support the development of Web-based applications and Web services. The Windows Forms classes support the development of desktop-based smart client applications.
· Cryptography classes allow easy generation and verification of digital signatures and make encrypting and decrypting data a straightforward process to implement.

Together, the class libraries provide a common, consistent development interface across all languages supported by the .NET Framework.

.NET Interoperability 
.NET provides many different ways of interoperating not only with external solutions but also with native or unmanaged code. This section briefly describes the most typical used interoperability possibilities are available:

.NET Web Services

.NET Web Services provide the ideal way to communicate between two external solutions independent of the platform they run on. However this implies that the other side of the integration needs to expose its functionality by means of Web Services as well. Another aspect to consider might be performance since Web Services run by default out of process which makes the overhead important to consider compared to in process consuming directly the underlying Win32 API.

.NET versus Unmanaged Code

The.NET Framework promotes interaction with COM components, COM+ services, external type libraries, and many operating system services. Data types, method signatures, and error-handling mechanisms vary between managed and unmanaged object models. To simplify interoperation between .NET Framework components and unmanaged code and to ease the migration path, the common language runtime conceals from both clients and servers the differences in these object models.

Code executing under the control of the runtime is called managed code. Conversely, code that runs outside the runtime is called unmanaged code. COM components, ActiveX interfaces, and Win32 API functions are typical examples of unmanaged code.

Most data types have common representations in both managed and unmanaged memory. The Interop Marshaler handles these types for you. Other types can be ambiguous or not represented at all in managed memory.

An ambiguous type can have either multiple unmanaged representations that map to a single managed type, or missing type information, such as the size of an array. For ambiguous types, the Interop Marshaler provides a default representation and alternative representations, where multiple representations exist. You can supply explicit instructions to the Interop Marshaler on how it is to marshal an ambiguous type.

Following Platform Invoke and COM Interop programming models are available:

· Platform invoke, which enables managed code to call functions exported from an unmanaged library. 

· COM Interop, which enables managed code to interact with COM objects through interfaces. 

Both Platform Invoke and COM Interop use Interop Marshaling to accurately move method arguments between caller and its callers and back, if required. As the following illustration shows, except when call back functions are involved, a Platform Invoke method call flows from managed to unmanaged code, and never the other way. Even though platform invoke calls can flow only from managed to unmanaged code, data can flow in both directions as input or output parameters. COM Interop method calls can flow in either direction.
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At the lowest level, both mechanisms use the same Interop Marshaling service; however, certain data types are supported exclusively by COM Interop or Platform Invoke. 

Resources

· More information about the .NET Framework can be found here.

· More information about COM Interop or Platform Invoke can be found here.

Belgian Electronic Identity Card
What is Belgian electronic Identity Card

In July 2001 the Belgian government decided to have a pilot project allowing citizens to use an electronic identity card (e-ID) containing picture, address, first and last name etc. Besides that it also contains certificates uniquely identifying each citizen allowing authenticating and producing digital signatures.

The pilot project was a success and now deployment of the electronic Identity Cards across whole Belgium has started. 

Within a couple of months millions of citizens in Belgium will have such a card that can be used to interact with the government and gain authenticated access to public and private web sites, digitally sign email and other documents, and many more scenarios targeted at consumers, businesses and different levels of government.

Belgian eID Runtime

The Belgian eID runtime environment consists of a client process communicating with a server process. Both processes can be on the same machine, or on different ones if needed in a certain scenario.

The server process is implemented as a service under Windows and as a daemon for the other environments such as Apple Macintosh and Linux.

The client application in the client process, calls either the eID Toolkit, or the eID Security Middleware to connect to the server process. Only the server process can and is accessing the card and the reader.
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Depending on the functionality needed one of the two available middleware options need to be chosen?
· eID Toolkit Middleware: Provides the implementation and API allowing pin code administration and easy data capture of the data located on the card including picture, address, names etc.
· eID Security Middleware: Provides the implementation and API allowing to generate and verify digital signatures.

Belgian eID Runtime Architecture

As already mentioned, the eID runtime exposes two types of interfaces to access the implemented functionality, namely:

· eID Toolkit allowing Data Capture and Pin Code Administration

· eID Security allowing Cryptographic operations.

Below you can find more details how these interfaces are exposed by the eID runtime to the Windows Operating System.
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Following Components can be distinguished inside the architecture of the runtime and beyond:

· Windows Crypto API: The standard Windows Cryptographic API exposed on every Windows Operating System allowing creation and verification of digital signatures and encryption and decryption of data in an abstract and very straightforward way. Due to this abstraction many application such as Microsoft Office and Microsoft Internet Explorer can interact with the security services provided by the Crypto Service Provider belonging to the used smartcard.

· eIDLibCtrl: ActiveX control exposing all eID data capturing functionality including Pin Code Administration. This COM object can be integrated in any COM aware technology such as .NET, Jscript and Visual Basic. 
· eIDLib: DLL exposing all eID data capturing functionality and the recommended way to access the functionality from within .NET using Platform Invoke.

· Belgium Identity Card CSP: Shim DLL containing the required API for any standard Crypto Service Provider implementation on the Windows Platform as defined in the Crypto API. This DLL basically delegates any incoming call to the shared library called Belgian Identity Card PKCS11.

· Belgian Identity Card PKCS11: 
Shared library implementing all functionality required to create and verify digital signatures.

· Belpic: Shared DLL containing smartcard related helper functions including data transfer to the card using the dedicated smartcard protocols.
· Winscarp: DLL acting as proxy to the smartcard handler (winscard.dll) provided by Windows Operating system. Any incoming commands are marshaled and communicated to the service using standard sockets. If no link can be established the commands are delegated to the smartcard handler (winscard.dll) directly.
· Belpic PCSC Service: A windows service allowing remote communication with a card where 1 reader is provided for many different users and to assure the eID runtime is the only application having access to the inserted eID card.
· Winscard: A DLL deployed with Windows Operating System exposing the necessary Win32 API calls allowing communicating with the inserted smartcard.

· Card Driver: A windows native driver provided by the reader manufacturing allowing the winscard subsystem allowing communicating with the inserted smartcard.

Resources

· More general information about eID can also be found at the official eID Website here.

· More information about eID can be found in Dutch or in French.  

· The eID Runtime including the SDK can be downloaded from here.

Implementation Considerations

Requirements and prerequisites

This section assumes you have

· Windows XP SP2 or higher 
· Administrative permissions

· Installed a smartcard-reader

· Installed the Belgium Identity Card Run-time (download from http://www.belgium.be/zip/eid_datacapture_nl.html)
Interoperability Considerations

When writing an eID .NET Wrapper, the low level API's exposed by the eID Common Runtime can be used directly by using the Platform Invoke interoperability mechanism described earlier. 

To accomplish this, the managed counterparts of the parameters and return values need to be defined in a way that ensures compatibility with the unmanaged structures used in the eID Common Runtime. The exact details of the various structures and parameters used by the eID Common Runtime can be found in the developer documentation in the SDK mentioned above.
For the Status structure that is returned from every API function, for example, the following code would represent the managed implementation:

[StructLayout(LayoutKind.Sequential)]

public struct Status

{


/// <summary>


/// General Error Code


/// </summary>


[MarshalAs(UnmanagedType.I4)]


public ErrorCodeOptions General;


/// <summary>


/// System Error Code


/// </summary>


[MarshalAs(UnmanagedType.I4)]


public int System;


/// <summary>


/// PC/SC Error Code


/// </summary>


[MarshalAs(UnmanagedType.I4)]


public int PCSC;


/// <summary>


/// Card Status Word


/// </summary>


[MarshalAs(UnmanagedType.I2)]


public short CSW;


/// <summary>


/// Reserved for future use


/// </summary>


[MarshalAs(UnmanagedType.I2)]


public short RFU1;


[MarshalAs(UnmanagedType.I2)]


public short RFU2;


[MarshalAs(UnmanagedType.I2)]


public short RFU3;

}

This way, the general and specific error codes can be easily read from the managed client.
In the next sections, a custom Bytes structure is also frequently used to marshal byte streams, basically consisting of a number of bytes transferred to or from the eID Common Runtime.

When passing certain values to the eID Common Runtime functions that are defined as integers, a convenient representation of the possible values is to use enums. The General field in the structure above, for example, is an enum named ErrorCodeOptions and contains the different error codes that can be returned. After each function call, this General field must be checked to see if it is equal to zero (0), or more explicitly, to the enum value ErrorCodeOptions.OK. If the field contains any other value, something went wrong when calling the function, and the necessary actions need to be taken.

Other examples are the "CRL Policy Option" and “OCSP Policy Option” that must be passed to the InitEx function in order to define the CRL and OCSP policy will be used when using Data Capture functionality provided by the Belgian eID runtime.

public enum CRLPolicyOptions : int

{


/// <summary>


/// CRL Policy is Not Used


/// </summary>


NotUsed

= 0,


/// <summary>


/// CRL Policy is Optional


/// </summary>


Optional
= 1,


/// <summary>


/// CRL Policy is Mandatory


/// </summary>


Mandatory
= 2

}

public enum OCSPPolicyOptions : int

{


/// <summary>


/// CRL Policy is Not Used


/// </summary>


NotUsed

= 0,


/// <summary>


/// CRL Policy is Optional


/// </summary>


Optional
= 1,


/// <summary>


/// CRL Policy is Mandatory


/// </summary>


Mandatory
= 2

}

For a more detailed overview of the used structures, please consult the appendix.

Initialization and Termination
In this section, the different functions that define the eID Common Runtime API will be covered in more detail.

It is important to note that every usage of the eID Common Runtime must start with a call to BEID_InitEx, and after all the necessary functions have been executed, the BEID_Exit function must be called to ensure proper cleanup of the runtime.

BEID_InitEx

Initializes the eID Common Runtime and must be called before using any other function.
Signature

[DllImport("Eidlib.dll", EntryPoint="BEID_InitEx", SetLastError=true)]
internal static extern Status InitEx(string readerName, OCSPPolicyOptions ocsp, CRLPolicyOptions crl, out IntPtr cardHandle, int interfaceVersion, int interfaceCompVersion);

Parameters
· readerName: the device name of the card reader as it is known by Windows.
· ocsp: defines the OCSP policy (not used, optional or mandatory)

· crl: defines the CRL policy (not used, optional or mandatory)

· cardHandle: will contain a handle to the card being read, but it should only be used when communicating directly with the smartcard.
· interfaceVersion: the requested version of the interface (currently this is 1, but it changes each time the interface is modified)

· interfaceCompVersion: the requested compatibility version of the interface (currently this is 1, but it changes when there are incompatible changes in existing functions)

Code Sample

The following code initializes the eID runtime with the "O2Micro PCMCIA Reader 0", without any specific OCSP or CRL options, and with the current interface versions.

//

// Define handle

//

IntPtr cardHandle;

//

// Initialize Library

//

Status returnStatus = BEID.InitEx("O2Micro PCMCIA Reader 0",OCSPPolicyOptions.NotUsed,CRLPolicyOptions.NotUsed,out cardHandle,1,1);

BEID_Exit

Cleans up the eID Common Runtime and must be called at the end of the program.
Signature
[DllImport("Eidlib.dll", EntryPoint="BEID_Exit", SetLastError=true)]
internal static extern Status Exit();

Code Sample
The following code cleans up the eID runtime.

// Exit the eID wrapper

Status returnStatus = BEID.Exit();

Low-Level Functions

BEID_GetVersionInfo

A low-level function to retrieve version information from the card (serial number, OS version etc), optionally signed by the card basic key.

Signature

[DllImport("Eidlib.dll", EntryPoint="BEID_GetVersionInfo", SetLastError=true)]

internal static extern Status GetVersionInfo(ref VersionInfo versionInfo, bool signature, ref Bytes SignedStatus);

Parameters

· versionInfo: will contain the version information

· signature: determines if the information should be signed

· signedStatus: will contain the signed data

Code Sample

The following code shows how to retrieve the version information stored on the card.

//

// define parameters

//

BEIDAPI.Bytes signedStatus

= new BEIDAPI.Bytes(0);

BEIDAPI.VersionInfo info

= new BEIDAPI.VersionInfo();

try

{


//


// get the info


//


BEIDAPI.Status status
= BEIDAPI.GetVersionInfo(ref info,false,signedStatus);


//


// check status


//


if(status.General == 0)


{



//



// use returned info structure



//



string serialNumber = info.SerialNumber;


//



// …



//


}

}

finally

{


//


// free data


//


signedStatus.Free ();

}

BEID_SendAPDU

A low-level function allowing sending raw APDU data to the card; basically this allows to send APDU commands directly including handling of the returned results. T0 and T1 communication protocols are both supported.
Signature
[DllImport("Eidlib.dll", EntryPoint="BEID_SendAPDU", SetLastError=true)]

internal static extern Status SendAPDU(ref Bytes cmdAPDU, ref Pin pinData, out Bytes respAPDU);

Parameters

· cmdAPDU: the APDU command to send

· pinData: information about the PIN protecting the file
· respAPDU: will contain the response ADPU received from the card
BEID_FlushCache

A low-level function to flush any data cached in memory and on disk.

Signature

[DllImport("Eidlib.dll", EntryPoint="BEID_FlushCache", SetLastError=true)]

internal static extern Status FlushCache();

General Purpose High-Level Functions

BEID_BeginTransaction

Starts a transaction, blocking other applications from reading the card simultaneously.
Signature
[DllImport("Eidlib.dll", EntryPoint="BEID_BeginTransaction", SetLastError=true)]

internal static extern Status BeginTransaction();

BEID_EndTransaction

Ends a previously declared transaction, allowing other applications to resume interactions with the card.

Signature
[DllImport("Eidlib.dll", EntryPoint="BEID_EndTransaction", SetLastError=true)]

internal static extern Status EndTransaction();

BEID_SelectApplication

Selects an application located on the card.

Signature
[DllImport("Eidlib.dll", EntryPoint="BEID_SelectApplication", SetLastError=true)]

internal static extern Status SelectApplication(ref Bytes application);

Parameters
· application: the ID of the application to select

Code Sample

The following code selects the application 0xA000000177504B43532D3135, which is necessary before reading a file from the card.

//

// create application ID

//

Bytes application = new Bytes(new byte[]{0xA0,0x00,0x00,0x01,0x77,0x50,0x4B,0x43,0x53,0x2D,0x31,0x35});
// 

// select the application

//

Status returnStatus = SelectApplication(ref application);

BEID_ReadFile

Reads a file located on the card.

Signature

[DllImport("Eidlib.dll", EntryPoint="BEID_ReadFile", SetLastError=true)]

internal static extern Status ReadFile(ref Bytes fileID, ref Bytes outData, ref Pin pinData);

Parameters

· fileID: the ID of the file to read

· outData: will contain the file that was read

· pinData: information about the PIN protecting the file

Code Sample

The following code will read file 0x5038, which is the authentication certificate.

//

// create application ID

//

Bytes application = new Bytes(new byte[]{0xA0,0x00,0x00,0x01,0x77,0x50,0x4B,0x43,0x53,0x2D,0x31,0x35});

Status returnStatus = SelectApplication(ref application);

//

// Prepare parameters.

//

Bytes data = new Bytes(2048);

Bytes file = new Bytes(new byte[]{0x50,0x38});

Pin pin = new Pin(0x01,PinTypeOptions.PKCS15,PinUsageOptions.Authentication,null,null);

//

// Read the file into the data byte stream.

//

Status returnStatus = ReadFile(ref file,ref data,ref pin);

BEID_WriteFile

Writes a file on the card.

Signature

[DllImport("Eidlib.dll", EntryPoint="BEID_WriteFile", SetLastError=true)]

internal static extern Status WriteFile(ref Bytes fileID, ref Bytes inData, ref Pin pinData);

Parameters

· fileID: the ID of the file to write

· outData: the data to write

· pinData: information about the PIN protecting the file

BEID_VerifyPIN

Verifies a PIN.

Signature
[DllImport("Eidlib.dll", EntryPoint="BEID_VerifyPIN", SetLastError=true)]

internal static extern Status VerifyPin(ref Pin pinData, string pin, out int triesLeft);

Parameters
· pinData: information about the PIN protecting the file

· pin: the given PIN

· triesLeft: will contain the number of attempts remaining

BEID_ChangePIN

Changes a PIN.

Signature
[DllImport("Eidlib.dll", EntryPoint="BEID_ChangePIN", SetLastError=true)]

internal static extern Status ChangePin(ref Pin pinData, string oldPin, string newPin, out int triesLeft);

Parameters
· pinData: information about the PIN protecting the file

· oldPin: the old PIN

· newPin: the new PIN

· triesLeft: will contain the number of attempts remaining

BEID_GetPINStatus

Gets the PIN status, optionally signed by the card basic key.

Signature
[DllImport("Eidlib.dll", EntryPoint="BEID_GetPINStatus", SetLastError=true)]

internal static extern Status GetPinStatus(ref Pin pinData, out int triesLeft, bool signature, out Bytes signedStatus);

Parameters
· pinData: information about the PIN protecting the file

· triesLeft: will contain the number of attempts remaining

· signature: determines if the information should be signed

· signedStatus: will contain the signed data
Identity Functions
The following section explains how to read valuable data from a Belgian eID card such as address, name, birth date and location etc.

BEID_GetID

Reads the identity data from the card.

Signature
[DllImport("Eidlib.dll", EntryPoint="BEID_GetID", SetLastError=true)]

internal static extern Status GetID(out IDData data, out CertifCheck check);

Parameters
· data: will contain the identity data that was read (see next section)
· check: will contain the certificate checking and validation result

Code Sample

The following code retrieves the identity information from the card.

//

// define parameters

//

BEIDAPI.IDData data;

BEIDAPI.CertifCheck check;

//

// get ID info

//

BEIDAPI.Status status


= BEIDAPI.GetID(out data,out check);

//

// check status

//

if(status.General == 0)

{


//


// use the info


//


string firstName = data.FirstName1;

}

BEID_GetAddress

Reads the address data located on the card.

Signature
[DllImport("Eidlib.dll", EntryPoint="BEID_GetAddress", SetLastError=true)]

internal static extern Status GetAddress(out AddressData address, out CertifCheck check);

Parameters
· address: will contain the address data that was read (see next section)
· check: will contain the certificate checking and validation result

Code Sample

The following code retrieves the address information from the card.

//

// define parameters

//

BEIDAPI.Address data;

BEIDAPI.CertifCheck check;

//

// get ID info

//

BEIDAPI.Status status


= BEIDAPI.GetAddress(out data,out check);

//

// check status

//

if(status.General == 0)

{


//


// use the info


//


string street = data.Street;

}

BEID_GetPicture

Reads the picture from the card.

Signature
[DllImport("Eidlib.dll", EntryPoint="BEID_GetPicture", SetLastError=true)]

internal static extern Status GetPicture(ref Bytes picture, out CertifCheck check);

Parameters

· picture: will contain the picture that was read, i.e. a byte stream representing a jpeg image
· check: will contain the certificate checking and validation result

Code Sample

The following code retrieves the picture from the card.

//

// define parameters

//

BEIDAPI.CertifCheck check;

BEIDAPI.Bytes bytes


= new BEIDAPI.Bytes(BEIDAPI.MAX_PICTURE_LEN);

//

// fetch the data

//

try

{


//


// get the picture


//


BEIDAPI.Status status


= BEIDAPI.GetPicture(bytes,out check);


//


// check status


//


if(status.General == 0)


{



//



// create memory stream



//



using(MemoryStream ms
= new MemoryStream(bytes.Data.ToArray(bytes.Length)))

{




//




// return image




//




return new Bitmap(ms);



}


}


finally


{



//



// free data



//



bytes.Free();


}

}

Common Usage Scenarios
Detecting a Smartcard
When working with any type of smartcard directly, the Windows operating system provides the Win32 Smartcard API through the winscard.dll library. Using the same interoperability techniques as described in the previous section, it is possible to detect which smartcard readers, if any, are attached to the machine, and in which state they are.
A notification mechanism that raises events when smartcards are inserted or ejected could be implemented as follows.
Before accessing any smartcard functionality, one needs to define a context. Define following methods allowing easy management of the smartcard context:

[DllImport(GlobalConstants.WinscardDLL, EntryPoint= "SCardEstablishContext", SetLastError=true, CharSet=CharSet.Unicode)]

internal static extern SmartCardErrors
EstablishContext(ScopeOptions scope, IntPtr reserved1, IntPtr reserved2, ref IntPtr context);



[DllImport(GlobalConstants.WinscardDLL, EntryPoint= "SCardReleaseContext", SetLastError=true, CharSet=CharSet.Unicode)]

internal static extern SmartCardErrors
ReleaseContext(IntPtr context);

These methods can be used like this to have access to the native smartcard context:

//

// define contexgt.

//

IntPtr context = IntPtr.Zero;

//

// acquire context to smart card context.

//

SmartCardErrors result = SmartCardAPI.EstablishContext(SmartCardAPI.ScopeOptions.User,
IntPtr.Zero,
IntPtr.Zero,
ref context);

//

// check.

//

if(result != SmartCardErrors.SCARD_S_SUCCESS)

{

//


// work with context …


//


// 

// release the context


//


SmartCardAPI.ReleaseContext(context);


// 

// clear the reference


//


context = IntPtr.Zero; 

}

To access the readers available on the targeted system, define a Platform Invoke version of SCardListReaders function with following signature:

[DllImport(GlobalConstants.WinscardDLL, EntryPoint= "SCardListReaders", SetLastError=true, CharSet=CharSet.Unicode)]

internal static extern SmartCardErrors
ListReaders(IntPtr context, string groups, string readers, ref int size);

Acquire the names of all the readers attached to the machine using the ListReaders function:
ArrayList readers = new ArrayList();

int size = 2048;

// Ask for the size of the buffer first.

if(SmartCardAPI.ListReaders(context,null,null,ref size)


== SmartCardErrors.SCARD_S_SUCCESS)

{


// Allocate a string of the proper size.


string names = new string(' ',size);


if(SmartCardAPI.ListReaders(context,null,names,ref size)



== SmartCardErrors.SCARD_S_SUCCESS)


{



// The 'names' string will contain a multi-string of the,



// reader names i.e. they are separated by 0x00 characters.



string name
= string.Empty;



for(int i = 0; i < names.Length; i++)



{




if(names[i] == 0x00)




{





if(name.Length > 0)





{






//





// We have the reader name.






//






String readerName = name;





}




}




else




{





// Append found character.





name = name + new string(names[i],1);




}



}


}

}

Create a separate thread in an STA (Single Threaded Apartment) context to avoid popping up message boxes saying “Failed to initialize OLE”. Normally the usage of a Thread Pool is recommended as provided by the .NET Framework unfortunately due to its pooling behavior and the requirements for allowing changing the Thread Model for COM interaction, a manual thread creation approach has been chosen:

//

// Create thread.

//

Thread thread = new Thread(new ThreadStart(WaitChangeStatus));

//

// Set Apartment Model for COM interaction.

//

thread.ApartmentState = ApartmentState.STA;

//

// start thread.

//

thread.Start();

Define a Platform Invoke version of SCardGetStatusChange function with following signature:

[DllImport(GlobalConstants.WinscardDLL, EntryPoint= "SCardGetStatusChange", SetLastError=true, CharSet=CharSet.Unicode)]

internal static extern SmartCardErrors
GetStatusChange(IntPtr handle,int timeout, [Out,In] IntPtr states,int count);

Using this newly defined method, allows executing a blocking call checking for the reader’s new state using the GetStatusChange. This call will wait until either a state changed occurred or a specified timeout elapsed:
//

// allocate states.

//

SmartCardAPI.ReaderState[] states = new SmartCardAPI.ReaderState[readers.Count];

//

// acquire states.

//

result = SmartCardAPI.GetStatusChange(context.Handle,ScanTimeOut,states,states.Length);
Check the changes in the state and act accordingly by raising an event for instance:

for(int i = 0; i < states.Length; i++)

{


// Check if the state changed from the last time.


if((states[i].EventState & SmartCardAPI.StateOptions.Changed)



== SmartCardAPI.StateOptions.Changed)


{



// Check what changed.



SmartCardState state = SmartCardState.None;



if((states[i].EventState & SmartCardAPI.StateOptions.Present)




== SmartCardAPI.StateOptions.Present &&




(states[i].CurrentState & SmartCardAPI.StateOptions.Present)




!= SmartCardAPI.StateOptions.Present)



{




// The card was inserted.




state = SmartCardState.Inserted;



}



else if((states[i].EventState & SmartCardAPI.StateOptions.Empty)




== SmartCardAPI.StateOptions.Empty &&




(states[i].CurrentState & SmartCardAPI.StateOptions.Empty)




!= SmartCardAPI.StateOptions.Empty)



{




// The card was ejected.




state = SmartCardState.Ejected;



}



if(state != SmartCardState.None)



{




// Raise an event to indicate the change.




this.OnStateChanged(





new SmartCardStateChangedEventArgs(





states[i].Reader,state));



}



// Update the current state 



// for the next time they are checked.



states[i].CurrentState
= states[i].EventState;


}

}

The state obtained through the mechanism explained above will contain the card's ATR (Answer To Reset), which is byte array containing a unique ID per card type and version that identifies the type of the smartcard inserted in the reader.

Detecting an eID Card

When a smartcard is detected, the card's ATR value (as obtained from the state as described above) can be validated to see if it is in fact an eID card. Valid ATR's for eID cards are 0x3B9894400AA503010101AD1310 and 0x3B9813400AA503010101AD1311. This makes it possible for a validation method to verify the ATR, such as in the following example:
public static bool ValidateATR(byte[] atr)

{


ArrayList supportedATRs = new ArrayList();


supportedATRs.Add(new byte[]



{0x3B,0x98,0x94,0x40,0x0A,0xA5,0x03,0x01,0x01,0x01,0xAD,0x13,0x10});


supportedATRs.Add(new byte[]



{0x3B,0x98,0x13,0x40,0x0A,0xA5,0x03,0x01,0x01,0x01,0xAD,0x13,0x11});


// Assume a valid ATR is not found.


bool retValue = false;


// Check incoming data.


if (atr != null)


{



// Loop over the supported ATRs.



foreach (byte[] currentATR in supportedATRs)



{




// Always check the length.




if (currentATR.Length == atr.Length)




{





// Loop over the array to compare the bytes.





for(int i = 0; i < atr.Length; i++)





{






retValue = (atr[i] == currentATR[i]);






if (!retValue) 






{







// We have a mismatch, break out.







break;






}





}




}




if (retValue) 




{





// We have a supported ATR, break out.





break;




}



}


}


return retValue;

}

Using an eID Card for Data Capturing
When an eID card was detected using previous shown code, the data on the card can be captured using the functions in the eID Common Runtime as described above.
Exposed Data Structures

Following structures are exposed by the Belgian eID runtime:

IDData

	Field
	Description

	Version
	ID data version

	CardNumber
	Logical card number

	ChipNumber
	Physical chip number

	ValidityDateBegin
	Card validity date begin

	ValidityDateEnd
	Card validity date end

	Municipality
	Card delivery municipality

	NationalNumber
	National Number

	Name
	Surname

	FirstName1
	1st first name

	FirstName2
	2nd first name (*) 

	FirstName3
	3rd first name (first letter)

	Nationality
	Nationality ISO code

	BirthLocation
	Birth location

	BirthDate
	Birth date

	Sex
	Sex

	NobleCondition
	Noble condition

	DocumentType
	Document type (Belgian citizen, European Community citizen, ...)

	WhiteCane
	White cane allowed (blind people)

	YellowCane
	Yellow cane allowed (partially sighted people)

	ExtendedMinority
	Extended minority

	HashPhoto
	Hash of the photo (technical field)


(*) Some cards do not hold the 1st and 2nd name in separate fields but concatenate them into the FirstName1 field, while keeping FirstName2 empty.

AddressData

	Field
	Description

	Version
	Address data version

	Street
	Street

	StreetNumber
	Street number (*)

	BoxNumber
	Box number

	Zip
	Zip code

	Municipality
	Municipality name

	Country
	Country ISO code


(*) Some cards do not hold the street and number in separate fields but concatenate them into the Street field, while keeping StreetNumber empty.

Reading Version, ID, Address and Picture Data

To read the version information, identification data, address data and picture, use the BEID_GetVersionInfo, BEID_GetID, BEID_GetAddress and BEID_GetPicture functions, respectively. The following example shows how to use these functions (abstracted in the BEIDAPI class here through the standard platform invoke mechanism):

// Initialize the eID runtime.

IntPtr handle;

BEIDAPI.Status returnStatus = BEIDAPI.Init(readerName,


BEIDAPI.OCSPPolicyOptions.NotUsed,


BEIDAPI.CRLPolicyOptions.NotUsed,


out handle);

// Read the ID from the card.

BEIDAPI.IDData data;

BEIDAPI.CertifCheck check;

returnStatus = BEIDAPI.GetID(out data,out check);

// Use the fields.

short version = data.Version;

int documentType = data.DocumentType;

bool yellowCane = data.YellowCane;

// Terminate the eID runtime.

BEIDAPI.Exit();
Reading Certificates

To use the certificates stored on the card, use the BEID_ReadFile function with the proper file identifier, and create a new instance of the System.Security.Cryptography.X509Certificates.X509Certificate class with the bytes read from the card:
// Prepare parameters.

BEIDAPI.Bytes file = new BEIDAPI.Bytes(new byte[]{0x50,0x38});

BEIDAPI.Bytes application = new BEIDAPI.Bytes(new byte[]{0xA0,0x00,0x00,0x01,0x77,0x50,0x4B,0x43,0x53,0x2D,0x31,0x35});

BEIDAPI.Bytes data = new BEIDAPI.Bytes(2048);

BEIDAPI.Pin pin = new BEIDAPI.Pin(0x01,BEIDAPI.PinTypeOptions.PKCS15,BEIDAPI.PinUsageOptions.Authentication,null,null);

// Select the application.

BEIDAPI.Status status = BEIDAPI.SelectApplication(ref application);

// Read the file.

BEIDAPI.Status returnStatus = BEIDAPI.ReadFile(ref file,ref data,ref pin);

byte[] result = data.Data.ToArray(data.Length);

// Create a certificate instance.

X509Certificate authenticationCertificate = new X509Certificate(result);

Valid file identifiers are 0x5038 (which is the Authentication Certificate, used in the example), 0x5039 (which is the Non-Repudiation Certificate), 0x503A, 0x503B and 0x503C.

Cryptographic Functionality
This section describes simple scenarios that are often used when working with certificates and other cryptographic services.
Cryptographic Service Provider

When working in the Digital Signature domain, one works with Certificates which always contain the public key and can optionally contain the private key as well. However most of the time the private key is excluded and stored in a safe location such as a smartcard.

To make the connection between the certificate containing the public key and the location of the private key, a Cryptographic Service Provider model is used, which abstracts location and operations related to any Cryptographic service such as generating Digital Signatures allowing easily being reused by other applications like Internet Explorer or Microsoft Office.

The Belgian eID runtime contains a CSP implementation allowing generating Digital Signatures using an eID card.

In order to instantiate the Belgium eID CSP before performing the actual cryptographic service, one needs access to the selected Certificate or one can manually specify in case no user interface is desired, by providing the CSP name and key container where the private key is stored. 

The CSP name is Belgium Identity Card CSP and the key container name is the hexadecimal representation of the eID Card serial number.

More information about Certificates and Keys can be found here
Enumerating Certificates

Whenever the user needs to digital sign a document or needs to authenticate to a SSL-enable website; a list of certificates need to be show allowing the user to choose the proper certificate. 

In order to be able to use certificates on the windows platform, the certificates need to be stored inside a Certificate Store.
For opening, enumerating the certificates and closing the store through Platform Invoke, define following functions:
[DllImport(GlobalConstants.Crypt32DLL, EntryPoint= "CertOpenStore", SetLastError=true, CharSet=CharSet.Unicode)]

internal static extern IntPtr CertOpenStore([MarshalAs(UnmanagedType.LPStr)]string storeProvider, EncodingTypes encodingType,IntPtr provider,CertificateStoreOptions dwFlags,string name);

[DllImport(GlobalConstants.Crypt32DLL, EntryPoint= "CertFindCertificateInStore", SetLastError=true, CharSet=CharSet.Unicode)]

internal static extern IntPtr CertFindCertificateInStore(IntPtr store,EncodingTypes encodingType,FindCertificateStoreFlags flags,FindCertificateStoreTypes type,[In, MarshalAs(UnmanagedType.LPWStr)]string findString,IntPtr context);

[DllImport(GlobalConstants.Crypt32DLL, EntryPoint= "CertOpenSystemStore", SetLastError=true, CharSet=CharSet.Unicode)]

internal static extern IntPtr
CertOpenSystemStore(IntPtr provider, string szSubsystemProtocol);

[DllImport(GlobalConstants.Crypt32DLL, EntryPoint= "CertEnumCertificatesInStore", SetLastError=true, CharSet=CharSet.Unicode)]


internal static extern IntPtr CertEnumCertificatesInStore(IntPtr store, IntPtr context);

[DllImport(GlobalConstants.Crypt32DLL, EntryPoint= "CertCloseStore", SetLastError=true, CharSet=CharSet.Unicode)]

internal static extern bool CertCloseStore(IntPtr store, CertificateCloseStoreOptions flags);

Or to open and close the store, combine the functions like this:

//

// open the system store

//

IntPtr store
= CryptoAPI.CertOpenSystemStore(IntPtr.Zero,storeName);

//

// check if valid

//

if(store != IntPtr.Zero)

{


//


// get first one


//


IntPtr context
= CryptoAPI.CertEnumCertificatesInStore(store,IntPtr.Zero);


//


// enumerate at least one


//


while(context != IntPtr.Zero)


{



//



// duplucate



//



IntPtr duplicate
= CryptoAPI.CertDuplicateCertificateContext(context)



//


// use the certificate context to create a .NET version



//



X509Certificate certificate = new X509Certificate(duplicate);



//



// get next one



//



context
= CryptoAPI.CertEnumCertificatesInStore(store,context);


}


//


// close store


//


CryptoAPI.CertCloseStore(store,0);
}
Registering Certificates
Before being able to work with the needed certificates, they need to be registered. 
Each needed certificate needs to be enrolled in the System Store of the user wanting to use them, and for each certificate a key container needs to be registered on the Windows Platform allowing making the connection between the Certificate containing the public key and the private key used for generating Digital Signatures. 
The following scheme is used for generating a unique key container name by the Belgian eID runtime:
· Authentication Certificate: Authentication (Hexadecimal Form of Serial Number)
· Non-Repudiation Certificate: Signature (Hexadecimal Form Serial Number)

//

// assume X509 certificates at our disposal

//

X509Certificate authenticationCertificate;

X509Certificate nonRepudiationCertificate;
//

// get version as Hex 
//

string version



= ConvertEx.ToHex(versionInfo.SerialNumber);

//

// format the key container using label and serial info 

//

string authentication
= string.Format("Authentication({0})",version);

string nonRepudiation
= string.Format("Signature({0})",version);

//

// register Authentication

//

RegisterUserCertificate(authentication,authenticationCertificate);

//

// register non-repudiation

//



RegisterUserCertificate(nonRepudiation,nonRepudiationCertificate);

Digital Signatures

A digital signature is a piece of data that binds a sender's identity to the information being sent. A digital signature may be bundled with any message, file, or other digitally encoded information, or transmitted separately. Digital signatures are used in public key environments and provide authentication and integrity services. 

More information about Digital Signatures can be found here.
The following section provides the means available in .NET 1.1 to create and verify signatures. 

Due to security reasons it is not recommended to implement your own security protocol in signing digital data. Instead try relying on standards such as XML Digital Signatures (XLMDSIG). 

Therefore, the code provided is meant as an educational example of the inner workings of signing data.

Creating a Digital Signature

When creating Digital Signatures using Certificates one always needs access to the private key. Verification can occur without this requirement and just needs the public key usually stored in the Certificate. 

To perform a digital signature one needs following components:
· Certificate context representing the certificate being chosen by the user to perform the cryptographic service.

· Key Container information allowing instantiating the proper CSP associated with the chosen certificate.

· A standard RSACryptoServiceProvider instance found inside the standard .NET Framework, representing a native CSP implementation.

· An RSAPKCS1SignatureFormatter instance allowing hashing the incoming data and to execute the signing of the hash.

In code this results in:

private static byte[] CreateSignature(RSA provider,byte[] data)

{


//


// create the formatter


//


RSAPKCS1SignatureFormatter formatter
= new RSAPKCS1SignatureFormatter(provider);


//


// calculate hash


//


byte[] hash
= new SHA1CryptoServiceProvider().ComputeHash(data);


//


// set hash algorithm


//





formatter.SetHashAlgorithm("SHA1");


//


// create and return signature


//


return formatter.CreateSignature(hash);

}

public static byte[] CreateSignature(IntPtr certificate, byte[] data)

{


//


// resolve key info


//


CryptoAPI.CRYPT_KEY_PROV_INFO info
= CryptoAPI.ResolveKeyProviderInfo(certificate);


//


// populate a CSP


//


CspParameters parameters

= new CspParameters();


//


// set


//


parameters.Flags




=(CspProviderFlags)info.Flags;


parameters.ProviderName


= info.ProvName;


parameters.KeyContainerName
= info.ContainerName;


parameters.KeyNumber



= Convert.ToInt32(info.KeySpec);


parameters.ProviderType


= Convert.ToInt32(info.ProvType);


//


// create an instance and return it


//


RSACryptoServiceProvider provider
= new RSACryptoServiceProvider(parameters);


//

// delegate


//


return CreateSignature(provider,data);

}

Verifying a Digital Signature

When verifying Digital Signatures using Certificates one only needs access to the public key which is contained in the Certificate. 

In order to be able to use certificates on the windows platform, the certificates need to be stored inside a Certificate Store. 

To perform a verification of a digital signature one needs following components:

· Certificate context representing the certificate being chosen by the user to perform the cryptographic service. The mapping between users and certificates can also happen non-interactive and is provided for instance by Internet Information Server.
· A standard RSACryptoServiceProvider instance found inside the standard .NET Framework, representing a native CSP implementation.

· An RSAPKCS1SignatureDeFormatter instance allowing hashing the incoming data and to execute the signing of the hash.

In code this results in:

private static bool VerifySignature(RSA provider,byte[] data, byte[] signature)

{


//


// create the deformatter


//


RSAPKCS1SignatureDeformatter deform

= new RSAPKCS1SignatureDeformatter(provider);


//


// calculate hash


//


byte[] hash
= new SHA1CryptoServiceProvider().ComputeHash(data);


//


// ste the right hash type


//


deform.SetHashAlgorithm("SHA1");


//


// verify signature


//


return deform.VerifySignature(hash, signature);

}

public static bool VerifySignature(IntPtr context,byte[] data, byte[] signature)

{


//


// create provider


//


RSACryptoServiceProvider provider = 



CryptoAPI.CreateProviderFromCertificateContext(context);


//


// delegate


//


return VerifySignature(provider,data,signature);

}

public static bool VerifySignature(X509Certificate certificate,byte[] data, byte[] signature)

{


//


// create provider


//


RSACryptoServiceProvider provider =



CryptoAPI.CreateProviderFromCertificate(certificate);


//


// delegate


//


return VerifySignature(provider,data,signature);

}

Kiosk Scenarios

When providing the users of kiosk applications or public computers with eID functionality, such as data capturing or allowing them to authenticate themselves or sign data with their certificates, there are certain points of attention that will enhance security and the user experience. 

The recommended way of having the eID functionality available without user interaction is by using a Windows Service. This service should run under a dedicated account acting as the interactive user, using the kiosk.

More information about writing Windows Services in .NET can be found here.
Granting Applications Access To The eID Card

In the case that a Windows service is used to access the card as described above, an additional configuration step is required to perform to make this scenario work.

Because the eID runtime will prompt the user if access to the card is allowed by showing a confirmation message box, this will typically not work when the Windows service tries to read the certificates. The Windows service will most likely not be able to interact with the desktop, which means the message box isn't shown and the application doesn't get access to the card.

Fortunately, the eID runtime provides a setting in the configuration file (typically found at %WINDIR%\BEID.conf) that allows applications to be automatically granted access to the card. This can be attained by adding the application name (in this case, the executable name of the Windows service, e.g. eIDKioskService.exe) to the [Application_Filtering] section as follows:

eIDKioskService.exe=*

Automatically Registering and Un-Registering Certificates

Using the methods described above, it is therefore feasible to write a Windows service that monitors the smartcard readers attached to the machine to check if an eID card is being inserted (through the status monitor and the ATR check). In that case, it can automatically register the Authentication or Non-Repudiation Certificate (depending of the scenario) into the Certificate Store of the user running the kiosk application. This can be accomplished using the functions exposed by the Advapi32.dll and Crypt32.dll libraries.

To ensure that the next user of the kiosk application cannot use the current user's certificate, it is imperative that the certificate store is cleaned up again after each use and at the start of the application (in the case of a system crash, for example). Since we have no access anymore to the eID card when the card has been ejected, another more creative approach has to be used when removing a certificate.

One possible way to accomplish this is to remove all certificates issued by the Belgian government as follows:

// open the system store

IntPtr store

= CryptoAPI.CertOpenSystemStore(IntPtr.Zero,"MY");

// check if valid

//

if(store != IntPtr.Zero)

{


try


{



//



// define context



//



IntPtr context =
CryptoAPI.CertEnumCertificatesInStore(store,IntPtr.Zero);



//



// enumerate at least one



//



while(context != IntPtr.Zero)



{




//




// create a certificate




//




X509Certificate cert
= new X509Certificate(context);




//




// get data and name



//




string issuer
= cert.GetIssuerName();




//




// check




//




if(issuer.Equals("C=BE, CN=Citizen CA"))




{





//





// duplicate the context





//





IntPtr dup
= CryptoAPI.CertDuplicateCertificateContext(context);





//





// delete the context





//





CryptoAPI.CertDeleteCertificateFromStore(dup);




}




//




// get next one




//




context
= CryptoAPI.CertEnumCertificatesInStore(store,context);



}


}


Finally

{


//



// close store



//







CryptoAPI.CertCloseStore(store,


CryptoAPI.CertificateCloseStoreOptions.CERT_CLOSE_STORE_NONE);

}

}

As noted before, this action should be performed at the start of the application and each time the user ejects the card (which can be triggered by the status monitor again).
Automatic Certificate Selection in Internet Explorer
If Internet Explorer needs a certificate to authenticate the user (against a web server through SSL, for example), the user will be prompted to select the certificate to use.

In the scenario where the authentication certificate on the eID card was automatically imported into the user's certificate store using the mechanism described above, this is a redundant and possibly confusing step for the user.

There is a setting in Internet Explorer which will suppress this prompt if there is only one certificate that can be used. This configuration setting can be found through the "Tools" and then the "Internet Options" menu, selecting the "Security" tab, selecting "Custom Level...", and enabling the "Don't prompt for client certificate selection when no certificates or only one certificate exists" setting, as displayed in the screen shot below:
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This way, Internet Explorer will automatically use the one and only certificate in the user's personal certificate store of which the root authority is trusted by the server that is being authenticated against. For the current scenario, this effectively means that the root authority of the Belgian eID cards must be trusted by the web server.
In combination with the automatic registration of the certificates on the eID card, this will provide a seamless user experience to the user of the kiosk application.
Appendix

Resources

· Belgian eID Site
· XML Signature
· What is XML Digital Signature?
· Microsoft Visual Studio 2005
Sources

This section provides some sources showing how to access the eID middleware using C#. Note that the presented code should be treated AS IS; hence it implies no warranty, no support nor commitment from MCS or Microsoft in general for that matter.

Interoperability Utility Classes

Below you can find a number of structures and classes useful for working with Platform Invoke. Most of the structures and ideas used in exposing the eID runtime by means of Platform Invoke are coming from an excellent interoperability article which can be found here.

namespace eID.Framework.Interop

{


public struct StringPtr : IDisposable


{



private IntPtr data;



public StringPtr (string data)



{




// allocate




this.data
= (data == null) ? IntPtr.Zero : 





Memory.StringToHLocalUni(data);



}



public override string ToString()



{




// return 




return Marshal.PtrToStringUni(this.data);



}



public void Free()



{




// free




Memory.FreeHLocal(this.data);



}



public static StringPtr Zero



{




get




{





// return empty version





return new StringPtr(null);




}



}



public static bool operator ==(StringPtr v1,StringPtr v2)



{




// check




return v1.Equals(v2);



}



public static bool operator !=(StringPtr v1,StringPtr v2)



{




// check




return !v1.Equals(v2);



}



public override bool Equals(object obj)



{




// check if it is an instance




return ((obj is StringPtr) && ((StringPtr)obj).data.Equals(this.data));



}



public override int GetHashCode()



{




// return hash code of data block




return data.GetHashCode ();



}



public static void Free(StringPtr ptr)



{




// check if zero




if(StringPtr.Zero != ptr)




{





// free it





ptr.Free();




}



}



public void Dispose()



{




// free 




Free();



}


}

}

namespace eID.Framework.Interop

{


public struct BytePtr


{



private IntPtr data;



public BytePtr (byte[] data)




:this((data != null) ? data : null,0,(data != null) ? data.Length : 0)



{



}



public BytePtr (byte[] data, int offset, int count)



{




// allocate




this.data
= (data == null) ? IntPtr.Zero : Memory.ByteToHLocal(data,offset,count);



}



public BytePtr(int size)



{




// allocate




this.data
= Memory.AllocHLocal(size);



}



public override string ToString()



{




// return 




return data.ToString();



}



public IntPtr Handle



{




get




{





// return value





return this.data;




}



}



public void Free()



{




// free




Memory.FreeHLocal(this.data);



}



public static BytePtr Zero



{




get




{





// return empty version





return new BytePtr(null);




}



}




public static bool operator ==(BytePtr v1,BytePtr v2)



{




// check




return v1.Equals(v2);



}



public static bool operator !=(BytePtr v1,BytePtr v2)



{




// check




return !v1.Equals(v2);



}



public override bool Equals(object obj)



{




// check if it is an instance




return ((obj is BytePtr) && ((BytePtr)obj).data.Equals(this.data));



}



public override int GetHashCode()



{




// return hash code of data block




return data.GetHashCode ();



}



public static void Free(BytePtr ptr)



{




// check if zero




if(BytePtr.Zero != ptr)




{





// free it





ptr.Free();




}



}



public static byte[] Free(BytePtr ptr, int length)



{




// declare




byte[] result
= null;




// check if zero




if(BytePtr.Zero != ptr)




{





// convert to array





result
= ptr.ToArray(length);





// free it





ptr.Free();




}




// return result




return result;



}



public byte[] ToArray(int length)



{




// declare result




byte[] result
= null;




// check if zer




if(this.data != IntPtr.Zero)




{





// allocate





result
= new byte[length];





// copy





Marshal.Copy(this.data,result,0,Convert.ToInt32(length));




}




// return result




return result;



}



public void Dispose()



{




// just free




Free();



}


}

}

namespace eID.Framework.Interop

{


public class Memory


{



#region Enumerations



public enum AllocationFlags : int



{




Fixed


= 0,




Movable


= 2,




ZeroInit

= 0x40,




FixedZeroInit
= (Fixed + ZeroInit)



}



#endregion



#region Imports



[DllImport(GlobalConstants.Kernel32DLL, SetLastError = true)]



private static extern IntPtr LocalAlloc(AllocationFlags flags, int bytes);



[DllImport(GlobalConstants.Kernel32DLL, SetLastError = true)]



private static extern IntPtr LocalFree(IntPtr handle );



[DllImport(GlobalConstants.Kernel32DLL, SetLastError = true)]



private static extern IntPtr LocalReAlloc(IntPtr handle, int bytes, 









AllocationFlags flags);



#endregion



#region Methods



// Allocates a block of memory using LocalAlloc



public static IntPtr AllocHLocal(int cb)



{




// allocate and return




return LocalAlloc(AllocationFlags.FixedZeroInit, cb);



}



// Frees memory allocated by AllocHLocal



public static void FreeHLocal(IntPtr handle)



{




// check if zero




if(!handle.Equals(IntPtr.Zero))




{





// free it first





if(!IntPtr.Zero.Equals(LocalFree(handle)))





{






// throw exception






throw new Win32Exception(Marshal.GetLastWin32Error());





}





else





{






// clear






handle = IntPtr.Zero;





}




}



}



// Resizes a block of memory previously allocated with AllocHLocal



public static IntPtr ReAllocHLocal(IntPtr pv ,int cb)



{




// allocate




IntPtr newMem = LocalReAlloc(pv, cb, AllocationFlags.Movable);




// check




if(newMem.Equals(IntPtr.Zero))




{





// something went wrong





throw new OutOfMemoryException();




}




// return allocated handle




return newMem;



}



// Copies the contents of a managed string to unmanaged memory



public static IntPtr StringToHLocalUni(string s) 



{





// check if zero




if( s == null)




{





// retrurn empty





return IntPtr.Zero;




}




else




{





// get length





int nc


= s.Length;





int length

= 2 * (1 + nc);





// allocate proper length





IntPtr handle
= AllocHLocal(length);





// check if successfull





if(handle.Equals(IntPtr.Zero))





{






// something went wrong






throw new OutOfMemoryException();





}





else





{






// copy






Marshal.Copy(s.ToCharArray(), 0, handle, s.Length);






// return new handle






return handle;





}




}



}



// Copies the contents of a managed string to unmanaged memory



public static IntPtr ByteToHLocal(byte[] data, int offset, int count) 



{





// check if zero




if( data == null)




{





// retrurn empty





return IntPtr.Zero;




}




else




{





// allocate proper length





IntPtr handle
= AllocHLocal(count);





// check if successfull





if(handle.Equals(IntPtr.Zero))





{






// something went wrong






throw new OutOfMemoryException();





}





else





{






// copy






Marshal.Copy(data, offset, handle, count);






// return new handle






return handle;





}




}



}



#endregion


}

}

.NET Enabled eID Runtime API

Following section contains all structures exposed by the eID runtime and the methods available to access the services provided by the runtime.
namespace eID.Framework.Security

{


/// <summary>


/// Summary description for BEIDAPI.


/// </summary>


public sealed class BEIDAPI


{



#region Version Constants



//



// version info



//



private const int INTERFACE_VERSION




= 1;
// Changes each time the interface is modified 



private const int INTERFACE_COMPAT_VERSION


= 1;
// Stays until incompatible changes in existing functions 



#endregion



#region Field Constants



internal const int MAX_CARD_NUMBER_LEN



= 12;



internal const int MAX_CHIP_NUMBER_LEN



= 32;



internal const int MAX_DATE_BEGIN_LEN



= 10;



internal const int MAX_DATE_END_LEN




= 10;



internal const int MAX_DELIVERY_MUNICIPALITY_LEN
= 80;



internal const int MAX_NATIONAL_NUMBER_LEN


= 11;



internal const int MAX_NAME_LEN





= 110;



internal const int MAX_FIRST_NAME1_LEN



= 95;



internal const int MAX_FIRST_NAME2_LEN



= 50;



internal const int MAX_FIRST_NAME3_LEN



= 3;



internal const int MAX_NATIONALITY_LEN



= 3;



internal const int MAX_BIRTHPLACE_LEN



= 80;



internal const int MAX_BIRTHDATE_LEN



= 10;



internal const int MAX_SEX_LEN





= 1;



internal const int MAX_NOBLE_CONDITION_LEN


= 50;



internal const int MAX_DOCUMENT_TYPE_LEN


= 2; 



internal const int MAX_SPECIAL_STATUS_LEN


= 2; 



internal const int MAX_HASH_PICTURE_LEN



= 20;



internal const int MAX_STREET_LEN




= 80;



internal const int MAX_STREET_NR




= 10;



internal const int MAX_STREET_BOX_NR



= 6;



internal const int MAX_ZIP_LEN





= 4;



internal const int MAX_MUNICIPALITY_LEN



= 67;



internal const int MAX_COUNTRY_LEN




= 4;



internal const int MAX_RAW_ADDRESS_LEN



= 512;



internal const int MAX_RAW_ID_LEN




= 1024;



internal const int MAX_PICTURE_LEN




= 4096;



internal const int MAX_CERT_LEN





= 2048;



internal const int MAX_CERT_NUMBER




= 10;



internal const int MAX_CERT_LABEL_LEN



= 256;



internal const int MAX_SIGNATURE_LEN



= 256;



internal const int MAX_CARD_DATA_LEN



= 28;



internal const int MAX_CARD_DATA_SIG_LEN


= MAX_SIGNATURE_LEN + MAX_CARD_DATA_LEN;



internal const int MAX_CHALLENGE_LEN



= 20;



internal const int MAX_RESPONSE_LEN




= 128;



#endregion



#region Constructors



private BEIDAPI()



{



}



#endregion



#region Enumerations



public enum ErrorCodeOptions : int



{




/// <summary>




/// Function succeeded




/// </summary>




OK






= 0, 




/// <summary>




/// Unknown system error (see system error code)




/// </summary>




E_SYSTEM




= 1, 




/// <summary>




/// Unknown PC/SC error (see PC/SC error code)




/// </summary>




E_PCSC





= 2, 




/// <summary>




/// Unknown card error (see card status word)




/// </summary>




E_CARD





= 3, 




/// <summary>




/// Invalid parameter (NULL pointer, out of bound, etc.)




/// </summary>




E_BAD_PARAM



= 4, 




/// <summary>




/// An internal consistency check failed




/// </summary>




E_INTERNAL




= 5, 




/// <summary>




/// The supplied handle was invalid




/// </summary>




E_INVALID_HANDLE


= 6, 




/// <summary>




/// The data buffer to receive returned data is too small for the 



/// returned data




/// </summary>




E_INSUFFICIENT_BUFFER

= 7, 




/// <summary>




/// An internal communications error has been detected




/// </summary>




E_COMM_ERROR



= 8, 




/// <summary>




/// A specified timeout value has expired




/// </summary>




E_TIMEOUT
                = 9, 




/// <summary>




/// Unknown card detected




/// </summary>




E_UNKNOWN_CARD             = 10,




/// <summary>




/// Input on pinpad cancelled




/// </summary>




E_KEYPAD_CANCELLED
        = 11, 




/// <summary>




/// Timout returned from pinpad




/// </summary>




E_KEYPAD_TIMEOUT
        = 12,




/// <summary>




/// The two PINs did not match




/// </summary>




E_KEYPAD_PIN_MISMATCH      = 13,




/// <summary>




/// Message too long on pinpad




/// </summary>




E_KEYPAD_MSG_TOO_LONG

= 14,




/// <summary>




///  Invalid PIN length




/// </summary>




E_INVALID_PIN_LENGTH

= 15,




/// <summary>




/// Error in a signature verification or a certificate validation




/// </summary>




E_VERIFICATION



= 16,




/// <summary>




///  Library not initialized




/// </summary>




E_NOT_INITIALIZED


= 17,




/// <summary>




/// An internal error has been detected, but the source is unknown




/// </summary>




E_UNKNOWN




= 18, 




/// <summary>




/// Function is not supported




/// </summary>




E_UNSUPPORTED_FUNCTION

= 19,




/// <summary>




/// Incorrect library version




/// </summary>




E_INCORRECT_VERSION

= 20



}



public enum OCSPPolicyOptions : int



{




/// <summary>




/// OCSP Policy is Not Used




/// </summary>




NotUsed

= 0,




/// <summary>




/// OCSP Policy is Optional




/// </summary>




Optional
= 1,




/// <summary>




/// OCSP Policy is Mandatory




/// </summary>




Mandatory
= 2



}



public enum CRLPolicyOptions : int



{




/// <summary>




/// CRL Policy is Not Used




/// </summary>




NotUsed

= 0,




/// <summary>




/// CRL Policy is Optional




/// </summary>




Optional
= 1,




/// <summary>




/// CRL Policy is Mandatory




/// </summary>




Mandatory
= 2



}



public enum PinTypeOptions : int



{




PKCS15
= 0,




OS

= 1



}



public enum PinUsageOptions: int



{




Authentication
= 1,




Signing


= 2



}



#endregion



#region Structures



[StructLayout(LayoutKind.Sequential)]



public struct Status



{




/// <summary>




/// General Error Code




/// </summary>




[MarshalAs(UnmanagedType.I4)]




public ErrorCodeOptions
General;




/// <summary>




/// System Error Code




/// </summary>




[MarshalAs(UnmanagedType.I4)]




public int



System;




/// <summary>




/// PC/SC Error Code




/// </summary>




[MarshalAs(UnmanagedType.I4)]




public int



PCSC;




/// <summary>




/// Card Status Word




/// </summary>




[MarshalAs(UnmanagedType.I2)]




public short


CSW;




/// <summary>




/// Reserved for future use




/// </summary>




[MarshalAs(UnmanagedType.I2)]




public short


RFU1;




[MarshalAs(UnmanagedType.I2)]




public short


RFU2;




[MarshalAs(UnmanagedType.I2)]




public short


RFU3;



}



public class Bytes : DisposableObject



{ 




public BytePtr
Data; 




public int

Length; 




[MarshalAs(UnmanagedType.ByValArray, SizeConst = 6, ArraySubType = UnmanagedType.U1)]




public byte[]
RFU;




public Bytes(int length)




{





//





// init





//





this.Data
= new BytePtr(length);





this.Length
= length;





this.RFU
= new byte[6];




}




public Bytes(byte[] data)




{





//





// init





//





this.Data
= new BytePtr(data);





this.Length
= data.Length;





this.RFU
= new byte[6];




}




protected override void Dispose(bool disposing)




{





//





// check





//





if(!IsDisposed)





{






//






// check if disposing






//






if(disposing)






{







//







// free buffer







//







BytePtr.Free(Data);






}





}




}



}; 



[StructLayout(LayoutKind.Sequential, CharSet = CharSet.Ansi, Pack = 4)]



public struct Certif



{




/// <summary>




/// byte stream encoded certificate 




/// </summary>




[MarshalAs(UnmanagedType.ByValArray, SizeConst = MAX_CERT_LEN, ArraySubType = UnmanagedType.U1)]




public byte[]
Data;




/// <summary>




/// Size in bytes of the encoded certificate




/// </summary>




public int

Length;













/// <summary>




/// Label of the certificate (Authentication, Signature, CA, Root,…)




/// </summary>




[MarshalAs(UnmanagedType.ByValArray, SizeConst = MAX_CERT_LABEL_LEN + 1, ArraySubType = UnmanagedType.I1)]




public char[]
Label;




/// <summary>




/// Validation status 







/// </summary>




public int

Status;













/// <summary>




/// reserved for future use




/// </summary>




[MarshalAs(UnmanagedType.ByValArray, SizeConst = 6, ArraySubType = UnmanagedType.U1)]




public byte[]
RFU;












};



[StructLayout(LayoutKind.Sequential, CharSet = CharSet.Ansi, Pack = 4)]



public struct CertifCheck



{




/// <summary>




/// Policy used: 0=None/1=OCSP/2=CRL




/// </summary>




public int

Policy;












/// <summary>




/// Array of BEID_Certif structures




/// </summary>




[MarshalAs(UnmanagedType.ByValArray, SizeConst = MAX_CERT_NUMBER * 2324, ArraySubType = UnmanagedType.U1)]




public byte[]
Certificates;










/// <summary>




/// Number of elements in Array




/// </summary>




public int

Length;












/// <summary>




/// Status of signature (for ID and Address) or hash (for Picture) on retrieved field




/// </summary>




public int

SignatureCheck;










/// <summary>




/// reserved for future use 




/// </summary>




[MarshalAs(UnmanagedType.ByValArray, SizeConst = 6, ArraySubType = UnmanagedType.U1)]




public byte[]
RFU;











};



[StructLayout(LayoutKind.Sequential, CharSet = CharSet.Ansi)]




public struct IDData



{




[MarshalAs(UnmanagedType.I2)]




public short
Version;




[MarshalAs(UnmanagedType.ByValArray, 





SizeConst = MAX_CARD_NUMBER_LEN + 1)]




public char[]
CardNumber;




[MarshalAs(UnmanagedType.ByValArray, 




SizeConst = MAX_CHIP_NUMBER_LEN + 1)]




public char[]
ChipNumber;




[MarshalAs(UnmanagedType.ByValArray, SizeConst = MAX_DATE_BEGIN_LEN + 1)]




public char[]
ValidityDateBegin;




[MarshalAs(UnmanagedType.ByValArray, SizeConst = MAX_DATE_END_LEN + 1)]




public char[]
ValidityDateEnd;




[MarshalAs(UnmanagedType.ByValArray, SizeConst = 







MAX_DELIVERY_MUNICIPALITY_LEN + 1)]




public byte[]
Municipality;




[MarshalAs(UnmanagedType.ByValArray, 




SizeConst = MAX_NATIONAL_NUMBER_LEN + 1)]




public char[]
NationalNumber;




[MarshalAs(UnmanagedType.ByValArray, 




SizeConst = MAX_NAME_LEN + 1)]




public byte[]
Name;




[MarshalAs(UnmanagedType.ByValArray, 




SizeConst = MAX_FIRST_NAME1_LEN + 1)]




public byte[]
FirstName1;




[MarshalAs(UnmanagedType.ByValArray, 




SizeConst = MAX_FIRST_NAME2_LEN + 1)]




public byte[]
FirstName2;




[MarshalAs(UnmanagedType.ByValArray, 




SizeConst = MAX_FIRST_NAME3_LEN + 1)]




public byte[]
FirstName3;




[MarshalAs(UnmanagedType.ByValArray, 




SizeConst = MAX_NATIONALITY_LEN + 1)]




public char[]
Nationality;




[MarshalAs(UnmanagedType.ByValArray, SizeConst = MAX_BIRTHPLACE_LEN + 1)]




public byte[]
BirthLocation;




[MarshalAs(UnmanagedType.ByValArray, SizeConst = MAX_BIRTHDATE_LEN + 1)]




public char[]
BirthDate;




[MarshalAs(UnmanagedType.ByValArray, SizeConst = MAX_SEX_LEN + 1)]




public char[]
Sex;




[MarshalAs(UnmanagedType.ByValArray, 




SizeConst = MAX_NOBLE_CONDITION_LEN + 1)]




public byte[]
NobleCondition;




[MarshalAs(UnmanagedType.I4)]




public int

DocumentType;




[MarshalAs(UnmanagedType.Bool)]




public bool

WhiteCane;




[MarshalAs(UnmanagedType.Bool)]




public bool

YellowCane;




[MarshalAs(UnmanagedType.Bool)]




public bool

ExtendedMinority;





[MarshalAs(UnmanagedType.ByValArray, 




SizeConst = MAX_HASH_PICTURE_LEN, ArraySubType = UnmanagedType.U1)]




public byte[]
HashPhoto;




[MarshalAs(UnmanagedType.ByValArray, 




SizeConst = 6, ArraySubType = UnmanagedType.U1)]




public byte[]
RFU;



};



[StructLayout(LayoutKind.Sequential, CharSet = CharSet.Ansi)]




public struct VersionInfo



{




[MarshalAs(UnmanagedType.ByValArray, SizeConst = 16)]




public byte[]
SerialNumber;








[MarshalAs(UnmanagedType.U1)]




public byte

ComponentCode;







[MarshalAs(UnmanagedType.U1)]




public byte

OSNumber;





[MarshalAs(UnmanagedType.U1)] 




public byte

OSVersion;





[MarshalAs(UnmanagedType.U1)] 




public byte

SoftmaskNumber;








[MarshalAs(UnmanagedType.U1)]




public byte

SoftmaskVersion;







[MarshalAs(UnmanagedType.U1)]




public byte

AppletVersion;









[MarshalAs(UnmanagedType.U2)]




public short
GlobalOSVersion;




[MarshalAs(UnmanagedType.U1)]






public byte

AppletInterfaceVersion;









[MarshalAs(UnmanagedType.U1)]




public byte

PKCS1Support;




[MarshalAs(UnmanagedType.U1)]






public byte

KeyExchangeVersion;









[MarshalAs(UnmanagedType.U1)]




public byte

ApplicationLifeCycle;




[MarshalAs(UnmanagedType.U1)]




public byte

GraphPerso;





[MarshalAs(UnmanagedType.U1)]





public byte

ElecPerso;




[MarshalAs(UnmanagedType.U1)]




public byte

ElecPersoInterface;









[MarshalAs(UnmanagedType.U1)]




public byte

Reserved;














[MarshalAs(UnmanagedType.ByValArray, 




SizeConst = 6, ArraySubType = UnmanagedType.U1)]




public byte[]
RFU;



}



[StructLayout(LayoutKind.Sequential, CharSet = CharSet.Ansi)]




public struct Address



{




[MarshalAs(UnmanagedType.U2)]




public short
Version;




[MarshalAs(UnmanagedType.ByValArray, SizeConst = MAX_STREET_LEN + 1)]




public byte[]
Street;




[MarshalAs(UnmanagedType.ByValArray, SizeConst = MAX_STREET_NR + 1)]




public char[]
StreetNumber;




[MarshalAs(UnmanagedType.ByValArray, SizeConst = MAX_STREET_BOX_NR + 1)]




public char[]
BoxNumber;




[MarshalAs(UnmanagedType.ByValArray, SizeConst = MAX_ZIP_LEN + 1)]




public char[]
Zip;




[MarshalAs(UnmanagedType.ByValArray, 




SizeConst = MAX_MUNICIPALITY_LEN + 1)]




public byte[]
Municipality;




[MarshalAs(UnmanagedType.ByValArray, SizeConst = MAX_COUNTRY_LEN + 1)]




public char[]
Country;




[MarshalAs(UnmanagedType.ByValArray, 




SizeConst = 6, ArraySubType = UnmanagedType.U1)]




public byte[]
RFU;



};



[StructLayout(LayoutKind.Sequential, CharSet = CharSet.Ansi)]



public struct Pin



{




[MarshalAs(UnmanagedType.I4)]




PinTypeOptions

PinType;




[MarshalAs(UnmanagedType.U1)]




byte



ID;             




[MarshalAs(UnmanagedType.I4)]




PinUsageOptions

PinUsage;




[MarshalAs(UnmanagedType.LPStr)]




string



ShortUsage;     




[MarshalAs(UnmanagedType.LPStr)]




string



LongUsage;     




[MarshalAs(UnmanagedType.ByValArray, 




SizeConst = 6, ArraySubType = UnmanagedType.U1)]




public byte[]

RFU;




public Pin(byte id, PinTypeOptions type, 




PinUsageOptions usage, string shortUsage,string longUsage)




{





this.ID


= id;





this.PinType
= type;





this.PinUsage
= usage;





this.ShortUsage
= shortUsage;





this.LongUsage
= longUsage;





this.RFU

= new byte[6];




}



};



#endregion



#region API



//



// High level API



//



internal static Status Init(string readerName, OCSPPolicyOptions ocsp,




 CRLPolicyOptions crl, out IntPtr cardHandle)



{




//




// delegate




//




return InitEx(readerName,ocsp,crl,




out cardHandle,INTERFACE_VERSION,INTERFACE_COMPAT_VERSION);



}



[DllImport(GlobalConstants.EidLibDLL, 



EntryPoint="BEID_InitEx", SetLastError=true)] 





private static extern Status InitEx(string readerName, 



OCSPPolicyOptions ocsp, CRLPolicyOptions crl, out IntPtr cardHandle, 



int interfaceVersion, int interfaceCompVersion);



[DllImport(GlobalConstants.EidLibDLL, EntryPoint="BEID_Exit",



 SetLastError=true)] 



internal static extern Status Exit();



[DllImport(GlobalConstants.EidLibDLL, EntryPoint="BEID_GetID", 



SetLastError=true)] 



internal static extern Status GetID(out IDData data, out CertifCheck check);



[DllImport(GlobalConstants.EidLibDLL, EntryPoint="BEID_GetAddress", 



SetLastError=true)] 



internal static extern Status GetAddress(out Address address, 



out CertifCheck check);



[DllImport(GlobalConstants.EidLibDLL, EntryPoint="BEID_GetPicture", 



SetLastError=true)] 



internal static extern Status GetPicture(Bytes picture, 



out CertifCheck check);



//



// Mid Level API



//



[DllImport(GlobalConstants.EidLibDLL, EntryPoint="BEID_GetVersionInfo", 



SetLastError=true)] 



internal static extern Status GetVersionInfo(ref VersionInfo versionInfo,


 
bool signature, Bytes SignedStatus);



[DllImport(GlobalConstants.EidLibDLL, EntryPoint="BEID_BeginTransaction", 



SetLastError=true)] 



internal static extern Status BeginTransaction();



[DllImport(GlobalConstants.EidLibDLL, EntryPoint="BEID_EndTransaction", 



SetLastError=true)] 



internal static extern Status EndTransaction();



[DllImport(GlobalConstants.EidLibDLL, EntryPoint="BEID_SelectApplication", 



SetLastError=true)] 



internal static extern Status SelectApplication(Bytes Application);



[DllImport(GlobalConstants.EidLibDLL, EntryPoint="BEID_VerifyPIN", 



SetLastError=true)] 



internal static extern Status VerifyPIN(ref Pin pinData, string pin, 



out int triesLeft);



[DllImport(GlobalConstants.EidLibDLL, EntryPoint="BEID_ChangePIN", 



SetLastError=true)] 



internal static extern Status ChangePin(ref Pin pinData, string oldPin, 



string newPin, out int triesLeft);



[DllImport(GlobalConstants.EidLibDLL, EntryPoint="BEID_GetPINStatus", 



SetLastError=true)] 



internal static extern Status GetPinStatus(ref Pin pinData, 



out int triesLeft, bool signature, out Bytes signedStatus);



[DllImport(GlobalConstants.EidLibDLL, EntryPoint="BEID_ReadFile", 



SetLastError=true)] 



internal static extern Status ReadFile(Bytes fileID, Bytes outData, 



ref Pin pinData);



[DllImport(GlobalConstants.EidLibDLL, EntryPoint="BEID_WriteFile", 



SetLastError=true)] 



internal static extern Status WriteFile(Bytes fileID, Bytes inData, 



ref Pin pinData);



// 



// Low Level API



//



[DllImport(GlobalConstants.EidLibDLL, EntryPoint="BEID_FlushCache", 



SetLastError=true)] 



internal static extern Status FlushCache();



[DllImport(GlobalConstants.EidLibDLL, EntryPoint="BEID_SendAPDU", 



SetLastError=true)] 



internal static extern Status SendAPDU(Bytes cmdAPDU, ref Pin pinData, 



out Bytes respAPDU);



#endregion


}

}
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