Chapter 3
Monitoring microsoft Windows Server 2003

Note: The answers to the questions are shown as hidden text. To view hidden text in Word, select Options from the Tools menu, and then select the Hidden Text check box. To view hidden text in Microsoft Word Viewer, select Options from the View menu, and then select the Hidden Text check box. To print hidden text, click Options in the Print dialog box, and then select the Hidden Text check box.

1.
Which of the Windows Server 2003 event logs contains information about events generated by components such as services and device drivers?

a.
Security

b.
Devices

c.
System

d.
Application

Answer: a

Explanation: The System log contains information about events generated by Windows Server 2003 components such as services and device drivers. The answer “Security” is incorrect. The Security log contains information about security-related events, such as failed logons, attempts to access protected resources, such as shares and file system elements, and success or failure of audited events. The answer “Devices” is incorrect. There is no Devices log in Windows Server 2003. The answer “Application” is also incorrect. The Application log contains information about specific programs running on the computer, as determined by the application developer. (Discussion starts on page 66.)

2.
Which of the following methods can be used to start the Task Manager?

a.
Pressing Ctrl+Alt+Del

b.
Pressing Ctrl +Alt+Esc

c.
Double-clicking on the taskbar and selecting Task Manager

d.
Right-clicking on My Computer and selecting Task Manager

Answer: a

Explanation: Task Manager can be started by pressing Ctrl+Alt+Del and clicking Task Manager. None of the other answers are ways by which you can start Task Manager. (Discussion starts on page 71.)

3.
What does the Server: Bytes Total/Sec Performance console counter reflect?

a.
The amount of data that is being written to the page file every second

b.
The amount of data that is being processed by the server service each second

c.
The amount of data sent and received by the server over all of its network interfaces

d.
The amount of data being written to disk each second

Answer: c

Explanation: The Server: Bytes Total/Sec Performance console counter reflects the amount of data sent and received by the server over all of its network interfaces. The answer “The amount of data that is being written to the page file every second” is incorrect. The amount of data that is being written to the page file per second is reflected by the Memory: Pages/Sec counter. The answer “The amount of data that is being processed by the server service each second” is incorrect. There is no counter that specifically reflects the amount of data being processed by the server service each second. The answer “The amount of data being written to disk each second” is incorrect. The amount of data being written to disk each second is reflected by the PhysicalDisk: Disk Bytes/sec counter. (Discussion starts on page 85.)

4.
Describe the purpose and function of a baseline.

Answer: A baseline is a collection of performance levels taken when the computer is functioning normally, preferably soon after it is fully installed and configured. By comparing later performance levels with the baseline, you can determine whether the performance of the various subsystems is degrading. (Discussion starts on page 65.)

5.
In a default configuration, members of which group(s) are permitted to view entries in the Security log? 

a.
Administrators, Server Operators

b.
Administrators, Auditors

c.
Administrators, Power Users

d.
Administrators

Answer: d

Explanation: By default, only members of the Administrators group are allowed to view the Security log. All of the other answers are incorrect. (Discussion starts on page 66.)

6.
In Task Manager, what tab allows you to view which of the current user’s processes are running on the computer?

a.
Processes

b.
Users

c.
Performance

d.
Applications

Answer: a

Explanation: The Processes tab lists all of the current user’s processes running on the computer. The answer “Users” is incorrect. The Users tab lists all of the users who are currently logged on to the computer. The answer “Performance” is incorrect. The Performance tab displays a real-time view of the computer’s processor and memory utilization. The answer “Applications” is incorrect. The Applications tab shows the status of the user-level programs currently running on the computer. (Discussion starts on page 73.)

7.
If you have configured an event log retention setting of Do Not Overwrite Events (Clear Log Manually), what happens when the maximum log file size is reached?

a.
A new file is created with an EV1 extension.

b.
The original file is copied to a BK1 file and a new log file is started.

c.
Events are no longer written to the file.

d.
Events continue to be written to the file but an alert is sent to the administrator prompting him or her to clear the log manually.

Answer: c

Explanation: If an event log retention setting is configured for Do Not Overwrite Events (Clear Log Manually), when the maximum file size is reached events will no longer be written to the file. The answer “A new file is created with an EV1 extension” is incorrect. There is only ever one log file per event log. The answer “The original file is copied to a BK1 file and a new log file is started” is incorrect. There is only ever one log file per event log. The answer “Events continue to be written to the file but an alert is sent to the administrator prompting him or her to clear the log manually” is incorrect. The Event Viewer does not send alerts to the administrator when the log file is full. (Discussion starts on page 68.)

8.
Describe a memory leak and the potential results of a leak occurring on the system.

Answer: A memory leak is the result of a program allocating memory for use but not freeing up that memory when it is finished using it. Over time, the computer’s free memory can be totally consumed, degrading performance and ultimately halting the system. (Discussion starts on page 83.)

9.
True or False? If a server that you are working on has a File Replication Service event log and a Directory Service event log, then it must be a domain controller.

Answer: True 

Explanation: When the computer is promoted to a domain controller, Directory Service and File Replication Service logs are added. (Discussion starts on page 66.)

10.
You are concerned that an unauthorized person has been logging into the system with a username and password from another user, but when you check the Security log in Event Viewer there are no events of any type recorded. What could be the cause of this problem?

a.
The Security log file is full.

b.
Auditing has not been enabled.

c.
Only failed logon attempts are recorded in the Security log.

d.
The system is not a domain controller and so logon and logoff events are not recorded.

Answer: b

Explanation: For events to be logged into the Security log, auditing must be enabled on the system. The answer “The Security log file is full” is incorrect. If the Security log file is full, it can still be viewed. The answer “Only failed logon attempts are recorded in the Security log” is incorrect. Both success and failure events can be written to the Security log file. The answer “The system is not a domain controller and so logon and logoff events are not recorded” is incorrect. The status of the server as a domain controller does not affect the ability to record logon security events. (Discussion starts on page 66.)

11.
You are reconfiguring a SQL Server database application on a member server. The reconfigurations seem to go smoothly, but after you have finished, a user calls you to report that they are having an issue accessing certain records in the database. In which of the following places are you most likely to look for events related to this problem?

a.
In the System log of Event Viewer

b.
In the Database log of Event Viewer

c.
In the Application log of Event Viewer

d.
In the Security log of Event Viewer

Answer: c

Explanation: Applications such as SQL Server write events to the Application log. The answer “In the System log of Event Viewer” is incorrect. The System log contains information about events generated by Windows Server 2003 components, such as services and device drivers. It would not contain events created by an application such as SQL Server. The answer “In the Database log of Event Viewer” is incorrect. Event Viewer does not have a Database log. The answer “In the Security log of Event Viewer” is incorrect. The Security log contains information about security-related events, such as failed logons, attempts to access protected resources, such as shares and file system elements, and success or failure of audited events. (Discussion starts on page 66.)

12.
In Event Viewer, you are configuring a filter that will display events that describe the successful operation of an application, driver, or service, and events that relate to significant problems, such as loss of data or loss of functionality. Which of the following events would you include in the filter?

a.
Information, Warning

b.
Warning, Error

c.
Error, Information

d.
Success, Error

Answer: c

Explanation: Error events represent a significant problem, such as loss of data or loss of functionality. Information events describe the successful operation of an application, driver, or service. None of the other answers are correct. (Discussion starts on page 67.)

13.
Explain the difference between real-time and logged monitoring, and the circumstances under which each type of logging is useful.

Answer: Real-time monitoring displays statistics about what the system is doing right now. The statistics can be displayed numerically or in the form of a graph. Logged monitoring produces the same information as real-time monitoring, but stores it on a permanent basis. This allows administrators to observe trends that develop over longer periods of time than those observed in a typical real-time monitoring session, and use those statistics to determine where performance issues may exist. Real-time monitoring is really only useful when the administrator has time to sit and watch the results of performance monitoring. (Discussion starts on page 64.)

14.
You are troubleshooting a problem with a Windows Server 2003 system whereby users cannot connect to the server. The server itself appears to be running, but you notice that there is no link light on the port of the hub into which the server is connected. As a result, you suspect that the network card in the server may have failed. Where would you look to see events related to the network card?

a.
The Network log of Event Viewer

b.
The System log of Event Viewer

c.
The Application log of Event Viewer

d.
The Security log of Event Viewer

Answer: b

Explanation: The system log contains information about events generated by Windows Server 2003 components, such as services and device drivers. In this case, if the network card driver failed to load because the card had failed, the failure of the driver to load during system startup would be recorded in the System log. The answer “The Network log of Event Viewer” is incorrect. There is no Network log for Event Viewer on Windows Server 2003. The answers “The Application log of Event Viewer” and “The Security log of Event Viewer” are incorrect. Events related to the network card would not be recorded in the Application log or Security log of Event Viewer. (Discussion starts on page 66.)

15.
You are working on a Windows Server 2003 system that has just been installed by another administrator. The administrator completed the installation but did not make any configuration changes following the installation. While checking the maximum log sizes in Event Viewer, you notice that the maximum size of the Security log is 16 MB. What does this tell you about the system?

a.
That Auditing has been enabled

b.
That the system is running either the DNS or DHCP service

c.
That the system is a domain controller

d.
That the system is not a domain controller

Answer: d

Explanation: The default maximum file size for a Security log on a Windows Server 2003 computer that is not a domain controller is 16 MB. The answer “That Auditing has been enabled” is incorrect. The status of auditing on the server does not affect the default size of the Security log file. The answer “That the system is running either the DNS or DHCP service” is incorrect. Whether DHCP or DNS is running on the server does not influence the maximum size of the Security log file. The answer “That the system is a domain controller” is incorrect. On a server that is a domain controller, the size of the Security log is 128 MB. (Discussion starts on page 68.)

16.
You have configured the Security log so that it must be cleared manually. One day, while reviewing the log prior to archiving, you notice that there were a large number of unsuccessful object accesses the previous night. You decide to save the file so that it can be examined in Event Viewer by another administrator. Which of the following file type(s) would you save the file as?

a.
.evt, .txt

b.
.evt

c.
.evt, .txt, .csv

d.
.evt, .csv

Answer: b 

Explanation: The only file format that is recognized for viewing files in Event Viewer is .evt. The answer “.evt, .txt” is incorrect. Although Event Viewer can export files in a .txt format, these files then cannot be viewed in Event Viewer. The answer “.evt, .txt, .csv” is incorrect. Although Event Viewer can export files in a .txt or .csv format, these files then cannot be viewed in Event Viewer. The answer “.evt, .csv” is incorrect. Although Event Viewer can export files in a .csv format, these files then cannot be viewed in Event Viewer. (Discussion starts on page 71.)

17.
You are the network administrator for a car dealership in Lexington, KY. You have a single Windows Server 2003 system that is a domain controller, a DHCP and DNS server, a file and print server, and the company e-mail server. The server also hosts the company dealership database and sales and parts order processing system. Early one morning, a user calls to report that the server appears to be running very slowly. Using System Monitor, you examine some of the performance counters for the server and make the following observations:

Server Work Queues: Queue Length = 9

Memory: Page Faults/Sec = 3

PhysicalDisk: % Disk Time = 45

Network Interface: Output Queue Length = 1


Which of the following system components are you most likely to examine for a problem?

a.
Processor

b.
Memory

c.
Network Interfaces

d.
Hard Disk

Answer: a

Explanation: The Server Work Queues: Queue Length counter specifies the number of requests waiting to use a particular processor. This value should be as low as possible, with values less than 4 being acceptable. If the value is too high, upgrade the processor or add another processor. The answer “Memory” is incorrect. The Memory: Page Faults/Sec counter specifies the number of times per second that the code or data needed for processing is not found in memory. This value should be as low as possible, with values below 5 being acceptable. The answer Network Interfaces is incorrect. The Network Interface: Output Queue Length counter specifies the number of packets waiting to be transmitted by the network interface adapter. This value should be as low as possible, and preferably 0, although values of 2 or less are acceptable. The answer “Hard Disk” is incorrect. PhysicalDisk: % Disk Time counter specifies the percentage of time that the disk drive is busy. This value should be as low as possible, with values less than 50 percent being acceptable. (Discussion starts on page 81.)

18.
You are the network administrator for a publishing company in Portland, OR. The network is comprised of 4 Windows Server 2003 systems and 122 workstation systems, which are a mix of Windows XP Professional and Windows 2000 Professional systems. One morning, a user calls to report that the server seems very slow. No changes to the server configuration have been made recently, but the user reports that they are performing a daily database re-index. Upon inspection, you notice that the PhysicalDisk: % Disk Time counter is 92 percent. Which of the following would you do next?

a.
Install a larger hard disk.

b.
Install a faster hard disk.

c.
Examine memory-related counters.

d.
Replace standalone drives with a RAID array.

Answer: c 

Explanation: Before replacing disks or upgrading the disk subsystem, you should first determine whether a lack of memory is causing the operating system to access the disk too frequently. The answer “Install a larger hard disk” is incorrect. Installing a larger hard disk would likely not improve the situation. The PhysicalDisk: % Disk Time counter relates to how much time the disk is in use, rather than the amount of data that is stored on the disk. The answer “Install a faster hard disk” is incorrect. Installing a faster hard disk may alleviate the problem, but you would first determine why the PhysicalDisk: % Disk Time counter is so high. The answer “Replace standalone drives with a RAID array” is incorrect. Installing a RAID array may alleviate the problem, but you would first determine why the PhysicalDisk: % Disk Time counter is so high. (Discussion starts on page 81.)

19.
You are one of three network administrators for a chain of garden centers, with 16 locations across the southwestern United States. All three administrators are based at the head office in Scottsdale, AZ. Each garden center has its own Windows Server 2003 system. The servers are all configured identically, and host the same point-of-sale application. The servers are all linked back to the head office by a high speed T-1 WAN link.


One morning, you get a call from a user in one of the garden centers complaining that the point-of-sale application is running very slowly. You meet with the other administrators to determine a strategy for identifying the issue with the server. One of the other administrators in the team suggests that you can use Task Manager to view the performance statistics for the systems, while another suggests that System Monitor would be a better choice. In this scenario, which of the following is a reason why Task Manager might not work as well as System Monitor in monitoring system resource usage?

a.
Task Manager cannot be used to monitor processor usage.

b.
Task Manager cannot be used to monitor network usage.

c.
Task Manager cannot be used to monitor a remote system.

d.
Task Manager cannot be used to monitor memory usage.

Answer: c

Explanation: Task Manager can only be used to monitor the resources on the local system. It cannot view information from other systems, which System Monitor can. All of the other answers are incorrect. Both Task Manager and System Monitor can be used to monitor these system components. (Discussion starts on page 76.)

20.
You are the network administrator for a glass manufacturer in Pittsburgh, PA. The network consists of two Windows Server 2003 systems. Each server is an older dual processor system with 768 MB of RAM. For some time now you have been considering hardware upgrades for the servers, but budgets are tight.


Both servers are domain controllers. One server hosts DHCP and DNS server services, and is a file and print server and the company e-mail server. The other server hosts the company sales database and order processing system. As part of your morning routine, you use System Monitor to view some of the performance counters for the server and make the following observations:

Server Work Queues: Queue Length = 1

Memory: Available Bytes = 3,623,676

Memory: Page Faults/Sec = 3

Network Interface: Output Queue Length = 0

LogicalDisk: % Free Space = 47


What, if anything, might you look into in terms of upgrading the server?

a.
Install a faster processor.

b.
Install more memory.

c.
Install a larger hard disk.

d.
Replace the memory.

Answer: b

Explanation: The Memory: Available Bytes counter specifies the amount of available physical memory in bytes. This value should be as high as possible, and should not fall below 5 percent of the system’s total physical memory. In this case, the byte value of the memory installed in the system is 768,000,000. So, the Memory: Available Bytes counter should be no lower than 38,400,000. The answer “Install a faster processor” is incorrect. There is nothing in the counter values that indicates the need for a faster processor. The answer “Install a larger hard disk” is incorrect. There is nothing in the counter values that indicates a shortage of hard disk space. The answer “Replace the memory” is incorrect. There is nothing in the counter values that denotes faulty memory. (Discussion starts on page 81.)

21.
You are the network administrator for a real estate company in Chicago, IL. You have a single Windows Server 2003 system that acts as domain controller and file and print server and also hosts an intranet-based workgroup application. You back up the system each night at 11:00 p.m. Normally the back up takes less than two hours, but for the past two days the backup has still been running when you have gotten into the office at 8:00 a.m. While talking to the technical support representative from the backup software provider, they suggest that it could be one of a number of problems. In order to determine what the problem is they ask you to record information about the number of times per second that the code or data needed for processing is not found in memory while the backup job is running. They caution you, however, that you should only record the information while the backup job is running. Recording the information during the day could severely impact performance of the server. Which of the following would you do to achieve this?

a.
Configure a Trace log to run between 11:00 p.m. and 6:00 a.m. and record Page Faults.

b.
Configure Task Manager to log memory information to a file between 11:00 p.m. and 6 a.m.

c.
Configure System Monitor to display information in histogram view between 2 and 4 a.m.

d.
Configure a Trace log to run between 2 and 4 a.m. and record Memory Errors.

Answer: a

Explanation: The Trace log feature of Performance Logs and Alerts can be configured to record information such as page faults. The log can also be scheduled to run at certain times. The answer “Configure a Trace log to run between 11:00 p.m. and 6:00 a.m. and record Page Faults” is incorrect. Task Manager is a real-time monitoring tool. It does not provide the facility to record information to a file. The answer “Configure System Monitor to display information in histogram view between 2 and 4 a.m.” is incorrect. System Monitor is a real-time performance monitoring tool. You would use it to view recorded information, but not to create it. The answer “Configure a Trace log to run between 2 and 4 a.m. and record Memory Errors” is incorrect. Recording “Memory Errors” is not an option for a Trace log. (Discussion starts on page 86.)

22.
You are the network administrator for an outdoor equipment wholesaler in Detroit, MI. You have three locations. One is the head office from which the ordering and distribution is handled. The other two locations are retail outlets—one in a retail park on the edge of the city and another in a downtown location. Each of the retail outlets has its own Windows Server 2003 system in its own domain. The retail park location has a new server with 1 GB of RAM and four processors. The downtown store has an older server with 512 MB of RAM and two processors that has been installed for some time and was originally a Windows 2000 Server system. Staff in the downtown store have been complaining that ever since a new point-of-sale application was installed the server seems very slow. The retail park location is not having any problems.


Using System Monitor, you monitor the server in the retail park location and the downtown location at the same time. You monitor counters related to processor, memory, disk, and network on each of the servers. Of all the counters you monitor, you notice that the Server: Bytes Total/Sec counter for the downtown location is very high, while the other counters are very similar between servers. Which of the following strategies might you use to cure this issue?

a.
Install a faster processor.

b.
Install a faster network adapter.

c.
Install more memory.

d.
Move the application to another server.

Answer: b

Explanation: The Server: Bytes Total/Sec counter reflects the amount of data (in bytes) sent and received by the server over all of its network interfaces. If this figure is more than 50 percent of the total bandwidth capacity of the network interfaces in the server, you should consider migrating some applications to another server to reduce the network load on the server, or upgrade to faster network interfaces if possible. In this example, because there is only one server in that location, the only real option would be to install a faster network adapter. The answer “Install a faster processor” is incorrect. Installing a faster processor is unlikely to improve the situation. The answer “Install more memory” is incorrect. Installing more memory is unlikely to improve the situation. The answer “Move the application to another server” is incorrect. As there is only one server in that location, moving the application to another server would not be possible. (Discussion starts on page 85.)

23.
You are the network administrator for a property development company in Salt Lake City, UT. You have a single Windows Server 2003 system that is a domain controller, a DHCP and DNS server, a file and print server, and the company e-mail server. The server also hosts a document management system. One Wednesday afternoon, without warning, the server crashes. You reboot the server and it comes up without a problem. You examine the system performance through System Monitor, but everything seems in order. 


Two weeks later, the server crashes again. As before, you reboot the server and it comes up without any errors. Immediately after the restart, you use System Monitor and observe the following counters and values.

Server Work Queues: Queue Length = 2

Memory: Page Faults/Sec = 2

Memory: Pages/Sec = 7

Memory: Available Bytes = 452,332,145

PhysicalDisk: % Disk Time = 34

Network Interface: Output Queue Length = 1

Two days later, you monitor the same counter statistics and note the following:

Server Work Queues: Queue Length = 1

Memory: Page Faults/Sec = 3

Memory: Pages/Sec = 11

Memory: Available Bytes = 124,342,841

PhysicalDisk: % Disk Time = 43

Network Interface: Output Queue Length = 0

Which of the following strategies are you likely to take with the server?

a.
Move an application off of the server and on to another server.

b.
Examine memory usage for each application on the server.

c.
Upgrade the network card from a 10 Mbps card to a 100 Mbps card.

d.
Nothing. The counter statistics do not indicate any issues.

Answer: b

Explanation: A substantial decrease in the Memory: Available Bytes counter can be caused by a memory leak. A memory leak is the result of a program allocating memory for use but not freeing up that memory when it is finished using it. Over time, the computer’s free memory can be totally consumed, degrading performance and ultimately halting the system. In this scenario, the first thing you would do is examine the memory usage for each application to determine if one of the applications is responsible for a memory leak. The answer “Move an application off of the server and on to another server” is incorrect. This is not the first thing you would do in this scenario. The answer “Upgrade the network card from a 10 Mbps card to a 100 Mbps card” is incorrect. There is nothing to indicate that network performance is an issue. The answer “Nothing. The counter statistics do not indicate any issues” is incorrect. There is a concern with the statistics. (Discussion starts on page 81.)

24.
You are the network administrator for an electrical goods importer in Brandon, FL. You have a single Windows Server 2003 system that is a domain controller, a DHCP and DNS server, a file and print server, and the company e-mail server. The server also hosts the inventory database and sales order processing system. Early one morning, a user calls to report that the server appears to be running very slowly. Using System Monitor, you examine some of the performance counters for the server and make the following observations:

Server Work Queues: Queue Length = 2

Memory: Page Faults/Sec = 9

Memory: Pages/Sec = 35

PhysicalDisk: % Disk Time = 5

Network Interface: Output Queue Length = 1


Which of the following are you most likely to do to cure the problem?

a.
Replace the memory.

b.
Install more memory.

c.
Install a faster network interface.

d.
Install a larger hard disk.

Answer: b 

Explanation: The Memory: Page Faults/Sec counter specifies the number of times per second that the code or data needed for processing is not found in memory. This value should be as low as possible, with values below 5 being acceptable. If this value is too high, you should determine whether the system is experiencing an inordinate number of hard faults by examining the Memory: Pages/Sec counter. If the number of hard page faults is excessive (above 20), you should either determine what process is causing the excessive paging or install more random access memory (RAM) in the system. The answer “Replace the memory” is incorrect. There are no counters that indicate that the memory needs to be replaced. The answer “Install a faster network interface” is incorrect. There are no counters that indicate that the network interface needs to be upgraded. The answer “Install a larger hard disk” is incorrect. There are no counters that indicate that a larger hard disk is required. (Discussion starts on page 81.)

