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Working with Exchange Server 2003 Stores

The Microsoft® Exchange Server 2003 store is a storage platform that provides a single repository in which you can manage multiple types of unstructured information. A single Exchange topology may include store components (mailbox stores and public folder stores) that reside on multiple servers. 

Because of the inherent complexity and flexibility of the store components, the store can be one of the most difficult parts of Exchange Server 2003 to administer. This guide provides in-depth information to make administration and troubleshooting tasks easier for you to perform.

These topics build on the basic concepts presented in the Exchange Server 2003 Administration Guide. These topics examine several features of the store in depth, such as the way in which public folders replicate, how free/busy folders work, and how offline address books work. This information includes detailed explanations of how these features work, and guidance for using them effectively.

Introduction to Working with the Exchange Server 2003 Store Guide

The Microsoft Exchange Server 2003 store is a storage platform that provides a single repository in which you can manage multiple types of unstructured information. A single Exchange topology may include store components (mailbox stores and public folder stores) that reside on multiple servers. 

Because of the inherent complexity and flexibility of the store components, the store can be one of the most difficult parts of Exchange Server 2003 to administer. Troubleshooting problems that involve the store can be a time-consuming and complex process. This guide provides in-depth information to make administration and troubleshooting tasks easier for you to perform.

Before you read this guide, you should review the Exchange Server 2003 Administration Guide, especially "Managing Mailbox Stores and Public Folder Stores." This topic provides a basic explanation of the Exchange store, and explains how to perform common administrative tasks.

This guide builds on the basic concepts presented in the Exchange Server 2003 Administration Guide. It examines several features of the store in depth, such as the way in which public folders replicate, how free/busy folders work, and how offline address books work. This information includes detailed explanations of how these features work, and guidance for using them effectively. It provides troubleshooting information about common store issues. This detailed information will also help you troubleshoot store problems that may be unique to your Exchange topology.

Understanding the Exchange Server 2003 Store provides a conceptual introduction to the Exchange store. It includes overviews of the components of the store, their functions, and how you can interact with them. Troubleshooting and Repairing Exchange Server 2003 Store Problems, provides solutions to the most common store problems. The remaining topics of the guide provide detailed information about specific store features such as public folders. You can use this information to investigate issues not covered in the troubleshooting topic, and to configure your topology in a way that avoids future problems.

This guide complements several other Exchange Server 2003 guides that provide information that affects the Exchange store. For more information, see the following guides:  


For detailed information about permissions in the Exchange store, see Working with Store Permissions in Microsoft Exchange 2000 and 2003.


For information about deploying Exchange Server 2003 on high-capacity storage hardware and in clustered configurations, see "Planning a Reliable Back-End Storage Solution" and "Planning for Exchange Clustering" in the Exchange Server 2003 High Availability Guide.


For information about recovery strategies for Exchange store data, see Exchange Server 2003 Disaster Recovery Planning Guide.


For detailed information about recovery procedures for Exchange store data, see the Exchange Server 2003 Disaster Recovery Operations Guide and Using Exchange Server 2003 Recovery Storage Groups.

What Can You Learn from These Topics?

This guide provides detailed answers to the following questions:  


How do internal components interact in the Exchange store, and what should you know about these components? (Understanding the Exchange Server 2003 Store)


What files does Exchange Server 2003 use to store data, and what do the different types of files do? (Understanding the Exchange Server 2003 Store)


What tools and processes can you use to troubleshoot and repair mailbox and public folder store problems? (Troubleshooting and Repairing Exchange Server 2003 Store Problems)


What do you need to know about public folder replication and the replication process? (Controlling Exchange Server 2003 Public Folder Replication)


What is full-text indexing, and how can you use full-text indexing effectively in your organization? (Using Exchange Server 2003 Full-Text Indexing)


How does Exchange Server 2003 generate offline address books, and how can you configure servers most efficiently to provide offline address book support to your users? (Configuring Exchange Server 2003 Offline Address Books)


What locale information does Exchange Server 2003 use when it generates offline address books? (Configuring Exchange Server 2003 Offline Address Books)


How do Exchange clients generate free/busy data? How does Exchange Server 2003 process and distribute the free/busy data, and how can you configure servers most efficiently to provide free/busy support to your users? (Managing Exchange Server 2003 Free/Busy Folders)


If you have multiple Exchange organizations, or an Exchange organization and a Lotus Notes organization, how does Exchange Server 2003 replicate free/busy data among them? (Managing Exchange Server 2003 Free/Busy Folders)


How does Exchange Server 2003 maintain free/busy data? (Managing Exchange Server 2003 Free/Busy Folders)


If users who have delegated access to their mailboxes receive error messages related to calendaring and free/busy data, how can you resolve the situation? (Managing Exchange Server 2003 Free/Busy Folders)


How does public folder replication in a mixed-mode Exchange topology differ from replication in a pure Exchange Server 2003 topology? (Public Folder Behavior in Mixed-Mode Topologies)


What function do connection agreements have in public folder replication in mixed mode? (Public Folder Behavior in Mixed-Mode Topologies)


How does public folder access control in Exchange Server 2003 differ from that in Microsoft Exchange Server version 5.5, and how does Exchange Server 2003 translate the access control information? (Public Folder Behavior in Mixed-Mode Topologies)


When a Microsoft Office Outlook 2003 user searches a mailbox or public folder, how does Exchange Server 2003 carry out the search? (Best Practices for Exchange Server 2003 Search Folders)


What protocols and APIs can you use to conduct searches on mailboxes and public folders? (Best Practices for Exchange Server 2003 Search Folders)


How can you structure search requests to minimize the server resources needed to complete the search? (Best Practices for Exchange Server 2003 Search Folders)


What techniques should you use when troubleshooting search problems? (Best Practices for Exchange Server 2003 Search Folders)


What types of access can users grant to their own mailboxes? (Understanding Exchange Server 2003 Mailbox Access Delegation)


What types of access can an administrator grant to one user on another user's mailbox? (Understanding Exchange Server 2003 Mailbox Access Delegation)


How can you grant one user the ability to send mail or schedule meetings on behalf of another user? (Understanding Exchange Server 2003 Mailbox Access Delegation)


How can you grant one user the ability to send mail while acting as another user? (Understanding Exchange Server 2003 Mailbox Access Delegation)

Who Should Read These Topics?

This guide is designed for information technology (IT) professionals who deploy, maintain, or troubleshoot Exchange Server 2003, especially the storage components of Exchange Server 2003. It is designed to produce maximum benefits for the following professionals:  


Systems architects
Those individuals responsible for planning and crafting overall business strategies and solutions.  


Enterprise Exchange administrators
Those individuals responsible for installation, maintenance, and administration of software in the enterprise.  


Messaging support personnel
Those individuals who specialize in troubleshooting the difficulties that end users have with their messaging environment.

Terminology

Before reading these topics, familiarize yourself with the following terms:  


Cached Exchange Mode
New feature introduced in Outlook 2003. In Cached Exchange Mode, Outlook 2003 can be connected to the server, and still use the offline address book files from the local hard disk.   


Crawl
Process of fully populating a full-text index. Because a crawl involves indexing an entire mailbox store or public folder store and may occur as a background process, it can take hours or even days to complete.  


General-purpose public folder trees
Also known as non-MAPI public folder trees. New public folder trees that you can create in Exchange Server 2003. Users can access folders in such trees using Microsoft Office Outlook Web Access for Exchange Server 2003.  


Mailbox delegate
A user who has been granted some level of access to another user's mailbox.  


MAPI public folder tree
Default public folder tree in Exchange Server 2003, named Public Folders. This public folder tree is compatible with the Exchange Server 5.5 public folder tree and is accessible by using Outlook or Outlook Web Access. Each organization has one Public Folders tree.  


Search folder
Special folder that Exchange Server 2003 uses to track the search results when you use Outlook or another client application to search for messages in a mailbox or public folder. A search folder is associated with the folder that contains the information that was searched.  


Site folder server
The first server that is installed in the administrative group. The default public folder store on this server holds several system folders that have only one replica per administrative group. These folders are referred to as site folders. Offline address book folders are a common type of site folder.  


Zombie user
Usually referred to as an unknown user. An unknown user is a user that is listed in a public folder access control list, but does not have an account in the Active Directory directory service. This situation may arise in a mixed-mode topology.

Understanding the Exchange Server 2003 Store

These topics provide an overview of the Microsoft Exchange Server 2003 store components, the logical structure of the store, and the underlying file structure. The contents of these topics provide background information for the rest of this guide. 

The Exchange store is a storage platform that provides a single repository for managing multiple types of unstructured information in one infrastructure. In many ways, the Exchange store that Exchange Server 2003 uses is the same as the Information Store that Microsoft Exchange Server version 5.5 uses. However, you have a greater range of configuration options with the Exchange store than with the Exchange Server 5.5 Information Store. Additionally, the Exchange store uses the Active Directory directory service to store user account information and configuration information. The Exchange Server 5.5 Information Store uses the Exchange Directory, a specialized service, to store such data.

These topics review how the store is organized, including both the logical structure you will typically interact with and the underlying data files. They review the permissions issues you need to know about when working with the store. This guide builds on the basic information presented in the Exchange Server 2003 Administration Guide.

Logical Components of the Exchange Store

The Exchange store has multiple interacting logical components. These components can reside on a single server, or they can be distributed across multiple servers. The following are the primary components of the Exchange store:

Storage group
A grouping of mailbox stores and public folder stores. Stores in a storage group share a single backup schedule and a single set of transaction logs. There can be up to four storage groups per server.

Mailbox store
A database for storing mailboxes in Exchange Server 2003. Mailbox stores hold data that is private to an individual and contain mailbox folders generated when a new mailbox is created for an individual. There can be up to five stores per storage group, and any number of the five stores may be mailbox stores.

Public folder tree
A group of public folders in a hierarchical structure (also known as a public folder hierarchy). One tree can have multiple public folder stores, if each public folder store is located on a separate server. These stores replicate tree information among themselves. Because several servers might hold information that belongs to a single tree, a tree belongs to an administrative group instead of to a specific server.

Each organization has one default tree named Public Folders (also known as the MAPI public folder tree) that is compatible with the Exchange Server 5.5 public folder tree and is accessible by using Microsoft Office Outlook 2003 or Microsoft Office Outlook Web Access for Exchange Server 2003. You can create new public folder trees (that are named general purpose public folder trees, also known as non-MAPI public folder trees) that users can access using Outlook Web Access. Figure 1.1 shows how Exchange Server 2003 supports multiple public folder trees on a single set of servers.

Public folder store
A database for storing public folders in Exchange Server 2003. Public folder stores hold data that is public to all users who have mailboxes and who have appropriate permissions. A public folder store must be associated with one public folder tree. There can be up to five stores per storage group, and any number of the five stores may be public folder stores. 

Each server has one default public folder store (named the Public Folder Store) that supports the Public Folders tree. The following figure shows a set of public folder servers that support two public folder trees. All three servers support the Public Folders tree. Two of the servers also support a general purpose (non-MAPI) public folder tree named Accounting. Each tree has only one public folder store per server. Servers that support multiple trees have one public folder store for each tree.

Multiple public folder trees, each spread across multiple servers
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Each mailbox store is associated with a default public folder store, either on the local server or another server. For each mailbox-enabled user that is supported by a particular mailbox store, the associated public folder store is the users home public folder store.

The following figure shows where these components reside in Exchange System Manager. Storage groups, mailbox stores, and public folder stores on a specific server reside under the node for the server. Public folders, displayed according to their public folder tree, reside under the Folders node.

Store information in Exchange System Manager, found under both the server's node and the Folders node
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Exchange Server 2003 tracks the attributes of its components across multiple servers by storing the attributes centrally in Active Directory. Active Directory contains objects for a number of Exchange Server 2003 components, including administrative groups, storage groups, and stores. The following figure shows the objects stored in Active Directory to represent a topology consisting of one administrative group and two servers running Exchange Server 2003.

Exchange stores most configuration data in Active Directory, using Active Directory objects to represent the corresponding Exchange components
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File Structure of the Exchange Store

You manage the Exchange store by working with its logical components. However, Exchange Server 2003 actually stores data in a specialized set of data files. Unless you are backing up or restoring data, you will rarely interact with the files directly.

Each storage group corresponds to an instance of the Extensible Storage Engine (ESE). The ESE is a method that defines a low API to the underlying database structures in Exchange Server 2003. On each Exchange server, Exchange Server 2003 creates a data directory for each storage group. Each data directory contains the database files for each of the stores in the storage group and the log files for the storage group. The following figure shows the file structure that corresponds to a specific logical structure as defined in Exchange System Manager.

Logical structure of the storage groups and stores on a single server and the resulting file structure
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The storage group files perform the following functions:  


Database files (.edb and .stm)

With Exchange Server 2003, each Exchange Server 2003 database is contained in two linked files—the .edb and the .stm. The .edb file contains folders, tables, and indexes for messaging data and MAPI messages and attachments. The .stm file contains native Internet content. When performing backup and restore procedures, you must always treat these two files as one file.   


Log files (.log and .chk)
Exchange Server 2003 writes each store transaction (such as creating or modifying a message) first to a log file for the appropriate storage group, and then to the store. This approach guarantees that all completed and in-progress transactions are logged, in case of a service interruption. The stores in a storage group share a single set of transaction logs.

Checkpoint files store information that indicates when a transaction is successfully saved to the database files on the hard disk. Exchange Server 2003 uses checkpoint files to allow an instance of ESE to automatically replay log files into an inconsistent database when recovering from a service interruption, starting with the next unwritten transaction. 

Controlling Administrative Access to the Exchange Store

To manage the Exchange store successfully, you must understand how permissions affect the Exchange store components. Improperly configured permissions are a frequent cause of store problems.
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Note: 

The information in this section also appears in the Exchange Server 2003 Administration Guide and is provided here for your convenience.

Use the information in the following table to identify the permissions that are involved in administering Exchange Server 2003. Use the information in the following figure to learn how the Exchange store objects inherit these permissions. This knowledge will help you recognize situations where you may require a different administrative role or different permissions.

The following table summarizes the permissions for the three Exchange Server 2003 administrative roles on the Exchange store objects.

Permissions for the Exchange Server 2003 administrative roles on mailbox stores, public folder stores, and public folder trees

	Role
	Allowed
	Denied

	Exchange Full Administrator
	Full control

Additional permissions in Active Directory to allow you to work with deleted items and offline address lists
	Receive As

Send As

	Exchange Administrator
	All except Change permissions

Additional permissions in Active Directory to allow you to work with offline address lists
	Receive As

Send As

	Exchange View Only Administrator
	Read

List object

List contents

View Information Store status
	None


The following figure summarizes how mailbox stores, public folder stores, and public folder trees inherit permissions. 

Direction of inheritance of permissions for Exchange Full Administrators, Exchange Administrators, or Exchange View Only Administrators
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As this figure shows, objects in the Exchange store inherit permissions from their administrative group. The following exceptions apply:  


Delegating Exchange administrative roles on an administrative group gives administrators in those roles limited permissions on mailboxes—enough to create or delete mailboxes, and set options such as storage limits. 


A public folder inherits some administrative permissions from the public folder tree where it resides. It does not inherit permissions from the public folder store. 


Administrative rights on a public folder include many folder-specific permissions that are not available on the public folder tree. For example, although an Exchange Administrator cannot modify the permissions on a public folder tree, the administrator can modify permissions on a public folder in that tree.
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Note: 

For an administrator to apply a system policy to a store, the administrator must have the appropriate permissions on both the System Policies container and on the target store. If you are using a distributed administration model with multiple administrative groups that have separate administrators, each administrator will only be able to interact with the stores in that administrator's own administrative group.
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Important: 

Public folder trees and their public folders can only be administered in the administrative group where they were created, although you can replicate folders in the tree to multiple administrative groups. If you are using a distributed administration model with multiple administrative groups that have separate administrators, each administrator can work with the public folder stores in that administrator's own administrative group, but the administrator may not have access to the public folders that those stores support.

For additional information about store permissions, see the Exchange Server 2003 Administration Guide. It includes specific information about the following topics:  


The types of permissions that control access to mailboxes and public folders, and when to use each type.


The minimum permissions required for mailbox stores and public folder stores.

For a more extensive explanation of store permissions, see Working with Store Permissions in Microsoft Exchange 2000 and 2003.

Exchange Store Management Tasks

The Exchange Server 2003 Administration Guide provides explanations and instructions for basic store management tasks, including the following:  


Configuring transaction logs and other storage group options.


Creating storage groups, stores, and public folder trees.


Moving database files.


Configuring mailbox and public folder stores.


Configuring system policies for mailbox and public folder stores.


Creating, deleting, and reconnecting mailboxes.


Configuring and mail-enabling public folders.


Configuring public folder referrals.

The explanations and instructions in this guide assume that you are familiar with how to perform these tasks. The information in this guide builds on the information presented in the Exchange Server 2003 Administration Guide. 

Because you can deploy multiple store components across multiple servers in various combinations, maintaining your Exchange Server 2003 topology can become a complex task. Use this guide to understand how the store components interact, to anticipate problems, and to resolve issues when they occur.

Troubleshooting and Repairing Exchange Server 2003 Store Problems

These topics provide information about problems you may encounter when using the Microsoft Exchange Server 2003 store. Problem areas include:  


Full-text indexing


Permissions in a mixed Exchange Server 2003 and Microsoft Exchange Server version 5.5 environment


Public folder replication


Other problems

Problems with Full-Text Indexing

This section discusses how to resolve problems that you may encounter with full-text indexing. It contains information about the following error messages and situations:  


Safe event viewer messages


Population process is slow


Population process is found in a paused state


Deleted message is still visible in search results


Wrong location is displayed after moving the index


Using gather log entries to identify problems


Language settings problems


Queries fail during server startup


Restoring missing performance counters


Avoiding disk bottlenecks


High paging

If you encounter problems with full-text indexing, Event Viewer and Performance Logs and Alerts are useful troubleshooting tools.

Safe Event Viewer Messages

Although Event Viewer is useful for troubleshooting full-text indexing problems, there are certain events (as described in the following sections) that do not necessarily indicate problems.

Event ID 7000: The Indexer Started Successfully

After you use Exchange System Manager to stop an index population, the Microsoft Search service (MSSearch) may incorrectly log several copies of the following event message in the Event Viewer application event log:

Event Type: Information
Event Source: Microsoft Search
Event Category: Indexer 
Event ID: 7000
Date: date
Time: time
User: N/A
Computer: server_name
Description:
The Indexer started successfully for project 
<ExchangeServer_SERVERNAME priv78F2DC76>
This message does not indicate a problem, and you can ignore it.

Event ID 10006: Catastrophic Failure (Cluster Environment)

When you shut down the Microsoft Search service in a clustered environment, you may see the following error message:

Event Type: Error
Event Source: Microsoft Search
Event Category: Gatherer 
Event ID: 10006
Date: 2/11/2000
Time: 9:44:25 AM
User: N/A
Computer: <servername>
Description:
An error occurred during the online operation for instance <your instance>: 8000ffff - Catastrophic failure 
This error is not a catastrophic failure. Wait for all services to shut down successfully, and then restart services, if necessary. To prevent this error, use Cluster Administrator to stop clustered resources instead of the Services application in Control Panel. When you stop the service using Services in Control Panel, the cluster resource manager assumes that the resource failed, and it either attempts to restart the service or fails over the group.

SMTP and System Attendant Logged as Errors

When the Microsoft Search service is running, you may receive error messages similar to the following in the gather logs:

2b3b1b8 1bed2fc 
file:\\.\BackOfficeStorage\server.microsoft.com\MBX\SMTP
(SERVER-{E2E63C70-4129-43F6-9363-6B501433C952}) 8000000c 0 80080005 
2cdeb96 1bed2fc 
file:\\.\BackOfficeStorage\server.extest.microsoft.com\MBX\System Attendant 8000000c 0 80080005 
You can ignore these error messages. For more information about the gather logs, see "Using Gather Log Entries to Identify Problems" later in this topic.

Population Process Is Slow

If the population process is slow, Internet news feeds may be the cause. Internet news feeds may contain uuencoded binaries, which are indexed at a much slower rate than normal messages. When you run a population on a public folder that contains Internet news feeds, population time lengthens significantly.

Messages with large attachments may also cause performance problems if you have not optimized the maximum download size. The recommended setting is 4,000 megabytes (MB). Changing this setting requires editing the registry.
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Caution: 

Incorrectly editing the registry can cause serious problems that may require you to reinstall your operating system. Problems resulting from editing the registry incorrectly may not be able to be resolved. Before editing the registry, back up any valuable data.

For detailed steps about how to change the maximum download size of attachments, see How to Change the Maximum Download Size of Attachments.

For more information about setting the download size, see "Optimizing Full-Text Indexing" in Using Exchange Server 2003 Full-Text Indexing.

Population Process Is Found in a Paused State

The Microsoft Search service pauses a population process if it cannot continue. To verify whether the Microsoft Search service, instead of an administrator, paused the population, check the event log. The Microsoft Search service logs an event when it must pause or stop the population. For example, the Microsoft Search service pauses a population if the disks are too full to add new information to the indexes or the log files. Generally, you can fix the problem (for example, by freeing space on a full drive), and resume the population. New documents added during the pause are not added to the index until the next population.

[image: image10.png]


Note: 

Lack of space on the disk is often the problem, even when it appears that there is ample free disk space. The Microsoft Search service uses disk space liberally to temporarily unpack large sections of the index to merge new results before recompressing.

Deleted Message Is Still Visible in Search Results

You can delete a message from a search results folder. The message is deleted, but the message remains visible in the search results window until you refresh the search.

Wrong Location Is Displayed After Moving the Index

If you use the Catutil tool (Catutil.exe) to move the index, the index location that Exchange System Manager displays is not updated. For details about using the Catutil tool to move the index, see Using Exchange Server 2003 Full-Text Indexing. The index is moved successfully and functions correctly, but Exchange System Manager displays the original location of the index incorrectly. This is a display error and does not affect the normal operation of full-text indexing. You cannot correct the display, but you can check the current location of the index at any time by checking the registry.

For detailed steps about how to check the current location of the index after using Catutil, see How to Check the Current Location of the Index.

Using Gather Log Entries to Identify Problems

Gather log files are generated during a population. These files contain log information for the Microsoft Search service. The files are located in the Program Files\Exchsrvr\ExchangeServer_<servername>\GatherLogs directory. The files have a .gthr extension.

If a particular document fails to be indexed for any reason, an entry is logged in the gather log file. Each entry lists the file name and the error number. To decode this error number, use the Gthrlog tool found in the Program Files\Common Files\System\MSSearch\Bin directory.

For detailed steps about how to use the Gthrlog tool to decode an error number from the gather log file, see How to Use the Gthrlog Tool to Decode an Error Number from the Gather Log File.

Language Settings Problems

The guidelines that govern full-text indexing in mixed-language scenarios are complex. The language settings of individual messages, attachments, the server, and the client computer affect indexing behaviors. The following table explains how various language settings affect indexing behaviors. You can use this information to help determine the cause of user-reported search problems. 

Effects of language settings on indexing behavior

	Language setting
	Indexing behavior

	Individual messages
	
If a message is a MAPI message, it has a Locale ID property, and full-text indexing uses this value to determine which word-breaker (identifies where individual words begin and end in a given text) to use. This property value comes from the Language setting in Microsoft Office System on the client computer. If full-text indexing cannot find a word-breaker to match the Locale ID property, it uses the Neutral <0> property. For more information about how full-text indexing uses word-breakers, see Using Exchange Server 2003 Full-Text Indexing.


If a message is created with Distributed Authoring and Versioning (DAV), it uses the Accept-Language header to determine the correct locale.


If a message has no locale identified, (which is often the case with messages from the Internet), the System Locale setting of the computer running Microsoft Exchange Server 2003 where full-text indexing is performed is used to determine the word-breaker.

	Attachments to messages
	If an attachment is a Microsoft Office document, full-text indexing uses the language setting that was used to generate the document.

	Server running Microsoft Windows 2000 Server
	If the message is non-MAPI (from the Internet), its Locale ID property is not set, and full-text indexing uses the System Locale setting of the server to determine which word-breaker to use.

	Client computer
	When a query is sent from Microsoft Office Outlook 2003, the Locale ID of the client computer is also sent. If the Locale ID of the message does not match the Locale ID of the query, the search results are unpredictable.
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Note: 

The language of the computer running Exchange Server2003 is irrelevant in this scenario. The client computer setting takes priority.


Full-Text Indexing Behavior in Mixed-Language Scenarios

The following scenarios describe query behavior of content indexing with various language settings.

All U.S. Language Settings

If you use U.S. language settings in Outlook, running on a client computer with U.S. language settings, to compose and submit a message to Exchange Server 2003 on a server running Windows 2000 Server with U.S. language settings, the following process occurs:  

1.
Full-text indexing indexes the message using the U.S. language setting word-breaker.

2.
Queries from the client computer with U.S. language settings are processed as expected.

Client Computer with Hebrew Language Settings, U.S. Language Settings in Office, and Hebrew Language Settings in Windows 2000 Server

In this example, the client computer is configured as follows:  


The client computer has Hebrew language settings.


Office has U.S. language settings.


Outlook has Hebrew language settings.

If you compose a message on the client computer described in this example and submit the message to Exchange Server 2003 with the System Locale setting set to U.S., the following process occurs:  

1.
Full-text indexing uses the U.S. word-breaker to index the message. The Locale ID property of the message defaults to U.S. because of the Office settings.

2.
Queries from the Hebrew client computer fail because the Hebrew document does not have the proper word-breaker applied.

Client Computer with Japanese Language Settings, Japanese Language Settings in Office, and U.S. Language Settings in Windows 2000 Server

In this example, the client computer is configured as follows:  


The client computer has Japanese language settings.


Office has Japanese language settings.


Outlook has Japanese language settings.

If you compose a message on the client computer described in this example and submit the message to Exchange Server 2003 with the System Locale setting set to U.S., the following process occurs:  

1.
Full-text indexing uses the Japanese word-breaker to index the message.

2.
Queries from the Japanese client computer succeed because the message was indexed and queried with the same Locale ID property.

Queries Fail During Server Startup

During initialization, in the first few minutes after starting a computer running Exchange Server 2003 with full-text indexing, users might receive their mail but not receive results from queries. This failure to receive query results occurs because the Microsoft Search service is loading the index, and Exchange Server 2003 is loading the property store. Queries do not return results until these processes are complete.

Restoring Missing Performance Counters

Event messages similar to the following indicate that the counters used by the Performance Logs and Alerts service and the Performance application (also called System Monitor) are missing. If you receive one of these messages, restore the counters by restarting the Microsoft Search service. For more information about these monitoring applications, see the Windows Resource Kit.

Performance monitoring for the Gatherer service cannot be initialized because the counters are not loaded or the shared memory object cannot be opened. This only affects availability of the performance counters. Rebooting the system may fix the problem.
Performance monitoring cannot be initialized for the Gatherer object because the counters are not loaded or the shared memory object cannot be opened. This only affects availability of the performance counters. Rebooting the system may fix the problem.
Performance monitoring for the Indexer object cannot be initialized because the counters are not loaded or the shared memory object cannot be opened. Stop and restart the Search service. If this error continues, reinstall the application.
Avoiding Disk Bottlenecks

To avoid disk read and write bottlenecks, use the following guidelines:  


Disk queue length should be monitored.


The queue length is expected to average less than the number of spindles in the redundant array of independent disks (RAID) array. If a storage area network (SAN) is being used, it is recommended that you monitor latency using the following performance counters: PhysicalDisk: Average Disk sec/Read and PhysicalDisk: Average Disk sec/Write.


The length should drop to zero occasionally.


The queue should be empty occasionally. Having something always in the queue indicates a problem.


The average time per disk write and per disk read should be close to the expected latency. The system should take roughly 10 milliseconds for a disk write or read. If the configuration has a hardware cache or a RAID controller, the time could be less.

High Paging

High memory-to-disk paging can indicate a memory bottleneck. Check your performance counters and monitor them for warning signs. In particular, check the Memory: Page writes/sec and Memory: Page reads/sec counters.

How to Change the Maximum Download Size of Attachments

Changing the maximum download size of attachments in Exchange Server 2003 can improve server performance in some cases, such as population of full-text indexes. To change the maximum download size of attachments, follow this procedure.

Before You Begin

This topic contains information about editing the registry.

Incorrectly editing the registry can cause serious problems that may require you to reinstall your operating system. Problems resulting from editing the registry incorrectly may not be able to be resolved. Before editing the registry, back up any valuable data.

Procedure
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To change the maximum download size of attachments

	1.
Start Registry Editor.

2.
In Registry Editor, set the following DWORD registry key to 4,000 MB: 

HKEY_LOCAL_MACHINE\Software\Microsoft\Search\1.0\Gathering Manager\MaxDownloadSize


How to Check the Current Location of the Index

In some circumstances, Exchange System Manager may not correctly display the correct location of the full-text index. Although you cannot correct the display, you can check the current location of the index at any time by following this procedure.

Before You Begin

This topic contains information about editing the registry.

Incorrectly editing the registry can cause serious problems that may require you to reinstall your operating system. Problems resulting from editing the registry incorrectly may not be able to be resolved. Before editing the registry, back up any valuable data.

Procedure
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To check the current location of the index 


In Registry Editor, view the following registry key:

HKEY_LOCAL_MACHINE\Software\Microsoft\Search\1.0\Indexer\<application name>\<index name>\ProjectPath


How to Use the Gthrlog Tool to Decode an Error Number from the Gather Log File

If a particular document fails to be indexed for any reason, an entry is logged in the gather log file. Each entry lists the file name and the error number. To decode this error number, use the Gthrlog tool found in the Program Files\Common Files\System\MSSearch\Bin directory. 

Procedure
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To use the Gthrlog tool to decode an error number from the gather log file


 From the command prompt, type the following command, where <filename> is the name of the .gthr file:  

cscript gthrlog.vbs <filename>
Results from the tool are displayed at the command prompt.


Problems with Permissions in a Mixed Exchange Server 2003 and Exchange Server 5.5 Environment

A user's inability to see public folders in Outlook is often the first sign of a permissions problem. This section describes ways that you can determine whether the problem is caused by permissions replication, and how you can track the source of the problem.

Determine What Is Preventing a User from Seeing the Public Folder in Outlook

Determine which of the following situations is preventing a user from seeing the public folder in Outlook:   


The public folder was not replicated to the server.


The public folder permissions were not converted successfully.

The best way to determine the cause of the problem is to view the folder tree in Exchange System Manager. If the public folder appears in the tree when Exchange System Manager is connected to a particular public folder store, but a user with a mailbox on the same server as the public folder store cannot see the public folder, the problem has to do with permissions, not replication. However, if the public folder does not exist in the tree, you may have a replication problem.

View Access Control Lists in Exchange System Manager

In mixed-mode environments where permissions in access control lists (ACLs) were not successfully converted to ptagNTSD data, users may not be able to access the folder, even though the permissions appear to be correct in Exchange System Manager. For more information about the conversion process and the properties involved, see "Working with Permissions for Public Folders and Mailboxes" in the Exchange Server 2003 Administration Guide.

When you use Exchange System Manager to view the permissions for a public folder in the default Public Folders tree (also called the MAPI tree), Exchange System Manager displays the permissions that are contained in the ptagACLData property (if one exists) rather than recalculating the permissions from the ptagNTSD property. Exchange System Manager displays permissions from the replicated in property (which Exchange normally discards) rather than the permissions that are calculated from the ptagNTSD property, which actually control access to the folder. Use the following procedure to view the ptagNTSD permissions.

For detailed steps about how to view the ptagNTSD permissions on a folder in Exchange System Manager, see How to View the ptagNTSD Permissions on a Folder in Exchange System Manager.

Monitor Permissions Events in Event Viewer

You can use diagnostic logging to record permissions events to the application event log in Event Viewer. By default, the public folder logging level is set to None, which logs only critical errors.

You can use the Diagnostics Logging tab in the Properties of a server running Exchange Server 2003 to increase the logging level on a public folder. This increased logging level allows you to obtain more detailed permissions information.

To view the attempts of individual users to access folders and show the permissions that are granted to users when they try to access folders, set the Logons and Access Control diagnostics to maximum.

For detailed steps about how to set the Logons and Access Control diagnostics to maximum, see How to Set the Logons and Access Control Diagnostics to Maximum.

Event ID 9548: Disabled user does not have a master account SID

When users other than folder owners are not able to access a folder, look for events 9548 and 9551 in the application event log. (Event 9551 is discussed in the following section.)

Event ID: 9548
Date: 2/11/2000
Time: 9:44:25 AM
User: <user>
Computer: <servername>
Description:
Disabled user <user> does not have a master account SID. Please use Active Directory MMC to set an active account as this user's master account.
If you view the client permissions for the folder using Exchange System Manager, initially they look correct. However, viewing the permissions using the Advanced dialog box (these are the raw permissions that are stored in the ptagNTSD property) reveals that only the owner has been converted successfully from the Microsoft Exchange Server 5.5 version of the permissions to the Exchange Server 2003 version.

There are two potential causes for this problem:  


The Active Directory directory service does not have a trust set up to the Microsoft Windows NT Server 4.0 domain that holds the user's account.


The user has been disabled manually and does not have an external account.

You should be able to fix the problem using the following approaches:  


Remove the disabled accounts from the ACL.


Give the disabled accounts associated external accounts.


Create a trust between the Windows NT Server 4.0 (or external Windows) domain and Active Directory. This trust gives the disabled accounts associated external accounts. It also gives master account security identifiers (SIDs).

Event ID 9551: An error occurred while upgrading the ACL on folder located on database

When users other than folder owners are not able to access a folder, look for events 9548 and 9551 in the application event log. (Event 9548 is discussed in the previous section.) When event 9551 occurs, it is logged each time a user attempts to access the folder:

Event ID: 9551
Date: 2/11/2000
Time: 9:44:25 AM
User: <user>
Computer: <servername>
Description:
An error occurred while upgrading the ACL on folder <folder> located on database <database>.
The Information Store was unable to convert the security for <user> into a Microsoft Windows 2000 Security Identifier.
It is possible that this is caused by latency in the Active Directory Service, if so, wait until the user record is replicated to the Active Directory and attempt to access the folder (it will be upgraded in place). If the specified object does NOT get replicated to the Active Directory, use the Microsoft Exchange System Manager or the Exchange Client to update the ACL on the folder manually.
The access rights in the ACE for this DN were 0x41b.
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Note: 

If the folder has been replicated from a server running Exchange Server 5.5 to the Exchange Server 2003 server, the ACL shows the name in uppercase letters because distinguished names are always uppercase. However, remember that to view permissions, Exchange System Manager connects to a store that holds an actual content replica of the folder. If Exchange System Manager connects to an Exchange Server 5.5 server, the ACL appears to be correct. Do not be misled by the appearance of the ACL. If the store is logging 9551 events, the cause of these events must be fixed before Exchange Server 2003 users can access the folder.

There are three potential causes for upgrade problems:  


No user connection agreement is in place to replicate the Exchange Server 5.5 mailboxes into Active Directory.


The user has been deleted from Active Directory.


There is replication latency.

When Exchange Server 2003 receives the replication message, Exchange Server 2003 will attempt to upgrade the data stored in ptagACLData to Windows NT Server 4.0 SIDs. If the upgrade process fails, only owners are stored in ptagNTSD. No one else will be able to access the folder.

You should be able to fix the problem using the following approaches:  


Remove the bad entry.


Replicate the missing user to Active Directory.

Event IDs 9552 or 9556: Cannot Convert Distribution List to Security Group

When users that belong to a specific distribution list or group cannot access a folder, look for events 9552 or 9556 in the application event log. Following are the event descriptions for Events 9552 and 9556:

9552
While processing public folder replication, moving user, or copying folders on database <database>, DL <distribution list> could not be converted to a security group.
Please grant or deny permissions to this DL on Folder <folder> again. This most likely is because your system is in a mixed domain.
9556
Unable to set permission for DL <distribution list> because it could not be converted to a security group. This most likely is because your system is in a mixed domain.
In addition, Outlook users that attempt to set permissions involving users that do not have access may see the following error:

The modified permissions could not be saved. The client operation failed.
Administrators using Exchange System Manager who attempt to set permissions involving users that do not have access may see the following error:

The operation failed. ID no 8004005 Exchange System Manager.
The most likely cause for these errors is that the Exchange Server 5.5 distribution list to which the users belong was replicated into an Active Directory mixed-mode domain rather than into an Active Directory native-mode domain. As a result, the universal distribution group that corresponds to the distribution list was created in an Active Directory mixed-mode domain. The domain into which groups are replicated is configured in the user connection agreement that governs the migration of Exchange Server 5.5 distribution lists to Active Directory.

To be used in setting permissions, the universal distribution group must be converted to a universal security group. This conversion can only take place if the universal distribution group has been created in a native-mode domain. For more information about this conversion process, see "Working with Permissions for Public Folders and Mailboxes" in Exchange Server 2003 Administration Guide.

To fix the conversion problem, do the following:  

1.
Create a native-mode domain in Active Directory.

2.
Configure the user connection agreement to use the new domain for groups that it migrates from Exchange Server 5.5.

How to View the ptagNTSD Permissions on a Folder in Exchange System Manager

In mixed-mode environments where permissions in access control lists (ACLs) were not successfully converted to ptagNTSD data, users may not be able to access the folder, even though the permissions appear to be correct in Exchange System Manager. To view the ptagNTSD permissions on a folder in Exchange System Manager, perform the following procedure.

Procedure

[image: image16.png]


To view the ptagNTSD permissions on a folder in Exchange System Manager

	1.
In Exchange System Manager, in the console tree, right-click the public folder for which you want to view the properties, and then click Properties.

2.
Click the Permissions tab in the public folder's properties.

3.
To display the ptagNTSD ACL data, which controls access to the folder, hold down the CTRL key and click Client Permissions, and then click Advanced. 
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Important: 

Do not set permissions in Exchange System Manager while viewing the ptagNTSD permissions. If you change permissions while they are displayed in this format, you will no longer be able to set permissions using MAPI tools.
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Note: 

When you use Exchange System Manager to view permissions for general purpose (non-MAPI) public folders, Exchange System Manager always displays the ptagNTSD permissions. 


How to Set the Logons and Access Control Diagnostics to Maximum

To view the attempts of individual users to access folders and show the permissions that are granted to users when they try to access folders, perform the following procedure.

Procedure
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To set the Logons and Access Control diagnostics to maximum

	1.
In Exchange System Manager, double-click Servers, right-click a server, and then click Properties.

2.
Click the Diagnostics Logging tab.

3.
Under Services, double-click MSExchangeIS, and then click Public Folder.

4.
Under Categories, click Logons. Under Logging Level, click Maximum.

5.
Under Categories, click Access Control. Under Logging Level, click Maximum.


For More Information

For more information about diagnostics logging, see "Use Diagnostic Logging and Event Viewer" in Exchange Server 2003 Help.

Problems with Public Folder Replication

If there is a problem with folder replication (especially replication of the hierarchy), use Exchange System Manager to check whether folders have replicated. Do not rely on the view provided by Outlook to determine whether folders have replicated. The problem might relate to permissions, not replication.

To help identify replication issues, configure diagnostic logging.

For detailed steps about how to identify public folder replication issues with diagnostics logging, see How to Identify Public Folder Replication Issues with Diagnostics Logging.

If replication messages are not being sent or received, check that normal e-mail routing between the servers works.

For more information about troubleshooting public folder replication issues, see Microsoft Knowledge Base article 842273, "How to troubleshoot public folder replication problems in Exchange 2000 Server and in Exchange Server 2003." 

Replication Messages Not Being Received

This problem could have one of the following causes, each of which has its own solutions:  


Public folder stores do not have e-mail addresses: 


Check that the Recipient Update Service has stamped the mail attributes onto the public folder store's directory objects correctly.


In mixed Exchange Server 2003 and Exchange Server 5.5 organizations, check that Exchange Server 5.5 can access the directory entries for the Exchange Server 2003 public folder stores, and that Exchange Server 2003 can access the directory entries for the Exchange Server 5.5 public folder stores.


There is no route for mail to follow: 


Check that normal mail traffic can flow between the servers.


If the replication message goes over an Exchange Server 5.5 Internet Mail Connector (IMC), check that the ResolveP2 registry key is set to 1. This registry key is located at: 

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSExchangeTransport\Parameters\<VSID>
Check also that the Exchange Server 5.5 Public Information Store object exists in the Active Directory Configuration container and has a valid X.400 proxy address. (You can use ADSI Edit or the LDP utility to check attribute values.) 


Transport links are restricted to disallow system messages: 


Check that there is a route for system messages between the servers. Winroute.exe indicates whether there are restrictions on the links.

Backfill Takes a Long Time

The backfill can take a long time when a new server is installed and the initial status request gets lost or goes to a server that also has no knowledge of the hierarchy. To remedy this, make a change to the hierarchy on another server and check that it replicates through correctly. The server should backfill within 24 to 48 hours.

Server Does Not Appear to Backfill

If a server does not appear to be backfilling, check whether new folders that have been added to other servers replicate as part of hierarchy replication to the backfilling public folder store. If they do replicate correctly to the backfilling public folder store, the server determines that it is not synchronized and writes an entry into the backfill array. Backfilling could take two or three days to complete.

How to Identify Public Folder Replication Issues with Diagnostics Logging

If there is a problem with folder replication, you can configure diagnostics logging to provide additional details about the replication process. To configure diagnostics logging, perform the following procedure.

Procedure
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How to Identify Public Folder Replication Issues with Diagnostics Logging

	
To help identify replication issues, set diagnostic logging to Maximum for the MSExchangeIS: Public Folder categories Replication Incoming, Replication Outgoing, and Non-delivery Reports.


Other Problems

This section contains information about how to resolve problems that do not fit into the other categories in this section. These issues include the following:  


Unable to access permissions on a public folder (Invalid Windows Handle Error)


One or more users could not be added to the folder access list


Mail messages to public folder were not delivered


Outlook Web Access cannot view a public folder after the tree has been renamed


Message "Operation Failed" when attempting to access a tree using Exchange System Manager


Exchange Server 5.5 servers see multiple public folder stores on an Exchange Server 2003 server


In a mixed Exchange Server 2003 and Exchange Server 5.5 environment, users cannot access a public folder using Outlook Web Access


Attachment exceeds storage limit on public folder

Unable to Access Permissions on a Public Folder (Invalid Windows Handle Error)

The most frequent cause of the Invalid Windows Handle Error in Microsoft Exchange 2000 Server is an administrator's use of the M:\ drive (the Exchange Installable File System) to modify permissions on a public folder. Servers running clean installations of Exchange Server 2003 do not have an M:\ drive, although it may still be accessible on upgraded servers that previously ran Exchange 2000 Server.

This error can also arise if you use the wrong dialog box in Exchange System Manager to modify client permissions on a public folder, although this is unlikely to occur. For more information about the correct way to modify permissions on a public folder, see "Special Considerations for Working with Client Permissions" in the Exchange Server 2003 Administration Guide.

The underlying cause of this error is that, if you use the Windows user interface to modify client permissions for a public folder, the permissions are stored in such a way that Exchange Server 2003 is no longer able to convert the permissions to their MAPI form. If this happens, you will no longer be able to use the dialog boxes in Outlook or Exchange System Manager to edit the permissions.

[image: image21.png]


Important: 

After you use this procedure, the affected public folders will have permissions for only the folder owner (an administrative account), Default users, and Anonymous users.

For detailed steps about how to reset permissions on public folders, see How to Reset Permissions on Public Folders.

One or More Users Could Not Be Added to the Folder Access List

Either Outlook users or administrators using Exchange System Manager could see this message when trying to grant users permissions to a folder in the Public Folders tree. When this error occurs, Default and Anonymous permissions on the affected folder do not work. Only users that were previously granted permissions to the folder are able to access it. However, if you try to use the Properties button to view the properties of one or more of those users in the folder's Client Permissions dialog box, you will get a MAPI error message. The affected users are the root of the permissions problem.

This permissions problem occurs when a user who does not have an Exchange mailbox creates or administers a folder in such a way that the user is granted explicit permissions to the folder. (This can happen using Exchange System Manager or the Exchange Installable File System.) The most likely cause is that someone used an account that has permissions to administer folders (for example, an account that belongs to the Enterprise Admins group), but no mailbox was ever created for that account.

To fix this problem, in the folder's Client Permissions dialog box, identify the user whose properties you cannot access. Remove the user from the folder's access control list, or go to the Active Directory Users and Computers snap-in and create a mailbox for that user.

Mail Messages to Public Folder Were Not Delivered

If you have a mixed-mode Exchange organization, check that the public folder connection agreement has replicated the folder's directory objects correctly. Remember that you cannot send general purpose hierarchy folders from Exchange Server 2003 if the e-mail message travels by way of an Exchange Server 5.5 server.

In any Exchange organization, an e-mail message to a folder first needs to go to a public folder store that supports the correct public folder tree to find the replica list for the destination folder. It may be that the public folder store that was chosen has not received the updated replica list of the destination folder yet.

Outlook Web Access Cannot View a Public Folder After the Tree Has Been Renamed

When you rename a public folder tree, you have to update all of the virtual directories that point to that tree. The changes will not finish propagating from Exchange Server 2003 to Internet Information Services (IIS) until after the public folder store has been remounted.

For detailed steps about how to update virtual directories and propagate changes after you rename a public folder tree, see How to Update Virtual Directories and Propagate Changes After You Rename a Public Folder Tree.

Message "Operation Failed" When Attempting to Access a Tree Using Exchange System Manager

To access the public folder trees, Exchange System Manager uses an OLEDB service that depends on the World Wide Web Publishing Service (W3SVC). If you have problems accessing a tree using Exchange System Manager, check the following:  


Check that World Wide Web Publishing Service is running on the Exchange Server 2003 server.


Check that the Microsoft Internet Explorer settings do not have a non-existent proxy server configured.

Exchange Server 5.5 Servers See Multiple Public Folder Stores on an Exchange Server 2003 Server

This problem can occur if a new configuration connection agreement (Config CA) replaces an existing Config CA. This replacement can occur, for instance, if servers running Site Replication Service (SRS) are removed from the organization incorrectly.

The problem starts when the new Config CA replicates the Active Directory object for a default public folder store from an Exchange Server 2003 server in an Exchange Server 2003 administration group to the Exchange Server 5.5 directory of an Exchange Server 5.5 server. The new Config CA does not see that the Exchange Server 2003 default public folder store's object already exists in the Exchange Server 5.5 directory because the object has the old Config CA's replication signature.

As a result of the replication cycle, a second default public folder store appears in the Exchange Server 5.5 directory for the Exchange Server 2003 server. Because the server's container already has an object called Microsoft Public MDB, the new object is named Microsoft Public MDB – 1. However, this name is too long for a public folder store object in Exchange Server 5.5, and, as a result, the replication engines on Exchange Server 5.5 servers will fail to start throughout the organization.

The following errors will be logged:

Error 0x3f0 occured while performing a site folder teardown check
Event 3079 MSExchangeIS Public
Unexpected replication thread error 0x3f0
EcGetReplMsg
EcReplStartup
FreplAgent
The site folder teardown check referred to in the error message is performed each time an Exchange Server 5.5 server starts, to determine whether any sites have been removed, in which case the list of site folders (such as SCHEDULE + FREE BUSY) needs to be cleaned up. You can do this clean-up by comparing details about all of the site folders with details about all of the public folder stores in the organization.

Because the string Microsoft Public MDB – 1 is too long, the replication thread fails with an Out Of Memory error (0x3f0) when it tries to get site details of the store with that name. This failure in turn causes the replication engine to fail to start. The only way to fix this problem is to remove both the incorrect directory object and the original correct directory object for the Exchange Server 2003 public folder store from the Exchange Server 5.5 directory, and replicate the directory entry again.

Before you remove the Exchange Server 2003 default public folder store objects from the Exchange Server 5.5 directory and allow the correct object to replicate back, contact Microsoft Product Support Services to ensure that you do it correctly.

In a Mixed Exchange Server 2003 and Exchange Server 5.5 Environment, Users Cannot Access a Public Folder Using Outlook Web Access

Microsoft Outlook Web Access users cannot access folders that exist only on Exchange Server 5.5 servers. Check your public folder connection agreements to make sure that the folders are being replicated to at least one Exchange Server 2003 server.

Attachment Exceeds Storage Limit on Public Folder

After you install Exchange Server 2003 (or Exchange 2000 Server Service Pack 1 (SP1) or later), when you use Microsoft Office Outlook Web Access to post a new item with an attachment that is larger than 1 megabyte (MB) to a public folder, you receive the following error message: 

This item exceeds the maximum size defined for this folder and cannot be saved. Contact your administrator to have the folder limits increased.
Attachments that are smaller than 1 MB are not affected. This issue occurs even if no limits are set on the public folder store, and it only affects Outlook Web Access users. Outlook users are not affected.

This issue occurs because a system folder called OWAScratchPad{GUID} is created when a user adds an attachment to a public folder post. This system folder has a limit of 1,024 kilobytes (KB).

To work around this issue, use Exchange System Manager to either increase or remove the limit on the OWAScratchPad{GUID} folder.

On every Exchange 2003 server installation that does not have message size limits set, the maximum item size for public folder messages is set to 10240 kilobytes (KB). This setting also affects new public folder stores created using Exchange System Manager. For detailed steps about changing or removing the size limit for attachments in public folders see How to Change or Remove the Size Limit for Attachments in Public Folders.

How to Reset Permissions on Public Folders

If the Windows user interface has been used to modify client permissions for a public folder through the M:\ drive, Exchange Server 2003 may no longer be able to convert them to MAPI form. To reset permissions on public folders and enable Outlook and Exchange System Manager to edit permissions, perform the following procedure.

Before You Begin

Be aware that after you use this procedure, the affected public folders will have permissions for only the folder owner (an administrative account), Default users, and Anonymous users.

Procedure
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To reset permissions on public folders

	1.
In Exchange System Manager, under the Public Folders node, create a new top-level folder.

2.
Move the affected folder and subfolders (those with the wrong permissions settings) into this new folder.

3.
Set the permissions on the new top-level folder so that an account with administrator permissions in Active Directory is the owner.

4.
Right-click the new top-level folder, point to All Tasks, click Propagate Settings, and then select the Administrative Rights and Folder Rights check boxes.

5.
After you click OK, the changes to the permissions are applied to all subfolders of the new top-level folder.

6.
Move the affected folder and subfolders back to their original locations in the Public Folders tree.

7.
Verify that, in Exchange System Manager, you can now modify the permissions.


How to Update Virtual Directories and Propagate Changes After You Rename a Public Folder Tree

When you rename a public folder tree, the virtual directories that point to that tree are not automatically updated. To update virtual directories and propagate changes after you rename a public folder tree, perform the following procedure.

Procedure
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To update virtual directories and propagate changes after you rename a public folder tree

	1.
 Update the virtual directories on the servers that hold public folder stores for this tree, so that they point to the new tree.

2.
To propagate the change through Exchange Server 2003 and IIS, remount all of the public folder stores that support the tree.


How to Change or Remove the Size Limit for Attachments in Public Folders

After you install Exchange Server 2003 (or Exchange 2000 Server Service Pack 1 or later), when you post a new item with an attachment that is larger than 1 megabyte (MB) to a public folder, you receive the following error message: 

This item exceeds the maximum size defined for this folder and cannot be saved. Contact your administrator to have the folder limits increased.
Follow this procedure to resolve this issue.

Procedure
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To change or remove the size limit for attachments in public folders

	1.
In Exchange System Manager, right-click Public Folders, and then click View System Folders.

2.
Expand Public Folders and then right-click the OWAScratchPad folder. Click Properties, and then click Limits.

3.
Under Storage Limits, the Maximum item size (KB) is set to 1,024, or 1 MB, by default. To change the limit: 


Under Storage Limits, change the limit in the Maximum item size (KB) box. 

—or— 


Click Use public store defaults. When this check box is selected, the limit settings are controlled by the Maximum items size (KB) setting and the Prohibit post at (KB) setting on the Limits tab of the public folder store Properties dialog box. However, if the store is configured by a system policy, the settings are located on the Limits tab of the policy's Properties dialog box.


Controlling Exchange Server 2003 Public Folder Replication

These topics present an overview of how Microsoft Exchange Server 2003 public folder replication works, how you can configure replicas, and how you can tune the replication process. Understanding the basic replication processes will help you to troubleshoot replication issues that are specific to your Exchange Server 2003 topology. (For information about common problems that might arise during public folder replication, see Troubleshooting and Repairing Exchange Server 2003 Store Problems.)

These topics also provide recommendations for configuring public folder replication when you have a mixed-mode topology (a topology that includes servers running Microsoft Exchange Server version 5.5), and describes how to use the Inter-Organization Replication tool (Exscfg.exe; Exssrv.exe) to replicate information between two Exchange organizations.

How Replication Works

When multiple public folder stores—each located on a separate server—support a single public folder tree, Exchange Server 2003 uses public folder replication to keep the stores synchronized.

Public folder content exists only in stores that are configured to have a replica of a specific folder. Content and hierarchy information are replicated separately. Each store keeps a copy of the hierarchy, which includes lists of which other stores hold content replicas of each folder. Content replicas exist only on the stores that you specify.

Each public folder store maintains a Replication State Table to track the status of each replica in the store. The Replication State Table stores the following information:  


Basic information that is required to construct updates to each replica.


Information about the last update to each replica that originated in the local store, including the change number of the update.


Groups of updates that have been applied to all other known replicas of the folder. Change numbers identify the updates in each group. The set of change numbers of all of the updates in a group is called a CNSet. Update information is passed from one store to another as part of the replication process.

The following tables provide a simplified example of how Replication State Tables work. In this example, public folder stores on Server A and Server B both have replicas of a folder called Projects. On each server, the Replication State Table tracks not only the status of the replica on that server, but also the status of the replica on the other server. Using this information, Server A can determine whether its replica of Projects is synchronized with the replica of Projects on Server B. Server B can likewise track its status relative to Server A.

Sample data from the Replication State Table for Server A

	Replica
	Data

	Projects on Server A

(local replica)
	Last update sent: A-100

	Projects on Server B
	A-100 received

B-50 received


Sample data from the Replication State Table for Server B

	Replica
	Data

	Projects on Server A
	A-100 received

B-50 received

	Projects on Server B

(local replica)
	Last update sent: B-50


By combining the lists of stores that hold content replicas and the information in the Replication State Table, each public folder store can determine how up-to-date it is compared to the other stores that support the public folder tree. For information about how public folder stores use this information, see Backfill Requests and Backfill Messages.

When a folder or its contents are modified, the store that hosts the replica that was changed sends an e-mail message of the change to the other stores in the form of a replication message. Exchange Server 2003 routes the replication message the same way that it routes other e-mail messages. For replication to work properly:  


The Recipient Update Service must be able to stamp e-mail attributes on the store objects in the Active Directory directory service (such as mail and proxyAddresses). Usually, Exchange Server 2003 automatically creates the recipient policies that the Recipient Update Service follows to update the store objects.


Exchange Server 2003 must be able to route e-mail messages between the replicating servers. Replication messages can be routed through different types of e-mail links (such as routing group connectors and X.400 connectors).
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Note: 

The replication process uses the Active Directory attributes of the public folder stores, not of individual public folders. The Active Directory entries for individual public folders are only used to send regular e-mail messages to or from the folders. The following figure shows a public folder store object in Active Directory. A public folder store object is configured and maintained automatically, and resides in the Configuration container in Active Directory.

Public folder store objects in Active Directory
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Replication messages differ from other e-mail messages in that Exchange Server 2003 treats replication messages as system messages. This means that replication messages are not bound by the normal restrictions that are applied to user e-mail messages, such as size and delivery restrictions. In the Exchange Server 5.5 directory, replication messages were also system messages. 

The following table lists the different types of replication messages that Exchange Server 2003 uses.

Types of public folder replication messages and when they are used

	Message type*
	When used

	Hierarchy (0x2)
	Replicates hierarchy changes from the local public folder store to all other public folder stores that support the same hierarchy. Although Exchange Server 2003 handles hierarchy changes separately from changes to content replicas, it otherwise treats the hierarchy as if it was another folder. In some event messages and other operations, Exchange Server 2003 refers to the hierarchy as Folder 1-1.

	Content (0x4)
	Replicates content changes from one replica to all other content replicas of that folder. A content message only contains information that applies to a single folder.

	Backfill request (0x8)
	Requests missing data (in CNSets) from another store (both hierarchy and content change numbers).

	Backfill response (0x80000002 or 0x80000004)
	Sends missing data (in CNSets) to a store that requested missed updates.

	Status (0x10)
	Sends the current CNSets of a folder to one or more replicas of that folder (both hierarchy and content change numbers).

	Status request (0x20)
	Requests CNSets to be replicated, or status messages to be returned (both hierarchy and content change numbers).


*   The value in parentheses is the hexadecimal notation of the message type, which is used in events and logs. Use the hexadecimal value when you are troubleshooting replication issues. For more information about troubleshooting replication issues, see Troubleshooting and Repairing Exchange Server 2003 Store Problems.

Basic Hierarchy and Content Replication Process

When a user modifies a public folder, the following process occurs on the server that holds the replica of the folder to which the user is connected:  

1.
The public folder store records the change.

2.
At the next scheduled replication cycle (which is determined by the replication interval set for the public folder store), the public folder store checks the folder properties to determine which other servers hold a replica of that folder. If other replicas exist, the store determines what information needs to be replicated to them. This information becomes the update to the replicas. 

Public folder replication is object-based. If one property of an object is modified, the entire object must be replicated. The store that is replicating the change cannot assume that all of the receiving replicas are up-to-date, so it must send the whole object. The implications for the different types of replication are as follows:  


Hierarchy replication   If a new folder is created or if a folder property (such as its display name) is changed, the update includes all of the folder's properties.


Content replication   If a new message is posted or an existing message is modified, the update includes the entire message and its properties.

3.
The public folder store assigns a change number to the update. 

When a folder replicates an update to another server, the change number is included with the update. The receiving server then uses the change number to determine whether the update represents a new change, and whether the server is missing any data.   

Change numbers are similar to the Update Sequence Numbers (USNs) used in Active Directory replication. However, in most other aspects, public folder replication is different from Active Directory replication. 

4.
The public folder store packs updates into a replication message. The change numbers of all of the updates in the message are referred to as a CNSet.  

Along with the updates, the public folder store packs information from the folder's entries in the Replication State Table, including the CNSets that were applied to the replica previously. This means that the replication message includes the status of the sending folder.  

To reduce mail traffic, the public folder store packs multiple hierarchy updates into a single replication message. Likewise, the store packs multiple content updates for the same folder into a single replication message. However, the store cannot pack hierarchy updates into the same replication message as content updates, and each content replication message holds updates for a single folder. 

5.
The public folder store addresses the replication message to the other public folder stores that host replicas of the updated folder. The store sends the message, along with any other messages that have been packed since the previous replication cycle. 

The public folder store relies on the internal routing components in Exchange Server 2003 to deliver replication messages. The store makes no attempt to split replication messages based on topology details. If the contents of a folder are modified and the folder has five other replicas, the store generates a single replication message and addresses it to all five stores that host those replicas. It is up to the routing components to determine how to route and deliver the message. 

When a public folder store receives a replication message, the following process occurs:  

1.
The public folder store unpacks the updates and status information from the replication message.

2.
The store compares the change numbers of the new updates to the list of change numbers that it already has, and identifies which updates it has not received previously.

3.
The store applies the new updates to the appropriate folder replicas.

4.
For each updated replica, the store updates the Replication State Table with the change numbers of the current updates and the folder status information from the replication message. 

If the information in the Replication State Table indicates that other CNSets have been applied to other replicas of the folder but not to this store's replica, the store records which CNSets are missing in a location called the backfill array and prepares to send a backfill request. (For details, see Backfill Requests and Backfill Messages.) 
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Caution: 

If you make changes to the public folder hierarchy that affect several folders at once, the replication process may require considerable network bandwidth. For example, in order to move public folders from one server to another, you need to create new replicas on the new server, wait for the hierarchy changes to replicate to the original server, and wait for content to replicate to the new replicas. After the replicas have synchronized, you need to remove the replicas from the old server. Even this operation generates network traffic, because the fact that the replicas have been deleted must replicate as a hierarchy change. To gain a better understanding of how such changes will affect your system, see "Status Requests and Status Messages" later in this topic and Backfill Requests and Backfill Messages.

Status Requests and Status Messages

In addition to the status information in each replication message, Exchange Server 2003 uses status requests and status messages to determine whether public folders need to issue backfill requests. 

A public folder store sends a status request under the following circumstances:  


The store is notified of a change to the list of stores that hold replicas of a folder. For example, you used Exchange System Manager to add a store to the list or remove a store from the list. Exchange Server 2003 replicates this change using hierarchy update messages. In this case, the store sends a status request that requires every store that holds a replica of the folder to respond. 


A new store has started for the first time. In this case, the store requests the status of the public folder hierarchy (which for status purposes is treated as a special folder called Folder 1-1). The store sends a status request that requires every store that supports the public folder tree to respond.


A store that has been restored using Microsoft Windows Backup starts for the first time after the restore completes. In this case, the store requests the status of the public folder hierarchy and all of the folders for which the store holds content replicas. This status request lists two or three stores as required responders. Required responders are stores that support this hierarchy and according to an internal selection process, are dependable sources of folder content.


A store has been restarted with the Replication Flags registry key set. For more information about using this registry key, see Microsoft Knowledge Base article 813629, "Update to Send Status Request Messages in Microsoft Exchange 2000 Server." In this case, the store requests the status of the public folder hierarchy and any content replicas that appear to be missing updates. This request lists two or three stores as required responders.


A store has been restarted with the Enable Replication Messages On Startup registry key set. For more information about using this registry key, see Microsoft Knowledge Base article 321082, "How to Send Replication Status Request Messages in Exchange 2000 Server." In this case, the store requests the status of the public folder hierarchy and all content replicas. This request lists two or three stores as required responders.

A store sends a status message to another store to indicate the current state of a particular folder on the sending store. A store sends a status message under two circumstances:  


In response to a status request sent by another store. The status message goes only to the requesting store, and only if both of the following are true:  


The store that received the status request is in the requests list of required responders.


The Replication State Table indicates that the store that received the status request has updates that are missing from the store that sent the request.


Twenty-four hours after the most recent update to a folder was received, if there have been no subsequent updates. Each time the store receives an update for a specific folder, the timer is reset to 24 hours. This status message goes to the other public folder stores that have replicas of the updated folder.

A store follows a set schedule for checking whether it needs to send status messages. By default, this check runs at 00:15 and 12:15 Coordinated Universal Time (Greenwich Mean Time). As a result, after a folder has been updated, a store might send a status message as many as 36 hours later.

If a public folder store receives a status message regarding a folder that indicates that the sending store has more recent information about the folder, the receiving store creates a backfill request. If the change numbers are shown to be equal (or the change numbers on the receiving server are more recent), no action is taken. 

For example, when a new public folder store starts for the first time, it sends status request messages to each store that supports the public folder hierarchy. Each store responds with information about the status of the hierarchy (as tracked by that store). The new store uses this information to identify which replicas (if any) it should have. The new store can then send backfill requests as needed to fill in the replica content.

Backfill Requests and Backfill Messages

Backfilling occurs when a public folder store determines that it has not received all of the updates for a replicated folder (or for the hierarchy) and must retrieve the missing updates from another store. 

To streamline the backfill process, Exchange Server 2003 stores information about missing updates in the backfill array. 

The following events might alert a public folder store to missing updates that need to be backfilled:  


The status information in an incoming replication message indicates that the replica on the public folder store that sent the message has updates that are missing on the receiving store. The receiving store identifies the missing change numbers and stores them in its backfill array.


A public folder store starts for the first time. The new store sends status requests to get information about the other stores in the hierarchy. After the corresponding status messages arrive, the store populates its Replication State Table and, if necessary, the backfill array. The backfill array might contain entries for both the hierarchy and for any content replicas that the store needs to host.


An incoming hierarchy message indicates that a new content replica is to be placed in the public folder store. The new store sends status requests to get information about content that might be available for this replica in the other stores in the hierarchy. After the corresponding status messages arrive, the store populates the Replication State Table and, if necessary, the backfill array.

The backfill array stores this information for a specified length of time (called the backfill time-out). If the missing updates arrive in subsequent replication messages during this time, they are removed from the backfill array. The following table lists the default backfill time-out values, which depend on where the missing updates exist and whether they have been requested before.

Default time-outs used for backfill requests

	Type of request
	Content exists on a store in the local routing group
	Content exists on a store in a remote routing group

	Initial backfill
	6 hours
	12 hours

	First backfill retry
	12 hours
	24 hours

	Subsequent backfill retries
	24 hours
	48 hours


If the backfill time-out expires and the updates are still missing, Exchange Server 2003 creates one or more backfill requests and determines which servers to use as backfill sources.

To select a server (or servers) to use as a backfill source, Exchange Server 2003 first creates a list of all of the servers that have replicas of the folder, and then sorts the list according to the following sequence of criteria:  

1.
Sort according to server status. Servers that are down or unavailable drop to the end of the list. 

2.
Sort according to preferred backfill server (if any). Exchange Server 2003 checks the public folder store object in Active Directory for a preferred backfill server. This setting is seldom used. In most circumstances, the backfill process operates most efficiently if Exchange Server 2003 selects a backfill server automatically. Most deployments of Exchange Server 2003 do not need a preferred backfill server. Microsoft Product Support Services can provide a script that sets a preferred backfill server if your deployment requires it.  

3.
Sort according to transport cost (lowest to highest). Servers in the same routing group have priority over servers in remote routing groups. The transport cost of a server is calculated by the Exchange Server 2003 routing engine and is normally used to calculate the most efficient way to deliver a message. 

4.
Sort according to Exchange version (newest to oldest).

5.
Sort according to the number of necessary changes that are available on the server (largest to smallest). Servers that do not have any of the missing changes are dropped from the list.  

If one server does not have all of the needed changes, Exchange Server 2003 selects the next server in the sorted list and sends a backfill request to that server as well. This process is repeated until all of the changes have been requested. 

If the selected server does not respond to the backfill request, the store marks that server as down and repeats the selection process. Servers marked down drop to the end of the list.

Advantages Provided by Exchange Server 2003 Backfill

The backfill process is more efficient in Exchange Server 2003 than in previous versions of Exchange. This improved efficiency results from a stronger emphasis on transport cost in the selection criteria for backfill servers, and from the ability to send backfill requests to more than one server at a time. The following provides details of the improvements:  


Transport cost has priority over Exchange version. 

Consider an Exchange Server 5.5 deployment of several sites that must be upgraded to Exchange Server 2003. Each site contains multiple servers that each replicate public folders. Add one server running Exchange Server 2003 to each site. In each site, the Exchange Server 2003 server backfills its public folders from the local Exchange Server 5.5 servers, rather than searching for a newer server in one of the remote sites. 


Transport cost has priority over the number of updates available. 

For example, if some updates are available on a server with a lower transport cost, that server is selected to backfill those updates, even if the rest of the updates must be obtained from other, higher cost, servers. In previous versions of Exchange, a server that holds all of the necessary updates is chosen over a server that holds only some of the updates, regardless of transport cost.  

Another improvement to the Exchange Server 2003 backfill process is the ability to send backfill requests simultaneously to different servers after the initial 6-hour time-out period (or 12 hours for sending requests to servers in remote sites). This process is much faster than that of previous versions of Exchange, which send backfill requests to one server at a time if no single server holds all of the missing updates for a specific folder. After each request, previous versions of Exchange wait for the retry time-out (from 24 through 48 hours) to elapse before sending the next request. For more information about backfill time-outs, see the default time-outs used for backfill requests table earlier in this topic.

Example Replication Cycles

The following figure is a simplified two-server scenario that shows the sequence of events that you trigger when you add a content replica to a public folder store. This action adds the public folder store to the folder's replica list. Note that the sequence of steps depends on factors such as the timing of the replication intervals and the routing topology.

Sequence of events when you add a replica to a public folder store
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The details of the process are as follows:  

1.
Working on ExServ01, an Administrator adds ExServ01 to a folder's replica list.

2.
ExServ01 sends a hierarchy message.

3.
ExServ02 adds ExServ01 to the local copy of the folder's replica list.

4.
ExServ01 sends a status request to ExServ02.

5.
ExServ02 sends a status message to ExServ01 that includes the full CNSet of the folder.

6.
ExServ01 determines that all of the folder content is missing and records the appropriate entries in the backfill array.

7.
If the content is still missing when the backfill time-out elapses, ExServ01 creates a backfill request and sends it to ExServ02.

8.
ExServ02 compiles the content messages and sends them to ExServ01.

9.
ExServ01 uses the incoming content messages to update the folder content and related tracking information.

10.
If change numbers still appear to be missing, ExServ01 waits 24 hours, and then sends an updated backfill request. If a server other than ExServ02 is available, ExServ01 might send the request to that server.

The following figure is a simplified two-server scenario that shows the sequence of events that you trigger when you remove a replica from a public folder store. (This action removes the public folder store from the folder's replica list.) Note that the sequence of steps depends on factors such as the number of servers in the topology.

Sequence of events when you remove a replica from a public folder store
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The details of the process are as follows:  

1.
Working on ExServ01, an Administrator removes ExServ01 from a folder's replica list.

2.
ExServ01 marks its replica (the copy of the folder on ExServ01) as delete pending. 

Clients can no longer access the folder using this store. 

3.
ExServ01 sends a hierarchy message.

4.
ExServ02 updates its copy of the folder's replica list to show that the folder is in the delete pending state on ExServ01.  

ExServ02 will no longer refer clients that are looking for this folder to ExServ01. 

5.
ExServ01 sends a status request to ExServ02.

6.
ExServ02 sends a status message to ExServ01. If the replica on ExServ02 is not up-to-date, ExServ02 places the appropriate entries in the backfill array. Within five minutes, ExServ02 will send the corresponding backfill request to ExServ01.

7.
ExServ01 checks that the folder replica on ExServ02 contains all of the information that the delete pending replica does. If it does not, ExServ01 sends the appropriate content updates and returns to Step 5. Otherwise, ExServ01 continues with Step 8. 

This process ensures that as long as other replicas exist, deleting a single replica does not result in a loss of content. 

8.
ExServ01 marks its replica as delete now. The next maintenance cycle will remove the replica from ExServ01.

9.
ExServ01 sends a hierarchy message.

10.
ExServ02 removes ExServ01 from its copy of the folder's replica list.

Configuring the Default Replication Schedule

If the majority of folders in a specific public folder store contain information that rarely changes, you can schedule less frequent replication for all of the folders in the public folder store. However, if one folder contains time-critical information that is updated more often, you can set up more frequent replication intervals for that folder to ensure that all replicas remain current. You can also schedule replication during non-peak hours to reduce message traffic.

For detailed steps about how to configure the default replication schedule, see How to Set a Default Replication Schedule for a Folder or Public Folder Store. 

How to Set a Default Replication Schedule for a Folder or Public Folder Store

Follow this procedure to set the default replication schedule for your public folder store and to override the default replication schedule for specific folders.

Procedure
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How to Set a Default Replication Schedule for a Folder or Public Folder Store


Replication interval   Select a replication interval, or click Customize to display the Schedule dialog box, in which you can define the desired replication interval.


Replication interval for always (minutes)   Use this setting if you use the Always Run setting for Replication interval. This interval is the number of minutes between replication cycles.


Replication message size limit (KB)   Specify a size limit for the messages that Exchange Server 2003 uses to pass replication information from one server to another.

To override this replication schedule for a specific folder, on the folder's Replication tab, you can use the Public folder replication interval list to set a replication interval of 2 hours or 4 hours, or you can click Customize to create a different schedule.


Replication tab for a public folder store
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Configuring Replicas

Before you configure replication settings, you must first create public folder stores on the servers to which you want to replicate. Associate those stores with the public folder tree that contains the folder that you want to replicate. 

After you create multiple public folder stores for a public folder tree, you need to identify the folders to replicate to the stores. Folders are not replicated automatically. 

For detailed steps about how to configure public folder replicas, see How to Configure Public Folder Replicas.

Setting a Folder-Specific Replication Schedule

By default, folders in a specific public folder store replicate according to the store's schedule. If you have a few folders that should replicate more often or less often than others, you can set a specific replication schedule for those folders. 

For detailed steps about how to override this schedule for a specific folder, see How to Set a Default Replication Schedule for a Folder or Public Folder Store.

Setting Replication Message Priority

The Replication message priority setting on the folder's Replication tab determines the order in which replication messages for the specific folder are delivered to the target store (relative to replication messages that the target store receives from other sources). The following table shows explanations for the settings that are available.

Priority settings for replication messages

	Option
	Description

	Not urgent
	Messages with this priority are delivered last.

	Normal
	Messages with this priority are sent before non-urgent messages. However, all urgent messages are delivered first.

	Urgent
	Messages with this priority are sent before messages with a priority of normal or not urgent.


How to Configure Public Folder Replicas

Before Exchange Server 2003 will replicate the content of your folders to other public folder servers, you must identify the public folder stores on those servers that will contain the replicated data. Follow this procedure to add or remove content replicas to public folder stores.

Before You Begin

Before you configure replication settings, you must first create public folder stores on the servers to which you want to replicate. Associate those stores with the public folder tree that contains the folder that you want to replicate. 

Procedure
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How to Configure Public Folder Replicas

	1.
Use a public folder's Replication property tab (shown in the following figure) to configure which stores will contain replicas of the folder, and how often replication will occur.

2.
In the Replicate content to these public stores section of the Replication tab, use the Add or Remove button to specify the public folder stores that should hold content replicas for this folder. The group of public folder stores that you specify is the folder's replica list.


Replication tab for a public folder
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Checking Replication Status

For performance monitoring purposes, you should check replication status periodically. This task enables you to view actively updated information such as a list of the servers that hold content replicas of the specific public folder, the replication status of each server, the last time a replication message was received, and the average transmission time. 

For detailed steps about how to check replication status, see How to Check Public Folder Replication Status.

The following table lists a number of additional time-outs and settings that control public folder replication. Values that you can modify are noted in the table. Other values are for reference only. This information can help you to troubleshoot replication issues, especially if replication seems to take an unusual length of time.

Default time-outs and intervals that Exchange Server 2003 uses during replication

	Replication event
	Default time-out
	Description

	Replication Expiry
	24 hours
	The frequency with which the public folder store checks folders for expired information.

	Replication Send Always
	15 minutes
	The default Replicate Always value, indicating how often the store checks to see whether it needs to replicate content. Can be adjusted using Exchange System Manager.

	Replication Send Folder Tree
	5 minutes
	The frequency with which the store checks to determine whether it should send a hierarchy replication message.

	Replication Send Status Timeout
	24 hours
	The frequency with which the store checks to determine whether it should send a status message for a folder.

	Replication Timeout
	5 minutes
	The frequency with which the store checks to determine whether any backfill time-outs have expired.

	Replication New Replica Backfill Request Delay
	15 minutes
	The length of time that the store delays before it sends a backfill request for a new folder replica when the data is available in the same Exchange routing group.

	Replication Short Backfill Request Delay
	6 hours
	The length of time that a store delays before sending a backfill request for data that is available in the same Exchange routing group.

	Replication Long Backfill Request Delay
	12 hours
	The length of time that a store delays before sending a backfill request for data that is not available in the same Exchange routing group.

	Replication Short Backfill Request Timeout
	12 hours
	The time-out value that a store uses when trying to send a backfill request for data that is available in the same Exchange routing group.

	Replication Long Backfill Request Timeout
	24 hours
	The time-out value that a store uses when trying to send a backfill request for data that is not available in the same Exchange routing group.

	Replication Short Backfill Request Timeout Retry
	24 hours
	The time-out value that a store uses when sending a backfill request for data that is available in the same Exchange routing group, and when this request is a retry of a previous backfill request.

	Replication Long Backfill Request Timeout Retry
	48 hours
	The time-out value a store uses when sending a backfill request for data that is not available in the same Exchange routing group, and when this request is a retry of a previous backfill request.


How to Check Public Folder Replication Status

To view actively updated information about a specific public folder's replication status, follow this procedure. 

Procedure
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To check public folder replication status


To view actively updated information about a specific public folder's replication status, use the Replication tab in the right pane of Exchange System Manager. See the following figure. The Replication tab lists the servers that hold content replicas of the specific public folder, the replication status of each server, the last time a replication message was received, and the average transmission time.


When you are working with a folder's properties, you can also view this information by clicking Details on the Replication tab of the folder's Properties dialog box.


Replication tab of a public folder
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Replicating Data Manually

If you want to ensure that changes to public folders replicate without waiting for the normal replication interval, you can start replication manually.
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Important: 

Manual replication only affects changes that should already have replicated at least once. Changes made after the last replication message was sent are not included.

For detailed steps about how to replicate data manually, see How to Replicate Public Folder Data Manually.

How to Replicate Public Folder Data Manually

If you want to ensure that changes to public folders replicate without waiting for the normal replication interval, you can start replication manually.

Before You Begin

Be aware that manual replication only affects changes that should already have replicated at least one time. Changes that were made after the last replication message was sent are not included.

Procedure
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How to replicate public folder data manually

	
 Use the following commands:  


Send Hierarchy
This command is available on the Action menu in Exchange System Manager for public folder trees, for individual public folders that have subfolders, or for public folder stores. This command replicates hierarchy changes (including changes in the tree structure or changes in folder properties).  


Send Contents
This command is available on the Action menu in Exchange System Manager for individual public folders. 

When you use these commands, Exchange Server 2003 prompts you to select one or more source and target servers, and to specify a range of changes to replicate. The range of changes to replicate starts the number of days in the past that you specify and ends at the last replication cycle. For example, you can replicate all changes made over the past two days, except for any changes made since the last replication cycle.


Special Considerations for Mixed-Mode Topologies

This topic discusses connection agreements only in the context of public folders. For a detailed explanation of mixed-mode topologies (topologies that include both Exchange Server 2003 and Exchange Server 5.5 servers), including how to set up Active Directory Connector (ADC) and how to work with connection agreements, see "Migrating from Exchange Server 5.5" and "Upgrading Mixed Exchange 2000 Server and Exchange Server 5.5 Organizations" in the Exchange Server 2003 Deployment Guide.

The connection agreements that are maintained by Active Directory Connector synchronize user and group information, public folder information, and other configuration information between the Exchange Server 5.5 directory and Active Directory. With this information in place, replication messages pass between Exchange Server 2003 servers and Exchange Server 5.5 servers in the same way that they do among Exchange Server 2003 servers.
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Note: 

Exchange Server 5.5 servers can host replicas of folders from the Public Folders tree. They cannot host replicas of folders from general purpose public folder trees.

Connection Agreements and Public Folder Replication

All three types of connection agreements—configuration connection agreements, user connection agreements, and public folder connection agreements—are important to public folder replication.
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Important: 

Exchange Server 5.5 does not support general purpose public folder trees. However, you can configure Exchange Server 5.5 servers to participate in the routing of replication messages for general purpose trees. To do this, you must add entries to the Exchange Server 5.5 directory for the general purpose public folder stores, in a special container called Exchange 2003 Configuration Objects.

Configuration Connection Agreements

Configuration connection agreements (Config CAs) replicate site and administrative group configuration objects between Exchange Server 5.5 and Active Directory. Exchange Setup creates Config CAs automatically. The following tables list important attributes that the Config CAs handle. These attributes are used in the replication of the Public Folders tree between Exchange Server 2003 and Exchange Server 5.5 servers.

Attributes that ADC replicates from the Exchange Server 5.5 Site-MDB-Config object to the Administrative Group object in Active Directory

	Exchange Server 5.5
	Active Directory
	Description

	Site-Folder-Guid
	siteFolderGUID
	Identification of the site folders for this site.

	Site-Folder-Server
	siteFolderServer
	Name of the server that is responsible for hosting the site folders (usually the first server in the site or administrative group).

	Folders-Container
	msExchPfCreation
	Location in which to create the public folder's directory entries in Exchange Server 5.5. If this attribute is not present, the Recipients container is used. In Exchange Server 2003, the store reads this attribute on startup to determine what LegacyExchangeDN the store must use when a folder is created in Exchange Server 2003. Using this attribute, the public folder connection agreement will replicate the new folder back to the correct container in Exchange Server 5.5.


Attributes that ADC replicates from the Exchange Server 5.5 Microsoft Public MDB object to a Public Folder Store object in Active Directory

	Exchange Server 5.5
	Active Directory
	Description

	Obj-Dist-Name
	LegacyExchangeDN
	Tracks the public folder store's Exchange Server 5.5-compatible name.

	Email Addresses
	proxyAddresses
	Identifies the e-mail addresses for the public folder store.

	Home-MTA
	HomeMTA
	Replicates the Home-MTA to Exchange Server 5.5, so that Exchange Server 5.5 can route replication messages to Exchange Server 2003.


Exchange Server 5.5 servers can route replication messages for general purpose public folder trees. The following table lists the attributes that make this function possible. These attributes are replicated from Active Directory to the Exchange Server 2003 Configuration Objects container in the Exchange Server 5.5 directory.

Attributes that are replicated from Active Directory to the Exchange Server 2003 Configuration Objects container in Exchange Server 5.5

	Active Directory
	Exchange Server 5.5
	Description

	LegacyExchangeDN
	Modified Obj-Dist-Name
	The LegacyExchangeDN attribute does not map directly to the Obj-Dist-Name attribute. (Otherwise, the general purpose public folder store object would be in the same container as public folder store objects for the Public Folders tree.) Instead, the object is placed in the Exchange 2003 Configuration Objects container.

	LegacyExchangeDN
	X.500 Pilgrim Address
	Replicates to an additional X.500, or pilgrim, address.

	HomeMTA
	Home-MTA
	Replicates a HomeMTA value to Exchange Server 5.5, so that Exchange Server 5.5 can route replication messages to Exchange Server 2003.

	proxyAddresses
	Email Addresses
	Replicates the store's e-mail addresses to the store object in Exchange Server 5.5.
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Important: 

If you need to be able to use an Exchange Server 5.5 Internet Mail Connector (IMC) to replicate information for a general purpose public folder tree, you must configure an additional X.500 proxy address for the general purpose store object in the Exchange Server 5.5 directory. Use the Exchange Server 5.5 Obj-Dist-Name for the new proxy address.

User Connection Agreements

The user connection agreement replicates Exchange Server 5.5 mailboxes, custom recipients, and distribution lists to Active Directory users, contacts, and groups. Because these objects are used in public folder access control lists (ACLs), it is crucial that this information be replicated correctly.

Public Folder Connection Agreements

The public folder connection agreement replicates the public folder directory objects between Exchange Server 5.5 and Active Directory. In Exchange Server 5.5, all public folders have directory objects. In Exchange Server 2003, only mail-enabled public folders have directory objects. By default, in mixed mode, folders in the Public Folders tree are mail-enabled automatically. 

Setting up public folder connection agreements can prevent the following problems:  


Folders that are created on Exchange Server 2003 cannot be administered from Exchange Server 5.5 if they do not have a directory entry in the Exchange Server 5.5 directory. The Exchange Server 5.5 administrative program requires directory objects for all public folders.


Folders created on Exchange Server 5.5 that do not have an object in Active Directory generate errors if you administer them using Exchange System Manager. The folder has properties stating that it is mail-enabled, so Exchange System Manager tries to find the directory object for that folder. The error can be cleared and the folder can still be administered, but you encounter the error each time you work with the folder. Also, an administrator might again attempt to mail-enable the folder and create a separate object for the folder in Active Directory. In such a case, if a public folder connection agreement is put in place, there will be two directory objects for the same folder, and e-mail messages sent to the folder will be returned as undeliverable.


If folder objects are not replicated correctly, an administrator running DS/IS consistency adjuster on Exchange Server 5.5 can create folder objects in the Exchange Server 5.5 directory that do not correspond to the folder objects in Active Directory. In such a case, if a public folder connection agreement is put in place, there will be two directory objects for the same folder, and e-mail messages sent to the folder will be returned as undeliverable.


There might be a future need to send a folder in e-mail. If all of the Exchange Server 5.5 servers are removed by the time you need this functionality, there is no longer a place to replicate the directory objects from, so the folders have to be updated manually (or mail-enabled again by using a script).

Details of how public folder objects replicate between Active Directory and the Exchange Server 5.5 directory

	Exchange Server 5.5 to Active Directory
	Active Directory to Exchange Server 5.5

	Search for public folder objects in the Exchange Server 5.5 directory, starting from the Site level. This means that all containers are searched for public folder objects, not just the Recipients container.
	Search for public folder objects in the Microsoft Exchange System Objects container in Active Directory. This is the only Active Directory container that holds public folder objects.

	Public folder objects replicate to the Microsoft Exchange System Objects container in Active Directory.
	Public folder objects replicate into the Exchange Server 5.5 directory container that is indicated by the LegacyExchangeDN value (set by the store when the folder is created, based on the value of msExchPfCreation). Unless another container is specified, the object will be placed in the Recipients container.

	The Home-MTA and Home-MDB attributes are not replicated because they are meaningless to Exchange Server 2003.
	The HomeMDB and targetAddress attributes are not replicated because they are meaningless to Exchange Server 5.5.


Avoiding Common Replication Problems in Mixed Mode

Many common problems with public folder replication in mixed mode can be traced back to two issues:  


Where an ACL on a public folder in Exchange Server 5.5 contains a distribution list, the ACL on a replica of the folder in Exchange Server 2003 must contain an Active Directory security group. The conversions of the Exchange Server 5.5 distribution list to an Active Directory distribution group, and then to an Active Directory security group should be automatic if your topology is configured correctly. For more information, see "Types of Groups Used in Access Control Lists" later in this topic.


Where a public folder ACL contains a user, Exchange Server 2003 must be able to locate that user in Active Directory. When an ACL that has been replicated from Exchange Server 5.5 contains a user that no longer exists (or for some other reason Exchange Server 2003 cannot identify a matching user object in Active Directory), Exchange Server 2003 cannot process the ACL. Until the problem is resolved, only the folder owner is able to access the folder. For details, see "Unknown Users in Access Control Lists" later in this topic.

This section describes how to avoid these issues. For instructions about how to identify and resolve these problems when they occur, see Problems with Problems with Permissions in a Mixed Exchange Server 2003 and Exchange Server 5.5 Environment.

Types of Groups Used in Access Control Lists

Exchange Server 5.5 uses distribution lists for both message delivery and access control, whereas Exchange Server 2003 uses them only for message delivery. Exchange Server 2003 uses Active Directory security groups for access control. ADC replicates Exchange Server 5.5 distribution lists to Active Directory universal distribution groups (UDGs). When Exchange Server 2003 processes a public folder ACL and encounters a UDG, it immediately attempts to upgrade the UDG to a universal security group. The universal security group then replaces the UDG in the ACL.
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Important: 

The UDG must be in a Microsoft Windows Server2003 or Microsoft Windows 2000 native-mode domain to allow Exchange Server 2003 to upgrade it to a universal security group. In a mixed Exchange Server 2003 and Exchange Server 5.5 environment, ADC displays a warning if you are replicating Exchange Server 5.5 distribution lists to a non-native-mode domain.

Exchange Server 2003 is not able to convert a UDG to a universal security group under the following circumstances:  


The UDG resides in a mixed-mode Windows Server 2003 or Windows 2000 domain.


A universal security group was converted manually to a UDG.


The membership of the UDG has not been replicated to Active Directory.
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Important: 

Avoid using UDGs as members of universal security groups. Exchange Server 2003 does not check to determine whether group members are groups that need converting. As a result, if a universal security group in an ACL has members that are UDGs, the UDGs are ignored and the ACL is not enforced correctly.

Unknown Users in Access Control Lists

An unknown user (sometimes referred to as a zombie user) is a user that is listed in an ACL, but that does not have an account. The most common way that this situation arises is as follows. While the topology was purely Exchange Server 5.5, an Exchange Server 5.5 user who had been granted permissions on Exchange Server 5.5 public folders was deleted. Later, the public folder replicates to Exchange Server 2003 with references to that user still in the ACL. Exchange Server 2003 cannot process the ACL because it cannot locate the user in Active Directory. Until the problem is resolved, only the folder owner will be able to access the folder. This protects the folder from access by users that have been explicitly denied permissions on the folder. Exchange Server 2003 will also log a 9551 event when it has set folder permissions to owner only. For more information about the 9551 event, and other events that might arise when you replicate information between Exchange Server 2003 and Exchange Server 5.5, see Troubleshooting and Repairing Exchange Server 2003 Store Problems.

For detailed information about how Exchange Server 2003 converts ACLs when folders replicate from Exchange Server 5.5 to Exchange Server 2003, see "Anatomy of Object Level Access Control" in Working with Store Permissions in Microsoft Exchange 2000 and 2003. In particular, see the subsection "Special Considerations for Coexisting Exchange 2000 and Exchange 5.5 Servers." The information in this technical article applies to both Exchange Server 2003 and Exchange 2000 Server.

The best way to avoid having unknown users is to run the Exchange Server 5.5 utility DS/IS consistency adjuster before you begin replicating public folders to Exchange Server 2003. This will clean unknown users from the ACLs.

In some circumstances, Exchange Server 2003 might treat unknown users in different ways:  


If the folder has replicated from Exchange Server 5.5 before without problems but an unknown user suddenly appears in the ACL, Exchange Server 2003 ignores the unknown user and processes the rest of the ACL normally. The assumption in this circumstance is that a user has been deleted in Exchange Server 5.5, or a new user was added in Exchange Server 5.5 and has not yet been replicated to Active Directory. The problem should rectify itself on the next ADC replication interval.


If you have removed all of the Exchange Server 5.5 servers and switched Exchange Server 2003 to native mode, Exchange Server 2003 assumes that the user has been deleted and removes the unknown user from the ACL.

In some cases, you can set a registry key that tells Exchange to drop unknown users from the ACL while Exchange is in mixed mode. It is recommended that you only set this registry key when it is absolutely necessary (for example, if you have a small subset of unknown users, and they can all be safely eliminated from public folder ACLs). Otherwise, if the user was temporarily unknown because of a replication delay (as described in the preceding list), you will have lost the permissions information for that user.
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Caution: 

Dropping unknown users means that if those users have Access or Deny permissions on public folders, those permissions might be lost. It is not recommended that you drop unknown users on a long-term basis.

For detailed steps about how to temporarily ignore unknown users on an Exchange Server 2003 server that holds public folder replicas, see How to Temporarily Ignore Unknown Users on an Exchange Server 2003 Server that Holds Public Folder Replicas.

How to Temporarily Ignore Unknown Users on an Exchange Server 2003 Server that Holds Public Folder Replicas

You can set a registry key that tells Exchange to ignore unknown users in the ACL while Exchange is in mixed mode. Setting this registry key causes a mixed-mode Exchange Server 2003 public folder server to temporarily ignore unknown users in the ACL.

Before You Begin

It is recommended that you only set this registry key when it is necessary. For example, if you have a small subset of unknown users, and they can all be safely removed from public folder ACLs. Otherwise, if the user was temporarily unknown because of a replication delay, you will lose the permissions information for that user.

Be aware that ignoring unknown users means that if those users have Access or Deny permissions on public folders, those permissions might be lost. It is not recommended that you ignore unknown users on a long-term basis.
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Caution: 

Incorrectly editing the registry can cause serious problems that might require you to reinstall your operating system. Problems resulting from editing the registry incorrectly might not be able to be resolved. Before editing the registry, back up any valuable data.

Procedure
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To temporarily ignore unknown users on an Exchange Server 2003 server that holds public folder replicas

	1.
Set the following registry key:: HKLM\System\CurrentControlSet\Services\MSExchangeIS\ParametersSystem\Ignore zombie users = <nonzero value>  

This is a DWORD value. If the value is zero or if the key is not present, Exchange Server 2003 handles unknown users normally.

2.
Restart the Microsoft Exchange Information Store service.


For More Information

For more information, see:


Microsoft Knowledge Base article 812963, "Using the Ignore Zombie Users Registry Key" at http://go.microsoft.com/fwlink/?linkid=3052&kbid=812963

Public Folder Behavior in Mixed-Mode Topologies
Managing Inter-Organization Replication

You can share public folder and free/busy information between two or more organizations in different Active Directory forests using the Inter-Organization Replication tool. To download the Inter-Organization Replication tool, see Downloads for Exchange Server 2003. The utility package contains two applications:  


Microsoft Exchange Server Replication Configuration utility (Exscfg.exe)


Microsoft Exchange Server Replication Service (Exssrv.exe)

This package also contains documentation that describes how to set up inter-organizational replication. For more information about inter-organizational replication, see Exchange Server 2003 Deployment Guide.

After you have configured the Exchange organizations, you can use this utility to coordinate meetings, appointments, and contact information between the members of the two organizations. As shown in the following figure, the inter-organizational replication process involves one Exchange server in each forest. One server acts as a publisher and sends information to the second server (the subscriber).

Using publisher and subscriber servers to replicate information between forests
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To configure the Inter-Organization Replication tool, follow the instructions provided in the readme file that accompanies the tool. When you have finished the configuration process, you will have the following:  


At the first level of both the publishing public folder tree and the subscribing public folder tree, a public folder named ExchsyncSecurityFolder.


For each first-level public folder in the publishing tree that you want to replicate, a corresponding target folder in the subscribing tree. (Subfolders in the subscribing tree will be created automatically.)


A mailbox-enabled account that has the following: 


Local administrator rights on both the publisher server and the subscriber server.


Owner permission on both copies of ExchsyncSecurityFolder.


Owner permission on the folders to be replicated and the corresponding target folders.


Session configuration settings for one free/busy replication session.


Session configuration settings for one or more public folder replication sessions. If you need to tune your replication traffic, you can create public folder sessions that replicate at different times and at different intervals.

Using Exchange Server 2003 Full-Text Indexing

When you deploy full-text indexing, you select an individual public folder or mailbox store to be indexed. Users can then conduct full-text searches on the messages and attachments contained in the public folder or mailbox store. By default, the index contains the subject and body of a message, along with names of the sender and recipient and any names that appear in the Cc and Bcc fields. The index also includes text from the following types of attachments: .doc, .xls, .ppt, .html, .htm, .asp, .txt, and .eml (embedded Multipurpose Internet Mail Extensions (MIME) messages) files. Binary attachments, such as pictures and sounds, are not indexed.

Search results are only as accurate as the last time the index was updated. Because the content of public folders or mailbox stores changes, the index must be updated to reflect the new content. Index updates can be performed manually or automatically on a schedule. 

To work with full-text indexes, you must be at least an Exchange Administrator. To move files as described in these topics, you must have Read and Write permissions on the appropriate drives and directories.

Verifying Recommended Hardware Configurations

It is recommended that the following hardware configurations for servers on which you deploy full-text indexes:  


Use a mirrored redundant array of independent disks (RAID) configuration. It is recommended that you use a RAID 0+1 configuration (or RAID 1+0). RAID-5 is not recommended for full-text indexing.


Make sure that the disk containing the index is large enough that it has 15 percent free disk space at all times. Depending on the types of files that you store, the size of your index can range from 10 percent to 30 percent of the size of your database.


Add an additional 256 megabytes (MB) of RAM to the recommended configuration for a computer running Microsoft Exchange Server 2003. It is not recommended that you run full-text indexing with less than 512 MB of RAM.

Preparing Your Exchange Server 2003 Organization

Before you configure full-text indexing, verify that your Exchange Server 2003 topology is configured and running correctly. If you change your Exchange Server 2003 organization after you configure full-text indexing, the index could require a full repopulation. In addition, verify the following:  


The Simple Mail Transfer Protocol (SMTP) address configuration is stable and functioning. This configuration affects the URL that is used to index objects.


The server language is set correctly. To verify the language, open Control Panel, double-click Regional Options, and then check the language settings for the system. Full-text indexing references the server language that is specified in Control Panel when breaking words and stemming—a process that allows a search for "travel" to return "travels," "traveled," and "traveling." Full-text indexing works best when the query language of the client computer matches the language of the files that are being indexed. The server language is sometimes used for the query language when the client computer language is unknown, so it is best for the server language to match the language of most of the documents on the server.


All servers are functioning properly, and connectivity throughout the organization is stable. Perform tests to ensure that all servers are configured correctly within the organization.

Deploying Full-Text Indexing

Use Exchange System Manager to deploy full-text indexing. Deployment involves the following tasks:  


Creating a full-text index


Optimizing full-text indexing


Performing a full population


Setting a schedule for incremental populations


Enabling full-text indexing queries


Notifying users

Of these tasks, the most server intensive is the full population process, which can take from a few minutes for a small database to several days for a large database. However, you can run the population process in the background during business hours without significant impact on system response time for users.

Creating a Full-Text Index

Before you can use full-text indexing, you must create an initial index (catalog) for each mailbox or public folder store that you want to index. This process will create the necessary file structure, which you will modify when you are optimizing the index.

For detailed steps about how to create an initial full-text index, see How to Create an Initial Full-Text Index.

Optimizing Full-Text Indexing

This section describes how to optimize full-text indexing on your computer running Exchange Server 2003. By distributing frequently accessed files across a RAID array, you can enhance system performance. 

There are five major categories of full-text indexing files. By default, these files are installed on the system drive, which typically does not have the input/output (I/O) throughput of the RAID array. Arrange the disk locations of these files (as described in the following table) to optimize the performance of full-text indexing. In some cases, this topic provides separate procedures for moving files in clustered topologies and unclustered topologies. The following are the major categories of full-text indexing files:  


Catalogs   The main indexes. There is only one catalog for each mailbox store or public folder store in Exchange Server 2003. 


Property store   A database that contains various properties of items indexed in the catalog. There is only one property store per server.


Property store logs   The log files associated with the property store database.


Temporary files   The files that contain temporary information used by the Microsoft Search service.


Gather logs   The log files that contain log information for the indexing service. One set of logs exists for each index.

This section refers to the following tools for moving files:  


Pstoreutl   Located in Program Files\Common Files\System\MSSearch\Bin.


SetTempPath   Located in Program Files\Common Files\System\MSSearch\Bin.


Catutil   Located in Program Files\Common Files\System\MSSearch\Bin.

Recommended locations for full-text indexing files

	File type
	Recommended location
	How to specify the location

	Catalog
	RAID array
	Specify a location on the RAID array when you create the catalog using Exchange System Manager. 
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Note: 

If the index was already created elsewhere, use the Catutil tool to move it.

	Property store
	RAID array
	Use the Pstoreutl tool.

	Property store logs
	RAID array in the same location as the property store
	Use the Pstoreutl tool.

	Temporary files
	RAID array
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Note: 

On a cluster, place these files on a drive that will not fail over, such as a local drive or a drive on the RAID array or Storage Area Network (SAN) that is configured to run only on a designated computer.
	Use the SetTempPath tool.

	Gather logs
	Leave in the default location, or move to any location you prefer. 
	Assign the location in the StreamLogsDirectory registry key.


For detailed steps about how to optimize full-text indexing, see How to Optimize Full-Text Indexing.

Moving the Property Store and the Property Store Logs

When the first index is created on your server, Exchange Server 2003 creates a new property store database on your Exchange Server 2003 system drive. To improve performance, move the property store database files to your RAID array. You need to move the property store and the property store logs only one time for each server, because all indexes on a server use the same property store.

For detailed steps about how to move the property store in a non-clustered environment, see How to Move the Property Store and the Property Store Logs for Full-Text Indexing in a Non-Clustered Environment.

For detailed steps about how to move the property store in a clustered environment, see How to Move the Property Store and the Property Store Logs for Full-Text Indexing in a Clustered Environment.

Moving the Temporary Directory

By default, the gather and filter temporary files (also known as temp files) are located on the Exchange Server 2003 system drive, which typically does not have the I/O throughput of the RAID array. Use the SetTempPath tool to move the temporary directory to the RAID array. You need to move this directory only one time for each server, because all indexes on a server use the same temporary directory.

For detailed steps about how to move the Microsoft Search service temporary directory, see How to Move the Microsoft Search Server Temporary Directory.

Moving the Index (Catalog)

The index should be located on the RAID array. If you did not specify this location when you created the index, use the Catutil tool to move it. 

For detailed steps about how to move an index, see How to Move the Index (Catalog) for Full-Text Indexing.

Moving the Gather Logs

The gather logs are created on the Exchange Server 2003 system drive, which typically does not have the I/O throughput of the RAID array. You can choose to leave the gather logs in the default location, or you can specify a location on a higher performance drive.

For detailed steps about how to move the gather logs, see How to Move the Gather Logs for Full-Text Indexing.

Increasing the Message Size Limit

By default, the index includes messages (including attachments) that are 16 MB or less in size. Therefore, messages with large attachments may be excluded from the index and from the search results of users. To avoid performance problems, it is recommended that you increase this limit to the maximum setting of 4,000 MB so that larger messages and attachments are indexed.

For detailed steps about how to increase the message size limit, see How to Increase the Message Size Limit for Full-Text Indexing.

Setting Up Checkpointing

It is strongly recommended that you use the checkpointing script provided with Microsoft Exchange 2000 Server SP2 to prevent possible indexing problems. If the Microsoft Search service terminates abnormally during an incremental population of the index, some folders and messages may not be indexed properly. (An incremental population is a process that updates an existing index with data that has changed since the previous population.) Checkpointing remedies this problem by maintaining the following backup files in the catalog directory:  


Two checkpoint record files: <catalog>.chk1.gthr and <catalog>.chk2.gthr. 


Approximately 13 files consisting of the last known complete and uncorrupted set of catalog files stored in a Save subdirectory. 

Checkpointing is not turned on by default because it requires a significant amount of additional disk space. The additional file size is approximately 200 bytes for each document in your database. For example, 5,000,000 messages or documents in your database generate checkpointing files totaling 1 gigabyte (GB). The size of these files grows as the number of documents in your database grows. You should ensure that there is sufficient disk space before you run the checkpointing script. It is recommended that at least 15 percent free disk space is available on the disk on which you keep full-text indexing catalogs.

For detailed steps about how set up checkpointing, see How to Set Up Checkpointing for Full-Text Indexing.

Performing a Full Population

After you create the index, you must run a full population (also called a crawl) to fill the index with data. The resource usage setting for full-text indexing is located on the Full-Text Indexing tab of the server's Properties dialog box. By default, it is set to Low. It is recommended that you use the default setting. A higher setting yields little benefit and could slow down user access to the server running Exchange Server 2003.

With a resource usage setting of Low, the population process runs in the background and can be performed during business hours. Population process threads use idle processing time. User activities receive priority on the system. Because full-text indexing uses only cycles that would otherwise be idle, it should not significantly slow down user access to the server. Expect CPU usage to approach 100 percent as a normal effect of the population process.
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Note: 

If you are experiencing performance issues with the Exchange server while the Microsoft Search service is performing a full or incremental population, you can drop the resource usage to Minimum. By setting the resource usage to Minimum, you further reduce the amount of resources the Microsoft Search service can use. Therefore, full or incremental populations take longer to complete, but there will not be any data loss.

For detailed steps about how to start a full population, see How to Start a Full-Text Indexing Full Population.

The initial full population can take a long time. With a typical Exchange Server 2003 configuration, population performance typically ranges from 10 to 20 messages per second. Performance varies based on the hardware configuration, the type and size of messages, and the server resources that are available. As a result, the total time required for a full population can range from a few minutes for a small database, to several days for a large database. 

The content language of documents on your server also affects the time the population takes. For example, populating an index on a server that contains documents written mostly in East Asian languages can take more than five times longer than for a server containing documents that are written in Western European languages. Folders containing Internet news feeds can also significantly lengthen population time if the folders contain messages in uuencode format.

For detailed steps about how to view the status of the population process, see How to View the Status of a Full-Text Indexing Population.

For detailed steps about how to pause a full population, see How to Pause a Full-Text Indexing Full Population.

Setting a Schedule for Incremental Populations

Determine how often you want to run an incremental population to update the index. Because an incremental population runs in the background the same way a full population does, frequent updates do not significantly affect system response time for users. Although you should schedule incremental population to occur at least once daily, you may want to schedule more frequent updates, because the index is only as current as the last time it was populated. You should also consider the amount of time it takes to complete an incremental population. For example, a typical schedule sets incremental updates at the beginning of each hour. However, if the update lasts more than an hour, the next incremental population begins at the start of the following hour. 

The schedule for the incremental population only determines when the population process can begin. It does not place a time limit on the population process. Therefore, it is possible that an incremental population will continue to completion outside of the scheduled time.
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Note: 

Generally, if the mailbox store or public folder store is 6GB or smaller, you can perform incremental updates hourly. If the store is larger than 6GB, or the server has high memory usage, you may want to update the index less frequently.

For detailed steps about how to set the incremental population schedule, see How to Set the Full-Text Indexing Incremental Population Schedule.

Enabling Full-Text Indexing Queries

After the initial population and at least one incremental population are complete, enable the use of the index so that users can begin conducting full-text searches against the index.

For detailed steps about how to enable the use of a full-text index, see How to Enable Full-Text Indexing Queries.

Notifying and Educating Users

After you have enabled queries, notify users that the indexes are available for searching, and educate them about what they can expect when they run full-text index searches. For example, to notify users, you can send out an e-mail announcement to your users.

How to Create an Initial Full-Text Index

To enable users to perform full-text searches of mailbox and public folder stores, you must create an initial full-text index. To create an initial full-text index, follow this procedure.

Procedure
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To create an initial full-text index

	1.
In Exchange System Manager, right-click the mailbox store or the public folder store that you want to index, and then click Create Full-Text Index.

2.
When a dialog box prompts you to select the location for the index, specify a place for the index on the RAID array.


How to Optimize Full-Text Indexing

You must perform six steps to optimize full-text indexing. Follow this procedure and the referenced sub-procedures to optimize full-text indexing.

Before You Begin

This topic contains information about editing the registry.
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Caution: 

Incorrectly editing the registry can cause serious problems that may require you to reinstall your operating system. Problems resulting from editing the registry incorrectly may not be able to be resolved. Before editing the registry, back up any valuable data.

Procedure
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To optimize full-text indexing

	1.
Move the property store and the property store logs. For detailed steps, see How to Move the Property Store and the Property Store Logs for Full-Text Indexing in a Non-Clustered Environment and How to Move the Property Store and the Property Store Logs for Full-Text Indexing in a Clustered Environment.

2.
Move the temporary directory. For detailed steps, see How to Move the Microsoft Search Server Temporary Directory.

3.
Move the index (catalog). For detailed steps, see How to Move the Index (Catalog) for Full-Text Indexing.

4.
Move the gather logs. For detailed steps, see How to Move the Gather Logs for Full-Text Indexing.

5.
Increase the message size limit. For detailed steps, see How to Increase the Message Size Limit for Full-Text Indexing.

6.
Set up checkpointing. For detailed steps, see How to Set Up Checkpointing for Full-Text Indexing.

The checkpointing feature was provided in Microsoft Exchange 2000 Server Service Pack 2 (SP2) and later to prevent possible indexing problems.


How to Move the Property Store and the Property Store Logs for Full-Text Indexing in a Non-Clustered Environment

To improve performance of your full-text indexing server, move the property store database files to your RAID array. You need to move the property store and the property store logs only one time for each server because all indexes on a server use the same property store.

Before You Begin

This procedure is one of six steps that you should perform when optimizing full-text indexing. For more details about this entire procedure, see How to Optimize Full-Text Indexing.

Procedure
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To move the property store in a non-clustered environment

	1.
From a command prompt, use the Pstoreutl tool to move the database to the new drive. (For details, see the example below.)

2.
Restart the Microsoft Search service.

Example   Your Exchange Server 2003 property store database is on drive C and your server name is 01. You want to move the property store to drive D. From a command prompt, run the Pstoreutl tool. Use the –m option to move the database to the specified location and the –l option to change the directory for log files. Enter the following command on the same line. It is shown on separate lines for readability:

pstoreutl.exe ExchangeServer_01 –m 
d:\exchsrvr\ExchangeServer_01\ExchangeServer_myserver.edb –l
d:\exchsrvr\ExchangeServer_01


How to Move the Property Store and the Property Store Logs for Full-Text Indexing in a Clustered Environment

To improve performance of your full-text indexing server, move the property store database files to your RAID array. You need to move the property store and the property store logs only one time for each server, because all indexes on a server use the same property store. To move the property store and property store log files in a clustered environment, perform the following procedure.

Before You Begin

This procedure is one of six steps that you should perform when you are optimizing full-text indexing. For more details about the entire process, see How to Optimize Full-Text Indexing.

Procedure
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To move the property store in a clustered environment

	1.
Leave the Microsoft Search service running in Control Panel. Use Cluster Administrator to take the MSSearch resource (the cluster resource for the Microsoft Search service) offline.

2.
Use the Pstoreutl tool to move the database to the new drive. 

The Exchange Server 2003 data directories are located on the shared disk that you specified when you created the Exchange Server 2003 virtual server. 

3.
Use Cluster Administrator to bring the MSSearch resource online.


How to Move the Microsoft Search Server Temporary Directory

By default, the gather and filter temporary files (also known as temp files) are located on the Exchange Server 2003 system drive, which typically does not have the I/O throughput of the RAID array. You need to move this directory only one time for each server because all indexes on a server use the same temporary directory. To move the Microsoft Search Server temporary directory, perform the following procedure.

Before You Begin

This procedure is one of six steps that you should perform when optimizing full-text indexing. For more details about the entire process, see How to Optimize Full-Text Indexing.

Procedure
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To move the Microsoft Search service temporary directory

	1.
From a command prompt, run the SetTempPath tool. (For syntax, see the example below.) 

2.
Stop and then restart the Microsoft Search service.

Example   Enter the following command on the same line. It is shown on separate lines for readability:

cscript "c:\Program Files\Common Files\System\MSSearch\Bin\settemppath.vbs" d:\temp
You can view the current location of the temporary directory at any time by running the preceding SetTempPath script with no parameters.
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Note: 

On a cluster, the full-text index temporary directory must be located on a drive that will not fail over. Make sure that you place the temporary directory on a local drive, or on a drive on the RAID array or Storage Area Network that is configured to run only on a designated computer.


How to Move the Index (Catalog) for Full-Text Indexing

The index should be located on a RAID array. If you did not specify this location when you created the index, use the Catutil tool to move the index by performing the following procedure. 

Before You Begin

This procedure is one of six steps that you should perform when optimizing full-text indexing. For more details about this entire process, see How to Optimize Full-Text Indexing.

Procedure
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To move an index

	1.
Pause any active full-index or incremental-index population processes.

2.
From a command prompt, run the Catutil tool. 
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Note: 

For help using the Catutil tool, go to the command prompt and type catutil movecat /?.
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Important: 

When you use the Catutil tool, the index moves successfully and functions correctly, but the index location that is displayed in Exchange System Manager is not updated. This does not affect the normal operation of full-text indexing. You cannot correct the display, but you can check the current location of the index at any time by viewing the following key in the registry:

HKEY_LOCAL_MACHINE\Software\Microsoft\Search\1.0\Indexer\<application name>\<index name>\ProjectPath.


How to Move the Gather Logs for Full-Text Indexing

You can improve performance of servers that perform full-text indexing by moving the gather log files from the system drive to a higher performance drive. Move the gather logs by performing the following procedure.

Before You Begin

This procedure is one of six steps that you should perform when optimizing full-text indexing. For more details about this entire process, see How to Optimize Full-Text Indexing.
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Caution: 

Incorrectly editing the registry can cause serious problems that may require you to reinstall your operating system. Problems resulting from editing the registry incorrectly may not be able to be resolved. Before editing the registry, back up any valuable data.

Be sure that you specify a valid directory because full-text indexing does not function if you specify an invalid directory. The Microsoft Search service does not need to be running when you edit the registry key. However, if you edit the registry key while the Microsoft Search service is running, you must restart the service after you make the change for the change to take effect.

Procedure
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To move the gather logs

	1.
Start Registry Editor.

2.
In the Registry Editor, specify the preferred location for gather logs using the following registry key: 

HKEY_LOCAL_MACHINE\Software\Microsoft\Search\1.0\gather\ExchangeServer_<instance>\<index name>\StreamLogsDirectory
[image: image63.png]


Note: 

On a cluster, before you change the StreamLogsDirectory registry key, make sure that the MSSearch resource is online. Also, make sure that you are editing the correct node by using Cluster Administrator to verify the node on which the group is running. After you change the registry key, use Cluster Administrator to restart the MSSearch resource by taking it offline, and then bringing it back online.


How to Increase the Message Size Limit for Full-Text Indexing

If you need to index messages with attachments larger than 16 MB, you must increase the message size limit for full-text indexing. To increase this size limit, perform the following procedure.

Before You Begin

This procedure is one of six steps that you should perform when optimizing full-text indexing. For more details about this entire process, see "How to Optimize Full-Text Indexing." 

The Microsoft Search service does not need to be running when you edit the registry key. However, if you edit the registry key while the Microsoft Search service is running, you must stop and restart the service after you make the change for it to take effect. 
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Caution: 

Incorrectly editing the registry can cause serious problems that may require you to reinstall your operating system. Problems resulting from editing the registry incorrectly may not be able to be resolved. Before editing the registry, back up any valuable data.

Procedure

[image: image65.png]


To increase the message size limit

	1.
 Start Registry Editor.

2.
In Registry Editor, set the following registry key to 4,000 MB: 

HKEY_LOCAL_MACHINE\Software\Microsoft\Search\1.0\Gathering Manager\MaxDownloadSize
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Note: 

On a cluster, before you change the MaxDownloadSize registry key, make sure the MSSearch resource is online. Also, make sure you are editing the correct node by using Cluster Administrator to verify the node on which the group is running. After you change the registry key, use Cluster Administrator to restart the MSSearch resource by taking it offline, and then bringing it back online.


How to Set Up Checkpointing for Full-Text Indexing

It is strongly recommended that you use the checkpointing script provided with Microsoft Exchange 2000 Server SP2 to prevent possible indexing problems. To set up checkpointing for full-text indexing, perform the following procedure.

Before You Begin

This procedure is one of six steps that you should perform when optimizing full-text indexing. For more details about this entire process, see How to Optimize Full-Text Indexing. 

Checkpointing is not turned on by default because it requires a significant amount of additional disk space. You should ensure that there is sufficient disk space before you run the checkpointing script. It is recommended that at least 15 percent free disk space is available on the disk on which you keep full-text indexing catalogs. 

Procedure
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To set up checkpointing

	1.
Ensure that there is sufficient disk space. If necessary, increase the size of the volume or move the catalogs to a larger volume.

2.
From a command prompt, run the following script:

<SystemDrive>:\Program Files\Common Files\System\MSSearch\Bin\EnableCheckPoints.vbs <APPLICATION> [CATALOG].


Parameter Definitions

<APPLICATION>
This is the name of the full-text indexing application. The naming convention for the application is ExchangeServer_<ServerName>. In a stand-alone configuration, <ServerName> is the name of the server. In a clustered environment, <ServerName> is the name of the virtual server. 

[CATALOG]
This parameter refers to the name of the full-text indexing catalog. To find the name of the catalog in Exchange System Manager, double-click the Exchange store for which a full-text index was created, and then double-click Full-Text Indexing. The property is labeled Index Name, and the value of the property is the name of the catalog.  


Usage

To see information about how to use the script, run the script with no parameters.

Specifying just the name of the full-text indexing application will enable checkpointing for the entire application. This means that all full-text indexes created from this point on will inherit the property automatically. If you have existing full-text indexes, you will have to enable checkpointing on them one at a time by specifying the name of the catalog as a parameter to the script.

Specifying both the name of the full-text indexing application and catalog will enable checkpointing for that particular full-text index and no others. This has no effect on future creation of full-text indexes.
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Note: 

The only way that you can disable checkpointing on a full-text index (catalog) is to delete it, and then re-create it.


Example

Set up checkpointing on the server TUNIS01 for all new catalogs: 

D:\Program Files\Common Files\System\MSSearch\Bin\

EnableCheckPoints.vbs ExchangeServer_TUNIS01


Example

Enable checkpointing for an existing catalog on a mailbox store: 

D:\Program Files\Common Files\System\MSSearch\Bin\

EnableCheckPoints.vbs ExchangeServer_TUNIS01 privE34F12BB




How to Start a Full-Text Indexing Full Population

After you create the index, you must run a full population (also called a crawl) to fill the index with data. To start a full-text indexing full population, perform the following procedure.

Before You Begin

The resource usage setting for full-text indexing is located on the Full-Text Indexing tab of the server's Properties dialog box. By default, it is set to Low. If you are experiencing performance issues with the Exchange server while the Microsoft Search service is performing a full or incremental population, you can reduce the resource usage to Minimum. By setting the resource usage to Minimum, you further reduce the amount of resources the Microsoft Search service can use. Therefore, full or incremental populations take longer to complete, but there will not be any data loss.

Procedure
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To start a full population

	1.
Make sure full-text searches are unavailable during full population. Otherwise, users will assume that they can conduct full-text searches, but their searches will not return the expected results. To make full-text searches unavailable: 

a.
In Exchange System Manager, right-click the mailbox store or public folder store that you want to index, and then click Properties.

b.
Click Full-Text Indexing, and then clear the This index is currently available for searching by clients check box.

2.
In Exchange System Manager, right-click the mailbox store or public folder store that you want to index, and then click Start Full Population.


How to View the Status of a Full-Text Indexing Population

Because full-text index population can take a considerably long time, you may want to view the status of the population process. To view the status of a full-text indexing population, perform the following procedure.

Procedure
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To view the status of the population process


In Exchange System Manager, expand the public folder or mailbox store, and click Full-Text Indexing. 

During the initial population, the status is Crawling. You can determine that the population has finished by looking at this status or by looking in Event Viewer for Microsoft Search service messages.
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Note: 

Do not stop a full population while it is in progress. If you must stop a full population, but intend to rerun it at another time, choose Pause Population instead of Stop Population.


How to Pause a Full-Text Indexing Full Population

To pause a full-text indexing full population, perform the following procedure.

Procedure
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To pause a full population

	1.
In Exchange System Manager, right-click the mailbox store or public folder store that you want to pause.

2.
Click Pause Population.


How to Set the Full-Text Indexing Incremental Population Schedule

Although you should schedule incremental population to occur at least one time a day, you may want to schedule more frequent updates because the index is only as current as the last time it was populated. To set the full-text indexing incremental population schedule, perform the following procedure.

Before You Begin

The schedule for the incremental population only determines when the population process can begin. It does not place a time limit on the population process. Therefore, it is possible that an incremental population will continue to completion beyond the scheduled time.
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Note: 

Generally, if the mailbox store or public folder store is 6GB or smaller, you can perform incremental updates hourly. If the store is larger than 6GB, or the server has high memory usage, you may want to update the index less frequently.

Procedure
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To set the incremental population schedule

	1.
 In Exchange System Manager, right-click the mailbox or public folder store that you want to index, click Properties, and then click the Full-Text Indexing tab. See the following figure. 

The Full-Text Indexing tab for a mailbox store
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2.
In the Update Interval list, select an interval schedule.


How to Enable Full-Text Indexing Queries

After the initial population and at least one incremental population are complete, you must enable the use of the index so that users can begin conducting full-text searches against the index. To enable queries, perform the following procedure.

Before You Begin

Verify that the initial population and at least one incremental population are complete.

Procedure
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To enable the use of the index

	1.
In Exchange System Manager, right-click the mailbox store or public folder store that you want to enable, and then click Properties.

2.
Click Full-Text Indexing, and then select the This index is currently available for searching by clients check box.


Managing Full-Text Indexing

Use the following information to help you manage full-text indexing after deployment. Included are guidelines for determining when to repopulate the index to keep the information current.

Checking the Size of the Index

You can check the size of the index file in the following folder:

<driveletter>:\Exchsrvr\ExchangeServer_<servername>\Projects\<indexname>\Build\Indexer\CiFiles 
Adding Users to an Indexed Server

When you add users to an indexed server, perform an incremental population to add the new mailbox to the index immediately.

Deciding When a New Full Population Is Required

You must fully populate the index in the following cases:  


When a word-breaker is changed. (A word-breaker is used by full-text indexing to identify where individual words begin and end in a given text.)


When noise words are changed. For information about changing noise words, see "Customizing Full-Text Indexing" in the Exchange Server 2003 Software Development Kit (SDK).


When new document format filters are added.


When the schema file is changed.


When the SMTP address of the store changes.


When performing disaster recovery.

During the population process, the index is still available for full-text queries. The index is unavailable for queries only when you must delete an old index, before you re-create it and perform a new full population. This process should be necessary only if the old index is corrupted.

Configuring Exchange Server 2003 Offline Address Books

Microsoft Office Outlook 2003 users can download the Microsoft Exchange Server 2003 address book to their local computer. The resulting file is the offline address book. By using the offline address book, Outlook does not need to connect to the Active Directory directory service for common operations such as resolving names, browsing the address list, or retrieving address details. The available functions are limited, but they are similar to the global address list (or other address lists) when working on the network. 

Traditionally, offline address books were used only when working offline. Outlook 2003 uses an offline address book when working in cached mode (the default mode). When you install Exchange Server 2003, it automatically configures the Default Offline Address List. This is an offline version of the entire global address list. If appropriate, you can create additional offline address lists to meet requirements such as the following:  


If your organization has multiple languages, multiple sort orders, hosts different companies, or has multiple political or physical locations, you can create several offline address books to satisfy user requirements that may conflict.


You can use Active Directory filters to create address lists that include only subsets of the global address list. Then you can use those address lists in offline address books.


You can use permissions to restrict user or group access to specific offline address books. 

For more information about using address list filters in a hosting environment, see Microsoft Knowledge Base article 822940, "How to Manage Address Lists When You Host Virtual Organizations." 

Setting up offline address books involves the following basic steps:  

1.
Set up servers to support the offline address books. When generating offline address books, Exchange Server 2003 requires access to both a global catalog server and a server running Exchange Server 2003 that supports the default Public Folders tree.

2.
Configure the offline address book, and create the offline address book object in Active Directory.

3.
Generate the offline address book files. By default, this process occurs when the Exchange mailbox maintenance process runs.

4.
Have users configure Outlook to download the correct offline address book. This process may vary depending on which versions of Outlook are available.

Setting Up Servers to Support Offline Address Books

To create offline address books, Exchange Server 2003 must have access to at least one of each of the following server types:  


Global catalog server   If you have multiple global catalog servers, make sure that Active Directory replication is functioning correctly so that Exchange retrieves accurate information regardless of which server it contacts. Also, be aware of the time that is required for Active Directory replication. A new account may not be immediately available on all of the global catalog servers. For more information about Active Directory replication, see Microsoft Windows Help.


Public folder server   This server is the Exchange server that supports the default Public Folders tree. If you have multiple public folder servers, and especially if you have multiple routing groups or administrative groups, for information about how to manage multiple instances of the offline address book folders, see "Offline Address Book Folders" later in this topic.

Language Locales and Public Folder Servers

You can set sort order and code page configurations at the server level. Exchange Server 2003 uses the locale settings of the offline address book server when generating the offline address book. The locale settings of the Outlook profile do not affect the offline address book. By default, when running in Cached Exchange Mode, Outlook uses the offline address book in place of the global address list, so users may observe differences in behavior between the two types of address books.

Differences Between the Offline Address Book and the Global Address List

Sometimes users may have different experiences with Outlook depending on whether they are working with an online address list (such as the global address list) or an offline address list.

When an Outlook user requests information from the global address list, Outlook requests that the information be provided using the locale information stored in the Outlook profile and in the Windows registry. The request goes to a global catalog server which, if correctly configured, returns the information to Outlook using the appropriate locale information. If the global catalog server does not support the requested language, it returns the information to Outlook using English locale information.

When an Outlook user requests information from the offline address book, Outlook uses the downloaded offline address book files to respond to the request. The locale information for these files is static. Exchange Server 2003 determines what locale information to use when it generates the offline address book files, and the files do not change when Outlook downloads them. Exchange Server 2003 only requests and generates the offline address book for one language. 

When the user's computer and the offline address book server use the same locale information, this difference in behavior is not visible. However, if you have users who are configured to use a locale other than that of the offline address book server, these users may notice the difference. If you have users with this type of configuration, especially if they are using Cached Exchange Mode, you might need to warn them of the differences between the two types of address books.

The primary locale settings involved are the following:

Code page
The ANSI offline address book versions 1 and 2 are generated using the server's system-default ANSI code page. 

For example, suppose that an English server generates an offline address book, and then that offline address book is downloaded by a Russian Outlook user. The offline address book still uses western European characters. If the Russian Outlook user is connected to the global address list, that address list would use Cyrillic characters.

Sort order
All offline address books generated on a particular server will use that server's sort order.

For example, suppose that an English server generates an offline address book, and then that offline address book is downloaded by a German Outlook user. The offline address book still uses the English sort order. If the German Outlook user is connected to the global address list, that address list would use the German sort order.

Verifying and Configuring the Default Offline Address Book Locale

Outlook users can verify the locale of the offline address book by checking the following registry keys on the computer running Outlook:  


HKEY_CURRENT_USER\Software\Microsoft\Exchange\Exchange Provider\OAB Sort LocaleU   The Locale ID for the UNICODE offline address book in hex and stored as binary, for example, 09 04 00 00 for English (US).


HKEY_CURRENT_USER\Software\Microsoft\Exchange\Exchange Provider\OAB Sort Locale   The Locale ID for the ANSI offline address book in hex and stored as binary, for example, 09 04 00 00 for English (US). 
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Important: 

Do not attempt to modify these registry keys.

The offline address book uses the default locale of the offline address book server. You can change the default locale information, but remember that the server can only use one default locale at a time. The Locale value is a hexadecimal string, for example 00000409 for English (US). For more information about Locale ID values, see the Microsoft Windows Server 2003 documentation.

For detailed steps about how to change the default server locale, see How to Change the Default Server Locale.

Offline Address Book Folders

When Exchange Server 2003 generates offline address book files, it attaches the files to mail messages and places the messages in special public folders. Outlook retrieves the messages from the folder and downloads the attached files.

The offline address book messages are stored in subfolders of the OFFLINE ADDRESS BOOK folder, which is one of the system folders in the default Public Folders tree. This folder contains a subfolder for each administrative group (or site) in your topology. By default, a content replica of a specific administrative group folder resides on the first server that is installed in the administrative group (named the Site Folder Server). 

For detailed steps about how to view system folders, see How to View the System Folder for a Public Folder Tree.
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Note: 

The Site Folder Server is responsible for ensuring that site folders exist. If you need to remove the Site Folder Server from the site, first make sure that the site folders have been replicated to a new server that can take over as the Site Folder Server. 

You can replicate system folders to additional servers if necessary. You can also configure individual offline address books to reside on specific servers. To support the offline address book folders, a server must have the default Public Folder Store. For more information about system folders, see "Managing Mailbox Stores and Public Folder Stores" in Exchange Server 2003 Administration GuideExchange Server 2003 Administration Guide.

If a server in a mixed-mode environment is upgraded to Exchange Server 2003, you may have to create new folder replicas. For more information about creating new replicas of the offline address book folders, see Microsoft Knowledge Base article 817377, "Offline Address Book Replication Does Not Work After You Upgrade to Exchange Server 2003." 

Offline Address Book Files

When it generates an offline address book, Exchange Server 2003 produces several sets of files. With these files, Exchange Server 2003 can support several different formats for the offline address book:  


OAB Version 1   If the offline address book is configured with the Exchange 4.0 and 5.0 compatibility option, Exchange generates a set of files in the offline address book version 1 format (OAB Version 1). These files are attached to messages in the root offline address book folder (usually /o=First Organization/cn=addrlists/cn=oabs/cn=Default Offline Address List). The DOS, Windows 16 bit, and Exchange 4.0 clients use OAB Version 1 information. This information is not used with Outlook clients.


OAB Version 2   For non-Unicode (ANSI) clients, Exchange generates files in the offline address book version 2 format (OAB Version 2). These files are attached to messages in the OAB Version 2 folder. All Outlook clients can use these files. 


OAB Version 3a   For Unicode Outlook clients, Exchange generates files in the offline address book version 3a (OAB Version 3a) format. These files are attached to messages in the OAB Version 3a folder, as shown in the following figure. Outlook 2003 clients can use these files.

Messages in one of the offline address book folders
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The following table lists the files that Exchange Server 2003 generates for the different offline address book formats.

Files generated by Exchange Server 2003 for offline address books

	ANSI OAB Version 1 (root folder)
	ANSI OAB Version 2
	Unicode OAB Version 3a
	Description

	Browse.oab
	Browse2.oab
	Browse2_u.oab
	This file is the centerpiece of the offline address book. This file keeps the pointers to the data in the other .oab files.

	Details.oab
	Details2.oab
	Details2_u.oab
	This file contains the details records. For a list of attributes contained in this file, see "User Attributes Stored in Offline Address Book Files" later in this topic. You cannot customize the attributes included in the details records.

Outlook users can specify whether to download the details file by selecting the Full Details option in Outlook. If the Outlook client is running in cached mode, it is recommended that you select Full Details. If the client has limited hard disk space, the user may choose to select No Details.

	Rdndex.oab
	Rdndex2.oab
	Rdndex2_u.oab
	Outlook uses this index when looking up distinguished names. Outlook builds the rdndex and pdndex files from this information.

	Anrdex.oab
	Anrdex.oab
	Anrdex2_u.oab
	Outlook uses this index file to help resolve ambiguous names. 

	Lngxxx.oab
	Lngxxx.oab
	Lngxxx.oab
	These files contain the Display and Addressing template data for localized (language) information. Templates contain information about how Outlook displays the properties of the object. In the template, xxx is the locale ID, which is used to identify the language. Outlook renames this to Tmplts.oab at download time.

	Macxxx.oab
	Macxxx.oab
	Macxxx.oab
	This file contains the Display and Addressing template data for Macintosh information, where xxx is the code page. The client renames this to Tmplts.oab at download time. At the time of this guide's publication, the Macintosh clients, including Outlook 2001, use the non-Unicode offline address book. The Unicode file is created for possible future use.

	Changes.oab
	Changes.oab
	Changes.oab
	This file is also known as the diff (or difference) file. It contains the differences between the current offline address book and the previously generated offline address book. Outlook uses the information in this file to determine whether to download an update to its copy of the offline address book or a complete new offline address book.

This file is included as an attachment in a separate message.


User Certificates in the Offline Address Book Files

The details files in an offline address book include user certificates. However, in Exchange Server 2003, unnecessary certificates are filtered out. There are three different certificate attributes in Active Directory. Only some of these certificates are used for encrypting and signing e-mail messages. Therefore, Outlook uses these certificates but not the others. Certificates that are not used by Outlook, such as Encrypted File System and 802.1x authentication, are filtered out of the offline address book. Expired certificates are also filtered out of the offline address book. 

For detailed steps about how to disable certificate filtering, see How to Disable Certificate Filtering in the Offline Address Book Files.

User Attributes Stored in Offline Address Book Files

With Outlook, users can view address attributes of other users when using the offline address book. The attributes that are available depend on the Outlook configuration. 

To view the attribute settings, in the Outlook Tools menu, point to Send/Receive, and then click Download online address book. Outlook provides two options:  


Full Details   Outlook downloads all address attributes.


No Details   Outlook downloads a subset of the address attributes.

The following table lists the address attributes that are included in the offline address book, including whether they are downloaded as part of the No Details version of the offline address book. 

Address attributes in the offline address book, organized by Address Book tab

	Tab
	Display name
	Attribute name
	No Details
	Full Details 

	Not applicable
	Not applicable
	PR_OBJECT TYPE
	X
	X

	 
	 
	PR_ENTRYID
	X
	X

	 
	 
	PR_DISPLAY_TYPE
	X
	X

	 
	 
	PR_SEND_RICH_INFO
	X
	X

	 
	 
	PR_USER_CERTIFICATE
	 
	X

	 
	 
	PR_USER_X509_CERTIFICATE
	 
	X

	 
	 
	PR_EMS_AB_X509_CERT
	 
	X

	 
	 
	PR_EMS_AB_HOME_MDB_A
	 
	X *

	General 
	First
	PR_GIVEN_NAME_A
	 
	X

	 
	Initials
	PR_INITIALS_A
	 
	X

	 
	Last
	PR_SURNAME_A
	X
	X

	 
	Display
	PR_DISPLAY_NAME_A
	X
	X

	 
	Alias
	PR_ACCOUNT_A
	X
	X

	 
	Address
	PR_STREET_ADDRESS_A
	 
	X

	 
	City
	PR_LOCALITY_A
	 
	X

	 
	State
	PR_STATE_OR_PROVINCE_A
	 
	X

	 
	Zip code
	PR_POSTAL_CODE_A
	 
	X

	 
	Country/Region
	PR_COUNTRY_A
	 
	X

	 
	Title
	PR_TITLE_A
	 
	X

	 
	Company
	PR_COMPANY_NAME_A
	 
	X

	 
	Assistant
	PR_ASSISTANT_A
	 
	X

	 
	Department
	PR_DEPARTMENT_NAME_A
	 
	X

	 
	Office
	PR_OFFICE_LOCATION
	X
	X

	 
	Phone
	PR_BUSINESS_TELEPHONE_NUMBER_A
	 
	X

	Phone/ Notes:
	Business
	PR_BUSINESS_TELEPHONE_NUMBER_A
	 
	X

	 
	Business 2
	PR_BUSINESS2_TELEPHONE_NUMBER_A
	 
	X **

	 
	Fax
	PR_PRIMARY_FAX_NUMBER_A
	 
	X

	 
	Assistant
	PR_ASSISTANT_TELEPHONE_NUMBER_A
	 
	X

	 
	Home
	PR_HOME_TELEPHONE_NUMBER_A
	 
	X

	 
	Home 2
	PR_HOME2_TELEPHONE_NUMBER_A
	 
	X **

	 
	Mobile
	PR_MOBILE_TELEPHONE_NUMBER_A
	 
	X

	 
	Pager
	PR_PAGER_TELEPHONE_NUMBER_A
	 
	X

	 
	Notes
	PR_COMMENT_A
	 
	X

	E-Mail Addresses
	Not applicable
	PR_ADDRTYPE_A
	X
	X

	 
	Not applicable
	PR_EMAIL_ADDRESS_A
	X
	X

	 
	Not applicable
	PR_SMTP_ADDRESS_A
	X
	X

	 
	Not applicable
	PR_EMS_AB_PROXY_ADDRESSES
	 
	X

	 
	Not applicable
	PR_EMS_AB_TARGET_ADDRESS
	 
	X *


* V3 represents offline address book version 3a. Currently this is available only with Exchange Server 2003 and Outlook 2003.

** Business2 and Home2 are available as a single value in Microsoft Exchange Server version 5.5 and as a multi-value in Exchange Server 2003 V3 only. These values are not available in Exchange Server 2003 ANSI (V2) or Microsoft Exchange 2000 Server.

The following table lists attributes that are not included in either the No Details or Full Details version of the offline address book.

Attributes not available in the offline address book

	Tab
	Display name
	Attribute name

	Organization
	Direct Reports
	directReports

	Member of
	Group Membership
	groupMembershipSAM

	Not applicable
	Custom Attributes
	Not applicable


How to Change the Default Server Locale

The offline address book uses the default locale of the offline address book server. To change the default server locale, perform the following procedure.

Before You Begin

Be aware that although you can change the default locale information, the server can only use one default locale at a time. The Locale value is a hexadecimal string, for example 00000409 for English (US).

Procedure
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To change the default server locale

	1.
Start Registry Editor on the Exchange server.

2.
Navigate to HKEY_USERS\.Default\Control Panel\International\Locale.

3.
Modify the value of the Locale key to use the appropriate Locale ID.


For More Information

For more information about Locale ID values, see the Microsoft Windows Server 2003 documentation.

How to View the System Folder for a Public Folder Tree

To view the system folder for a public folder tree, perform the following procedure.

Procedure
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To view system folders

	1.
Open Exchange System Manager.

2.
Right-click the public folder tree node, and then click View System folders. 

The following figure shows the offline address book folders and subfolders as they appear in Exchange System Manager.

Offline address book folders in Exchange System Manager
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How to Disable Certificate Filtering in the Offline Address Book Files

To disable certificate filtering in the offline address book files, perform the following procedure.

Before You Begin

This topic contains information about editing the registry.
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Caution: 

Incorrectly editing the registry can cause serious problems that may require you to reinstall your operating system. Problems resulting from editing the registry incorrectly may not be able to be resolved. Before editing the registry, back up any valuable data. 

Procedure
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To disable certificate filtering 

	1.
Start Registry Editor on the Exchange server.

2.
Navigate to HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\MSExchangeSA\Parameters\

3.
If OAL Invalid Cert Behavior does not exist, add a new string value: 

Value: OAL Invalid Cert Behavior
Type: DWORD _ 
Data: 2
Where the data values represent the following:  

0 = filter out expired and invalid certificates  

1 = filter out only expired certificates  

2 = do not filter the UserCertificate attribute.


Creating a New Offline Address Book

The Default Offline Address List contains all the addresses listed in the global address list. You can create additional offline address books if necessary.

Offline Address Lists container in Exchange System Manager
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For detailed steps about how to create a new offline address book, see How to Create a New Offline Address Book.

Process for Generating an Offline Address Book

Several services work together to generate and maintain the offline address book files. Before offline address books can be generated, the address lists in Active Directory must be up-to-date. The Microsoft Exchange System Attendant service calls the Recipient Update Service to maintain address lists. If the Recipient Update Service cannot populate the address lists, Exchange Server 2003 cannot build the offline address books.

When the public folder store maintenance process runs, Exchange Server 2003 uses the following process to generate the offline address book:  

1.
The Microsoft Exchange Information Store service (MSExchangeIS) generates the offline address book folders. 

2.
The Microsoft Exchange System Attendant service (MSExchangeSA, also known as Mad.exe) retrieves address list content and offline address book configuration information from Active Directory.

3.
The Microsoft Exchange System Attendant service calls Oabgen.dll.  

Oabgen.dll is a MAPI application that reads from Active Directory. The first time it creates an offline address book, Oabgen.dll creates the OAB Version 2 and OAB Version 3a folders. Every time Oabgen.dll runs, it creates the files for all offline address book versions, compresses the files, and then creates messages in the appropriate folders for each version of the offline address book it is configured to generate. The offline address book files are saved as attachments on the messages.  

How to Create a New Offline Address Book

The Default Offline Address List (shown in the following figure) contains all the addresses listed in the global address list. 

Offline Address Lists container in Exchange System Manager
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You can create additional offline address books if necessary by performing the following procedure.

Procedure
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To create a new offline address book

	1.
 In Exchange System Manager, under Recipients, right-click Offline Address Lists, point to New, and then click Offline Address List.

2.
Type a name for the offline address list. This will be the name of the offline address book object in Active Directory. You will use this name when you manage the offline address book in Exchange System Manager. Outlook does not use this name.

3.
To select a public folder server for the offline address book, click Browse. Type the name of the server, or use the Advanced option to find a server.

4.
Click Next, and then use Add and Remove to select address lists for Exchange Server 2003 to use as sources for the offline address book. Then, finish the steps of the New Object - Offline Address List Wizard. 

Exchange Server 2003 will configure the Active Directory object for the offline address book. The offline address book files will be created the next time the Exchange store maintenance processes run.


Configuring an Offline Address Book

After creating a new offline address book, you can modify additional properties including the update interval and compatibility with older clients. 

Properties for an offline address list
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For each offline address list, you can configure the following options:  


Offline address list server
Each offline address book specifies the server that generates the files. Click Browse for a list of available servers.   
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Note: 

If you change the offline address book server for an existing offline address book, verify that the new server has content replicas of the appropriate offline address book folders (as described in "Offline Address Book Folders," in Setting Up Servers to Support Offline Address Books). If the folders are not present, the OABGEN process might fail to generate the offline address book, and events 9333 or 9335 may appear in Event Viewer. If this occurs, manually configure the folders to replicate to the appropriate server. For information about how to configure folders to replicate, see Controlling Exchange Server 2003 Public Folder Replication.


Address lists
By default, the global address list is included. You can remove the global address list or include additional address lists. Regardless of how many address lists are selected, Outlook can only download one address list. If appropriate, Outlook will be prompted to choose the address list to download as the offline address book.  
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Note: 

For more information about address lists, see "Work With Address Lists" in Exchange Server 2003 Help. 


Update interval
By default, the offline address book is generated at 05:00 (5:00 A.M.) each day. Click Customize to change the schedule. 


Exchange 4.0 and 5.0 compatibility
Select the Exchange 4.0 and 5.0 compatibility check box if your environment supports older client versions, including Exchange clients. If this option is selected, Exchange Server 2003 will generate version 1 offline address book files.   

By default, to improve server performance, this option is not selected. If you select this option, the time that is required to generate offline address book files will increase, and the offline address book folders will be larger.  

For more information about this compatibility issue, see Microsoft Knowledge Base article 191909, "XCLN: Error Msg: Unable to Download Offline Address Book." 

Specifying an Offline Address Book for a Mailbox Store

If you create multiple offline address books, you can configure each mailbox store to use a specific offline address book. If configured, all the mailboxes in that store will use the specified offline address book, and all users on that mailbox store will be able to select from the address lists used to generate that offline address book. 

Configuring different mailbox stores to use different offline address books is a useful technique in hosted or multiple language environments where users must be restricted from viewing certain address lists. If you have users who require differing code pages or sort orders, you can place those users in different mailbox stores and associate each store with an appropriate offline address book that was generated on a server with the appropriate locale information.

For detailed steps about how to configure a mailbox store to use a specific offline address book, see How to Configure a Mailbox Store to Use a Specific Offline Address Book.

How to Configure a Mailbox Store to Use a Specific Offline Address Book

If you create multiple offline address books, you can configure each mailbox store to use a specific offline address book. To configure a mailbox store to use a specific offline address book, perform the following procedure.

Procedure
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To configure a mailbox store to use a specific offline address book

	1.
In Exchange System Manager, under Servers, expand the server and storage group you want to configure.

2.
Right-click the mailbox store you want to configure, and then click Properties.

3.
Under Offline address list, click Browse.

4.
Type the appropriate offline address book name, or use Advanced to find the appropriate name.


For More Information

To associate a specific mailbox with an offline address book, see Microsoft Knowledge Base article 275203, "Offline Address Book Cannot Be Associated with a Particular Mailbox."

Troubleshooting Server Configuration Issues

For more information and assistance in troubleshooting offline address book issues, see the following Microsoft Knowledge Base articles:  


286328, "Offline Address Book Is Missing and Cannot Be Generated in Microsoft Exchange" 


822931, "How to Remove the First Exchange 2003 Server Computer from the Site" 


307917, "XADM: How to Remove the First Exchange 2000 Server Computer from the Site" 


273364 "XADM: Unable to Create or Rebuild Default Offline Address List" 

For more details about verifying, rebuilding, and replicating the offline address book and related system folders, see Microsoft Knowledge Base article 311742, "XADM: Troubleshooting the Exchange 2000 Offline Address List." 

For details about how to reset system folders, see Microsoft Knowledge Base article 275171, "XADM: How to Reset System Folders on an Exchange 2000 Server." 

There are many tools and resources to troubleshoot Active Directory issues including the event log, Dcdiag.exe, and Netdiag.exe. For more information about these resources, see the following Microsoft Knowledge Base articles:  


249256, "HOW TO: Troubleshoot Intra-Site Replication Failures" 


321708, "HOW TO: Use the Network Diagnostics Tool (Netdiag.exe) in Windows 2000" 

Configuring Outlook Clients

After the Exchange server offline address book files have been generated, the client can then download the offline address book files. After the files have been downloaded to the local hard disk, Outlook can use the files for address information.

Traditionally, Outlook clients used the offline address book only when it was working offline (now referred to as Classic Offline Mode). Outlook 2003 has introduced a new feature named Cached Exchange Mode. In Cached Exchange Mode, Outlook 2003 can be connected to the server, yet it can still use the offline address book files from the local hard disk. Both Cached Exchange Mode and Classic Offline Mode are discussed in more detail later in this topic.

For more information about Outlook 2003 offline address book registry settings and common issues, see Microsoft Knowledge Base article 841273, "Administering the Offline Address Book in Outlook 2003."

Windows Profiles and Outlook Profiles

It is recommended that for each Windows user profile, not more than one Outlook profile use the offline address book. One Windows user profile can be configured to use multiple Outlook profiles, and that user profile can potentially download an offline address book for each Outlook profile. However, Outlook can only support applying changes to one offline address book for each Windows user across all Outlook profiles. 
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Note: 

Multiple Cached Exchange Mode profiles that use offline address books for one Windows profile can cause unintended effects. If the Windows profile alternates between Outlook profiles, each Outlook profile must download the full offline address book. 

Full Download Threshold

After downloading the offline address book files the first time, Outlook does not have to download the entire offline address book again unless it has changed significantly. Typically, Outlook only has to download updates. If the updates amount to more than one-eighth the size of the offline address book (as stored on the server), Outlook downloads a full new set of files.

For a more extensive discussion of the changes that cause Outlook to download a full offline address book, see Microsoft Knowledge Base article 839826, "High network usage occurs while Outlook clients download the offline Address Book from Exchange 2003 at the same time." These details are especially relevant if Outlook communicates with the Exchange servers using a slow WAN link, or if you are making major changes to a large address list. For information about controlling the impact of such downloads on your system, see Microsoft Knowledge Base article 867623, "Throttling full offline Address Book downloads to limit the effect on a LAN in Exchange Server 2003."

Default File Path

By default, Outlook stores the offline address book files on the client computer in the following location: 

\Documents and Settings\<Windows alias>\Local Settings\Application Data\Microsoft\Outlook\

This location can be changed by editing the registry. Before you edit the registry, close Outlook, and create the appropriate file path (for example, D:\OAB).

For detailed steps about how to change the default file path of the offline address book files, see How to Change the Default File Path of the Offline Address Book Files.

Offline Address Book Client Files

The following tables list the files that Outlook downloads to the client computer. You can use this information when troubleshooting offline address book issues.

Files downloaded by Outlook 2003 in ANSI (Non-Unicode) mode, Outlook 2002, and Outlook 2000

	ANSI OAB (Version 2)
	Full/No Details
	Extracted from the server files
	Purpose

	Browse.oab
	Both
	Browse2.oab
	Contains distinguished name, and pointer to all data and files.

	Details.oab
	Full Details Only
	Details2.oab
	Details.

	Rdndex.oab
	Both
	Rdndex2.oab
	Relative distinguished names.

	Pdndex.oab
	Both
	Rdndex2.oab
	Changes to domain names.

	Anrdex.oab
	Both
	Anrdex2.oab
	Ambiguous names.

	Tmplts.oab
	Both
	Lngxxx.oab
	Templates such as dialog boxes.


Files downloaded by Outlook 2003 in Unicode mode

	Unicode OAB (Version 3a)
	Full/No Details
	Extracted from the server files
	Purpose

	Ubrowse.oab
	Both
	Browse2_u.oab
	Contains distinguished name, and pointer to all data and files.

	Udetails.oab
	Full Details Only
	Details2_u.oab
	Details.

	Urdndex.oab
	Both
	Rdndex2_u.oab
	Relative distinguished names.

	Updndex.oab
	Both
	Rdndex2_u.oab
	Changes to domain names.

	Uanrdex.oab
	Both
	Anrdex2_u.oab
	Ambiguous names.

	Utmplts.oab
	Both
	Lngxxx_u.oab
	Templates such as dialog boxes.


By default, Outlook 2003 uses the Full Details Unicode offline address book. If you upgrade to Outlook 2003 using existing Outlook profiles, Outlook 2003 uses the ANSI offline address book. Outlook 2002 and Outlook 2000 use the ANSI offline address book. 

Sometimes you can find both ANSI and Unicode files in the local directory of a client computer, but Outlook will only use one of these files. For example, in some cases when Outlook switches between ANSI and Unicode mode, or if Outlook is upgraded from an earlier version to Outlook 2003, both sets of files may exist. However, Outlook 2003 uses only one set of files.

To verify if Outlook 2003 is running in Unicode mode, see "Verifying the Outlook 2003 Configuration" later in this topic.

Configuring Outlook 2003 Cached Exchange Mode

By default, Outlook 2003 Cached Exchange Mode is configured to use the offline address book. Outlook downloads the offline address book assigned to the user when it synchronizes the user's mailbox for the first time. For more information about multiple offline address books and how to select the offline address book, see "Configuring Outlook 2003 Classic Offline Mode" later in this topic.

After Outlook completes a full offline address book download, it checks for updates every 24 hours from the last successful update. You can modify the way Outlook uses the offline address book in the following ways:  


Set up a send/receive group to check for updates more frequently.


Modify the type of automatic download.


Configure Outlook to use the online address list for resolving ambiguous names.

For information about Outlook 2003 Cached Exchange Mode, see Outlook 2003 Help.

Send/Receive Groups

Outlook 2003 Cached Exchange Mode does not require send/receive groups for synchronizing the offline address book, and it does not include the offline address book in the default send/receive group. If Outlook is running in classic mode instead of cached mode, it does include the offline address book in the default send/receive group.

Under certain circumstances, the user may require a send/receive group. For example, if the user wants Outlook to check for changes every hour instead of every 24 hours, the user can configure an appropriate send/receive group.
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Important: 

Automatic offline address book downloads in Cached Exchange Mode cannot be controlled through the send/receive groups.

For detailed steps about how to manage send/receive groups, see How to Manage Send/Receive Groups in Outlook.

If the user chooses to use a send/receive group, Outlook checks for changes to the offline address book, and the user is not provided with an option to do a full download with the send/receive group. For more information about working with send/receive groups, see Outlook Help.

Configuring Automatic Offline Address Book Download in Cached Exchange Mode

Outlook 2003 includes optimizations to prevent excessive full downloads and to ensure that the offline address book is downloaded at the appropriate time. There are four download settings: Download Full Items, Download Headers and then Full Items, Download Headers, and On Slow Connections Download Only Headers. (For information about how these download settings are selected, see the following figure.) By default, when one of the header options is selected, offline address book downloads are disabled.

If a user sets the On Slow Connections Download Only Headers option (generally for a dial-up connection), Outlook downloads only headers. This action makes sure that Outlook does not use the limited bandwidth of slow connections for address book updates. 

The four automatic download types that are available in Cached Exchange Mode
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To prevent overloading the network, Outlook will retry failed full offline address book downloads at 13-hour intervals. If a full offline address book download is interrupted, Outlook has to restart the download. Outlook retries failed change downloads every hour until it succeeds.

Configuring Ambiguous Name Resolution in Cached Exchange Mode

In Cached Exchange Mode, Outlook 2003 uses the offline address book when it resolves ambiguous names, even when connected to the server. Outlook tries to resolve ambiguous names when a user types an address in the To line of a message, and when the user sends the message.

Searches for ambiguous names in the offline address book will only find results using the Display Name, Last Name, the Nickname, and the Office Location. 

For detailed steps about how to configure all cached mode clients to use the online global address list to resolve ambiguous names, see How to Configure All Cached Mode Clients to Use the Online Global Address List to Resolve Ambiguous Names.

Configuring Outlook 2003 Classic Offline Mode

When the user chooses to work offline for the first time, Outlook prompts the user to configure their offline folder files (.ost files) and the offline address book files. Outlook also adds the offline address book to the default send/receive group. If users desire, they can also download the offline address book manually.

For detailed steps about how to download the offline address book manually see How to Download the Offline Address Book Manually.

Verifying the Outlook 2003 Configuration

Use the following procedures to help troubleshoot offline address book issues with Outlook 2003.

For detailed steps about how to verify that Outlook 2003 is using the offline address book, see "How to Verify That Outlook 2003 Is Using the Offline Address Book".

For detailed steps about how to verify that Outlook 2003 is running in the Unicode mode, see "How to Verify That Outlook 2003 Is Running in the Unicode Mode".

For detailed steps about how to verify that Outlook 2003 is running in Cached Exchange Mode, see "How to Verify That Outlook 2003 Is Running in Cached Exchange Mode".

Unlike earlier versions of Outlook, Outlook 2003 no longer writes logs to the Deleted Items folder. Instead, if the offline address book is not successfully synchronized, a message is logged in the Synchronization Failures folder in Outlook.

Outlook 2002, Outlook 2000, and Offline Address Books

Outlook 2002 and Outlook 2000 use the offline address book in a way that is similar to Outlook 2003. However, there is no Unicode support (no offline address book version 3a support), and no Cached Exchange Mode. Also, if the offline address book is not successfully synchronized, a message will be logged in the Deleted Items folder. This behavior differs from that of Outlook 2003.

Finally, there is a known issue with Outlook 2000 where the e-mail message is sent to the incorrect recipient. To avoid this issue, see the following Microsoft Knowledge Base articles:  


820838, "OL2000: E-mail Messages That You Created While Offline Are Sent to the Wrong Recipient" 


232767, "OL2000: Integrity Check For Client OAB" 

How to Change the Default File Path of the Offline Address Book Files

To change the default file path used by Outlook to store the offline address book files, perform the following procedure.

Before You Begin

This topic contains information about editing the registry.
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Caution: 

Incorrectly editing the registry can cause serious problems that may require you to reinstall your operating system. Problems resulting from editing the registry incorrectly may not be able to be resolved. Before editing the registry, back up any valuable data. 

Procedure
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To change the default file path of the offline address book files

	1.
From the client computer, close Outlook and create the appropriate file path (for example, D:\OAB).

2.
From the client computer running Outlook, start Registry Editor.

3.
Navigate to HKEY_CURRENT_USER\Software\Microsoft\WindowsNT\CurrentVersion\Windows Messaging Subsystem\Profiles\<Default Microsoft Outlook Profile>\13dbb0c8aa05101a9bb000aa002fc45a

4.
Add a new string value: 

Parameter: 001e660e
Value:<path of offline address book files> 

Type: String Value 
For example:  

Parameter: 001e660e  

Value: D:\OAB  

Type: String Value  


How to Manage Send/Receive Groups in Outlook

If you want Outlook to check for changes to the address book every hour instead of every 24 hours, you can configure an appropriate send/receive group.
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Important: 

Automatic offline address book downloads in Cached Exchange Mode cannot be controlled through the send/receive groups.

To manage send/receive groups in Outlook, perform the following procedure.

Procedure
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To manage send/receive groups

	1.
 In Outlook, on the Tools menu, click Options. 

2.
Click Mail Setup, and then click Send/Receive.


For More Information

For more information about working with send/receive groups, see Outlook Help.

How to Configure All Cached Mode Clients to Use the Online Global Address List to Resolve Ambiguous Names

In Cached Exchange Mode, Outlook 2003 uses the offline address book when it resolves ambiguous names, even when connected to the server. To configure Outlook to use the online global address list, perform the following procedures.

Before You Begin

This topic contains information about editing the registry.
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Caution: 

Incorrectly editing the registry can cause serious problems that may require you to reinstall your operating system. Problems resulting from editing the registry incorrectly may not be able to be resolved. Before editing the registry, back up any valuable data.

Procedure
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To configure all cached mode clients to use the online Global Address List to resolve ambiguous names

	1.
 Start Registry Editor on the computer running Outlook.

2.
Navigate to either one of the following registry keys: 


HKEY_CURRENT_USER\Software\Microsoft\Office\11.0\Outlook\Cached Mode 

HKEY_LOCAL_MACHINE\Software \Microsoft\Office\11.0\Outlook\Cached Mode 
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Note: 

You may have to create a Cached Mode key.

3.
Add a new value: 

Parameter: ANR Include Online GAL 
Type: DWORD _ 
Value: 0 or 1 
Where the data values represent the following:  

0 = the default value for Outlook 2003 cached mode, and the offline address book will be used for ambiguous name resolution searches.  

1 = changes cached mode to connect to the server address list for ambiguous name resolution searches. This value forces more remote procedure call (RPC) connections to the server address list.


How to Download the Offline Address Book Manually

To download the offline address book manually, perform the following procedure.

Procedure
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To download the offline address book manually

	1.
 In Outlook, in the Tools menu, click Send/Receive, and then click Download Address Book.

2.
To retrieve only the changes since the last download, select Download changes since last Send/Receive. For details, see the following figure. If this check box is not selected, the full offline address book will be downloaded. If this is the first time for the download, the full download will still occur. 

Offline address book dialog box in Outlook, with the Full Details option selected
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3.
Click the type of download you want, Full Details or No Details. Full Details is recommended, and is configured with Cached Exchange Mode by default. 
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Note: 

By default, Classic Offline Mode uses "No Details" offline address book. 

For more information about the attributes that are downloaded, see "User Attributes Stored in Offline Address Book Files" in Setting Up Servers to Support Offline Address Books. 

4.
If the offline address book has been generated to include multiple address lists, click Choose address book to select an address list.


How to Verify That Outlook 2003 Is Using the Offline Address Book

To verify that Outlook 2003 is using the offline address book, perform the following procedure.

Procedure
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To verify that Outlook 2003 is using the offline address book

	1.
In Outlook 2003, click the Address Book icon. 

2.
Right-click Global Address List, and then click Properties.

If the Microsoft Exchange Address Book Provider is listed as a directory path on the local computer, Outlook is using the offline address book. 


How to Verify That Outlook 2003 Is Running in Cached Exchange Mode

To verify that Outlook 2003 is running in cached Exchange mode, perform the following procedure.

Procedure
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To verify that Outlook 2003 is running in Cached Exchange Mode

	1.
In Outlook 2003, right-click the Mailbox folder, and then click Properties.

2.
Click Advanced, and then click the Advanced tab.

3.
Verify that the Use Cached Exchange Mode check box is selected..


How to Verify That Outlook 2003 Is Running in the Unicode Mode

To verify that Outlook 2003 is running in the Unicode mode, perform the following procedure.

Procedure
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To verify that Outlook 2003 is running in the Unicode mode

	1.
In Outlook 2003, right-click the Mailbox folder, and then click Properties.

2.
Click Advanced, and then click the Advanced tab.

3.
Check Mailbox Mode for the current setting.


Managing Exchange Server 2003 Free/Busy Folders

Free/busy data is published information that contains a user's personal availability data based on the user's schedule. Microsoft Exchange Server 2003 uses the information extensively when users schedule meetings. These topics provide an explanation of how clients such as Microsoft Office Outlook 2003 work with Exchange Server 2003 to manage free/busy data. They also provide information about how you can best deploy and maintain free/busy servers.

Exchange Server 2003 stores free/busy information in a dedicated public folder that is named SCHEDULE+ FREE BUSY. This folder contains a separate subfolder for each administrative group in your Exchange organization. When a user publishes free/busy data, Exchange Server 2003 posts the information in a message in the appropriate free/busy subfolder. The free/busy folders are system folders and function in a manner that is similar to offline address book folders.

In Exchange System Manager, you can view the system folders for a specific public folder tree by right-clicking the public folder tree node, and then clicking View System folders. 
Messages in the SCHEDULE+Free/Busy system folder
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Publishing Free/Busy Data

The process of publishing free/busy data from the user's client application to the appropriate free/busy folder depends in part on the client that the user has. Outlook and other MAPI-based clients function somewhat differently in this respect from Web-based clients such as Microsoft Office Outlook Web Access for Exchange Server 2003 and Microsoft Outlook Mobile Access.

Publishing Free/Busy Data with Outlook

By default, Outlook publishes the free/busy data for a user one time every 15 minutes, and again when Outlook shuts down. When publishing, Outlook updates the entire free/busy message instead of just adding changes to the existing message. The message includes free/busy data that ranges from the current month to two months in the future.

Outlook users can customize the free/busy settings, including the following:  


Publishing interval, which can be as short as one minute.


Number of months in the future to publish, which can be as long as 36 months.

The following figure provides an overview of how Outlook publishes a user's free/busy data.

Tasks involved when Outlook publishes free/busy data
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When Outlook has to publish, it first identifies the appropriate free/busy subfolder. Outlook retrieves the legacyExchangeDN attribute from the user's account in the Active Directory directory service. Then, Outlook divides the legacyExchangeDN value. It uses the first part to identify the user's administrative group and therefore the appropriate free/busy subfolder. It uses the second part as the subject of the free/busy message.
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Note: 

The legacyExchangeDN value always refers to the administrative group where the user's mailbox was originally created.

For example, consider a user with the legacyExchangeDN of /o=Microsoft/ou=APPS-ABC/cn= RECIPIENTS/cn=ASAMPLE. The user's free/busy data is stored in a message with the subject line USER-/cn=RECIPIENTS/cn=ASAMPLE. The message is posted in the folder EX:/o=Microsoft/ou=APPS-ABC, which is a subfolder of SCHEDULE+ FREE BUSY.
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Note: 

Some errors or replication issues may produce duplicate free/busy messages for a single user. These messages have -2 appended to the subject line (for example, USER-/cn=RECIPIENTS/cn=ASAMPLE-2).

After identifying the free/busy folder, Outlook selects a public folder server where it can post the message. Outlook has to find a public folder server that has replicas of the appropriate subfolders of the SCHEDULE+ FREE BUSY system folder.

The process that Outlook uses to locate a free/busy folder is similar to the normal public referral process that Exchange Server 2003 uses for Outlook. Outlook uses the following steps to locate a free/busy folder:  

1.
Outlook contacts the user's mailbox store to determine the location of the associated (default) public folder store, which can be on the same server as the mailbox store or on a different dedicated public folder server.

2.
Outlook tries to publish free/busy data to the user's default public folder store.

3.
If the default public folder store is unavailable, Exchange Server 2003 sends Outlook to another public folder store that supports the default Public Folders tree.

4.
If this new public folder store does not contain replicas of the free/busy folders (which is likely to be the case), Exchange Server 2003 returns a list of servers that do contain replicas, prioritized by an internal algorithm. If the referring server has a configured list of referral servers, Exchange Server 2003 uses that list. 
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Note: 

If multiple servers meet the criteria for a referral, Exchange Server 2003 uses a hashing algorithm to select one preferred server for the user. Using this algorithm, Exchange Server 2003 can load balance users among the public folder stores while consistently sending a specific user to a specified store.

5.
Outlook tries to publish the data to the first public folder server in the list. It continues down the list until it succeeds. 

As a result of this referral process, there is no guarantee that the free/busy information will always be published to the same public folder store. However, the information will eventually be replicated to all stores. This referral process is automatic and cannot be disabled. 

For more information about public folder referrals, see "Managing Mailbox Stores and Public Folder Stores," in the Exchange Server 2003 Administration Guide.

For more information about the legacyExchangeDN attribute, see the following Microsoft Knowledge Base articles:  


264391, "XADM: Move Mailbox Informational Messages List the legacyExchangeDN Attribute of Source and Destination Information StoreXADM: Move Mailbox Informational Messages List the legacyExchangeDN Attribute of Source and Destination Information Store" 


286783, "Error Message Updating Free and Busy Data in Exchange 2000 Server" 

Publishing Free/Busy Data with Outlook Web Access and Outlook Mobile Access

Outlook Web Access and Outlook Mobile Access do not publish free/busy data directly to the public folder store. Instead, they rely on a free/busy publishing agent that is named MadFB (also known as MSExchangeFBPublish), which runs as part of the Microsoft Exchange System Attendant service (MSExchangeSA). MadFB has two functions. It publishes free/busy messages for Outlook Web Access and Outlook Mobile Access, and it deletes duplicate free/busy messages. In this section, the first function is discussed.
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Note: 

Microsoft Entourage for the Macintosh also relies on this MadFB process to publish free/busy data.

Instead of publishing at preset intervals, Outlook Web Access and Outlook Mobile Access publish free/busy data when a user saves a new appointment, deletes an appointment, or saves changes to an appointment's start time or end time. The following figure shows the basic steps of the publishing process.

Publishing free/busy data with a Web-based client using a front-end/back-end Exchange topology
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The basic steps of the publishing process are the following:  

1.
Outlook Web Access (or Outlook Mobile Access) sends the free/busy change to the server running Exchange Server 2003 that supports the Outlook Web Access applications (generally a front-end server). This server forwards the change to the user's mailbox server, which saves the change.

2.
When Exchange Server 2003 commits the change, it sends a free/busy message to the system attendant mailbox.

3.
Polling at intervals (the default is 5 minutes), MadFB retrieves the free/busy message and publishes it to the free/busy public folder. 

MadFB uses the same process for publishing free/busy data that Outlook uses. As with Outlook, Exchange Server 2003 refers MadFB to an appropriate public folder store. Any duplicate free/busy messages have -2 appended to the message subject.  
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Note: 

Because most of the processing is handled by the Exchange servers instead of the client, using Outlook Web Access and Outlook Mobile Access can provide performance and reliability advantages over Outlook.

Locating Free/Busy Information for Other Users

When a user schedules an appointment or meeting and wants to determine the availability of another user, the client must obtain free/busy data for that user. To do this, the client must first locate the appropriate free/busy folder, and then identify the free/busy message for the specified user. Outlook performs this task slightly differently than Outlook Web Access and Outlook Mobile Access.

Locating Free/Busy Information with Outlook

When locating a user's free/busy public folder, Outlook uses a process that is similar to its publishing process. Outlook starts by retrieving the user's legacyExchangeDN value from Active Directory, and then uses that value to identify the name of the free/busy folder and the subject line of the appropriate free/busy message. Outlook then searches for the appropriate folder and message, starting with the specified user's default public folder store, and if necessary, requesting a referral to an appropriate server.

Locating Free/Busy Information with Outlook Web Access or Outlook Mobile Access

When Outlook Web Access or Outlook Mobile Access requests free/busy information for a selected user, the Exchange server that supports the Outlook Web Access applications (generally a front-end server) processes the request. The front-end server sends a query to the users default public folder store, which responds with a list of available free/busy servers. As is the case with a normal public folder referral, the front-end server sends a query to the first available server in the list, which responds with the free/busy data. The front-end server only queries another free/busy server if the first server in the list does not respond. If Outlook Web Access or Outlook Mobile Access does not use a front-end server, the users default public folder store will only respond with a single free/busy server. If that server is unavailable, the request will fail. No other servers can be queried. 
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Important: 

When Outlook Web Access or Outlook Mobile Access requests free/busy information, the mailbox store will use one free/busy server to find the information. This limitation may cause problems if your topology has multiple sites, because in the default configuration, each free/busy server holds only that site's free/busy data. You need to configure the free/busy folders to replicate if you want data from multiple sites to be available to all users.

Effects on Free/Busy Data When Moving or Deleting Users' Mailboxes

When you move a user's mailbox from one Exchange server to another, the user's legacyExchangeDN attribute does not change. Therefore, the location where clients publish the user's free/busy data does not change.

When you delete a user's mailbox, the corresponding free/busy message in the free/busy folder is not deleted and is considered orphaned.

Sometimes users will retrieve old free/busy information for a user with a moved mailbox because the legacyExchangeDN is not valid or has been manually changed. This situation causes significant problems for the moved user because the user may receive many conflicting meeting requests.

Supported Topologies

This topic describes two single-forest Exchange topologies and one multi-forest Exchange topology. These topologies are recommended for minimizing the delay between the time a user makes a change and the time that the change is visible to all other users. This delay is known as free/busy latency. The longer the latency, the more probable it is that users will see out-of-date free/busy data. 

These topologies have some free/busy latency because of the client applications. For example, Outlook publishes free/busy data one time every 45 minutes. MadFB checks for free/busy data published by Outlook Web Access or Outlook Mobile Access at 15-minute intervals. Therefore, in any topology, a particular user's free/busy data may be up to 45 minutes old.
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Important: 

If your topology has multiple sites and your users have Outlook Web Access or Outlook Mobile Access, make sure that all of your free/busy servers have replicas of all of the available free/busy folders. When Outlook Web Access or Outlook Mobile Access requests free/busy information, the mailbox store will use one free/busy server to find the information. The mailbox store will not attempt to locate additional free/busy servers (for example, free/busy servers in other sites).

Server Per Site Topology

In the server per site topology, each site has a free/busy server that supports the local users. This topology supports one Active Directory forest (and one Exchange organization) that has been subdivided into one or more sites or administrative groups.

Simple topology with one free/busy server per site or administrative group
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Users in each site use a local free/busy server. Free/busy data replicates between the different servers. This arrangement works well for topologies that include poorly connected sites (for example, multiple sites that communicate using low-bandwidth connections). Assuming that most users require free/busy data for other users in their own site (for example, for local in-person meetings), this topology provides users with quick access to the most important data.

In cases where a user requires free/busy data for a user in a remote site, latency may become a factor. The free/busy data on one server may be up to 15 minutes out of synchronization with the other servers.

The factors that contribute to the free/busy latency in this topology are the following:  


P   The free/busy publishing interval for Outlook or MadFB. The default value for Outlook is 15 minutes.


R   The free/busy data replication interval. The default value is 15 minutes.


F   The inter-forest replication interval. This factor is not relevant for this topology.

For this topology, the maximum delay is P + R, which is one hour if you use the default settings.

Single Server/Multiple Sites Topology

In the single server/multiple sites topology, only one site has a free/busy server. This server supports users in remote sites in addition to the local site. This topology supports one Active Directory forest (and one Exchange organization) that has been subdivided into one or more sites or administrative groups.

Simple topology with one free/busy server for all sites
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Users in each site use a central free/busy server. This arrangement eliminates the latency produced by the public folder replication interval, although the remote users may experience some network latency. This arrangement works well for topologies in which all sites have high-bandwidth connections.

The factors that contribute to free/busy latency in this topology are the following:  


P   The free/busy publishing interval for Outlook or MadFB. The default value for Outlook is 15 minutes.


R   The free/busy data replication interval. This factor is not relevant for this topology.


F   The inter-forest replication interval. This factor is not relevant for this topology.

For this topology, the maximum delay is P, which is 45 minutes if you use the default settings.

Multiple Forest Topology

In a multiple forest topology, selected Exchange servers replicate free/busy data between Active Directory forests (and the corresponding Exchange organizations). The following figure shows an example of a multiple forest topology where the different forests have different internal topologies. This topology is common in large enterprises.

Complex topology that includes multiple forests that have different free/busy server configurations
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A separate Exchange Server 2003 tool, named the Inter-Organization Replication tool (also known as Exchsync.exe), replicates free/busy data from one organization to another. The Inter-Organization Replication tool normally replicates data at 30-minute intervals, which can significantly affect the latency of free/busy data.

The factors that contribute to free/busy latency of this topology are the following:  


P   The free/busy publishing interval for Outlook or MadFB. The default value for Outlook is 15 minutes.


R   The free/busy data replication interval. The default interval is 15 minutes.


F   The inter-forest replication interval. The default interval is 30 minutes.

For this topology, the maximum delay is P +nR + mF, where m is the maximum number of inter-forest replication hops required to distribute the replication message, and n is the maximum number of internal replication hops required to distribute the message within an organization before or after the inter-forest replication.

For more information about linking multiple Exchange organizations, see Exchange Server 2003 Deployment Guide.

Inter-Forest Replication Process

Exchange users from different forests can share their free/busy data with each other. There are two primary mechanisms that provide this function:  


Directory synchronization   Ensures that users in one forest appear as contacts in another forest. For a user to retrieve free/busy data for another selected user, that user must appear in the global address list of the local forest.


Free/busy replication   Pushes free/busy information from one Exchange organization to another. The inter-organizational free/busy replication process uses the MAPI protocol, which means that this is not an Internet-friendly solution. 
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Note: 

The inter-organizational replication process is one-way. To establish two-way replication between two organizations, you must configure replication separately for each organization.

As described previously, the Inter-Organization Replication tool replicates free/busy data from one organization to another. The tool uses the same MAPI synchronization APIs that Outlook uses to synchronize offline folders. When replicating, the tool uses a unique attribute known as a source key to match data in the source folders with data in the destination folders. The replication process involves the following steps:  

1.
The tool identifies a list of changes that have to be exported from the source public folder store and identifies the current known state of the destination store.  

2.
The tool propagates the changes to be processed to the destination public folder store (in the destination organization). 
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Note: 

If the tool cannot create the destination item in the destination folder, it will delete the source item to maintain synchronization. If the item with that source key has been deleted, and the public folder store has tombstoning enabled, the item cannot be created again and replication will fail.

During normal operation, the Inter-Organization Replication tool generates event log messages such as the following:

Event Type:   Information
Event Source:   Exchsync
Event Category:   None
Event ID:   107
Date:      9/19/2001
Time:      9:12:27 AM
User:      N/A
Computer:   RED-FBS-05
Description:
Statistics for Free/Busy replication session 'Dogfood --> ITG Free/Busy sync' [81 Message Changes, 0 Message Deletions, 690 Message Ignores, 0 Message Errors, 0 Folder Changes, 0 Folder Deletions, 0 Folder Ignores, 0 Folder Errors].
You can use this information to monitor the status of the replication traffic.

Calendar Support in an Exchange and Non-Exchange Environment

The Microsoft Exchange Connector for Lotus Notes and the Microsoft Exchange Connector for Novell GroupWise perform several functions to support calendaring capabilities between the foreign system and Exchange Server 2003:  


Replicate directory information so that both Exchange users and foreign system users have access to calendaring data. 


Convert meeting request items from Exchange format to the foreign format and from the foreign format to the Exchange format.


Detect Exchange Server 2003 free/busy requests and look up the appropriate free/busy data in the foreign system. This free/busy lookup is bidirectional.

The following figure shows how the connectors appear in Exchange System Manager and some of the configuration options that are available.

Free/busy options controlled by Exchange connectors in an Exchange Connector for Lotus Notes or Novell GroupWise environment
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Maintaining and Repairing Free/Busy Data

Over time, the free/busy folders may accumulate duplicate free/busy messages. In addition, Outlook and the free/busy folders may become unsynchronized, especially for mailboxes that have multiple delegate users. This section provides information about how Exchange Server 2003 automatically maintains free/busy data according to a configurable schedule, and about how you can repair synchronization problems.

Cleaning Mailbox Stores Using MadFB

MadFB has two functions. It publishes free/busy messages for Outlook Web Access and Outlook Mobile Access, and it cleans up existing free/busy data.

By default, the cleanup process runs nightly at 02:00 (2:00 A.M.). On each Exchange server with a mailbox store, MadFB identifies the default public folder store associated with the local mailbox store, and then cleans that store (even if it resides on a different server). The cleanup process includes:  


Deleting duplicate free/busy data messages. 

These are messages with an appended –x in the URL, where x is the number of the duplicate message. For each set of duplicates, MadFB keeps the oldest message and deletes the rest.  


Repairing the URLs of free/busy messages. 

The URL of a free/busy message must be in canonical format, ending with subject(based on legacyExchangeDN).EML.   

Messages that are duplicates of existing free/busy messages have non-canonical URLs because of the appended -x. Messages that have been upgraded or replicated from Microsoft Exchange Server version 5.5 have URLs that contain GUIDs. These messages are also considered non-canonical. 

Resolving Problems for Delegate Mailbox Users

Running Outlook with the /cleanfreebusy switch solves problems that may occur when delegate mailbox users schedule meetings. 

Outlook maintains a hidden message that is named LocalFreeBusy in the mailbox's Calendar folder. This message is only relevant to the owner and delegates of that mailbox and is distinct from the main free/busy message stored in the free/busy folders. Problems may occur when a delegate user re-creates the LocalFreeBusy message, which is then not synchronized with the rest of the calendar data. After this situation occurs, delegate users receive error messages such as "Unable to open the free/busy message" when they try to modify the mailbox owner's calendar.

For detailed steps about how to resolve problems for delegate mailbox users, see How to Resolve Problems in Outlook for Delegate Mailbox Users.

How to Resolve Problems in Outlook for Delegate Mailbox Users

Perform this procedure if delegated users are receiving error messages such as "Unable to open the free/busy message" when they try to modify the mailbox owner's calendar.

Procedure
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How to resolve problems in Outlook for delegate mailbox users

	1.
Request that all delegate users and the mailbox owner shut down Outlook.

2.
Request that the mailbox owner start Outlook with the /cleanfreebusy switch. The mailbox owner can do this from the command prompt by typing: outlook/cleanfreebusy
Outlook will re-create the LocalFreeBusy message and synchronize the other mailbox folders to use it. 

3.
Resume using Outlook. Delegates should now be able to use the mailbox as expected.


Public Folder Behavior in Mixed-Mode Topologies

Because the process of migrating from Microsoft Exchange Server version 5.5 to Exchange Server 2003 may take considerable time, many Exchange customers run Exchange in mixed mode for several weeks or months until they can remove the last server running Exchange Server 5.5. During this period, public folder content may exist on both servers running Exchange Server 2003 and Exchange Server 5.5, and replicate between them. These servers may exist in a single domain, or in separate Microsoft Windows Server 2003 and Microsoft Windows NT Server 4.0 domains (as long as the Windows Server 2003 domain trusts the Windows NT Server 4.0 domain). The servers described here must all belong to a single Exchange organization. 

In most respects, public folders in this configuration behave in the same manner as public folders that are in an Exchange Server 2003-only system. However, there are several significant differences. This chapter describes those differences. Understanding these differences should help you avoid most mixed-mode replication problems.

For more information about migrating from Exchange Server 5.5 to Exchange Server 2003, or working with multiple Exchange organizations, see the Exchange Server 2003 Deployment Guide.

For more information about general public folder replication, see Controlling Exchange Server 2003 Public Folder Replication.

Connection Agreements and Public Folder Replication

Configuration connection agreements, user connection agreements, and public folder connection agreements—are all important to public folder replication.
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Important: 

Exchange Server 5.5 does not support general purpose public folder trees. However, you can configure computers running Exchange Server 5.5 to participate in the routing of replication messages for general purpose trees. To do this,  the configuration connection agreement adds entries to the Exchange Server 5.5 directory for the general purpose public folder stores, in a special container called Exchange 2003 Configuration Objects.

Configuration Connection Agreements

Configuration connection agreements (Config CAs) replicate site and administrative group configuration objects between Exchange Server 5.5 and the Active Directory directory service. Exchange Setup creates Config CAs automatically. The following tables list important attributes that the Config CAs handle. These attributes play a part in replication of the Public Folders tree between computers running Exchange Server 2003 and Exchange Server 5.5. 

Attributes that Active Directory Connector (ADC) replicates from the Exchange Server 5.5 Site-MDB-Config object to the Administrative Group object in Active Directory

	Exchange Server 5.5
	Active Directory
	Description

	Site-Folder-Guid
	siteFolderGUID
	Identification of the site folders for this site.

	Site-Folder-Server
	siteFolderServer
	Name of the server that is responsible for hosting the site folders (typically, the first server in the site or administrative group).

	Folders-Container
	msExchPfCreation
	Location in which to create the public folder's directory entries in Exchange Server 5.5. If this attribute is not present, the Recipients container is used. In Exchange Server 2003, the store reads this attribute on startup to determine what LegacyExchangeDN the store must use when a folder is created in Exchange Server 2003. Using this attribute, the public folder connection agreement will replicate the new folder back to the correct container in Exchange Server 5.5.


Attributes that ADC replicates from the Exchange Server 5.5 Microsoft Public MDB object to a Public Folder Store object in Active Directory

	Exchange Server 5.5
	Active Directory
	Description

	Obj-Dist-Name
	LegacyExchangeDN
	Tracks the public folder store's Exchange Server 5.5-compatible name.

	Email Addresses
	proxyAddresses
	Identifies the e-mail addresses for the public folder store.

	Home-MTA
	HomeMTA
	Replicates the Home-MTA to Exchange Server 5.5, so that Exchange Server 5.5 can route replication messages to Exchange Server 2003.


As stated previously, computers running Exchange Server 5.5 can route replication messages for general purpose public folder trees. The following table lists the attributes that make this function possible. These attributes are replicated from Active Directory to the Exchange 2003 Configuration Objects container in the Exchange Server 5.5 directory.

Attributes that are replicated from Active Directory to the Exchange 2003 Configuration Objects container in Exchange Server 5.5

	Active Directory
	Exchange Server 5.5
	Description

	LegacyExchangeDN
	Modified Obj-Dist-Name
	The LegacyExchangeDN attribute does not map directly to the Obj-Dist-Name attribute. If it did, the general purpose public folder store object would be in the same container as public folder store objects for the Public Folders tree. Instead, the object is placed in the Exchange 2003 Configuration Objects container.

	LegacyExchangeDN
	X.500 Address
	Replicates to an additional X.500 address.

	HomeMTA
	Home-MTA
	Replicates a HomeMTA value to Exchange Server 5.5, so that Exchange Server 5.5 can route replication messages to Exchange Server 2003.

	proxyAddresses
	Email Addresses
	Replicates the store's e-mail addresses to the store object in Exchange Server 5.5.
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Important: 

If you need to use an Exchange Server 5.5 Internet Mail Connector (IMC) to replicate information for a general purpose public folder tree, you must configure an additional X.500 proxy address for the general purpose store object in the Exchange Server 5.5 directory. Use the Exchange Server 5.5 Obj-Dist-Name for the new proxy address.

User Connection Agreement

The user connection agreement replicates Exchange Server 5.5 mailboxes, custom recipients, and distribution lists to Active Directory users, contacts, and groups. Because these objects are used in public folder access control lists (ACLs), it is crucial that this information be replicated correctly.

Public Folder Connection Agreement

The public folder connection agreement replicates the public folder directory objects between Exchange Server 5.5 and Active Directory. In Exchange Server 5.5, all public folders have directory objects. In Exchange Server 2003, only mail-enabled public folders have directory objects. By default, in mixed mode, folders in the Public Folders tree are mail-enabled automatically. The following table describes in greater detail how the public folder connection agreement replicates objects between Exchange Server 5.5 and Active Directory.

Setting up public folder connection agreements can prevent the following problems:  


Folders that are created on Exchange Server 2003 cannot be administered from Exchange Server 5.5 if they do not have a directory entry in the Exchange Server 5.5 directory. The Exchange Server 5.5 administrative program requires directory objects for all public folders.


Folders created on Exchange Server 5.5 that do not have an object in Active Directory generate errors if you administer them using Exchange System Manager. The folder has properties stating that it is mail-enabled, so Exchange System Manager tries to find the directory object for that folder. The error can be cleared and the folder can still be administered, but you encounter the error each time you work with the folder. Also, an administrator might again attempt to mail-enable the folder and create a separate object for the folder in Active Directory. In such a case, if a public folder connection agreement is put in place, there will be two directory objects for the same folder, and e-mail messages sent to the folder will be returned as undeliverable.


If folder objects are not replicated correctly, an administrator running DS/IS consistency adjuster on Exchange Server 5.5 can create folder objects in the Exchange Server 5.5 directory that do not correspond to the folder objects in Active Directory. In such a case, if a public folder connection agreement is put in place, there will be two directory objects for the same folder, and e-mail messages sent to the folder will be returned as undeliverable.


There might be a future need to send a folder in e-mail. If all of the Exchange Server 5.5 servers are removed by the time you need this functionality, there is no longer a place from which to replicate the directory objects, so the folders have to be updated manually (or mail-enabled again by using a script).

Details of how public folder objects replicate between Active Directory and the Exchange Server 5.5 directory

	Exchange Server 5.5 to Active Directory
	Active Directory to Exchange Server 5.5

	Search for public folder objects in the Exchange Server 5.5 directory, starting from the Site level. This means that all containers are searched for public folder objects, not just the Recipients container.
	Search for public folder objects in the Microsoft Exchange System Objects container in Active Directory. This is the only Active Directory container that holds public folder objects.

	Public folder objects replicate to the Microsoft Exchange System Objects container in Active Directory.
	Public folder objects replicate into the Exchange Server 5.5 directory container that is indicated by the LegacyExchangeDN value (set by the store when the folder is created, based on the value of msExchPfCreation). Unless another container is specified, the object will be placed in the Recipients container.

	The Home-MTA and Home-MDB attributes are not replicated because they are meaningless to Exchange Server 2003.
	The HomeMDB and targetAddress attributes are not replicated because they are meaningless to Exchange Server 5.5.


Client Referral Considerations for Mixed Mode

Each user has an associated default public folder store. If the users default public folder store resides on an Exchange Server 5.5 server, the user is routed according to the Exchange Server 5.5 public folder affinity configuration.

If the user's default public folder store resides on an Exchange Server 2003 server, the user is routed according to the Exchange Server 2003 referral configuration as described in "Understanding Public Folder Referrals" in the Exchange Server 2003 Administration Guide. By default, Exchange Server 2003 referrals follow the routing topology. You can override this using a specified list of servers for referrals. 

When determining whether you need to modify the default referral or affinity configurations, remember the following:  


Microsoft Office Outlook Web Access for Exchange Server 2003 cannot view public folder content replicas that reside on computers running Exchange Server 5.5. 


By default, the Do not allow public folder referrals option is not selected for a connector between an Exchange Server 2003 or Microsoft Exchange 2000 Server routing group and a routing group that contains computers running Exchange Server 5.5 by default. (For details, see the following figure.) This configuration means that Exchange may refer users to servers in remote routing groups. 

The default setting is appropriate for such a connector in most circumstances.   
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Note: 

Outlook Web Access users cannot view public folder content that resides on computers running Exchange Server5.5. The Do not allow public folder referrals option does not affect these users.

The General properties tab for a routing group connector
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Note: 

Depending on how you have configured public folder referrals, users may undergo permissions checks several times while accessing a single public folder. Each public folder server has a copy of the permissions of all folders in the tree. Every time that the user accesses a public folder server, that server checks permissions before either granting access to a local replica or referring the user to another server.

For more information about configuring referrals, see "Understanding Public Folder Referrals" in the Exchange Server 2003 Administration Guide.

Replication and Backfill Processes

Replication is largely the same in a mixed-mode topology as it is in a pure Exchange Server 2003 topology. The primary exceptions are the following:  


Directory objects   As described in Connection Agreements and Public Folder Replication, Active Directory Connector (ADC) ensures that the appropriate public folder directory objects exist in both Active Directory and the Exchange directory. However, the replication processes that ADC uses to synchronize these objects between Exchange Server 2003 and Exchange Server 5.5 do not replace the normal public folder replication processes. The following figure shows the different functions of the different types of processes.


Attributes that have changed format   The primary issue is access control. Exchange Server 2003 access control information uses a format different from that used by Exchange Server 5.5. Because Exchange Server 5.5 cannot use the Exchange Server 2003 format, Exchange Server 2003 handles the process of converting from one format to the other. For more information about this conversion and its implications, see Public Folder Access Control in Mixed Mode.

Replicating public folder data between Exchange Server 2003 and Exchange Server 5.5
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Examples of Replication in Mixed Mode

To illustrate how replication works in a mixed-mode topology, consider the following examples. The first example discusses replication from Exchange Server 2003 to Exchange Server 5.5, and the second example discusses replication from Exchange Server 5.5 to Exchange Server 2003.

Scenario 1: Replicating a new folder from Exchange Server 2003 to Exchange Server 5.5

Consider a simple mixed-mode topology that has public folders on one computer running Exchange Server 5.5 and one computer running Exchange Server 2003. This is the same topology as that shown in the figure above. An administrator connected to the computer running Exchange Server 2003 adds a new public folder to the tree, and configures it to have content replicas on both servers. The process Exchange uses to complete the new configuration includes the following:  

1.
Using the public folder information in Active Directory, ADC creates a new object for the public folder in the Exchange directory.

2.
The computer running Exchange Server 2003 (ExchServ02) sends a hierarchy message to the computer running Exchange Server 5.5 (ExchServ01). The hierarchy message contains the update to the public folder tree structure, and the attributes of the new folder (converted to Exchange Server 5.5 format if needed).

3.
Content replication and backfill then proceed normally as follows: 

a.
ExchServ02 adds ExchServ01 to the local copy of the folder's replica list.

b.
ExchServ01 sends a status request to ExchServ02.

c.
ExchServ02 sends a status message to ExchServ01 that includes the full CNSet of the folder.

d.
ExchServ01 determines that all the folder content is missing and records the appropriate entries in the backfill array.

e.
If the content is still missing when the backfill time-out elapses, ExchServ01 creates a backfill request and sends it to ExchServ02.

f.
ExchServ02 compiles the content messages and sends them to ExchServ01.

g.
ExchServ01 uses the incoming content messages to update the folder content and related tracking information.

h.
If change numbers still appear to be missing, ExchServ01 waits 24 hours, and then sends an updated backfill request.

[image: image131.png]


Note: 

Exchange Server 5.5 does not have the backfill improvements that Exchange Server 2003 has. For more information, see Controlling Exchange Server 2003 Public Folder Replication.

Scenario 2: Replicating a new folder from Exchange Server 5.5 to Exchange Server 2003

In this example, using the same mixed-mode topology that is used in scenario 1, a user with appropriate permissions connected to the computer running Exchange Server 5.5 adds a new public folder to the tree. An administrator configures the folder to have content replicas on both servers. The process Exchange uses to complete the new configuration includes the following:  

1.
Using the public folder information in the Exchange directory, ADC creates a new object for the public folder in Active Directory.

2.
The computer running Exchange Server 5.5 (ExchServ01) sends a hierarchy message to the computer running Exchange Server 2003 (ExchServ02). The hierarchy message contains the update to the public folder tree structure and the attributes of the new folder.

3.
ExchServ02 converts attributes such as the access control information to the Exchange Server 2003 format.

4.
Content replication and backfill then proceeds as follows. This process is the same as for a native-mode Exchange topology: 

a.
ExchServ01 adds ExchServ02 to the local copy of the folder's replica list.

b.
ExchServ02 sends a status request to ExchServ01.

c.
ExchServ01 sends a status message to ExchServ02 that includes the full CNSet of the folder.

d.
ExchServ02 determines that all the folder content is missing and records the appropriate entries in the backfill array.

e.
If the content is still missing when the backfill time-out elapses, ExchServ02 creates a backfill request and sends it to ExchServ01.
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Note: 

If the system included more than one computer running Exchange Server2003 that supports public folders, ExchServ02 looks for another computer running Exchange Server2003 to use as a backfill server before sending the request to the computer running Exchange Server5.5.

a.
ExchServ01 compiles the content messages and sends them to ExchServ02.

b.
ExchServ02 uses the incoming content messages to update the folder content and related tracking information.

c.
If change numbers still appear to be missing, ExchServ02 waits 24 hours, and then sends an updated backfill request.

Public Folder Access Control in Mixed Mode

Public folder access control is complex in mixed mode because of the following differences between Exchange Server 2003 and Exchange Server 5.5:  


Where an ACL on a public folder in Exchange Server 5.5 contains a distribution list, the ACL on a replica of the folder in Exchange Server 2003 must contain an Active Directory security group. The conversions of the Exchange Server 5.5 distribution list to an Active Directory distribution group, and then to an Active Directory security group are automatic if your topology is configured correctly. For more information about group conversion, see "Types of Groups Used in Access Control Lists" later in this topic.


Exchange Server 2003 and Exchange Server 5.5 use different attributes to identify users in access control lists: 


Normally in Exchange Server 5.5, each user has a Windows NT Server 4.0 account (identified by its Windows NT Server 4.0 SID attribute) and an Exchange Server 5.5 mailbox (identified by distinguished name in the Exchange Server 5.5 directory). In access control lists, users (and groups) are identified by distinguished name.


In Exchange Server 2003, each user has an Active Directory account (identified by SID attribute) that includes mailbox-related attributes. These attributes link the user to the appropriate mail content in the Exchange store. In access control lists, users (and groups) are identified by the security identifier (SID). 

For more information about how Exchange Server 2003 tracks mixed-mode users, see "User Attributes Used in Access Control Lists" and "Avoiding Problems Caused by Unknown Users in Access Control Lists" later in this topic.  


Exchange Server 2003 and Exchange Server 5.5 use different formats to store permissions information. "User Attributes Used in Access Control Lists" later in this topic describes the basics of the conversion and when it occurs. For an in-depth examination of permissions formats and the conversion process, see Working with Store Permissions in Microsoft Exchange 2000 and 2003.

Types of Groups Used in Access Control Lists

Exchange Server 5.5 uses distribution lists for both message delivery and access control, whereas Exchange Server 2003 uses them only for message delivery. Exchange Server 2003 uses Active Directory security groups for access control. ADC replicates Exchange Server 5.5 distribution lists to Active Directory universal distribution groups (UDGs). When Exchange Server 2003 processes a public folder ACL and encounters a UDG, it immediately tries to upgrade the UDG to a universal security group. The universal security group then replaces the UDG in the ACL.
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Important: 

The UDG must be in a Windows Server 2003 or Microsoft Windows 2000 native-mode domain to allow Exchange Server 2003 to upgrade it to a universal security group. In a mixed Exchange Server 2003 and Exchange Server 5.5 environment, ADC displays a warning if you are replicating Exchange Server 5.5 distribution lists to a non-native-mode domain.

Exchange cannot convert a UDG to a universal security group under the following circumstances:  


The UDG resides in a mixed-mode Windows Server 2003 or Windows 2000 domain.


A universal security group was converted manually to a UDG.


The membership of the UDG has not been replicated to Active Directory.
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Important: 

Avoid using UDGs as members of universal security groups. Exchange does not check to determine whether group members are groups that need converting. As a result, if a universal security group in an ACL has members that are UDGs, Exchange ignores the UDGs and the ACL is not enforced correctly.

User Attributes Used in Access Control Lists

This section concentrates on how Exchange identifies users for access control purposes, and how that information passes between Exchange Server 2003 and Exchange Server 5.5 so that a user has equivalent permissions whether accessing a public folder on a computer running Exchange Server 2003 or Exchange Server 5.5.

Because they are attributes of the public folders, access control lists replicate as part of the public folder hierarchy. Therefore, each public folder server, regardless of Exchange version, has a copy of the access control information for each folder even if it does not hold a content replica. 

Replicating access control information in mixed mode involves three access control attributes for each public folder object: ptagACLData, ptagNTSD, and ptagAdminNTSD:  


ptagACLData   Holds user distinguished names and permissions in the MAPI-based format that is used by Exchange Server 5.5.


ptagNTSD   Holds user SIDs and client access permissions in the Exchange Server 2003 format.


ptagAdminNTSD   Holds user SIDs and administrative access permissions in the Exchange Server 2003 format.

During the conversion process, Exchange Server 2003 uses up to three attributes of the user account to identify the user and put the appropriate information in the access control list:  


SID   Unique identifier of the object in Active Directory. Sometimes, this may be the same as the SID of the original, unmigrated Windows NT Server 4.0 account. Frequently, however, this is a new value.


LegacyExchangeDN   Distinguished name of the mailbox in the Exchange directory. Exchange Server 2003 uses this value to associate users with Exchange Server 5.5 mailboxes.


msExchangeMasterAccountSID   If you are operating in mixed mode but the primary user accounts are still in the Windows NT Server 4.0 domain (the users log on using their Windows NT Server 4.0 accounts), Active Directory contains disabled accounts to represent the users. Each such account has an msExchangeMasterAccountSID attribute (also referred to as the Associated External Account attribute). This attribute contains the SID of the user's Windows NT Server 4.0 domain account.
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Important: 

If at a future time you migrate your users fully to Active Directory and enable the Active Directory accounts, you must clear the msExchMasterAccountSID attribute. Otherwise, Exchange Server 2003 does not correctly recognize that the Active Directory account is enabled. 
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Important: 

A fourth attribute, SIDHistory, is also important for users migrating from Exchange Server 5.5 to Exchange Server 2003. If, during the migration process, the user object in Active Directory gets a new SID, the old SID must be put in the SIDHistory attribute so that Exchange Server 5.5 can still identify the user account. However, this attribute does not contribute to the access control conversion process.

Exchange Server 2003 handles the conversion process when the public folder hierarchy replicates. The access control attributes of each public folder must be converted.

For each folder access control list, when replicating from Exchange Server 2003 to Exchange Server 5.5, the conversion process does the following:  

1.
Converts the Active Directory SIDs of users and groups to Exchange directory distinguished names: 


If the user accounts in Active Directory are typical enabled accounts, Exchange searches for the SID in the SID attribute. 


If the user accounts are disabled, Exchange searches for the SID in the msExchangeMasterAccountSID attribute. 

In either case, after identifying the user account, Exchange retrieves the user's LegacyExchangeDN value and puts that in the access control list. 

2.
Converts the Exchange Server 2003 permissions to Exchange Server 5.5 permissions.

3.
Stores the converted access control information in ptagACLData.

4.
Replicates ptagNTSD, ptagAdminNTSD, and ptagACLData to the computer running Exchange Server 5.5.

For each folder access control list, when replicating from Exchange Server 5.5 to Exchange Server 2003, the conversion process does the following:  

1.
Discards the incoming values of ptagNTSD and ptagAdminNTSD. This step protects against any changes that may have been made to these properties while they were under the control of Exchange Server 5.5.

2.
Extracts the user and group distinguished names from ptagACLData and converts them to SIDs.  

Exchange searches for the distinguished name in the LegacyExchangeDN attributes of user accounts in Active Directory.   


If the user has an enabled Active Directory account, Exchange uses the value of the SID attribute in the access control list.


If the user has a Windows NT Server 4.0 account and a disabled Active Directory account, Exchange uses the value of the msExchangeMasterAccountSID attribute in the access control list. This is the SID of the Windows NT Server 4.0 account.

3.
Extracts the permissions from ptagACLData and converts them to Exchange Server 2003 permissions. 

4.
Stores the converted access control information in ptagNTSD. The original value of ptagAdminNTSD remains unaffected.

5.
Discards the value of ptagACLData, unless a problem occurred during the conversion in Step 2 or Step 3. If a conversion problem occurs, Exchange Server 2003 keeps the ptagACLData value.
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Note: 

If you are replicating folders and their contents from Exchange Server 5.5 to Exchange Server 2003, do not try to set explicit permissions on messages. Exchange Server 5.5 applies permissions to folders. You cannot assign permissions to individual messages (item-level permissions) explicitly like you can with Exchange Server 2003. Exchange Server 2003 manages permissions so that access to messages is restricted, but if you try to change the message permissions in this situation, the changes will be lost in the next replication cycle.

Access Control Replication in Context

This section uses two examples to help illustrate how the conversion process works.

Scenario 1: Single Domain with User Accounts in Active Directory

The simplest mixed-mode configuration is a single domain where the user accounts have been migrated from the Windows NT Server 4.0 Security Accounts Manager (SAM) to Active Directory. Although the mailboxes may still reside on the computer running Exchange Server 5.5, they will be associated with Active Directory accounts instead of Windows NT Server 4.0 accounts. The following figure shows such a configuration.

A simple mixed-mode topology with one domain
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You can move to this configuration from your original Exchange Server 5.5 and Windows NT Server 4.0 system in two ways:  


Upgrade the Windows NT Server 4.0 primary domain controller (PDC) to Windows Server 2003, and promote it to be a domain controller for the existing domain. 

This operation installs and configures Active Directory, moving the Windows NT Server 4.0 accounts in the process. For each account, the SID attribute is preserved intact. (The SID of the Windows NT Server 4.0 account becomes the SID of the new Active Directory account.) 


Use Active Directory Migration Tool to migrate the user accounts from the Windows NT Server 4.0 primary domain controller to Active Directory. Make sure that the migration tool migrates the user's existing SID to the SIDHistory attribute. This operation creates and enables Active Directory accounts for the users. 

In either case, after you configure Active Directory Connector, it finishes populating the Active Directory user accounts with mailbox attributes such as LegacyExchangeDN. 

In a topology such as that shown in the figure above, consider a user named User1 who has an account in Active Directory and a mailbox in Exchange Server 5.5.

In this example, User1 was granted Author permissions to a public folder that has content replicas on both the computers running Exchange Server 2003 and Exchange Server 5.5. If User1 is referred to the replica on the Exchange Server 5.5 public folder server, the public folder access control list on that server identifies User1 by distinguished name (/o=Org/ou=Site/cn=Recipients/cn=User1). When the access control list replicates to the Exchange Server 2003 public folder server, Exchange Server 2003 converts the information. Exchange Server 2003 looks up the user account in Active Directory that has a LegacyExchangeDN value equal to /o=Org/ou=Site/cn=Recipients/cn=User1, and retrieves the SID value for that account. Exchange places this value in the public folder access control list to identify User1.

Either server can grant User1 appropriate access to the folder.

Scenario 2: Multiple Domains With User Accounts In Windows NT Server 4.0

A more complex mixed-mode configuration is a single Exchange configuration that has multiple domains. You can reach such a configuration by installing a new Windows Server 2003 domain that trusts the existing Windows NT Server 4.0 domain instead of upgrading or migrating the Windows NT Server 4.0 domain. 

The following figure shows such a configuration. In this example, the mailboxes are still on the computer running Exchange Server 5.5, and the user accounts remain in the Windows NT Server 4.0 domain. Exchange Server 2003 has been installed in the new Windows Server 2003 domain.

Exchange topology with both Windows Server 2003 and Windows NT Server 4.0 domains, and user accounts in the Windows NT Server 4.0 domain
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In this configuration, in addition to the SID, SIDHistory, and LegacyExchangeDN attributes, Exchange uses the msExchMasterAccountSID attribute (also known as the Associated External Account) to identify users and match them to mailbox or access control information. The msExchMasterAccountSID attribute contains the SID of the user's Windows NT Server 4.0 account.

In a topology such as that shown in the figure above, consider a user named User1 who has an account in Windows NT Server 4.0 in Domain1 and a mailbox in Exchange Server 5.5. User1 also has a disabled account in Active Directory in Domain2.

In this example, User1 was granted Author permissions to a public folder that has content replicas on servers running both Exchange Server 2003 and Exchange Server 5.5. If User1 is referred to the replica on the Exchange Server 5.5 public folder server, the public folder access control list on that server identifies User1 by distinguished name (/o=Org/ou=Site/cn=Recipients/cn=User1). 

When the access control list replicates to the Exchange Server 2003 public folder server, Exchange Server 2003 converts the information. As in any other case, Exchange Server 2003 looks up the user account in Active Directory that has a LegacyExchangeDN value equal to /o=Org/ou=Site/cn=Recipients/cn=User1. Exchange finds User1's Active Directory account, but that account is disabled. Instead of retrieving the SID from the SID attribute, Exchange retrieves the SID from the msExchMasterAccountSID attribute. Exchange puts this value, the original Windows NT Server 4.0 SID, in the public folder access control list to identify User1.

The multiple domains produce a noticeable side effect. If an administrator or user tries to modify User1's client permissions on the public folder while connected to the computer running Exchange Server 2003, the permissions dialog box lists the user in the format "Domain1\User1" instead of just "User1."

Avoiding Problems Caused by Unknown Users in Access Control Lists

An unknown user (sometimes referred to as a zombie user) is a user that is listed in an ACL, but that does not have an account. The most common way that an unknown user situation arises is as follows. When the topology was purely Exchange Server 5.5, an Exchange Server 5.5 user who had been granted permissions on Exchange Server 5.5 public folders was deleted. Later, the public folder replicates to Exchange Server 2003 with references to that user still in the ACL. Exchange Server 2003 cannot process the ACL because it cannot locate the user in Active Directory. Until the problem is resolved, only the folder owner will be able to access the folder. This restriction protects the folder from access by users that have been explicitly denied permissions on the folder. Exchange will also log a 9551 event when it has set folder permissions to "owner only." For more information about the 9551 event, and other events that might occur when you replicate information between Exchange Server 2003 and Exchange Server 5.5, see Troubleshooting and Repairing Exchange Server 2003 Store Problems.

For detailed information about how Exchange converts ACLs when folders replicate from Exchange Server 5.5 to Exchange Server 2003, see "Anatomy of Object Level Access Control" in Working with Store Permissions in Microsoft Exchange 2000 and 2003. In particular, see the subsection "Special Considerations for Coexisting Exchange 2000 and Exchange 5.5 Servers."

The best way to avoid having unknown users is to run the Exchange Server 5.5 utility DS/IS consistency adjuster before you begin replicating public folders to Exchange Server 2003. This will remove unknown users from the ACLs.

In some circumstances, Exchange Server 2003 might treat unknown users in different ways:  


If the folder has replicated from Exchange Server 5.5 before without problems but an unknown user suddenly appears in the ACL, Exchange ignores the unknown user and processes the rest of the ACL normally. The assumption in this circumstance is that a user has been deleted in Exchange Server 5.5, or a new user was added in Exchange Server 5.5 and has not yet been replicated to Active Directory. The problem will likely resolve itself on the next ADC replication interval.


If you have removed all of the Exchange Server 5.5 servers and switched Exchange Server 2003 to native mode, Exchange assumes that the user has been deleted and removes the unknown user from the ACL.

Sometimes, you can set a registry key that tells Exchange to drop unknown users from the ACL while Exchange is in mixed mode. It is recommended that you only set this registry key when it is necessary (for example, if you have a small subset of unknown users, and they can all be safely eliminated from public folder ACLs). Otherwise, if the user was temporarily unknown because of a replication delay (as described in the preceding list), you will lose the permissions information for that user.
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Caution: 

Dropping unknown users means that if those users have Access or Deny permissions on public folders, those permissions might be lost. It is not recommended that you drop unknown users on a long-term basis.
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Caution: 

Incorrectly editing the registry can cause serious problems that might require you to reinstall your operating system. Problems resulting from editing the registry incorrectly might not be able to be resolved. Before editing the registry, back up any valuable data.

For detailed steps about how to temporarily ignore unknown users on an Exchange Server 2003 server that holds public folder replicas, see How to Temporarily Ignore Unknown Users on an Exchange Server 2003 Server that Holds Public Folder Replicas.

Best Practices for Exchange Server 2003 Search Folders

When you use Microsoft Office Outlook 2003 or another client application to search for messages in a mailbox or public folder, Microsoft Exchange Server 2003 tracks the search results using special folders named search folders. A search folder is associated with the folder that contains the information that was searched. Search performance can vary, and searches can affect Exchange Server 2003 operations. For example, some types of searches may cause noticeable increases in the size of the Exchange Server 2003 transaction logs. 

These topics explains the process that Exchange Server 2003 uses for searches, the different search methods you can use with Exchange Server 2003, and factors that can affect search performance. You can use this information to improve search efficiency and performance. In addition, if you are creating a custom application that conducts searches on Exchange Server 2003 data, you can use the information in these topics to determine the most efficient search methods.

How Exchange Server 2003 Conducts Searches

As a database system, the Exchange store uses tables to organize data such as mailboxes, folders, and messages. As with any other database, certain attributes in each table are indexed for easy searching. These indexes are different from full-text indexes, which are external to the store. The Microsoft Search service (MSSearch) generates and maintains full-text indexes. One full-text index covers an entire mailbox store or public folder store.

For more information about full-text indexes, see Using Exchange Server 2003 Full-Text Indexing. Full-text indexing reduces the resources that are required during a search by spending them before the search to build the index. However, full-text indexing does have the following drawbacks:  


Creating an index with a size of several gigabytes (GB) may require several days.


A correct search result can be obtained only when the index is brought up to date.

When Exchange Server 2003 receives a search request, a store component named the query processor analyzes the search conditions defined in the request to find the most efficient way to process the request. For example, it may change the sequence of the search conditions or delete unnecessary search conditions.

In addition, the query processor also determines whether to search a full-text index or the Exchange Server 2003 table indexes. The query processor may use both types of searches to satisfy a single search request.

To determine whether to use a full-text index, a table index, or some combination for a search request, the query processor evaluates the following factors:  


Location of attributes used as search criteria. 

This includes whether the search conditions refer to attributes that are included in the full-text index or in a table index.  

For example, if the search request includes a Contains clause that refers to an attribute indexed in the full-text index, a full-text index search is appropriate.  

If the query processor locates two or more table indexes that contain the appropriate attribute, it calculates the number of messages that would be returned using either table. Then, the query processor selects the table that returns the most messages for the least resource cost. 


Type of search request issued. 

For example, if the search request involves comparing all values of an attribute, a full-text index search is not appropriate. 

Search Example

The following figure illustrates the basic steps in the search process. This example involves the Advanced Find feature of Outlook. To locate this feature, in the Outlook toolbar, click Find. Then in the Find toolbar, point to Options, and then click Advanced Find. 

Components involved in a complex search using Outlook
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The sequence of events in a search process is the following:  

1.
In Outlook, a user creates a search request with the following search conditions: 


The message is in the Testing folder.


The message Subject field contains the string "test plan".


The message size is greater than 10 kilobytes (KB).

2.
The user executes the search. Outlook sends the search request to Exchange Server 2003.

3.
The Exchange Server 2003 query processor analyzes the search request and determines that both table index and full-text index searches are appropriate.

4.
The query processor sends MSSearch a search character string for the Subject field.

5.
MSSearch conducts the search and returns the results that matched the search character string to the query processor.

6.
The query processor uses a table index search to search the result set obtained in Step 5 for messages larger than 10 KB.

7.
The query processor sends the final search results to Outlook.

Attributes Subject to Full-Text Indexing

By default, full-text indexes include the following MAPI attributes:

PR_SUBJECT

PR_SUBJECT_W 

PR_BODY

PR_BODY_W 

PR_SENDER_NAME

PR_SENDER_NAME_W 

PR_SENDER_EMAIL_ADDRESS

PR_SENDER_EMAIL_ADDRESS_W

PR_SENT_REPRESENTING_NAME

PR_SENT_REPRESENTING_NAME_W 

PR_SENT_REPRESENTING_EMAIL_ADDRESS

PR_SENT_REPRESENTING_EMAIL_ADDRESS_W

PR_DISPLAY_TO

PR_DISPLAY_TO_W 

PR_DISPLAY_CC

PR_DISPLAY_CC_W 

PR_DISPLAY_BCC

PR_DISPLAY_BCC_W

By default, full-text indexes include the following DAV/OLEDB attributes:

urn:schemas:httpmail:subject

urn:schemas:httpmail:textdescription

urn:schemas:httpmail:sendername

urn:schemas:httpmail:fromname

urn:schemas:httpmail:displayto

urn:schemas:httpmail:displaycc

urn:schemas:httpmail:displaybcc

Client Applications and Search Methods

Outlook uses MAPI-based search methods to search in Exchange Server 2003. If you are developing custom client applications, you can use MAPI-based search methods or ExOLEDB-based search methods. To use ExOLEDB, choose from several APIs: HTTP/DAV, Collaboration Data Objects (CDO), or ActiveX Data Objects (ADO).
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Note: 

You cannot use MAPI for Appointment or Task searches.

The following table provides more information about the different methods you can use to search in Exchange Server 2003. In this table, shallow refers to a search whose scope is limited to a single folder or a set of specific folders. Deep refers to a search whose scope includes a folder and all of its subfolders.

Search methods used by available protocols in Exchange Server 2003

	API or application
	Scope
	Method
	Creates search folder

	MAPI
	Shallow
	Restrict

FindRow
	Yes

Only in memory

	Outlook (public folders only)

(MAPI protocol)
	Shallow
	Restrict
	Yes

	Outlook (mailboxes)

(MAPI protocol)
	Any
	SetSearchCriteria
	Yes

	CDO 1.2

(MAPI protocol)
	Any
	Restrict
	Yes

	CDO 2.x, CDO 3.x, ADO 

(ExOLEDB)
	Shallow (single folder)
	Restrict
	Yes

	CDO 2.x, CDO 3.x, ADO

(ExOLEDB)
	Deep, or shallow with multiple folders
	SRestrict

SetSearchCriteria
	Yes

Temporary

	HTTP/DAV

(ExOLEDB)
	Any
	Search
	Yes; may be nested

	HTTP/DAV

(ExOLEDB)
	Any
	PropFind
	No


Points to Remember When Searching with ExOLEDB

To search using an ExOLEDB method, you must construct an SQL statement for the search. When Exchange Server 2003 processes this SQL statement, it converts the statement to an SRestrict structure that is compatible with MAPI.

Processes that use ExOLEDB can only run on the server that holds the data to be searched. This means that search processing may slow your Exchange Server 2003 mailbox or public folder servers.

Points to Remember When Searching with HTTP/DAV

Because HTTP/DAV searches internally use ExOLEDB, they function like other ExOLEDB searches in most cases. One exception is that if you use the HTTP/DAV PropFind method, you can move some of the search processing load onto a server other than the Exchange Server 2003 mailbox or public folder server.

You can use HTTP/DAV to create nested search folders. If you search an existing search folder, Exchange Server 2003 creates a new search folder in the original search folder.

Guidelines for Optimizing Searches

This topic provides information you can use to increase the efficiency of searches while minimizing the performance cost of those searches. It describes how search folders affect the operation of the server running Exchange Server 2003 where they reside, how you can reduce the number of search folders created, and the circumstances in which you might want to change the default limits controlling search folders.

Performance Impact of Search Folders

Search folders can affect the performance of an Exchange Server 2003 mailbox or public folder server in two major ways: they can increase the processing load on the server, and they can increase the size of the transaction logs on the server (sometimes drastically). 

Creating a search folder incurs a certain processing cost on the Exchange server. In addition, Exchange Server 2003 treats this operation as a transaction that must be logged. Every time that Exchange Server 2003 processes a new search request, the transaction log files increase in size. One of the simplest ways to control this increase is to reuse existing search requests whenever possible.

After a search folder has been created, Exchange Server 2003 maintains it and updates it when the target folder (the folder that was searched) changes. If a message is added to, deleted from, or modified in the target folder, Exchange Server 2003 updates the search folder accordingly. Such updates increase the processing load associated with each affected search folder, and each such update is logged in the transaction logs. Therefore, searching folders that are frequently modified can affect the performance of a server much more than searching folders that are largely static and unchanging.
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Note: 

If a user posts a message with a large attached file to a target folder, the amount of data added to the transaction log files varies depending on the size of the attachment.

Searches that use the read or unread state of a message as a search condition also have a special performance impact. If you search a public folder that tracks per-user read and unread information, the search produces not one search folder but a search folder for each user that is associated with messages in the target folder. Each of these search folders has a corresponding impact on performance and on the transaction logs. In addition, referencing an unread item in such a folder changes its state to read. Exchange Server 2003 considers this to be a folder update, and it updates the related search folders accordingly.

The number of users connected to a search folder at any one time can also increase the load on the Exchange server, causing a noticeable increase in response time.

Identical Query Expressions

Each unique search request creates its own search folder. The query processor considers two searches to be the same if their result sets and the search expressions are identical. If a new search is identical to a previous search for which a search folder exists, the query processor can reuse the existing search folder rather than create a new one.

If many of your users run the same search repeatedly, or if you run many similar searches, use identical search expressions as much as possible. Reducing the number of search expressions reduces the load on the server and reduces the number of search folders created.

Number of Search Folders

Exchange Server 2003 limits the number of search folders that can be maintained for a single target folder, and it limits the time that those search folders are retained after they are last used. By default, the maximum number of search folders is 11, and the maximum retention time is 8 days. You can change these default values at the store level using the msExchMaxCachedViews and msExchAgingKeepTime attributes. You can also use the http://schemas.microsoft.com/mapi/proptag/0x680003 attribute of a folder to limit the number of search folders for a specific target folder.

Each different search request creates a different search folder, and the number of simultaneous search folders for a specific target folder is limited. If your users or custom applications use many different types of search requests (instead of repeatedly issuing the same search request), increasing the maximum number of search folders increases the search efficiency. However, there is a significant disadvantage to this approach. Increasing the number of search folders also increases the time that it takes to update those folders, and increases the processing cost of each search as Exchange Server 2003 checks to see if a search can reuse an existing folder. Therefore, increasing the number of search folders is generally only practical when you are using a limited selection of search requests on folders that are largely static (updates are rare).

Generally, you should minimize the number of different types of search requests whenever possible, and also minimize the number of search folders. 
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Important: 

Although you can change the default values, you should not change them unless you test the changes thoroughly. Use a test topology to simulate the load that you anticipate, and make sure that the changes do not adversely affect your system.

For detailed steps about how to change the maximum number of search folders per target folder for a store, see How to Change the Maximum Number of Search Folders per Target Folder for a Store.

For detailed steps about how to change the length of time that Exchange Server 2003 retains search folders for a store, see How to Change the Length of Time That Exchange Server 2003 Retains Search Folders for a Store.

How to Change the Maximum Number of Search Folders per Target Folder for a Store

If your users or custom applications use many different types of search requests (instead of repeatedly issuing the same search request), increasing the maximum number of search folders increases the search efficiency. Follow this procedure to change the maximum number of search folders per target folder for a store.

Before You Begin

There is a performance cost to implementing this procedure. Before performing these steps, you should understand this cost and its impact to your environment, and you should test this modification in a test topology. Using a test topology will allow you to simulate the load that you anticipate, and verify that this change does not adversely affect your system. See the For More Information section of this topic for links to more details about the performance cost of this modification.

Procedure
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To change the maximum number of search folders per target folder for a store

	1.
In ADSI Edit, expand the console tree. Right-click the store object, and then click Properties. The store objects have distinguished names similar to the following (which specify their location in the Active Directory directory service configuration tree). CN=Configuration,DC=<Domain>,CN=Services,CN=Microsoft Exchange,CN=<Organization>,CN=Administrative Groups,CN=<Administrative group>,CN=Servers,CN=<Server>,CN=InformationStore,CN=<Storage group>,CN=<Store> 

2.
In the Attributes list on the Attribute Editor tab, click msExchMaxCachedViews, and then click Edit.

3.
In the Integer Attribute Editor dialog box, type an integer value (number of search folders), and then click OK.

4.
When replication to all domain controllers is complete, start the Microsoft Exchange Information Store service.


How to Change the Length of Time That Exchange Server 2003 Retains Search Folders for a Store

Exchange Server 2003 limits the time that search folders are retained after they are last used. By default, the maximum retention time is eight days. Follow this procedure to increase the length of time that Exchange Server 2003 retains search folders for a store.

Before You Begin

Although you can change this default value, you should first test the changes thoroughly in a test environment. Use a test topology to simulate the load that you anticipate, and make sure that the changes do not adversely affect your system.

Procedure
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To change the length of time that Exchange Server 2003 retains search folders for a store

	1.
 In ADSI Edit, expand the console tree. Right-click the store object, and then click Properties.

2.
The store objects have distinguished names similar to the following, which specify their location in the Active Directory configuration tree: 

CN=Configuration,DC=<Domain>,CN=Services,CN=Microsoft Exchange,CN=<Organization>,CN=Administrative Groups,CN=<Administrative group>,CN=Servers,CN=<Server>,CN=InformationStore,CN=<Storage group>,CN=<Store> 

3.
In the Attributes list on the Attribute Editor tab, click msExchAgingKeepTime, and then click Edit.

4.
In the Integer Attribute Editor dialog box, type an integer value (retention time), and then click OK.

5.
When replication to all domain controllers is complete, start the Microsoft Exchange Information Store service.


Making Searches Effective in Custom Applications

The following sections give recommendations for techniques to use if you are creating custom client applications. These recommendations include which SQL structures to use and which to avoid, and how to increase the efficiency of searches requested using HTTP/DAV.

For more detailed information about using search requests in custom applications, see the topic "Search" in the Exchange Server 2003 SDK.

Avoid Using SELECT * SQL Statements

Whenever possible, use SQL expressions such as SELECT <required attribute> instead of SELECT *. When Exchange Server 2003 executes a search using SELECT *, Exchange Server 2003 checks the schema of the target item to identify the attribute set to return.

Checking the schema increases the processing cost of the request and accounts for most of the cost required to process the search request.

By using a SELECT <required attribute> statement, you avoid the schema check, and the request returns only the attributes required for the application. This allows later processing to be performed more efficiently.

Avoid Using a Where Clause in SQL Statements

Instead of including a WHERE clause in an SQL expression, use a different technique to narrow the range of the search. Removing the WHERE clause reduces the processing cost of the search request, and reduces the increase in the size of the transaction logs. For example, in a case in which the WHERE clause is used to obtain only unread messages, you can improve the processing efficiency by first obtaining both read and unread messages and then removing only the read messages.

However, be careful where you use this method. This method is not as effective for searches in which the result set size changes greatly according to whether the WHERE clause is included.

Use PropFind for HTTP/DAV Searches

If you search using HTTP/DAV Search statements or ADO SQL statements, you may be able to use the HTTP/DAV PropFind method to conduct the searches. When using PropFind, you can move some of the search processing load off of the Exchange Server 2003 mailbox or public folder server, and reduce the search impact on the size of the transaction logs.

If you decide to use PropFind, especially if you are modifying an existing application, test this solution thoroughly to be sure that the results and performance impact are what you expect.

The PropFind method has the following advantages:  


Increase in the size of the transaction logs can be suppressed.


Load can be distributed easily between the Exchange servers and other application servers. The load on the Exchange servers is limited to the PropFind request itself, while the application servers perform related tasks such as authenticating users, creating views, and processing XML result sets.

However, the PropFind method also has the following disadvantages:  


There is no equivalent of the SQL WHERE clause. You will need to implement an equivalent function when processing the XML result set. For details, see "Example XML Code for a PropFind Search" later in this chapter.


The network load may increase. If a large amount of data flows between the Exchange server and the application server, you may need to make sure that these servers are connected by a high-capacity network.


This method is difficult to incorporate when the application has already been constructed.

Example XML Code for a PropFind Search

The following example XML code shows how you can use PropFind. Rather than using a WHERE clause, you can extract unread messages from the result set using XSL.
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Note: 

This example code does not include all DAV headers.

<?xml version='1.0'?>

<d:propfind xmlns:d='DAV:'

            xmlns:h='urn:schemas:httpmail:'

            xmlns:e='http://schemas.microsoft.com/exchange/'>

   <d:prop>

      <d:href />

      <d:displayname />

      <h:subject />

      <h:sendername />

      <d:creationdate />

      <h:read />

   </d:prop>

</d:propfind>

Performance Impact of the Search Scope

Searches can have either a shallow scope (also referred to as shallow traversal) or a deep scope (also referred to as deep traversal). Shallow refers to a search whose scope is limited to a single folder or a set of specific folders. Deep refers to a search whose scope includes a folder and all its subfolders.

The depth of your folder hierarchy and the size of the folders affect whether deep traversal searches perform better than multiple shallow traversal searches. When you run a deep traversal search, Exchange Server 2003 must lock the folder hierarchy to prevent it from changing during the search. This constraint may impact other operations that need access to the folders. However, the processing time required for multiple shallow traversal searches is slightly longer than that required for deep traversal searches because Exchange Server 2003 uses Active Server Pages (ASP) to create sequential SQL statements. To optimize search performance, especially if you are building a custom application, use a test topology to simulate the complexity of your folder hierarchy and the usage load that you anticipate. Use the test results to determine what type of search works best for your situation.

For both deep traversal searches and shallow traversal searches, processing time increases with the number of folders searched. 
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Note: 

You can use a third type of scope, a hierarchical traversal, instead of a deep traversal if you only need attributes of a folder and its subfolders. Because it only returns attributes, a hierarchical traversal search completes faster than an equivalent deep traversal search.

You can also improve search performance if you use your custom application to explicitly create search folders in addition to specifying the search scope. If an explicitly created folder exists for a search request, Exchange Server 2003 does not have to create the folder while processing the search. This approach can be especially effective for narrowing the search result set for a complex search request.

Guidelines for Troubleshooting Search Issues

When you troubleshoot search issues, use a test topology and make sure to note what the typical behavior of your system should be (server performance and transaction log generation behavior). Also, have detailed information about what type of searches are involved and how they are processed, especially if the searches are created using a custom application.

Common Symptoms

If you have a folder that is searched frequently (without reusing existing search requests), you may see the following behavior on the server where the folder resides:  


The amount of free disk space drops noticeably as Exchange Server 2003 generates excessive transaction logs.


Excessive server load slows down operations such as opening folder items or expanding the folder tree. If Exchange Server 2003 is frequently creating and updating search folders, the load on the server may increase to the point that Exchange Server 2003 appears to be unresponsive.

If either problem becomes extreme, the Microsoft Exchange Information Store service (MSExchangeIS) may stop responding. 

Temporary Fixes

Sometimes, you may be able to quickly alleviate the issues described earlier in this section. However, these methods probably will not solve the original cause of the problem. They are only intended to keep your system functioning while you find a true resolution. For more information about permanently resolving issues, see "Resolving Issues" later in this topic.

Transaction Log Quick Fix

If transaction logs are taking up too much disk space, reduce them by performing a full online backup of the Exchange Server 2003 databases. The backup operation cleans up log files that are no longer necessary.
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Important: 

Never try to remove transaction log files by deleting them. If your databases fail, you may not be able to recover them without a complete set of transaction logs. When the backup operation truncates the log files, it first makes sure that all appropriate data has been correctly committed to the database. Transactions that are not fully completed are left in the log files.

Performance Quick Fixes

If Exchange Server 2003 appears to be unresponsive (processing has stopped or is very slow), restarting services can alleviate the symptoms:  


If the MSExchangeIS service has stopped, restarting it will probably restore typical performance. However, before restarting the service, make sure that Exchange Server 2003 has not run out of disk space. The service will not start if free disk space is not sufficient.


If your system supports many HTTP/DAV search requests, try restarting the World Wide Web Publishing Service and canceling all pending requests.

In any case, performance problems are likely to happen again unless you eliminate the actual cause of the problem.

Search Folder Quick Fix

If you are having problems as a result of too many search folders, you can delete existing search folders by using the Reset Views registry key. The effect of this registry key is temporary. During the store's maintenance cycle, Exchange Server 2003 cleans up the existing search folders, and then resets the registry key to its normal value. Afterwards, Exchange Server 2003 resumes creating search folders normally. Meanwhile, you should take action to reduce the number of search folders needed.

For detailed steps about how to resolve problems that result from having too many search folders, see How to Temporarily Delete Existing Search Folders.

Resolving Issues

You can use the following techniques to isolate and resolve search-related issues:  


Using the guidelines presented earlier, streamline search requests as much as possible. 


If you have changed the default values for the maximum number of search folders or the search folder retention period, re-evaluate the values you are using to make sure they are not the cause of the problem.


Check how users or applications in your system typically post, reference, update, and delete folder items. Remember that changing an unread item to a read item counts as an update.


Check folder permissions. To search a folder, users or custom applications must have the appropriate permissions to access the folder. If the users or custom applications do not have at least Read permissions to the folders they are searching, their searches will not return the expected results.


Identify the processes that access the folders and check the performance of each. You can use Performance Monitor and a test environment to isolate processes that have unusually high loads. 


Use diagnostic logs such as Internet Information Services (IIS) logs to identify the most frequently used search requests.

How to Temporarily Delete Existing Search Folders

If you are having problems as a result of too many search folders, you can delete existing search folders by following this procedure. The effect of this modification is temporary. During the store's maintenance cycle, Exchange Server 2003 cleans up the existing search folders, and then resets this registry key to its default value. Exchange Server 2003 then resumes creating search folders normally.

Before You Begin

This topic contains information about editing the registry.
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Caution: 

Incorrectly editing the registry can cause serious problems that may require you to reinstall your operating system. Problems resulting from editing the registry incorrectly may not be able to be resolved. Before editing the registry, back up any valuable data. 

Procedure
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To temporarily delete existing search folders

	1.
Start Registry Editor on the Exchange server.

2.
Navigate to HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\MSExchangeIS\< Server name>\Public-<GUID>\.

3.
If Reset Views does not exist, add a new string value: 

Value: Reset Views
Type: DWORD _ 
Data: 1
Where the data values represent the following:

0 = default behavior

1 = delete existing search folders during the next maintenance cycle.

The next time the Exchange store maintenance processes run (typically 02:00 or 2:00 A.M.), Exchange Server 2003 will delete the existing search folders, and then reset the registry key to 0.


Understanding Exchange Server 2003 Mailbox Access Delegation

In the most common configuration of Microsoft Exchange Server 2003, each user has a single mailbox and each mailbox is owned by a single user (the mailbox owner). However, there are many circumstances where this arrangement is too simple. For example, consider the following:  


A resource mailbox that represents a conference room, which all users must be able to access in some manner.


A mailbox for a manager who has an administrative assistant. The assistant must have access to certain folders in the mailbox, and may have to send mail or schedule appointments on behalf of the manager.

To satisfy these requirements, you can delegate mailbox access. A user who has been granted some level of access to another user's mailbox is referred to as the delegate. This chapter describes the different approaches you can use for granting such access. Although some of these approaches can be accomplished by Microsoft Office Outlook 2003 users, others require administrative configuration. There are several different levels at which you can grant a user access to another user's mailbox:  


Using Outlook, a user can grant another user access to specific folders in their mailbox.


Using Outlook or Active Directory Users and Computers, a user or an administrator can give a user the ability to send mail on behalf of another user.


Using Active Directory Users and Computers, an administrator can give a user the ability to log on to a mailbox owned by another user (or a resource mailbox). An administrator can also give a user the ability to send mail as another user.


Using Active Directory Users and Computers while running Exchange Server 2003 in a mixed Exchange Server 2003 and Microsoft Exchange Server version 5.5 topology, an administrator can give a user from a Microsoft Windows NT Server 4.0 domain the ability to log on to a mailbox owned by another user or to send mail on behalf of another user.
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Important: 

Be careful when you modify permissions. An unscrupulous user with permissions to other users' mailboxes could cause damage to the mailboxes or their contents.

The primary reason for the complexity of delegate access is the way Exchange Server 2003 controls access to mailboxes and items in those mailboxes. Logging on to a mailbox and accessing a folder in a mailbox are independent operations, and Exchange Server 2003 controls them separately. For more detailed information about how Exchange Server 2003 controls access to mailboxes, see Working with Store Permissions in Microsoft Exchange 2000 and 2003.

Granting a User Access to a Specific Folder

Granting a user access to a folder is the simplest form of delegating minimal access. When granted such access, users log on to their own mailbox, and then in Outlook, use the Open Other User's Folder command on the File menu to select both the user whose folder they want to open and the name of the folder itself. The user does not need an Outlook profile for the other mailbox. While accessing the folder, the user can only perform actions allowed by the mailbox owner. The following figure demonstrates this approach.
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Note: 

Users can only access default Outlook folders in this manner. These folders include the Inbox, Calendar, Contacts, Notes, Journal, and Tasks folders.

User A accesses a folder in User B's mailbox without having to log on to User B's mailbox
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This type of access is granted by Outlook users instead of by administrators. For example, in the case shown in the figure, User B uses Outlook to grant User A access to User B's Calendar folder.

For detailed steps about how to grant a user access to a folder in another user's mailbox, see How to Grant a User Access to a Folder in Another User's Mailbox.

How to Grant a User Access to a Folder in Another User's Mailbox

This type of access is granted by Outlook users instead of by administrators. For example, in the case shown in the following figure, User B uses Outlook to grant User A access to User B's Calendar folder.

User A accesses a folder in User B's mailbox without having to log on to User B's mailbox
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To delegate permissionto a user to access one of the default folders in another user's mailbox, perform the following procedure.

Procedure
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To grant a user access to a folder in another user's mailbox

	1.
In Outlook, open the Permissions tab of the Properties dialog box for the appropriate folder. There are several ways to do this: 


If Outlook displays a list of folders, right-click the appropriate folder, click Properties, and then click Permissions.


If Outlook displays a single folder, the left pane of Outlook should include the command Share My Foldername. Click this command to access the Permissions tab.

2.
Use the Permissions tab to specify users or groups, and then assign those users or groups permissions to the folder.

3.
The delegated user can now use the Open Other User's Folder command on the File menu to select both the user whose folder they want to open and the name of the folder itself.


Granting a User the Ability to Send on Behalf of Another User

You can grant this type of access either as an administrator (using Active Directory Users and Computers) or as the mailbox owner (using Outlook). In many respects, this type of access is similar to granting a user access to a single folder. The user does not need an Outlook profile for the other mailbox. While accessing the folder, the user can only access folders for which the mailbox owner has granted them permission. However, the user can create and send mail using this type of access. For mail recipients, the From field of messages sent in this manner will read "Sent on behalf of mailbox owner by delegate user." The following figure demonstrates this approach.

User A creates meeting requests on behalf of User B without having to log on to User B's mailbox
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Regardless of the method you use to grant Send on Behalf of permission, the Active Directory directory service records which users are granted access to a mailbox in this manner. Each mailbox object has an attribute named publicDelegates, which holds a list of the distinguished names of users who have been granted Send on Behalf of access to the mailbox.

To give someone access to another users mailbox using Active Directory Users and Computers, you must have the appropriate permissions to modify user objects in Active Directory. For more information about these permissions, see Microsoft Windows Help.

For detailed steps about how to use Active Directory Users and Computers to give a user the ability to send mail on behalf of another, see How to Use Active Directory Users and Computers to Give a User the Ability to Send Mail on Behalf of Another User.

For detailed steps about how to view another user's folder or send messages on another user's behalf if you have Send on Behalf of Access, see How to View Another User's Folder in Outlook If You Have Send on Behalf of Access.
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Important: 

In this situation, the second user may still require permissions to access specific folders in the mailbox. The mailbox owner must use Outlook to set these permissions.

For detailed steps about how to use Outlook to give a user the ability to send mail on your behalf, see How to Use Outlook to Give a User the Ability to Send Mail on Your Behalf.

How to Use Active Directory Users and Computers to Give a User the Ability to Send Mail on Behalf of Another User

To grant a user the ability to send mail on behalf of another user (as shown in the following figure), perform the following procedure.

User A creates meeting requests on behalf of User B without having to log on to User B's mailbox
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Before You Begin

To give someone access to another users mailbox using Active Directory Users and Computers, you must have the appropriate permissions to modify user objects in Active Directory. For more information about these permissions, see Microsoft Windows Help.
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Important: 

In this situation, the second user may still require permissions to access specific folders in the mailbox. The mailbox owner must use Outlook to set these permissions.

Procedure
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To use Active Directory Users and Computers to give a user the ability to send mail on behalf of another user

	1.
In Active Directory Users and Computers, click the Users container or the organizational unit where the user is located.

2.
Right-click the user account, and then click Properties.

3.
Click Exchange General, and then click Delivery Options.

4.
Click Add to specify a user..


For More Information

For more information, see Understanding Exchange Server 2003 Mailbox Access Delegation and Managing Mailbox Stores and Public Folder Stores.

How to View Another User's Folder in Outlook If You Have Send on Behalf of Access

If you have been granted appropriate permissions, you can use Outlook to view other user's folders and send messages on their behalf. To view another user's folder in Outlook, or to send messages on another user's behalf, perform the following procedure.

Before You Begin

Be aware that while the user is accessing the folder, the user can only access folders for which the mailbox owner has granted them permission.

Procedure

[image: image163.png]


To view another user's folder or send messages on another user's behalf in Outlook if you have Send on Behalf of access

	1.
Log on to your own mailbox, and then in Outlook, use the Open Other User's Folder command on the File menu to select both the user whose folder you want to open and the name of the folder itself.

2.
To send a message on behalf of another users, log on to your own mailbox and create a new message. Manually add the name of the mailbox owner that you want to send on behalf of to the From field of a message. Message recipients will see that the message is sent from you on behalf of the other user.


How to Use Outlook to Give a User the Ability to Send Mail on Your Behalf

To grant a user the ability to send mail on your behalf, perform the following procedure.

Procedure
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To use Outlook to give a user the ability to send mail on your behalf

	1.
In Outlook, on the Tools menu, click Options, and then click the Delegates tab.

2.
To grant permissions to a new user or group, click Add.  

Outlook provides the Address Book, from which you can select users. 

3.
Click a user, and then click OK. 

Outlook provides a Delegate Permissions dialog box for the selected user. See the following figure.

Delegate Permissions dialog box
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4.
In the Delegate Permissions dialog box, grant the selected user access to the appropriate folders. By default, the user is granted Editor permissions on the Calendar folder. 

5.
The roles you can assign here are the same as the roles you can assign using an individual folder's Permissions dialog box.


For More Information

For more information, see Understanding Exchange Server 2003 Mailbox Access Delegation, Granting Users Full Access to a Mailbox Other Than Their Own, and "Managing Mailbox Stores and Public Folder Stores" in the Exchange Server 2003 Administration Guide. 

Granting Users Full Access to a Mailbox Other Than Their Own

Granting a user full access to a mailbox differs from granting access to a folder or granting Send on Behalf of access. Using full access, a user can log on to another user's mailbox and in most respects act as the mailbox owner, as shown in the following figure. This strategy is frequently used to implement resource mailboxes because resource mailboxes do not necessarily have a single effective owner, but must be accessed by a group of users.

With full mailbox access, User A logs on to User B's mailbox
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There are certain exceptions to what a user with full mailbox access is allowed to do. A user with full mailbox access to another user's mailbox cannot access other mailboxes or folders to which the mailbox owner has permissions. For example, consider the situation in Figure 9.4, where User A logs on to User B's mailbox. Suppose that another user (User C) has granted User B Editor permissions on User C's Calendar folder. Even though User A is logged on to User B's mailbox, User A cannot open User C's Calendar folder. (Such behavior was possible using Exchange Server 5.5 and earlier.)

In addition, a user who has full mailbox access to another user's mailbox does not automatically have the ability to send mail on behalf of that user or to send mail as that user. The administrator must add those rights separately.

Users with full mailbox access to a specific mailbox can also open folders on that mailbox without logging on to it, and can be granted Send on Behalf of permission as well as shown in the following figure.

With full mailbox access, User A opens folders in User B's mailbox and sends mail on behalf of User B (without actually logging on to User B's mailbox)
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Only an administrator can grant this type of access, by using Active Directory Users and Computers. To give someone access to another users mailbox, you must have the appropriate permissions to modify user objects in Active Directory. For more information about these permissions, see Windows Help.

For detailed steps about how to give a user full access to another user's mailbox, see How to Give a User Full Access to Another User's Mailbox.

Granting Send As Permissions

If users can log on to a mailbox (they have Full Mailbox Access permissions), they may also have Send As permissions for the mailbox. These permissions may be granted automatically, or you can grant them manually. With Send As permissions, a user can act as the mailbox owner when sending mail as shown in the following figure. (Mail is sent from the mailbox owner, not on behalf of the mailbox owner.)

With full mailbox access and Send As permissions, User A logs on to User B's mailbox and sends mail while acting as User B
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If the user that is logged on to a mailbox is the mailbox owner (the user's Security ID is the SID that was associated with the mailbox when it was created), that user automatically has Send As permissions. For any other user that logs on to the mailbox, these permissions are not automatically defined, and you can grant them manually.
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Important: 

Previous versions and service packs of Exchange Server 2003 have varied in how they implement Send As and Receive As permissions. For more information about when this behavior changed, see the release notes for Microsoft Exchange 2000 Server and its service packs (available in the Microsoft Knowledge Base).

For detailed steps about how to manually grant Send As permissions to a user with full mailbox access, see How to Manually Grant Send As Permissions to a User with Full Mailbox Access.

How to Give a User Full Access to Another User's Mailbox

To grant a user full access to a mailbox (as shown in the following figure), perform the following procedure.

With full mailbox access, User A logs on to User B's mailbox
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Before You Begin

Only an administrator can grant full access to another user's mailbox, by using Active Directory Users and Computers. To give someone access to another users mailbox, you must have the appropriate permissions to modify user objects in Active Directory. For more information about these permissions, see Windows Help.

Procedure
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To give a user full access to another user's mailbox

	1.
In Active Directory Users and Computers, right-click the organization domain name, point to View, and then click Advanced Features.

2.
Click the Users container or the organizational unit where the user is located.

3.
Right-click the user account, and then click Properties.

4.
Click Exchange Advanced, and then click Mailbox Rights.

5.
Click Add to add a user to the list of users that are allowed to access this mailbox.

6.
In the permissions list, for the Full Mailbox Access permission, select the Allow check box.


For More Information

For more information, see Understanding Exchange Server 2003 Mailbox Access Delegation and "Managing Mailbox Stores and Public Folder Stores" in the Exchange Server 2003 Administration Guide. 

How to Manually Grant Send As Permissions to a User with Full Mailbox Access

To manually grant Send As permissions to a user with full mailbox access (as shown in the figure), perform the following procedure.

With full mailbox access, User A logs on to User B's mailbox and sends mail while acting as User B
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- Full mailbox rights granted to User A on User B's mailbox

- User A can open any folder in User Bs mailbox

- User A can send mail acting as User B if Send As permissions
have been granted to User A





Before You Begin

Be aware that previous versions and service packs of Exchange Server 2003 have varied in how they implement Send As and Receive As permissions. For more information about when this behavior changed, see the release notes for Microsoft Exchange 2000 Server and its service packs (available in the Microsoft Knowledge Base).

Procedure
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To manually grant Send As permissions to a user with full mailbox access

	1.
In Active Directory Users and Computers, right-click the organization domain name, point to View, and then click Advanced Features.

2.
Click the Users container or the organizational unit where the user is located.

3.
Right-click the user account, and then click Properties.

4.
Click Security, and then click the user or group to whom you want to grant permissions. You may have to add the user or group to the list.

5.
Click Send As, and then select the Allow or Deny check boxes as appropriate.


Granting Access to External Accounts

If you have to grant access to accounts that are not part of the Exchange Server 2003 organization's Active Directory forest, the procedures are the same as those described elsewhere. 

If you use a mailbox's Mailbox Rights dialog box (in Active Directory Users and Computers) to grant permissions such as Full Mailbox Access to delegate users, you might have noticed a permission named Associated External Account. To avoid confusion about when to use (or more frequently, not to use) this value, consider the following guidelines:  


Although it is displayed in the list of permissions, the Associated External Account attribute is not a true permission. It is meant to be used only when the mailbox itself is associated with a disabled account, and the disabled account is associated with another user account (typically a Windows NT Server 4.0 account that has not yet been migrated to Active Directory). 

If the mailbox has a typical, enabled Active Directory account, setting the Associated External Account attribute can cause odd behavior such as lost permission settings. 


If the users to whom you want to grant delegate access reside in a domain outside the Active Directory forest (such as in a Windows NT Server 4.0 domain or in a separate Active Directory forest), you can add those users to the list in the permissions dialog box in the way you would any other users. Do not try to set the Associated External Account attribute for any delegate user. Associated External Account can only be used one time per mailbox, and only under the condition outlined previously. It does not affect delegates in any way.
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