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Summary

This article will show you how to configure your messaging infrastructure with HTTP transport, using Message Queuing version 3.0 on Microsoft® Windows® XP and Microsoft Windows Server™ 2003. The scenarios in this paper cover firewall, store and forward director (SFD) server, Network Load Balancing, and enabling message security with HTTPS. A step-by-step guide will help you configure and test your infrastructure.

Background

This article assumes you are familiar with the following:

· Message Queuing version 3.0 messaging

· Internet firewall technology
· XML

· Network Load Balancing

· HTTPS
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Introduction

With the increased importance of business-to-business communication, Message Queuing version 3.0 (also known as MSMQ) on Microsoft Windows® XP and Microsoft Windows Server™ 2003 provides the HTTP/HTTPS protocol, which allows sending and receiving messages in an intranet or over the Internet. Typically, in a business-to-business environment, the message recipient is in a different domain or organization. Therefore, as shown in Figure 1, the typical corporate environment has a firewall to protect its assets from malicious attacks.
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Figure 1. Typical corporate environment with a firewall
A corporation can further protect its assets with the store and forward capability of Message Queuing 3.0 using the HTTP protocol. The network names of the computers within an organization and the names of the queues hosted on them do not need to be disclosed to message senders because when you use Message Queuing 3.0, you can map external and internal names, protecting internal resources. The server that has this capability is referred to as the store and forward director (SFD) server and is usually positioned at the front end of the enterprise, where all incoming HTTP requests are directed. 

Mapping is enabled on an SFD server, and if messages meet the mapping criteria, they are forwarded further into the enterprise. For example, messages arriving by means of an HTTPS session, messages whose sender can be authenticated, will be forwarded. This helps to ensure that only authorized messages are ever presented to corporate servers.

Message Queuing Firewall Configuration with Windows Server 2003 and Windows XP Professional

The Message Queuing 3.0 store and forward director (SFD) functionality is used for message redirection, which is the ability to redirect SOAP reliable messaging protocol (SOAP-RMP) messages to an address that is different from the original destination address of the message. The scenarios in this section will show the Message Queuing 3.0 computer behind the firewall and a client on the Internet using transactional and nontransactional messages to communicate with each other. The typical system configuration is shown in Figure 2.
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Figure 2. An order server (the Message Queuing 3.0 computer) within an enterprise firewall 

Scenario 1: External Client Sending Transactional and Nontransactional Messages to a Hidden Message Queuing Computer Behind a Firewall 

In this scenario, the task is to configure the Message Queuing 3.0 receiving computer, OrderServer in Figure 2, as an SFD server that accepts incoming messages from the Internet through the firewall server, proxy1 in Figure 2. In the following example, the private queue, named orderq, is used as the message destination. The external name of www.northwindtraders.com is used, and it can be replaced with an Internet Protocol (IP) address. 

For OrderServer, which is running the Windows Server 2003 operating system, add the following mapping to the SFD server under %WinDir%\System32\MSMQ\Mapping, and then restart the Message Queuing service.

<redirections xmlns="msmq-queue-redirections.xml">

  <redirection>

    <from>http://www.northwindtraders.com/msmq/orderq</from>

    <to>http://OrderServer/msmq/private$/orderq</to> 

  </redirection>

</redirections>

The preceding mapping indicates redirection within the same computer.

Note

Message Queuing 3.0 on Windows Server 2003 supports a limited use of regular expressions in the content of the <from> elements. Users can use asterisk-terminated URLs to define a redirection from multiple logical addresses to a single physical address. This is the only type of regular expression supported in <redirection> entries, and it is allowed only in the <from> element.
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Redirections>

   <redirection>

      <from>https://www.northwindtraders.com/*</from>

      <to>http://OrderServer/msmq/PRIVATE$/Orderq</to>

   </redirection>

</Redirections>

For OrderServer, which is running the Windows XP Professional operating system, add the following mapping under %WinDir%\System32\MSMQ\Mapping, and then restart the Message Queuing service.
<mapping host="localhost" xmlns="msmq-queue-mapping.xml">

   <queue>

      <name>http://OrderServer/msmq/private$/orderq</name> 

      <alias>http://www.northwindtraders.com/msmq/orderq</alias> 

    </queue>

</mapping>

Note

The Windows XP Professional operating system only allows up to 10 concurrent incoming sessions.
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You can verify the infrastructure by using the following Microsoft Visual Basic® Scripting Edition (VBScript) sample program to send a message from an external computer to www.northwindtraders.com.

System.Messaging.MessageQueue Queue;

            Queue = new MessageQueue("FormatName:DIRECT=http://www.northwindtraders.com/msmq/private$/orderq");

            System.Messaging.Message Msg;

            Msg = new System.Messaging.Message();

            Msg.Formatter = new ActiveXMessageFormatter();

            Msg.Body="Testing";

      Queue.Send(Msg);

Scenario 2: Internal Client Sending a Nontransactional Message to the System Outside the Firewall

Typically, the firewall server will also act as a proxy server to handle the internal request to the outside world. In this case, you need to configure the proxy setting for the computers within the firewall so that messages are routed through the firewall proxy server to the external systems. For the example in Figure 2, we can allow OrderServer (the Message Queuing 3.0 computer) to send a Message Queuing message to Client outside the firewall. You can use the following proxy setting to configure OrderServer to send a message through proxy1.
proxycfg –p proxysrv:80
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Note

If you change the proxy server configuration by using the Proxy Configuration utility and you want an active outgoing queue to use the new settings, you must pause and resume that outgoing queue. Outgoing queues can be paused and resumed programmatically by using the MSMQOutgoingQueueManagement.Pause and MSMQOutgoingQueueManagement.Resume methods.
You can now use the following command to send a message to Client (the external computer).

System.Messaging.MessageQueue Queue;

            Queue = new MessageQueue("FormatName:DIRECT=http://172.31.201.101/msmq/private$/httpq");

            System.Messaging.Message Msg;

            Msg = new System.Messaging.Message();

            Msg.Formatter = new ActiveXMessageFormatter();

            Msg.Body="Testing";

      Queue.Send(Msg);

Scenario 3: Internal Client Sending a Transactional Message to the System Outside the Firewall

For a transactional sender, in addition to the proxy configuration, the sender needs to instruct the external system where to send the message acknowledgment so that the order acknowledgment will be delivered back to the sender to complete the delivery. Therefore, it is necessary to create a mapping file to configure the acknowledgment on the sending computer under %WinDir%\System32\MSMQ\Mapping, and then restart the Message Queuing service. As shown in the following examples, the mapping file format for Windows Server 2003 is different from Windows XP.

For Windows Server 2003, you need to create a stream-receipt configuration in the sender computer, OrderServer in Figure 2, under %WinDir%\System32\MSMQ\Mapping, and then restart the Message Queuing service.

<StreamReceiptSetup xmlns="msmq-streamreceipt-mapping.xml">

   <setup>

      <LogicalAddress>http://172.31.201.101/msmq/private$/httpqt</LogicalAddress> 

      <StreamReceiptURL>http://www.northwindtraders.com/msmq/OrderServer

      </StreamReceiptURL>

   </setup>

</StreamReceiptSetup>

The <LogicalAddress> indicates the message destination and <StreamReceiptURL> is the return message acknowledgement location. Message Queuing on the client adds the sendReceiptsTo property to the outgoing message and Message Queuing on the receiving computer will return the order acknowledgement (ACK) according to the sendReceiptsTo property.

The following example illustrates how to create a stream receipt for multiple logical addresses and a single stream-receipt URL.

<StreamReceiptSetup xmlns="msmq-streamreceipt-mapping.xml">  

  <setup>

      <LogicalAddress>http://172.31.201.101/*</LogicalAddress>

      <StreamReceiptURL>http://192.168.66.92/msmq/OrderServer

      </StreamReceiptURL>

  </setup>

</StreamReceiptSetup>
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Note

The name used in StreamReceiptURL can be anything. It will be mapped to  the local name automatically — that is, MSMQ/Private$/ordered_queue$.

On Windows XP Professional, the corresponding mapping file is configured as follows:

<mapping host="localhost" xmlns="msmq-queue-mapping.xml">

   <queue>

      <name>http://OrderServer/msmq/private$/order_queue$</name> 

      <alias>http://www.northwindtraders.com/msmq/orderack</alias>

   </queue>

</mapping>

The <name> indicates the message destination and <alias> is the return message acknowledgement location. Message Queuing on the client adds the sendReceiptsTo property to the outgoing message and Message Queuing on the receiving computer will return the order ACK according to the sendReceiptsTo property.

Use the following VBScript-based sending application to send a transactional message to the external client queue (Client\Private$\httpq).

System.Messaging.MessageQueue Queue;

            Queue = new MessageQueue("FormatName:DIRECT=http://172.31.201.101/msmq/private$/httpqt");

            System.Messaging.Message Msg;

            Msg = new System.Messaging.Message();

            Msg.Formatter = new ActiveXMessageFormatter();

            Msg.Body="Testing";

      Queue.Send(Msg, System.Messaging.MessageQueueTransactionType.Single);

Windows Server 2003 Message Queuing Transparent SFD

The number of HTTP/HTTPS sessions established and the number of client certificates needed can be minimized by routing all outbound messages (messages sent out of the enterprise) through a dedicated intermediate host. This dedicated intermediate host should be configured as a transparent store and forward director (TSFD) server. Therefore, you need to create mapping for the sender to use the intermediate routing server and also create mapping on the receiver so that it can return the acknowledgment through the intermediate routing server. 

The example configuration in Figure 3 can be used to send both transactional and nontransactional messages between Sender and Receiver via a TSFD server (TSFDServer). 


[image: image7.wmf] 

Sender

 

Receiver

 

TFSDServer

 

TSFDServer.nwtraders.com

 

IP: 172.31.201.102

 

Sender.nwtraders.com

 

IP: 172.31.201.101

 

TFSDServer Registry Value

 

H

 

KLM

\

SOFTWARE

\

Microsoft

\

MS

MQ

\

Parameters

\

MachineCache

\

 

MQS_TransparentSFD(DWORD)=1

 

Sender Message Queuing Mapping

 

<outbound_redirections xmlns="msmq_outbound_mapping.xml">

 

        <redirection>

 

             <destination>http://Receiver/*</destination>

 

             <through>htt

p://TSFDServer/msmq</through>

 

        </redirection>

 

  </outbound_redirections>

 

Receiver Message Queuing Mapping

 

<outbound_redirections xmlns="msmq_outbound_mapping.xml">

 

         <redirection>

 

                 <destination>http://sender.nwtraders.co

m/*</destination>

 

                 <through>http://TSFDServer/msmq</through>

 

         </redirection>

 

  </outbound_redirections>

 

Receiver

 

(Workgroup)

 

IP: 172.31.201.67

 

Message Direction

 


Figure 3. Sending Message Queuing messages with a TSFD server

A computer with HTTP support installed is configured as an intermediate host (TSFD), TSFDServer in Figure 3, by adding the following registry value, and then restarting the Message Queuing service.

HKLM\SOFTWARE\Microsoft\MSMQ\Parameters\MachineCache\MQS_TransparentSFD(DWORD)=1

Next, create the following outbound mapping redirection on Sender under %WinDir%\System32\MSMQ\Mapping, and then restart the Message Queuing service.

<outbound_redirections xmlns="msmq_outbound_mapping.xml">

        <redirection>

             <destination>http://Receiver/*</destination>

             <through>http://TSFDServer/msmq</through> 

        </redirection>

  </outbound_redirections>

Upon receiving a transactional message, the Message Queuing service on Receiver needs to send order acknowledgment back to Sender. If Receiver has no direct connection to Sender and needs to go through an intermediate server, such as TSFDServer, it must have the following Message Queuing mapping (restart the Message Queuing service after creating the mapping file), where Sender.nwtraders.com is the full DNS name for Sender.

  <outbound_redirections xmlns="msmq_outbound_mapping.xml">

     <redirection>

        <destination>http://sender.nwtraders.com/*</destination>

        <through>http://TSFDServer/msmq</through> 

     </redirection>

  </outbound_redirections>

Windows Server 2003 Message Queuing SFD Feature to Redirect Messages to Another Computer

SFD can be used as a concentrator for handling incoming messages and directing them to a different back-end computer for processing. In Figure 4, SFDServer is the concentrator and OrderServer is the back-end processing server.  
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Figure 4. Sending a message through an SFD server

To create the concentrator and back-end processing server configuration shown in Figure 4, you need to create Message Queuing message mapping files on each server as shown in the following examples.

Mapping in SFDServer 

Create the following mapping file in %WinDir%\System32\MSMQ\Mapping, and then restart the Message Queuing service.

<redirections xmlns="msmq-queue-redirections.xml">

   <redirection>

          <from>http://www.northwindtraders.com/msmq/orderq</from>

          <to>http://OrderServer/msmq</to> 

      </redirection>

  </redirections>

The preceding mapping indicates that SFDServer will redirect incoming messages for http://www.northwindtraders.com/msmq/orderq to a remote computer (that is, OrderServer).

Mapping in OrderServer

Create the following mapping file in %WinDir%\System32\MSMQ\Mapping, and then restart the Message Queuing service.

<redirections xmlns="msmq-queue-redirections.xml">

   <redirection>

      <from>http://www.northwindtraders.com/msmq/orderq</from>

      <to>http://OrderServer/msmq/private$/orderq</to> 

   </redirection>

</redirections>

The preceding mapping describes message redirection in the same computer (that is, OrderServer).

Sending a Message from ClientServer to OrderServer

System.Messaging.MessageQueue Queue;

            Queue = new MessageQueue("FormatName:DIRECT=http://www.northwindtraders.com/msmq/orderq");

            System.Messaging.Message Msg;

            Msg = new System.Messaging.Message();

            Msg.Formatter = new ActiveXMessageFormatter();

            Msg.Body="Testing";

      Queue.Send(Msg); 

Sending Message Queuing Messages in a Network Load Balancing Farm Configuration
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Figure 5. Sending transactional messages in a Network Load Balancing cluster farm

Transactional messages and nontransactional message need different consideration in a Network Load Balancing cluster environment. Network Load Balancing in general is designed for stateless applications. On the other hand, transactional messages require state consistency for both message ordering and exactly once delivery.  

In the following, we will describe how to use Message Queuing in Network Load Balancing for nontransactional messages. Then we will provide information for using Network Load Balancing to handle transactional messages. 

Network Load Balancing clusters distribute client connections over multiple servers, providing scalability and high availability for client requests for services and applications, but they do not have failover capabilities. In its most common implementation, Network Load Balancing distributes incoming TCP/IP traffic between multiple Internet Information Services (IIS) servers that constitute a web farm. Network Load Balancing can combine up to 32 servers in a single load-balancing cluster. Servers can be added without shutting down the cluster.

Network Load Balancing is loaded on each member server, or host, in the cluster. Network Load Balancing includes the statistical mapping algorithm that the cluster hosts use to determine which host handles each incoming request.

Under this type of clustering, if a host fails or goes offline, Network Load Balancing automatically reconfigures the cluster to redirect subsequent client requests to hosts that are still viable members of the cluster. Any client connections that were open when the host failed or went offline are ended. On retry, the client connection is routed to a viable host. The downtime for client connections is less than 10 seconds.

Network Load Balancing allows all computers in the cluster to be addressed by the same set of cluster IP addresses, while also maintaining their existing, dedicated IPs. This feature transparently distributes client requests among the hosts in the cluster, using virtual IP addresses. You must run IIS version 5.0 or another TCP/IP service on each host, and the hosts must serve the same content so that any of them can handle any request. You can copy updated pages to local disks on the hosts, or you can use commercial file-replication software to perform updates. Network Load Balancing allows you the option of specifying that all connections from the same client IP address be handled by a particular server (unless, of course, that server fails). It also permits you to allocate all requests from a Class C address range to a single server.

For the nontransactional case, you do not need to create queue mapping. You can create a private queue with the same name on each node, and then reference the queue by using the name or address of the Network Load Balancing virtual cluster. Messages will be automatically delivered to the destination queues based on Network Load Balancing routing. Each Network Load Balancing node will process the messages that reached its own queue. 

You can use mapping in this case too, to map from an external name to an internal name.

For transactional messages, both message ordering and exactly once delivery requirement can be met by configuring all computers in the Network Load Balancing farm to redirect messages to a transaction queue on a back-end server as shown in Figure 5. 

To configure the two Network Load Balancing cluster nodes, you need to add the mapping, as shown in the following examples, to each node so that messages will be forwarded to Order. On Order, you need to configure message mapping to accept the incoming messages.

Mapping File in Network Load Balancing Cluster Members (NLB1 and NLB2)

Create the following mapping file in %WinDir%\System32\MSMQ\Mapping on NLB1 and NLB2, and then restart the Message Queuing service.

<redirections xmlns="msmq-queue-redirections.xml">

   <redirection>

      <from>http://www.northwindtraders.com/msmq/orderq</from>

      <to>http://Order/msmq/private$/orderq</to> 

   </redirection>

</redirections>

Mapping File in Order

Create the following mapping file in %WinDir%\System32\MSMQ\Mapping on Order, and then restart the Message Queuing service.

<redirections xmlns="msmq-queue-redirections.xml">

   <redirection>

      <from>http://www.northwindtraders.com/msmq/orderq</from>

      <to>http://Order/msmq/private$/orderq</to> 

   </redirection>

</redirections>

Sending a Message from Client to Order

System.Messaging.MessageQueue Queue;

            Queue = new MessageQueue("FormatName:DIRECT=http://www.northwindtraders.com/msmq/orderq");

            System.Messaging.Message Msg;

            Msg = new System.Messaging.Message();

            Msg.Formatter = new ActiveXMessageFormatter();

            Msg.Body="Testing";

      Queue.Send(Msg); 

Sending HTTP Messages with HTTPS 

You can help make communication more secure between the sender and receiver by using one of the following configurations:

1. SSL without requiring client certificate.

2. SSL with client certificate required.

The second option helps provide more secure communication by requiring the certificates to be authenticated on both the sender and receiver. The examples in this section show how to set up each configuration. 
Using SSL Without Requiring Client Certificates

To use SSL without requiring client certificates, you need to create a new server-authenticated certificate and introduce the certificate to IIS default Web sites. SSL should be enabled to help support more secure communication between the sending and receiving servers. 

[image: image10.emf]Sender

Receiver

CertServer

Receiver’s Server Certificate

Message Direction


Figure 6. A standard configuration for sending an HTTPS message to an enterprise without requiring a client certificate

The following step-by-step procedures show you how to set up both Receiver and Sender to configure SSL without requiring a client certificate. 

On Receiver

CertServer in the following procedures is the server running Certificate Services.
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Create a new server certificate with Certificate Services

Go to http://CertServer/certsrv/certrqma.asp to get to Advanced Certificate Request.

3. Fill in Identifying Information.
The name should be either a NetBIOS or DNS name (if Sender uses the full DNS name to address Receiver).

4. The type of certificate needed is Server Authentication Certificate.

Key options are as follows:

Create New Key Set

CSP = Microsoft Enhanced Cryptographic Provider v1.0

Key Usage = Both

Key Size = 1024

Automatic Key container name

Check Store Certificate in the local computer certificate store

Additional options include the following:

Request Format= CMC

Hash Algorithm = SHA-1

Friendly Name is optional for reference only

5. Click Submit. 

The Certificate Issued dialog box appears.

6. Click the Install this certificate link to install the Server Authentication Certificate.

Now the certificate has been successfully installed.
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Introduce Server Authentication Certificate into the IIS default Web sites

Open Compmgmt.msc.
7. Under Services and Applications\Internet Information Servers (IIS) Manager\Web Sites\Default Web Site, select Properties.
8. On the Directory Security tab, under Secure Communications, select Server Certificate.

· You will select Assign an existing certificate in the IIS Certificate wizard.

9. Select the certificate that was installed in the preceding procedure for creating a new server certificate through Microsoft certification authority (CA).

10. Specify SSL port 443 in the IIS Certificate wizard.
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Enable SSL

Start Compmgmt.msc.
11. Under Services and Applications\Internet Information Servers (IIS) Manager\Web Sites\Default Web Site\MSMQ, select Properties.

12. On the Directory Security tab, under Secure Communications, select Edit.

a. Select Require secure channel (SSL).

b. Select Require 128-bit encryption if strong encryption is needed.

c. Under Client certificates, select either Ignore Client certificates or Accept client certificates.

13. Click OK.

The following procedure is required only if the certificate is not issued by a trusted CA.
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Add CA to the Trusted Root Certification Authorities

Go to http://CertServer/certsrv.

14. Select the Download a CA certificate, certificate chain, or CRL link.

15. In the Download a CA certificate, Certificate chain, or CRL dialog box, select Install this CA certificate .
Now the CA certificate chain has been successfully installed for the logged on user.

16. Start the Microsoft Management Console (MMC), and then add the Certificates snap-in for My user account and Computer Account (Local Computer). 

17. Expand Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates.

18. Expand Console Root\Certificates – Current User\Trusted Root Certification Authorities\Certificates.

19. Drag the CertServer CA from Current User to (Local Computer).

The CertServer CA Authority is now trusted for all logged on users.

If both Sender and Receiver have access to a common instance of Certificate Services, you can use the preceding procedure on Sender too.

The following extra procedures are required if Sender does not have access to the same instance of Certificate Services as Receiver.
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Export the trusted CA to Sender

Start MMC.
20. On the File menu, select Add/Remove Snap-in.
21. In the Add/Remove Snap-in dialog box, select Add.

22. In the Available Standalone Snap-ins dialog box, highlight Certificates.

23. Click Add.

24. Select Computer account.
25. In the Select Computer dialog box, select Local computer: (The computer this console is running on).

26. Click Finish.

27. Close the Add Standalone Snap-in dialog box.

28. In the Add/Remove Snap-in dialog box, click OK.

29. Expand Console Root\Certficates (Local Computer)\Trusted Root Certification Authorities)\Certificates.

30. Select the CA authority that you would like to export.

31. Right-click, and then select All Task\Export.

32. In the Certificate Export wizard, select DER encoded binary X.509 (.CER) format.
33. Specify the file name and location.
On Sender
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Introduce the Certificate Authority to Client by importing the CA certificate

Copy the x.509 certificate to Sender.

34. Start MMC.

35. On the File menu, select Add/Remove Snap-in.

36. In the Add/Remove Snap-in dialog box, select Add.

37. In the Available Standalone Snap-ins dialog box, highlight Certificates.

38. Click Add.

39. Select Computer account.

40. In the Select Computer dialog box, select Local computer: (The computer this console is running on).

41. Click Finish.

42. Close the Add Standalone Snap-in dialog box.

43. In the Add/Remove Snap-in dialog box, click OK.

44. Expand Console Root\Certficates (Local Computer)\Trusted Root Certification Authorities)\Certificates.

45. Expand Console Root\Certificates – (Local Computer)\Trusted Root Certification Authorities\Certificates.

46. Right-click Certificates, and then select All Tasks, Import.

47. In the Import Certificate wizard:

Specify the certificate file.

d. Select Place all certificates in the following store: Trusted Root Certification Authorities.
Sending the HTTPS Message

System.Messaging.MessageQueue Queue;

            Queue = new MessageQueue("FormatName:DIRECT=https://receiver/msmq/private$/httpq");

            System.Messaging.Message Msg;

            Msg = new System.Messaging.Message();

            Msg.Formatter = new ActiveXMessageFormatter();

            Msg.Body="Testing";

      Queue.Send(Msg); 

Using SSL with Client Certificates Required

SSL with the client-certificate-required configuration can be used to help enforce more secure communication, where both client and server certificates are authenticated. 
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Figure 7. Sending an HTTPS message to an enterprise with client certificate required

On Receiver, you need to create a new server-authenticated certificate and introduce the certificate into the IIS default Web sites. On Sender, you need to create a new client-authenticated certificate, and then import the client certificate to Receiver. The following step-by-step procedures show you how to perform these tasks.

On Receiver
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Create a new server certificate through Microsoft CA

Go to http://CertServer/certsrv/certrqma.asp to get to Advanced Certificate Request.

48. Fill in Identifying Information.

The name should be either a NetBIOS or DNS name (if Sender uses the full DNS name to address Receiver).

The type of certificate needed is Server Authentication Certificate.

Key options are as follows:

Create New Key Set

CSP = Microsoft Enhanced Cryptographic Provider v1.0

Key Usage = Both

Key Size = 1024

Automatic Key container name

Check Store Certificate in the local computer certificate store

Additional options include the following:

Request Format= CMC

Hash Algorithm = SHA-1

Friendly Name is optional for reference only

49. Click Submit.
The Certificate Issued dialog box appears.

50. Click the Install this certificate link to install the Server Authentication Certificate.

Now the certificate has been successfully installed.
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Introduce Server Authentication Certificate into the IIS default Web sites.

Open Compmgmt.msc.
51. Under Services and Applications\Internet Information Servers (IIS) Manager\Web Sites\Default Web Site, select Properties.

52. On the Directory Security tab, under Secure Communications, select Server Certificate.

· You will select Assign an existing certificate in the IIS Certificate wizard.

53. Select the certificate that was installed in the preceding procedure for creating a new server certificate through Microsoft CA.

54. Specify SSL port 443 in the IIS Certificate wizard.
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Enable SSL

Start Compmgmt.msc.
55. Under Services and Applications\Internet Information Servers (IIS) Manager\Web Sites\Default Web Site\MSMQ, select Properties.

56. On the Directory Security tab, under Secure Communications, select Edit.
Select Require secure channel (SSL).

Select Require 128-bit encryption if strong encryption is needed.

e. Under Client certificates, select Required Client certificates.

57. Click OK.
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Add CA to the Trusted Root Certification Authorities

Go to http://CertServer/certsrv.

58. Select the Download a CA certificate, Certificate chain, or CRL link.

59. In the Download a CA certificate, Certificate chain, or CRL dialog box, select Install this CA certificate chain.
The CA certificate chain has now been successfully installed for the logged-on user.

60. Start MMC, and then add the Certificates snap-in for My user account and Computer Account (Local Computer). 

61. Expand Console Root\Certificates – (Local Computer)\Trusted Root Certification Authorities\Certificates.

62. Expand Console Root\Certificates – Current User\Trusted Root Certification Authorities\Certificates.

63. Drag CertServer CA from Current User to (Local Computer).

The CertServer CA Authority is now trusted for all logged-on users.
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Export the trusted CA to Sender

Start MMC.
64. On the File menu, select Add/Remove Snap-in.
65. In Add/Remove Snap-in dialog box, select Add.

66. In the Available Standalone Snap-ins dialog box, highlight Certificates.

67. Click Add.

68. Select Computer account.
69. In the Select Computer dialog box, select Local computer: (The computer this console is running on).

70. Click Finish.

71. Close the Add Standalone Snap-in dialog box.

72. In the Add/Remove Snap-in dialog box, click OK.

73. Expand Console Root\Certficates (Local Computer)\Trusted Root Certification Authorities)\Certificates.

74. Select the CA authority that you would like to export.

75. Right-click, and then select All Task\Export.
76. In the Certificate Export wizard, select DER encoded binary X.509 (.CER) format.
77. Specify the file name and location.
You need to finish the steps on Sender that are described in the next section, "On Sender," and then continue with the following procedure to finish the configuration by importing the client certificate and mapping it to a local user.
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Import the client certificate and map it to the local user

Start Compmgmt.msc.
78. Under Services and Applications\Internet Information Servers (IIS) Manager\Web Sites\Default Web Site\MSMQ, select Properties.

79. On the Directory Security tab, under Secure Authentication and access control, select Edit.

· Click to clear Enable anonymous access.

80. Under Authenticated access, select Integrated Windows Authentication.

81. On the Directory Security tab, under Secure Communication, select Edit.

f. Select Enable client certificate mapping.

g. Select Edit.

h. Select Add.

i. In the Open dialog box, select the client certificate.

j. Enter the map name, user account, and password information.

82. Grant the mapped user account write access to the Inetpub\wwwroot\MSMQ directory.

On Sender
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Create a new client certificate through Microsoft CA

Go to http://CertServer/certsrv/certrqma.asp to get to Advanced Certificate Request.
83. Fill in Identifying Information.
The name should be either a NetBIOS or DNS name (if Sender uses the full DNS name to address Receiver).

The type of certificate needed is Client Authentication Certificate.

Key options are as follows:

Create New Key Set

CSP = Microsoft Enhanced Cryptographic Provider v1.0

Key Usage = Both

Key Size = 1024

Automatic Key container name

Check Store Certificate in the local computer certificate store

Additional options include the following:

Request Format= CMC

Hash Algorithm = SHA-1

Friendly Name is optional for reference only

84. Click Submit.

The Certificate Issued dialog box appears.

85. Click the Install this certificate link to install the Server Authentication Certificate.

Now the certificate has been successfully installed.
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Use the Client Certificate in Message Queuing

86. Start MMC, and then add the Certificates snap-in for Computer Account (Local Computer) and Service account (MSMQ) on Local Computer. 
87. Expand Console Root\Certificates – (Local Computer)\Personal\Certificates.

88. Expand Console Root\Certificates – Services (Message Queuing) on Local Computer\MSMQ\Personal.
89. Drag the newly created client certificate from Console Root\Certificates – (Local Computer)\Personal\Certificates to Console Root\Certificates – Services (Message Queuing) on Local Computer\MSMQ\Personal.

The client certificate is now ready for Message Queuing to use.

Restart the Message Queuing service to recognize the newly created client certificate.
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Export the client certificate

90. Under Console Root\Certificates – Services (Message Queuing) on Local Computer\MSMQ\Personal\Certificates, select Client Certificate.
91. Right-click, and then select All Tasks\Export.
In the Certificate Export wizard, select No, do not export the private key and DER encoded binary X.509 (.CER).
92. Copy the DER encoded binary X.509 file to Receiver.
Introduce the Certificate Authority to Sender
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Import certificates on Sender

93. Copy the x.509 certificate to Sender.

94. Start MMC.

95. On the File menu, select Add/Remove Snap-in.

96. In the Add/Remove Snap-in dialog box, select Add.

97. In the Available Standalone Snap-ins dialog box, highlight Certificates.

98. Click Add.

99. Select Computer account.

100. In the Select Computer dialog box, select Local computer: (The computer this console is running on).

101. Click Finish.

102. Close the Add Standalone Snap-in dialog box.

103. In the Add/Remove Snap-in dialog box, click OK.

104. Expand Console Root\Certficates (Local Computer)\Trusted Root Certification Authorities)\Certificates.

105. Expand Console Root\Certificates – (Local Computer)\Trusted Root Certification Authorities\Certificates.

106. Right-click Certificates, and then select All Tasks, Import.

107. In the Import Certificate wizard:

Specify the certificate file.

k. Select Place all certificates in the following store: Trusted Root Certification Authorities.
Sending the HTTPS message

System.Messaging.MessageQueue Queue;

            Queue = new MessageQueue("FormatName:DIRECT=https://receiver/msmq/private$/httpq");

            System.Messaging.Message Msg;

            Msg = new System.Messaging.Message();

            Msg.Formatter = new ActiveXMessageFormatter();

            Msg.Body="Testing";

      Queue.Send(Msg);

Appendix A: References

For more information about Message Queuing 3.0 features, go to http://msdn.microsoft.com/library/default.asp?url=/library/en-us/msmq/msmq_about_messages_3nas.asp

For more information about the Message Queuing SFD, in %WinDir%\Help\MSMQConcept.chm (Message Queuing online Help), search for “Store and Forward servers.”

For more information about Message Queuing 3.0 Network Load Balancing, go to http://www.microsoft.com/technet/treeview/default.asp?url=/technet/prodtechnol/windowsserver2003/proddocs/entserver/msmqconcepts/sag_MSMQconcepts_clusnlb.asp

For more information about Message Queuing 3.0 HTTPS, go to http://www.microsoft.com/windows2000/docs/httpsmessaging.doc
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KLM\SOFTWARE\Microsoft\MSMQ\Parameters\MachineCache\







MQS_TransparentSFD(DWORD)=1







Sender Message Queuing Mapping







<outbound_redirections xmlns="msmq_outbound_mapping.xml">







        <redirection>







             <destination>http://Receiver/*</destination>







             <through>http://TSFDServer/msmq</through>







        </redirection>







  </outbound_redirections>







Receiver Message Queuing Mapping







<outbound_redirections xmlns="msmq_outbound_mapping.xml">







         <redirection>







                 <destination>http://sender.nwtraders.com/*</destination>







                 <through>http://TSFDServer/msmq</through>







         </redirection>







  </outbound_redirections>







Receiver







(Workgroup)







IP: 172.31.201.67







Message Direction












_1139752145.doc
[image: image1.emf]

Order







Client







NLB Farm







VIP:







172.31.201.67







NLB1







NLB2







Message Queuing Mapping file on NLB1 and NLB2







   <redirections xmlns="msmq-queue-redirections.xml">







        <redirection>







            <from>http://www.northwindtraders.com/msmq/orderq</from>







            <to>http://Order/msmq</to>







        </redirection>







   </redirections>







Message Queuing Mapping File on Order Server







<redirections xmlns="msmq-queue-redirections.xml">







      <redirection>







          <from>http://www.northwindtraders.com/msmq/orderq</from>







           <to>http://OrderServer/msmq/private$/orderq</to>







       </redirection>







 </redirections>












