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Abstract

Microsoft® BitLocker™ Drive Encryption is a new hardware-enhanced feature in the Microsoft Windows Vista™ operating system that provides better off-line data protection for your computer. This guide includes system requirements and step-by-step instructions on how to use BitLocker Drive Encryption in a test lab environment.
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Windows Vista Beta 2 BitLocker Drive Encryption Step-by-Step Guide             

This step-by-step guide provides the instructions you need to use BitLocker™ Drive Encryption in a test environment. We recommend that you first use the steps provided in this guide in a test lab environment. Step-by-step guides are not necessarily meant to be used to deploy Microsoft®Windows Vista™ features without accompanying documentation (as listed in the Additional Resources section) and should be used with discretion as a stand-alone document.

About product naming

BitLocker Drive Encryption is the final feature release name for the project previously referred to as Secure Startup – Full Volume Encryption. The Windows Vista December CTP release still uses the old project name in text strings and Windows titles. This step-by-step guide uses the old project name where appropriate, such as referring to the user interface where it appears. Otherwise, the feature release name is used.

What is BitLocker Drive Encryption?

BitLocker Drive Encryption is an integral new security feature in the Windows Vista operating system that provides considerable off-line data and operating system protection for your computer. BitLocker ensures that data stored on a computer running Windows Vista is not revealed if the machine is tampered with when the installed operating system is offline. It optionally uses a Trusted Platform Module (TPM) to provide enhanced protection for your data and to assure early boot component integrity. This helps protect your data from theft or unauthorized viewing by encrypting the entire Windows volume. 

BitLocker Drive Encryption is designed to offer the most seamless end-user experience with systems that have a compatible TPM microchip and BIOS. A compatible TPM is defined as a version 1.2 TPM with any appropriate BIOS modifications required to support the Static Root of Trust Measurement as defined by the Trusted Computing Group. The TPM interacts with BitLocker Drive Encription to help provide seamless protection at system start-up.  

BitLocker Drive Encryption can also be used on computers without a compatible TPM. Using BitLocker Drive Encryption in this way provides the volume encryption capabilities but not the added security of early boot-file integrity validation. Instead, a USB flash drive validates the user’s identity at startup.

BitLocker has two TPM modes:


TPM-only. This is transparent to the user, and the user logon experience is unchanged. However, if the TPM is missing or changed, BitLocker will enter recovery mode, and you will need a recovery key or password to regain access to the data.


Startup key. The user will need a startup key to log on to the computer. A startup key can either be physical (USB flash drive with a machine-readable key written to it) or personal (a PIN set by the user).

BitLocker also has a mode for non-TPM systems:


USB Flash Drive key. The user inserts a USB flash drive in the computer before turning it on. The key stored on the flash drive unlocks the computer.

Who should use BitLocker Drive Encryption?

This guide is intended for the following audiences:


IT planners and analysts who are evaluating the product.


Early adopters.


Security architects

In this guide

The scenarios included in this guide are intended to help administrators become familiar with the BitLocker Drive Encryption feature of Windows Vista. They include the basic information and procedures that administrators need to start configuring and deploying BitLocker within their networks. 

Scenario 1 guides you through turning on and initializing your TPM. Scenario 2 and Scenario 3 explain how to encrypt a drive using BitLocker and TPM. If you do not have a TPM, follow Scenario 4. Scenario 5 describes how to access encrypted data after lockdown, and how to generate a lockdown. Scenario 6 guides you through turning off BitLocker Drive Encryption.


Requirements for BitLocker Drive Encryption

Scenario 1: Initializing the TPM

Scenario 2: Turning on basic BitLocker Drive Encryption

Scenario 3: Turning on BitLocker Drive Encryption with a PIN

Scenario 4: Turning on BitLocker Drive Encryption on a computer without TPM

Scenario 5: Recovering Data Using BitLocker Drive Encryption

Scenario 6: Turning off BitLocker Drive Encryption

Logging Bugs and Feedback

Additional Resources
Requirements for BitLocker Drive Encryption

These steps are for testing only. This guide should not be the only resource you use to deploy Microsoft® Windows Server™ Code Name "Longhorn" or Windows Vista features.
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Note 

We strongly recommend that you do not run a debugger when BitLocker Drive Encryption is enabled. Running a debugger on your BitLocker Drive Encryption computer requires you to follow the recovery process every time you reboot.

Hardware and software requirements


A computer that meets the minimum requirements for Windows Vista.


A TPM microchip, version 1.2, turned on. (Scenarios 2 and 3).


A Trusted Computing Group (TCG)-compliant BIOS (Scenarios 2 and 3). 


Two NTFS drive partitions, one for the system volume and one for the operating system volume. The system volume partition must be at least 50 MB and set as the active partition.


A USB flash drive, to test using a flash drive to store a startup key (Scenario 4).


A BIOS setting to boot first from the hard drive, not the USB or CD drives.

For any test that includes the USB flash drive, your BIOS must be configured to read and write to a USB flash drive at boot time.


For testing on non-TPM machines, you do not need a compatible TPM microchip.

Scenario 1: Initializing the TPM

This scenario outlines how to initialize the TPM on your computer. To initialize the TPM, you must turn it on and then set ownership of the TPM. This scenario can be used by local administrators responsible for setting up TPM-equipped computers.

To initialize the TPM on your computer, complete the following steps:


Step 1: Turn on the TPM

Step 2: Set ownership of the TPM
Step 1: Turn on the TPM

The TPM must be turned on before it can help secure your computer.

Computers manufactured to meet Windows Vista requirements include pre-boot BIOS functionality that makes it easy to turn on a computer's TPM through the TPM Initialization Wizard. Upon launching, the TPM Initialization Wizard notifies the user whether the computer's TPM is turned on or off.

The following procedure steps you through the process of launching the TPM Initialization Wizard and turning on the TPM.
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Note 

To perform the following procedure, you must be logged into a TPM-equipped computer an administrator.
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To launch the TPM Initialization Wizard and turn on the TPM

	1.
Click Start, click Accessories, and then click Run.

2.
Type tpm.msc in the Open box, and then click Enter. The TPM Management Console is displayed.

3.
Under Actions, click Initialize TPM to launch the TPM Initialization Wizard.


If the TPM is turned off, the TPM Initialization Wizard will display the Turn on the TPM Security Hardware dialog box. This dialog box guides you through turning on the TPM.


If the TPM is already turned on, the TPM Initialization Wizard will display the Create the TPM owner password dialog box.


If the TPM Initialization Wizard detects that the computer BIOS does not meet Windows Vista requirements, you will not be able to continue with the wizard, and you will be alerted to consult the computer manufacturer's documentation for instructions on turning on the TPM.

4.
Click Shutdown (or Restart), and then follow the BIOS screen prompts.
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Note 

BIOS screen prompts and controls will vary.
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Note 

After restart, an acceptance prompt is displayed to ensure a present user, and not malicious software, is turning on the TPM.


Step 2: Set ownership of the TPM

The TPM needs an owner before it can help secure your computer. When you set the owner of the TPM, you assign a password so that only the authorized TPM owner can access and manage the TPM. Use the TPM password to turn off the TPM, or to clear the TPM if the computer is to be recycled. Follow the procedure below to set ownership of the TPM through the TPM Initialization Wizard.
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Note 

You must be logged in as an administrator to set the ownership of the TPM.
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To set ownership of the TPM

	1.
Launch the TPM Initialization Wizard. See Step 1: Turn on the TPM earlier in this guide.

2.
In the Create the TPM owner password dialog box, select Automatically create the password (recommended).

3.
In the Save your TPM owner password dialog box, click Save and select a location to save the password.

4.
Click Save again. The password file is saved as computer_name.tpm.

5.
Click Print if you want to print a hard copy of your password.
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Important 

We strongly recommend saving the TPM ownership password to removable media.and printing a hard copy of your recovery key password and storing it in a safe location.

6.
Click Initialize.
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Note 

The process of initializing the TPM may take a few minutes to complete.

7.
Click Close.
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Caution 

Do not lose your password. If you do, you will be unable to make administrative changes until you clear the TPM. If you clear the TPM, you will force BitLocker Drive Encryption into locked mode.


Scenario 2: Turning on basic BitLocker Drive Encryption

Scenario 2 outlines the procedures for turning on basic protection on a system with a TPM. The basic configuration is BitLocker Drive Encryption. After the volume is encrypted, the user logs onto the computer normally.

Use the following procedure to turn on basic BitLocker Drive Encryption

Before you start


You must have a compatible TPM turned on, initialized, and owned before you can turn on BitLocker.


You must be logged on as the administrator.


You may have a printer configured to print recovery passwords.
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To turn on basic BitLocker Drive Encryption

	1.
Click Start, click Control Panel, click Security, and then click Secure Startup.

2.
From the Secure Startup screen, click Turn On Secure Startup on the system volume.

3.
Read the information displayed about BitLocker Drive Encryption and click Next.

4.
Click Save the password.

5.
At the Save the recovery key as a password dialog box, you will see the following options:


Show the password. Displays the password on the monitor.


Print the password. Prints the password.


Save the password. Saves the password to a network drive or other location.

You will need your recovery key password to unlock the secured data on the volume if BitLocker Drive Encryption enters a locked state (see Scenario 5: Recovering Data Protected Using BitLocker Drive Encryption). This recovery key is unique to this particular BitLocker encryption. You cannot use it to recover encrypted data from any other BitLocker encryption session.

Choose any of these options to preserve the recovery password. Store recovery passwords apart from the computer for maximum security. To choose more than one recovery key password storage method, select one, follow the wizard, and then click Back to return to the Save the recovery key as a password dialog box to choose another.

6.
Click Next to skip the Save the recovery key to a file dialog box.

7.
Click Next to skip the Save the recovery key to a folder dialog box.

8.
Click Next to skip the Create a PIN for added security dialog box.

9.
Click Next to skip the Create a startup key for added security dialog box.
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Note 

Steps 6 through 9 apply to turning on BitLocker Drive Encryption with a PIN or on a computer without a TPM. They do not apply to turning on basic BitLocker Drive Encryption.

10.
From the Encrypt the selected disk volume dialog box, click Encrypt. The Encryption in Progress status bar is displayed. You can monitor the on-going completion status of the disk volume encryption by dragging your mouse cursor over the BitLocker Drive Encryption icon in the tool bar at the bottom of your screen. Volume encryption takes approximately one minute per gigabyte to complete.

By completing this procedure, you have encrypted the operating system volume and created a recovery key unique to this volume. The next time you log in, you will see no change. If the TPM ever changes or cannot be accessed, or if someone tries to boot from a disk to circumvent the operating system, the computer will switch to locked mode until the recovery key is supplied.


Scenario 3: Turn on BitLocker Drive Encryption with a PIN

Use the following procedure to turn on BitLocker Drive Encryption with a personal identification number (PIN).

Before you start


You must have a compatible TPM turned on, initialized, and owned before you can turn on BitLocker.


You must be logged on as the administrator.


You may have a printer configured to print recovery passwords.


You may have a USB flash drive to save the startup key.
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To turn on BitLocker Drive Encryption with a PIN

	1.
Click Start, click Control Panel, click Security, and then click Secure Startup.

2.
From the Secure Startup screen, click Turn On Secure Startup on the system volume.

3.
Read the information displayed about BitLocker Drive Encryption and click Next.

4.
Click Save the password.

5.
At the Save the recovery key as a password dialog box, you will see the following options:


Show the password. Displays the password on the monitor.


Print the password. Prints the password.


Save the password. Saves the password to a network drive or other location.

You will need your recovery key password to unlock the secured data on the volume if BitLocker Drive Encryption enters a locked state (see Scenario 5: Recovering Data Protected Using BitLocker Drive Encryption). This recovery key is unique to this particular BitLocker encryption. You cannot use it to recover encrypted data from any other BitLocker encryption session.

Choose any of these options to preserve the recovery password. Store recovery passwords apart from the computer for maximum security. To choose more than one recovery key password storage method, select one, follow the wizard, and then return to this screen to choose another.

6.
Click Next to skip the Save the recovery key to a file dialog box.

7.
Click Next to skip the Save the recovery key to a folder dialog box.

8.
From the Create a startup PIN for added security dialog box, enter and confirm a PIN.

9.
Click Set PIN.

10.
Click Next.

11.
From the Encrypt the selected disk volume dialog box, click Encrypt. The Encryption in Progress status bar is displayed. You can monitor the on-going completion status of the disk volume encryption by dragging your mouse cursor over the BitLocker Drive Encryption icon in the tool bar at the bottom of your screen. Volume encryption takes approximately one minute per gigabyte to complete.

By completing this procedure, you have encrypted the operating system volume and created a recovery key unique to that volume. The next time you log in, you will be prompted to enter your PIN. If the TPM associated with BitLocker Drive Encryption is changed, or if someone tries to boot from a disk to circumvent the operating system, the computer will switch to recovery mode until the recovery key is supplied. If you forget the PIN or do not have the USB flash drive with the startup key, switch to recover mode to boot the computer and enter the recovery password.
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Note 

Instead of a PIN, you can configure a USB flash drive to work as a startup key. For more information, see Scenario 4: Turn on BitLocker Drive Encryption on a computer without a TPM)


Scenario 4: Turn on BitLocker Drive Encryption on a computer without a TPM

Use the following procedure to turn on BitLocker Drive Encryption without a TPM.

Before you start


You must be logged on as the administrator.


You may have a printer configured to print recovery passwords.


You must have a USB flash drive to save the startup key.
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To turn on BitLocker Drive Encryption on a computer without a compatible TPM

	1.
Click Start, click Control Panel, click Security, and then click Secure Startup.

2.
From the Secure Startup screen, click Turn On Secure Startup on the system volume.

3.
Read the information displayed about BitLocker Drive Encryption and click Next.

4.
Click Save the password.

5.
At the Save the recovery key as a password dialog box, you will see the following options:


Show the password. Displays the password on the monitor.


Print the password. Prints the password.


Save the password. Saves the password to a network drive or other location.

You will need your recovery key password to unlock the secured data on the volume if BitLocker Drive Encryption enters a locked state (see Scenario 5: Recovering Data Protected Using BitLocker Drive Encryption). This recovery key is unique to this particular BitLocker encryption. You cannot use it to recover encrypted data from any other BitLocker encryption session.

Choose any of these options to preserve the recovery password. Store recovery passwords apart from the computer for maximum security. To choose more than one recovery key password storage method, select one, follow the wizard, and then return to this screen to choose another.

6.
Click Next to skip the Save the recovery key to a file dialog box.

7.
Click Next to skip the Save the recovery key to a folder dialog box.

8.
Click Next to skip the Create a PIN for added security dialog box.

9.
From the Create a startup key for added security dialog box, select Removable Disk (#:) to create a startup key. For non-TPM computers, you must create a startup key on a USB flash drive to use BitLocker.

10.
Click Save Key.

11.
Click Next.

12.
From the Encrypt the selected disk volume dialog box, click Encrypt. The Encryption in Progress status bar is displayed. You can monitor the on-going completion status of the disk volume encryption by dragging your mouse cursor over the BitLocker Drive Encryption icon in the tool bar at the bottom of your screen. Volume encryption takes approximately one minute per gigabyte to complete.

By completing this procedure, you have encrypted the operating system volume and created a recovery key unique to that volume. The next time you turn your computer on, the USB flash drive must be plugged in to a USB port on the computer. If it is not, you will not be able to access data on your encrypted volume. To access the data, you will need to go to recovery mode and supply the recovery key.


Scenario 5: Recovering data protected by BitLocker Drive Encryption

Scenario 5 describes the process for recovering your data after a partition running Windows Vista has been locked. The partition is locked when the disk encryption key cannot be automatically recreated. The following is a list of likely causes:


The user loses or forgets the PIN or loses the startup key.


An error related to TPM occurs.


One of the early boot files is modified.


The TPM is inadvertently turned off and the computer is turned off.


The TPM is inadvertently cleared and the computer is turned off.

When a computer is locked, startup ends very early in the boot process, before the operating system starts. A locked computer cannot accept standard keyboard numbers, so you must use the function keys to enter the recovery key password. F1-F9 represent the digits 1 through 9, and F10 represents 0.

This scenario includes two steps:
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To test data recovery

	1.
Click Start, click Accessories, and then click Run.

2.
Type tpm.msc in the Open box, and then click Enter. The TPM Management Console is displayed.

3.
Under Actions, click Turn TPM Off.

4.
When the Status panel in the TPM Management on Local Computer task panel reads "Your TPM is off and ownership of the TPM has been taken," close that task panel.

5.
Close the Secure Startup task panel.

6.
If the USB flash drive that contains your recovery key password is plugged into the system, use the Safely Remove Hardware icon in the Windows tray to remove it from the system.

7.
Click the Start button and then click the Shutdown button to turn off your computer.
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To recover data using BitLocker Drive Encryption

	1.
Turn on your computer.

2.
At the BitLocker Drive Encryption Recovery Console, you will be prompted to insert the portable USB memory drive that contains the startup or recovery key


If you have the device, insert it, and press ENTER. Your computer will reboot automatically. You will not need to enter the recovery key manually.


 If you do not have the device, press ESC.

3.
At the BitLocker Drive Encryption Recovery Console, you will be prompted to enter the recovery key password. If you know the password, type it and press ENTER. If you do not know it, press ESC twice and turn off your computer. At this point, a network administrator will need to supply the recovery key password.


Scenario 6: Turning off BitLocker Drive Encryption

Scenario 6 describes how to turn off BitLocker Drive Encryption and decrypt the volume. The procedure is the same for all BitLocker Drive Encryption configurations on TPM-equipped computers and computers without a compatible TPM.

When you turn off BitLocker, you can choose to either disable BitLocker temporarily, or to decrypt the drive. Disabling BitLocker allows TPM changes and operating system upgrades. Decrypting the drive means that the volume will once again be readable, and that the recovery key will be discarded. Once a volume is decrypted, you must generate a new recovery key by going through the encryption process again.

Before you start


You must be logged on as the administrator.


The drive must be encrypted.
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To turn off BitLocker Drive Encryption

	1.
Click Start, click Control Panel, click Security, and then click Secure Startup.

2.
From the BitLocker Drive Encryption screen, find the volume on which you want BitLocker Drive Encryption turned off, and click Turn Off BitLocker Drive Encryption.

3.
From the What level of decryption do you want dialog box, click either Disable BitLocker Drive Encryption or Decrypt the volume as needed.

Volume decryption takes approximately one minute per gigabyte to complete.

By completing this procedure, you have decrypted the operating system volume.


Logging bugs and feedback

Because BitLocker Drive Encryption is a new feature of Windows Vista, we are very interested in your feedback on your experiences with BitLocker Drive Encryption, problems you encountered, and the usefulness of the documentation. 

When you log bugs, use the instructions on the Microsoft Connect Web site (http://go.microsoft.com/fwlink/?LinkId=49779). We are also interested in requests and general feedback about BitLocker Drive Encryption. General feedback and requests for BitLocker Drive Encryption can be sent to sstartup@microsoft.com.

Additional resources

The following resources provide additional information about BitLocker Drive Encryption:


If you need product support, see the Microsoft Connect Web site (http://go.microsoft.com/fwlink/?LinkId=49779).


To access newsgroups for BitLocker Drive Encryption, follow the instructions that are provided on the Microsoft Connect Web site (http://go.microsoft.com/fwlink/?LinkId=50067).

Technology Adoption Program support

If you are a beta tester and part of the special Technology Adoption Program (TAP) beta program, you can also send e-mail to vistafb@microsoft.com for assistance.
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