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Applies to:
   Microsoft® Windows Media® DRM 10 for Portable Devices
   Microsoft Windows Media DRM 10 for Network Devices
 

Summary: Gives a high-level overview of Windows Media DRM 10 for Portable Devices and Windows Media DRM 10 for Network Devices, two new Microsoft technologies that permit devices to play content protected by the Windows Media Rights Manager SDK. Windows Media DRM 10 for Portable Devices is a porting kit that allows portable devices, such as music players, to store and use protected content according to the rights expressed in the content license. Windows Media DRM 10 for Network Devices, a separate technology, allows rendering devices, such as digital media receivers, to play back protected content streamed over a home network from a Windows XP computer. 
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Introduction

Microsoft is introducing two new technologies that allow devices to use media files protected with Microsoft® Windows Media® digital rights management (DRM) technology. These technologies are being released as part of the newest release of Windows Media technologies. To learn more about the other Windows Media technologies, visit the Windows Media home page listed in the For More Information section.
Microsoft Windows Media DRM 10 for Portable Devices is a lightweight DRM technology that enables portable devices to use protected content. A portable device built on this technology can host a player that allows approved users to acquire and play protected content, subject to the rights in the license. Examples of portable devices include portable music players and mobile phones. 
The second technology is Microsoft Windows Media DRM 10 for Network Devices. Network devices use Windows Media DRM 10 for Network Devices to render protected content from a computer running Microsoft Windows® XP or Windows XP Media Center Edition over a home network. These devices include set-top boxes for video playback (sometimes called Digital Media Receivers), or audio playback (sometimes called Digital Audio Receivers). A network device only requests protected content and renders it immediately. It cannot store or perform any other actions on content. 
Both technologies require the device designer to sign a licensing agreement with Microsoft.

This document explains the basics of these new Windows Media DRM technologies, including the general hardware and software required by each. It also gives a brief overview of the license that you must sign to get these technologies, and includes a link to the Web site providing more information and the license request forms.
Windows Media DRM 10 for Portable Devices
Windows Media DRM 10 for Portable Devices is a porting kit that enables portable devices to play content that was protected using the Windows Media Rights Management Software Development Kit (SDK). The porting kit provides ANSI C source code for functions that are required to build a playback application for Windows Media–protected content on a portable device. These functions are a subset of those in the Windows Media Rights Manager SDK, optimized for the smaller RAM and storage sizes of portable devices. These functions only cover the tasks that a portable device can perform, such as license acquisition, playback (subject to the license associated with a piece of content), and license management functions. These functions do not allow license creation or content encryption. 

The porting kit also includes documentation, sample applications, and reference code to help programmers develop applications with Windows Media DRM 10 for Portable Devices. Once you have the porting kit, you should not need a Windows Media license server to develop a Windows Media application.

The rights valid on a portable device include most rights valid on a personal computer, plus a few rights specific to portable devices. These rights enable or require an application to play content, maintain a metered play count, prevent playback on compromised or out-of-date systems, require periodic security updates, and enforce time-related play conditions for content, such as starting and ending license validity dates. Portable device licenses do not allow content editing or copying.

Windows Media DRM 10 for Portable Devices allows devices like mobile phones to acquire, manage, and play protected content as if they were computers. However, Windows Media licenses also allow a content owner to specify a different set of rights for a personal computer and a portable device inside a single license. For example, a license could specify five plays on a Portable Media Center (PMC) device, but unlimited play on a computer. 

The portable device functions are provided to the developer as ANSI C source code. The device designers reference this code and compile it into their applications. Because the source code is written in ANSI C, it may be used by devices running non-Windows operating systems. Example portable devices include portable music players, digital video recorders, and mobile phones. 

New DRM Features for Devices

Windows Media DRM 10 for Portable Devices supports the following new DRM features. Some of these features only apply to portable devices. 
· License chaining. License chaining allows multiple "leaf" content licenses to be attached to a single "root" license that is bound to a device. The "leaf" content license contains only information specific to the song, like the play count or specific rights, while the "root" license may include an overall validity period, such as one month. This is useful for subscription services, because a subscription provider now only needs to update a single root license each renewal period, instead of renewing hundreds or thousands of individual content licenses.

· Sync lists. Windows Media DRM 10 for Portable Devices can return an index of time-based licenses or licenses with counts that need to be refreshed. This allows for improved license updating, as the device can quickly locate and update licenses before they expire.  

· Improved license store performance. License lookup speed has been greatly improved, providing a near constant license location time, no matter how many licenses are in the store.

· Secure clock. To use content with time-bound licenses, devices must synchronize a secure clock with a time provider over the Internet or on a computer. This prevents rollback attacks on time-bound content, such as subscription services.
· Metering. Play counts for individual songs can be kept, allowing content providers to accurately monitor royalty payments to artists. To maintain user privacy, play counts are not associated with specific users. 

· Output protection. Licenses can specify what kind of outputs a device may or may not have (video/audio, digital/analog) and what kinds of security must be attached to these outputs (such as Secure Audio Path).

· Automated license store garbage collection. The Windows Media DRM 10 for Portable Devices system automatically deletes expired licenses to optimize memory storage for devices.

Windows Media DRM 10 for Portable Devices supports content license acquisition from either the user's computer, or directly over the Internet, as the following diagram shows.
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Figure 1. Diagram showing portable devices acquiring licenses
Portable Device Scenarios

Here are a few scenarios that Windows Media DRM 10 for Portable Devices could enable.
Music Purchase Service

Using a personal computer and a portable device, or an Internet-enabled portable device, a customer can purchase music. The license associated with the music can allow unlimited play, a specific number of plays, and/or a specific validity period.

Music Subscription Service

For a monthly fee, a customer using a personal computer and a portable device, or an Internet-enabled portable device could download and play an unlimited number of songs. Once a month, the customer would be required to connect to his or her personal computer or the music service to refresh the music subscription. When the customer docks the device to his or her computer, any licenses that require updating can be updated automatically and silently.
Movie Rental Service

Portable devices that have video capabilities could allow a customer to download a movie over the Internet with a variety of playback options, such as a limited number of viewings or unlimited viewing for a set period of time (such as 30 days from download time or 48 hours from first play). To prevent content copying, associated rights dictate what kind of video output capabilities the device can have. 

Set-top boxes with cable or DSL Internet connections could enable pay-per-view services with all the replay options that a license permits.

Cell-Phone Ring-Tone Sales

Ring tones with associated licenses to prevent copying could be acquired by Internet-enabled mobile phones.

Metering

Portable devices and licenses allow metering. With metering, the application increments a file play count each time it plays a particular media file. When the portable device connects to a personal computer or the Internet, this metering count is uploaded to the content provider. To ensure user privacy, metering counts are not available to the application itself. 
Metering information is intended solely for use by the content provider or licensor. Metering does not alter or affect any behavior on the user’s system and does not identify the user. Privacy concerns of the user are always respected.

Metering allows the content provider to accurately assess royalties, allowing more content to be delivered to portable devices. Metering also allows a content provider to adjust their catalog to suit their customers' preferences, based on aggregated reports of what content is being played.
Portable Device Requirements

Portable devices have the following general hardware and software requirements. Requirements will vary somewhat, depending on what capabilities the device supports, such as metering or time-sensitive licensing.
Hardware Requirements

· Approximately 45 KB RAM for Windows Media DRM 10 for Portable Devices. This is the maximum amount that must be available during license binding. The size requirement is estimated based upon the size of an internal data structure plus an estimated 3 KB for local stack space.
· Approximately 200 KB storage space for the Windows Media DRM 10 for Portable Devices binaries. This amount can be reduced somewhat if the device does not support certain features, such as metering or indirect license acquisition.

· If the device will support time-bound licenses, it needs a tamperproof real-time clock. Time-bound licenses have expiration dates or validity periods. A secure clock must be set through an Internet connection, either directly or by using a computer as a proxy. (As an alternative, developers may implement anti-rollback clock functionality, which prevents against clock rollback attacks.)
· Additional storage space to hold content licenses and secure store information. A license is typically 2–5 KB. Licenses should be periodically cleared out as they expire; Windows Media DRM 10 for Portable Devices provides a function to help do this.
· For greater security, a device should be able to securely store a unique device serial number.

Software Requirements

· The device operating system must implement functions to perform the following standard file I/O calls: open file, close file, read file, write file, set file pointer, lock file, unlock file, set end of file, and get file size. These functions are called by the Windows Media DRM 10 for Portable Devices functions. The prototypes of these functions are provided in the Windows Media DRM 10 for Portable Devices documentation.
· If the device supports time-bound licenses, the operating system must be able to get the system time, as well as convert between file time and system time.

· If the device acquires licenses directly over the Internet, it must support HTTP 1.0 or later.

· If the device obtains licenses indirectly, by docking to a personal computer, it must support Microsoft Media Transfer Protocol (MMTP) to communicate with the computer.

· The device must have an XML certificate, digitally-signed by Microsoft, to identify itself. The licensing agreement explains how to get a device certificate.
· The device must be able to parse the ASF file format. All protected files are contained by an ASF file. Any encoding method can be used for the media file itself.

Windows Media DRM 10 for Network Devices
Windows Media DRM 10 for Network Devices is a porting kit that includes documentation, sample applications, and reference code to help programmers develop applications with Windows Media DRM 10 for Network Devices. These tools ensure that developers can write applications that a device can use to request and receive protected content from a personal computer on a home network. The Windows Media DRM 10 for Network Devices Porting Kit describes the requests and headers that must be exchanged in order for the device to request and receive content. The content can be encoded using any codec included with the Windows Media Format Software Development Kit (SDK). 

By using this protocol, the network device acts as a simple rendering device in a home network. This network can be wired or wireless. Whether or not the device is within the home is determined by periodic proximity detection. The network computer storing the content must be running any version of Microsoft Windows® XP and host the Windows Media Connect software component (also called Media Connect). This component handles all media requests from the network device and can also handle license acquisition for content that needs a new or updated license. If licenses must be acquired through the Internet, the computer must have an Internet connection and a browser. A network device can only request files currently on the network computer; it cannot receive streaming Internet content.
Examples of network devices include Digital Media Receivers that stream video to a television and Digital Audio Receivers that play music on a home stereo.

Here is how a network device works:

1. The first time a device is used, it must be registered and authorized by the server through Universal Plug and Play. Registration involves a device ID number supplied during manufacturing and a signed XML device certificate. This certificate identifies the device and contains information used to ensure secure communication. 
2. During initial registration, the server pings the device to verify that it is close enough to be considered inside the home. This is determined by measuring whether the device responds to server proximity detection within 7 milliseconds. This proximity detection also validates the device. 
3. Periodically, the server repeats proximity detection to revalidate the device.

4. The device requests content for playback from the server.

5. If the server determines that the device is validated and has the right to play the content, it sends a response containing a new, encrypted session key, a rights policy statement specifying the security restrictions that the device must enforce, and finally the content. The content is encrypted by the session key. Each time content is requested, a new session is established. 
6. The network device must parse the rights policy and determine if it can adhere to the required rights. If it can, it may render the content.
The following diagram illustrates devices around the home streaming content over a home network.
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Figure 2. Diagram showing network devices streaming protected content
Network devices have the following features:

· Packet-by-packet encryption. If a packet is lost, this does not prevent the device from decrypting later packets.

· Support for different format types. The content can be encoded with any format that the Windows Media Format Software Development Kit (SDK) supports.

· Support for wired and wireless networks. Networking may be either wired or wireless, as long as the proximity requirements detailed above are met.
Network Device Requirements
Devices must fulfill a number of hardware and software requirements in order to be able to use the Windows Media DRM 10 for Network Devices protocol. More specifics will be provided in the licensing agreement.
Devices must:
· Support the ASF file format.

· Be able to communicate using IP and HTTP technologies, as well as any other protocols required by the network connection between the server and the network device.

· Support Universal Plug and Play registration.

· Support the following encryption standards:

· Advanced Encryption Standard (AES) with 128-bit keys, using both ECB and CTR modes.

· 1024-bit RSA cryptography, with the ability to store and protect the private key.

· MACs using SHA-1 with 1024-bit RSA encryption, as well as AES OMAC1.

· Be able to store their device certificate and any certification authority certificates.

· Support Universal Plug and Play–based HTTP downloads.

· Support any playback codecs needed for the content.

· Be able to parse the binary XMR policy and enforce the specified rights. XMR is a proprietary binary format; the format documentation, the definition of all the rights, and example policy parsing code will be included with the licensing agreement.

· Be prepared to support any specific output security schemes that specific licenses may require. Examples include Copy Generation Management System (for analog video) or Secure Audio Path (for audio). 

ASF Requirements for Devices
Both Windows Media DRM 10 for Portable Devices and Windows Media DRM 10 for Network Devices use the ASF file format to contain media packets. ASF has the following attributes:

· The content header is always available, even when the content is protected. 

· The header includes a license acquisition URL, indicating where a license for the content can be acquired if a valid one is not present, as well as optional metadata, such as the title or artist name. 

· File decryption is done one packet at a time. 

· The buffer only needs to be large enough to hold one payload. 

· The clear decrypted file is never entirely present in memory. 

· The content can start playing as soon as the first packet is decrypted. 

· The content is fault-tolerant, so dropping a packet might result in a glitch but it doesn't affect other packets. 

· Users can fast forward, rewind, or randomly access any packet. 

· Protected content can be streamed; the entire file does not need to be present on the computer. 

How to Get Windows Media DRM 10 for Portable Devices or Windows Media DRM 10 for Network Devices
Both Windows Media DRM 10 for Portable Devices and Windows Media DRM 10 for Network Devices require licensing agreements with Microsoft. One important purpose of the agreement is to ensure that devices built by third-party manufacturers maintain a certain level of security to protect both the content and the Windows Media DRM technology. 
The licensing agreement includes hardware, software, and production requirements specifying how Windows Media DRM 10 for Portable Devices source code is handled and developed by the production team. Requirements for devices vary depending on what capabilities they have, such as Internet browsing or license acquisition, ROM versus RAM memory, and so on.

For network devices, licensing requirements include restrictions on how the received content is handled and how quickly it must be destroyed.
To obtain a license and source code, you must sign a license agreement and pay a fee to Microsoft. To distribute products, you must sign a license agreement and pay royalties to Microsoft. For more licensing information or to obtain a license, visit the Windows Media Licensing Page (http://wmlicense.smdisp.net/licenserequest/default.asp).
For More Information

· For information about the Windows Media Rights Manager SDK, see the Windows Media Digital Rights Management page (http://www.microsoft.com/windows/windowsmedia/drm/default.aspx) on the Microsoft Web site. 

· For general information about Windows Media products and technologies, visit the Windows Media home page (http://www.microsoft.com/windows/windowsmedia/default.aspx).

· For information about the Windows Media Device Manager SDK, see the Windows Media SDK page (http://www.microsoft.com/windows/windowsmedia/mp10/sdk.aspx) on the Microsoft Web site. 

· To learn more about Windows Media Player, see Windows Media Player Help. Windows Media Player can be downloaded from the Windows Media Download Center page (http://www.microsoft.com/windows/windowsmedia/download/default.aspx).
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