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Abstract

Organizations today are taking advantage of Web Services to integrate their disparate internal applications. Furthermore, they are moving towards providing external users access to these internal applications. This allows organizations to better connect and collaborate with their customers, partners, and suppliers, helping increase revenue growth, improve end-user satisfaction, and reduce operational costs.

Extending internal applications to external users presents IT with security and administration challenges. Organizations must be confident that only appropriate external users are provided access to company data, and that the access granted is consistent with the role being played by the user. In addition, they must manage the increased administrative workload that commonly results from dramatically expanding the infrastructure user base.
Microsoft’s is developing a next-generation information security infrastructure built on the Web Services (WS-*) architecture. The first deliverable from this project is Active Directory® Federation Services (ADFS), which enables Federated Identity and Access Management—the simplified, secure sharing of digital identities across security boundaries. Active Directory Federation Services will be available with the R2 release of Microsoft ® Windows® Server® 2003 in the second half of 2005. 
This paper discusses how Active Directory Federation Services enables federated identity and access management.
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Introduction
To meet the challenges that result from growth in business-to-business commerce, as well as the need for persistent connectivity among an increasingly mobile workforce, organizations are extending internal applications to the Internet, providing access to customers, partners, suppliers, and mobile employees.
Providing secure and seamless connectivity to these applications requires building “trust-based” relationships, which enable organizations to share a user’s digital identity and access rights. When properly constructed, these trust relationships allow identity information (and related security policy information) to flow across organizational boundaries, independent of platform, application, or security model. Among the requirements for the effective development of trust relationships are the following:

· The ability to quickly and efficiently form relationships
· A standardized and secure way of expressing the services available to trusted parties

· A description of business policies, such as which other organizations and users are trusted, what types of credentials and requests are accepted, and privacy policies
Federation describes the technology and business arrangements necessary for effective trust-based relationships.  
Federation is not an entirely new concept—customers today are implementing federated solutions for scenarios such as business-to-business (B2B) commerce and supply-chain integration. Typically, these solutions are “one-offs”, requiring custom integration each time a new partner is added to the federation. In addition, these implementations require that organizations rigidly dictate infrastructure requirements to partners—often risking partner acceptance for want of substantial participation costs. Furthermore, organizations commonly end up creating a separate user repository that stores partners’ identity information, requiring additional management resources. When partner employees forget their userids/passwords, the resulting call to the sponsor organization’s help desk increases IT costs. Finally, this additional repository creates security risks—without visibility into partner employees’ provisioning/de-provisioning activity, partner employees may have access even when they are no longer with the partner organization. 
To address these challenges, Microsoft is adding identity federation capabilities to Active Directory—Active Directory Federation Services. ADFS is based on the emerging industry-supported WS-* Web Services architecture, and provides simplified and secured identity federation and web single sign-on (SSO) capabilities. By leveraging the Web Services model, which presumes that enterprise systems are written in different languages, with different programming models, accessed from many different types of devices (beyond simply browsers), ADFS provides the interoperability required to simplify broad federated information-sharing. ADFS also increases the security of federated solutions by delegating responsibility for account management to the organization closest to the user—each individual organization in a federation continues to manage its own identities, and is capable of securely sharing and accepting identities and credentials from other members’ sources. Ultimately, ADFS enables organizations to leverage their investment in Active Directory as an identity repository for extranet-use cases, reducing cost and complexity while improving security.
This paper provides an overview of Active Directory Federation Services and its use cases in the enterprise.
Federated Identity and Access Management 
Current Identity and Access Management solutions are primarily focused on providing enterprises with the ability to:

· Create a unified logical view of the user by consolidating (logically or physically) multiple user repositories in their enterprise, and synchronize remaining repositories. 
· Create, manage, and retire user-access rights and their entitlements. 
· Audit users and enforce corporate security and trust policies. 
These solutions are commonly extended by technology providers to enable Web SSO for customers, partners, and employee access to Intranet or extranet-based applications. For more information about Microsoft’s solution, see the “Identity and Access Management Solution Overview” white paper at
http://www.microsoft.com/idm.
As the Internet has evolved from Web-surfing (early 1990s) to Web applications (1990s), and now to Web Services and service-oriented architectures, the way digital identity is represented and managed has been significantly impacted. Initially, Internet identities were nothing more than “handles”—pseudonyms with no clear attachment to whoever was at the other end. These handles, while insecure, provided sufficient identity for Internet services such as e-mail. As the Internet shifted toward dynamic Web applications, more meaningful identities gathered into applications became prevalent. This first generated the need for basic identity management within an enterprise, and this form of Internet identity is now common. Today, most often organizations must issue and manage identities and credentials to external users who need access to their systems, precipitating the need for more secure identities and a better user experience. To date, addressing these requirements has added an explosive identity management burden to IT plates, without providing complete security (for example, due to weak identity establishment).
Federated identity and access management builds on the next technology wave, Web Services, which describes the technology and business arrangements necessary for richly connecting users, applications, and systems within and across organizational boundaries, using the Internet and its associated standard communication mechanisms. Participants in federated systems may use different technologies with different security approaches and programming models, yet they can still integrate their businesses without substantial custom integration. In this federated system, each organization continues to manage its own identities, but is capable of securely sharing and accepting identities and credentials from other organizations. The goal of federated identity is to allow businesses and partners that trust each other in the real world to mirror that trust in their digital systems. 

Although federation represents an evolutionary improvement in how organizations can establish Internet-based business relationships, it does not automatically eliminate the “explosive” management burden discussed previously. A series of “one-off” federated links can easily mushroom into an unmanageable trust mesh with multiple organizations. Managing a mesh is typically not the best approach, as the costs of too many points of interconnection and no easy way to ensure consistent organizational policy cancel any benefit once expected from employing federation.
Organizations need a standardized and secure way of expressing not only the Web Services applications that they make available to partners and customers but also the trust policies by which they run their business—such as who they trust, what types of credentials and requests they accept, and their privacy policies. 
Microsoft’s Approach
Web Services scenarios, such as B2B integration, are requiring organizations to extend their internal applications to the Internet. To provide secure access and user-management capabilities, federated identity management becomes a key component of an overall Web Services implementation. Microsoft’s approach for federated identity management is based on providing a complete solution for Web Services, with federated identity as a fundamental component. This approach allows organizations to leverage existing systems and build new Web Services–enabled solutions where digital trust is established efficiently and securely at the right level between companies, partners, and service providers. Using Microsoft technologies, organizations may choose who they trust, how much to trust, and for what purpose they will trust—while retaining complete control of their internal applications and associated credentials.  
As with any fully-interoperable Web Services offering, Microsoft products are based on open specifications such as those defined in the Web Services Architecture (WS-*), easily integrating with all products supporting this specification. Using the WS-* architecture, organizations can begin building federated identity management solutions today without throwing away their current security infrastructure investments. Furthermore, organizations can incorporate new specifications and security assertion types as they emerge into the different levels of their Web Services applications.  
Microsoft Solution for Federated Identity and Access Management
ADFS enables federated identity and access management by securely sharing digital identity and entitlement rights across security and enterprise boundaries. ADFS will be available with the R2 release of Windows Server 2003. 

Some of the key features of ADFS are: 
· Extending Active Directory to the Internet  Active Directory already serves as a primary identity and authentication service in many organizations. By employing ADFS, these organizations can extend their existing Active Directory infrastructures to provide access to resources offered by trusted partners, which can include external third parties or other departments or subsidiaries within the same organization. Reducing the number of user stores simplifies administration and management, and reduces the risk of security breaches caused by mismatched identity data stored in multiple repositories.
· Web Single Sign-On  Today, using Active Directory, customers can benefit from single sign-on functionality through Windows-integrated authentication within their security or enterprise boundary. ADFS extends this capability to Internet-facing applications, enabling customers, partners, and suppliers to have a similar streamlined user experience while accessing an organization’s Web-based applications. 
· Interoperable Solution  ADFS provides a solution proven to interoperate with other security products supporting the WS-* Architecture by employing the federation specification of WS-* called WS-Federation. WS-Federation enables environments that do not use the Windows identity model to federate with Windows environments. As part of Web Services workshop process (http://msdn.microsoft.com/webservices/understanding/specs/default.aspx?pull=/library/en-us/dnwebsrv/html/wsfedinterop.asp), vendors, including IBM, Netegrity, Oblix, OpenNetwork, RSA, and Ping Identity, have demonstrated two-way interoperability with ADFS. 
· Passive and Smart Client Support  Since ADFS is based on WS-* architecture, it supports federated communications between any Web Services–enabled end points. Today, this includes between servers and passive clients such as browsers. In the future, leveraging the WS-* architecture will enable ADFS to expand its reach to Simple Object Access Protocol (SOAP)–based smart clients, such as servers, cell phones, PDAs, and desktop applications. 
· Extensibility  ADFS provides an extensible architecture that will support various security token types including Security Assertion Markup Language (SAML) and Kerberos, as well as the ability to do custom “claims transformations”–for example, convert from one token type to another, or add custom business logic as a variable in an access request. This extensibility allows customers to modify ADFS to co-exist with their current security infrastructure and business policies.

ADFS provides a secure, reliable, scalable, and extensible identity federation solution. ADFS comprises five fundamental components.

1. Federation Service (FS)
2. Federation Service (FS) Proxy
3. SSO Agent

4. Authorization Manager
5. Active Directory
Federation Service

The Federation Service (FS) is a WS-Security–compliant Security Token Service. It is used to establish trust between security realms, and issues security tokens created by Active Directory. FS translates between the local, or private, identity realm and the federation realm by validating, filtering, and mapping requests based on established trust relationships. 
In a typical transaction, an account-side FS (FS-A) retrieves user attributes from Active Directory, authenticates the user against Active Directory, generates a collection of claims for use in the access request, and issues a security token which includes the appropriate claims. Claims are statements made about users, understood by both parties in a federation, that are used for authorization purposes in an application (e.g, if Joe is a manager, then Joe’s access request may include the “manager” claim, which results in certain access rights). Based on the type of client, the FS-A returns the security token either to the FS Proxy or to the client. A second FS at the resource (FS-R) validates the token for authenticity, then consumes the token, passing the enclosed claims to an application for use in making authorization decisions.
The FS is designed to fit easily into an organization’s current infrastructure. For example, an FS can integrate with user stores from Windows Server 2000 Active Directory, Windows Server 2003 Active Directory or Active Directory Application Mode (ADAM). And, since the Federation Service supports web-farm style deployments – that is, running multiple, carbon-copy images on a related family of machines – there are no performance sacrifices.
Federation Service Proxy
FS Proxy is a Web application front end, enabling secure passive client interaction with the FS. The FS Proxy supports Account logon and Resource logon roles. The FS Proxy Account (FSP-A) role acts as a user interface for an FS, requesting authentication credentials from the user and placing them in a token bound for the account-side FS (FS-A). These authentication credentials may be in the form of client passwords, Windows integrated authentication, or Transport Level Security/Secure Socket Layer (TLS/SSL) client authentication. 

The FS Proxy Resource (FSP-R) acts as a user interface for the FS on the resource side, accepting federated account tokens from the user and for issuing resource tokens for the resource service’s realm. In this role, the FS Proxy accepts the token issued by the FS-A through the FSP-A, and passes it on to the Federation Service Resource (FS-R), which issues a token bound to a specific resource server.

FS Proxy holds trust relationships with one or more FS’s, with all authentication credentials passed on to the appropriate FS, and all communications between FS and FS Proxy servers secured.  
SSO Agent

The SSO Agent is ISAPI extension that runs on Internet Information Server (IIS) 6.0 and Windows Server 2003, managing security tokens and authentication cookies for the web server. The SSO Agent is responsible for intercepting incoming client URL requests for a protected resource, and ensuring that a valid authentication token is presented. If no valid authentication token is present, the SSO Agent redirects the client to the appropriate FS Proxy to begin the authentication and claims-creation processes.

If a valid authentication is presented, the SSO Agent provides the authorization data packaged in the security token to the target application. The SSO Agent provides authorization support for two distinct types of web applications – those using traditional Windows-based authorization mechanisms, and also claims-aware ASP.Net applications that can authorize against claims in the security token, either using ASP.Net roles or Authorization Manager. The SSO Agent can also write Hypertext Transfer Protocol (HTTP) cookies in client browsers to facilitate Web SSO.
Authorization Manager

Authorization Manager is a component of Windows Server 2003 that provides role-based access control (RBAC) infrastructure for applications. FS integrates with Authorization Manager to create organization-wide role-based access policies that can be triggered by claims received for a specific resource. This capability enables organizations to enforce corporate access policy from one central location at an administrative level, rather than embedding hard-coded access control policies in every application. 
For example, Organization A is a “Platinum” partner with Organization B, which results in numerous changes in the user experience at B’s extranet marketplace (such as more offerings, discounts, and access to live support). These changes span multiple applications. Organization B can use Authorization Manager to create a policy that will interpret “Platinum” claims into application-level access rights, used by every application that interacts with employees from Organization A. This business policy (that is, what can be performed by Platinum customers) can be changed dynamically and reflected in real-time.
Active Directory 

Active Directory has become the leading choice for organizations to store user identity, attributes, and associated access policies. ADFS is tightly integrated with Active Directory, retrieving user attributes and authenticating users against Active Directory, as well as using Windows Integration Authentication and security tokens created by Active Directory. 
ADFS works with both Active Directory and Active Directory Application Mode (ADAM). Specifically, ADFS can leverage enterprise-wide deployments of Active Directory or instances of ADAM. When using ADAM, ADFS uses LDAP Bind as a means to authenticate users, whereas, when using Active Directory, it can leverage AD’s supported strong authentication technologies, including Kerberos, X.509 digital certificates, and smart cards.
ADFS Application Implementation Scenarios
ADFS provides a powerful infrastructure for building federated identity management solutions, which extends an organization’s existing Active Directory deployment. The following application scenarios illustrate how ADFS can be used to enable federated identity and access management.
B2C/B2E Web Single Sign-On
In this scenario, organizations might be creating extranet information portals to provide consolidated information to external users by integrating different backend systems. (An example would be a financial management Web site with credit card, checking, and 401K systems.) These backend systems often have their own authentication/authorization mechanisms, resulting in users having to sign-on to each application separately. This results in poor user experience, and may result in loss of revenue for online businesses due to customer confusion and frustration. Furthermore, users frequently forget their userids/passwords, resulting in increased IT operations costs. 
To provide a solution for the previous scenario, Microsoft is enhancing Internet Information Services (IIS) 6.0 in the R2 release of Windows Server 2003 to provide Web SSO capabilities with ADFS. Once users sign-on to the main portal site with their credentials (for example, userid/password), IIS 6.0/ADFS will write a cookie to the browser so that users can securely access all the Web applications that make up the portal without having to log on multiple times.
This enhancement in IIS 6.0 supports two types of authorizations: integrated Windows authorization and claim-based authorization. To support integrated Windows authorization, it converts a Web SSO security token to a Windows NT® impersonation level token. For claim-based authorization, it parses the claim in a Web SSO security token to make appropriate access decisions. 
Federation Within an Organization 

In today’s workplace, businesses can be complex organizations that are compartmentalized based on functions (such as manufacturing or human resources), geography (such as North America or Europe), or division/business unit. Each compartment may have differing access control policies, procedures, and, in some cases, solutions. Since information-sharing between these organizations will often be critical (quarterly financial reporting, worldwide account management, etc.), setting up trust relationships between compartments quickly and accurately is essential to a company’s effectiveness. 

While Active Directory cross-forest trusts provide the ability to establish trust between two business units using Active Directory, there are scenarios where cross-forest trusts are not a viable option. For example, access across business units might need to be limited to only a small subset of individuals, not every member of the forest. In these cases, customers can use ADFS to build the secure and collaborative infrastructure. ADFS supports distributed authentication and authorization, and can be integrated into an organization or department’s existing access management solution to translate the terms used within an organization into those agreed upon as part of a federation. ADFS can create, secure, and validate the claims moving between organizations as well as audit and monitor the activity between departments and organizations to ensure secure transactions.

Federation for B2B Commerce
Organizations work with partners, suppliers, and contractors that they trust. These partnerships can include standard vendor relationships, as well as outsourcing relationships for internal functions like benefits, human resources, or travel. Federated trust relationships (manifested in software solutions like ADFS) allow organizations to work together more efficiently, without the overhead of authenticating and authorizing each digital transaction or exchange of information. In this scenario, federation becomes the new electronic data interchange (EDI), except it uses standard Internet protocols, making trust development (and ultimately online commerce) simpler to manage and less expensive to maintain. 
In a federated world, where trust can be established digitally at the right level between organizations, policy-based access relationships for partners, suppliers, and contractors can be established at the initiation of a federated relationship. Afterward, the ongoing maintenance of user accounts and authentication process can remain delegated to the partner organization for whom the user works. The benefits of this approach are significant. In a 2002 survey by PricewaterhouseCoopers and the META Group
, IT administrators indicated that if partners and vendors were to administer personal information and password issues on their own, they could reduce their time-to-resolution by 22 percent and 17 percent respectively. 
Benefits are also accrued by the partner companies, who can extend the same Active Directory infrastructure to which users authenticate internally to provide extranet account management. In the aforementioned study, companies stated that their partner organizations would benefit from an average 23 percent increase in efficiency/productivity my eliminating manual extranet account creation. 
Finally, the likelihood of a security breach increases by as much as 11 percent for each day a partner who should have had access privileges revoked remains active. By placing management of extranet accounts with partners (and by tying those extranet accounts to users’ core identity infrastructure, for example, Active Directory), the legitimacy of the extranet account is substantially improved.
ADFS performs several key functions in this scenario.
· It builds the trust and associated policy between organizations.
· It authenticates requests from trusted partners based on their credentials—exchanged digitally in the form of tokens containing current trust policy.
· Once a request has been authenticated, ADFS can authorize requests based on established authorization policy, and through Federation Service, distribute new security tokens to enable fulfillment of the original request.
In scenarios where existing access management solutions may be in place, ADFS integrates with Web SSO solutions from other product vendors supporting WS-Federation. Thus, partners and suppliers can have a choice of technology to select for their federation implementation, increasing the likelihood of partner/supplier adoption and reducing integration costs.
Recommendations
Organizations that want to benefit from federated security and identity should begin preparing now. The following five key actions will help you prepare to participate in a federated trust network:

· Standardize within Active Directory, so that all usernames, passwords, and profiles can be more easily managed. 

· Move your internal applications to Kerberos—this will make it easier to federate among your internal identity stores and with UNIX-based applications.  

· Consider using Microsoft Identity Integration Server (MIIS) for synchronizing your various account stores. (See http://www.microsoft.com/miis.) 
· Plan for federation by becoming familiar with WS-* standards and preparing to deploy ADFS. Start by exploring and using the .NET Framework Web Service Extensions, which support various portions of these growing standards.
· Get your organization's application developers up to speed on new Web service standards, such as the WS-Security specification and roadmap. (See http://msdn.microsoft.com/ws-security). 

Resources

· Microsoft Identity and Access Management Solutions at
http://www.microsoft.com/idm 
· MSDN Web Services Developer Center at
http://msdn.microsoft.com/webservices 
· Security in a Web Services World: A Proposed Architecture and Roadmap (white paper), Version 1.0, April 2002, International Business Machines Corporation, and Microsoft Corporation at
http://msdn.microsoft.com/webservices/understanding/specs/default.aspx?pull=/library/en-us/dnwssecur/html/securitywhitepaper.asp 
· WS-Federation Language (WS-Federation) Specification, Version 1.0, July 2003, International Business Machines Corporation, Microsoft Corporation, BEA Systems, Inc., RSA Security, Inc., and VeriSign, Inc. at
http://msdn.microsoft.com/webservices/understanding/advancedwebservices/default.aspx?pull=/library/en-us/dnglobspec/html/ws-federation.asp 
· Federation of Identities in a Web Services World (white paper), July 2003, International Business Machines Corporation and Microsoft Corporation at
http://msdn.microsoft.com/webservices/understanding/specs/default.aspx?pull=/library/en-us/dnglobspec/html/ws-federation-strategy.asp 
· Secure, Reliable, Transacted Web Services: Architecture and Composition (white paper), September 2003, International Business Machines Corporation and Microsoft Corporation at
http://msdn.microsoft.com/webservices/understanding/specs/default.aspx?pull=/library/en-us/dnwebsrv/html/wsOverView.asp 
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