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Introduction

Microsoft® Exchange Server 2003 benefits from the Trustworthy Computing initiative, a Microsoft initiative to improve the experience of customers in the areas of security, privacy, reliability, and business integrity. As part of this initiative, which was introduced company-wide in January 2002, Microsoft now follows development processes that help to ensure that our products and product deployments are secure. The Microsoft Exchange Server 2003 team incorporated those processes to create a product that is secure by design, secure by default, and secure in deployment. After deployment, Microsoft supports on-going customer and partner communications about security issues. The result is that Exchange Server 2003 is the most secure version of Exchange to date.

This paper describes the Trustworthy Computing initiative as applied to the Exchange Server 2003 development process, highlights the features in Exchange Server 2003 that support secure computing, and provides pointers to additional information about the products and features mentioned in this paper.

Trustworthy Computing Initiative Background

The Trustworthy Computing initiative outlines a framework that defines the steps necessary to make sure Exchange Server 2003 is the most secure version of Exchange to date as well as the measures that help customers deploy and maintain a secure messaging environment. These steps help to protect the confidentiality, integrity, and availability of data and systems at every phase of the software lifecycle—from design, to delivery, to maintenance. The framework of the Trustworthy Computing initiative as applied to Exchange Server 2003 is:

· Secure by design   Reduce potential security issues through product design and testing.

· Secure by default   Reduce potential surface area of attack by disabling functions that may not be necessary in the customer’s messaging environment.

· Secure in deployment   Provide ongoing protection, detection, defense, recovery, and maintenance through good tools and guidance.

· Communications   Create Microsoft documentation and communication to help customers maintain the security and integrity of their Exchange environment.

Exchange Server 2003 incorporates security improvements and features that meet the goals of the Trustworthy Computing initiative. Generally, these features and improvements fall into the four following areas:

· Restricting user access to the Exchange server   Policies that disable local access to the server on which Exchange is running.

· Disabling services and restricting service configuration   By disabling certain services by default for new server installations, customers are now more actively involved in deciding which specific additional services they want to enable.

· Reducing the surface area of attack for new features   Testing new features and the integration between features helps ensure that they only provide the intended functionality.

· Enforcing practical messaging limits   Although there can be valid reasons for large messages and posts to public folders, Exchange Server 2003 sets some practical limits by default to help protect against large messages that consume Exchange processing cycles.

Sections later in this paper provide more detail about the new Exchange 2003 security features.

Exchange 2003 and Windows Server 2003

The security capabilities of Exchange Server 2003 are integrated with the operating system on which it runs. Because Microsoft Windows Server™ 2003 is the operating system platform which provides the most full-featured Exchange Server 2003 environment, many additional security features in Exchange 2003 are only available with Windows Server 2003 and Internet Information Server (IIS) 6.0, an integrated Windows Server 2003 technology that supports Microsoft Office Outlook® Web Access.

Windows® Rights Management Services, a key component in the security and privacy of corporate communications, are included in Windows Server 2003. Windows Rights Management Services allow individuals and companies to establish a usage policy on information they own by allowing only certain users the ability to assign specific rights and by using rights management templates that centrally enforce intellectual property policies. All information rights are persistent and can be set to any combination of view, read-only, copy, print, save, forward, modify, and time-based (expiration) permissions for any digital data.

In addition to Windows Rights Management Services, other security features provided by Windows Server 2003 as applicable to Exchange 2003 include:

· Kerberos authentication to secure credentials during authentication

· IIS 6.0 security and dedicated application mode

· Microsoft Active Directory® directory service security improvements such as object creation quotas, disabling of anonymous directory, and secure-by-default auditing settings

· IIS Lockdown Wizard and URLScan tool

Later sections of this paper describe these features in more detail.

Exchange 2003 and Outlook 2003

Outlook 2003 is another key component in the security of Exchange Server 2003. Outlook 2003 builds on the security features of previous versions and adds new features that enable customers to deploy a secure client to an Exchange server messaging environment.

Outlook 2003 provides several security features that are applicable to Exchange 2003:

· Information Rights Management support provided in all Microsoft Office 2003 applications

· Cross-forest Kerberos authentication

· Anti-spam measures

· Ability to restrict programmatic access to the Outlook address book and programmatic ability to send on behalf of user

Later sections of this paper provide more detail about these features. 

Secure By Design

As part of the secure-by-design process, the Exchange 2003 development team initiated a security audit. During the development of Exchange 2003, the team spent two months studying Exchange components and the interaction between them. For each potential security threat, the team did a threat analysis to evaluate the issue. As appropriate, additional design and testing work was completed to neutralize potential security issues. 

The goal of the security audit was to make sure that Exchange components did not perform in a way in which they were not intended. Microsoft also engaged an external security consulting firm, @Stake, Inc., to perform an independent review of Exchange software components and analyze various threat scenarios. As a result of these design efforts, Exchange 2003 includes many server and client security features.

Securing the Server

Table 1 highlights the new and enhanced security features that are provided to secure the server. These features reflect the results of the secure-by-design process.

Table 1  Security features in Exchange 2003

	New and Enhanced Security Features in Exchange Server 2003

	New Features 

	Secure by default
	Exchange 2003 limits the surface area of attack of the Exchange Server by disabling services and features by default. Customers can choose to implement these services and features as appropriate for their environment.

	Ability to restrict distribution lists to authenticated users


	Exchange 2003 allows administrators to restrict distribution lists to only allow sending from authenticated users. Administrators can also specify which users can or cannot send to specific distribution lists.

	Support of real-time safe lists and block lists


	Exchange 2003 supports connection filtering based on real-time safe and block lists. This helps organizations reduce the amount of unsolicited mail delivered to their organization. 

	Ability to accept or reject messages from IP address
	The ability to accept or reject messages from a range or specific IP address has been extended in Exchange 2003 to allow administrators to create pervasive lists that are held in Active Directory, bound to Exchange servers as designated by the Exchange administrators, and can define accept and reject address lists.

	Inbound recipient filtering


	The recipient filter reduces unsolicited e-mail by filtering inbound e-mail based on the recipient. E-mail that is addressed to users that are not found, or to whom the sender does not have permissions to send, is not accepted for delivery. 

	Kerberos authentication between a front-end and back-end server


	Exchange 2003 uses Kerberos delegation when sending user credentials between a front-end server (such as Outlook Web Access or Outlook Mobile Access) and a back-end server (such as the mailbox store) to help ensure that credentials are secure.

	IPSec front-end/back-end support for clusters
	IPSec can be used to secure HTTP traffic between the front-end server and back-end server clusters. 

	IIS 6.0 dedicated application mode
	IIS 6.0 supports dedicated application modes so that each application can run in its own security context. In addition, dedicated application modes also help reduce the possibility that an application that is not performing correctly will affect another application.

	Signed LDAP requests to Active Directory
	Exchange administrative components are signed and sealed by default when using Lightweight Directory Access Protocol (LDAP) to communicate with Active Directory. This reduces the risk of “man-in-the-middle” attacks. Most of the configuration and user information for Exchange is stored in Active Directory as well as the necessary information to perform tasks such as delivering e-mail, processing rules, and enforcing quotas. 

	Anti-spoofing measures
	Exchange 2003 includes the capability for recipients to verify whether a message was from an authenticated or anonymous sender outside the organization. This helps users to understand whether a message originated from a user spoofing a sender address. (Spoofing is the practice of tricking users into providing passwords and other information to allow unauthorized access into an environment.) 

	Enhanced Features

	VS API 2.5


	Exchange 2003 improves the virus scanning API by allowing anti-virus vendor products to run on Exchange servers that do not have resident Exchange mailboxes. Anti-virus vendor products are allowed to delete messages and send messages to the sender in the Exchange 2003 AV API 2.5 version. 

	Clustering authentication
	Exchange Server 2003 clustering supports Kerberos authentication against an Exchange virtual server. 

	Administrative permissions


	Cross-forest support and the ability to administer both Exchange 2000 Server and Exchange Server 2003 help organizations that have segmented the administration of their Windows-based environment and Exchange environment into two unique groups.

	Ability to restrict relaying


	Relaying can be restricted to a limited number of security principles through the standard Windows 2000 Discretionary Access Control List (DACL). The ability to grant relaying to an IP address is still present.



	Ability to restrict submissions


	Submissions can be restricted to a limited number of security principles through the standard Windows 2000 DACL. This feature helps prevent blocked senders from sending to internal-only distribution lists by spoofing. 

	Public folder permissions for unknown users
	Folders with distinguished names in access control lists that cannot be resolved to Security IDs drop the unresolvable distinguished names. 

	Public folder store replication


	Public folder servers replicate with local servers for updates even if the local servers do not have the full set of replication content that they need. A registry key may be used to identify the first server that will be used for backfilling. 


Client/Communications Security

New security features in Exchange clients and client communications, as shown in Tables 2 and 3, enhance the secure-by-design features included in Exchange 2003.

Table 2   Security features in Outlook Web Access

	New and Enhanced Security Features in Outlook Web Access

	New Features

	S/MIME support
	Outlook Web Access now allows the use of the Internet-standard S/MIME security extensions; S/MIME allows you to digitally sign and encrypt e-mail messages and attachments to protect them against tampering or eavesdropping.

	Session inactivity timeout
	Session inactivity timeout using forms-based authentication allows support for timed logoff, as well as secure logoff, even if the browser is left open with a current session to the server.

	Attachment blocking 

	Customers can selectively disable attachments being viewed outside the firewall. Customers can prevent sensitive documents from being downloaded outside the network, or cached on a potentially insecure hard drive at an Internet kiosk.

	Enhanced Features

	Privacy protection in Outlook and Outlook Web Access


	By default, content from outside a user’s network is blocked in Outlook 2003 and Outlook Web Access. Users can override this to view external content. This feature helps prevent spammers from identifying valid e-mail addresses by links to external content.


Table 3   Security features in Outlook 2003

	New and Enhanced Security Features in Outlook 2003 

	New Features

	Advanced junk mail filters 
	Machine learning technology provided by Microsoft partners that uses keywords and patterns (for example, mail sent at an unusual time of day) automatically derived from examples of spam and normal mail to produce a score. Based on this score, suspected spam is moved to a special junk e-mail folder. Both positive and negative scores are used when evaluating the likelihood that a message is junk mail. Customers can specify how Outlook handles this e-mail by setting filters to low, high, exclusive, or turning them off completely. 

	Trusted Sender lists
	Offers additional spam control by allowing customers to choose to only receive e-mail from individuals already set up in their address book, from specific e-mail addresses, or from designated domains. Trusted Sender lists work in conjunction with partner junk mail solutions. 

	Junk Senders List
	E-mail messages from a certain e-mail address or domain name can easily be blocked by adding the sender to a Junk Senders list. Messages from people or domain names on a Junk Senders list are always treated as junk e-mail messages, regardless of the content of the message.

	Web beacon blocking
	Blocking Web beacons by default stops spammers from using Web links to covertly verify that recipients’ e-mail addresses are active. Users are ultimately in control of this feature and can unblock HTML on a per-message basis or disable it completely.

	Kerberos authentication


	Outlook now uses Kerberos to authenticate against Exchange servers. The Kerberos authentication protocol provides a secure mechanism for mutual authentication between a client and a server before a network connection is opened between them. If an enterprise is using Windows Server 2003 domain controllers, a user can authenticate across multiple Windows forests to domain controllers in trusted forests, thereby allowing user accounts and resources to exist in different forests.

	Information Rights Management
	Outlook 2003 (and other Office 2003 applications) works in conjunction with Windows Server 2003 to provide rights management capabilities. This allows individuals and companies to protect usage policies by providing persistent protection of corporate information. Information rights can be configured to allow or not allow view, read-only, copy, print, save, forward, and time-based permissions.

	Enhanced Features

	S/MIME improvements


	S/MIME security extensions are now available for Outlook, Outlook Web Access, and Pocket PC 2003 clients. S/MIME allows you to digitally sign and encrypt e-mail messages and attachments to protect them against tampering or eavesdropping.

	Limiting programmatic access to address book and send
	As with Outlook 2002, Outlook 2003 requires user confirmation to permit application access to the Outlook Address Book or to send messages on behalf of the user.

	Attachment blocking 

	Customers can selectively disable attachments being viewed outside the firewall. Customers can prevent sensitive documents from being downloaded outside the network, or cached on a potentially insecure hard drive at an Internet kiosk.


Secure by Default

Microsoft ships software with security measures in place and potentially vulnerable components disabled. Customers can enable these components as appropriate for their environment. Table 4 provides information about some of the default configuration settings for Exchange 2003.

Table 4   Secure-by-default configuration settings in Exchange 2003

	Secure-by-Default Configuration Settings in Exchange Server 2003

	User logon on server disabled
	When Exchange 2003 is installed on a member server, a group policy does not allow accounts with only user permissions to log on locally to the server.

	Seldom used protocols 
	Post Office Protocol (POP), Internet Message Access Protocol (IMAP), and Network News Transfer Protocol (NNTP) are disabled on new Exchange 2003 installations. Upgrades from previous versions of Exchange retain settings for these protocols.

	Anonymous authentication for NNTP 
	Anonymous authentication for NNTP is disabled.

	Messaging limits configuration
	For messaging size and public folder postings, Exchange 2003 configures messaging limits upon installation if none are already configured. The first Exchange 2003 server in an organization restricts the sending message size and the receiving message size to 10 MB if the value is not already set. Additionally, the maximum item size for public folder postings is set to 10 MB.

	Outlook Mobile Access 
	Outlook Mobile Access browse is disabled, which reduces possible attack by non-company-controlled clients.

	Public folder top-level hierarchy lockdown


	“Allow create top-level public folder access control entry for everyone” permissions and “allow anonymous logon from the organization container” permissions are removed during the installation of Exchange 2003.

	Promotion of front-end server recommends SSL
	Upon promotion of an Exchange server to a front-end server, the Exchange System Manager recommends Secure Sockets Layer (SSL) if it is not configured on the server.


Secure In Deployment

To meet the secure-in-deployment goal, Microsoft created content to help organizations deploy Exchange using the proper security credentials and understanding the steps and permissions required. The Exchange deployment tools give customers the information necessary to understand the decisions they need to make during deployment. Additionally, security updates are easy to find and install—and eventually, if a customer chooses the option, the updates install automatically. Tools are also available to help customers assess and manage security risks across organizations. Table 5 profiles relevant secure-in-deployment features.

Table 5   Secure-in-deployment features in Exchange 2003

	New and Enhanced Secure-in-Deployment Features in Exchange Server 2003

	New Features

	Deployment tools and Help files


	A set of new deployment tools and documentation helps Exchange 2003 be deployed easily into an existing Exchange Server 5.5 topology or a new installation. The deployment tools provide a step-by-step approach by giving detailed information, analyzing the existing topology, checking for prerequisites, recommending a configuration setting, and validating each step.

	Enhanced Features

	Setup


	Setup permission requirement changes allow additional Exchange servers to be added to an existing Administration Group without giving the installer full Exchange Administrator privileges. Target domain controller option enables a target to be specified during setup. And, Exchange 2003 provides better batch-mode support than found in Exchange 2000.

	Active Directory schema


	Permissions changes means that only Active Directory permissions are needed when performing the forest preparation (forestprep) process. With single schema update, regardless of the deployment path, the Active Directory schema only needs to be updated once.


Communications

For ongoing support of an Exchange server deployment, Microsoft provides communications related to security issues. These communications are located in a central Microsoft.com site related to Exchange security materials; they document existing security threats plus the patches and tools to mitigate those threats. Communications tools for Exchange 2003 are shown in Table 6.

Table 6   Communications tools for Exchange 2003

	New and Enhanced Communications Tools for Exchange Server 2003

	New Features

	Web site


	The Web site, http://www.microsoft.com/exchange/security, provides a central location for all Exchange server security communications.

	Enhanced Features

	Secure bulletins


	Microsoft publishes security bulletins and patches as appropriate for Exchange 2003. These bulletins help customers understand and assess potential threats to their existing environments, and how to neutralize those threats.

	Microsoft Baseline Security Analyzer


	The Microsoft Baseline Security Analyzer (MBSA) is a tool that performs scans of Windows systems to find common errors in system configurations and missing security updates. 

	IIS Lockdown Wizard
	For customers deploying Exchange 2003 on a Windows 2000 Server platform, the IIS Lockdown Wizard is a powerful tool for securing your web server environment. IIS Lockdown Wizard works by turning off features unnecessary in your environment, thereby reducing the exposed potential surface available to attack. To provide defense in depth, or multiple layers of protection against attackers, URLScan, with customized templates for each supported server role, is integrated into the IIS Lockdown Wizard.

For customers deploying Exchange 2003 on a Windows Server 2003 platform, the IIS Lockdown Wizard is integrated into Internet Information Server 6.0.

	Exchange 2003
Security Documentation
	Microsoft is also releasing detailed documentation that provides prescriptive deployment and configuration scenario information to help customers through the process of securing and deploying Exchange 2003. This documentation will be available on the Microsoft.com Web site in the second half of 2003.


Additional Resources

For detailed information on Exchange Server 2003 features, please visit http://www.microsoft.com/exchange/,or download the Exchange Getting Started Guide, which is available at http://go.microsoft.com/fwlink/?LinkId=16983.

For Exchange-specific security information and updates and references to relevant security tools such as those referenced in this document, please visit http://www.microsoft.com/exchange/security.

For more information on Outlook 2003 and Office 2003, please see http://www.microsoft.com/office/preview.

For more information on Windows Server 2003, please see http://www.microsoft.com/windowsserver2003.

For more information on Microsoft mobile devices, mobile partner companies, or enterprise mobile computing, please visit http://www.microsoft.com/mobile/enterprise/.
For more information on Exchange 2000 Service Pack 3, please visit
http://www.microsoft.com/exchange/downloads/2000/sp3/default.asp.

For more information on the Microsoft Baseline System Analyzer, please visit http://go.microsoft.com/fwlink/?LinkId=16526.

For more information on the IIS Lockdown Wizard and URLScan tool, please visit http://www.microsoft.com/windows2000/downloads/recommended/urlscan/default.asp.
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