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Introduction to Exchange Server 2003

This book provides installation and deployment information for intermediate and advanced administrators who are planning to deploy Microsoft® Exchange Server 2003. This book is a companion to the book Planning an Exchange Server 2003 Messaging System. Although that book helps you plan your Exchange 2003 system architecture, this book guides you through the prerequisites and procedures to successfully deploy and install Exchange Server 2003 into your infrastructure. Whether you are deploying a new Exchange Server 2003 messaging system or upgrading from a previous Exchange version, this book guides you through the deployment process and provides recommendations for your deployments, including recommendations on how to configure your Exchange 2003 organization to run in native mode. The Exchange Server Deployment Tools, which are a new feature in Exchange Server 2003, provide you with utilities and wizards that will verify that your organization is in a healthy state, before your Exchange 2003 deployment.

Note   
Your Exchange Server 2003 deployment plan should reflect your understanding of how Exchange and Windows server operating systems interoperate. It should encompass the relationships between Microsoft Windows Server™ 2003 and Microsoft Windows® 2000 Server sites and domains, domain controllers, global catalog servers, and Exchange 2003 administrative and routing groups. The person who designed your Windows Server 2003 or Windows 2000 deployment may be less familiar with Exchange. Keep this in mind as you plan your Exchange 2003 deployment, because you may need to fine-tune Windows for the new messaging system.

What Will You Learn from This Book?

This book provides detailed instructions about how to:

· Install your first Exchange Server 2003 computer into your organization (Chapter 2).

· Upgrade your existing Exchange 2000 native organization to Exchange Server 2003 (Chapter 3).

· Install your first Exchange Server 2003 computer into your existing Exchange Server version 5.5 site, and migrate your mailbox data and public folder information to your Exchange Server 2003 computer (Chapter 4).

· Use the Migration Wizard and Inter-Organization Replication tool to move your mailbox and public folder data from one Exchange organization to another (Chapter 5).

· Upgrade your mixed-mode Exchange 2000 and Exchange 5.5 organization to Exchange Server 2003 (Chapter 6).

· Configure your Exchange 2003 organization to run under Microsoft Windows Clustering (Chapter 7).

· Configure your clients, including how to use Cached Exchange Mode, and Microsoft Exchange Mobile Synchronization and Browse (Chapter 8).

· Run the Exchange Server Deployment Tools, to aid you in accomplishing the preceding tasks (Chapters 2, 3, 4, and 5).

Note   
It is recommended that you read Chapter 1, and then read the appropriate chapters that relates to your deployment plan. You can then read Chapter 8 for information about how to configure your clients for Exchange Server 2003 access.

Who Should Read This Book?

This book is designed for information technology professionals who are responsible for deploying Exchange messaging systems for their companies. Such professionals may be in the following roles:

· Systems administrators—those people who are responsible for planning and deploying technology across Windows and Exchange servers.

· Messaging administrators—those people who are responsible for implementing and managing organizational messaging.

What Technologies Does This Book Cover?

This book provides several deployment scenarios, including installing new Exchange 2003 organizations, upgrading your Exchange 2000 organization, and installing a new Exchange 2003 computer into your Exchange 5.5 site and migrating your Exchange 5.5 mailboxes and public folders. For detailed information about specific technologies such as the Microsoft Active Directory® directory service, Microsoft Office Outlook® 2003, or Microsoft Office Outlook® Web Access 2003, refer to Windows, Outlook 2003, and Exchange Server 2003 product documentation.

How Is This Book Structured?

This book is structured according to the processes you would typically follow when deploying your Exchange 2003 organization.

Chapter 1, "Improvements to Exchange 2003 Setup"

This chapter details improvements that have been made from previous versions of Exchange. It also provides information about new features that have been implemented in Exchange Server 2003.

Chapter 2, "Installing New Exchange Server 2003 Computers"

This chapter helps you deploy your first Exchange 2003 computer into your messaging organization. It also provides information about using the Exchange Server Deployment Tools to verify the health of your organization, before your new Exchange deployment.

Chapter 3, "Upgrading from Exchange 2000 Server"

This chapter helps you upgrade your native Exchange 2000 organization to Exchange 2003. It also provides information about using the Exchange Server Deployment Tools to verify the health of your organization, before your new Exchange deployment.

Chapter 4, "Migrating from Exchange Server 5.5"

This chapter helps you join a new Exchange 2003 computer into your Exchange 5.5 site, and then details how to migrate your Exchange 5.5 mailboxes and public folder contents to your new Exchange 2003 computer. It also provides information about using the Exchange Server Deployment Tools for configuring your Exchange Connection Agreements and for verifying the health of your organization, before your new Exchange deployment. After you accomplish these tasks, you are provided with information about removing your last Exchange 5.5 computer, and then switching your organization to Exchange 2003 native mode.

Chapter 5, "Inter-Organizational Migration"

This chapter helps you use the Exchange 2003 Migration Wizard to migrate your mailbox content and Exchange 5.5 directory information between two Exchange organizations. It also provides information about configuring Active Directory Connector and details how you can run Migration Wizard in clone mode to preserve your users' offline folder store (.ost) files during the migration.

Chapter 6, "Upgrading from Mixed Exchange 2000 and Exchange 5.5 Organizations"

This chapter helps you upgrade your Exchange 2000 computers to Exchange 2003, install a new Exchange 2003 computer, and migrate your Exchange 5.5 mailboxes and public folder contents to your new Exchange 2003 computers. It also provides information about using the Exchange Server Deployment Tools to verify the health of your organization, before your new Exchange 2003 deployment. After you accomplish these tasks, you are provided with information about removing your last Exchange 5.5 computer, and then switching your organization to Exchange 2003 native mode.

Chapter 7, "Deploying Exchange 2003 in a Cluster"

This chapter provides information about the system-wide and server-specific requirements you must meet before deploying Exchange Server 2003 in a cluster. It includes the procedures you must follow to install Exchange 2003 on the servers in your Windows cluster. It also includes the procedures you must follow to create Exchange Virtual Servers, and concludes with the procedures you must follow to upgrade an Exchange 2000 Server cluster to Exchange 2003.
Chapter 8, "Configuring Exchange Server 2003 for Client Access"

This chapter explains how to configure your Exchange servers for the supported Microsoft client messaging applications. It also describes how to configure client applications, such as Outlook 2003, to support the new features and functionality for Exchange Server 2003.
Appendix A, "Post-Installation Steps"

Appendix A provides you with information about the Exchange 2003 setup and installation log, and how to verify that your Exchange 2003 deployment was successful. It also provides information about upgrading and updating your Windows servers to the latest available security updates and service packs.

Appendix B, "Additional Resources"

Appendix B contains links to additional resources that can help you maximize your understanding of deploying Exchange 2003.

Chapter 1

Improvements to Exchange 2003 Setup

Microsoft® Exchange 2003 Setup includes many new features that make it easier to deploy Exchange 2003 in your organization. These new features include:

Identical schema files in Active Directory Connector and Exchange

In Exchange 2000, Active Directory Connector (ADC) schema files were a subset of the Exchange 2000 core schema files. In Exchange 2003, the schema files imported during the ADC upgrade are identical to the core Exchange 2003 schema files. Therefore, you only need to update the schema once.

Exchange Setup does not require full organization permissions

In Exchange 2000, the user account that was used to run Setup was required to have Exchange Full Administrator rights at the organization level. In Exchange Server 2003, although a user with Exchange Full administrator rights at the organization level must install the first server in a domain, you can now install additional servers if you have Exchange Full Administrator rights at the administrative group level.

Exchange Setup no longer contacts the schema Flexible Single Master Operations role

In Exchange 2000, the Setup or Update program contacted the schema Flexible Single Master Operations (FSMO) role each time it ran. In Exchange 2003, Setup does not contact the schema FSMO role.

ChooseDC switch 

Exchange Setup includes the new /ChooseDC switch. You can now enter the fully qualified domain name (FQDN) of a Windows domain controller to force Setup to read and write all data from the specified domain controller (the specified domain controller must reside in the domain where you install your Exchange 2003 server). When installing multiple Exchange 2003 servers simultaneously, forcing each server to communicate with the same Active Directory® directory service domain controller ensures that replication latencies do not interfere with Setup and cause installation failures.

Default permissions at the organization level are assigned only once

Exchange Setup now assigns default permissions on the Exchange Organization object once (during the first server installation or upgrade) and does not re-assign permissions during subsequent installations. Previously, Exchange 2000 Setup re-assigned Exchange Organization permissions during each server installation. This action overwrote any custom changes to the permissions structure. For example, if you allowed all users to create top-level public folders, these permissions were removed during each installation or upgrade. 

Warning message appears if Exchange groups are moved, deleted, or renamed

Exchange Setup ensures that the Exchange Domain Servers and Exchange Enterprise Servers groups are intact. If an administrator has moved, deleted, or renamed these groups, Setup stops, and a warning message appears.

Permissions to access mailboxes

Exchange Setup configures permissions on user mailbox objects so that members of groups that have any of the standard Exchange security roles (Exchange Full Administrator, Exchange Administrator, Exchange View Only Administrator) applied to them at the organization and administrative group levels cannot open other user mailboxes. 

Domain users denied local logon rights 

Whether you are installing or upgrading to Exchange 2003, Exchange Setup does not allow members of the Domain Users group to log on locally to your Exchange servers.

Message size limits set by default 

If the values are not already set, Exchange Setup limits the Sending Message Size and Receiving Message Size to 10240 kilobytes (KB) or 10 megabytes (MB). On upgrades from Exchange 2000 to Exchange 2003, if the Sending Message Size and Receiving Message Size are already set, that value is preserved.

Item size for public folder set by default

If the value is not already set, Exchange Setup limits the item size for public folders to 10240 KB (10 MB). On upgrades from Exchange 2000 to Exchange 2003, if the item size for public folders is already set, that value is preserved.

Outlook Mobile Access and Exchange ActiveSync components installed by Setup

In previous versions of Exchange, you had to install Microsoft Mobile Information Server to enable support for mobile devices. Now, Exchange 2003 includes built-in mobile device support that supersedes Mobile Information Server functionality. Specifically, the Exchange 2003 components that enable this support are called Outlook® Mobile Access and Exchange ActiveSync®. However, Outlook Mobile Access is not enabled by default. To enable Outlook Mobile Access, start Exchange System Manager, expand Global Settings, and then use the Mobile Services Properties dialog box (Figure 1.1).
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Figure 1.1   The Mobile Services Properties dialog box

Note   
Outlook Mobile Access is part of a typical setup and is therefore installed on all upgraded servers.

For more information about Outlook Mobile Access and Exchange ActiveSync, see Chapter 8, "Configuring Exchange Server 2003 for Client Access."

Automatic Internet Information Services version 6.0 configuration 

In Microsoft Windows Server™ 2003, Internet Information Services (IIS) 6.0 introduces worker process isolation mode, which offers greater reliability and security for Web servers. Worker process isolation mode ensures that all of the authentication, authorization, Web application processes, and Internet Server Application Programming Interface (ISAPI) extensions that are associated with a particular application are isolated from all other applications. When you install Exchange 2003 on computers running Windows Server 2003, Exchange Setup sets IIS 6.0 to worker process isolation mode automatically. 

By default, ISAPI extensions are not enabled during Windows Server 2003 installation. However, because some Exchange features (such as Outlook Web Access, WebDAV, and Exchange Web forms) rely on certain ISAPI extensions, Exchange Setup enables these required extensions automatically. 

Automatic IIS 6.0 configuration while upgrading from Windows 2000 to Windows Server 2003

If you install Exchange 2003 on Microsoft Windows® 2000 Server and subsequently upgrade to Windows Server 2003, Exchange System Attendant sets IIS 6.0 to worker process isolation mode automatically. Event Viewer contains an event indicating that this mode change has occurred. After the upgrade, you may notice that some of the ISAPI extensions for other applications do not function properly in worker process isolation mode. Although you can set the IIS 6.0 mode to "IIS 5.0 isolation mode" to ensure compatibility with your ISAPI extensions, it is recommended that you continue to run IIS 6.0 in worker process isolation mode. Exchange 2003 features, such as Microsoft Outlook® Web Access, WebDAV, and Web forms, do not work in IIS 5.0 isolation mode.

Chapter 2

Installing New Exchange Server 2003 Computers

This chapter provides information about deploying new installations of Microsoft® Exchange Server 2003 in your organization. Specifically, this chapter will:

· Provide you with the requirements necessary to install Exchange 2003.

· Provide you with information about running Exchange Server 2003 Deployment Tools.

· Provide you with information about front-end and back-end architecture, including how to configure a front-end server.

· Show you how to run ForestPrep.

· Show you how to run DomainPrep.

· Show you how to install Exchange 2003 on new servers, including how to run Exchange 2003 Setup in attended and unattended modes.

Procedures in Chapter 2

After ensuring that your organization meets the necessary prerequisites, the procedures in this chapter guide you through the deployment process. This process includes installing the first Exchange 2003 computer into your organization.

Table 2.1 lists the specific procedures that are detailed in this chapter, as well as the required permissions. 

Table 2.1   Chapter 2 procedures and corresponding permissions

	Procedure
	Required permissions or roles

	Enable Microsoft Windows® 2000 Server or Microsoft Windows Server™ 2003 services
	· See Windows 2000 or Windows Server 2003 Help

	Run ForestPrep on a domain controller (updates the Microsoft Active Directory® directory service schema)
	· Enterprise Administrator

· Schema Administrator

· Domain Administrator

· Local Machine Administrator

	Run DomainPrep
	· Domain Administrator

· Local Machine Administrator

	Install Exchange 2003 on the first server in a domain
	· Exchange Full Administrator role applied at the organization level

· Local Machine Administrator

	Install Exchange 2003 on additional servers in the domain
	· Exchange Full Administrator role applied at the administrative group level

· Exchange 5.5 Site Administrator (if installing into an Exchange 5.5 site)

· Local Machine Administrator

	Install the first instance of a connector
	· Exchange Full Administrator applied at the organization level


For more information about managing and delegating permissions, and user and group authorities, see the book Exchange Server 2003 Administration Guide (http://www.microsoft.com/exchange/library).

Exchange 2003 Security Considerations

Before installing Exchange Server 2003 in your organization, it is important that you are familiar with your organization's security requirements. Familiarizing yourself with these requirements helps ensure that your Exchange 2003 deployment is as secure as possible. For more information about planning Exchange 2003 security, see the book Planning an Exchange Server 2003 Messaging System (http://www.microsoft.com/exchange/library).

Exchange Server Deployment Tools

Exchange Server Deployment Tools are tools and documentation that lead you through the entire installation or upgrade process. To ensure that all of the required tools and services are installed and running properly, it is recommended that you run Exchange 2003 Setup through the Exchange Server Deployment Tools.

Note   
You must download the latest version of the Exchange Server Deployment Tools before you run them. To receive the latest version of the tools, see Exchange Server 2003 Tools and Updates (http://www.microsoft.com/exchange/2003/updates).

To start the Exchange Server 2003 Deployment Tools

1. Insert the Exchange Server 2003 CD into your CD-ROM drive.

2. On the Welcome to Exchange Server 2003 Setup page, click Exchange Deployment Tools.

3. If the Welcome to Exchange Server 2003 Setup page does not appear after you insert your CD, double-click Setup.exe, and then click Exchange Deployment Tools to begin.

4. Follow the step-by-step instructions in the Exchange Server Deployment Tools documentation.

After you start the tools and specify that you want to follow the process for New Exchange 2003 Installation, you are provided with a checklist detailing the following installation steps:

· Verify that your organization meets the specified requirements.

· Install and enable the required Windows services.

· Run the DCDiag tool.

· Run the NetDiag tool.

· Run ForestPrep.

· Run DomainPrep.

· Run Exchange Setup.

With the exception of running the DCDiag and NetDiag tools, each of these installation steps is detailed later in this chapter. For more information about the DCDiag and NetDiag tools, refer to the Exchange Server Deployment Tools. It is recommended that you run the DCDiag and NetDiag tools on every server on which you plan to install Exchange 2003.

When you use Exchange Server Deployment Tools, you can run specific tools and utilities to verify that your organization is ready for the Exchange 2003 installation. If you do not want to run Exchange Server Deployment Tools, follow the remaining procedures in this chapter to install Exchange 2003.

System-Wide Requirements for Exchange 2003

Before you install Exchange Server 2003, ensure that your network and servers meet the following system-wide requirements:

· Domain controllers are running Windows 2000 Server Service Pack 3 (SP3) or Windows Server 2003.

· Global catalog servers are running Windows 2000 SP3 or Windows Server 2003. It is recommended that you have a global catalog server in every domain where you plan to install Exchange 2003.

· Domain Name System (DNS) and Windows Internet Name Service (WINS) are configured correctly in your Windows site.

· Servers are running Windows 2000 SP3 or Windows Server 2003 Active Directory.

For more information about Windows 2000 Server, Windows Server 2003, Active Directory, and Domain Name System (DNS), see the following resources:

· Windows 2000 Help

· Windows Server 2003 Help

· Best Practice: Active Directory Design for Exchange 2000
(http://go.microsoft.com/fwlink/?LinkId=17837) 
· Planning an Exchange Server 2003 Messaging System
(http://www.microsoft.com/exchange/library)

Server-Specific Requirements for Exchange 2003
Before you install Exchange Server 2003, ensure that your servers meet the requirements that are described in this section. If your servers do not meet all the requirements, Exchange 2003 Setup will stop the installation. 

Hardware Requirements

The following are the minimum and recommended hardware requirements for Exchange 2003 servers:

· Intel Pentium or compatible 133 megahertz (MHz) or faster processor

· 256 megabytes (MB) of RAM recommended minimum, 128 MB supported minimum

· 500 MB of available disk space on the drive on which you install Exchange

· 200 MB of available disk space on the system drive

· CD-ROM drive

· SVGA or higher-resolution monitor

For more information about hardware requirements, for front-end and back-end servers, see the book Using Microsoft Exchange 2000 Front-End Servers (http://go.microsoft.com/fwlink/?linkid=14575&clcid=0x409).

File Format Requirements

To install Exchange 2003, disk partitions must be formatted for NTFS file system and not for file allocation table (FAT). This requirement applies to the following partitions:

· System partition

· Partition that stores Exchange binaries

· Partitions containing transaction log files

· Partitions containing database files

· Partitions containing other Exchange files

Operating System Requirements

Exchange Server 2003 is supported on the following operating systems:

· Windows 2000 SP3 or later 

Note   
Windows 2000 SP3 or later is available for download at http://go.microsoft.com/fwlink/?linkid=18353. Windows 2000 SP3 or later is also a prerequisite for running the Exchange 2003 Active Directory Connector.

· Windows Server 2003 

Installing and Enabling Windows 2000 or Windows Server 2003 Services

Exchange 2003 Setup requires that the following components and services be installed and enabled on the server:

· .NET Framework 

· ASP.NET

· Internet Information Services (IIS) 

· World Wide Web Publishing Service

· Simple Mail Transfer Protocol (SMTP) service

· Network News Transfer Protocol (NNTP) service

If you are installing Exchange 2003 on a server running Windows 2000, Exchange Setup installs and enables the Microsoft .NET Framework and ASP.NET automatically. You must install the World Wide Web Publishing Service, the SMTP service, and the NNTP service manually before running Exchange Server 2003 Installation Wizard.

If you are installing Exchange 2003 in a native Windows Server 2003 forest or domain, none of these services is enabled by default. You must enable the services manually before running Exchange Server 2003 Installation Wizard.

Important   
When you install Exchange on a new server, only the required services are enabled. For example, Post Office Protocol version 3 (POP3), Internet Message Access Protocol version 4 (IMAP4), and NNTP services are disabled by default on all of your Exchange 2003 servers. You should enable only services that are essential for performing Exchange 2003 tasks.

To enable services in Windows 2000

5. Click Start, point to Settings, and then click Control Panel.

6. Double-click Add/Remove Programs.

7. Click Add/Remove Windows Components.

8. Click Internet Information Services (IIS), and then click Details.

9. Select the NNTP Service, SMTP Service, and World Wide Web Service check boxes.

10. Click OK.

Note   
Ensure that the Internet Information Services (IIS) check box is selected.

To enable services in Windows Server 2003

11. Click Start, point to Control Panel, and then click Add or Remove Programs.

12. In Add or Remove Programs, click Add/Remove Windows Components.
13. In Windows Component Wizard, on the Windows Components page, highlight Application Server, and then click Details.

14. In Application Server, select the ASP.NET check box (Figure 2.1).
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Figure 2.1   The Application Server dialog box

15. Highlight Internet Information Services (IIS), and then click Details.

In Internet Information Services (IIS), select the NNTP Service, SMTP Service, and World Wide Web Service check boxes, and then click OK (Figure 2.2).
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Figure 2.2   The Internet Information Services (IIS) dialog box

16. In Application Server, ensure that the Internet Information Services (IIS) check box is selected, and then click OK to install the components.

Note   
Do not select the E-mail Services check box.

17. Click Next, and when the Windows Components Wizard completes, click Finish.

18. Perform the following steps to enable ASP.NET:

a. Click Start, point to Administrative Tools, and then click Internet Information Services (IIS) Manager.

b. In the console tree, expand the local computer, and then click Web Service Extensions.

c. In the details pane, click ASP.NET, and then click Allow.

Running Exchange 2003 ForestPrep

Exchange 2003 ForestPrep extends the Active Directory schema to include Exchange-specific classes and attributes. ForestPrep also creates the container object for the Exchange organization in Active Directory. The schema extensions supplied with Exchange 2003 are a superset of those supplied with Exchange 2000. Even if you have run Exchange 2000 ForestPrep, you must run Exchange 2003 ForestPrep again. For information about the schema changes between Exchange 2000 and Exchange 2003, see "Appendix: Exchange 2003 Schema Changes" in the book What's New in Exchange Server 2003 (http://www.microsoft.com/exchange/library).

In the domain where the schema master resides, run ForestPrep. (By default, the schema master runs on the first Windows domain controller installed in a forest.) Exchange Setup verifies that you are running ForestPrep in the correct domain. If you are not in the correct domain, Setup informs you which domain contains the schema master. For information about how to determine which of your domain controllers is the schema master, see Windows 2000 or Windows Server 2003 Help.

The account you use to run ForestPrep must be a member of the Enterprise Administrator and the Schema Administrator groups. While you are running ForestPrep, you designate an account or group that has Exchange Full Administrator permissions to the organization object. This account or group has the authority to install and manage Exchange 2003 throughout the forest. This account or group also has the authority to delegate additional Exchange Full Administrator permissions after the first server is installed.

Important   
When you delegates Exchange roles to a security group, it is recommend that you use Global or Universal security groups and not Domain Local security groups. Although Domain Local security groups can work, they are limited in scope to their own domain. In many scenarios, Exchange Setup needs to authenticate to other domains during the installation.  Exchange Setup may fail in this case because of a lack of permissions to your external domains.

Note   
To decrease replication time, it is recommended that you run Exchange 2003 ForestPrep on a domain controller in your root domain.

To run Exchange 2003 ForestPrep

19. Insert the Exchange CD into your CD-ROM drive.

20. On the Start menu, click Run and then type E:\setup\i386\setup /ForestPrep, where E is your CD-ROM drive.

21. On the Welcome to the Microsoft Exchange Installation Wizard page, click Next.

22. On the License Agreement page, read the agreement. If you accept the terms, click I agree, and then click Next.

23. On the Product Identification page, type your 25-digit product key, and then click Next.

On the Component Selection page, ensure that Action is set to ForestPrep. If not, click the drop-down arrow, and then click ForestPrep. Click Next (Figure 2.3). 
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Figure 2.3   The ForestPrep option on the Component Selection page

Important   
If ForestPrep does not appear under Action, you may have misspelled the "ForestPrep" command in Step 2. If this is the case, go back to Step 2 and retype the command.

24. On the Microsoft Exchange Server Administrator Account page, in the Account box, type the name of the account or group that is responsible for installing Exchange (Figure 2.4).

Note   
The account that you specify also has permission to use Exchange Administration Delegation Wizard to create other Exchange administrator accounts. For more information about Exchange Administration Delegation Wizard, see the book Exchange Server 2003 Administration Guide (http://www.microsoft.com/exchange/library).
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Figure 2.4   The Microsoft Exchange Server Administrator Account page

25. Click Next to start ForestPrep. After ForestPrep starts, you cannot stop the process.

Note   
Depending on your network topology and the speed of your Windows 2000 or Windows Server 2003 domain controller, ForestPrep may take a considerable amount of time to complete.

26. On the Completing the Microsoft Exchange Wizard page, click Finish.

Running Exchange 2003 DomainPrep

After you run ForestPrep and allow time for replication, you must run Exchange 2003 DomainPrep. DomainPrep creates the groups and permissions necessary for Exchange servers to read and modify user attributes. The Exchange 2003 version of DomainPrep performs the following actions in the domain:

· Creates Exchange Domain Servers and Exchange Enterprise Servers groups.
· Nests the global Exchange Domain Servers into the Exchange Enterprise Servers local group.
· Creates the Exchange System Objects container, which is used for mail-enabled public folders.
· Sets permissions for the Exchange Enterprise Servers group at the root of the domain, so that Recipient Update Service has the appropriate access to process recipient objects.
· Modifies the AdminSdHolder template where Windows sets permissions for members of the local Domain Administrator group.

· Adds the local Exchange Domain Servers group to the Pre-Windows 2000 Compatible Access group.

· Performs Setup pre-installation checks.
The account you use to run DomainPrep must be a member of the Domain Administrators group in the local domain and a local machine administrator. You must run DomainPrep in the following domains:

· The root domain.

· All domains that will contain Exchange 2003 servers. 

· All domains that will contain Exchange Server 2003 mailbox-enabled objects (such as users and groups), even if no Exchange servers will be installed in these domains.

· All domains that will contain Exchange 2003 users and groups that you will use to manage your Exchange 2003 organization.

Note   
Running DomainPrep does not require any Exchange permissions. Only Domain Administrator permissions are required in the local domain.

To run Exchange 2003 DomainPrep

27. Insert the Exchange CD into your CD-ROM drive. You can run DomainPrep on any computer in the domain.

28. From a command prompt, type E:\setup\i386\setup /DomainPrep, where E is your CD-ROM drive.

29. On the Welcome to the Microsoft Exchange Installation Wizard page, click Next.

30. On the License Agreement page, read the agreement. If you agree to the terms, click I agree, and then click Next. 

31. On the Product Identification page, type your 25-digit product key, and then click Next.

On the Component Selection page, ensure that Action is set to DomainPrep. If not, click the drop-down arrow, and then click DomainPrep. Click Next (Figure 2.5).

[image: image11.png]osoft Exchange Installation Wizard

Component Selection
Select and moiy componentstofit your custom soluon

Cick n the let coluin o specily the appropiiate action for each compornent

Acton Component Neme EIETRRITTS

DomairPrep v =i I D
¥ = Miciosolt Exchangs Messaging and Colaboration Services
Mictosofl Exchange Connector for Lotus Notes
Mictosofl Exchange Connector for Novel Grougiuise
Mictosoft Exchange Calender Comnector
¥ = Microsolt Exchangs System Management Took
Mictosofl Exchange 5.5 Administiator

Kl |

Instal Path [D-\Frogram Fies\Exchsrvt Change Path.
Diive D. 42ME Requested Disk Information

69164 MB Remaining

Bk Cance





Figure 2.5   The DomainPrep option on the Component Selection page

Important   
If DomainPrep does not appear in the Action list, you may have misspelled the "DomainPrep" command in Step 2. If this is the case, go back to Step 2 and retype the command.

32. On the Completing the Microsoft Exchange Wizard page, click Finish.

Running Exchange 2003 Setup
After planning and preparing your Exchange organization in accordance with the requirements and procedures listed in this chapter, you are ready to run Exchange 2003 Setup. 

To install the first Exchange 2003 server in the forest, you must use an account that has Exchange Full Administrator permissions at the organization level and is a local administrator on the computer. Specifically, you can use the account you designated while running ForestPrep or an account from the group that you designated. For more information about Exchange 2003 permissions, see "Procedures in Chapter 2" earlier in this chapter.

To run Exchange 2003 Setup

33. Log on to the server on which you want to install Exchange. Insert the Exchange Server 2003 CD into your CD-ROM drive.

34. On the Start menu, click Run and then type E:\setup\i386\setup /ForestPrep, where E is your CD-ROM drive.

35. On the Welcome to the Microsoft Exchange Installation Wizard page, click Next.

36. On the License Agreement page, read the agreement. If you agree to the terms, click I agree, and then click Next.

37. On the Product Identification page, type your 25-digit product key, and then click Next.

38. On the Component Selection page, in the Action column, use the drop-down arrows to specify the appropriate action for each component, and then click Next (Figure 2.6).
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Figure 2.6   The Component Selection page

On the Installation Type page, click Create a new Exchange Organization, and then click Next (Figure 2.7).
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Figure 2.7   The Installation Type page

39. On the Organization Name page, in the Organization Name box, type your new Exchange organization name, and then click Next (Figure 2.8).

Note   
The name must contain at least 1 character, but be fewer than 64 characters. You can use the following characters in your new Exchange 2003 organization name:

•   A through Z

•   a through z

•   0 through 9

•   Space

•   Hyphen or dash 
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Figure 2.8   The Organization Name page

40. On the License Agreement page, read the agreement. If you agree to the terms, click I agree that I have read and will be bound by the license agreements for this product, and then click Next.

41. On the Component Selection page, in the Action column, use the drop-down arrows to specify the appropriate action for each component, and then click Next.

On the Installation Summary page, confirm that your Exchange installation choices are correct, and then click Next (Figure 2.9).
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Figure 2.9   The Installation Summary page

42. On the Completing the Microsoft Exchange Wizard page, click Finish.

To verify that your Exchange installation was successful, see Appendix A, "Post-Installation Steps."

Unattended Setup and Installation

Deploying multiple Exchange 2003 servers in a large organization with intensive messaging needs can be a time consuming and resource-intensive effort. Your organization may need several hundred Exchange 2003 servers, and though many of these servers will be configured identically, you may not have the resources to accomplish the deployment in a given time frame. 

To remedy this problem, after you install your first Exchange 2003 server, you can install the subsequent Exchange servers in unattended mode, so that you can automate your server installations. An unattended setup of an Exchange 2003 server proceeds and completes without any prompts or dialog boxes. Furthermore, an unattended setup creates an answer file that stores information about a sample configuration. The file can then be used to set up Exchange 2003 on multiple servers. An answer file contains the deployment parameters and sample configurations so that you can specify what type of installation you want to perform. These configurations are normally set when you perform a manual Exchange 2003 installation on one of your servers. 

You can run unattended setup only on servers that meet the requirements listed in "System-Wide Requirements for Exchange 2003" and "Server-Specific Requirements for Exchange 2003" earlier in this chapter. Do not run an unattended setup if your servers do not meet these requirements.

For more information about unattended setup, see Microsoft Knowledge Base article 312363, "HOW TO: Install Exchange 2000 Server in Unattended Mode in Exchange 2000 Server" (http://support.microsoft.com/?kbid=312363).
When Unattended Setup Can Be Run

You can run unattended setup for the following procedures:

· Installing the second to nth Exchange 2003 server in your organization

· Installing Exchange 2003 System Management Tools

· Running DomainPrep

When Unattended Setup Cannot Be Run

You cannot run unattended setup for the following procedures:

· Installing the first Exchange Server 2003 server in your organization

· Installing Exchange Server 2003 in a Windows cluster

· Installing Exchange Server 2003 in a mixed-mode environment (for example, Exchange 5.5 and Exchange 2003)

· Performing any maintenance tasks (for example, adding or removing programs, re-installing Exchange, or upgrading from Exchange 2000)

Running Unattended Setup

The following procedure shows you how to deploy your new Exchange 2003 servers in unattended setup mode.

Note   
If Autologon is enabled on the server where the unattend answer file is created, the password of the user creating the answer file is stored in plain text in the answer file. Disable Autologon before using the /createunattend switch. For information about how to enable and disable Autologon, see Microsoft Knowledge Base article 234562, "HOW TO: Enable Automatic Logon in Windows 2000 Professional" (http://support.microsoft.com/?kbid=234562).

To create an answer file for running unattended setup

43. On a server that meets the prerequisites for an Exchange Server 2003 installation, insert the Exchange CD into your CD-ROM drive.

44. From a command prompt, type E:\setup\i386\setup /createunattend D:\myanswerfile.ini, where E is your CD-ROM drive, D is your system drive, and myanswerfile.ini represents the answer file you want to use for your subsequent installations.

Important   
The Exchange 2003 Setup.exe command-line parameters are not validated at the command line. Any misspelling of the setup.exe /createunattend switch results in the launch of a manual setup. You cannot verify if you are running a manual setup or a setup in unattended mode until you click Next on the Summary page. At this point, in a manual setup, Exchange 2003 installation begins and cannot be cancelled. Therefore, ensure that command-line switches are spelled correctly before attempting to create and use an answer file for an unattended installation of Exchange 2003.

45. On the Welcome to the Microsoft Exchange Installation Wizard page, click Next.

46. On the License Agreement page, read the agreement. If you agree to the terms, click I agree, and then click Next.

47. On the Product Identification page, type your 25-digit product key, and then click Next.

48. On the Component Selection page, in the Action column, use the drop-down arrows to specify the appropriate action for each component, and then click Next.

Note   
You can create an answer file for installing an Exchange 2003 server, for installing Exchange 2003 System Management Tools only, and for running DomainPrep.

49. On the Installation Summary page, confirm that your Exchange installation choices are correct, and then click Next.

50. On the Completing the Microsoft Exchange Wizard page, click Finish.

To use an answer file to run unattended setup

51. On a server to which you want to install Exchange 2003 in unattended mode, insert the Exchange CD into your CD-ROM drive.

52. From a command prompt, type E:\setup\i386\setup /unattendfile D:\myanswerfile.ini, where E is your CD-ROM drive, D is your system drive, and myanswerfile.ini represents the answer file you created in the preceding section.

Exchange 2003 is then installed on your server automatically without any user interaction. To verify that your Exchange installation is successful, see Appendix A, "Post-Installation Steps."

Switching from Mixed Mode to Native Mode

By default, when you complete your installation of Exchange 2003 into your organization, Exchange 2003 is running in mixed mode. If your Exchange 2003 servers have to coexist with Exchange 5.5 in the future, your organization must run in mixed mode. An Exchange mixed-mode organization uses Site Replication Service to ensure future interoperability and communication between Exchange 2003 servers and Exchange 5.5. 

Running in mixed mode limits the functionality of Exchange 2003. Therefore, it is recommended that you switch from mixed mode to native mode. This section discusses the advantages of a native-mode Exchange organization and provides the steps to switch from mixed mode to native mode.

You are ready to change your Exchange 2003 organization to native mode if:

· Your organization will never require interoperability between your Exchange 2003 servers and Exchange 5.5 servers in the same organization.

Note   
After you switch your Exchange 2003 organization from mixed mode to native mode, you cannot switch the organization back to mixed mode. Make sure that your Exchange 2003 organization will not have to interoperate with Exchange 5.5 in the future before you switch from mixed mode to native mode.

Advantages of Running Exchange in Native Mode

Because many Exchange 2003 features are available only when you run your Exchange 2003 organization in native mode, it is recommended that you switch from mixed mode to native mode. Running Exchange 2003 in native mode has the following advantages:

· You can create query-based distribution groups. A query-based distribution group provides the same functionality as a standard distribution group. However, instead of specifying static user memberships, with a query-based distribution group you can use an LDAP query to build membership in the distribution group dynamically. For more information about query-based distribution groups, see "Managing Recipients and Recipient Policies" in the book Exchange Server 2003 Administration Guide (http://www.microsoft.com/exchange/library).

· Your routing bridgehead server pairs use 8BITMIME data transfers instead of converting to 7-bit. This difference equates to a considerable bandwidth saving over routing group connectors.

· Routing groups can consist of servers from multiple administrative groups.

· You can move Exchange 2003 servers between routing groups. 

· You can move mailboxes between administrative groups.

· Simple Mail Transfer Protocol (SMTP) is the default routing protocol. 

Switching to Native Mode

Use the following procedure to switch your Exchange organization from mixed mode to native mode.

Important   
After you switch your Exchange 2003 organization from mixed mode to native mode, you cannot switch the organization back to mixed mode. Before you perform the following procedure, ensure that your Exchange 2003 organization will not have to interoperate with Exchange 5.5 in the future. 

To switch to native mode

53. Start Exchange System Manager: Click Start, point to All Programs, point to Microsoft Exchange, and then click System Manager.

54. In the console tree, right-click the organization that you want to switch to native mode, and then click Properties.

55. In <Organization Name> Properties, under Change operation mode, click Change Mode.
56. In the warning dialog box, click Yes if you are sure that you want to permanently switch to native mode. Click Apply to accept your new Exchange mode.

To take full advantage of Exchange native mode, you must restart the Microsoft Exchange Information Store service on all of the Exchange servers in your organization. You do not need to restart all of the Microsoft Exchange Information Store services simultaneously, but you must restart the service on each server for the server to take advantage of all Exchange native mode features. Restart the service on your servers after the change to native mode has been replicated to your local Windows domain controller.

To restart the Microsoft Exchange Information Store service

57. On the Start menu, click Run, type services.msc, and then click OK.

58. In the Services (Local) pane, find the Microsoft Exchange Information Store service.

59. Right-click the service and click Restart.

Chapter 3

Upgrading from Exchange 2000 Server

This chapter provides instructions for upgrading your organization from Microsoft® Exchange 2000 Server to Exchange Server 2003. Specifically, this chapter will:

· Provide you with the requirements necessary to upgrade from Exchange 2000.

· Provide you with information about running Exchange Server 2003 Deployment Tools.

· Provide you with information about improvements in Exchange 2003 Setup.

· Show you how to run ForestPrep.

· Show you how to run DomainPrep.

· Show you how to run Exchange Setup to upgrade your organization.

· Provide you with information about removing Exchange 2000 tuning parameters.

Procedures in Chapter 3

After ensuring that your organization meets the necessary prerequisites, the procedures in this chapter guide you through the deployment process. This process includes upgrading your Microsoft Active Directory® directory service forest to the Exchange 2003 schema, and then upgrading your Exchange 2000 servers to Exchange Server 2003.

Table 3.1 lists the specific procedures that are detailed in this chapter, as well as the required permissions.

Table 3.1   Chapter 3 procedures and corresponding permissions

	Procedure
	Required permissions or roles

	Enable Windows® 2000 Server or Windows Server™ 2003 services
	· See Windows 2000 or Windows Server 2003 Help 

	Run ForestPrep on a domain controller (updates the Active Directory schema)
	· Enterprise Administrator

· Schema Administrator

· Domain Administrator

· Local Machine Administrator

	Run DomainPrep
	· Domain Administrator

· Local Machine Administrator

	Remove Mobile Information Server Exchange 2000 Event Source
	· Microsoft Mobility Administrator

· Local Machine Administrator

	Upgrade to Exchange 2003 on an Exchange 2000 server in a domain
	· Exchange Full Administrator role applied at the organization level

· Local Machine Administrator

	Install Exchange 2003 on additional servers in the domain
	· Exchange Full Administrator role applied at the administrative group level

· Local Machine Administrator


For more information about managing and delegating permissions, and user and group authorities, see the book Exchange Server 2003 Administration Guide (http://www.microsoft.com/exchange/library).

Exchange 2003 Security Considerations

Before installing Exchange Server 2003 in your organization, it is important that you are familiar with your organization's security requirements. Familiarizing yourself with these requirements helps ensure that your Exchange 2003 deployment is as secure as possible. For more information about planning Exchange 2003 security, see the book Planning an Exchange Server 2003 Messaging System (http://www.microsoft.com/exchange/library).

Exchange Server Deployment Tools

Exchange Server Deployment Tools are tools and documentation that lead you through the entire upgrade process. To ensure that all of the required tools and services are installed and running properly, it is recommended that you run Exchange 2003 Setup through the Exchange Server Deployment Tools.

Note   
You must download the latest version of the Exchange Server Deployment Tools before you run them. To receive the latest version of the tools, see Exchange Server 2003 Tools and Updates (http://www.microsoft.com/exchange/2003/updates).

To start the Microsoft Exchange Server 2003 Deployment Tools

60. Insert the Exchange Server 2003 CD into your CD-ROM drive.

61. On the Welcome to Exchange Server 2003 Setup page, click Exchange Deployment Tools.

62. If the Welcome to Exchange Server 2003 Setup page does not appear after you insert your CD, double-click Setup.exe, and then click Exchange Deployment Tools to begin.

63. Follow the step-by-step instructions in the Exchange Server Deployment Tools documentation.

After you start the tools and specify that you want to Upgrade from Exchange 2000 Native Mode, you are provided with a checklist detailing the following installation steps:

· Verify that your organization meets the specified requirements.

· Run the DCDiag tool.

· Run the NetDiag tool.

· Run ForestPrep.

· Run DomainPrep.

· Run Exchange Setup.

With the exception of running the DCDiag and NetDiag tools, each of these installation steps is detailed later in this chapter. For more information about the DCDiag and NetDiag tools, refer to the Exchange Server Deployment Tools. It is recommended that you run the DCDiag and NetDiag tools on every server on which you plan to install Exchange 2003.

Using Exchange Server Deployment Tools, you can run specific tools and utilities to verify that your organization is ready to install Exchange 2003. If you do not want to run Exchange Server Deployment Tools, follow the remaining procedures in this chapter to install Exchange 2003.

System-Wide Requirements for Exchange 2003

Before you upgrade to Exchange Server 2003, ensure that your network and servers meet the following system-wide requirements:

· Domain controllers are running Windows 2000 Service Pack 3 (SP3) or Windows Server 2003.

· Global catalog servers are running Windows 2000 SP3 or later, or Windows Server 2003. It is recommended that you have a global catalog server in every domain where you plan to install Exchange 2003.

· Servers are running Windows 2000 Server SP3 or Windows Server 2003 Active Directory.

· You backed up your Exchange 2000 databases.

For more information about Windows Server 2003, Active Directory, and Domain Name System (DNS), see the following resources:

· Windows Server 2003 Help

· Best Practice: Active Directory Design for Exchange 2000
(http://go.microsoft.com/fwlink/?LinkId=17837) 
· Planning an Exchange Server 2003 Messaging System
(http://www.microsoft.com/exchange/library)

Server-Specific Requirements for Exchange 2003

Before you upgrade to Exchange Server 2003, ensure that your Exchange 2003 servers meet the requirements that are described in this section.

Hardware Requirements

The following are the minimum hardware requirements for Exchange 2003 servers:

· Intel Pentium or compatible 133 megahertz (MHz) or faster processor

· 256 megabytes (MB) of RAM recommended minimum, 128 MB supported minimum

· 500 MB of available disk space on the drive on which you install Exchange

· 200 MB of available disk space on the system drive

· CD-ROM drive

· SVGA or higher-resolution monitor

Operating System Requirements

Exchange Server 2003 is supported on the following operating systems:

· Windows 2000 SP3 or later

Note   
Windows 2000 SP3 or later is available for download at http://go.microsoft.com/fwlink/?LinkId=18353. Windows 2000 SP3 or later is also a prerequisite for running the Exchange 2003 Active Directory Connector.

· Windows Server 2003

Exchange 2000 Server Requirements

Before you upgrade your Exchange 2000 servers to Exchange 2003, your servers must be running Exchange 2000 SP3 or later.

Exchange 2000 SP3 is available for download at http://go.microsoft.com/fwlink/?LinkId=17058.

Windows 2000 Components

When upgrading to Exchange 2003, the current state of the Post Office Protocol version 3 (POP3), Internet Message Access Protocol version 4 (IMAP4), and Network News Transfer Protocol (NNTP) services is preserved. Furthermore, if you are upgrading to Exchange 2003 on a server running Windows 2000, Exchange Setup installs and enables the Microsoft .NET Framework and ASP.NET components automatically, which are prerequisites for Exchange 2003.

Important   
Unless it is necessary that you run a particular service, you should disable it. For example, if you do not use POP3, IMAP4, or NNTP, you should disable these services on all of your Exchange 2003 servers after you install Exchange 2003.

For more information about installing these components, see Windows 2000 Help.

Upgrading Front-End and Back-End Servers 

Exchange 2003 supports the deployment of Exchange in a manner that distributes server tasks among front-end and back-end servers. Specifically, a front-end server accepts requests from POP3, IMAP4, and RPC/HTTP clients, and proxies them to the appropriate back-end server for processing.

If your Exchange 2000 organization takes advantage of front-end and back-end architecture, you must upgrade your front-end servers before you upgrade your back-end servers. 

For more information about front-end and back-end architecture, see Chapter 8, "Configuring Exchange Server 2003 for Client Access."

For information about front-end and back-end scenarios, configurations, and installation, see the following books:

· Planning an Exchange Server 2003 Messaging System
(http://www.microsoft.com/exchange/library)

· Using Microsoft Exchange 2000 Front-End Servers
(http://go.microsoft.com/fwlink/?linkid=14575&clcid=0x409). Although this book relates to Exchange 2000, the information applies to Exchange 2003 as well.

Pre-Upgrade Procedures

Before you begin upgrading your Exchange 2000 organization to Exchange 2003, it is important that you prepare your organization for the upgrade process. This section provides recommended and required pre-upgrade procedures.

Upgrading the Operating Systems

If you plan to upgrade your Exchange 2000 servers running Windows 2000 SP3 (or later) to Windows Server 2003, you must first upgrade those servers to Exchange 2003. This upgrade sequence is required because Exchange 2000 is not supported on Windows Server 2003.

Removing Unsupported Components

The following components are not supported in Exchange Server 2003:

· Microsoft Mobile Information Server

· Instant Messaging service

· Exchange Chat Service

· Exchange 2000 Conferencing Server

· Key Management Service

· cc:Mail connector

· MS Mail connector

To successfully upgrade an Exchange 2000 server to Exchange 2003, you must first use Exchange Setup to remove these components. For more information about removing these unsupported components, see Exchange 2000 Help and Mobile Information Server Help.

Note   
If you want to retain these components, do not upgrade the Exchange 2000 servers that are running them. Instead, install Exchange 2003 on other servers in your organization.

Upgrading International Versions of Exchange

When upgrading from Exchange 2000 to Exchange 2003, you must upgrade to the same language version of Exchange 2003. For example, you cannot use Exchange Setup to upgrade a German version of Exchange 2000 to a French version of Exchange 2003.

Important   
You can use Exchange Setup to upgrade an English version of Exchange 2000 to the Chinese Simplified, Chinese Traditional, or Korean versions of Exchange 2003. The Novell GroupWise connector, however, is not supported on any of these language versions. Therefore, if this connector is installed on your English version of Exchange 2000, you must remove it before you can upgrade to Exchange 2003.

Running Exchange 2003 ForestPrep

Even if you previously ran Exchange 2000 ForestPrep, you must still run Exchange 2003 ForestPrep.

Exchange 2003 ForestPrep extends the Active Directory schema to include Exchange-specific classes and attributes. ForestPrep also creates the container object for the Exchange organization in Active Directory. The schema extensions supplied with Exchange 2003 are a superset of those supplied with Exchange 2000. For information about the schema changes between Exchange 2000 and Exchange 2003, see "Appendix: Exchange 2003 Schema Changes" in the book What's New in Exchange Server 2003 (http://www.microsoft.com/exchange/library).

In the domain where the schema master resides, run Exchange 2003 ForestPrep in your Active Directory forest. (By default, the schema master runs on the first Windows domain controller installed in a forest.) Exchange Setup verifies that you are running ForestPrep in the correct domain. If you are not in the correct domain, Setup informs you which domain contains the schema master. For information about how to determine which of your domain controllers is the schema master, see Windows 2000 or Windows Server 2003 Help.

Note   
If you used the schema manager to index Exchange 2000 schema attributes, you must verify and reapply any manual changes you made to the schema after Exchange 2003 ForestPrep updates the schema.

The account you use to run ForestPrep must be a member of the Enterprise Administrator and the Schema Administrator groups. While you are running ForestPrep, you designate an account or group that has Exchange Full Administrator permissions to the organization object. This account or group has the authority to install and manage Exchange 2003 throughout the forest. This account or group also has the authority to delegate additional Exchange Full Administrator permissions after the first server is installed.

Important   
When you delegate Exchange roles to a security group, it is recommend that you use Global or Universal security groups and not Domain Local security groups. Although Domain Local security groups can work, they are limited in scope to their own domain. In many scenarios, Exchange Setup needs to authenticate to other domains during the installation. Exchange Setup may fail in this case because of a lack of permissions to your external domains. The account or group you select does not override your previous account or previous delegations; it adds to them.

Note   
To decrease replication time, it is recommended that you run Exchange 2003 ForestPrep on a domain controller in your root domain.

To run Exchange 2003 ForestPrep

64. Insert the Exchange CD into your CD-ROM drive.

65. On the Start menu, click Run, and then type E:\setup\i386\setup /ForestPrep, where E is your CD-ROM drive.

66. On the Welcome to the Microsoft Exchange Installation Wizard page, click Next.

67. On the License Agreement page, read the agreement. If you accept the terms, click I agree, and then click Next.

68. On the Product Identification page, type your 25-digit product key, and then click Next.

On the Component Selection page, ensure that Action is set to ForestPrep. If not, click the drop-down arrow, and then click ForestPrep. Click Next (Figure 3.1). 
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Figure 3.1   The ForestPrep option on the Component Selection page

Important   
If ForestPrep does not appear under Action, you may have misspelled the "ForestPrep" command in Step 2. If this is the case, go back to Step 2 and retype the command.

On the Microsoft Exchange Server Administrator Account page, in the Account box, type the name of the account or group that is responsible for installing Exchange (Figure 3.2).

Note   
The account that you specify will also have permission to use Exchange Administration Delegation Wizard to create other Exchange administrator accounts. For more information about Exchange Administration Delegation Wizard, see the book Exchange Server 2003 Administration Guide (http://www.microsoft.com/exchange/library).
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Figure 3.2   The Microsoft Exchange Server Administrator Account page

69. Click Next to start ForestPrep. After ForestPrep starts, you cannot cancel the process.

Note   
Depending on your network topology and the speed of your Windows 2000 or Windows 2003 domain controller, ForestPrep may take a considerable amount of time to complete.

70. On the Completing the Microsoft Exchange Wizard page, click Finish.

Running Exchange 2003 DomainPrep

After you run ForestPrep and allow time for replication, you must run Exchange 2003 DomainPrep. DomainPrep creates the groups and permissions necessary for Exchange servers to read and modify user attributes. Even if you previously ran Exchange 2000 DomainPrep, you must run Exchange 2003 DomainPrep. The Exchange 2003 version of DomainPrep performs the following actions in the domain:

· Creates Exchange Domain Servers and Exchange Enterprise Servers groups.
· Nests the global Exchange Domain Servers into the Exchange Enterprise Servers local group.
· Creates the Exchange System Objects container, which is used for mail-enabled public folders.
· Sets permissions for the Exchange Enterprise Servers group at the root of the domain, so that Recipient Update Service has the appropriate access to process recipient objects.
· Modifies the AdminSdHolder template where Windows sets permissions for members of the local Domain Administrator group.

· Adds the local Exchange Domain Servers group to the Pre-Windows 2000 Compatible Access group.

· Performs Setup pre-installation checks.
The account you use to run DomainPrep must be a member of the Domain Administrators group in the local domain and a local machine administrator. You must run DomainPrep in the following domains:

· The root domain.

· All domains that will contain Exchange 2003 servers. 

· All domains that will contain Exchange Server 2003 mailbox-enabled objects (such as users and groups), even if no Exchange servers will be installed in these domains.

· All domains that will contain Exchange 2003 users and groups that you will use to manage your Exchange 2003 organization.

Note   
Running DomainPrep does not require any Exchange permissions. Only Domain Administrator permissions are required in the local domain.

To run DomainPrep

71. Insert the Exchange CD into your CD-ROM drive. You can run DomainPrep on any computer in the domain.

72. From a command prompt, type E:\setup\i386\setup /DomainPrep, where E is your CD-ROM drive.

73. On the Welcome to the Microsoft Exchange Installation Wizard page, click Next.

74. On the License Agreement page, read the agreement. If you agree to the terms, click I agree, and then click Next. 

75. On the Product Identification page, type your 25-digit product key, and then click Next.

76. On the Component Selection page, ensure that Action is set to DomainPrep. If not, click the drop-down arrow, and then click DomainPrep. Click Next (Figure 3.3).
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Figure 3.3   The DomainPrep option on the Component Selection page

Important   
If DomainPrep does not appear in the Action list, you may have misspelled the "DomainPrep" command in Step 2 above. If this is the case, go back to Step 2 and retype the command.

77. On the Completing the Microsoft Exchange Wizard page, click Finish.

Running Exchange 2003 Setup
To upgrade the first Exchange 2000 server in the forest, you must use an account that has Exchange Full Administrator permissions at the organization level and is a local administrator on the computer. Specifically, you can use the account you designated while you were running ForestPrep. For more information about Exchange 2003 permissions, see "Procedures in Chapter 3" earlier in this chapter. 

Before you begin your upgrade, you should back up your Exchange 2000 servers and databases, Active Directory, and ensure that the databases can be mounted on backup servers. For more information about how to back up your Exchange 2000 servers, see the book Disaster Recovery for Microsoft Exchange 2000 Server (http://go.microsoft.com/fwlink/?linkid=1714&clcid=0x409). For more information about how to back up Active Directory, see Best Practice: Active Directory Design for Exchange 2000 (http://go.microsoft.com/fwlink/?LinkId=17837).

Note   
You can mount an Exchange 2000 SP3 database on an Exchange 2003 server. You cannot, however, mount an Exchange 2003 database on an Exchange 2000 SP3 server.

Close all Exchange 2000 Microsoft Management Console (MMC) applications, such as Exchange System Manager and Active Directory Users and Computers. If you are using Terminal Services or Windows Remote Desktop to perform the upgrade, ensure that all Exchange MMC applications are closed on both the console and on other Terminal Services logons. 

To run Exchange 2003 Setup

78. Log on to the server on which you want to install Exchange. Insert the Exchange Server 2003 CD into your CD-ROM drive.

79. On the Microsoft Exchange Server page, click Setup, and then click Exchange Server Setup. 

80. On the Welcome to the Microsoft Exchange Installation Wizard page, click Next.

81. On the License Agreement page, read the agreement. If you agree to the terms, click I agree, and then click Next.

82. On the Product Identification page, type your 25-digit product key, and then click Next.

On the Component Selection page, in the Action column, use the drop-down arrows to specify the appropriate action for each component, and then click Next (Figure 3.4).
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Figure 3.4   The Component Selection page

On the Installation Summary page, confirm that your Exchange installation choices are correct, and then click Next (Figure 3.5).
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Figure 3.5   The Installation Summary page

83. On the Completing the Microsoft Exchange Wizard page, click Finish.

84. After your upgrade, you should back up your Exchange 2000 servers, and databases, and Active Directory again.

To verify that your Exchange installation was successful, see Appendix A, "Post-Installation Steps."

Removing Exchange 2000 Tuning Parameters

Many Exchange 2000 tuning parameters that were recommended in previous Exchange documentation (for example, the parameters listed in the article Microsoft Exchange 2000 Internals: Quick Tuning Guide) are no longer applicable in Exchange 2003. In fact, some of these parameters may cause problems. If you previously tuned your Exchange 2000 servers with the settings listed in this section, you must remove them manually for Exchange 2003.

Use Registry Editor to remove the settings. To start Registry Editor, click Start, click Run, type regedit, and then click OK.

Warning   
Incorrectly editing the registry can cause serious problems that may require you to reinstall your operating system. Problems resulting from editing the registry incorrectly may not be able to be resolved. Before editing the registry, back up any valuable data.

Initial Memory Percentage

Delete the following registry parameter because it no longer works with Exchange 2003:

	Location:
	HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Services\
MSExchangeIS\ParametersSystem

	Parameter:
	Initial Memory Percentage (REG_DWORD)


Log Buffers

If you tuned the msExchESEParamLogBuffers parameter manually to 9000 (an Exchange 2000 SP2 recommendation) or 500 (an Exchange 2000 SP3 recommendation), delete the manual tuning. Exchange 2003 uses a default value of 500. Previously, Exchange 2000 used a default value of 84.

Max Open Tables

If you tuned the msExchESEParamMaxOpenTables parameter manually, you should return the value to its default setting of <Not Set>. Exchange 2003 calculates the correct value for you automatically. 

Extensible Storage System Heaps

The optimum number of heaps is now calculated automatically with Exchange 2003. Therefore, you should delete the following registry parameter:

	Location:
	HKEY_LOCAL_MACHINE\SOFTWARE\
Microsoft\ESE98\Global\OS\Memory

	Parameter:
	MPHeap parallelism (REG_SZ)


Outlook Web Access Content Expiration

For Microsoft Outlook® Web Access, you should not disable content expiry for the \Exchweb virtual directory. The default expiration setting of 1 day should be used in all scenarios.

DSAccess MaxMemoryConfig Key

If you previously tuned the DSAccess performance by adding a MaxMemoryConfig key, you can now remove your manual tuning. Therefore, you should remove the following registry parameter:

	Location:
	HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Services\
MSExchangeDSAccess\Instance0

	Parameter:
	MaxMemoryConfig (REG_DWORD)


DSAccess Memory Cache Tuning

If you previously tuned the user cache in DSAccess, you can now remove your manual tuning. Exchange 2000 had a default user cache of 25 MB, whereas Exchange 2003 defaults to 140 MB. Therefore, you should remove the following registry parameter:

	Location:
	HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Services\
MSExchangeDSAccess\Instance0

	Parameter:
	MaxMemoryUser (REG_DWORD)


Cluster Performance Tuning

If previously implemented, the following registry parameters should be deleted when Exchange 2003 is installed:

	Location
	HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Services\
SMTPSVC\Queuing

	Parameter:
	MaxPercentPoolThreads (REG_DWORD)

	Location:
	HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Services\
SMTPSVC\Queuing

	Parameter:
	AdditionalPoolThreadsPerProc (REG_DWORD)


Chapter 4

Migrating from Exchange Server 5.5 

This chapter provides instructions for migrating your organization from Microsoft® Exchange Server 5.5 to Exchange Server 2003. Furthermore, because it is recommended that you run your new Exchange 2003 organization in native mode, this chapter discusses the advantages of native mode, and provides instructions for switching from mixed mode to native mode.

Specifically, this chapter will:

· Provide you with the information necessary to migrate your Exchange 5.5 mailboxes and public folders to Exchange Server 2003.

· Show you how to use the Microsoft Active Directory® directory service tools.

· Provide you with the requirements necessary to install Exchange 2003.

· Show you how to run ForestPrep.

· Show you how to run DomainPrep.

· Show you how to run Exchange Setup.

· Provide you with information about how to move mailboxes and public folders.
· Provide you with information about how to switch your Exchange 2003 organization from mixed mode to native mode.
Procedures in Chapter 4

After ensuring that your organization meets the necessary prerequisites, the procedures in this chapter guide you through the deployment process. Table 4.1 lists the specific procedures that are detailed in this chapter, as well as the permissions that are required to perform them.

Table 4.1   Chapter 4 procedures and corresponding permissions

	Procedure
	Required permissions or roles

	Enable Microsoft Windows® 2000 Server or Microsoft Windows Server™ 2003 services
	· See Windows 2000 or Windows Server 2003 Help 

	Run ForestPrep on a domain controller (updates the Active Directory schema)
	· Enterprise Administrator

· Schema Administrator

· Domain Administrator

· Local Machine Administrator

	Run DomainPrep
	· Domain Administrator

· Local Machine Administrator

	Install Active Directory Connector (ADC)
	· Enterprise Administrator 

· Schema Administrator

· Domain Administrator

· Local Machine Administrator

	Install Exchange 2003 on the first server in a domain
	· Exchange Full Administrator role applied at the organization level

· Exchange 5.5 Administrator under the organization, site, and configuration nodes (if installing into an Exchange 5.5 site)

· Local Machine Administrator

	Install Exchange 2003 on additional servers in the domain
	· Exchange Full Administrator role applied at the administrative group level

· Exchange 5.5 Site Administrator (if installing into an Exchange 5.5 site)

· Exchange 5.5 Service Account password

· Local Machine Administrator

	Install Exchange 2003 on a server that is running Site Replication Service (SRS)
	· Exchange Full Administrator role applied at the organization level

· Local Machine Administrator

· Exchange 5.5 Service Account password

	Run Active Directory Account Cleanup Wizard
	· Enterprise Administrator


For more information about managing and delegating permissions and user and group authorities, see the book Exchange Server 2003 Administration Guide (http://www.microsoft.com/exchange/library).

Exchange 2003 Security Considerations

Before installing Exchange Server 2003 in your organization, it is important that you are familiar with your organization's security requirements. Familiarizing yourself with these requirements helps ensure that your Exchange 2003 deployment is as secure as possible. For more information about planning Exchange 2003 security, see the book Planning an Exchange Server 2003 Messaging System (http://www.microsoft.com/exchange/library).

Exchange Server Deployment Tools

The Exchange Server Deployment Tools are tools and documentation that help with your migration and validate that your organization is prepared for the Exchange 2003 installation. To ensure that all of the required tools and services are installed and running properly, you are required to run Exchange 2003 Setup through the Exchange Server Deployment Tools.

Note   
You must download the latest version of the Exchange Server Deployment Tools before you run them. To receive the latest version of the tools, see Exchange Server 2003 Tools and Updates (http://www.microsoft.com/exchange/2003/updates).

To start the Microsoft Exchange Server 2003 Deployment Tools

85. Insert the Exchange Server 2003 CD into your CD-ROM drive.

86. On the Welcome to Exchange Server 2003 Setup page, click Exchange Deployment Tools.

87. If the Welcome to Exchange Server 2003 Setup page does not appear after you insert your CD, double-click Setup.exe, and then click Exchange Deployment Tools to begin.

88. Follow the step-by-step instructions in the Exchange Server Deployment Tools documentation.

After you start the tools and specify that you want to follow the process for Coexistence with Exchange 5.5, you are provided with a checklist detailing the installation steps. This checklist is separated into three phases:

Phase 1

· Verify that your organization meets the specified requirements.

· Run the DCDiag tool.

· Run the NetDiag tool.

Phase 2

· Run ForestPrep.

· Run DomainPrep.

· Run Active Directory Connector Setup.

· Run Active Directory Connector tools.

Phase 3

· Run Exchange Setup.

Important   
You should not run Exchange Setup until you have completed running the Exchange Server Deployment Tools. Before you can install your first Exchange 2003 server, Exchange Setup verifies that the tools are completed and your organization is in a healthy state.

With the exception of running the DCDiag and NetDiag tools, each of these installation steps is detailed later in this chapter (it is recommended that you run the DCDiag and NetDiag tools on every server on which you plan to install Exchange 2003). Moreover, the remaining sections in this chapter provide information about the concepts and considerations involved in migrating from Exchange 5.5 to Exchange 2003.

Active Directory and Exchange 5.5 Considerations

Before installing Exchange 2003, you should familiarize yourself with certain Active Directory and Exchange 5.5 directory considerations. Specifically, this section will provide you with information about migrating your Windows user accounts and synchronizing your Exchange 5.5 directory with Active Directory.

Exchange Directory Service and Windows NT User Accounts

In Microsoft Windows NT® Server version 4.0 and Exchange 5.5, when you create a user and assign that user a mailbox, you associate a Windows NT user account with a mailbox object in the Exchange directory. A Windows security identifier (SID) is a unique number that makes this association. Every computer and user account on a network running Windows NT has a SID.

Active Directory User Objects and Directory Synchronization

Unlike earlier versions of Exchange and Windows NT, Active Directory contains a single object that has default user attributes and Exchange-specific attributes. When you populate Active Directory with user objects in an organization that includes an earlier version of Exchange, the user objects in Active Directory do not include Exchange-specific attributes. When you install Exchange 2003, Exchange extends user objects in Active Directory to include Exchange-specific attributes.

Exchange 5.5 has its own directory service, which, by default, cannot communicate with Active Directory and Exchange 2003. Therefore, Exchange 2003 Active Directory Connector (ADC) is used to allow communication and synchronization between the Exchange 5.5 directory and Active Directory.

ADC populates and synchronizes Active Directory with mailbox, custom recipient, distribution list, and public folder information from the Exchange 5.5 directory. Similarly, ADC also populates and synchronizes the Exchange 5.5 directory with user, contact, and group information from Active Directory. For more information about using ADC, see "Active Directory Connector" later in this chapter.

Populating Active Directory

Before synchronization can occur, you must populate Active Directory with user information from your existing directory service. Active Directory is populated when your Windows NT 4.0 user account information and Exchange-specific object information from your Exchange 5.5 directory service reside in Active Directory. 

Your deployment plan may require a combination of the methods described in the following section.

Populating User Information from Windows NT

To populate Active Directory with Windows NT user account information from an existing Windows NT 4.0 deployment, use one or both of the following methods:

· Upgrade existing Windows NT 4.0 user accounts to Active Directory user accounts.

· Use Active Directory Migration Tool to create cloned user accounts that preserve security information. 

Note   
These methods provide a phased approach to populating Active Directory for Exchange Server 2003. Although the following sections discuss these methods briefly, a complete discussion about these methods is outside the scope of this document. How you formulate your deployment strategy depends on your domain structure, deployment timeline, Windows server operating system upgrade plan, and business needs. Be sure to construct a thorough deployment plan before you implement any of the following methods. For conceptual and procedural information about upgrading user accounts, Active Directory Migration Tool, Windows NT 4.0, Windows 2000, and Windows Server 2003, see Windows Help and the Microsoft Windows Web site (http://www.microsoft.com/windows).

Upgrading Existing User Accounts

One method of populating Active Directory is to upgrade the Windows NT primary domain controller in the domain that contains your user accounts to a Windows 2000 or Windows Server 2003 domain controller. When you upgrade a Windows NT user account, you preserve all account information, including the SID.

Using Active Directory Migration Tool

Another method of populating Active Directory is to use Active Directory Migration Tool to clone the accounts in Active Directory. 

A cloned account is an account in a Windows 2000 or Windows Server 2003 domain that has been copied from a Windows NT 4.0 source account to a new (cloned) user object in Active Directory. Although the new user object has a different SID than the source account, the SID of the source account is copied to the new user object's SIDHistory attribute. Populating the SIDHistory attribute with the source account SID allows the new user account to access all network resources available to the source account, providing that trusts exist between resource domains and the cloned account domain.

When you run Active Directory Migration Tool, you specify a source Windows NT account (or domain) and a target container in Active Directory in which Active Directory Migration Tool creates cloned accounts.

Active Directory Connector

After you populate Active Directory with Windows NT 4.0 user and group accounts, the next step in your migration is to connect your Exchange 5.5 directory to Active Directory. Specifically, you must use either Active Directory Migration Tool or the user domain upgrade method to add Exchange 5.5 mailbox attributes to the Active Directory users and groups that you copied to Active Directory. 

Synchronizing Active Directory with the Exchange 5.5 directory during the migration process is necessary because Exchange 2003 uses Active Directory as its directory service. Active Directory Connector (ADC) is a synchronization component that updates object changes between the Exchange 5.5 directory and Active Directory. ADC synchronizes current mailbox and distribution list information from the Exchange 5.5 directory to Active Directory user accounts and groups, thereby eliminating the need for re-entering this data in Active Directory. If ADC finds a recipient object in the Exchange directory that does not have a matching SID in Active Directory, ADC creates a user object in Active Directory and stores the existing SID in the msexchmsteraccountSID attribute of the new object. By default, ADC searches for the Windows NT user account SID before searching for a new object's SID history. However, ADC will not find a matching SID in Active Directory if:

· ADC replicates before correctly upgrading your existing Windows NT 4.0 user accounts. 

If your migrated users have problems logging on to their mailboxes after you use Active Directory Migration Tool and Active Directory Connector, you can use the Exchange 2003 Active Directory Account Cleanup Wizard to merge the duplicate objects for mailbox logon purposes.

To run Active Directory Account Cleanup Wizard

· Click Start, point to All Programs, point to Microsoft Exchange, point to Deployment, and then click Active Directory Account Cleanup Wizard. Follow the instructions in the wizard to merge your duplicate user objects.

Note   
While your Exchange 2003 organization coexists with Exchange 5.5, you must use ADC to maintain directory synchronization.

Installing Active Directory Connector

To install the Exchange 2003 version of ADC, you must have at least one server in each Exchange site running Exchange 5.5 SP3. The account you use to install ADC must be a member of the Enterprise Administrator, Schema Administrator, and Domain Administrator groups. The account must also be a Local Machine Administrator on the local machine.

To install Active Directory Connector

89. Insert the Exchange CD into your CD-ROM drive. You can install ADC on any computer in the Windows domain.

90. On the Start menu, click Run, and then type E:\adc\i386\setup, where E is your CD-ROM drive.

91. On the Welcome to the Active Directory Connector Installation Wizard page, click Next.

92. On the Component Selection page, select the Microsoft Active Directory Connector Service and the Microsoft Active Directory Connector Management components, and then click Next.

93. On the Install Location page, verify the folder location, and then click Next.

94. On the Service Account page, in the Account box, browse to the user or group that the ADC service will run as, and then click Next.

Important   
The service account or group you chose must have Local Administrator and built-in Domain Administrator permissions. The account or group that you designate as the ADC service account will have full control of the Exchange organization. Therefore, you should ensure that it is a secure account or group.

95. On the Microsoft Active Directory Connector Setup page, click Finish.

Using Active Directory Connector Tools

ADC Tools (shown in Figure 4.1) lead you through the process of confirming that your Exchange 5.5 directory and mailboxes are ready for migration. ADC Tools are a collection of wizards and utilities that help you set up and configure your connection agreements. The tools also ensure that replication between your Windows NT 4.0 organization and Windows 2000 or Windows Server 2003 is functioning properly.

ADC Tools are configured to check your organization's configuration and connection agreements and provide a recommendation based on your configuration. It is strongly recommended that you accept the recommendation in Active Directory Connector Tool. 
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Figure 4.1   The Active Directory Connector Services Tools page

To run ADC Tools

96. On your ADC server, click Start, point to All Programs, point to Microsoft Exchange, and then click Active Directory Connector.

97. In the console tree, click ADC Tools.

98. Follow the steps indicated in the ADC Tools details pane.

Specifically, the ADC Tools lead you through the processes of scanning your directory, running Resource Mailbox Wizard, running Connection Agreement Wizard, and verifying synchronization.
Resource Mailbox Wizard

The Resource Mailbox Wizard identifies Active Directory and Windows NT 4.0 accounts that match more than one Exchange 5.5 mailbox. In Windows NT 4.0 and Exchange 5.5, you could have a user account that corresponded to more than one mailbox. Using Active Directory and Exchange 2003, a user account can no longer have more than one mailbox. You can use the Resource Mailbox Wizard to match the appropriate primary mailbox to the Active Directory account and assign other mailboxes with the NTDSNoMatch value, which designates the mailboxes as resource mailboxes. You can either make these changes online using the Resource Mailbox Wizard or export to a comma-separated value (.csv) file that you can update and import into the Exchange 5.5 directory.

Connection Agreement Wizard

The Connection Agreement Wizard recommends public folder connection agreements and recipient connection agreements based on your Exchange 5.5 directory and Active Directory configuration. You can then review the recommended connection agreements, and select those that you want the wizard to create. There are three kinds of connection agreements:

Recipient connection agreements

Recipient connection agreements replicate recipient objects and the data they contain between the Exchange directory and Active Directory. 

Public folder connection agreements

Public folder connection agreements replicate public folder directory objects between the Exchange 5.5 directory and Active Directory. 
Configuration connection agreements

During your initial Exchange 2003 installation, Exchange 2003 Setup creates a configuration connection agreement between Active Directory and your Exchange 5.5 site. Configuration connection agreements replicate Exchange-specific configuration information between the Exchange 5.5 directory and Active Directory. These agreements allow Exchange 2003 to coexist with Exchange 5.5.
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Figure 4.2   The Active Directory Connector Services page

System-Wide Requirements for Exchange 2003

Before you migrate to Exchange Server 2003, ensure that your network and servers meet the following system-wide requirements:

· You have Windows 2000 Server Service Pack 3 (SP3) Active Directory or Windows Server 2003 Active Directory.

· Each Exchange 2003 server has access to a Windows global catalog server that is no more than one Active Directory site away.

· You have Domain Name System (DNS) and Windows Internet Name Service (WINS) configured correctly.

· You have established NetBIOS, RPC, and TCP/IP connectivity between your Exchange 5.5 organization and your Windows domain controllers.

· You backed up your Exchange 5.5 databases, and your servers running Windows 2000 or Windows Server 2003.

· You have at least one server in each Exchange site running Exchange 5.5 SP3 to allow synchronization between the Exchange 5.5 directory and Active Directory.

For more information about Windows 2000 Server, Windows Server 2003, Active Directory, and DNS, see the following resources:

· Windows 2000 Help

· Windows Server 2003 Help

· Best Practice: Active Directory Design for Exchange 2000
(http://go.microsoft.com/fwlink/?LinkId=17837) 
· Planning an Exchange Server 2003 Messaging System
(http://www.microsoft.com/exchange/library)

Running Exchange 2003 ForestPrep

Exchange 2003 ForestPrep extends the Active Directory schema to include Exchange-specific classes and attributes. ForestPrep also creates the container object for the Exchange organization in Active Directory. The schema extensions supplied with Exchange 2003 are a superset of those supplied with Exchange 2000. For information about the schema changes between Exchange 2000 and Exchange 2003, see "Appendix: Exchange 2003 Schema Changes" in the book What's New in Exchange Server 2003 (http://www.microsoft.com/exchange/library).

In the domain where the schema master resides, run ForestPrep once in the Active Directory forest. (By default, the schema master runs on the first Windows domain controller installed in a forest.) Exchange Setup verifies that you are running ForestPrep in the correct domain. If you are not in the correct domain, Setup informs you which domain contains the schema master. For information about how to determine which of your domain controllers is the schema master, see Windows 2000 or Windows Server 2003 Help.

The account you use to run ForestPrep must be a member of the Enterprise Administrator and the Schema Administrator groups. While you are running ForestPrep, you designate an account or group that has Exchange Full Administrator permissions to the organization object. This account or group has the authority to install and manage Exchange 2003 throughout the forest. This account or group also has the authority to delegate additional Exchange Full Administrator permissions after the first server is installed.

Important   
When you delegate Exchange roles to a security group, it is recommend that you use Global or Universal security groups and not Domain Local security groups. Although Domain Local security groups can work, they are limited in scope to their own domain. In many scenarios, Exchange Setup needs to authenticate to other domains during the installation. Exchange Setup may fail in this case because of a lack of permissions to your external domains.

Note   
To decrease replication time, it is recommended that you run Exchange 2003 ForestPrep on a domain controller in your root domain.

You can run Exchange 2003 ForestPrep from either the Exchange Server Deployment Tools or from the Exchange 2003 CD. For information about how to run Exchange ForestPrep from the Exchange Server Deployment Tools, see "Exchange Server Deployment Tools" earlier in this chapter.

To run Exchange 2003 ForestPrep

99. Insert the Exchange CD into your CD-ROM drive.

100. On the Start menu, click Run, and then type E:\setup\i386\setup /ForestPrep, where E is your CD-ROM drive.

101. On the Welcome to the Microsoft Exchange Installation Wizard page, click Next.

102. On the License Agreement page, read the agreement. If you accept the terms, click I agree, and then click Next.

103. On the Product Identification page, type your 25-digit product key, and then click Next.

On the Component Selection page, ensure that Action is set to ForestPrep. If not, click the drop-down arrow, and then click ForestPrep. Click Next (Figure 4.3). 
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Figure 4.3   The ForestPrep option on the Component Selection page

Important   
If ForestPrep does not appear under Action, you may have misspelled the "ForestPrep" command in Step 2. If this is the case, go back to Step 2 and retype the command.

On the Microsoft Exchange Server Administrator Account page, in the Account box, type the name of the account or group that is responsible for installing Exchange (Figure 4.4).

Note   
The account that you specify will also have permission to use Exchange Administration Delegation Wizard to create other Exchange administrator accounts. For more information about Exchange Administration Delegation Wizard, see the book Exchange Server 2003 Administration Guide (http://www.microsoft.com/exchange/library).
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Figure 4.4   The Microsoft Exchange Server Administrator Account page

104. Click Next to start ForestPrep. After ForestPrep starts, you cannot cancel the process.

Note   
Depending on your network topology and the speed of your Windows 2000 or Windows 2003 domain controller, ForestPrep may take a considerable amount of time to complete.

105. On the Completing the Microsoft Exchange Wizard page, click Finish.

Running Exchange 2003 DomainPrep

After you run ForestPrep and allow time for replication, you must run Exchange 2003 DomainPrep. DomainPrep creates the groups and permissions necessary for Exchange servers to read and modify user attributes. The Exchange 2003 version of DomainPrep performs the following actions in the domain:

· Creates Exchange Domain Servers and Exchange Enterprise Servers groups.
· Nests the global Exchange Domain Servers into the Exchange Enterprise Servers local group.
· Creates the Exchange System Objects container, which is used for mail-enabled public folders.
· Sets permissions for the Exchange Enterprise Servers group at the root of the domain, so that Recipient Update Service has the appropriate access to process recipient objects.
· Modifies the AdminSdHolder template where Windows sets permissions for members of the local Domain Administrator group.

· Adds the local Exchange Domain Servers group to the Pre-Windows 2000 Compatible Access group.

· Performs Setup pre-installation checks.
The account you use to run DomainPrep must be a member of the Domain Administrators group in the local domain and a local machine administrator. You must run DomainPrep in the following domains:

· The root domain.

· All domains that will contain Exchange 2003 servers. 

· All domains that will contain Exchange Server 2003 mailbox-enabled objects (such as users and groups), even if no Exchange servers will be installed in these domains.

· All domains that will contain Exchange 2003 users and groups that you will use to manage your Exchange 2003 organization.

Note   
Running DomainPrep does not require any Exchange permissions. Only Domain Administrator permissions are required in the local domain.

You can run Exchange 2003 DomainPrep from either the Exchange Server Deployment Tools or from the Exchange 2003 CD. For information about how to run Exchange DomainPrep from the Exchange Server Deployment Tools, see "Exchange Server Deployment Tools" earlier in this chapter.

To run Exchange 2003 DomainPrep

106. Insert the Exchange CD into your CD-ROM drive. You can run DomainPrep on any computer in the domain.

107. From a command prompt, type E:\setup\i386\setup /DomainPrep, where E is your CD-ROM drive.

108. On the Welcome to the Microsoft Exchange Installation Wizard page, click Next.

109. On the License Agreement page, read the agreement. If you agree to the terms, click I agree, and then click Next. 

110. On the Product Identification page, type your 25-digit product key, and then click Next.

111. On the Component Selection page, ensure that Action is set to DomainPrep. If not, click the drop-down arrow, and then click DomainPrep. Click Next (Figure 4.5).
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Figure 4.5   The DomainPrep option on the Component Selection page

Important   
If DomainPrep does not appear in the Action list, you may have misspelled the "DomainPrep" command in Step 2. If this is the case, go back to Step 2 and retype the command.

112. On the Completing the Microsoft Exchange Wizard page, click Finish.

Server-Specific Requirements for Exchange 2003
Before you install Exchange 2003, ensure that your servers meet the requirements that are described in this section. If your servers do not meet all of the requirements, Exchange Setup will stop the installation. 

Hardware Requirements

The following are the minimum hardware requirements for Exchange 2003 servers:

· Intel Pentium or compatible 133 megahertz (MHz) or faster processor

· 256 megabytes (MB) of RAM recommended minimum, 128 MB supported minimum

· 500 MB of available disk space on the drive on which you install Exchange

· 200 MB of available disk space on the system drive

· CD-ROM drive

· SVGA or higher-resolution monitor

For more information about hardware requirements, for front-end and back-end servers, see the book Using Microsoft Exchange 2000 Front-End Servers (http://go.microsoft.com/fwlink/?linkid=14575&clcid=0x409).

File Format Requirements

To install Exchange 2003, disk partitions must be formatted for NTFS file system and not for file allocation table (FAT). This requirement applies to the following partitions:

· System partition

· Partition that stores Exchange binaries

· Partitions containing transaction log files

· Partitions containing database files

· Partitions containing other Exchange files

Operating System Requirements

Exchange Server 2003 is supported on the following operating systems:

· Windows 2000 SP3 or later

Note   
Windows 2000 SP3 or later is available for download at http://go.microsoft.com/fwlink/?LinkId=18353. Windows 2000 SP3 or later is also a prerequisite for running Exchange 2003 ADC.

· Windows Server 2003

Installing and Enabling Windows 2000 or Windows Server 2003 Services

Exchange 2003 Setup requires that the following components and services be installed and enabled on the server: 

· .NET Framework 

· ASP.NET

· Internet Information Services (IIS) 

· World Wide Web Publishing Service

· Simple Mail Transfer Protocol (SMTP) service

· Network News Transfer Protocol (NNTP) service

If you are installing Exchange 2003 on a server running Windows 2000, Exchange Setup installs and enables the Microsoft .NET Framework and ASP.NET automatically. You must install the World Wide Web Publishing Service, SMTP service, and NNTP service before running Exchange Server 2003 Installation Wizard.

Important   
When you install Exchange on a new server, only the required services are enabled. For example, Post Office Protocol version 3 (POP3), Internet Message Access Protocol version 4 (IMAP4), and NNTP services are disabled by default on all of your Exchange 2003 servers. You should enable only services that are essential for performing Exchange 2003 tasks.

To install services in Windows 2000

113. Click Start, point to Settings, and then click Control Panel.

114. Double-click Add/Remove Programs.

115. Click Add/Remove Windows Components.

116. Click Internet Information Services (IIS), and then click Details.

117. Select the NNTP Service, SMTP Service, and World Wide Web Service check boxes.

118. Click OK.

119. Click Next, and when the Windows Components Wizard completes, click Finish.

Note   
Ensure that the Internet Information Services (IIS) check box is selected.

To install services in Windows Server 2003

120. Click Start, point to Control Panel, and then click Add or Remove Programs.

121. In Add or Remove Programs, click Add/Remove Windows Components.
122. In Windows Component Wizard, on the Windows Components page, highlight Application Server, and then click Details.

123. In Application Server, select the ASP.NET check box (Figure 4.6).
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Figure 4.6   The Application Server dialog box

124. Highlight Internet Information Services (IIS), and then click Details.

In Internet Information Services (IIS), select the NNTP Service, SMTP Service, and World Wide Web Service check boxes, and then click OK (Figure 4.7).
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Figure 4.7   The Internet Information Services (IIS) dialog box

125. In Application Server, ensure that the Internet Information Services (IIS) check box is selected, and then click OK to install the components.

Note   
Do not select the E-mail Services check box.

126. Click Next, and when the Windows Components Wizard completes, click Finish.

127. Perform the following steps to enable ASP.NET:

d. Click Start, point to Administrative Tools, and then click Internet Information Services (IIS) Manager.

e. In the console tree, expand the local computer, and then click Web Service Extensions.

f. In the details pane, click ASP.NET, and then click Allow.

Running Exchange 2003 Setup
After planning and preparing your Exchange organization in accordance with the requirements and procedures listed in this chapter, you are ready to run Exchange 2003 Setup. When running Setup, it is recommended that you join your existing Exchange 5.5 organization. By joining your Exchange 5.5 organization, you can move your mailboxes and public folders more easily.

To run Exchange 2003 Setup

128. Log on to the server on which you want to install Exchange. Insert the Exchange Server 2003 CD into your CD-ROM drive.

129. On the Start menu, click Run and type E:\setup\i386\setup.exe, where E is your CD-ROM drive.

130. On the Welcome to the Microsoft Exchange Installation Wizard page, click Next.

131. On the License Agreement page, read the agreement. If you agree to the terms, click I agree, and then click Next.

132. On the Product Identification page, type your 25-digit product key, and then click Next.

133. On the Component Selection page, in the Action column, use the drop-down arrows to specify the appropriate action for each component, and then click Next (Figure 4.8).
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Figure 4.8   The Component Selection page

Note   
It is recommended that you install the Microsoft Exchange 5.5 Administrator program on your Exchange 2003 server. Click and select Install on the Component Selection page.

On the Installation Type page, click Join or upgrade an existing 5.5 Exchange Organization, and then click Next (Figure 4.9).

[image: image29.png]Microsoft Exchange Installation Wizard

Installation Type
Select an installation ype.

The installaton ype determines whether the Instaliaion Wizard adds the server o an esising Exchange
5.5 Oigarizalion o creates a new Exchange Diganizaton

€ Create a new Exchange Diganization

& {iy o Upgrade an evsing Exchang 5.5 Oiganizatir

<ok Carcel





Figure 4.9   The Installation Type page

Important   
If you select Create a new Exchange Organization, you must use the Exchange 2003 Migration Wizard to move your mailboxes from your old Exchange 5.5 organization to your newly created Exchange 2003 organization. For information about using the Exchange 2003 Migration Wizard, see Chapter 5 "Inter-Organizational Migration".

134. On the Select a Server in an Exchange 5.5 Organization page, in the Exchange Server 5.5 Name box, type the name of an Exchange 5.5 SP3 server in the site you want to join, and then click Next.

Note   
Before setup starts, Exchange Setup performs specific checks on your organization, including service pack versions, Windows 2000 version checks, and interoperability with Exchange 5.5. Therefore, all Exchange 5.5 servers in your administrative groups must be up and running before you start Exchange Setup. Exchange Setup also contacts the Exchange 5.5 server and performs checks against Active Directory. If Exchange Setup detects that you have not completed running the ADC Tools, Setup will stop. If you have not completed the ADC Tools, see "Using Active Directory Connector Tools" earlier in this chapter.

135. On the License Agreement page, read the agreement. If you agree to the terms, click I agree that I have read and will be bound by the license agreements for this product, and then click Next.

136. On the Service Account page, type the password for your Exchange 5.5 service account.

137. On the Installation Summary page, confirm that your Exchange installation choices are correct, and then click Next (Figure 4.10).
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Figure 4.10   The Installation Summary page

138. On the Completing the Microsoft Exchange Wizard page, click Finish.

To verify that your Exchange installation was successful, see Appendix A, "Post-Installation Steps."
Moving Exchange 5.5 Mailbox and Public Folder Contents

After you have populated Active Directory with Windows NT 4.0 objects, connected the Exchange 5.5 directory to Active Directory, and installed your first Exchange 2003 server into the Exchange 5.5 site, your next migration task is to move your Exchange 5.5 mailbox and public folder contents into the Exchange 2003 organization.

This section provides information about using Exchange Task Wizard to move your mailbox contents and using Microsoft Exchange Public Folder Migration Tool (pfMigrate) to move your public folder contents.

Using Exchange Move Mailbox in Task Wizard

Exchange Task Wizard provides an improved method for moving mailboxes. You can now select as many mailboxes as you want, and then using the task scheduler, schedule a move to occur at a specified time. You can also use the task scheduler to cancel any unfinished moves at a specified time. For example, you can schedule a large move to start at midnight on Friday and terminate automatically at 6:00 A.M. on Monday, thereby ensuring that your server's resources are not being used during regular business hours. Using the wizard's improved multithreaded capabilities, you can move as many as four mailboxes simultaneously.

To run Exchange 2003 Task Wizard

139. On your Exchange 2003 computer, click Start, point to All Programs, point to Microsoft Exchange, and then click System Manager.

140. In the console tree, expand Servers, expand the server from which you want to move mailboxes, expand the Storage Group from which you want to move mailboxes, expand the Mailbox Store you want, and then click Mailboxes. 

141. In the details pane, right-click the user or users you want, and then click Exchange Tasks.

142. In Exchange Task Wizard, on the Available Tasks page, click Move Mailbox, and then click Next.

143. On the Move Mailbox page, to specify the new destination for the mailbox, in the Server list, select a server, and then in the Mailbox Store list, select a mailbox store. Click Next.

144. Under If corrupted messages are found, click the option you want, and then click Next.

Note   
If you click Skip corrupted items and create a failure report, these items are lost permanently when the mailbox is moved. To avoid data loss, back up the source database before moving mailboxes.

145. On the Task Schedule page, in the Begin processing tasks at list, select the date and time for the move. If you want to cancel any unfinished moves at a specified time, in the Cancel tasks that are still running after list, select the date and time. Click Next to start the process.

146. On the Completing the Exchange Task Wizard page, verify that the information is correct, and then click Finish.

Using Microsoft Exchange Public Folder Migration Tool

The Microsoft Exchange Public Folder Migration Tool (pfMigrate) is a new tool that enables you to migrate both system folders and public folders to the new server. You can use pfMigrate to create system folder and public folder replicas on the new server and, after the folders have replicated, remove replicas from the source server. Unlike Exchange 5.5, you do not need to set a home server for a public folder in Exchange Server 2003. Any replica acts as the primary replica of the data it contains, and any public folder server can be removed from the replica list.

To determine how many system folders or public folders need to be replicated, use pfMigrate to generate a report before you actually run the tool. To determine whether the folders replicated successfully, you can generate the same report after you run the tool. 

The pfMigrate tool is run from the Exchange Server Deployment Tools. For information about how to start Exchange Server Deployment Tools, see "Exchange Server Deployment Tools" earlier in this chapter.

To run pfMigrate

147. In Exchange Server Deployment Tools, on the Welcome to the Exchange Server Deployment Tools page, click Deploy the first Exchange 2003 server.

148. On the Deploy the First Exchange 2003 Server page, in the Follow this process column, click Coexistence with Exchange 5.5.

149. On the Coexistence with Exchange 5.5 page, click Phase 3.

150. On the Phase 3. Installing Exchange Server 2003 on the Initial Server page, click Next.

151. On the Install Exchange 2003 on Additional Servers page, click Next.

152. On the Post-Installation Steps page, under Moving System Folders and Public Folders, click move system folders and public folders, and then follow the steps listed to complete your public folder migration.

Note   
After you run pfMigrate, only the hierarchy of the system folders and public folders is migrated immediately. You must wait for replication for the contents of the system folders and public folders to be migrated. Depending on the size and number of system and public folders, as well as your network speed, replication could take a considerable amount of time.

Switching from Mixed Mode to Native Mode

Because Exchange 2003 is structured to take advantage of Active Directory functionality, there are some limitations when Exchange 2003 coexists in the same organization with Exchange 5.5. When Exchange 2003 servers coexist with Exchange 5.5, your organization must run in mixed mode. 

Running in mixed mode limits the functionality of Exchange 2003. Therefore, after migrating from Exchange 5.5 to Exchange 2003, it is recommended that you switch from mixed mode to native mode. This section discusses the advantages of a native-mode Exchange organization and provides the steps to switch from mixed mode to native mode.

You are ready to change your Exchange 2003 organization to native mode if:

· Your organization will never require interoperability between your Exchange 2003 servers and Exchange 5.5 servers in the same organization.

· Your Exchange 5.5 servers exist in an organization that is separate from your Exchange 2003 servers.

Note   
After you switch your Exchange 2003 organization from mixed mode to native mode, you cannot switch the organization back to mixed mode. Make sure that your Exchange 2003 organization will not have to interoperate with Exchange 5.5 in the future before you switch from mixed mode to native mode.

First, you should determine in which mode your Exchange organization is currently running.

To determine the operating mode of your Exchange organization

153. In Exchange System Manager, right-click the Exchange organization for which you want to determine the operating mode, and then click Properties.

154. On the General tab, under Operation mode, the operating mode of your organization is displayed.

Exchange 2003 Considerations for Mixed and Native Mode 

As mentioned earlier, after you migrate from Exchange 5.5 to Exchange 2003, by default, your organization runs in mixed mode. Running Exchange 2003 in mixed mode has the following disadvantages:

· Exchange 5.5 sites are mapped directly to administrative groups.

· Administrative groups are mapped directly to Exchange 5.5 sites.

· Routing group membership consists only of servers that are installed in the administrative groups.

· You cannot move Exchange 2003 servers between routing groups.

Because many Exchange 2003 features are available only when you run your Exchange 2003 organization in native mode, it is recommended that you switch from mixed mode to native mode. Running Exchange 2003 in native mode has the following advantages:

· You can create query-based distribution groups. A query-based distribution group provides the same functionality as a standard distribution group. However, instead of specifying static user memberships, with a query-based distribution group you can use an LDAP query to build membership in the distribution group dynamically. For more information about query-based distribution groups, see "Managing Recipients and Recipient Policies" in the book Exchange Server 2003 Administration Guide (http://www.microsoft.com/exchange/library).

· Your routing bridgehead server pairs use 8BITMIME data transfers instead of converting down to 7-bit. This equates to a considerable bandwidth saving over routing group connectors.

· The Exchange store in Exchange 2003 ignores and removes zombie access control entries (ACEs) from the previous Exchange 5.5 servers in your organization automatically. These zombie access control entries are security identifiers from previous Exchange 5.5 servers that have been removed from your organization.

· Routing groups can consist of servers from multiple administrative groups.

· You can move Exchange 2003 servers between routing groups. 

· You can move mailboxes between administrative groups.

· Simple Mail Transfer Protocol (SMTP) is the default routing protocol.

Removing the Last Exchange 5.5 Server

Before you can switch from mixed mode to native mode, you must remove all Exchange 5.5 servers in your site. This section guides you through the process of removing the last Exchange 5.5 server from you organization. For more information about removing your Exchange 5.5 servers, refer to the Exchange 5.5 SP3 documentation.

Note   
Ensure that the account to which you are logged on has Exchange Full Administrator permissions, as well as Exchange 5.5 service account Administrator permissions to the site.

To remove the last Exchange 5.5 server

155. In Exchange System Manager, in the console tree, expand Administrative Groups, expand the administrative group you want, expand Folders, and then click Public Folders.

156. Right-click Public Folders, and then click View System Folders.

157. Under System Folders, click to expand Offline Address Book. The offline address book should be in the following format: EX:/O=ORG/OU=Site.

158. Right-click the offline address book, click Properties, and then click the Replication tab. Verify that Replicate content to these Public Stores has an Exchange 2003 computer listed. If a replica does not exist on an Exchange 2003 computer, click the Add button to add a replica to an Exchange 2003 computer.

159. Repeat Steps 3 and 4 for Schedule+ Free Busy Folder and Organization Forms.

Note   
If Exchange 5.5 public folders are present on the computer running Exchange 5.5, you can use the pfMigrate tool that is available with the Exchange Deployment Tools to move your public folders to an Exchange 2003 server. For more information, see "Exchange Server Deployment Tools" and "Using Microsoft Exchange Public Folder Migration Tool" earlier in this chapter.

160. Move any connectors (for example site connectors or directory replication connectors) on this computer to an SRS server in your site.

161. Wait for public folder, Schedule+ Free Busy, and Organization Forms information to replicate before you begin the next steps.

162. From an Exchange 2003 or Exchange Server 5.5 computer, start the Exchange Server 5.5 Administrator program. When you receive the prompt for a server to connect to, type the name of the Exchange 2003 SRS server for that administrative group.

Note   
You cannot delete an Exchange 5.5 computer if you are connected to it with the Exchange Administrator program. Make sure you are not connected to any Exchange 5.5 servers that you want to remove.

Under Configuration, click to expand the Servers node. Click the Exchange Server 5.5 computer that you want to remove from the administrative group, and then press Delete.

163. From the Active Directory Connector Tool MMC snap-in, right-click the Config_CA_SRS_Server_Name object, and then click Replicate Now. The Exchange Administrator program also removes the Exchange Server 5.5 computer from the SRS database. The Config_CA object "reads" this delete, and then replicates it to Active Directory.


Removing Site Replication Service

Site Replication Service (SRS) is a component that exchanges configuration information between Active Directory and the directory in Exchange 5.5. In Exchange 5.5, SRS is necessary because Exchange 5.5 configuration information can only be exchanged between Exchange 5.5 servers and Exchange 5.5 directories—not with Active Directory. SRS mimics an Exchange 5.5 directory so that other Exchange 5.5 servers can replicate information to it. Using the configuration connection agreement created by Exchange Setup, Active Directory Connector replicates the configuration information in SRS into Active Directory. 

SRS runs only in a mixed-mode Exchange administrative group. SRS also performs additional functions, such as detecting and reacting to directory replication topology changes. You cannot switch from mixed mode to native mode until you have removed all instances of SRS.

SRS is enabled automatically in two situations:

· On the first Exchange 2003 server you install in an Exchange 5.5 organization.

· When you upgrade to Exchange 2000 from an Exchange 5.5 server that is the directory replication bridgehead server for an organization.

To remove Exchange SRS

164. From the Active Directory Connector Tool MMC snap-in, navigate to your recipient connection agreements. To remove any recipient connection agreements that exist in your Exchange organization, right-click the connection agreement, and then click Delete.

165. Either from another Exchange 5.5 server, or directly from the Exchange 2003 server that is running SRS, open the Exchange 5.5 Administrator program. This is typically the first Exchange 2003 server installed in an Exchange 5.5 site. Click File, click Connect to Server, and then type the name of the Exchange 2003 server running SRS.

166. In the Exchange 5.5 Administrator program, expand the local site name (displayed in bold), expand Configuration, click Directory Replication Connectors, and then delete any directory replication connectors that exist.

Important   
Do not delete the ADNAutoDRC connector listed under Directory Replication Connectors.

167. Allow time for the changes that you made in Exchange Administrator to replicate to the configuration connection agreements (Config CAs) to Active Directory.

168. In Exchange System Manager, ensure that no Exchange 5.5 computers are displayed in any administrative groups.

169. In Exchange System Manager, expand Tools, and click Site Replication Services. From the details pane right-click each SRS, and then click Delete. When you do so, the SRS and corresponding Config CA for that SRS are deleted.

170. After all instances of SRS are deleted, remove the Active Directory Connector (ADC) service.

After you complete these steps, you can convert the Exchange organization to native mode.

Switching to Native Mode

Use the following procedure to switch your Exchange organization from mixed mode to native mode.

Important   
After you switch your Exchange 2003 organization from mixed mode to native mode, you cannot switch the organization back to mixed mode. Before you perform the following procedure, ensure that your Exchange 2003 organization will not have to interoperate with Exchange 5.5 in the future. 

To switch to native mode

171. Start Exchange System Manager: Click Start, point to All Programs, point to Microsoft Exchange, and then click System Manager.

172. In the console tree, right-click the organization that you want to switch to native mode, and then click Properties.

173. In <Organization Name> Properties, under Change operation mode, click Change Mode.
174. In the warning dialog box, click Yes if you are sure that you want to permanently switch to native mode. Click Apply to accept your new Exchange mode.

To take full advantage of Exchange native mode, you must restart the Microsoft Exchange Information Store service on all of the Exchange servers in your organization. You do not need to restart all of the Microsoft Exchange Information Store services simultaneously, but you must restart the service on each server for the server to take advantage of all Exchange native mode features. Restart the service on your servers after the change to native mode has been replicated to your local Windows domain controller. To determine whether the changes have been replicated to your local domain controller, refer to the procedure "To determine the operating mode of your Exchange organization" in the section "Switching from Mixed Mode to Native Mode" earlier in this chapter.

To restart the Microsoft Exchange Information Store service

175. On the Start menu, click Run, type services.msc, and then click OK.

176. In the Services (Local) pane, find the Microsoft Exchange Information Store service.

177. Right-click the service and click Restart.

Note   
In the <Organization Name> Properties dialog box, the Change Mode button is unavailable if any Exchange 5.5 servers are present or SRS exists in the organization.

Chapter 5

Inter-Organizational Migration

When you run the Microsoft Exchange Installation Wizard, if you choose to create a new Microsoft® Exchange Server 2003 organization instead of joining your existing Exchange 5.5 organization, you must use the Exchange Server Migration Wizard to move your mailboxes from Exchange 5.5 to Exchange 2003. This section provides instructions for migrating your Exchange directory and mailbox data to Exchange 2003.

Specifically, this chapter will:

· Provide you with the information necessary to migrate your mailbox content and Exchange 5.5 directory information between two Exchange organizations using Migration Wizard.

· Show you how to configure Active Directory Connector to work with separate Exchange organizations.

· Show you how to run Migration Wizard in clone mode to preserve your users' offline folder store (.ost) Files during migration.

· Point you to the Inter-Organization Replication Tool, which helps you to move your public folder and free and busy information between separate Exchange organizations.

Procedures in Chapter 5

Table 5.1 lists the specific procedures that are detailed in this chapter, as well as the required permissions you need to perform them.

Table 5.1   Chapter 5 procedures and corresponding permissions

	Procedure
	Required permissions or roles

	Install Active Directory Connector (ADC)
	· Enterprise Administrator 

· Schema Administrator

· Domain Administrator

· Local Machine Administrator

	Run Exchange 2003 Migration Wizard
	· Exchange Full Administrator role applied at the organization level

· Exchange Full Administrator role applied at the source domain

· Exchange Full Administrator and Domain Administrator roles applied at the target domain

· Local Machine Administrator


Exchange 5.5 Migration Overview

Migration is the process of moving your existing Exchange 5.5 messaging system to Exchange 2003. Migration involves using the Migration Wizard to export a copy of your existing mailboxes, messages, and other data, and then import that information into Exchange 2003.

Data That Can Be Migrated from Exchange 5.5

Migration Wizard is a tool that is used to migrate mailbox data and simple directory service information. You can use Migration Wizard to migrate the Exchange 5.5 data shown in Table 5.2. Data that cannot be migrated is shown in Table 5.3.

Table 5.2   Data that can be migrated from Exchange 5.5

	Item
	Notes

	Directory information
	Migration Wizard migrates a subset of the attributes from the Exchange 5.5 directory to the Active Directory® user object that was created for the migrated mailbox.

	Mailbox content
	Migration Wizard migrates the messages and information in the Calendar, Contacts, Deleted Items, Drafts, Inbox, Journal, Notes, Sent Items, and Tasks folders. The folder structure of the Exchange 5.5 mailbox is mirrored in the Exchange 2003 mailbox.


Data That Cannot Be Migrated from Exchange 5.5

Table 5.3   Data that cannot be migrated from Exchange 5.5

	Item
	Notes

	Inbox rules
	Inbox rules must be re-created after migration.

	Public folders
	Migration Wizard does not migrate either public folder content or the public folder hierarchy. This includes messages and other items, such as forms, stored in public folders.

	Public folder permissions
	Migration Wizard does not maintain public folder properties or permissions for migrated mailboxes. After migration, migrated mailboxes must have their public folder permissions updated in the destination site by the administrator.

	Out-of-office messages
	If a user selects the I am currently Out of the Office option (using the Out of Office Assistant) and migration occurs while this option is selected, the option will be reset. After migration, the I am currently Out of the Office option must be reset.

	Offline folder files
	Migration Wizard does not update the offline folder files for each migrated mailbox. Because the offline folder files might be outdated, mailbox users who have offline folders must delete them after migration.

	Offline address books
	Migration Wizard does not maintain offline address books during migration. Default settings are added to any customized settings. After migration, you must regenerate offline address books and users must download them after regeneration.

	Profile
	Migration Wizard does not update the profile of each migrated mailbox. Mailbox users must create new profiles.

	Personal Address Book
	Migration Wizard does not update entries in the Personal Address Book stored on a client computer. When you migrate an Exchange 5.5 mailbox, Personal Address Book entries for the mailbox user no longer contain valid addresses.

	Signature validation
	Migration Wizard does not maintain signature validation. Users with advanced security might not be able to validate the signatures on messages that were sent before migration.

	Encrypted messages
	Existing encryption keys will not be available after migration. To avoid the risk of losing access to messages if their keys are lost, users should decrypt encrypted messages before migration.


Attributes Migrated from Exchange 5.5 

Migration Wizard migrates a subset of attributes from the Exchange 5.5 directory to the Active Directory user object for the migrated mailbox. Table 5.4 lists these attributes.

Table 5.4   Attributes that are migrated from Exchange 5.5 to the Active Directory user object
	Exchange 5.5 attributes
	Attribute names in Active Directory

	Display-Name
	displayName (also used as cn value)

	Given-Name
	givenName

	Surname
	sn

	Proxy-Addresses
	proxyAddresses

	Mail-nickname
	mailNickname

	Extension-Attribute-1-15
(also known as CustomAttribute 1 – 15)
	ExtensionAttribute1 - 15

	Initials
	initials

	Comment
	info

	Assistant-Name
	secretary

	Telephone-Mobile
	mobile

	Locality-Name
	l

	Company
	company

	Text-Country
	co

	Title
	title

	Physical-Delivery-Office-Name
	physicalDeliveryOfficeName

	Telephone-Fax
	facsimileTelephoneNumber

	Telephone-Office1
	telephoneNumber

	Telephone-Home
	homePhone

	State-Or-Province-Name
	st

	Address
	streetAddress

	Postal-Code
	postalCode

	Telephone-Assistant
	telephoneAssistant

	Telephone-Office2
	otherTelephone

	Telephone-Home2
	otherHomePhone

	Telephone-Pager
	pager

	Department
	department


To check the common names of Exchange 5.5 attributes, use the Exchange 5.5 Administrator tool in raw mode.

To check Exchange attribute common names

178. At the command prompt of the server running Exchange 5.5, type drive:\exchsvr\bin\admin.exe –r (where drive is the location of your Exchange 5.5 exchsvr directory). 
This command starts the Exchange 5.5 Administrator tool in raw mode.

179. Open the Recipients container.

180. Click a user object, and then, on the File menu, click Raw property.

181. Click Attribute Type, and then click All. Click an item in the Object Attributes list to view its common name.

Understanding Exchange Migration

When Migration Wizard is migrating Exchange mailboxes, it copies directory and mailbox information from the source Exchange 5.5 server and directory service to the target Exchange 2003 server and Active Directory forest. The steps Migration Wizard performs to accomplish these tasks are based on searches for user objects and contacts in Active Directory.

Searching for User Objects in Active Directory

Migration Wizard searches the target Active Directory for user objects that match the mailboxes selected for migration. For each security identifier (SID) not found in Active Directory, Migration Wizard creates a disabled user object that corresponds to the account that you are migrating. Most matches are based on Microsoft Windows® SIDs. In addition, Exchange 5.5 uses the SID to associate mailboxes with Windows user accounts.

If Migration Wizard finds a user object in Active Directory that matches the mailbox to be migrated, Migration Wizard:

· Connects to the source directory.

· Copies attributes from the source user object.

· Merges directory information from the source user object with the user object in the target Active Directory forest.

· Creates a mailbox on the target Exchange 2003 server.

· Connects to the source Exchange 5.5 server.

· Copies mailbox content from the source mailbox to the new mailbox on the target Exchange 2003 server.

If you migrate mailboxes to a new Active Directory forest but you keep the user objects in the current domain or forest, Migration Wizard will not find the appropriate SIDs in the target Active Directory. In this case, Migration Wizard:

· Creates a mailbox on the target Exchange 2003 server.

· Connects to the source Exchange 2003 server.

· Copies mailbox content from the existing mailbox to the new mailbox on the target Exchange 2003 server.

· Gives the source user object rights to access the target Exchange 2003 mailbox.

Important   
A trust relationship must exist between the source and target domains to allow the source user object to access its new Exchange 2003 mailbox. For more information about creating a trust relationship between separate domains, see Windows 2000 or Windows 2003 Help.

Note   
The Windows Account Creation and Association page in Migration Wizard lists the mail accounts that you selected for migration. If an existing user object is located in Active Directory, the existing user object's distinguished name is shown in the Existing Windows Account column. If a disabled user object is created for the mailbox account, the disabled user object's distinguished name is shown in the New Windows Account column.

Searching for Contacts in Active Directory

After Migration Wizard searches for user objects, it searches Active Directory for contacts that match the mailboxes that are selected for migration. When a match is found, Migration Wizard:

· Reads directory information from the contact.

· Merges the information from the contact's attributes with the attributes for the new user object.

· Deletes the contact object. 

The directory information from the contact object is merged with the user object's attributes based on the following rules:

· The target Active Directory is the most recent directory service.

· An attribute will not be overwritten if the target value already exists.

· Source multivalued attributes are preserved.

· An attribute will not migrate if it is not part of the target schema. 

If Migration Wizard does not find any contacts, it considers the search process to be complete (no new objects are created).

Pre-Migration Tasks

Before you migrate mailboxes from Exchange 5.5 to Exchange 2003, you must perform initial migration tasks. In addition, the mailbox owners must complete specific initial migration tasks. To prepare to migrate from Exchange 5.5, you need to:

· Reduce the amount of Exchange 5.5 data to be migrated as much as possible.

· Use Active Directory Connector to establish coexistence (if necessary) between Exchange 5.5 and Exchange 2003 while you are migrating Exchange 5.5 data. If you require full replication between the Exchange 5.5 directory and Active Directory, establish an inter-organizational connection agreement.

· Identify resource mailboxes.

· Ensure that the owners of the Exchange 5.5 mailboxes that will be migrated perform the initial user tasks.

Important   
When you upgrade an Exchange 5.5 server with an Internet Mail Connector that is configured to forward mail through a smart host, you should be aware if the smart host resides in an Exchange 2000 administrative group that consists of multiple routing groups. In such a scenario, Active Directory Connector will designate the first routing group that it finds as the connected routing group for the upgraded SMTP connector (displayed on the connector's Connected Routing Groups tab). Even if the smart host is identified correctly by the SMTP connector, unless the correct routing group is chosen, all messages routed through the SMTP connector will result in non-delivery reports (NDRs) for those messages. To prevent NDRs, after migration, configure the SMTP connector manually with the correct connected routing group.

Reducing Data to Be Migrated

Before you run Migration Wizard, it is recommended that you reduce the amount of Exchange 5.5 directory information and mail data as much as possible to ease the migration process. You can reduce the amount of data both before migration begins and during the migration process. Two ways to reduce data before you begin the migration are:

· Delete outdated files from your Exchange mail system.

· Instruct users to delete old mail and calendar data.

During the migration process, you can use Migration Wizard to reduce the amount of data that you migrate. On the Account Migration page, ensure that only the user accounts that you want to migrate are selected. On the Migration Information page, use the following options to specify what data should or should not be migrated:

· To migrate messages that are dated within a specific time period, select Migrate Mail messages within a date range. Then specify a date range by typing a starting date in the Date Range box and an ending date in the To box.

· To avoid migrating mail messages with specific subjects, such as a list of words or letters, select Do not migrate mail messages with specific subjects. In Subject List File, click Browse to locate the file that contains the subjects that you want to filter.

Note   
The files in Subject List File must be saved in Unicode file format. 

Using Active Directory Connector
To install the Exchange 2003 version of Active Directory Connector (ADC), you must have at least one server in each Exchange site running Exchange 5.5 SP3. The account that you use to install ADC must be a member of the Enterprise Administrator, Schema Administrator, and Domain Administrator groups. The account must also be a Local Machine Administrator on the local machine. To install Active Directory Connector, see "Installing Active Directory Connector" earlier in this chapter.

Exchange 5.5 and Exchange 2003 Coexistence

You can migrate Exchange 5.5 mailboxes without using Active Directory Connector and connection agreements. Active Directory Connector is required only when:

· Your organization requires coexistence during the migration period.

· You want mailbox directory replication between the Exchange 5.5 directory and Active Directory.

Coexistence during migration is the recommended solution when you want to ensure that users in Exchange 5.5 and Exchange 2003 organizations can exchange mail during the migration process. When you connect Exchange 5.5 and Exchange 2003, the two systems coexist. Message transfer and directory synchronization must occur during the coexistence period. You can use an SMTP connector for message transfer. For directory synchronization, you can use Active Directory Connector. For more information about how to create an SMTP connector, refer to Exchange 2000 Help.

Active Directory Connector Requirements When Migrating Exchange 5.5

If you use Active Directory Connector while you are migrating your Exchange 5.5 mailboxes, adhere to the following guidelines:

· Use inter-organizational connection agreements.

· Establish replication between Exchange 5.5 and Exchange 2003 by configuring two one-way inter-organizational connection agreements between the Exchange 5.5 server and Active Directory.

· Configure the inter-organizational connection agreements to create contacts in Active Directory. To do this, on the Advanced tab of the connection agreement Properties dialog box, select Create a Windows contact. Contacts are created only when Active Directory Connector is replicating a mailbox whose primary Windows NT® account does not exist in Active Directory.

· Configure the inter-organizational connection agreement whose target container is in Active Directory to include X500 addresses with replicated objects. By default, Active Directory Connector does not include X500 addresses with user objects. Use either the Active Directory Administration Tool (Ldp.exe) or the ADSI Edit snap-in  to assign the values SMTP,X.500 to the msExchInterOrgAddressType attribute on the connection agreement object in Active Directory.

Note   
Ldp.exe and ADSI Edit are available on the Windows 2000 Server compact disc in the \Support\Tools folder. For more information about how to use Ldp.exe and ADSI Edit, see Windows 2000 Help.

· Suspend replication before you run Migration Wizard.

· Restore replication after Migration Wizard finishes and the migrated mailboxes have been removed from Exchange 5.5.

Inter-Organizational Connection Agreements and Two-Way Replication

Although inter-organizational connection agreements can only be configured to replicate in one direction, you can achieve coexistence by configuring two one-way inter-organizational connection agreements between the Exchange 5.5 server and Active Directory. Setting up two one-way ADC inter-organizational connection agreements that point in opposite directions enables the inter-organizational ADC to replicate the Exchange 5.5 directory information to Active Directory and to stamp replicated objects with the X500 address of the Exchange 5.5 mailbox. If you use the inter-organizational Active Directory Connector for directory synchronization during coexistence, do so only during the migration process.

Note   
When you establish two one-way inter-organizational connection agreements, ensure that the target container of one connection agreement is not the source container of the second connection agreement.

X500 Addresses

The Exchange 5.5 migration process uses X500 addresses in two different ways:

· To ensure reply functionality for e-mails that are sent to a mailbox owner after migration.

· As a search criterion when looking for Active Directory user objects that have already been created for mailboxes selected for migration.

Ensure that the connection agreement includes X500 addresses with replicated objects. 

Identifying Resource Mailboxes

A primary mailbox is the mailbox where a user receives mail. A nonprimary (or resource) mailbox is a mailbox created for resources such as conference rooms or group mailboxes. Resource mailboxes are owned by users who also own a primary mailbox. In Exchange 2003, a mailbox is an attribute of an object in Active Directory, not an object itself. Therefore, each user object in Active Directory can only be matched to one mailbox, which is the user's primary mailbox. 

Resource mailboxes become separate objects in Active Directory during the migration process. For this reason, resource mailboxes must be identified before running Migration Wizard so that Migration Wizard handles them differently than primary mailboxes. Migration Wizard identifies resource mailboxes that are to be migrated by searching for the value NTDSNoMatch in the custom attributes for each resource mailbox. For this reason, if a user has a primary mailbox and one or more resource mailboxes, all mailboxes but the primary mailbox must be stamped with the value NTDSNoMatch.

Important   
Migration Wizard will only migrate multiple mailboxes that are associated with the same user if all but one of the mailboxes are stamped with the value NTDSNoMatch.

Ensuring Completion of User Pre-Migration Tasks

In addition to the initial migration tasks that you must perform, mailbox users must perform the following tasks before you run Migration Wizard:

· Remote access users must synchronize their offline folder store (.ost) files with the Exchange 5.5 server so that any messages in their Outbox will be sent.

· Exchange client and Schedule+ users must synchronize their schedule (.scd) file with the Exchange 5.5 server.

· Users must decrypt encrypted messages.

Running Exchange Server Migration Wizard

After you ensure that your organization meets the requirements listed in the Inter-Organizational Migration section, you can run the Migration Wizard to migrate mailbox data from Exchange 5.5 to your newly created Exchange 2003 organization.

To run Exchange Server Migration Wizard

182. Click Start, point to All Programs, point to Microsoft Exchange, point to Deployment, and then click Migration Wizard.

Note   
To prevent the loss of the user's offline folder store (.ost) file, run Migration Wizard in clone mode. For more information about running Migration Wizard in clone mode, see "Running Migration Wizard in Clone Mode to Preserve Offline Folder Store Files" later in this chapter.

183. On the Welcome to the Exchange Server Migration Wizard page, click Next.

184. On the Migration page, select Migrate from Microsoft Exchange and click Next. 

185. On the Exchange Server Migration page, click Next.

186. On the Migration Destination page, in the Server list, select the Exchange 2003 server to which you want to migrate. 

From the Information store list, select the information store to which you want to migrate your accounts, and then click Next (Figure 5.1).
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Figure 5.1   The Migration Destination page

187. On the Source Exchange Server page, in the Exchange server name box, type the name of the Exchange 5.5 computer from which you want to migrate users. Make sure that the Exchange 5.5 server check box is selected. In the Administrator account and Password boxes, type your Exchange 5.5 administrator name and password, and then click Next.

Note   
The account that you use to run Migration Wizard must be a member of the Administrators group on the local machine. In addition, it must be a member of a group that has had the Exchange Full Administrators role applied at the organizational level. You must enter the credentials in this format: domain name\account name, followed by the password.

188. On the Migration Information page, make sure that the Create/modify mailbox accounts check box is selected. Click Next.

189. On the Account Migration page, select the mailbox accounts that you want to migrate to your Exchange 2003 computer, and then click Next.

On the Container for New Windows Accounts page, select the container in which your accounts will be created. Click Options to configure advanced settings for your accounts migration, including password selection, use of template objects, and creating new accounts such as InetOrgPerson. Click Next.

Note   
For more information about InetOrgPerson, see "Managing Recipients and Recipient Policies " in the book Exchange Server 2003 Administration Guide (http://www.microsoft.com/exchange/library).

190. On the Windows Account Creation and Association page, review and, if necessary, modify your selected accounts, and then click Next.

Note   
When migrating from Exchange 5.5, you can change probable matches, but not definite matches. You can change probable matches by creating a new user object instead of using the suggested match that appears in the Existing Windows Account column. Use Create New Account to undo a match and create a new user object. You can edit the Full Name and Logon ID for a new Windows account. Double-click the account to open Mail Account Properties, and then edit the account information.
191. On the Migration Progress page, after your accounts have been migrated, click Finish, and then click OK to complete your account migration.

Running Migration Wizard in Clone Mode to Preserve Offline Folder Store Files

One of the new features in Microsoft Office Outlook® 2003 is Cached Exchange Mode. In Cached Exchange Mode, Outlook 2003 uses an offline folder store (.ost) file, which is usually stored on the end-user's workstation. If you run Exchange Server Migration Wizard in the default mode, your users will lose their .ost files. As a result, users will have to synchronize their .ost files again. Depending on your network speed, hardware configuration, number of users, and other factors, re-synchronizing .ost files can be time consuming and performance intensive. 

However, you can preserve the user's .ost file by running Migration Wizard in clone mode. There are, however, some requirements and restrictions:

· For Migration Wizard to run in clone mode, a user target mailbox must not exist.

· If a user target mailbox does exist and the user has logged on to the mailbox, Migration Wizard switches to default mode.

In clone mode, Migration Wizard does not support filtering by date and subject.

Note   
To run Migration Wizard in clone mode, click Start, and then click Run. Type cmd, and then click Enter to open a command shell. Navigate to D:\Program Files\Exchsrvr\bin, and then type mailmig.exe /m (where D:\Program Files is the drive where Exchange 2003 is installed). For more information about how to run Migration Wizard, refer to the section entitled "Running Exchange Server Migration Wizard" earlier in this chapter.

For more information about Cached Exchange Mode in Outlook 2003, see Chapter 8, "Configuring Exchange Server 2003 for Client Access." 

Post-Migration Tasks

After you run Migration Wizard, you must perform some final migration tasks to complete your mailbox and directory move. To complete the Exchange 5.5 migration process:

· Remove migrated mailboxes from Exchange 5.5.

· Re-establish coexistence for migrated mailboxes (optional).

· Make sure that the owners of the migrated Exchange 5.5 mailboxes perform the final user tasks.

Removing Migrated Mailboxes from Exchange 5.5

After you migrate mailboxes from Exchange 5.5 to Exchange 2003, remove the migrated mailboxes from Exchange 5.5.

Important   
Before you remove migrated mailboxes from Exchange 5.5, verify that the migration was successful and that directory information and mailbox content for the migrated mailboxes are available on Exchange 2003. 

To remove migrated mailboxes from Exchange 5.5

192. From the Start menu, point to Programs, point to Microsoft Exchange, and then click Microsoft Exchange Administrator.

193. In the console tree, double-click the name of the Microsoft Exchange server to which you want to connect.

194. Navigate to the container of the mailbox that you want to delete and double-click it.

195. In the details pane, highlight the mailbox that you want to delete, and then click Delete.

When the Are you sure you want to delete this mailbox? message appears, click Yes.

Warning   
By default, Directory Access discovers servers automatically. It is strongly recommended that you keep this setting.
Re-Establishing Coexistence for Migrated Mailboxes

If you want to re-establish coexistence between Exchange 2003 and Exchange 5.5, create a custom recipient on Exchange 5.5 for each mailbox that you migrated and deleted. Custom recipients appear in the address book and can receive messages from users still on Exchange 5.5. You can create custom recipients either manually or automatically.

· If you installed Active Directory Connector and suspended replication before running Migration Wizard, now is the time to resume replication. Active Directory Connector creates custom recipients for the migrated mailboxes automatically.

· You can create custom recipients on Exchange 5.5 manually. For information about creating custom recipients, see the Microsoft Exchange Server 5.5 documentation.

Ensuring Completion of User Post-Migration Tasks

In addition to the post-migration tasks that you must perform, a mailbox user must perform the following tasks after Migration Wizard has run:

· Delete schedule (.scd) files before they re-create their profile.

· Re-create their profile and specify their new mailbox name. They must not copy or edit the original profile.

· Encrypt the messages that they decrypted prior to the migration process.

Note   
The keys required for encryption are not available after migration. After the migration process, you must issue new keys to users so that they can encrypt their messages.

· Re-create rules based on mailbox name, private folders, or public folders.

· Download offline address books after you regenerate them.

Update entries in their personal address books that contain users not migrated to the same Exchange 2003 organization. Users do not need to update personal address book entries for users whose mailboxes were migrated to the same Exchange 2003 organization.

· Re-establish additional folder permissions.

· For remote access users, delete their .ost files before they re-create their profiles.

Exchange Inter-Organization Replication Tool

The Inter-Organization Replication Tool supports the migration of your public folders and free and busy information across Exchange organizations. After you have used the Exchange Server Migration Wizard to move your mailbox contents and directory information to your new organization, you can use the Inter-Organization Replication Tool to migrate your public folder and free and busy information. For more information about the Inter-Organization Replication Tool, see Exchange Server 2003 Tools and Updates (http://www.microsoft.com/exchange/2003/updates).

Chapter 6

Upgrading from Mixed Exchange 2000 and Exchange 5.5 Organizations

This chapter provides instructions for upgrading from a mixed Microsoft® Exchange 2000 Server and Exchange Server 5.5 organization to an Exchange Server 2003 organization. Furthermore, because it is recommended that you run your new Exchange 2003 organization in native mode, this chapter discusses the advantages of native mode and provides instructions for switching from mixed mode to native mode. 

Specifically, this chapter will:

· Provide you with the information necessary to upgrade your Exchange 2000 and Exchange 5.5 organization to Exchange 2003.

· Provide you with information about running Exchange Server 2003 Deployment Tools.

· Show you how to use the Active Directory Tool.

· Show you how to run ForestPrep.

· Show you how to run DomainPrep.

· Show you how to upgrade your Exchange 2000 servers to Exchange 2003.

· Provide you with the information necessary to install a new Exchange 2003 server.

Note   
You can install a new Exchange 2003 server before upgrading your existing Exchange 2000 servers. It is not necessary that you perform the upgrade first.

· Provide you with the information necessary to migrate your Exchange 5.5 mailboxes and public folders to Exchange 2003.
· Provide you with information about how to switch your Exchange organization from mixed mode to native mode.
· Provide you with information about removing Exchange 2000 tuning parameters.

Procedures in Chapter 6

After helping you ensure that your organization meets the necessary prerequisites, the procedures in this chapter guide you through the deployment process. 

Table 6.1 lists the specific procedures that are detailed in this chapter, as well as the permissions that are required so that you can perform them.

Table 6.1   Chapter 6 procedures and corresponding permissions

	Procedure
	Required permissions or roles

	Enable Microsoft Windows® 2000 Server or Microsoft Windows Server™ 2003 services
	· See Windows 2000 or Windows Server 2003 Help 

	Run ForestPrep on a domain controller (updates the Active Directory schema)
	· Enterprise Administrator

· Schema Administrator

· Domain Administrator

· Local Machine Administrator

	Run DomainPrep
	· Domain Administrator

· Local Machine Administrator

	Install Active Directory Connector (ADC)
	· Enterprise Administrator

· Schema Administrator

· Domain Administrator

· Local Machine Administrator

	Install Exchange 2003 on the first server in a domain
	· Exchange Full Administrator role applied at the organization level

· Exchange 5.5 Administrator under the organization, site, and configuration nodes (if installing into an Exchange 5.5 site)

· Local Machine Administrator

	Install Exchange 2003 on additional servers in the domain
	· Exchange Full Administrator role applied at the administrative group level

· Exchange 5.5 Site Administrator (if installing into an Exchange 5.5 site)

· Local Machine Administrator

	Install Exchange 2003 on a server that is running Site Replication Service (SRS)
	· Exchange Full Administrator role applied at the organization level

· Local Machine Administrator

· Exchange 5.5 Service Account password

	Upgrade to Exchange 2003 on an Exchange 2000 server in a domain 
	· Exchange Full Administrator role applied at the organization level

· Local Machine Administrator


For more information about managing and delegating permissions and user and group authorities, see the book Exchange Server 2003 Administration Guide (http://www.microsoft.com/exchange/library). 

Exchange 2003 Security Considerations

Before installing Exchange Server 2003 in your organization, it is important that you are familiar with your organization's security requirements. Familiarizing yourself with these requirements helps ensure that your Exchange 2003 deployment is as secure as possible. For more information about planning Exchange 2003 security considerations, see the book Planning an Exchange Server 2003 Messaging System (http://www.microsoft.com/exchange/library).

Exchange Server Deployment Tools

The Exchange Server Deployment Tools are tools and documentation that help with the upgrade and migration of your Exchange 2000 and Exchange 5.5 organization. To ensure that all of the required tools and services are installed and running properly, you are required to run Exchange 2003 Setup through the Exchange Server Deployment Tools.

Note   
You must download the latest version of the Exchange Server Deployment Tools before you run them. To receive the latest version of the tools, see Exchange Server 2003 Tools and Updates (http://www.microsoft.com/exchange/2003/updates).

To start the Microsoft Exchange Server 2003 Deployment Tools

196. Insert the Exchange Server 2003 CD into your CD-ROM drive.

197. On the Welcome to Exchange Server 2003 Setup page, click Exchange Deployment Tools.

198. If the Welcome to Exchange Server 2003 Setup page does not appear after you insert your CD, double-click Setup.exe, and then click Exchange Deployment Tools to begin.

199. Follow the step-by-step instructions in the Exchange Server Deployment Tools documentation.

After you start the tools and specify that you want to follow the process for Coexistence with Mixed Mode Exchange 2000 and Exchange 5.5, you are provided with the following options:

Upgrade Active Directory Connector servers

This option includes a checklist for upgrading your ADC servers. This checklist includes the following steps:

· Run ForestPrep.

· Run DomainPrep.

· Run ADC Setup.

· Run ADC Tools.

· Update ADC version on all servers before you upgrade your Exchange 2000 servers.

Install or Upgrade the First Exchange Server

This option includes a checklist for installing or upgrading to Exchange 2003. This checklist includes the following steps:

· Verify that your organization meets the specified requirements.

· Remove unsupported components.

· Run the DCDiag tool.

· Run the NetDiag tool.

· Run Exchange Setup.

With the exception of running the DCDiag and NetDiag tools, each of these installation steps is detailed later in this chapter (it is recommended that you run the DCDiag and NetDiag tools on every server on which you plan to install Exchange 2003). Moreover, the remaining sections in this chapter provide information about the concepts and considerations involved in migrating from Exchange 5.5 to Exchange 2003.

System-Wide Requirements for Exchange 2003

Before you install Exchange Server 2003, ensure that your network and servers meet the following system-wide requirements:

· You have Windows 2000 Server Service Pack 3 (SP3) or Windows Server 2003 Active Directory.

· Each Exchange 2003 server has access to a Windows global catalog server that is no more than one Active Directory site away.

· You have Domain Name System (DNS) and Windows Internet Name Service (WINS) configured correctly in your Windows site.

· You backed up your Exchange 5.5 databases, and backed up your servers running Windows 2000 or Windows Server 2003.

For more information about Windows 2000 Server, Windows Server 2003, Active Directory, and DNS, see the following resources:

· Windows 2000 Help

· Windows Server 2003 Help

· Best Practice: Active Directory Design for Exchange 2000
(http://go.microsoft.com/fwlink/?LinkId=17837) 
· Planning an Exchange Server 2003 Messaging System
(http://www.microsoft.com/exchange/library)

Running Exchange 2003 ForestPrep

Even if you previously ran Exchange 2000 ForestPrep, you must still run Exchange 2003 ForestPrep. 

Exchange 2003 ForestPrep extends the Active Directory schema to include Exchange-specific classes and attributes. ForestPrep also creates the container object for the Exchange organization in Active Directory. The schema extensions supplied with Exchange 2003 are a superset of those supplied with Exchange 2000. For information about the schema changes between Exchange 2000 and Exchange 2003, see "Appendix: Exchange 2003 Schema Changes" in the book What's New in Exchange Server 2003 (http://www.microsoft.com/exchange/library).

In the domain where the schema master resides, run ForestPrep once in the Active Directory forest. (By default, the schema master runs on the first Windows domain controller installed in a forest.) Exchange Setup verifies that you are running ForestPrep in the correct domain. If you are not in the correct domain, Setup informs you which domain contains the schema master. For information about how to determine which of your domain controllers is the schema master, see Windows 2000 or Windows Server 2003 Help.

The account you use to run ForestPrep must be a member of the Enterprise Administrator and the Schema Administrator groups. While you are running ForestPrep, you designate an account or group that has Exchange Full Administrator permissions to the organization object. This account or group has the authority to install and manage Exchange 2003 throughout the forest. This account or group also has the authority to delegate additional Exchange Full Administrator permissions after the first server is installed.

Important   
When you delegate Exchange roles to a security group, it is recommend that you use Global or Universal security groups and not Domain Local security groups. Although Domain Local security groups can work, they are limited in scope to their own domain. In many scenarios, Exchange Setup needs to authenticate to other domains during the installation. Exchange Setup may fail in this case because of a lack of permissions to your external domains. The account or group your select does not override your previous account or previous delegations, it adds to them.

Note   
To decrease replication time, it is recommended that you run Exchange 2003 ForestPrep on a domain controller in your root domain.

You can run Exchange 2003 ForestPrep from either the Exchange Server Deployment Tools or from the Exchange 2003 CD. For information about how to run Exchange ForestPrep from the Exchange Server Deployment Tools, see "Exchange Server Deployment Tools" earlier in this chapter.

To run Exchange 2003 ForestPrep

200. Insert the Exchange CD into your CD-ROM drive.

201. On the Start menu, click Run and type E:\setup\i386\setup/ForestPrep, where E is your CD-ROM drive.

202. On the Welcome to the Microsoft Exchange Installation Wizard page, click Next.

203. On the License Agreement page, read the agreement. If you accept the terms, click I agree, and then click Next.

204. On the Product Identification page, type your 25-digit product key, and then click Next.

On the Component Selection page, ensure that Action is set to ForestPrep. If not, click the drop-down arrow, and then click ForestPrep. Click Next (Figure 6.1). 
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Figure 6.1   The ForestPrep option on the Component Selection page

Important   
If ForestPrep does not appear under Action, you may have misspelled the "ForestPrep" command in Step 2. If this is the case, go back to Step 2 and retype the command.

On the Microsoft Exchange Server Administrator Account page, in the Account box, type the name of the account or group that is responsible for installing Exchange (Figure 6.2).

Note   
The account that you specify will also have permission to use Exchange Administration Delegation Wizard to create other Exchange administrator accounts. For more information about Exchange Administration Delegation Wizard, see the book Exchange Server 2003 Administration Guide (http://www.microsoft.com/exchange/library).
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Figure 6.2   The Microsoft Exchange Server Administrator Account page

205. Click Next to start ForestPrep. After ForestPrep starts, you cannot cancel the process.

Note   
Depending on your network topology and the speed of your Windows 2000 or Windows 2003 domain controller, ForestPrep may take a considerable amount of time to complete.

206. On the Completing the Microsoft Exchange Wizard page, click Finish.

Running Exchange 2003 DomainPrep

After you run ForestPrep and allow time for replication, you must run Exchange 2003 DomainPrep. DomainPrep creates the groups and permissions necessary for Exchange servers to read and modify user attributes. Even if you previously ran Exchange 2000 DomainPrep, you must run Exchange 2003 DomainPrep. The Exchange 2003 version of DomainPrep performs the following actions in the domain:

· Creates Exchange Domain Servers and Exchange Enterprise Servers groups.
· Nests the global Exchange Domain Servers into the Exchange Enterprise Servers local group.
· Creates the Exchange System Objects container, which is used for mail-enabled public folders.
· Sets permissions for the Exchange Enterprise Servers group at the root of the domain so that Recipient Update Service has the appropriate access to process recipient objects.
· Modifies the AdminSdHolder template where Windows sets permissions for members of the local Domain Administrator group.

· Adds the local Exchange Domain Servers group to the Pre-Windows 2000 Compatible Access group.

· Performs Setup pre-installation checks.
The account you use to run DomainPrep must be a member of the Domain Administrators group in the local domain and a local machine administrator. You must run DomainPrep in the following domains:

· The root domain.

· All domains that will contain Exchange 2003 servers. 

· All domains that will contain Exchange Server 2003 mailbox-enabled objects (such as users and groups), even if no Exchange servers will be installed in these domains.

· All domains that will contain Exchange 2003 users and groups that you will use to manage your Exchange 2003 organization.

Note   
Running DomainPrep does not require any Exchange permissions. Only Domain Administrator permissions are required in the local domain.

You can run Exchange 2003 DomainPrep from either the Exchange Server Deployment Tools or from the Exchange 2003 CD. For information about how to run Exchange DomainPrep from the Exchange Server Deployment Tools, see "Exchange Server Deployment Tools" earlier in this chapter.

To run Exchange DomainPrep

207. Insert the Exchange CD into your CD-ROM drive. You can run DomainPrep on any computer in the domain.

208. From a command prompt, type E:\setup\i386\setup/DomainPrep, where E is your CD-ROM drive.

209. On the Welcome to the Microsoft Exchange Installation Wizard page, click Next.

210. On the License Agreement page, read the agreement. If you agree to the terms, click I agree, and then click Next. 

211. On the Product Identification page, type your 25-digit product key, and then click Next.

212. On the Component Selection page, ensure that Action is set to DomainPrep. If not, click the drop-down arrow, and then click DomainPrep. Click Next (Figure 6.3).
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Figure 6.3   The DomainPrep option on the Component Selection page

Important   
If DomainPrep does not appear in the Action list, you may have misspelled the "DomainPrep" command in Step 2. If this is the case, go back to Step 2 and retype the command.

213. On the Completing the Microsoft Exchange Wizard page, click Finish.
Server-Specific Requirements for Exchange 2003

Before you upgrade to Exchange 2003 or install a new Exchange 2003 server, make sure that your servers meet the requirements that are described in this section. 

Hardware Requirements

The following are the recommended hardware requirements for Exchange 2003 servers:

· Intel Pentium or compatible 133 megahertz (MHz) or faster processor

· 256 megabytes (MB) of RAM recommended minimum, 128 MB supported minimum

· 500 MB of available disk space on the drive on which you install Exchange

· 200 MB of available disk space on the system drive

· CD-ROM drive

· SVGA or higher-resolution monitor

For more information about hardware requirements for front-end and back-end servers, see the book Using Microsoft Exchange 2000 Front-End Servers (http://go.microsoft.com/fwlink/?linkid=14575&clcid=0x409).

File Format Requirements

To install Exchange 2003, disk partitions must be formatted for NTFS file system and not for file allocation table (FAT). This requirement applies to the following partitions:

· System partition

· Partition that stores Exchange binaries

· Partitions containing transaction log files

· Partitions containing database files

· Partitions containing other Exchange files

Operating System Requirements

Exchange Server 2003 is supported on the following operating systems:

· Windows 2000 SP3 or later

Note   
Windows 2000 SP3 or later is available for download at http://go.microsoft.com/fwlink/?LinkId=18353. Windows 2000 SP3 or later is also a prerequisite for running the Exchange 2003 Active Directory Connector.

· Windows Server 2003

Exchange 2000 Server Requirements

Before you upgrade your Exchange 2000 servers to Exchange 2003, your servers must be running Exchange 2000 SP3 or later.

Exchange 2000 SP3 is available for download at http://go.microsoft.com/fwlink/?LinkId=17058.

Windows 2000 Components

When you are upgrading to Exchange 2003, the current state of the Post Office Protocol version 3 (POP3), Internet Message Access Protocol version 4 (IMAP4), and Network News Transfer Protocol (NNTP) services is preserved. Furthermore, if you are upgrading to Exchange 2003 on a server running Windows 2000, Exchange Setup automatically installs and enables the Microsoft .NET Framework and ASP.NET components, which are prerequisites for Exchange 2003.

Important   
Unless it is necessary that you run a particular service, you should disable it. For example, if you do not use POP3, IMAP4, or NNTP, you should disable these services on all of your Exchange 2003 servers.

For more information about installing these components, see Windows 2000 Help.

Upgrading Exchange 2000 Active Directory Connector

Before you can upgrade your server running Exchange 2000 Active Directory Connector (ADC) to Exchange 2003, you must first upgrade the Exchange 2000 version of ADC to Exchange 2003.

To upgrade Exchange 2000 Active Directory Connector

214. On your server running Exchange 2000 ADC, click Start, click Run, and then type E:\setup\adc\i386\setup.exe, where E is your CD-ROM drive.

215. On the Welcome to the Active Directory Connector Installation Wizard page, click Next.

216. On the Previous Installation Detected page, click Reinstall to upgrade your Exchange 2000 ADC to the Exchange 2003 ADC.
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Figure 6.4   The Previous Installation Detected page

217. On the Completing the Active Directory Connector Installation Wizard page, click Finish.
Upgrading Front-End and Back-End Servers 

Exchange 2003 supports the deployment of Exchange in a manner that distributes server tasks among front-end and back-end servers. Specifically, a front-end server accepts requests from POP3, IMAP4, and RPC/HTTP clients, and proxies them to the appropriate back-end server for processing.

If your mixed-mode Exchange 2000 and Exchange 5.5 organization takes advantage of front-end and back-end architecture, you must upgrade your Exchange 2000 front-end servers before you upgrade your back-end servers to Exchange 2003. 

For more information about front-end and back-end architecture, see Chapter 8, "Configuring Exchange Server 2003 for Client Access."

For information about front-end and back-end scenarios, configurations, and installation, see the following books:

· Planning an Exchange Server 2003 Messaging System
(http://www.microsoft.com/exchange/library)

· Using Microsoft Exchange 2000 Front-End Servers
(http://go.microsoft.com/fwlink/?linkid=14575&clcid=0x409). Although this book relates to Exchange 2000, the information applies to Exchange 2003 as well.

Pre-Upgrade Procedures for Exchange 2000

Before you begin upgrading your Exchange 2000 organization to Exchange 2003, it is important that you prepare your organization for the upgrade process. This section provides recommended and required pre-upgrade procedures.

Upgrading the Operating Systems

If you plan to upgrade your Exchange 2000 servers that are running Windows 2000 SP3 (or later) to Windows Server 2003, you must first upgrade those servers to Exchange 2003. This upgrade sequence is required because Exchange 2000 is not supported on Windows Server 2003.

Removing Unsupported Components

The following components are not supported in Exchange 2003:

· Microsoft Mobile Information Server

· Instant Messaging service

· Exchange 2000 Conferencing Server

· Key Management Service

cc:Mail connector

· MS Mail connector

To upgrade an Exchange 2000 server to Exchange 2003 successfully, you must first use Exchange Setup to remove these components. For more information about removing these unsupported components, see Exchange 2000 Help and Mobile Information Server Help.

Note   
If you want to retain these components, do not upgrade the Exchange 2000 servers that are running them. Instead, install Exchange 2003 on other servers in your organization.

Upgrading International Versions of Exchange

When you upgrade from Exchange 2000 to Exchange 2003, you must upgrade to the same language version of Exchange 2003, with the exception of the Chinese Traditional, Chinese Simplified, or Korean languages. For example, you cannot use Exchange Setup to upgrade a German version of Exchange 2000 to a French version of Exchange 2003.

Important   
You can use Exchange Setup to upgrade an English version of Exchange 2000 to the Chinese Simplified, Chinese Traditional, or Korean versions of Exchange 2003. The Novell GroupWise connector, however, is not supported on any of these language versions. Therefore, if this connector is installed on your English version of Exchange 2000, you must remove it before you can upgrade to Exchange 2003.

Upgrading your Exchange 2000 Servers to Exchange 2003

After performing the pre-upgrade procedures, you can run Exchange 2003 Setup to upgrade your Exchange 2000 servers to Exchange 2003. You can run Exchange 2003 Setup from either the Exchange Server Deployment Tools or from the Exchange 2003 CD.

For information about how to run Exchange Setup from the Exchange Server Deployment Tools, see "Exchange Server Deployment Tools" earlier in this chapter.

For information about how to run Exchange Setup from the Exchange CD, see "Running Exchange 2003 Setup" in Chapter 3.

Installing a New Exchange 2003 Server

This section provides you with the necessary requirements and procedures to install a new Exchange 2003 server. 

Note   
You can install a new Exchange 2003 server before upgrading your existing Exchange 2000 servers. It is not necessary that you perform the upgrade first.

Installing and Enabling Windows 2000 or Windows Server 2003 Services

Exchange 2003 Setup requires that the following components and services be installed and enabled on the server:

· .NET Framework 

· ASP.NET

· Internet Information Services (IIS) 

· World Wide Web Publishing Service

· Simple Mail Transfer Protocol (SMTP) service

· Network News Transfer Protocol (NNTP) service

If you are installing Exchange 2003 on a server running Windows 2000, Exchange Setup installs and enables the .NET Framework and ASP.NET automatically. You must install the World Wide Web Publishing Service, the SMTP service, and the NNTP service manually before running Exchange Server 2003 Installation Wizard.

If you are installing Exchange 2003 in a native Windows Server 2003 forest or domain, none of these services is enabled by default. You must enable the services manually before running Exchange Server 2003 Installation Wizard.

Important   
When you install Exchange on a new server, only the required services are enabled. For example, POP3, IMAP4, and NNTP services are disabled by default on all of your Exchange 2003 servers. You should enable only services that are essential for performing Exchange 2003 tasks.

To enable services in Windows 2000

218. Click Start, point to Settings, and then click Control Panel.

219. Double-click Add/Remove Programs.

220. Click Add/Remove Windows Components.

221. Click Internet Information Services (IIS) and then click Details.

222. Select the NNTP Service, SMTP Service, and World Wide Web Service check boxes.

223. Click OK.

Note   
Ensure that the Internet Information Services (IIS) check box is selected.

To enable services in Windows Server 2003

224. Click Start, point to Control Panel, and then click Add or Remove Programs.

225. In Add or Remove Programs, click Add/Remove Windows Components.
226. In Windows Component Wizard, on the Windows Components page, highlight Application Server, and then click Details.

227. In Application Server, select the ASP.NET check box (Figure 6.5).
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Figure 6.5   The Application Server dialog box

228. Highlight Internet Information Services (IIS), and then click Details.

In Internet Information Services (IIS), select the NNTP Service, SMTP Service, and World Wide Web Service check boxes, and then click OK (Figure 6.6).
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Figure 6.6   The Internet Information Services (IIS) dialog box

229. In Application Server, ensure that the Internet Information Services (IIS) check box is selected, and then click OK to install the components.

Note   
Do not select the E-mail Services check box.

230. Click Next, and when the Windows Components Wizard completes, click Finish.

231. Perform the following steps to enable ASP.NET:

g. Click Start, point to Administrative Tools, and then click Internet Information Services (IIS) Manager.

h. In the console tree, expand the local computer, and then click Web Service Extensions.

i. In the details pane, click ASP.NET, and then click Allow.

Running Exchange 2003 Setup

To install your first Exchange 2003 server in the forest, you must use an account that has Exchange Full Administrator permissions at the organization level and is a local administrator on the computer. For more information about Exchange 2003 permissions, see "Procedures in Chapter 6" earlier in this chapter. You can run Exchange 2003 Setup from either the Exchange Server Deployment Tools or from the Exchange 2003 CD.

For information about how to run Exchange Setup from the Exchange Server Deployment Tools, see "Exchange Server Deployment Tools" earlier in this chapter.

To run Exchange 2003 Setup

232. Log on to the server on which you want to install Exchange. Insert the Exchange Server 2003 CD into your CD-ROM drive.

233. On the Start menu, click Run and type E:\setup\i386\setup.exe, where E is your CD-ROM drive.

234. On the Welcome to the Microsoft Exchange Installation Wizard page, click Next.

235. On the License Agreement page, read the agreement. If you agree to the terms, click I agree, and then click Next.

236. On the Product Identification page, type your 25-digit product key, and then click Next.

237. On the Component Selection page, in the Action column, use the drop-down arrows to specify the appropriate action for each component, and then click Next (Figure 6.7).
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Figure 6.7   The Component Selection page

238. On the License Agreement page, read the agreement. If you agree to the terms, click I agree that I have read and will be bound by the license agreements for this product, and then click Next.

239. On the Installation Summary page, confirm that your Exchange installation choices are correct, and then click Next (Figure 6.8).
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Figure 6.8   The Installation Summary page

240. On the Completing the Microsoft Exchange Wizard page, click Finish.

To verify that your Exchange installation was successful, see Appendix A, "Post-Installation Steps."

Moving Exchange 5.5 Mailbox and Public Folder Contents

After upgrading the Exchange 2000 servers in your organization and installing a new Exchange 2003 server, your next task is to move your Exchange 5.5 mailbox and public folder contents to your new Exchange 2003 server. 

This section provides information about using Exchange Task Wizard to move your mailbox contents and using Microsoft Exchange Public Folder Migration Tool (pfMigrate) to move your public folder contents.

Using Exchange Move Mailbox in Task Wizard

Exchange Task Wizard provides an improved method for moving mailboxes. You can now select as many mailboxes as you want, and then using the task scheduler, schedule a move to occur at a specified time. You can also use the task scheduler to cancel any unfinished moves at a specified time. For example, you can schedule a large move to start at midnight on Friday and terminate automatically at 6:00 A.M. on Monday, thereby ensuring that your server's resources are not being used during regular business hours. Using the wizard's improved multithreaded capabilities, you can move as many as four mailboxes simultaneously.

To run Exchange 2003 Task Wizard

241. On your Exchange 2003 computer, click Start, point to All Programs, point to Microsoft Exchange, and then click System Manager.

242. In the console tree, expand Servers, expand the server from which you want to move mailboxes, expand the Storage Group from which you want to move mailboxes, expand the Mailbox Store you want, and then click Mailboxes.

243. In the details pane, right-click the user or users you want, and then click Exchange Tasks.

244. In Exchange Task Wizard, on the Available Tasks page, click Move Mailbox, and then click Next.

245. On the Move Mailbox page, to specify the new destination for the mailbox, in the Server list, select a server, and then, in the Mailbox Store list, select a mailbox store. Click Next.

246. Under If corrupted messages are found, click the option you want, and then click Next.

Note   
If you click Skip corrupted items and create a failure report, these items are lost permanently when the mailbox is moved. To avoid data loss, back up the source database before moving mailboxes.

247. On the Task Schedule page, in the Begin processing tasks at list, select the date and time for the move. If you want to cancel any unfinished moves at a specified time, in the Cancel tasks that are still running after list, select the date and time. Click Next to start the process.

248. On the Completing the Exchange Task Wizard page, verify that the information is correct, and then click Finish.

Using Microsoft Exchange Public Folder Migration Tool

The Microsoft Exchange Public Folder Migration Tool (pfMigrate) is a new tool that enables you to migrate both system folders and public folders to the new server. You can use pfMigrate to create system folder and public folder replicas on the new server and, after the folders have replicated, remove replicas from the source server. Unlike Exchange 5.5, you do not need to set a home server for a public folder in Exchange Server 2003. Any replica acts as the primary replica of the data it contains, and any public folder server can be removed from the replica list.

To determine how many system folders or public folders need to be replicated, use pfMigrate to generate a report before you actually run the tool. To determine whether the folders replicated successfully, you can generate the same report after you run the tool. 

The pfMigrate tool is run from the Exchange Server Deployment Tools. For information about how to start Exchange Server Deployment Tools, see "Exchange Server Deployment Tools" earlier in this chapter. 

To run pfMigrate

249. In Exchange Server Deployment Tools, on the Welcome to the Exchange Server Deployment Tools page, click Deploy the first Exchange 2003 server.

250. On the Deploy the First Exchange 2003 Server page, in the Follow this process column, click Coexistence with Exchange 5.5.

251. On the Coexistence with Exchange 5.5 page, click Phase 3.

252. On the Phase 3. Installing Exchange Server 2003 on the Initial Server page, click Next.

253. On the Install Exchange 2003 on Additional Servers page, click Next.

254. On the Post-Installation Steps page, under Moving System Folders and Public Folders, click move system folders and public folders, and then follow the steps listed to complete your public folder migration.

Note   
After you run pfMigrate, only the hierarchy of the system folders and public folders is migrated immediately. You must wait for replication for the contents of the system folders and public folders to be migrated. Depending on the size and number of system and public folders, as well as your network speed, replication could take a considerable amount of time.

Switching from Mixed Mode to Native Mode

Because Exchange 2000 and Exchange 2003 are structured to take advantage of Active Directory functionality, there are some limitations when Exchange 2003 coexists in the same organization with Exchange 5.5. When Exchange 2000 or Exchange 2003 servers coexist with Exchange 5.5, your organization must run in mixed mode. 

Running in mixed mode limits the functionality of Exchange 2003. Therefore, after migrating from Exchange 5.5 to Exchange 2003, it is recommended that you switch from mixed mode to native mode. This section discusses the advantages of a native-mode Exchange organization and provides the steps that are necessary to switch from mixed mode to native mode.

You are ready to change your Exchange 2003 organization to native mode if:

· Your organization will never require interoperability between your Exchange 2003 servers and Exchange 5.5 servers in the same organization.
· Your Exchange 5.5 servers exist in an organization that is separate from your Exchange 2003 servers.

Note   
After you switch your Exchange 2003 organization from mixed mode to native mode, you cannot switch the organization back to mixed mode. Make sure that your Exchange 2003 organization will not have to interoperate with Exchange 5.5 in the future before you switch from mixed mode to native mode.

First, however, you should determine in which mode your Exchange organization is currently running.

To determine the operating mode of your Exchange organization

255. In Exchange System Manager, right-click the Exchange organization for which you want to determine the operating mode, and then click Properties.

256. On the General tab, under Operation mode, the operating mode of your organization is displayed.

Exchange 2003 Considerations for Mixed and Native Mode 

As mentioned earlier, after you migrate from Exchange 5.5 to Exchange 2003, by default, your organization runs in mixed mode. Running Exchange 2003 in mixed mode has the following disadvantages:

· Exchange 5.5 sites are mapped directly to administrative groups.

· Administrative groups are mapped directly to Exchange 5.5 sites.

· Routing group membership consists only of servers that are installed in the administrative groups.

· You cannot move Exchange 2003 servers between routing groups.

Because many Exchange 2003 features are available only when you run your Exchange 2003 organization in native mode, it is recommended that you switch from mixed mode to native mode. Running Exchange 2003 in native mode has the following advantages:

· You can create query-based distribution groups. A query-based distribution group provides the same functionality as a standard distribution group. However, instead of specifying static user memberships, with a query-based distribution group you can use an LDAP query to build membership in the distribution group dynamically. For more information about query-based distribution groups, see "Managing Recipients and Recipient Policies" in the book Exchange Server 2003 Administration Guide. (http://www.microsoft.com/exchange/library). 

· Your routing bridgehead server pairs use 8BITMIME data transfers instead of converting down to 7-bit. This equates to a considerable bandwidth saving over routing group connectors.

· The Exchange store in Exchange 2003 ignores and removes zombie access control entries (ACEs) from the previous Exchange 5.5 servers in your organization automatically. These zombie access control entries are security identifiers from previous Exchange 5.5 servers that have been removed from your organization.

· Routing groups can consist of servers from multiple administrative groups.

· You can move Exchange 2003 servers between routing groups. 

· You can move mailboxes between administrative groups.

· Simple Mail Transfer Protocol (SMTP) is the default routing protocol. 

Removing the Last Exchange 5.5 Server

Before you can switch from mixed mode to native mode, you must remove all Exchange 5.5 servers in your site. This section guides you through the process of removing the last Exchange 5.5 server from you organization. For more information about removing your Exchange 5.5 servers, refer to the Exchange 5.5 SP3 documentation.

Note   
Ensure that the account to which you are logged on has Exchange Full Administrator permissions, as well as Exchange 5.5 service account Administrator permissions to the site.

To remove the last Exchange 5.5 server

257. In Exchange System Manager, in the console tree, expand Administrative Groups, expand the administrative group you want, expand Folders, and then click Public Folders.

258. Right-click Public Folders, and then click View System Folders.

259. Under System Folders, click to expand Offline Address Book. The offline address book should be in the following format: EX:/O=ORG/OU=Site.

260. Right-click the offline address book, click Properties, and then click the Replication tab. Verify that Replicate content to these Public Stores has an Exchange 2003 computer listed. If a replica does not exist on an Exchange 2003 computer, click the Add button to add a replica to an Exchange 2003 computer.

261. Repeat Steps 3 and 4 for Schedule+ Free Busy Folder and Organization Forms.
Note   
If Exchange 5.5 public folders are present on the computer running Exchange 5.5, you can use the pfMigrate tool that is available with the Exchange Deployment Tools to move your public folders to an Exchange 2003 server. For more information, see "Exchange Server Deployment Tools" and "Using Microsoft Exchange Public Folder Migration Tool" earlier in this chapter.

Important   
After adding the replicas to the Exchange 2003 servers, you will need to wait for the content of the folders to replicate. After the content has replicated, repeat the steps to remove the replicas from the Exchange 5.5 servers.

262. Move any Directory Replication connectors from the Exchange 5.5 servers on this computer to an SRS server in your site.

263. Wait for public folder, Schedule+ Free Busy, and Organization Forms information to replicate before you begin the next steps.

264. From an Exchange 2003 or Exchange Server 5.5 Administrator only computer, start the Exchange Server 5.5 Administrator program. When you receive the prompt for a server to connect to, type the name of the Exchange 2003 SRS server for that administrative group.

Note   
You cannot delete an Exchange 5.5 computer if you are connected to it with the Exchange Administrator program. Make sure you are not connected to any Exchange 5.5 servers that you want to remove.

265. Under Configuration, click to expand the Servers node. Click the Exchange Server 5.5 computer that you want to remove from the administrative group, and then press Delete.

266. From the Active Directory Connector Tool MMC snap-in, right-click the Config_CA_SRS_Server_Name object, and then click Replicate Now. The Exchange Administrator program also removes the Exchange Server 5.5 computer from the SRS database. The Config_CA object "reads" this delete, and then replicates it to Active Directory.

Removing Site Replication Service

Site Replication Service (SRS) is a component that exchanges configuration information between Active Directory and the directory in Exchange 5.5. In Exchange 5.5, SRS is necessary because Exchange 5.5 configuration information can only be exchanged between Exchange 5.5 servers and Exchange 5.5 directories—not with Active Directory. SRS mimics an Exchange 5.5 directory so that other Exchange 5.5 servers can replicate information to it. Using the configuration connection agreement created by Exchange Setup, Active Directory Connector replicates the configuration information in SRS into Active Directory. 

SRS runs only in a mixed-mode Exchange administrative group. SRS also performs additional functions, such as detecting and reacting to directory replication topology changes. You cannot switch from mixed mode to native mode until you have removed all instances of SRS.

SRS is enabled automatically in two situations:

· On the first Exchange 2000 or Exchange 2003 computer that you install in an Exchange site that is running only Exchange 5.5 servers.

· When you in-place upgrade to Exchange 2000 from an Exchange 5.5 server that is the directory replication bridgehead server for a site.

To remove Exchange SRS

267. From the Active Directory Connector Tool MMC snap-in, navigate to your recipient connection agreements. To remove any recipient connection agreements that exist in your Exchange organization, right-click the connection agreement, and then click Delete.

268. Either from another Exchange 5.5 server, or directly from the Exchange 2003 server that is running SRS, open the Exchange 5.5 Administrator program. This is typically the first Exchange 2000 or Exchange 2003 server that is installed in an Exchange 5.5 site. Click File, click Connect to Server, and then type the name of the Exchange 2003 server running SRS.

269. In the Exchange 5.5 Administrator program, expand the local site name (displayed in bold), expand Configuration, click Directory Replication Connectors, and then delete any directory replication connectors that exist.

Important   
Do not delete the ADNAutoDRC connector listed under Directory Replication Connectors.

270. Allow time for the changes that you made in Exchange Administrator to replicate to the configuration connection agreements (Config CAs) to Active Directory.

271. In Exchange System Manager, ensure that no Exchange 5.5 computers are displayed in any administrative groups.

272. In Exchange System Manager, expand Tools, and click Site Replication Services. From the details pane right-click each SRS, and then click Delete. When you do so, the SRS and corresponding Config CA for that SRS are deleted.

273. After all instances of SRS are deleted, remove the Active Directory Connector (ADC) service.

After you complete these steps, you can convert the Exchange organization to native mode.

Switching to Native Mode

Use the following procedure to switch your Exchange organization from mixed mode to native mode.

Important   
After you switch your Exchange 2003 organization from mixed mode to native mode, you cannot switch the organization back to mixed mode. Before you perform the following procedure, make sure that your Exchange 2003 organization will not have to interoperate with Exchange 5.5 in the future. 

To switch to native mode

274. Start Exchange System Manager: Click Start, point to All Programs, point to Microsoft Exchange, and then click System Manager.

275. In the console tree, right-click the organization that you want to switch to native mode, and then click Properties.

276. In <Organization Name> Properties, under Change operation mode, click Change Mode.
277. In the warning dialog box, click Yes if you are sure that you want to permanently switch to native mode. Click Apply to accept your new Exchange mode.

To take full advantage of Exchange native mode, you must restart the Microsoft Exchange Information Store service on all of the Exchange servers in your organization. You do not need to restart all of the Microsoft Exchange Information Store services simultaneously, but you must restart the service on each server for the server to take advantage of all Exchange native mode features. Restart the service on your servers after the change to native mode has been replicated to your local Windows domain controller. To determine whether the changes have been replicated to your local domain controller, refer to the procedure "To determine the operating mode of your Exchange organization" in the section "Switching from Mixed Mode to Native Mode."

To restart the Microsoft Exchange Information Store service

278. On the Start menu, click Run, type services.msc, and then click OK.

279. In the Services (Local) pane, find the Microsoft Exchange Information Store service.

280. Right-click the service and click Restart.

Note   
In the <Organization Name> Properties dialog box, the Change Mode button is unavailable if any Exchange 5.5 servers are present or SRS exists in the organization.

Removing Exchange 2000 Tuning Parameters

Many Exchange 2000 tuning parameters that were recommended in previous Exchange documentation (for example, the parameters listed in the article Microsoft Exchange 2000 Internals: Quick Tuning Guide) are no longer applicable in Exchange 2003. In fact, some of these parameters may cause problems. If you previously tuned your Exchange 2000 servers with the settings listed in this section, you must remove them manually for Exchange 2003.

Use Registry Editor to remove the settings. To start Registry Editor, click Start, click Run, type regedit, and then click OK.

Warning   
Incorrectly editing the registry can cause serious problems that may require you to reinstall your operating system. Problems resulting from editing the registry incorrectly may not be able to be resolved. Before editing the registry, back up any valuable data.

Initial Memory Percentage

Delete the following registry parameter, because it no longer works with Exchange 2003:

	Location:
	HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Services\
MSExchangeIS\ParametersSystem

	Parameter:
	Initial Memory Percentage (REG_DWORD)


Log Buffers

If you tuned the msExchESEParamLogBuffers parameter to 9000 (an Exchange 2000 SP2 recommendation) or 500 (an Exchange 2000 SP3 recommendation) manually, delete the manual tuning. Exchange 2003 uses a default of value of 500. Previously, Exchange 2000 used a default value of 84.

Max Open Tables

If you tuned the msExchESEParamMaxOpenTables parameter manually, you should return the value to its default (not present). Exchange 2003 calculates the correct value for you automatically. On an eight-processor server, a value of 27600 is used.

Extensible Storage System Heaps

The optimum number of heaps is now calculated automatically with Exchange 2003. Therefore, you should delete the following registry parameter:

	Location:
	HKEY_LOCAL_MACHINE\SOFTWARE\
Microsoft\ESE98\Global\OS\Memory

	Parameter:
	MPHeap parallelism (REG_SZ)


Outlook Web Access Content Expiration

For Microsoft Outlook® Web Access, you should not disable content expiry for the \Exchweb virtual directory. The default expiration setting of 1 day should be used in all scenarios.

DSAccess MaxMemoryConfig Key

If you previously tuned the DSAccess performance by adding a MaxMemoryConfig key, you can now remove your manual tuning. Therefore, you should remove the following registry parameter:

	Location:
	HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Services\
MSExchangeDSAccess\Instance0

	Parameter:
	MaxMemoryConfig (REG_DWORD)


DSAccess Memory Cache Tuning

If you previously tuned the user cache in DSAccess, you can now remove your manual tuning. Exchange 2000 had a default user cache of 25 MB, whereas Exchange 2003 defaults to 140 MB. Therefore, you should remove the following registry parameter:

	Location:
	HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Services\
MSExchangeDSAccess\Instance0

	Parameter:
	MaxMemoryUser (REG_DWORD)


Cluster Performance Tuning

If previously implemented, the following registry parameters should be deleted when Exchange 2003 is installed:

	Location
	HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Services\
SMTPSVC\Queuing

	Parameter:
	MaxPercentPoolThreads (REG_DWORD)

	Location:
	HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Services\
SMTPSVC\Queuing

	Parameter:
	AdditionalPoolThreadsPerProc (REG_DWORD)


Chapter 7

Deploying Exchange 2003 in a Cluster

After planning your cluster deployment strategy, proper deployment of that cluster ensures high availability of your servers running Microsoft® Exchange Server 2003. Although deploying Exchange in a cluster is similar to deploying Exchange in a non-clustered organization, there are important differences you must consider. Therefore, to fully understand how to deploy Exchange 2003 in a cluster, read this chapter in conjunction with the previous chapters in this book.

Specifically, this chapter provides the following information:

Cluster Requirements
This section discusses the necessary requirements for installing Exchange 2003, including Windows and Exchange version requirements, software requirements, and network configuration requirements.
Deployment Scenarios

This section includes the following configuration and procedural information about deploying Exchange 2003 clusters:

· Four-node cluster scenario

· Deploying a new Exchange 2003 cluster

· Upgrading an Exchange 2000 cluster to Exchange 2003

· Migrating an Exchange 5.5 cluster to Exchange 2003

· Upgrading mixed Exchange 2000 and Exchange 5.5 clusters

Before continuing with the deployment procedures in this chapter, perform the following steps:

Read the section "Using Server Clusters" in the book Planning an Exchange Server 2003 Messaging System (http://www.microsoft.com/exchange/library).

Create a Microsoft Windows® 2000 Server or Microsoft Windows Server™ 2003 cluster. To create a Windows 2000 or Windows Server 2003 cluster, see the following resources:

· Windows Server 2003   For information about how to create a Windows Server 2003 cluster, see Checklist: Preparation for installing a cluster (http://go.microsoft.com/fwlink/?linkid=16302&clcid=0x409).

· Windows 2000   For information about how to create a Windows 2000 cluster, see Step-by-Step Guide to Installing Cluster Service (http://go.microsoft.com/fwlink/?LinkId=266).

Cluster Requirements

Before you deploy Exchange 2003 on a Windows 2000 or Windows Server 2003 cluster, ensure that your organization meets the requirements listed in this section. 

System-Wide Cluster Requirements

Before you deploy your Exchange 2003 cluster, ensure that the following system-wide requirements are met:

· Ensure that you are running Domain Name System (DNS) and Windows Internet Name Service (WINS). Ideally, the DNS server should accept dynamic updates. If the DNS server does not accept dynamic updates, you must create a DNS Host (A) record for each Network Name resource in the cluster. Otherwise, Exchange does not function properly. For more about how to configure DNS for Exchange, see Microsoft Knowledge Base article 322856, "HOW TO: Configure DNS for Use with Exchange Server" (http://support.microsoft.com/?kbid=322856).

· If your cluster nodes belong to a directory naming service zone that has a different name than the Microsoft Active Directory® directory service domain name that the computer joined, the DNSHostName, by default, does not include the subdomain name. In this situation, you may need to change the DNSHostName property to ensure that some services, such as the File Replication Service (FRS), work correctly. For more information, see Microsoft Knowledge Base article 240942, "Active Directory DNSHostName Property Does Not Include Subdomain" (http://support.microsoft.com/?kbid=240942).
· All cluster nodes must be members of the same domain.

You must have a sufficient number of static IP addresses available when you create the Exchange Virtual Servers. Specifically, an <n>-node cluster with <e> Exchange Virtual Servers requires (2 × n) + e + 1 IP addresses. Therefore, for a two-node cluster, the recommended number of static addresses is five plus the number of Exchange Virtual Servers. For a four-node cluster, the recommended number is nine plus the number of Exchange Virtual Servers. For more information about IP addresses, see the section "IP Addresses and Network Names" in the book Planning an Exchange Server 2003 Messaging System (http://www.microsoft.com/exchange/library).

Note   
Throughout this chapter, "Exchange Virtual Server" refers to the Exchange Virtual Servers in the cluster and not to protocol virtual servers, such as HTTP virtual servers.

· Ensure that the Cluster service is installed and running on all nodes before installing Exchange 2003. In Windows 2000, you must install and configure the Cluster service manually. In Windows Server 2003, Enterprise and Datacenter Editions, the Cluster service is installed by default. After the service is installed, you can use Cluster Administrator to configure the cluster. If the Cluster service is not installed and running on each node in a cluster before installation, Exchange 2003 Setup cannot install the cluster-aware version of Exchange 2003. 

Note   
If you installed Exchange 2003 before configuring your cluster, you must uninstall Exchange 2003, configure your cluster, and then reinstall Exchange 2003.

· Do not install Exchange 2003 on multiple nodes simultaneously.

· An Exchange 2003 cluster server cannot be the first Exchange 2003 server to join an Exchange Server 5.5 site. This is because Site Replication Service (SRS) is not supported on an Exchange cluster. You must install a stand-alone (non-clustered) Exchange 2003 server into an Exchange 5.5 site prior to installing Exchange 2003 on the nodes of your cluster. (The first Exchange 2003 server installed in an Exchange 5.5 site runs SRS.) For more information about SRS, see Exchange 2003 Help.

· Before you install Exchange 2003, ensure that the folder to which you will install all of the Exchange shared data on the physical disk resource is empty.

· You must install the same version of Exchange Server 2003 on all nodes in the cluster.

· At a minimum, you must install Microsoft Exchange Messaging and Collaboration and Microsoft Exchange System Management Tools on all nodes of the cluster.

· The Cluster Service account must have local Administrator privileges on the cluster nodes and be a domain user account. You can establish those permissions by creating a domain user account and making this account a member of the local Administrators group on each node.

By default in Windows 2000 and later, any user account has the permission to join a computer to the domain. If this permission has been restricted in accordance with your organization's security policy, you must explicitly grant that permission. For information about how to verify that the Cluster Service account has the Add Workstations to a Domain User permission, see Microsoft Knowledge Base article 307532, "How to Troubleshoot the Cluster Service Account When It Modifies Computer Objects" (http://support.microsoft.com/?kbid=307532).

· (Recommendation) Install Terminal Services so that administrators can use Remote Desktop to manage clusters. However, administrators can also use the Administrative Tools package (Adminpak.msi) from any Exchange 2003 server to remotely manage clusters.

Note   
By default, Terminal Services is installed on servers running Windows Server 2003. Terminal Services is an optional component on servers running Windows 2000.

Server-Specific Cluster Requirements

Before you deploy your Exchange 2003 cluster, ensure that your servers meet the requirements described in this section.

Hardware Requirements

The hardware requirements for deploying Exchange 2003 clusters are dependent on the operating system you are running.

Windows Server 2003 hardware requirements

For Exchange 2003 cluster nodes running on Windows Server 2003, Enterprise or Datacenter Editions, you must select from hardware listed in the Windows Server Catalog (http://go.microsoft.com/fwlink/?LinkId=17219). Furthermore, for geographically dispersed clusters, both the hardware and software configuration must be certified and listed in the Windows Server Catalog.

Windows 2000 Server hardware requirements

Exchange 2003 cluster nodes running on Windows 2000 Server must be running the Advanced Server or Datacenter Server editions. For information about the hardware requirements for these editions, see the section "Checklists for Cluster Server Installation" in the technical article Step-by-Step Guide to Installing Cluster Service (http://go.microsoft.com/fwlink/?LinkId=266).

Note   
To simplify configuration issues and possibly eliminate some compatibility problems, it is recommended that your cluster configuration contain identical storage hardware on all cluster nodes.

Operating System Version and Exchange Edition Requirements

Specific operating system versions and Exchange editions are required to create Exchange clusters. Table 7.1 lists the required Windows 2000 and Windows Server 2003 versions and Exchange 2003 editions, as well as the number of cluster nodes available for each.

Important   
Exchange Server 2003, Standard Edition does not support clustering. Similarly, Windows 2000 Server and Windows Server 2003, Standard Edition do not support clustering.

Table 7.1   Operating system versions and Exchange edition requirements
	Operating system version
	Exchange 2003 edition
	Cluster nodes available

	Any server in the Windows 2000 Server or Windows Server 2003 families
	Exchange Server 2003, Standard Edition
	None

	Windows 2000 Server or Windows Server 2003, Standard Edition
	Exchange Server 2003, Standard Edition or Exchange Server 2003, Enterprise Edition
	None

	Windows 2000 Advanced Server
	Exchange Server 2003, Enterprise Edition
	Up to two

	Windows 2000 Datacenter Server
	Exchange Server 2003, Enterprise Edition
	Up to four

	Windows Server 2003, Enterprise Edition
	Exchange Server 2003, Enterprise Edition
	Up to eight

	Windows Server 2003, Datacenter Edition
	Exchange Server 2003, Enterprise Edition
	Up to eight


Shared Disk Requirements

The following are the minimum shared disk requirements for installing Exchange 2003 on a Windows 2000 or Windows Server 2003 cluster:

· Shared disks must be physically attached to a shared bus. 

· Disks must be accessible from all nodes in the cluster.

· Disks must be configured as basic, and not dynamic.

· All partitions on the shared disk must be formatted for NTFS file system.

· Only physical disks can be used as a cluster resource. All partitions on a physical disk will be treated as one resource.

Network Configuration Requirements

It is important that the networks used for client and cluster communications are configured properly. This section provides the procedures necessary to verify that your private and public network settings are configured correctly.

Figure 7.1 illustrates a network configuration for a 4-node cluster.
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Figure 7.1   Network configuration for a four-node cluster

Private Network Settings

To ensure that your private network is configured properly

281. On a server running Windows 2000: In Control Panel, double-click Network and Dial-up Connections. In Network and Dial-up Connections, right-click <Network Connection Name> (where Network Connection Name is the name of your private network connection), and then click Properties.

- or -

On a server running Windows Server 2003: In Control Panel, double-click Network Connections. In Network Connections, right-click <Network Connection Name> (where Network Connection Name is the name of your private network connection), and then click Properties.

282. On a server running Windows 2000: In <Network Connection Name> Properties, on the General tab, under Components checked are used by this connection, ensure that the Internet Protocol (TCP/IP) check box is selected.

- or–

On a server running Windows Server 2003: In <Network Connection Name> Properties, on the General tab, under This connection uses the following items, ensure that the Internet Protocol (TCP/IP) check box is selected.

283. Select Internet Protocol (TCP/IP), and then click Properties.

284. In Internet Protocol (TCP/IP) Properties, click Advanced.

285. In Advanced TCP/IP Settings, on the DNS tab, verify the following information:

· Under DNS server addresses, in order of use, ensure that no addresses are listed.

· Under Append these DNS suffixes (in order), ensure that there are no suffixes listed.

· Ensure that the Register this connection's address in DNS check box is cleared.

286. On the WINS tab, ensure that Disable NetBIOS over TCP/IP is selected.

Public Network Settings

To ensure that your public network is configured properly

287. On a server running Windows 2000: In Control Panel, double-click Network and Dial-up Connections. In Network and Dial-up Connections, right-click <Network Connection Name> (where Network Connection Name is the name of your public network connection), and then click Properties.

- or–

On a server running Windows Server 2003: In Control Panel, double-click Network Connections. In Network Connections, right-click <Network Connection Name> (where Network Connection Name is the name of your private network connection), and then click Properties. 

288. On a server running Windows 2000: In <Network Connection Name> Properties, on the General tab, under Components checked are used by this connection , ensure that the Internet Protocol (TCP/IP) check box is selected.

- or–

On a server running Windows Server 2003: In <Network Connection Name> Properties, on the General tab, under This connection uses the following items, ensure that the Internet Protocol (TCP/IP) check box is selected.

289. Select Internet Protocol (TCP/IP), and then click Properties.

290. In Internet Protocol (TCP/IP) Properties, click Advanced.

291. In Advanced TCP/IP Settings, on the DNS tab, verify the following information:

· Under DNS server addresses, in order of use, ensure that all of the required addresses are listed.

· Under Append these DNS suffixes (in order), ensure that the correct suffixes are listed.

Confirming Order of Network Connections

To ensure that your network connections are in the correct order

292. On a server running Windows 2000: In Control Panel, double-click Network and Dial-up Connections.

- or–

On a server running Windows Server 2003: In Control Panel, double-click Network Connections. 

293. On the Advanced menu, click Advanced Settings.

294. In Advanced Settings, on the Adapters and Bindings tab, under Connections, ensure that your connections appear in the following order, and then click OK: 

· <Public network name> (where Public network name is the name of your public network connection)
· <Private network name> (where Private network name is the name of your private network connection) 

· Remote Access connections

For more information about configuring public and private networks on a cluster, see Microsoft Knowledge Base article 258750, "Recommended Private 'Heartbeat' Configuration on a Cluster Server" (http://support.microsoft.com/?kbid=258750).

Clustering Permission Model Changes

The permissions needed to create, delete, or modify an Exchange Virtual Server are modified in Exchange 2003. The best way to understand these modifications is to compare the Exchange 2000 permissions model with the new Exchange 2003 permissions model.

Exchange 2000 Permissions Model

For an Exchange 2000 cluster administrator to create, delete, or modify an Exchange Virtual Server, the cluster administrator and the Cluster Service account require the following permissions:

· If the Exchange Virtual Server is the first Exchange Virtual Server in the Exchange organization, the cluster administrator's account and the Cluster Service account must each be a member of a group that has the Exchange Full Administrator role applied at the organization level. 

· If the Exchange Virtual Server is not the first Exchange Virtual Server in the organization, the cluster administrator's account and the Cluster Service account must each be a member of a group that has the Exchange Full Administrator role applied at the administrative group level. 

Exchange 2003 Permissions Model

In Exchange 2003, the permissions model has changed. The Windows Cluster Service account no longer requires that the Exchange Full Administrator role be applied to it, neither at the Exchange organization level nor at the administrative group level. The Windows Cluster Service account requires no Exchange-specific permissions. Its default permissions in the forest are sufficient for it to function in Exchange 2003. Only the logon permissions of the cluster administrator are required to create, modify, and delete Exchange Virtual Servers.

As with Exchange 2000, the cluster administrator requires the following permissions:

· If the Exchange Virtual Server is the first Exchange Virtual Server in the organization, the cluster administrator must be a member of a group that has the Exchange Full Administrator role applied at the organization level. 

· If the Exchange Virtual Server is not the first Exchange Virtual Server in the organization, you must use an account that is a member of a group that has the Exchange Full Administrator role applied at the administrative group level. 

However, depending on the mode in which your Exchange organization is running (native mode or mixed mode), and depending on your topology configuration, your cluster administrators must have the following additional permissions:

· When your Exchange organization is in native mode, if the Exchange Virtual Server is in a routing group that spans multiple administrative groups, then the cluster administrator must be a member of a group that has the Exchange Full Administrator role applied at all the administrative group levels that the routing group spans. For example, if the Exchange Virtual Server is in a routing group that spans the First Administrative Group and Second Administrative Group, the cluster administrator must use an account that is a member of a group that has the Exchange Full Administrator role applied at First Administrative Group and must also be a member of a group that has the Exchange Full Administrator role applied at Second Administrative Group.

Note   
Routing groups in Exchange native-mode organizations can span multiple administrative groups. Routing groups in Exchange mixed-mode organizations cannot span multiple administrative groups.

· In topologies such as parent/child domains where the cluster server is the first Exchange server in the child domain, the cluster administrator must be a member of a group that has the Exchange Administrator role or greater applied at the organization level to be able specify the server responsible for Recipient Update Service in the child domain.

Deployment Scenarios

After you ensure that your Exchange organization meets the clustering requirements listed in this chapter, you are ready to deploy an Exchange 2003 cluster. This section provides the procedures necessary to deploy active/passive or active/active Exchange 2003 clusters on Windows Server 2003. Any procedural differences with regard to deploying Exchange 2003 clusters on Windows 2000 are explained. 

The following deployment scenarios are included in this section:

· Four-node cluster scenario

· Deploying a new Exchange 2003 cluster 

· Upgrading an Exchange 2000 cluster to Exchange 2003

· Migrating an Exchange 5.5 cluster to Exchange 2003

· Upgrading mixed Exchange 2000 and Exchange 5.5 clusters

Four-Node Cluster Scenario

Although the deployment procedures in this section apply to any cluster configuration, it is beneficial to understand one of the more typical four-node cluster deployments.

The recommended configuration for a four-node Exchange 2003 cluster is one that contains three active nodes and one passive node, where each of the active nodes contains one Exchange Virtual Server. This configuration is advantageous because it provides you with the capacity of running three active Exchange servers, while maintaining the failover security provided by one passive server.

Figure 7.2 illustrates the four-node, active/passive Exchange 2003 cluster.
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Figure 7.2   Four-node, active/passive Exchange 2003 cluster

The following sections provide the recommended software, hardware, and storage requirements for an Exchange 2003 active/passive four-node cluster.
Software Recommendations

In this scenario, all four nodes in the cluster are running Windows Server 2003, Enterprise Edition and Exchange Server 2003, Enterprise Edition. Furthermore, each node is connected to a DNS server configured for dynamic updates.

Hardware Recommendations

In this scenario, the following hardware configurations are recommended:
Server hardware

· Eight 700 megahertz (MHz), 1 megabyte (MB) or 2 MB L2 cache processors

· 3 gigabytes (GB) of Error Correction Code (ECC) RAM

· Two 100 megabits per second (Mbps) or 1000 Mbps network interface cards

· RAID-1 array with two internal disks for the Windows Server 2003 and Exchange 2003 program files

· Two redundant 64-bit fiber Host Bus Adapters (HBAs) to connect to the Storage Area Network 

Local area network hardware
· Two 100 Mbps or 1000 Mbps network switches (full duplex)

Storage Area Network hardware
· Redundant fiber switch

· 104 disk spindles (Ultra Wide SCSI) with spindle speeds of 10,000 RPM or greater

· 256 MB or more read/write cache memory

Storage Configuration Recommendations

In this scenario, the following storage configurations are recommended:

Storage groups and databases
· Three storage groups per Exchange Virtual Server

· Five databases per storage group

Disk drive configuration

Table 7.2 lists the recommended disk drive configuration. For more information about this and other disk drive configurations, see "Drive Letter Configurations" in the book Planning an Exchange Server 2003 Messaging System (http://www.microsoft.com/exchange/library).

Table 7.2   Disk drive configuration for a four-node active/passive cluster containing three Exchange Virtual Servers

	Node 1 (EVS1 active)
	Node 2 (EVS2 active)
	Node 3 (EVS3 active)
	Node 4 (passive)

	Disk 1: SMTP/MTA
	Disk 8: SMTP
	Disk 15: SMTP
	Disk 22: Quorum

	Disk 2: SG1 databases
	Disk 9: SG1 databases
	Disk 16: SG1 databases
	

	Disk 3: SG1 logs
	Disk 10: SG1 logs
	Disk 17: SG1 logs
	

	Disk 4: SG2 databases
	Disk 11: SG2 databases
	Disk 18: SG2 databases
	

	Disk 5: SG2 logs
	Disk 12: SG2 logs
	Disk 19: SG2 logs
	

	Disk 6: SG3 databases
	Disk 13: SG3 databases
	Disk 20: SG3 databases
	

	Disk 7: SG3 logs
	Disk 14: SG3 logs
	Disk 21: SG3 logs
	


Storage Area Network disk configuration
· SMTP/MTA drives   RAID-(0+1) array made up of four spindles. (3 EVSs × 4 disks = 12 disks.)

· Storage group log drives   RAID-1 array made up of two spindles. (3 EVSs × 3 storage groups × 3 storage groups = 18 disks.)

· Database (.edb and .stm files) drives   RAID-(0+1) array made up of eight spindles. (3 EVSs × 3 storage groups × 8 databases = 72 disks.)

· Quorum disk resource drive   RAID-1 array made up of two spindles (2 disks).

Total shared disk spindles is 104.

Deploying a New Exchange 2003 Cluster 

This section provides information about deploying a new Exchange 2003 cluster in your organization. The procedures in this section are applicable for any cluster configuration, from an active/passive cluster with two to eight nodes to a two-node active/active cluster with one or two nodes. 

Specifically, this section will guide you through the following steps: 

295. Preparing Active Directory for Exchange 2003.

296. Installing Exchange 2003 on each node.

297. Creating the Exchange Virtual Servers.

298. Configuring any clustered back-end servers.

Step 1: Preparing Active Directory for Exchange 2003

Preparing Active Directory for a cluster installation is similar to preparing Active Directory for non-clustered servers. 

Step 1 includes the following tasks:

299. Run ForestPrep.

300. Run DomainPrep.

Running ForestPrep

Before you install Exchange 2003 anywhere in the forest, you must extend the Windows Active Directory schema. To accomplish this task, you must run ForestPrep. 

Note   
Running ForestPrep is required only if you are installing Exchange 2003 for the first time in your organization. If you already installed Exchange 2003 in your organization, you do not need to run ForestPrep.

To run ForestPrep, follow the procedure in "Running Exchange 2003 ForestPrep" in Chapter 2. However, in Step 7 of that procedure, consider the following information: 

On the Microsoft Exchange Server Administrator Account page of the Microsoft Exchange Installation Wizard, in the Account box, type the name of the user or group who is responsible for installing Exchange 2003. This account must be a domain account that includes local administrator privileges on the cluster nodes. The account you specify will also have permission to use the Exchange Delegation Wizard to create all levels of Exchange 2003 administrator accounts. 

Running DomainPrep

You must run DomainPrep for each Windows 2000 or Windows Server 2003 domain in which you want to install Exchange 2003. However, before you can run DomainPrep, ForestPrep must finish replicating the schema updates. 

Note   
Running DomainPrep is required only if you are installing Exchange 2003 for the first time in your domain. If you already installed Exchange 2003 in your domain, you do not need to run DomainPrep.

To run DomainPrep, follow the procedure in "Running Exchange 2003 DomainPrep" in Chapter 2.

Step 2: Installing Exchange 2003 on Each Node

After you extend the schema with ForestPrep and prepare the domain with DomainPrep, you are ready to install Exchange 2003 on the first cluster node. 

Step 2 includes the following tasks:

301. Ensure that the Cluster service is running on each node.

302. Install and enable the required Windows services.

303. Install Microsoft Distributed Transaction Coordinator (MSDTC).

304. Run Exchange 2003 Setup.

However, before performing these tasks, familiarize yourself with the requirements necessary for installing Exchange 2003 on cluster servers (Table 7.3).

Table 7.3   Requirements for running Exchange Setup on a cluster server 
	Area
	Requirements

	Permissions
	Account must be a member of a group that has the Exchange Full Administrator role applied at the organization level.

Note   
An account that has the Exchange Full Administrator role applied at the administrative group level can run Exchange Setup on a cluster node only if the following conditions are met:

· The server cannot be the first Exchange server in the organization.

· The cluster node must already be a member of the Exchange Domain Servers group on the domain to which the cluster node belongs.

	File system
	· Installation drive cannot be the cluster shared drive.

· Installation drive cannot be the same across all nodes.

	Cluster resources
	· The MSDTC resource must be running on one of the nodes in the cluster. 

	Other
	· The fully qualified domain name (FQDN) of the node cannot match the Simple Mail Transfer Protocol (SMTP) proxy domain of any recipient policy. 

· If you have more than two nodes, the cluster must be active/passive. If you have fewer than two nodes, an active/active configuration is allowed. 

Note   
A cluster with three or more nodes is usually active/passive. In active/passive mode, there can be n – 1 or fewer Exchange Virtual Servers, where n is the number of nodes. For example, if, by installing Exchange on a node, the cluster becomes a three-node cluster, and the number of Exchange Virtual Servers is three or more, then Exchange Setup stops installation until you remove one of the Exchange Virtual Servers.

· The Cluster service must be initialized and running.

	If running Windows 2000 
	Windows 2000 Service Pack 4 (SP4) or Windows 2000 SP3 with hotfix 329938 is required. 

· To obtain Windows 2000 SP4, go to the Windows 2000 Service Packs Web site (http://go.microsoft.com/fwlink/?LinkId=18353).

· To obtain the Windows 2000 SP3 hotfix, see Microsoft Knowledge Base article 329938, "Cannot Use Outlook Web Access to Access an Exchange Server Installed on a Windows 2000 Cluster Node" (http://support.microsoft.com/?kbid=329938).


Ensuring That the Cluster Service is Running on Each Node

To successfully install Exchange 2003 on a server in a cluster, the Cluster service must be installed and running on a cluster node. The Cluster service is installed by default with Windows Server 2003, Enterprise Edition and Windows Server 2003, Datacenter Edition. However, the Cluster service is not installed by default with Windows 2000 Server.

To ensure that the Cluster service is running on each node

305. Log on to any node in your Exchange 2003 cluster.

306. In Cluster Administrator, in the console tree, select the cluster name under the root container.

307. In the details pane, under State, ensure that all of your cluster nodes are Online.

Installing and Enabling Required Windows Services 

Exchange 2003 Setup requires that the following components and services be installed and enabled on the server: 

· .NET Framework 

· ASP.NET

· Internet Information Services (IIS) 

· World Wide Web Service

· Simple Mail Transfer Protocol (SMTP) service

· Network News Transfer Protocol (NNTP) service

If you are installing Exchange 2003 on a server running Windows 2000, Exchange Setup installs and enables the Microsoft .NET Framework and ASP.NET automatically. You must enable the World Wide Web Publishing Service, the SMTP service, and the NNTP service manually before running Exchange Server 2003 Installation Wizard.

If you are installing Exchange 2003 in a native Windows Server 2003 forest or domain, none of these services is enabled by default. You must enable the services manually.

Important   
When you install Exchange on a new server, only the required services are enabled. For example, Post Office Protocol version 3 (POP3), Internet Message Access Protocol version 4 (IMAP4), and NNTP services are disabled by default on all of your Exchange 2003 servers. You should only enable services that are essential for performing Exchange 2003 tasks.

For information about how to install and enable the required Windows services, see "Installing and Enabling Windows 2000 or Windows Server 2003 Services" in Chapter 2. 

Note   
If the services are already installed, and you stop them manually, you must restart them before installing MSDTC.

Installing Microsoft Distributed Transaction Coordinator

Before you install Exchange 2003 on servers running Windows Server 2003 or Windows 2000, you must first install Microsoft Distributed Transaction Coordinator (MSDTC) on the cluster. 

To install MSDTC on a server running Windows 2000 

308. Using a domain account, log on to the cluster node on which you want to install Exchange 2003.

309. Click Start, and then click Run.

310. Type cmd, and then click OK.

311. At the command prompt, type Comclust.exe, and then press Enter.

312. Repeat Steps 1 through 4 of this procedure on all other nodes of the cluster.

313. To verify the installation, in Cluster Administrator, verify that the MSDTC resource appears in the group Cluster Group and is online.

Note   
If load balancing is enabled, Comclust.exe may attempt to install an additional component. This component is not needed for the Exchange installation.

To install MSDTC on a server running Windows Server 2003

314. Log on to any node of the cluster.

315. Click Start, point to All Programs, point to Administrative Tools, and then click Cluster Administrator.

316. Under Groups, right-click Cluster Group, point to New, and then click Resource.

317. In New Resource, in the Name box, type Distributed Transaction Coordinator.

318. In the Resource type list, select Distributed Transaction Coordinator. 

319. In the Group list, ensure Cluster Group is selected, and then click Next.

320. Verify that all nodes appear in the Possible owners list, and then click Next.

321. Select the Quorum disk and Cluster Name resources as dependencies.

322. Click Finish.

323. Right-click Cluster Group, and then click Bring Online.

Running Exchange Setup

Installing Exchange 2003 on a cluster is similar to installing Exchange 2003 on non-clustered servers. In conjunction with the steps listed in this section, follow the procedures in "Running Exchange 2003 Setup" in Chapter 2.

In this task, you are installing the cluster-aware version of Exchange 2003 on each node. Before installing Exchange 2003 on a node, it is recommended that you move all cluster resources owned by the node to another node.

Important   
Install Exchange 2003 completely on one node before you install it on another node.

To run Exchange Setup

324. Log on to the node of the cluster to which you want to install Exchange 2003 using an account with Exchange Full Administrator permissions on each node of the cluster.

325. In the Microsoft Exchange Installation Wizard, on the Component Selection page, verify that the action next to Microsoft Exchange 2003 is Typical.

326. Exchange must be installed in the same directory location on all nodes. After you designate the location for the first node, the same location is used for all other nodes. To change the installation location of the Exchange program files, click Change Path. For information about available drives and their corresponding available disk space, click Disk Information. By default, the Exchange program files are installed on the Windows boot drive. For example, if your Windows boot files are on drive C, Exchange is installed to C:\Program Files\Exchsrvr. 

327. Repeat Steps 1 through 3 for all other nodes in the cluster.

Step 3: Creating the Exchange Virtual Servers

The final step in configuring Exchange 2003 on a cluster is to create the Exchange Virtual Servers.

Step 3 includes the following tasks:

328. Create the group to host the Exchange Virtual Server.

329. Create an IP Address resource.

330. Create a Network Name resource.

331. Add a disk resource to the Exchange Virtual Server.

332. Create an Exchange 2003 System Attendant resource.

333. Create any additional Exchange Virtual Servers.

You need to repeat these tasks for each Exchange Virtual Server you want to add to your cluster. For example:

· If you are configuring a two-node active/passive Exchange 2003 cluster, you create only one Exchange Virtual Server. Therefore, you would only perform these tasks once. 

· If you are configuring a four-node 3 active/1 passive Exchange 2003 cluster, you create three Exchange Virtual Servers. Therefore, you would perform these tasks three times.

However, before performing these tasks, familiarize yourself with the requirements necessary for creating Exchange Virtual Servers (Table 7.4). 

Table 7.4   Exchange Virtual Server requirements

	Area
	Requirements

	Permissions
	· If you are creating either the first Exchange server in the organization or the first Exchange server in the domain, the account must be a member of a group that has the Exchange Full Administrator role applied at the organizational level.

· If the server is not the first Exchange server in the organization and is not the first server in the domain, the account must be a member of a group that has the Exchange Full Administrator role applied at the administrative group level. 

	File system
	· MDBDATA folder must be empty. 

	Cluster resources
	· Network Name resource must be online.

· Physical disk resources must be online.

	Other
	· The FQDN of the Exchange Virtual Server may not match SMTP proxy domain of any recipient policy. 

· Enforce Active/Active restrictions. 


Creating the Group to Host the Exchange Virtual Server

To create an Exchange Virtual Server (that is, a Windows 2000 or Windows Server 2003 cluster group with Exchange resources), you must create a static IP address, a unique network name, a shared physical disk, and an Exchange System Attendant resource.

Important   
When you create an Exchange Virtual Server, ensure that the network name resource is dependent on a single IP address resource. If you want to associate additional IP addresses with the network name, you can add those dependencies after creating the Exchange Virtual Server. 

To create a group to host an Exchange Virtual Server

334. Start Cluster Administrator. If prompted to specify a cluster, type the cluster name, or browse and select the cluster in which you want to create an Exchange Virtual Server.

335. In the console tree, right-click Groups, point to New, and then click Group.

336. The New Group Wizard starts. In the Name box, type a name for this Exchange Virtual Server, and then click Next.

In Preferred Owners, you can specify a preferred owner for the Exchange Virtual Server (Figure 7.3). However, you do not need to specify a preferred owner at this time.
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Figure 7.3   The Preferred Owners dialog box

Note   
If you want to specify a preferred owner for the Exchange Virtual Server, ensure that you specify a different preferred owner for each Exchange Virtual Server. If you want to specify more than one node as a preferred owner of an Exchange Virtual Server, ensure that the list order on the other nodes is different. Specifically, the first item in the list should not be the first item for any other Exchange Virtual Servers. 

For example, in a two-node cluster, if the preferred owners list on the first node lists CORP-SRV-01 and then CORP-SRV-02, ensure the second node lists CORP-SRV-02 and then CORP-SRV-01.

For more information about the preferred owner settings for Exchange Virtual Servers, see "Specifying Preferred Owners" in the book Exchange Server 2003 Administration Guide (http://www.microsoft.com/exchange/library).

337. Click Finish. This new group object is displayed under Groups in Cluster Administrator.

Creating an IP Address Resource

To create an IP Address resource

338. In the console tree, right-click the Exchange Virtual Server you created in the previous procedure, point to New, and then click Resource.

339. The New Resource Wizard starts. In the Name box, type <EVSName> IP Address, where EVSName is the name of your Exchange Virtual Server.

340. In the Resource type list, select IP Address. Verify that the Group box contains the name of your Exchange Virtual Server, and then click Next.

341. In Possible Owners, under Possible owners, verify that all cluster nodes that will be used as Exchange servers are listed, and then click Next (Figure 7.4). 
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Figure 7.4   The Possible Owners dialog box

342. In Dependencies, under Resource dependencies, verify that no resources are listed, and then click Next.

343. In TCP/IP Address Parameters, in the Address box, type the static IP address of the Exchange Virtual Server.

Note   
It is strongly recommended that the Exchange Virtual Server have its own dedicated static IP address, separate from all other resources (including the quorum disk resource) that are defined in Cluster Administrator.

344. In the Subnet mask box, verify that the subnet mask for the Exchange Virtual Server is correct.

345. In the Network list, verify that the <Public Network Connection Name> is selected.

346. Ensure that the Enable NetBIOS for this address check box is selected, and then click Finish. If NetBIOS is disabled for this address, NetBIOS-based network clients will not be able to access cluster services through this IP address.

Creating a Network Name Resource

To create a network name resource

347. Right-click the Exchange Virtual Server, point to New, and then click Resource.

348. The New Resource Wizard starts. In the Name box, type EVSName Network Name, where EVSName is the name of your Exchange Virtual Server.

349. In the Resource type list, select Network Name. Verify that the Group box contains the name of your Exchange Virtual Server, and then click Next.

350. In Possible Owners, under Possible owners, verify that all nodes are listed, and then click Next. 
351. In Dependencies, under Available resources, select the Cluster IP Address resource for this Exchange Virtual Server, and then click Add. Click Next.

352. In Network Name Parameters, in the Name box, type a network name for the Exchange Virtual Server (Figure 7.5). 

Important   
This network name identifies the Exchange Virtual Server on your network. It is also the Exchange Virtual Server name that displays in Exchange System Manager after you create the System Attendant resource. Carefully consider the network name you select, because after creating the Exchange Virtual Server, you cannot rename it.
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Figure 7.5   The Network Name Parameters dialog box

If you are running Windows Server 2003, perform the following steps:

· If your DNS server accepts dynamic updates, and you want the Cluster service to ensure that the DNS host record for this network name is updated before the Network Name resource comes online, select the DNS Registration Must Succeed check box. If you select this check box, and the network name cannot be registered in DNS dynamically, the Network Name resource will fail. 

· Select the Enable Kerberos Authentication check box so that clients can use the Kerberos authentication protocol when making an authenticated connection to this Exchange Virtual Server's Network Name resource. Enabling Kerberos may require coordination with your domain administrator.

Important   
Before enabling Kerberos authentication, it is strongly recommended that you read Microsoft Knowledge Base article 302389, "Description of the Properties of the Cluster Network Name Resource in Windows Server 2003" (http://support.microsoft.com/?kbid=302389). 

353. If you are running Windows 2000, you can use command prompt options to configure the DNS Registration Must Succeed and Enable Kerberos Authentication options described in Step 7. For information about configuring these options on servers running Windows 2000, see Microsoft Knowledge Base article 235529, "Kerberos Support on Windows 2000-Based Server Clusters" (http://support.microsoft.com/?kbid=235529).

354. Click Finish.

Adding a Disk Resource to the Exchange Virtual Server

You must add a disk resource for each disk that you want to associate with the Exchange Virtual Server. This section includes the following procedures:

· If the disk resource you want to add already exists, follow the procedure to move an existing disk resource.

· If the disk resource you want to add does not yet exist, follow the procedure to create a new disk resource.

· If you are using mounted drives, follow the procedure to add mounted drives.

To move an existing disk resource

355. In Cluster Administrator, click the group that contains the physical disk resource you want to move to the Exchange Virtual Server. The node on which you create the Exchange Virtual Server must own this group. If this is not the case, first move the group to this node. You can move the group back to the original node after the move.

Drag the physical disk resources to the Exchange Virtual Server. After moving the disk resource, it appears as a resource of the Exchange Virtual Server (Figure 7.6).
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Figure 7.6   An Exchange Virtual Server after adding two physical disk resources

To create a new disk resource

Note   
To prevent possible damage to your hard disk, see "Checklist: Creating a server cluster" in Windows 2000 Help or "Planning and preparing for cluster installation" in Windows Server 2003 Help before connecting a disk to a shared bus.

356. Right-click the Exchange Virtual Server, point to New, and then click Resource.

357. The New Resource Wizard starts. In the Name box, type Disk <drive letter>, where drive letter is the logical drive on this disk. You should use a descriptive name, for example Disk G: Log Files.

358. In the Resource type list, select Physical Disk. Verify that the Group box contains the name of your Exchange Virtual Server, and then click Next.

359. In Possible Owners, under Possible owners, verify that both nodes are listed, and then click Next (Figure 7.4 earlier in this chapter).

360. In Dependencies, under Resource dependencies, verify that no resources are listed, and then click Next.

361. In Disk Parameters, in the Disk list, select the disk you want. If the disk does not appear in this list, either another group already has a resource for the disk, or the disk was not installed successfully.

362. Click Finish. The disk resource appears as a resource of the Exchange Virtual Server (Figure 7.6 earlier in this section).

To add mounted drives

This procedure applies only to servers running Windows Server 2003. Mounted drives in a cluster are not supported in Windows 2000.

363. In Cluster Administrator, in the console tree, right-click the Exchange Virtual Server, and then click Bring Online.

364. Ensure the disks to be mounted have been added to the Exchange Virtual Server:

· If the root disk resource already exists, follow the procedure "To move an existing disk resource" earlier in this section.

· If the root disk resource does not exist, follow the procedure "To create a new disk resource" earlier in this section.

365. To add a disk to be mounted on the root disk to the Exchange Virtual Server, perform the following steps: 

j. Right-click the disk resource, and then click Properties.

k. In Properties, click the Dependencies tab.

l. Click Modify.

m. In Modify Dependencies, add the root disk to the list of dependencies.

n. Click OK twice.

For detailed information about how to mount a disk to a root disk, see "Using NTFS mounted drives" in Windows Server 2003 Help.

Creating an Exchange 2003 System Attendant Resource

To create an Exchange 2003 System Attendant resource

366. In Cluster Administrator, in the console tree, right-click the Exchange Virtual Server, and then click Bring Online.

367. Right-click the Exchange Virtual Server, point to New, and then click Resource.

368. The New Resource Wizard starts. In the Name box, type Exchange System Attendant - (<EVSName>), where EVSName is the name of your Exchange Virtual Server.

369. In the Resource type list, select Microsoft Exchange System Attendant. Verify that the Group box contains the name of your Exchange Virtual Server, and then click Next.

370. In Possible Owners, under Possible owners, verify that all nodes that are running Exchange 2003 are listed, and then click Next.

371. In Dependencies, under Available resources, select both the Network Name and Physical Disk resources for this Exchange Virtual Server, and then click Add. Click Next.

372. In Exchange Administrative Group, in the Name of administrative group list, select the location in the Windows directory where you want to create the Exchange Virtual Server, and then click Next. 

Note   
This option is available only when you create the first Exchange Virtual Server in a cluster. All Exchange Virtual Servers must reside in the same administrative group.

373. In Exchange Routing Group, in the Name of routing group list, select the routing group in which you want the Exchange Virtual Server created, and then click Next.

Note   
This option is available only when you create the first Exchange Virtual Server in a cluster. All Exchange Virtual Servers must reside in the same routing group.

374. In Data Directory, in the Enter path to the data directory box, verify the data directory location. You must verify that this location points to the shared physical disk resource assigned to this Exchange Virtual Server. Exchange will use the drive you select in this step to store the transaction log files, the default public store files, and the mailbox store files (pub1.edb, pub1.stm, priv1.edb, and priv1.stm). Click Next.

375. In Summary, read the summary of the action you are about to perform. Click Finish to create the Exchange Virtual Server.
Important   
After you create an Exchange Virtual Server, you cannot rename it. If you want to rename an Exchange Virtual Server after it has been created, you must remove it and then re-create it with another name. For information about how to remove an Exchange Virtual Server from a cluster, see "Removing an Exchange Virtual Server" in the book Exchange Server 2003 Administration Guide (http://www.microsoft.com/exchange/library).

376. If the operation was successful, a dialog box appears indicating that you have successfully created the Exchange Virtual Server. The Exchange Virtual Server you created will now appear in Exchange System Manager.

However, if the operation was not successful, a dialog box appears indicating why the process failed. The New Resource Wizard remains open, so it is possible to go back in the wizard, remedy any problems, and then click Finish again.
377. After the Exchange Virtual Server is created, in Cluster Administrator, right-click the new Exchange Virtual Server, and then click Bring Online.

Note   
Due to directory replication latency, all resources may not come online in your first attempt. In this case, wait for replication to occur, and then bring the resources online again. To add resources to the dependencies list when creating the Exchange System Attendant resource, first ensure that the resources you want to add are online.

After you successfully create the Exchange System Attendant resource, Exchange System Attendant creates the following additional resources for the Exchange Virtual Server automatically (Figure 7.7):

· Exchange Information Store Instance

· Exchange Message Transfer Agent Instance

· Exchange Routing Service Instance

· SMTP Virtual Server Instance

· Exchange HTTP Virtual Service Instance

· Exchange MS Search Instance

Note   
The Message Transfer Agent Instance resource is created only in the first Exchange Virtual Server added to a cluster. All Exchange Virtual Servers in the cluster share the single Message Transfer Agent Instance resource.
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Figure 7.7   Exchange Virtual Server resources

Repeating Step 3 for the Next Exchange Virtual Server 

For each Exchange Virtual Server you want to create, repeat all the procedures in "Step 3: Creating the Exchange Virtual Servers." For example, if you are creating a four-node active/passive cluster with three Exchange Virtual Servers, repeat this step two more times. If you are creating a two-node active/active cluster, you would repeat this step one more time.

Step 4 (Optional): Configuring a Clustered Back-End Server 

A front-end and back-end server configuration can help improve the overall performance of your Exchange servers. Perform the procedures in this section to help ensure that your clustered back-end servers are configured to handle HTTP requests from the front-end server.

Note   
Perform these procedures only if you are performing new installations of Exchange 2003 in a cluster. 

For information about front-end and back-end server architecture, see "Upgrading Front-End and Back-End Servers" in Chapter 3. For information about planning a front-end server and for more conceptual information about configuring front-end and back-end servers running Exchange 2003, see the book Planning an Exchange Server 2003 Messaging System (http://www.microsoft.com/exchange/library/).

To configure a clustered back-end server, you must map each front-end server to the nodes of your cluster, so that either node can accept proxy requests from any front-end server in your organization. Proxy requests are requests for messaging services from client computers running Microsoft Outlook® Web Access, Outlook Mobile Access, Exchange ActiveSync®, POP3, or IMAP4. These proxy requests are sent to the cluster through the front-end servers. All communication between front-end and back-end servers goes through TCP port 80, regardless of the port used for communication between the client and front-end server.

Figure 7.8 illustrates a front-end/back-end configuration that uses Exchange clustering.
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Figure 7.8   Front-end and back-end configuration that uses Exchange clustering 
Step 4 includes the following tasks:

378. Create the HTTP virtual servers in Exchange System Manager.

379. Create virtual directories to match the directories configured on the front-end server.

380. Add new HTTP virtual server resources to the Exchange Virtual Server.

Creating the HTTP Virtual Servers in Exchange System Manager

When you create an Exchange Virtual Server, during the installation of the System Attendant resource, Exchange creates an HTTP virtual server resource. To configure a front-end server to use a clustered back-end server, you must create additional HTTP virtual servers on each Exchange Virtual Server that is a part of the clustered back-end servers.

You must create one Exchange HTTP virtual server for each front-end namespace. For example, if contoso.com hosts Exchange Server 2003 for both tailspintoys.com and wingtiptoys.com, three virtual servers are necessary—the default virtual server, a virtual server for tailspintoys.com, and a virtual server for wingtiptoys.com. This configuration provides maximum flexibility in determining which resources are available to each hosted company. 

The following steps must be repeated for each Exchange Virtual Server in the cluster.

To create an HTTP virtual server

381. In Exchange System Manager, in the console tree, expand Servers, expand the server that you want to configure as a back-end server, and then expand Protocols.

382. Right-click HTTP, point to New, and then click HTTP Virtual Server.

383. In Properties, in the Name box, type the name of your front-end server. 

384. Next to the IP Address list, click Advanced.

385. In Advanced, under Identities, select the default entry, and then click Modify. 

386. In Identification, in the IP address list, select the IP address of this Exchange Virtual Server (the back-end server). This IP address must match the IP address resource value you previously configured for the back-end server (Figure 7.9). 
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Figure 7.9   The Identification dialog box

387. In the Host name box, type the host header of the front-end server. This is the name by which the clients access the front-end server. The host header for the Exchange Virtual Server must map to the host header on the front-end server.

Note   
Client requests to the front-end server use a specific host, such as http://mail.contoso.com. A virtual server on the front-end must have the "mail.contoso.com" host header configured. The front-end server then proxies the request to the back-end server, which must also have the host header configured on a virtual server. 

388. Verify that TCP port is set to 80, and then click OK.

389. In Advanced, if you want to add an additional identity, click Add, and perform Steps 6 through 8 again.

Note   
Consider adding several identities to the virtual server that list all the ways that a user might access the front-end server. For example, if a front-end server is used both internally and externally, consider listing both a host name and a fully qualified domain name, such as "mail" for internal access and "mail.contoso.com" for external access. 

390. In Advanced, click OK twice to create the new HTTP virtual server. 

Creating Virtual Directories to Match the Directories Configured on the Front-End Server

After you create the HTTP virtual server, you must add virtual directories to match those configured on the front-end server. A typical Exchange installation contains virtual directories called Exchange and Public. In Exchange System Manager, virtual directories of HTTP virtual servers appear as child objects of the HTTP virtual server. 

To create virtual directories on the back-end server

391. In Exchange System Manager, in the console tree, expand Servers, expand the server that you want to configure as a back-end server, expand Protocols, and then expand HTTP.

392. Right-click <HTTP Virtual Server Name> (where HTTP Virtual Server Name is the name of the HTTP virtual server you created in "Creating the HTTP Virtual Servers in Exchange System Manager" earlier in this section), point to New, and then click Virtual Directory. 

393. In Properties, in the Name box, type Exchange. 

394. Under Exchange Path, the Mailboxes for SMTP domain option is selected by default. Keep this setting, because users use the Exchange virtual directory to access their Exchange mailboxes. Click OK to create the first virtual directory.

395. In the console tree, right-click <HTTP Virtual Server Name> again (where HTTP Virtual Server Name is the name of the HTTP virtual server you created in "Creating the HTTP Virtual Servers in Exchange System Manager" earlier in this section), point to New, and then click Virtual Directory.

396. In Properties, in the Name box, type Public.

397. Under Exchange Path, click Public folder, and then click Modify. 

398. In Public Folder Selection, double-click Public Folders. After a few seconds, Exchange resolves the public folder's server name and appends it to the name of the Public Folders container (Figure 7.10). 
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Figure 7.10   The Public Folder Selection dialog box

399. Click OK to close the Public Folder Selection dialog box.

400. In Properties, click OK.

401. If there are additional virtual directories configured on your front-end server, you must also create those virtual directories. To create additional virtual directories, repeat Steps 5 through 10 for each virtual directory.

For any virtual directories that point to mailboxes, ensure that the SMTP domain selected on the virtual directory Properties matches the SMTP domain of users who will be using that front-end server. If the correct domain is not selected, users of that domain will not be able to use that virtual server to log on. The list of domains is compiled from the domains of the SMTP addresses in the Exchange organization's recipient policies. If you have more than one recipient policy for the same domain, you will see duplicates. In this case, it does not matter which one you select.

For more information about creating virtual directories, see "Configure the Server's Virtual Directory" in Exchange 2003 Help.

Adding New HTTP Virtual Server Resources to the Exchange Virtual Server

For the Cluster service to manage each HTTP virtual server, you must create a new HTTP server resource for each HTTP virtual server. 

To add a new HTTP virtual server resource to the Exchange Virtual Server

402. In Cluster Administrator, right-click the Exchange Virtual Server, point to New, and then click Resource.

403. The New Resource Wizard starts. In the Name box, type Exchange HTTP Virtual Server - (<EVSName>), where EVSName is the name of the front-end server. 

404. In the Resource type list, click Microsoft Exchange HTTP Server Instance. Verify that the Group list contains the name of your Exchange Virtual Server, and then click Next.

405. In Possible Owners, under Possible owners, verify that all nodes are displayed, and then click Next.

406. In Dependencies, add the Exchange System Attendant resource to the Resource dependencies box, and then click Next. 

407. In Virtual Server Instance, in the Server Instance list, select the newly created HTTP virtual server for the resource, and then click Finish.

408. In Cluster Administrator, right-click the HTTP virtual server instances you just created, and then click Bring Online.

Note   
You must perform these steps for each Exchange Virtual Server to which you have added a new HTTP virtual server. 

Upgrading an Exchange 2000 Cluster to Exchange 2003

Upgrading an Exchange 2000 cluster to Exchange 2003 requires that you upgrade each of the cluster nodes and Exchange Virtual Servers to Exchange 2003. 

This section includes the following upgrade scenario:

· Upgrading an Exchange 2000 SP3 cluster with four nodes (Node 1, Node 2, Node 3, and Node 4) and three Exchange Virtual Servers (EVS1, EVS2, and EVS3). EVS1 is running on Node 1, EVS2 is running on Node 2, and EVS3 is running on Node 3. Node 4 is the standby node. For a diagram of this topology, see Figure 7.2 earlier in this chapter.

If your cluster topology is different than the one in this example, modify the following steps as necessary:

409. Upgrade the Exchange 2000 cluster nodes and Exchange Virtual Servers to Exchange 2003.

410. Remove Exchange permissions from the Cluster Administrator service account.

Note   
Before performing these steps, familiarize yourself with the requirements necessary for upgrading a cluster node (Table 7.5) and upgrading an Exchange Virtual Server (Table 7.6).

Table 7.5   Requirements for upgrading a cluster node

	Area
	Requirements

	Permissions
	· Account must be a member of a group that has the Exchange Full Administrator role applied at the administrative group level.

	Cluster resources
	· No cluster resources can be running on the node you are upgrading, because Exchange Setup will need to recycle the Cluster service. One-node clusters are exempt.

· The MSDTC resource must be running on one of the nodes in the cluster.

	Other
	· Only servers running Exchange 2000 SP3 can be upgraded to Exchange 2003. If your servers are running previous versions of Exchange, you must first upgrade to Exchange 2000 SP3.

· You must upgrade your cluster nodes one at a time.

· The Cluster service must be initialized and running.

· If there are more than two nodes, the cluster must be active/passive. If there are two nodes or fewer, active/active is allowed. 

	If running Windows 2000 
	· Windows 2000 SP4 or Windows 2000 SP3 with hotfix 329938 is required.

To obtain Windows 2000 SP4, go to the Windows 2000 Service Packs Web site (http://go.microsoft.com/fwlink/?LinkId=18353).

· To obtain the Windows 2000 SP3 hotfix, see Microsoft Knowledge Base article 329938, "Cannot Use Outlook Web Access to Access an Exchange Server Installed on a Windows 2000 Cluster Node" (http://support.microsoft.com/?kbid=329938).


Table 7.6   Requirements for upgrading an Exchange Virtual Server

	Area
	Prerequisites

	Permissions
	· If the Exchange Virtual Server is the first server to be upgraded in the organization or is the first server to be upgraded in the domain, the account must be a member of a group that has the Exchange Full Administrator role applied at the organization level.

· If the Exchange Virtual Server is not the first server to be upgraded in the organization or the first Exchange server to be upgraded in the domain, the account only needs to be a member of a group that has the Exchange Full Administrator role applied at the administrative group level.

	Cluster resources
	· The Network Name resource must be online.

· The Physical Disk resources must be online.

· The System Attendant resource must be offline.

	Other
	· The version of Exchange on the computer running Cluster Administrator must be the same version as the node that owns the Exchange Virtual Server.

· You must upgrade your Exchange Virtual Servers one at a time.


Step 1: Upgrading the Exchange 2000 Cluster Nodes and Exchange Virtual Servers to Exchange 2003

To upgrade a cluster from Exchange 2000 to Exchange 2003, you must first run Exchange 2003 Setup to upgrade the nodes of your cluster, and then use Cluster Administrator to upgrade the Exchange Virtual Servers. It is recommended that you upgrade one Exchange cluster node at a time. 

When upgrading each node, it is recommended that you move the Exchange Virtual Server from the node you are upgrading to another node. This procedure enables users to access their e-mail through the relocated Exchange Virtual Server during the Exchange 2003 upgrade process. 

To upgrade the Exchange 2000 cluster nodes and Exchange Virtual Servers to Exchange 2003

411. Using Cluster Administrator, move EVS1 from Node 1 to Node 4. (You must do this to ensure there are no Exchange Virtual Servers running on Node 1.) To move EVS1 to Node 4, in the console tree, under Groups, right-click EVS1, and then click Move Group.

Note   
Ensure the resources for EVS1 are moved to Node 4. (The move is complete when the Owner column for the EVS1 resources changes from Node 1 to Node 4.)

412. Close Cluster Administrator.

413. Upgrade Node 1 to Exchange 2003 by running Exchange 2003 Setup in Upgrade mode. (Remember, the node must be running Exchange 2000 SP3.) For specific information about how to upgrade from Exchange 2000 to Exchange 2003, see Chapter 3, "Upgrading from Exchange 2000 Server." If the computer (Node 1) does not restart automatically after the upgrade, restart it manually. 

414. In Cluster Administrator, take EVS1 offline. To take EVS1 offline, under Groups, right-click EVS1, and then click Take Offline.

415. In Cluster Administrator, move EVS1 back to Node 1. To move EVS1 back to Node 1, under Groups, right-click EVS1, and then click Move Group.

416. In Cluster Administrator, under Groups, right-click EVS1 (EVS1 is owned by Node 1—the node that you just upgraded to Exchange 2003), and then select Upgrade Exchange Virtual Server.

417. Bring EVS1 online. To bring EVS1 online, right-click EVS1, and then click Bring Online.

418. Repeat Steps 1 through 7 to upgrade Node 2 and EVS2 to Exchange 2003.

419. Repeat Steps 1 through 7 to upgrade Node 3 and EVS 3 to Exchange 2003.

420. Upgrade Node 4 (the standby node) to Exchange 2003. 

Step 2: Removing Exchange Permissions from the Cluster Administrator Service Account

After you upgrade to Exchange 2003, the Cluster service account no longer needs any Exchange-specific permissions. To follow the common security practice known as least privilege, you should remove the Exchange-specific permissions you assigned during the upgrade. You need to perform this procedure only once per cluster.

To remove permissions associated with the Exchange Full Administrator role from the Cluster Service account

421. In Exchange System Manager, in the console tree, right-click your Exchange organization name, and then click Delegate control.

422. On the Welcome to the Exchange Administration Delegation Wizard page, click Next.

423. On the Users or Groups page, select the account that was originally used to run the Cluster service, and then click Remove.

424. Click Next, and then click Finish.

Migrating an Exchange 5.5 Cluster to Exchange 2003

The procedures for upgrading your cluster nodes from Exchange 5.5 to Exchange 2000 are outside the scope of this document. For information about how to upgrade Exchange 5.5 servers to Exchange 2000, see Microsoft Knowledge Base article 316886, "HOW TO: Migrate from Exchange Server 5.5 to Exchange 2000 Server" (http://support.microsoft.com/?kbid=316886).

Upgrading Mixed Exchange 2000 and Exchange 5.5 Clusters

To upgrade Exchange clusters that contain both Exchange 2000 and Exchange 5.5 nodes, use the procedures in "Upgrading an Exchange 2000 Cluster to Exchange 2003" earlier in this chapter, in conjunction with the procedures in Chapter 4, "Migrating from Exchange Server 5.5." 

Chapter 8

Configuring Exchange Server 2003 for Client Access

This chapter provides information about configuring Exchange Server 2003 for client access. Specifically, this chapter covers:

· Securing your Exchange messaging environment.

· Deploying your server architecture.

· Configuring the Exchange servers for your supported client access methods.

Procedures in Chapter 8

Table 8.1 lists the specific procedures that are detailed in this chapter, as well as the required permissions you need to perform them.

Table 8.1   Chapter 8 procedures and corresponding permissions

	Procedure
	Required permissions or roles

	Set up Secure Sockets Layer (SSL) on a server
	· Local Administrator

	Obtain a server certificate from a certification authority
	· Local Administrator

	Add Certificate Manager to Microsoft Management Console (MMC)
	· Local Administrator

	Back up your server certificate
	· Local Administrator

	Require SSL
	· Local Administrator

	Designate a front-end server
	· Local Administrator

	Configure your Exchange front-end server to use remote procedure call (RPC) over HTTP
	· Local Administrator

	Configure the RPC virtual directory
	· Local Administrator

· Domain Administrator

	Configure the RPC Proxy server to use the specified default ports for RPC over HTTP inside the corporate network
	· Local Administrator

· Domain Administrator

	Configure the global catalog servers to use the specified default ports for RPC over HTTP inside the perimeter network
	· Local Administrator

· Domain Administrator

	Create a Microsoft® Office Outlook® profile to use with RPC over HTTP
	· No specific permissions necessary

	Configure Exchange 2003 to use Microsoft Exchange ActiveSync®
	· Local Administrator

	Configure Pocket PC Phone Edition devices to use Exchange ActiveSync
	· No specific permissions necessary 

	Verify ACE/Agent is configured to protect the entire Web server
	· Local Administrator

	Limit SecurID Authentication to the Microsoft-Exchange-ActiveSync virtual directory
	· Local Administrator

	Configure custom HTTP responses for devices
	· Local Administrator

	Enable Microsoft Outlook Mobile Access
	· Local Administrator

	Configure Pocket PC Phone Edition devices to use Outlook Mobile Access
	· No specific permissions required

	Enable forms-based authentication
	· Local Administrator

· Exchange Administrator

	Enable data compression
	· Local Administrator

· Exchange Administrator

	Start, pause, or stop the virtual server
	· Local Administrator


Securing Your Exchange Messaging Environment

Securing your Exchange messaging environment involves the following deployment activities. 

425. Update your server software.

426. Secure the messaging environment.

427. Secure communications.

To secure your messaging system, complete these steps in the order given.

Updating Your Server Software

After you install Exchange Server 2003, you should update the server software on your Exchange servers and any other server that Exchange communicates with, such as your global catalog servers and domain controllers. For more information about updating your software with the latest security patches, see the Exchange Server Security Center (http://go.microsoft.com/fwlink/?LinkId=18412).

For more information about Microsoft security, see the Microsoft security Web site (http://www.microsoft.com/security).

Securing the Exchange Messaging Environment

As a best practice alternative to locating your front-end Exchange 2003 servers in the perimeter network, deploy Microsoft Internet Security and Acceleration (ISA) Server 2000. ISA Server act as advanced firewalls that control Internet traffic entering your network. When you use this configuration, you put all of your Exchange 2003 servers within your corporate network, and use ISA Server as the advanced firewall server exposed to Internet traffic in your perimeter network. 

All inbound Internet traffic bound to your Exchange servers (such as Microsoft Office Outlook Web Access, RPC over HTTP communication from Outlook 2003 clients, Outlook Mobile Access, Post Office Protocol version 3 (POP3), Internet Message Access Protocol version 4rev1 (IMAP4), and so on) is processed by the ISA Server. When ISA Server receives a request to an Exchange server, ISA Server proxies the requests to the appropriate Exchange servers on your internal network. The internal Exchange servers return the requested data to the ISA Server, and then ISA Server sends the information to the client through the Internet. Figure 8.1 shows an example of a recommended ISA Server deployment.
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Figure 8.1   Deploying Exchange 2003 behind ISA Server

Securing Communications

To secure communication for your Exchange messaging environment, you need to perform the following tasks:

· Secure the communications between the client messaging applications and the Exchange front-end server.

· Secure the communications between the Exchange front-end server and the internal network.

The following sections include information about securing communication for these two situations. 

Securing Communications Between the Client and Exchange Front-End Server

To secure data transmitted between the client and the front-end server, it is highly recommended that you enable the front-end server to use Secure Sockets Layer (SSL). In addition, to ensure that user data is always secure, you should disable access to the front-end server without SSL (this option can be set in the SSL configuration). When using basic authentication, it is critical to protect the network traffic by using SSL to protect user passwords from network packet sniffing.

Warning   
If you do not use SSL between clients and the front-end server, HTTP data transmission to your front-end server will not be secure. It is highly recommended that you configure the front-end server to require SSL.

It is recommended that you obtain an SSL certificate by purchasing a certificate from a third-party certification authority (CA). Purchasing a certificate from a certification authority is the preferred method because the majority of browsers trust many of these certification authorities. 

As an alternative, you can use Certificate Services to install your own certification authorities. Although installing your own certification authority may be less expensive, browsers will not trust your certificate, and users will receive a warning message indicating that the certificate is not trusted. For more information about SSL, see Microsoft Knowledge Base article 320291, "XCCC: Turning On SSL for Exchange 2000 Server Outlook Web Access" (http://support.microsoft.com/?kbid=320291).

Using Secure Sockets Layer

To protect outbound and inbound mail, deploy SSL to encrypt messaging traffic. You can configure SSL security features on an Exchange server to verify the integrity of your content, verify the identity of users, and encrypt network transmissions. Exchange, just like any Web server, requires a valid server certificate to establish SSL communications. You can use the Web Server Certificate Wizard to either generate a certificate request file (NewKeyRq.txt, by default) that you can send to a certification authority, or to generate a request for an online certification authority, such as Certificate Services. 

If you are not using Certificate Services to issue your own server certificates, a third-party certification authority must approve your request and issue your server certificate. For more information about server certificates, see "Obtaining and Installing Server Certificates" later in this chapter. Depending on the level of identification assurance offered by your server certificate, you can expect to wait several days to several months for the certification authority to approve your request and send you a certificate file. You can have only one server certificate for each Web site.

After you receive a server certificate file, use the Web Server Certificate Wizard to install it. The installation process attaches (or binds) your certificate to a Web site.

Important   
You must be a member of the Administrators group on the local computer to perform the following procedure, or you must have been delegated the appropriate authority. As a security best practice, log on to your computer using an account that is not in the Administrators group, and then use the Run as command to run IIS Manager as an administrator. From the command prompt, type the following command: 

runas /user:administrative_accountname "mmc%systemroot%\system32\inetsrv\iis.msc"

To set up SSL on a server

428. In IIS Manager, expand the local computer, and then expand the Web Sites folder. Right-click the Web site or file that you want to protect with SSL, and then click Properties. 

429. Under Web site identification, click Advanced. 

430. In the Advanced Web site identification box, under Multiple identities for this Web site, verify that the Web site IP address is assigned to port 443 (the default port for secure communications), and then click OK. Optionally, to configure more SSL ports for this Web site, click Add under Multiple identities of this Web site, and then click OK. 

431. On the Directory Security tab, under Secure communications, click Edit. 

432. In the Secure Communications box, select the Require secure channel (SSL) check box. 

If you require 128-bit key encryption, your users must use Web browsers that support 128-bit encryption. For information about upgrading to 128-bit encryption capability, see the Microsoft Product Support Services Web site (http://support.microsoft.com/). 

Obtaining and Installing Server Certificates

You can obtain server certificates from an outside certification authority (CA), or you can issue your own server certificates using Certificate Services. After you obtain a server certificate, you can install it. When you use the Web Server Certificate Wizard to obtain and install a server certificate, the process is referred to as creating and assigning a server certificate.

This section explains the issues to consider when deciding whether to obtain your server certificates from an outside CA, or to issue your own server certificates. This section includes the following information:

· Obtaining server certificates from a certification authority 

· Issuing your own server certificates 

· Installing server certificates 

· Backing up server certificates 

Obtaining Server Certificates from a Certification Authority

If you are replacing your current server certificate, IIS continues to use that certificate until the new request has been completed. When you are choosing a CA, consider the following questions:

· Will the CA be able to issue a certificate that is compatible with all of the browsers used to access my server? 

· Is the CA a recognized and trusted organization? 

· How will the CA provide verification of my identity? 

· Does the CA have a system for receiving online certificate requests, such as requests generated by the Web Server Certificate Wizard? 

· How much will the certificate cost initially, and how much will renewal or other services cost? 

· Is the CA familiar with my organization or my company's business interests? 

To obtain a server certificate from a certification authority

433. Use the Web Server Certificate Wizard to create a certificate request. 

434. In the Web Server Certificate Wizard, on the Delayed or Immediate Request page, click Prepare the request now, but send it later. 

435. Use the Web Server Certificate Wizard to send the request to the certification authority. The CA will process the request and then send you the certificate. 

436. Finish using the Web Server Certificate Wizard. 

Note   
Some certification authorities require you to prove your identity before they will process your request or issue a certificate.

Issuing Your Own Server Certificates

When deciding whether to issue your own server certificates, consider the following:

· Understand that Certificate Services accommodates different certificate formats and provides for auditing and logging of certificate-related activity. 

· Compare the cost of issuing your own certificates against the cost of buying a certificate from a certification authority. 

· Remember that your organization will require an initial adjustment period to learn, implement, and integrate Certificate Services with existing security systems and policies. 

· Assess the willingness of your connecting clients to trust your organization as a certificate supplier. 

Use Certificate Services to create a customizable service for issuing and managing certificates. You can create server certificates for the Internet or for corporate intranets, giving your organization complete control over certificate management policies. For more information, see Certificate Services in Windows Server™ 2003 Help.

Online requests for server certificates can only be made to local and remote Enterprise Certificate Services and remote stand-alone Certificate Services. The Web Server Certificate Wizard does not recognize a stand-alone installation of Certificate Services on the same computer when requesting a certificate. If you need to use Web Server Certificate Wizard on the same computer as a stand-alone Certificate Services installation, use the offline certificate request to save the request to a file and then process it as an offline request. For more information, see Certificate Services in Windows Server 2003 Help.

Note   
If you open a Server Gated Cryptography (SGC) certificate, you may receive the following notice on the General tab: 

The certificate has failed to verify for all of its intended purposes. 

This notice is issued because of the way SGC certificates interact with Windows® and does not necessarily indicate that the certificate does not work properly.

Installing Server Certificates

After obtaining a server certificate from a CA, or after issuing your own server certificate using Certificate Services, use the Web Server Certificate Wizard to install it. 

Backing Up Server Certificates

You can use the Web Server Certificate Wizard to back up server certificates. Because IIS works closely with Windows, you can use Certificate Manager, which is called Certificates in Microsoft Management Console (MMC), to export and back up your server certificates.

Note   
If you do not have Certificate Manager installed in the MMC, use the To add Certificate Manager to the MMC procedure to add Certificate Manager to the MMC.

To add Certificate Manager to the MMC

437. From the Start menu, click Run. 

438. In the Open box, type mmc, and then click OK.

439. In the File menu, click Add/Remove Snap-in. 

440. In the Add/Remove Snap-in box, click Add. 

441. In the Available Standalone Snap-ins list, click Certificates, and then click Add. 

442. Click Computer Account, and then click Next. 

443. Click the Local computer (the computer this console is running on) option, and click Finish. 

444. Click Close, and then click OK.

After you install Certificate Manager, you can back up your certificate.

To back up your server certificate

445. Locate the correct certificate store. This store is typically the Local Computer store in Certificate Manager. 

Note   
When you have Certificate Manager installed, it points to the correct Local Computer certificate store.

446. In the Personal store, click the certificate that you want to back up. 

447. On the Action menu, point to All tasks, and then click Export. 

448. In the Certificate Manager Export Wizard, click Yes, export the private key. 

449. Follow the wizard default settings, and enter a password for the certificate backup file when prompted. 

Note   
Do not select Delete the private key if export is successful because this option disables your current server certificate. 

450. Complete the wizard to export a backup copy of your server certificate. 

After you configure your network to issue server certificates, you need to secure your Exchange front-end server and the services for your Exchange server by requiring SSL communication to the Exchange front-end server. The following section describes how to enable SSL for your default Web site.

Enabling SSL for the Default Web Site

After you obtain an SSL certificate to use either with your Exchange front-end server on the default Web site or on the site where you host the \RPC, \OMA, \Microsoft-Server-ActiveSync, \Exchange, \Exchweb, and \Public virtual directories, you can enable the default Web site to require SSL. 

Note   
The \Exchange, \Exchweb, \Public, \OMA, and \Microsoft-Server-ActiveSync virtual directories are installed by default on any Exchange 2003 installation. The \RPC virtual directory for RPC over HTTP communication is installed manually when you configure Exchange to support RPC over HTTP. For information about how to set up Exchange to use RPC over HTTP, see "Configuring RPC over HTTP for Outlook 2003" later in this chapter.

To require SSL 

451. In Internet Information Services (IIS), select the Default Web site or the Web site where you are hosting your Exchange services, and then click Properties. 

452. On the Directory Security tab, in Secure Communications, click Edit. 

453. In Secure Communications, click the Require Secure Channel (SSL) check box.

After you complete this procedure, all virtual directories on the Exchange front-end server on the default Web site are configured to use SSL.

Securing Communications Between Exchange Front-End Server and Other Servers

After you secure your communications between the client computers and the Exchange front-end servers, you must secure the communications between the Exchange front-end server and back-end servers in your organization. HTTP, POP, and IMAP communications between the front-end server and any server with which the front-end server communicates (such as back-end servers, domain controllers, and global catalog servers) is not encrypted. When the front-end and back-end servers are in a trusted physical or switched network, this lack of encryption is not a concern. However, if front-end and back-end servers are kept in separate subnets, network traffic may pass over unsecured areas of the network. The security risk increases when there is greater physical distance between the front-end and back-end servers. In this case, it is recommended that this traffic be encrypted to protect passwords and data.

Using IPSec to Encrypt IP Traffic 

Windows 2000 supports Internet Protocol security (IPSec), which is an Internet standard that allows a server to encrypt any IP traffic, except traffic that uses broadcast or multicast IP addresses. Generally, you use IPSec to encrypt HTTP traffic; however, you can also use IPSec to encrypt Lightweight Directory Access Protocol (LDAP), RPC, POP, and IMAP traffic. With IPSec you can:

· Configure two servers running Windows 2000 to require trusted network access.

· Transfer data that is protected from modification (using a cryptographic checksum on every packet).

· Encrypt any traffic between the two servers at the IP layer.

In a front-end and back-end topology, you can use IPSec to encrypt traffic between the front-end and back-end servers that would otherwise not be encrypted. For more information about configuring IPSec with firewalls, see Microsoft Knowledge Base article 233256, "How to Enable IPSec Traffic Through a Firewall" (http://support.microsoft.com/?kbid=233256).

Deploying the Exchange Server Architecture

After you secure your Exchange messaging environment, you can deploy the Exchange front-end and back-end server architecture. For more information about the Exchange front-end and back-end server architecture, see "Protocols" in the book Planning an Exchange Server 2003 Messaging System (http://www.microsoft.com/exchange/library).

To configuring the Exchange front-end and back-end server architecture, you need to configure one Exchange server as a front-end server. Before you continue with the installation process, it is important to review your deployment options. The following section helps you decide if you want to deploy Exchange 2003 in a front-end and back-end server configuration.

A front-end and back-end configuration is recommended for multiple-server organizations that use Outlook Web Access, POP, or IMAP and for organizations that want to provide HTTP, POP, or IMAP access to their employees. 

Configuring a Front-End Server

A front-end server is an ordinary Exchange server until it is configured as a front-end server. A front-end server must not host any users or public folders and must be a member of the same Exchange 2003 organization as the back-end servers (therefore, a member of the same Windows 2000 Server or Windows Server 2003 forest). Servers running either Exchange Server 2003 Enterprise Edition or Exchange Server 2003 Standard Edition can be configured as front-end servers.

To designate a front-end server

454. Start Exchange System Manager.

455. In the console tree, expand Servers, right-click the server you want to designate as a front-end server, and then click Properties. 

456. In Server Name Properties, on the General tab, select the This is a front-end server check box. 

457. Click Apply, and then click OK.

To begin using your server as a front-end server, restart the server. For more information about front-end and back-end scenarios, configurations, and installation, see the following books:

· Planning an Exchange Server 2003 Messaging System
(http://www.microsoft.com/exchange/library) 

· Using Microsoft Exchange 2000 Front-End Servers
(http://go.microsoft.com/fwlink/?linkid=14575&clcid=0x409)

Configuring Exchange for Client Access

Configuring Exchange for client access involves configuring Exchange to handle the protocols and clients that you want to support. The following section describes how to enable the client protocols supported by Exchange on the Exchange server. This section includes the following information:

· Configuring RPC over HTTP for Outlook 2003

· Configuring mobile device support

· Configuring Outlook Web Access

· Enabling POP3 and IMAP4 Virtual Servers

Configuring RPC over HTTP for Outlook 2003

When you deploy RPC over HTTP in your corporate environment, you have two deployment options that are based on where you locate your RPC Proxy server: 

· Option 1 (recommended)   Deploy an advanced firewall server such as Internet Security and Acceleration (ISA) Server in the perimeter network, and position your RPC Proxy server within the corporate network.

Note   
When you use ISA Server as your advanced firewall server, you have several deployment options. For information about how to install ISA Server as an advanced firewall server, see the book Using Microsoft Exchange 2000 Front-End Servers (http://go.microsoft.com/fwlink/?linkid=14575&clcid=0x409).

· Option 2   Position the Exchange 2003 front-end server acting as an RPC Proxy server in the perimeter network.

For more information about these options, see "Planning Your Exchange Infrastructure" in the book Planning an Exchange 2003 Messaging System (http://www.microsoft.com/exchange/library).

RPC over HTTP System Requirements

To use RPC over HTTP, you must run Windows Server 2003 on the following computers: 

· All Exchange 2003 servers that will be accessed with Outlook 2003 clients using RPC over HTTP.

· The Exchange 2003 front-end server acting as the RPC Proxy server.

· The global catalog server used by Outlook 2003 clients and the Exchange 2003 servers configured to use RPC over HTTP.

Exchange 2003 must be installed on all Exchange servers that are used by the computer designated as the RPC Proxy server. Additionally, all client computers running Outlook 2003 must also be running Microsoft Windows XP Service Pack 1 (SP1) or later with the "Windows XP Patch: RPC Updates Needed for Exchange Server 2003 Beta" (http://go.microsoft.com/fwlink/?LinkId=16687) update installed.

Deploying RPC over HTTP

This section provides detailed information about how to deploy RPC over HTTP in your Exchange 2003 organization. To deploy RPC over HTTP, complete the following steps.

458. Configure your Exchange front-end server to use RPC over HTTP. 

459. Configure the RPC virtual directory in Internet Information Services (IIS). 

460. Configure the RPC Proxy server to use specified ports. 

Note   
This step opens the specified ports on the internal firewall for RPC over HTTP, as well as the standard ports required for Exchange front-end communication.

461. Create an Outlook profile for your users to use with RPC over HTTP.

Each of these steps is detailed in the following sections. After you complete these steps, your users can begin using RPC over HTTP to access the Exchange front-end server. 

Step 1: Configuring Your Exchange Front-End Server to Use RPC over HTTP

The RPC Proxy server processes the Outlook 2003 RPC requests that come in over the Internet. For the RPC Proxy server to successfully process the RPC over HTTP requests, you must install the Windows Server 2003 RPC over HTTP Proxy networking component on your Exchange front-end server.

Note   
You can use any Web server to act as the RPC Proxy server. However, the recommended deployment scenario for RPC over HTTP is to use the Exchange front-end server as your RPC Proxy server.

To configure your Exchange front-end server to use RPC over HTTP

462. On the Exchange front-end server running Windows Server 2003, in Add or Remove Programs, click Add/Remove Windows Components in the left pane.

463. In the Windows Components Wizard, on the Windows Components page, select Networking Services, and then click Details.

464. In Networking Services, select the RPC over HTTP Proxy check box, and then click OK.

465. On the Windows Components page, click Next to install the RPC over HTTP Proxy Windows component.

Step 2: Configuring the RPC Virtual Directory in IIS 

After you configure your Exchange front-end server to use RPC over HTTP, you must configure the RPC virtual directory in IIS.

To configure the RPC virtual directory

466. Start Internet Information Services (IIS) Manager.

467. In Internet Information Services (IIS) Manager, in the console tree, expand the server you want, expand Web Sites, expand Default Web Site, right-click the RPC virtual directory, and then click Properties.

468. In RPC Properties, on the Directory Security tab, in Authentication and access control, click Edit. 

Note   
RPC over HTTP does not allow anonymous access.

469. Under Authenticated access, select the Basic authentication (password is sent in clear text) check box, and then click OK.

470. To save your settings, click Apply, and then click OK.

Your RPC virtual directory is now set to use Basic authentication. 

Step 3: Configuring the RPC Proxy Server to Use Specified Ports

After you enable the RPC over HTTP networking component for IIS, you can configure the RPC Proxy server to use the specified ports to communicate with the servers in the corporate network. In this scenario, the RPC Proxy server is configured to use specified ports. The individual computers that the RPC Proxy server communicates with are also configured to use specified ports when receiving requests from the RPC Proxy server. When you run Exchange 2003 Setup, Exchange is configured automatically to use the ports listed in Table 8.2. 

Table 8.2   Default required ports for RPC over HTTP

	Server
	Ports (services)

	Exchange back-end servers
	593 (end point mapper) 

6001 (Store)

6002 (DS referral)

6004 (DS proxy)

	Global catalog server
	593 and 6004


Use the following procedures to configure the RPC Proxy server to use specified ports.

To configure the RPC Proxy server to use the specified default ports for RPC over HTTP inside the corporate network

Warning   
Incorrectly editing the registry can cause serious problems that may require you to reinstall your operating system. Problems resulting from editing the registry incorrectly may not be able to be resolved. Before editing the registry, back up any valuable data.

471. On the RPC Proxy server, start Registry Editor (regedit).

472. In the console tree, navigate to the following registry key:

HKEY_LOCAL_MACHINE\Software\Microsoft\Rpc\RpcProxy

473. In the details pane, right-click the ValidPorts subkey, and then click Modify.

In Edit String, in the Value data box, type the following information:

ExchangeServer:593;ExchangeServerFQDN:593;ExchangeServer:6001-6002;ExchangeServerFQDN:6001-6002;ExchangeServer:6004;ExchangeServerFQDN:6004; GlobalCatalogServer:593;GlobalCatalogServerFQDN:593;GlobalCatalogServer:6004;GlobalCatalogServerFQDN:6004

· ExchangeServer and GlobalCatalogServer are the NetBIOS names of your Exchange server and global catalog server.

· ExchangeServerFQDN and GlobalCatalogServerFQDN are the fully qualified domain names (FQDNs) of your Exchange server and global catalog server.

In the registry key, continue to list all servers in the corporate network with which the RPC Proxy server needs to communicate.

Important   
To communicate with the RPC Proxy server, all servers accessed by the Outlook client must have set ports. If a server, such as an Exchange public folder server, has not been configured to use the specified ports for RPC over HTTP communication, the client will not be able to access the server.

To configure the global catalog servers to use the specified default ports for RPC over HTTP inside the perimeter network

474. On the global catalog server, start Registry Editor (regedit). 

475. Navigate to the following registry key:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Parameters

476. On the Edit menu, point to New, and then click Multi-String Value.

477. In the details pane, create a multi-string value with the name NSPI interface protocol sequences.

478. Right-click the NSPI interface protocol sequences multi-string value, and then click Modify.

479. In Edit String, in the Value data box, type ncacn_http:6004.

480. Restart the global catalog server.

Step 4: Creating an Outlook Profile to Use With RPC over HTTP 

You enable RPC over HTTP by configuring your users' profiles to allow RPC over HTTP communication. As an alternative to your going to each user's computer, you can instruct your users about how to enable RPC over HTTP on their computer. These settings enable Secure Sockets Layer (SSL) communication with Basic authentication, which is necessary when using RPC over HTTP. 

Although optional, it is highly recommended that you use the Use Cached Exchange Mode option for all profiles that connect to Exchange using RPC over HTTP.

To create an Outlook profile to use with RPC over HTTP

481. On the computer running Outlook 2003, in Control Panel, perform one of the following tasks:

· If you are using Category View, in the left pane, under See Also, click Other Control Panel Options, and then click Mail.

· If you are using Classic View, double-click Mail.

482. In Mail Setup, under Profiles, click Show Profiles.

483. In Mail, click Add.

484. In New Profile, in the Profile Name box, type a name for this profile, and then click OK.

485. In the E-mail Accounts wizard, click Add a new e-mail account, and then click Next.

486. On the Server Type page, click Microsoft Exchange Server, and then click Next.

487. On the Exchange Server Settings page, perform the following steps:

o. In the Microsoft Exchange Server box, type the name of your back-end Exchange server where your mailbox resides.

p. Click to select the Use Cached Exchange Mode check box (optional, but recommended).

q. In the User Name box, type the user name.

488. Click More Settings.

489. On the Connection tab, in Exchange over the Internet, select the Connect to my Exchange mailbox using HTTP check box.

490. Click Exchange Proxy Settings.

491. On the Exchange Proxy Settings page, under Connections Settings, perform the following steps: 

r. Enter the fully qualified domain name (FQDN) of the RPC Proxy server in the Use this URL to connect to my proxy server for Exchange box.

s. Select the Connect using SSL only check box.

t. Select the Mutually authenticate the session when connecting with SSL check box.

u. Enter the FQDN of the RPC Proxy server in the Principle name for proxy server box. Use the format: msstd:FQDN of RPC Proxy Server.

v. As an optional step, you can configure Outlook 2003 to connect to your Exchange server using RPC over HTTP by default. Select the On fast networks, connect to Exchange using HTTP first check box, and then connect using TCP/IP.

492. On the Exchange Proxy Settings page, in the Proxy authentication settings window, in the Use this authentication when connecting to my proxy server for Exchange list, select Basic Authentication.

493. Click OK.

494. Repeat this procedure for each of your users' computers. As an alternative, instruct your users about how to create their own profile.

Your users are now configured to use RPC over HTTP.

Configuring Mobile Device Support

Configuring mobile device support for Exchange 2003 involves the following activities:

· Configure synchronization. 

· Configure Exchange ActiveSync to use RSA SecurID.

· Enable Outlook Mobile Access.

Configuring Synchronization

When you install Exchange, synchronization access to Exchange is enabled by default for all users in your organization. You can also use the Active Directory Users and Computers snap-in to enable individual users for synchronization access. 

Configuring Exchange ActiveSync

The following procedure shows you how to configure Exchange ActiveSync in your organization.

To configure Exchange 2003 to use Exchange ActiveSync

495. Start Exchange System Manager. 

496. Expand Global Settings, right-click Mobile Services, and then click Properties.
497. Under Exchange ActiveSync, select from the following check boxes:

· Select the Enable user initiated synchronization check box to allow users to use Pocket PC 2002 devices to synchronize their Exchange data.

· Select the Enable up-to-date notifications check box to allow users to receive notifications that are sent from the Exchange server to devices that are designed to allow notifications.

Select the Enable notifications to user specified SMTP addresses check box to allow users to use their own SMTP carrier for notifications.

Note   
With this feature enabled, when a new message arrives in a user's mailbox, up-to-date notifications allows synchronization to occur on a user's device. Enable this feature if you have users who are using mobile devices to synchronize, and you do not want to specify the carrier

498. Click Apply, and then click OK.

The following procedure shows you how to configure a mobile device such as a Pocket PC Phone Edition device to use Exchange ActiveSync. Perform this procedure on each mobile device in your organization. As an alternative, you can instruct your users how to configure their own devices.

To configure Pocket PC Phone Edition devices to use Exchange ActiveSync

499. On the mobile device, from the Today screen, tap Start, and then tap ActiveSync.

500. Tap Tools, tap Options, and then tap the Server tab.

501. Select the check box next to each type of information that you want to synchronize with the server.

502. To configure synchronization options for each type of information, select the type of information, and then tap Settings.

503. In the Server Name field, enter the address or name of the server to connect to when synchronizing Exchange data. 

504. Tap Advanced.

505. On the Connection tab, enter the user name, password, and domain name.

506. On the Rules tab, select the rule that best applies to you, for how you want synchronization to work whenever information on your device and your Exchange server have both been changed.

507. Tap OK to accept the changes you made to ActiveSync.

Repeat this procedure for each of your users' Pocket PC Phone Edition devices. As an alternative, instruct your users about how to configure their devices for use with Exchange ActiveSync.

Up-to-Date Notifications

Windows Mobile™ 2003 devices are able to receive notifications generated by Exchange 2003 that initiate Exchange ActiveSync synchronization between a user's device and his or her Exchange mailbox. This synchronization allows the users mobile device to be up-to-date with the latest Exchange information.

Configuring Exchange ActiveSync to Use RSA SecurID

As an added level of security, you can use Microsoft Windows Mobile devices with Exchange ActiveSync in conjunction with RSA SecurID two-factor authentication.  

Note   
No additional device configuration is required to support RSA SecurID. The device presents the appropriate authentication automatically when synchronizing with an Exchange ActiveSync server protected by RSA SecurID.

Using RSA SecurID with Exchange ActiveSync involves the following steps.

508. Set up the RSA SecurID server components.

509. Configure Internet Information Server (IIS) to use RSA SecurID.

510. Set up user accounts.

511. Configure ISA Server 2000.

Setting Up the RSA SecurID Server Components
To configure the RSA SecurID server components, you need to:

· Set up the RSA ACE/Server   The RSA ACE/Server is the RSA server that stores and manages authentication tickets and credentials for your users. To set up the RSA ACE/Server, follow the procedures as outlined in the RSA SecurID documentation provided by RSA Security Inc.

· Set up the RSA ACE/Agent on the front-end server   The RSA ACE/Agent is the Internet Server Application Programming Interface (ISAPI) filter that performs authentication and communicates to the ACE/Server to retrieve SecurID credentials. To set up the RSA ACE/Agent, follow the procedures as outlined in the RSA documentation.

Configuring IIS to Use RSA SecurID
Configuring IIS for RSA and Exchange ActiveSync involves the following procedures.

512. Protect the Exchange ActiveSync virtual directories.

513. Customize the custom HTTP response headers.

514. Install SecurID screens (optional). For information about installing these screens, see the RSA SecurID documentation.

Complete these steps to properly configure IIS for SecurID and Exchange ActiveSync operations.

Protecting the Exchange ActiveSync Virtual Directories

The first step to configuring IIS is to protect the virtual directories that your users access when they use Exchange ActiveSync. Exchange Server 2003 uses the \Microsoft-Server-ActiveSync virtual directory.

You can protect this virtual directory in one of the following two ways:

· Protect the entire Web server (recommended)   In this option, you protect all virtual roots on the IIS server with RSA ACE/Agent, including any other services implemented by the front-end server. For example, you may have configured your front-end Exchange server as an access point for Outlook Mobile Access or for Outlook Web Access.

· Protect only the Exchange ActiveSync virtual directories   In this option, you configure the RSA ACE/Agent so that only Exchange ActiveSync is protected by SecurID. Use this option if you intend to enable additional services, such as Outlook Web Access and Outlook Mobile Access, on the same server without protecting those services with SecurID. 

By default, the ACE/Agent is configured to protect the entire Web server. You can use the following procedure to verify this configuration.

To verify ACE/Agent is configured to protect the entire Web server 

515. In the Internet Information Services snap-in for MMC, right-click the default Web server and select Properties. 

516. Click the RSA SecurID tab, and verify that the Protect This Resource check box is selected.

Use the following procedure to configure the front-end server so that RSA SecurID authentication is limited to Exchange ActiveSync. 

To limit SecurID Authentication to the Microsoft-Exchange-ActiveSync virtual directory

517. To disable server-wide protection, in the IIS snap-in, right-click the default Web server, and then click Properties.  

518. Click the RSA SecurID tab, and then clear the Protect This Resource check box.  (This step ensures that RSA SecurID is not enabled for the entire server, but rather only for the virtual roots that you specify.)

519. To enable protection for the virtual directories, in the IIS snap-in, right-click the Microsoft-Server-ActiveSync virtual directory, and then click Properties.  

520. Select the RSA SecurID tab, and then select the Protect This Resource check box. 

Note   
If the check box is selected and shaded, this means that the virtual directory is inheriting its setting from the parent directory. Inspect the properties for the parent directory, and clear the Protect This Resource check box if you do not want the parent directory to be protected. Then, return to the child directory and make sure the check box is selected.

Customizing the HTTP Response Header for Devices

The ActiveSync client on the Microsoft Windows Mobile device must be able to distinguish between RSA SecurID authentication and Exchange ActiveSync responses. To enable this capability, you need to configure custom HTTP response headers on the WebID virtual root that contains the HTML forms configured by RSA ACE/Agent.

To configure custom HTTP responses for devices

521. In the IIS snap-in for MMC, locate the WebID virtual directory on the front-end server. This virtual directory is created by SecurID and contains the SecurID authentication forms and responses.  

522. Right-click the WebID virtual directory, and then click Properties to open the properties for this virtual directory.

523. Click the HTTP Headers tab, click the Add button, and then enter the following header information. 

Note   
The following value is case-sensitive and must be entered on one line. 

Custom Header Name: MSAS-TwoFactorAuth Custom Header Value: True Custom Header Name: MS-ASProtocolVersions Custom Header Value: 1.0,2.0 Custom Header Name: MS-ASProtocolCommands Custom Header Value: Sync,SendMail,SmartForward,SmartReply,GetAttachment,GetHierarchy,CreateCollection,DeleteCollection,MoveCollection,FolderSync,FolderCreate,FolderDelete,FolderUpdate,MoveItems,GetItemEstimate,MeetingResponse
Setting Up User Accounts
User accounts for SecurID should be set up by the Administrator as recommended by the RSA SecurID product documentation, with the following restriction: 

· For all users, SecurID user IDs must be selected to match the Windows account name. Exchange ActiveSync with SecurID does not function for users who have a distinct RSA user ID that does not match their Windows account name.

Configuring ISA Server 2000
ISA Server 2000 Feature Pack 1 and RSA SecurID technology are integrated on the ISA Server. Currently, using RSA SecurID with ISA Server 2000 with Feature Pack 1 is unsupported. You can, however, deploy RSA SecurID with ISA Server 2000 Feature Pack 1, but you must configure the ISA Server to enable pass-through authentication. In this scenario, RSA authentication still occurs at the front-end server, not at the ISA Server. For information about how to enable pass-through authentication, see the ISA Server 2000 documentation.

Enabling Outlook Mobile Access 

By default, all users are enabled for Exchange ActiveSync and Outlook Mobile Access. However, only Exchange ActiveSync is enabled on the Exchange server; by default, Outlook Mobile Access is disabled. This section describes how to enable Outlook Mobile Access on your Exchange server.

Perform the following steps to enable your Exchange 2003 users to use Outlook Mobile Access.

524. Configure your Exchange 2003 front-end server for Outlook Mobile Access.

525. Enable Outlook Mobile Access on the Exchange server.

526. Configure user devices to use a mobile connection.

527. Instruct your users in using Outlook Mobile Access.

Step 1: Configuring Your Exchange 2003 Front-End Server for Outlook Mobile Access

By default, the Outlook Mobile Access virtual directory (which allows your users to access Exchange from a mobile device) is installed with Exchange 2003. This virtual directory has the same capabilities and configuration settings as the Outlook Web Access virtual directory. When you configure a server to use Outlook Mobile Access, you should configure the server in the same way you configure a server for Outlook Web Access. For information about how to configure your Exchange 2003 servers to use Outlook Web Access, see the book Using Microsoft Exchange 2000 Front-End Servers (http://go.microsoft.com/fwlink/?linkid=14575). 

Step 2: Enabling Outlook Mobile Access on the Exchange Server

After you configure your front-end server to use Outlook Mobile Access, you need to enable Outlook Mobile Access on your Exchange servers.

To enable Outlook Mobile Access

528. Log on as an Exchange Administrator to the Exchange server where the user's mailbox is located, and start Exchange System Manager.

529. Expand Global Settings, right-click Mobile Services, and then click Properties.

530. On the Mobile Services properties page, in Outlook Mobile Access, select Enable Outlook Mobile Access.

531. To enable users to use unsupported devices, click the Enable unsupported devices check box.

Note   
For information about supported devices for Exchange and planning for mobile device support with Exchange, see the book Planning an Exchange Server 2003 Messaging System (http://www.microsoft.com/exchange/library/).

Click OK.

After you enable Outlook Mobile Access, you can modify the Outlook Mobile Access settings for users or groups of users using the Active Directory Users and Computers snap-in.

Step 3: Configuring Users' Devices to Use a Mobile Connection

To access Exchange 2003 using Outlook Mobile Access, users must have a mobile device from a mobile operator who has an established data network for mobile data. Before your users connect to Exchange 2003 and use Outlook Mobile Access or Exchange ActiveSync over a mobile connection, instruct them about how to configure their devices to use a mobile network, or provide them with resources that explain how to do so. For more information about configuring mobile devices and Exchange ActiveSync, see "To configure Pocket PC Phone Edition devices to use Exchange ActiveSync" earlier in this chapter.

Step 4: Instructing Your Users in Using Outlook Mobile Access

After you configure Exchange 2003 for Outlook Mobile Access, and your users have mobile devices that can use a mobile network to access Exchange 2003 servers, they need to know how to access their Exchange server and use Outlook Mobile Access. The following procedure describes how to use Outlook Mobile Access on a Pocket PC Phone Edition device.

To configure a Pocket PC Phone Edition device to use Outlook Mobile Access

532. On the device, from the Today screen, tap Start, and then tap Internet Explorer.

533. On the Internet Explorer screen, tap View, and then tap Address Bar to open the address bar in your browser window.

534. Tap anywhere inside the address bar, enter the following URL, and then tap the Go button: https://ExchangeServerName/oma, where ExchangeServerName is the name of your Exchange server running Outlook Mobile Access.

Note   
If a connection bubble does not appear, you may have to connect to your network manually. 

535. At the Network Log On screen, enter the user name, password, and domain in the spaces provided, and then tap OK.

536. Repeat this procedure for each of your users' Pocket PC Phone Edition devices. As an alternative, instruct your users about how to configure their devices for use with Exchange ActiveSync.

Configuring Outlook Web Access

By default, Outlook Web Access is enabled for all of your users after you install Exchange 2003. However, you can enable the following features for Outlook Web Access:

· Forms-based authentication

· Outlook Web Access compression

Forms-Based Authentication

You can enable a new logon page for Outlook Web Access that stores the user's name and password in a cookie instead of in the browser. When a user closes his or her browser, the cookie is cleared. Additionally, after a period of inactivity, the cookie is cleared automatically. The new logon page requires users to enter either their domain, user name (in the format domain\username), and password, or their full user principal name (UPN) e-mail address and password to access their e-mail.

To enable the Outlook Web Access logon page, you must enable forms-based authentication on the server. The following procedure describes how to enable forms-based authentication.

To enable forms-based authentication

537. Start Exchange System Manager.

538. In the console tree, expand Servers.

539. Expand the server for which you want to enable forms-based authentication, and then expand Protocols.

540. Expand HTTP, right-click Exchange Virtual Server, and then click Properties.

541. In Exchange Virtual Server Properties, on the Settings tab, select the Enable Forms Based Authentication for Outlook Web Access check box.

542. Click Apply, and then click OK.

Outlook Web Access Compression

Outlook Web Access supports data compression, which is optimal for slow network connections. Depending on the compression setting you use, Outlook Web Access compresses static and/or dynamic Web pages. Table 8.3 lists the compression settings that are available in Exchange Server 2003 for Outlook Web Access.

Table 8.3   Available compression settings for Outlook Web Access

	Compression setting
	Description

	High
	Compresses both static and dynamic pages.

	Low
	Compresses only static pages.

	None
	No compression is used.


When you use data compression, your users can see performance increases of as much as 50 percent on slower network connections, such as traditional dial-up access.

Requirements for Outlook Web Access Compression

To use data compression for Outlook Web Access in Exchange Server 2003, you must verify that you have the following prerequisites:

· The Exchange server that users authenticate against for Outlook Web Access must be running Windows Server 2003.

· Your users' mailboxes must be on Exchange 2003 servers. (If you have a mixed deployment of Exchange mailboxes, you can create a separate virtual server on your Exchange server just for Exchange 2003 users and enable compression on it.)

· Client computers must be running Internet Explorer version 6 or later. The computers must also be running Windows XP or Windows 2000 and have installed on them the security update that is discussed in Microsoft Security Bulletin MS02-066, "Cumulative Patch for Internet Explorer (Q328970)" (http://go.microsoft.com/fwlink/?LinkId=16694).

Note   
If a user does not have a supported browser for compression, the client still behaves normally.

· You may need to enable HTTP 1.1 support through proxy servers for some dial-up connections. (HTTP 1.1 support is required for compression to function properly.) 

To enable data compression

543. Start Exchange System Manager.

544. In the details pane, expand Servers, expand the server you want, and then expand Protocols.

545. Expand HTTP, right-click Exchange Virtual Server, and then click Properties.

546. In Exchange Virtual Server Properties, on the Settings tab, under Outlook Web Access, use the Compression list to select the compression level you want (None, Low, or High).

547. Click Apply, and then click OK.

Enabling POP3 and IMAP4 Virtual Servers

By default, the POP3 and IMAP4 virtual servers are disabled on a new installation of Exchange Server 2003. To enable the POP3 and IMAP4 virtual servers, you must first use the Services snap-in to MMC and set the services to start automatically. If you set the services to start automatically and then need to start, pause, or stop the services, use Exchange System Manager.

To start, pause, or stop the virtual server

548. In Exchange System Manager, right-click the IMAP4 or POP3 virtual server.

549. Select one of the following options:

· Start   Starts the virtual server.

· Pause   Changes the server status to paused, and an icon appears next to the server name in the console tree. To restart the server, select Pause again.

· Stop   Changes the server status to stopped, and an icon appears next to the server name in the console tree.
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Appendix A

Post-Installation Steps

After you complete your Microsoft® Exchange 2003 deployment, you can verify that your installation was successful by using the Exchange 2003 setup log and the Windows Event Viewer. After you verify your deployment, you should apply the latest service packs and security patches to your system.

Exchange 2003 Setup Log and Event Viewer

After your Exchange deployment has completed, review your installation log (Exchange Server Setup Progress.log) located on the root drive of your Exchange computer. The setup log contains information about your installation and is used to verify that your Exchange 2003 installation was successful.

Exchange Setup also logs an event in the Application Log on your computers running Microsoft Windows® 2000 Server or Microsoft Windows Server™ 2003:

· ID: 1001 "Setup [build nnnn] completed successfully."

Note   
The build number will vary depending on the version of Exchange Server 2003 that you have installed.

To access Event Viewer

550. On the Start menu, click Run and then type Eventvwr.

551. On the Event Viewer MMC console, click Application Log to view the MSExchangeSetup ID.

Service Packs and Security Patches

Before your deployment is complete, be sure to apply the latest service packs and relevant security patches to your system. Keeping current on the latest service packs, in particular, is one of most important things you can do in managing the security of your system. You should not consider a deployment complete until your system is updated. Microsoft strongly recommends that your security strategy be based first on timely service pack updates, and then augmented with security patches, as appropriate to your organization's security policy. Information about the importance of service packs to your security strategy can be found in the technical article Why Service Packs are Better Than Patches (http://go.microsoft.com/fwlink/?LinkId=18354). To help determine what security patches are available for your system, you should use a tool like the Microsoft Baseline Security Analyzer (MBSA) to scan your system. Information about MBSA can be found at (http://go.microsoft.com/fwlink/?LinkId=17809).

Appendix B

Additional Resources

For information about Microsoft Exchange Server, see http://www.microsoft.com/exchange. Additionally, the following resources provide valuable information regarding deployment concepts and processes.

Web Sites

Exchange Server 2003 Technical Library

(http://www.microsoft.com/exchange/library)

Exchange Server 2003 Tools and Updates

(http://www.microsoft.com/exchange/2003/updates)

MSDN®

(http://msdn.microsoft.com/)

Exchange Server 2003 Books

What's New in Exchange Server 2003

(http://www.microsoft.com/exchange/library)

Planning an Exchange Server 2003 Messaging System

(http://www.microsoft.com/exchange/library)

Exchange Server 2003 Administration Guide

(http://www.microsoft.com/exchange/library)

Technical Papers

Deploying Microsoft Exchange 2000 Server Clusters

(http://go.microsoft.com/fwlink/?LinkId=6271)

Best Practice: Active Directory Design for Exchange 2000

(http://go.microsoft.com/fwlink/?LinkId=17837)

Disaster Recovery for Microsoft Exchange 2000 Servers

(http://go.microsoft.com/fwlink/?LinkId=18350)

Tools

Exchange Server Deployment Tools

(http://www.microsoft.com/exchange/2003/updates)

Exchange 2000 Capacity and Topology Calculator

(http://go.microsoft.com/fwlink/?LinkId=1716)

Inter-Organization Replication Tool

(http://www.microsoft.com/exchange/2003/updates)

Resource Kits

Microsoft Exchange 2000 Server Resource Kit (http://go.microsoft.com/fwlink/?LinkId=6543)

You can order a copy of Microsoft Exchange 2000 Server Resource Kit from Microsoft Press® at http://go.microsoft.com/fwlink/?LinkId=6544.

Microsoft Windows 2000 Server Resource Kit (http://go.microsoft.com/fwlink/?LinkId=6545)

You can order a copy of Microsoft Windows 2000 Server Resource Kit from Microsoft Press at http://go.microsoft.com/fwlink/?LinkId=6546.

Microsoft Knowledge Base Articles

266096, "XGEN: Exchange 2000 Requires /3GB Switch with More Than 1 Gigabyte of Physical RAM"

(http://support.microsoft.com/?kbid=266096)

810371, "XADM: Using the /Userva Switch on Windows 2003 Server-Based Exchange Servers"

(http://support.microsoft.com/?kbid=810371)

312363, "How To: Install Exchange 2000 Server in Unattended Mode in Exchange 2000 Server"

(http://support.microsoft.com/?kbid=312363)

234562, "How to Enable Automatic Logon in Windows 2000 Professional"

(http://support.microsoft.com/?kbid=234562)

322856, "HOW TO: Configure DNS for Use with Exchange Server"

(http://support.microsoft.com/?kbid=322856)

240942, "Active Directory DNSHostName Property Does Not Include Subdomain"

(http://support.microsoft.com/?kbid=240942)

307532, "How to Troubleshoot the Cluster Service Account When It Modifies Computer Objects"

(http://support.microsoft.com/?kbid=307532)

258750, "Recommended Private 'Heartbeat' Configuration on a Cluster Server"

(http://support.microsoft.com/?kbid=258750)

329938, "Cannot Use Outlook Web Access to Access an Exchange Server Installed on a Windows 2000 Cluster Node"

(http://support.microsoft.com/?kbid=329938)

302389, "Description of the Properties of the Cluster Network Name Resource in Windows Server 2003"

(http://support.microsoft.com/?kbid=302389)

235529, "Kerberos Support on Windows 2000-Based Server Clusters"

(http://support.microsoft.com/?kbid=235529)

316886, "HOW TO: Migrate from Exchange Server 5.5 to Exchange 2000 Server"

(http://support.microsoft.com/?kbid=316886)

320291, "XCCC: Turning On SSL for Exchange 2000 Server Outlook Web Access"

(http://support.microsoft.com/?kbid=320291)

233256, "How to Enable IPSec Traffic Through a Firewall"

(http://support.microsoft.com/?kbid=233256)

Does this book help you? Give us your feedback. On a scale of 1 (poor) to 5 (excellent), how do you rate this book?
Mail feedback to exchdocs@microsoft.com.

For the latest information about Exchange, see the following Web pages:

· Exchange Product Team technical articles and books
(http://www.microsoft.com/exchange/library) 

· Exchange Tools and Updates
( http://www.microsoft.com/exchange/2003/updates )

· Self-extracting executable containing all Exchange Product Team technical articles and books
(http://go.microsoft.com/fwlink/?LinkId=10687)







