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Introduction

Microsoft® SharePoint™ Portal Server 2001 is the flexible portal solution that enables you to easily find, share and publish information. SharePoint Portal Server helps you deliver simple access to business information and unleash productivity with an easy to build and customize portal. SharePoint Portal Server delivers an intuitive and integrated experience for Microsoft Office users and provides Web browser access for use in extranet scenarios.

This white paper provides the procedures to follow if you want to deploy SharePoint Portal Server across an extranet. An extranet is defined as intranet resources that are accessible from the Internet, usually through a firewall. The procedures provided in this paper apply to a SharePoint Portal Server computer with one Network Interface Card (NIC). The extranet deployment is not recommended for dual-homed servers.

The following terms are used in this paper:

NetBIOS name. The NetBIOS name is the computer name of your server. You can find the computer name by looking at the Properties page of My Computer. Right-click My Computer, and then click Properties. On the Network Identification tab, click Properties. The computer name of the server is listed in Computer name. In this paper, a NetBIOS name of AdvWks is used in examples.

Internal domain name. The internal domain name is the domain name you use on your intranet. It can be the same as the external domain name, or it can be different. In this paper, an internal domain name of corp.adventure-works.com is used in examples.

Internal fully qualified domain name (FQDN). The internal FQDN is the name you want to use for the server on your intranet. It is in the form NetBIOS_name.internal_domain_name. Users must use the internal FQDN to access the server if your network is not enabled for Microsoft Windows® Internet Name Service (WINS) resolution or the Domain Name System (DNS) is not configured to support NetBIOS throughout the domain. In this paper, an internal FQDN of AdvWks.corp.adventure-works.com is used in examples.

External server name. The external server name (host name) is the name you use for the server on the extranet. If your internal and external domain names are the same, the external server name must be different from the NetBIOS name. Add this name to the external domain name to form the external FQDN. In this paper, an external server name of AdventureWorks is used in examples.

External domain name. The external domain name is the domain name you use on the extranet. It can be the same as the internal domain name, or it can be different. In this paper, an external domain name of adventure-works.com is used in examples.

External FQDN. The external FQDN is in the form external_server_name.external_domain_name. In this paper, an external FQDN of AdventureWorks.adventure-works.com is used in examples.

Internal and external FQDNs must be unique:

· If the internal and external domain names are the same, for example, adventure-works.com, the external server name must differ from the NetBIOS name. For example, you could have AdventureWorks.adventure-works.com and AdvWks.adventure-works.com as the external and internal FQDNs, respectively.

· If the internal and external domain names are different, the external server name can be the same as the NetBIOS name. For example, you could have AdvWks.adventure-works.com and AdvWks.corp.adventure-works.com as the external and internal FQDNs, respectively.

The following table shows the different ways that you can access a workspace on your SharePoint Portal Server computer. A workspace name of Marketing is used in the examples.

	To access by
	Use

	NetBIOS (computer name for the server)
	http://server_name/workspace_name
This is the way that you access SharePoint Portal Server out of the box.

Example

http://AdvWks/Marketing to access the workspace

	Internal FQDN
	http://NetBIOS_name.internal_domain_name/workspace_name 

Example

http://AdvWks.corp.adventure-works.com/Marketing

	External FQDN
	http://external_server_name.external_domain_name/workspace_name 

Example

http://AdventureWorks.adventure-works.com/Marketing

	Internet Protocol (IP) address and port
	Important   You cannot access the SharePoint Portal Server computer by typing its IP address and port number. For example, you cannot use
http:// 172.21.13.45 /workspace_name or
http:// 172.21.13.45:8080/workspace_name.


If you want to use SharePoint Portal Server on the extranet, after installing SharePoint Portal Server you must:

1. Back up the Internet Information Services (IIS) metabase.

2. Apply optional hot fixes.

3. Configure the proxy setting on the SharePoint Portal Server computer.

4. Create a DNS entry.

5. Configure the proxy server.

6. Create a new Web site in IIS.

7. Optionally, specify an internal FQDN for the SharePoint Portal Server computer.

8. Modify the security settings on the new Web site.

9. Test the extranet from your intranet.

10. Test the extranet from the Internet.

11. Enable discussions on the new Web site.

12. Optionally, specify the server Uniform Resource Locator (URL) to use in e-mail notifications.

13. Optionally, enable Secure Socket Layer (SSL).

14. Optionally, enable SharePoint Portal Server to crawl sites on the Internet.

15. Optionally, enable SharePoint Portal Server to crawl another SharePoint Portal Server computer across the Internet.

16. Optionally, enable access to the Security tab on folders.

You can configure your SharePoint Portal Server computer to support three main scenarios: 

· Internal FQDN or Internal Hosting. You can use NTLM authentication for internal FQDN and hosting scenarios. In many large companies that employ a wide area network (WAN), WINS or NetBIOS resolution does not work at all sites, and FQDN name resolution is required. Additionally, large companies may host many Web sites having different URLs on one central computer. We refer to these, respectively as internal FQDN and internal hosting scenarios. While out-of-the-box SharePoint Portal Server does not support these scenarios, you can enable these scenarios by using the steps in this white paper.
· Extranet Business Collaboration or Extranet Remote User. You can use Basic authentication for business collaboration and remote user scenarios. With more companies needing to collaborate in real time, SharePoint Portal Server can enable document collaboration between your users and other companies. You no longer need to provide a virtual private network (VPN) and domain accounts for partners.With more business professionals travelling, accessing information while away from the office is becoming mission critical. Users no longer need a copy of documents while travelling. By using an external FQDN to access an extranet portal hosted on a SharePoint Portal Server computer, a business professional can stay up to date and easily get access to the latest information by using subscriptions. Remote users no longer need to mail documents to and from the office. Remote users and partners can access a Web page to collaborate and find information.
· Anonymous Portal. You can use Anonymous access to configure a portal that allows any authenticated user in your company to easily publish documents to your publically accessible Web site. Updates to your site are immediate. This publically accessible Web site is a read-only portal for external anonymous users. Some features are disabled.
The following table shows the steps you must complete for each scenario.

	Steps Required
	Internal FQDN or Internal Hosting
	Extranet Business Collaboration or Extranet Remote User
	Anonymous Portal

	1. Back up the IIS metabase.
	(
	(
	(

	2. Apply optional hot fixes.
	
	
	

	Q309353
	(
	
	

	Q301898
	(
	(
	

	3. Configure the proxy setting on the SharePoint Portal Server computer.
	(
	(
	(

	4. Create a DNS entry.
	(
	(
	(

	5. Configure the proxy server.
	(
	(
	(

	6. Create a new Web site in IIS.
	(
	(
	(

	7. Optionally, specify an internal FQDN for the SharePoint Portal Server computer.
	(
	
	

	8. Modify the security settings on the new Web site.
	( 

NTLM
	( 

Basic
	(
Anonymous

	9. Test the extranet from your intranet.
	(
	(
	(

	10. Test the extranet from the Internet.
	
	(
	(

	11. Enable discussions on the new Web site.
	(
	(
	

	12. Optionally, specify the server URL to use in e-mail notifications.
	(
	(
	

	13. Optionally, enable SSL.
	(
	(
	

	14. Optionally, enable SharePoint Portal Server to crawl sites on the Internet.
	(
	(
	

	15. Optionally, enable SharePoint Portal Server to crawl another SharePoint Portal Server computer across the Internet.
	(
	(
	(

	16. Optionally, enable access to the Security tab on folders.
	(
	
	


Each section in this paper includes procedures for the major steps above. In addition, the following sections are provided:

Troubleshooting. Includes information to assist you in diagnosing any configuration problems.

· Appendix A. Includes a table showing the features of SharePoint Portal Server that are available when you deploy the server across an extranet.

Appendix B. Includes instructions for changing the proxy settings for the SharePoint Portal Server computer at some time after installation.

· Appendix C. Includes best practices for creating Web Parts.

Appendix D. Includes a list of knowledge base articles that are applicable to the extranet scenario.

Back Up the IIS Metabase

The metabase is a structure for storing IIS configuration settings. It is strongly recommended that you back up the IIS metabase before attempting to configure extranet access in Internet Services Manager. If you back up the metabase, you can quickly restore your server to working condition if you encounter any problems during the extranet configuration.

To back up the metabase

1. On the taskbar, click Start, point to Programs, point to Administrative Tools, and then click Internet Services Manager.

2. Right-click the name of the SharePoint Portal Server computer, and then click Backup/Restore Configuration. The Configuration Backup/Restore dialog box appears.

3. Click Create backup.

4. In Configuration backup name, type a name for the backup, and then click OK.

5. Click Close.

If you want to restore the metabase, do the following:

1. Log off from the server, and then log on. Alternatively, ensure that all applications or processes are closed before restoring.

2. On the taskbar, click Start, point to Programs, point to Administrative Tools, and then click Internet Services Manager.

3. Right-click the name of the SharePoint Portal Server computer, and then click Backup/Restore Configuration. The Configuration Backup/Restore dialog box appears.

4. In Backups, select the backup you created.

5. Click Restore.

6. Click Yes to continue.

7. Click OK when the operation completes.

8. Click Close.

9. Right-click the name of the SharePoint Portal Server computer, and then click Restart IIS.

10. In What do you want IIS to do?, select Restart Internet Services on server_name.

11. Click OK.

For more information about backing up and restoring IIS, see IIS 5.0 Documentation. To access this documentation, click Help on the Configuration Backup/Restore dialog box.

Apply Hot Fixes

Optionally, apply the following hot fixes before you configure the server for extranet access. You need to apply these hot fixes only if they apply to your configuration.

· Q309353 (SPS: Unable to View Security Information When Connecting With Virtual Hosting or Server).

· Q301898 (SPS: Access/Display Mappings Cause Incorrect URLs When HTTP Is Mapped to HTTPS and Users View Search Results from an SSL Connection). This hot fix enables SharePoint Portal Server to map Hypertext Transfer Protocol (HTTP) URLs to HTTP over SSL (HTTPS) URLs by using the access and display mappings setting. If a content source has both an HTTP and and HTTPS address, you can crawl a content source by using its HTTP address, and you can display search results from that content source by using its HTTPS address. You configure this mapping by using the Additional Settings dialog box in the Content Sources folder of the workspace. When a user searches from the extranet, the search result is returned with the HTTPS address instead of the HTTP address.

Contact Microsoft Product Support Services to obtain the fixes. For a complete list of Microsoft Product Support Services telephone numbers and information about support costs, see http://support.microsoft.com/directory/overview.asp.

Configure the Proxy Setting on the SharePoint Portal Server Computer

The dashboard site uses a special server-side object called ServerXMLHTTP to make HTTP requests. These requests are necessary to return the correct page to the client. The ServerXMLHTTP object has its own proxy settings. If the dashboard site is behind a proxy server, you must configure the ServerXMLHTTP object with the proxy server name to successfully access data located beyond the intranet. The proxy settings are important when the dashboard site must access resources on a different server, such as when you use the Content management page to import new Web Parts.

If you are using a proxy server, the proxy settings for the ServerXMLHTTP object are different from the settings required when you are not using a proxy server. If you configure your Microsoft Internet Explorer settings correctly before installing SharePoint Portal Server, proxy settings for the ServerXMLHTTP object are automatically specified correctly. The following sections provide information about configuring the proxy settings for Internet Explorer for use with and without a proxy server. 

In addition, if you want to change these proxy settings at some time after installation, or if you want to use SharePoint Portal Server across the extranet without a proxy server, see the sections that follow.

Note   For more information about changing proxy settings on the server, see “Appendix B – Changing Proxy Server Settings in SharePoint Portal Server.”

Configure the Proxy Setting When You Are Using a Proxy Server

To correctly specify the proxy setting for the ServerXMLHTTP object when you are using a proxy server, you must:

· Configure the proxy settings for Internet Explorer.

· Run proxycfg.

To configure the proxy settings for Internet Explorer

1. Open Internet Explorer.

2. On the Tools menu, click Internet Options.

3. Click the Connections tab, and then click LAN Settings.

4. Select the Use a proxy server check box.

5. In Address, type the name of your proxy server.

6. In Port, type the port number.

7. Select the Bypass proxy server for local addresses check box.

8. Click Advanced.

9. In Exceptions, type one of the following:

*root_domain_name or internal_FQDN 

For example, for a server with a NetBIOS name of AdvWks, you would type *adventure-works.com or AdvWks.corp.adventure-works.com.

The parameter *root_domain_name is the bypass address. A bypass address is an address for which you do not want to use the specified proxy server. Root_domain_name is the FQDN of the base root domain in which the computer is a member, with a wildcard exception prefixed to the root_domain_name. An example of a bypass address is *adventure-works.com. You can separate multiple bypass addresses with a semicolon.

10. To close the Proxy Settings dialog box, click OK.

11. To close the Local Area Network (LAN) Settings dialog box, click OK.

12. To close the Internet Options dialog box, click OK.

13. Test the settings by connecting to an intranet site.

14. Test the settings by connecting to a Web sit on the Internet.

If the tests to connect to the intranet and Internet succeed, continue to the following procedure.

To configure the proxy settings

1. On the taskbar, click Start, point to Programs, point to Accessories, and then click Command Prompt.
2. Change to the SharePoint Portal Server \Bin directory. For example, if you installed SharePoint Portal Server in the Installation directory on drive E, change to E:\Installation\Bin. If you installed SharePoint Portal Server on drive D under Program Files\SharePoint Portal Server, change to 
D:\Program Files\SharePoint Portal Server\Bin.

3. Type proxycfg to see the current proxy settings. 
4. To configure the proxy appropriately, type proxycfg –u 
5. Restart the computer.
You must configure the proxy settings for Internet Explorer on all client computers that access the server by using an FQDN (not the computer name) and integrated Windows 2000 authentication. You can configure all your client computers to use these proxy settings by using the Internet Explorer Administration Kit. If you do not want to configure each client computer, each user will be prompted for authentication for each session.

Configure the Proxy Setting When You Are Not Using a Proxy Server

If are not using a proxy server in your environment, you must specify a fake proxy server to force SharePoint Portal Server to use integrated Windows 2000 authentication. Integrated Windows 2000 authentication is most commonly used in an intranet environment. If you do not specify a fake proxy server, network components on your SharePoint Portal Server computer default to Basic authentication. As a result, SharePoint Portal Server does not work correctly. To configure a fake proxy server, you must configure both the dashboard site and Internet Explorer.

Important   SharePoint Portal Server is not configured to run with direct Internet connectivity out of the box. SharePoint Portal Server is initially configured for use with a proxy server.

Recommended Option

Testing has indicated that the option from the following procedure works for most customers. You should try the following syntax first if you are not using a proxy. However, additional options are provided later in this section.

To configure the proxy settings for Internet Explorer

1. Open Internet Explorer.

2. On the Tools menu, click Internet Options.

3. Click the Connections tab, and then click LAN Settings.

4. Select the Use a proxy server check box.

5. In Address, type FakeProxy
6. In Port, type 80
7. Select the Bypass proxy server for local addresses check box.

8. Click Advanced.

9. In Exceptions, type one of the following:

* or *root_domain_name or internal_FQDN 

For example, for a server with a NetBIOS name of AdvWks, you would type * or *adventure-works.com or AdvWks.corp.adventure-works.com.

The parameter *root_domain_name is the bypass address. A bypass address is an address for which you do not want to use the specified proxy server. Root_domain_name is the FQDN of the base root domain in which the computer is a member, with a wildcard exception prefixed to the root_domain_name. An example of a bypass address is *adventure-works.com. You can separate multiple bypass addresses with a semicolon.

10. To close the Proxy Settings dialog box, click OK.

11. To close the Local Area Network (LAN) Settings dialog box, click OK.

12. To close the Internet Options dialog box, click OK.

13. Test the settings by connecting to an intranet site.

14. Test the settings by connecting to a Web sit on the Internet.

If the tests to connect to the intranet and Internet succeed, continue to the following procedure.

To configure the proxy settings

1. On the taskbar, click Start, point to Programs, point to Accessories, and then click Command Prompt.
2. Change to the SharePoint Portal Server \Bin directory. For example, if you installed SharePoint Portal Server in the Installation directory on drive E, change to E:\Installation\Bin. If you installed SharePoint Portal Server on drive D under Program Files\SharePoint Portal Server, change to 
D:\Program Files\SharePoint Portal Server\Bin.

3. Type proxycfg to see the current proxy settings. 
4. To configure the proxy appropriately, type proxycfg –u 
5. Restart the computer.
You must configure the proxy settings for Internet Explorer on all client computers that access the server by using an FQDN (not the computer name) and integrated Windows 2000 authentication. You can configure all your client computers to use these proxy settings by using the Internet Explorer Administration Kit. If you do not want to configure each client computer, each user will be prompted for authentication for each session.

Additional Options

If you are not using a proxy server, and if the configuration specified in the preceding section does not work for you, you can run one of the following configurations as an option:

· proxycfg –d –p FakeProxy:80 “<local>”

This enables NTLM on the computer and on the subnet mask.

You cannot download Web Parts from any site, including the Microsoft Web Part Gallery. 

Security issues: This setting has no known security issues since all traffic is local.

· proxycfg –d –p FakeProxy:80 “*microsoft.com;<local>”

This enables NTLM on the computer and on the subnet mask.

You can download Web Parts from the Microsoft Web Part Gallery. You cannot download Web Parts from any other site.

Security issues: This setting may increase the security vulnerability because traffic going to www.microsoft.com may send NTLM packets. This depends on the Internet Service Provider (ISP) configuration and whether ports are enabled to allow NTLM packets to be sent and received.

· proxycfg –d –p FakeProxy:80 “*;<local>”

This enables NTLM on the computer and on the subnet mask.

You can download Web Parts from any Web site.

Security issues: NTLM traffic may be sent to any site on the Internet. This depends on the ISP configuration and whether ports are enabled to allow NTLM packets to be sent and received. 

· proxycfg –d

This enables NTLM only on the computer. It does not enable NTLM on the subnet mask.

Some SharePoint Portal Server functionality may be disabled.

You must create a new Web site in IIS that uses Basic authentication. NTLM remains enabled on the Default Web Site in IIS. See “Create a New Web Site in IIS” in this paper.

You cannot download Web Parts from any Web site.

Security issues: Running a computer directly on the extranet with no proxy server has inherent security vulnerabilities and is not recommended. However, using Basic authentication with SSL enabled on the new Web site in IIS is the most secure SharePoint Portal Server configuration available when the computer is running directly on the extranet.

Create a DNS Entry

You must create a DNS entry for the external server name. The procedure for this varies, depending on the DNS server software. The following procedure applies if DNS is running on a computer running Windows 2000 Server. For more information about DNS, see Microsoft Management Console (MMC) Help in the DNS console.

Before performing the following procedure, you must have a static external IP address that you can assign to your SharePoint Portal Server computer. This is not the same IP address as the static internal IP address for the server. You receive a range of static external IP addresses when you first establish Internet access through Network Solutions or through another company authorized by the Internet Corporation for Assigned Names and Numbers (ICANN).

The external static IP address is used when you map the external static IP address to the internal static IP address on the proxy server to create a “server publish.” For more information, see “Configure the Proxy Server” in this paper.

Note   You should not need to create a DNS entry if the SharePoint Portal Server computer is on the Internet with no proxy server. If the server is directly on the Internet, the domain controller should already have an entry for the NetBIOS name. In this case, the NetBIOS name will also be the external (host) name.

To create a DNS entry on a Windows 2000 server

1. On the taskbar, click Start, point to Programs, point to Administrative Tools, and then click DNS.

2. Expand the node for one of the external DNS computers.

3. Expand the node for Forward Lookup Zones.

4. Right-click the correct zone file, and then click New Host. For example, if you are creating a DNS entry for the external server name of your SharePoint Portal Server computer, right-click adventure-works.com. 

5. In Host, type the external server name. For example, if the external server name is AdventureWorks, type AdventureWorks.

6. In IP address, type the external static IP address of the SharePoint Portal Server computer. This is not the same as the static internal IP address for your server.

7. Select the Create associated pointer (PTR) record check box.

8. Click Add Host.

9. Click OK, and then click Done.

10. Replicate to all DNS computers or wait 15-30 minutes for replication.

Configure the Proxy Server

If you want to use SharePoint Portal Server across the extranet and you have a proxy server, you must:

· Ensure that the external IP address of your SharePoint Portal Server computer is added to the proxy server.

· Map the internal static IP address of the server to an external static IP address. If you are using Microsoft Internet Security and Acceleration (ISA) Server 2000, this is called server publishing. Permissions pass through and the host header file is not modified.

If you are not using ISA Server, you must configure your proxy server as follows:

· Password and authentication information must be passed through the proxy server to the SharePoint Portal Server computer inside the firewall.

· The host header name must stay intact when passing through.

· Do not use SSL bridging.

Before performing the following procedures, you must know the static external IP address that is assigned to your SharePoint Portal Server computer. This is not the same IP address as the static internal IP address for the server. You must also have a subnet mask. You receive a range of static external IP addresses and a subnet mask when you first establish Internet access through Network Solutions or through another company authorized by the ICANN.

The following procedures apply if you are using ISA Server as your proxy server. Note that the following steps assume that you have already enabled the firewall and reverse proxy for ISA Server. Additionally, your ISA Server must allow internal users to access the Internet by using the proxy server without authentication. If you have a proxy server that requires a server to provide authentication to access the Internet from your intranet, you will not be able to download a Web part from the Internet. This is because the ServerXMLHTTP object cannot access the Internet if authentication is required.

To ensure that the external static IP address of your server is added to the proxy server

1. On the desktop on the proxy server, right-click My Network Places, and then click Properties.

2. Right-click the NIC that is connected to the Internet, and then click Properties.

3. Under Components checked are used by this connection, click Internet Protocol (TCP/IP), and then click Properties.

4. Click Advanced.

5. Under IP addresses, scroll through the list of IP address to ensure that the external static IP address for the SharePoint Portal Server computer is listed. This is the same external static IP address used to create the DNS entry for the server.

6. If the IP address appears in the list, no further action is required. If the external static IP address does not appear in the list of IP addresses, you must complete steps 7 through 12.

7. Click Add. The TCP/IP Address dialog box appears.

8. In IP address, enter the external static IP address.

9. In Subnet mask, enter the subnet mask for the IP address.

10. Click Add to close the TCP/IP Address dialog box, and then click OK.

11. Click OK, and then click OK again to close the Properties page.

12. Restart the server.

To map an external IP address to an internal IP address

1. On the taskbar, click Start, point to Programs, point to Microsoft ISA Server, and then click ISA Management.

2. Expand Servers and Arrays.

3. Expand the name of your proxy server.

4. Expand Publishing.

5. Right-Click Server Publishing Rules, point to View, and then click Taskpad.

6. Click Publish a Server. The New Server Publishing Rule Wizard appears.

7. In Server publishing rule name, type a name to identify the new publishing rule, and then click Next.

8. On the Address Mapping page, type the internal static IP address of the server in IP address of internal server.

9. On Address Mapping page, type the external static IP address in External IP address on ISA Server.

10. Click Next.

11. On the Protocol Settings page under Apply the rule to this protocol:

· Select HTTP Server if you have not enabled SSL.

· Select HTTPS Server if you have enabled SSL.

Note   These protocols must be enabled on the proxy server. See the documentation for your proxy server for procedures to enable the protocols.

12. Click Next.

13. On the Client Type page, click Any request, and then click Next.
14. Click Finish.

15. Double-click the rule you just created, and on the General tab, ensure that the Enable check box is selected. 

It may take up to 15 minutes for the mapping to be effective. If the mapping has not become effective after 15 minutes, do the following:

1. On the taskbar, click Start, point to Programs, point to Microsoft ISA Server, and then click ISA Management.

2. Expand Servers and Arrays.

3. Expand the name of your proxy server.

4. Expand Monitoring.

5. Right-Click Services, point to View, and then click Taskpad.

6. Select the Web proxy service, and then click Stop a Service.

7. Select the Firewall service, and then click Stop a Service.

8. Select the Web proxy service, and then click Start a Service.

9. Select the Firewall service, and then click Start a Service.

If the mapping has not taken effect within 30 minutes after this procedure, restart the proxy server.

Create a New Web Site in IIS

You must create a new Web site for each security model that you want. For example, if you want to have both Anonymous access and Basic authentication, you must create two Web sites. On one site you specify Anonymous access, and on the other site you specify Basic authentication.

Note that you should not modify settings on the Default Web Site. Specifically, SharePoint Portal Server requires the Default Web Site to use port 80 as the TCP port. Do not change the port to an alternative HTTP port (such as 8000 or 8080) after installation. Ensure that port 80 is specified and remains as the primary port for the server.

To create a new Web site

1. On the taskbar, click Start, point to Programs, point to Administrative Tools, and then click Internet Services Manager.

2. Expand the node for the SharePoint Portal Server computer.

3. Right-click the name of the SharePoint Portal Server computer, point to New, and then click Web Site. The Web Site Creation Wizard appears.

4. Click Next, and then follow the instructions in the wizard:

· Type a description of the Web site, and then click Next. The description appears in the tree view of the console. For example, if this Web site is to be used for Anonymous access, you could type AdventureWorksAnon as the description.

· Select the IP address. Do not select (All Unassigned).

· Type 80 for the TCP port number.

· Type the external FQDN as the host header. The host header is of the form external_server_name.external_domain_name. For example, if the external server name for your SharePoint Portal Server computer is AdventureWorks, and the external domain name is adventure-works.com, you would type AdventureWorks.adventure-works.com as the host header.

· Click Next.

· Enter the path for your home directory. It is strongly recommended that the home directory be under the Inetpub directory. For example, the path can be C:\Inetpub\AdventureWorks. See “Test the Extranet from Your Intranet” in this paper for instructions on creating a default Web page.

· If you do not want to allow Anonymous access to SharePoint Portal Server, clear the Allow anonymous access to this Web site check box. For more detailed information about specifying security on the new Web site, see “Modify the Security Settings on the New Web Site” in this paper.

· Click Next. 

· On the Web Site Access Permissions page, click Next. Do not change the default access permissions.

· Click Finish. The new Web site appears.

5. Expand Default Web Site, and then note the following five virtual directories (nodes on the tree): Exchweb, SharePoint Portal Server, Public, MSOffice, and YourWorkspace, where YourWorkspace represents the name of the virtual directory for your workspace. For example, if your workspace is named Marketing, look at the Marketing virtual directory. Write down the local path for each of these virtual directories, or use copy and paste while performing the steps. You need this path to complete steps 6 through 8. To find the local path, do this for each of the five virtual directories:

· Right-click the virtual directory, and then click Properties.

· On the Virtual Directory tab, note or copy the path shown in Local Path.

· Close the Properties page.

6. Right-click the new Web site that you created in step 4, point to New, and then click Virtual Directory. The Virtual Directory Creation Wizard appears.

7. Click Next, and then follow the instructions in the wizard:

· In Alias, type Exchweb and then click Next.

· In Directory, type or paste the path for Exchweb from step 5, and then click Next.

· On the Access Permissions page, click Next. Do not change the default access permissions.

· Click Finish.

8. Repeat steps 6 and 7 to create a virtual directory for SharePoint Portal Server, Public, MSOffice, and for YourWorkspace, where YourWorkspace represents the name of the virtual directory for your workspace.

Important   The names of the new virtual directories must exactly match the names of the original virtual directories under the Default Web Site. Do not rename the virtual directories.

9. After creating the virtual directories, for the Public and YourWorkspace virtual directories on the new Web site that you created, do the following:

· Right-click the virtual directory, and then click Properties.

· Click the Virtual Directory tab.

· In Application Protection, select Low (IIS Process).

· On the Virtual Directory tab, click Configuration.

· On the App Mappings tab, click Add.

· In Executable, type the path to the msdmisap.dll file. You can also browse to the msdmisap.dll file. By default, this file is located in the SharePoint Portal Server \Bin directory. For example, if you installed SharePoint Portal Server to Program Files\SharePoint Portal Server, this file is in Program Files\SharePoint Portal Server\Bin.

Important   In Executable, ensure that path entered follows the 8.3 naming convention. For example, if the msdmisap.dll file is in the Program Files\SharePoint Portal Server\Bin directory on drive D, type the path in Executable as D:\Progra~1\ShareP~1\Bin\msdmisap.dll

· In Extension, type * and then click OK.

· Clear the Check that file exists check box.

· Click OK to close Application Configuration.

· Click OK to close the Properties page.

10. For the YourWorkspace virtual directory on the Web site that you created, do the following:

· Right-click the virtual directory, and then click Properties.

· On the Virtual Directory tab, select the Write check box.

· Click the HTTP Headers tab, and then click Add.

· In Custom Header Name, type MicrosoftTahoeServer
· In Custom Header Value, type 1.0
· Click OK. 

· Click OK to close the Properties page.

11. For the MSOffice virtual directory on the Web site that you created, do the following:

· Right-click the virtual directory, and then click Properties.

· Click the Virtual Directory tab.

· In Execute Permissions, select Scripts and Executables.

· Click OK to close the Properties page.

12. Right-click YourVirtualWeb, where YourVirtualWeb is the name of the new Web site you just created, and then click Start. If YourVirtualWeb is already started, omit this step.

13. Restart the server.

Specify an Internal FQDN for the SharePoint Portal Server Computer
If you want to use SharePoint Portal Server on your intranet with an internal FQDN, you must map the internal FQDN of the server to an IP address. You can skip this section if you do not want to enable internal FQDN support.

To map the SharePoint Portal Server computer name to an IP address

1. On the taskbar, click Start, point to Programs, point to Administrative Tools, and then click Internet Services Manager.

2. Expand the node for the SharePoint Portal Server computer.

3. Right-click Default Web Site, and then click Properties.

4. On the Web Site tab, click Advanced. The Advanced Multiple Web Site Configuration dialog box appears. 

Important   Do not remove (All Unassigned) from port 80 under Multiple identities for this Web Site.

5. Map the internal FQDN for the server to an IP address:

· Click Add. The Advanced Web Site Identification dialog box appears.

· Select your IP address from IP Address. Do not select (All Unassigned).

· Type 80 in TCP Port.

· Enter the internal FQDN for the server in Host Header Name, and then click OK. The internal FQDN is of the form NetBIOS_name.internal_domain_name. For example, if the NetBIOS name for your SharePoint Portal Server is AdvWks, and the internal domain name is corp.adventure-works.com, you would type AdvWks.corp.adventure-works.com as the host header name.

6. Click OK to close the Advanced Multiple Web Site Configuration dialog box, and then click OK to close the Properties page.

If your network does not natively support FQDN, you are running WINS, or users experience errors navigating to the dashboard site by using FQDN, each user and the server administrator must perform an additional step. 

· Users must configure proxy server settings for the browser to bypass the proxy server for local addresses on each client computer accessing the dashboard site. 

· The server administrator must configure the proxy settings for Internet Explorer on the SharePoint Portal Server computer to include the domain of the local computer on the bypass list.

Each user and the server administrator can configure the proxy server settings by using the procedure below. This procedure applies when your browser is Internet Explorer 5. To do this on other browsers, consult the browser documentation.

To configure Internet Explorer 5 to bypass the proxy server for local addresses 

1. Close all current Internet Explorer 5 windows and Windows Explorer windows.

2. On the taskbar of the SharePoint Portal Server computer, click Start, point to Settings, and then click Control Panel.
3. Double-click Internet Options. The Internet Properties dialog box appears.

4. On the Connections tab, click LAN Settings.

5. Select the Use a proxy server and Bypass proxy server for local addresses check boxes.

6. Specify the address and port number of the proxy server, and then click Advanced.

7. In Do not use proxy server for addresses beginning with, type *domain
where domain is the domain of your SharePoint Portal Server. For example, if the domain is adventure-works.com, type *adventure-works.com.

8. Click OK, and then click OK again to close the remaining dialog boxes. 

Modify the Security Settings on the New Web Site

By default, SharePoint Portal Server uses NTLM authentication (on the Default Web Site in IIS). To use SharePoint Portal Server on the extranet, you must modify the security settings on the new Web site to Basic authentication or Anonymous access.

Do not specify both Basic authentication and Anonymous access on the same Web site. If you want both Basic authentication and Anonymous access, create two Web sites.

For example, if you want to use both Basic authentication and Anonymous access, configure the security settings as follows:

· For the Default Web Site in IIS, leave the default of NTLM authentication.

· Create a new Web Site in IIS and specify Basic authentication access.

· Create a second new Web Site in IIS and specify Anonymous access.

SharePoint Portal Server does not support both NTLM and Anonymous authentication on the same Web site.

If you modify the security setting to Anonymous access, users cannot create subscriptions from the dashboard site.

Note that SharePoint Portal Server licensing requires that all devices accessing the server have a valid license. Nothing in this white paper is meant to waive or modify any rights or requirements under the end user license agreement or other applicable license agreement for SharePoint Portal Server.

CAUTION   Do not run IIS Lockdown Tool (available for download from http://www.microsoft.com/TechNet/security/tools.asp) after installing SharePoint Portal Server. Running this tool may disable the dashboard site. For the latest information about implementing IIS security configurations to secure your server, see http://www.microsoft.com/sharepoint/portalserver.asp.

To modify the security settings on the new Web site

1. On the taskbar, click Start, point to Programs, point to Administrative Tools, and then click Internet Services Manager.

2. Expand the node for the SharePoint Portal Server computer.
3. Right-click YourVirtualWeb, where YourVirtualWeb is the name of the new Web site you created, and then click Properties.

4. Click the Directory Security tab.

5. In Anonymous access and authentication control, click Edit.

6. In Authentication Methods, select the authentication method you want for the new Web site:

· To enable Anonymous access, select the Anonymous access check box. Clear all other check boxes. Do not specify both Anonymous access and Basic authentication on the same Web site.

· To enable Basic authentication, select the Basic authentication (password is sent in clear text) check box, and then click Yes when prompted. Clear all other check boxes. Do not specify both Basic authentication and Anonymous access on the same Web site.

Note   All information, including passwords, sent over the Internet is in a readable format. To secure your transmissions, use SSL. For more information, see “Enable SSL” in this paper.

7. Click OK.

8. Click OK to close the Properties page.

If you use Anonymous access, you must also assign the Internet Guest Access account to the reader role on each workspace for which you want Anonymous access. If you are configuring Basic authentication only, you do not need to assign the Internet Guest Access account to the reader role.

To assign the Internet Guest Access account to the reader role

1. On the taskbar, click Start, point to Programs, point to Administrative Tools, and then click SharePoint Portal Server Administration.
2. In the console tree, click to expand the server, and then select the workspace.

3. On the Action menu, click Properties. 

You can also right-click the workspace name, and then click Properties on the shortcut menu.

4. Click the Security tab.

5. Click Add.

6. From Select Users or Groups, select the name of your server from Look in.

7. From the list of names, select the name IUSR_server_name, where server_name is the NetBIOS name of your server. 

8. Click Add, and then click OK. 

9. Click Apply. The account is added to the Reader role.

If you close the Properties page, open it, and then click the Security tab, the account you just entered is listed as Internet Guest Account.

Test the Extranet from Your Intranet

This step enables you to confirm that you have set up your server correctly to access it from the extranet.

Important   Perform the following procedure from the server.

To test the extranet from your intranet

1. Create a test file in the home directory for the new Web site:

· Create default.htm and place it in the home directory. Your home directory should be under the Inetpub directory. For example, the home directory can be C:\Inetpub\AdventureWorks.

· Enter some text in default.htm and save the file. For example, enter <H1>some text, such as the external FQDN</H1>

2. Create an entry in the hosts file on the server:

· Navigate to the hosts file. Typically, this file is located in WINNT\system32\drivers\etc on the operating system drive.

· Open the hosts file in Microsoft Notepad.

· Add the SharePoint Portal Server computer (internal static) IP address along with the external FQDN to the hosts file. For example, 172.21.13.45 AdventureWorks.adventure-works.com

· Save the file.

3. Modify the proxy settings for Internet Explorer on the server:

· Open Internet Explorer.

· On the Tools menu, click Internet Options.

· Click the Connections tab, and then click LAN Settings.

· Select the Use a proxy server and Bypass proxy server for local addresses check boxes.

· Type the address and port number for the proxy server, and then click Advanced.

· In Do not use proxy server for addresses beginning with, type *root_domain_name and then click OK. For example, if the root domain is adventure-works.com, you type *adventure-works.com.

· Click OK, and then click OK to close Internet Options.

4. In Internet Explorer, type http://external_server_name.external domain name in Address. You should see the text that you typed in default.htm. For example, if you typed AdventureWorks in default.htm, you should see AdventureWorks displayed.

If you can access the server, you have specified the external FQDN correctly.

If you cannot access the server, ensure that the Web site is started. To do this:

1. On the taskbar, click Start, point to Programs, point to Administrative Tools, and then click Internet Services Manager.

2. Expand the node for the SharePoint Portal Server computer.
3. Right-click YourVirtualWeb, where YourVirtualWeb is the name of the new Web site you created, and then click Start.

If you still cannot access the server, see “Troubleshooting” in this paper.

After you successfully access the extranet from your intranet, you should test access from the Internet.

Test the Extranet from the Internet

This step enables you to confirm that you have set up your server correctly to access it from the Internet.

Important   Perform the following procedures from a computer that is not connected to your corporate local area network (LAN) or WAN (either directly or by dialing in to the network).

To test the extranet from the Internet

1. From the computer connected through an ISP to the Internet, type http://external_FQDN
For example, type http://AdventureWorks.adventure-works.com 

The default Web page (default.htm) that you created during the previous section should appear.

2. If the default Web page appears, type http://external_FQDN/workspace_name
For example, type http://AdventureWorks.adventure-works.com/Marketing

The dashboard site for the Marketing workspace appears.

If you cannot access the dashboard site, see “Troubleshooting” in this paper.

Enable Discussions on the New Web Site

To use Web discussions on your SharePoint Portal Server computer from the extranet, you must modify the registry.

Use Web discussions to discuss a document with other users. Web discussions allow users to add remarks about a document without modifying the document itself. Discussions are threaded — replies to a discussion remark appear directly underneath the original remark. In addition, multiple discussions about the same document can occur at the same time. SharePoint Portal Server consolidates comments in a single location, allowing them to be easily reviewed.

To enable discussions on the new Web site

1. On the taskbar, click Start, and then click Run.

2. Type regedit, and then click OK.

CAUTION   Incorrectly editing the registry may severely damage your system. Before making changes to the registry, you should back up any valued data on the computer.

3. In Registry Editor, navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Office\9.0\Web Server\1.

4. On the Registry menu, click Export Registry File.

5. Save the file as EnableDiscussions on your desktop.

6. Navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Office\9.0\Web Server\1.

7. Right-click 1 and then click Rename.

8. Type number and then press ENTER. Number is determined from the following procedure:

· On the taskbar, click Start, point to Programs, point to Accessories, and then click Command Prompt.

· Navigate to the directory where adsutil.vbs is located. Typically, this is in the Inetpub\AdminScripts directory on the operating system drive.

· Type cscript adsutil.vbs enum W3SVC/number, where number is 1, 2, etc. Type each number in order until the properties display the name of the new Web site. Typically, W3SVC/1 is the Default Web Site, W3SVC/2 is the Administration Web Site, and W3SVC/3 is the new Web site. If W3SVC/3 is the new Web site, you type 3 as number when renaming the registry key in this step.

9. Click Web Server.

10. On the Registry menu, click Import Registry File.

11. Import EnableDiscussions that you saved to the desktop previously.

12. Click OK.

13. Click 3, right-click Server Root Url in the right pane, and then click Modify.

14. In Value data, type the external FQDN of the server, and then click OK. For example, type http://AdventureWorks.adventure-works.com.

15. Close Registry Editor.

16. Restart the server.
Specify the Server URL to Use in E-mail Notifications

SharePoint Portal Server sends e-mail notifications for document approval requests and subscription notifications. The URLs in the notification mails can use the NetBIOS name, the internal FQDN, or the external FQDN of the server. SharePoint Portal Server cannot automatically choose which form of the server name is appropriate for a particular e-mail recipient if you are using FQDN without WINS.

For example, you are in one domain and you approve a document by accessing the document through the NetBIOS name. The next person to receive the approval e-mail is in another domain (either a parent domain or another domain entirely). The link this person receives in the approval e-mail contains the NetBIOS name for the link (href). Because the recipient is in another domain, the name used in the link does not resolve and the recipient cannot access the document by clicking the link.

SharePoint Portal Server allows administrators to control the form of the name by adding a property to the folder that contains all the workspaces on the server. You can edit this property by using a tool called Plex, which is available in the Support\Tools directory on the SharePoint Portal Server CD. For information about installing Plex, see ToolsHowTo.txt in the Support\Tools directory on the SharePoint Portal Server CD.

The administrator can specify that the URL use the internal FQDN or the external FQDN.

· If the external FQDN is specified, users on both the intranet and the extranet will need to use Basic authentication or SSL, depending on how you configure the server. In addition, each user must modify the hosts file on her computer, or the network infrastructure must be able to resolve the external name and force the user out to the Internet and back into the intranet through the proxy.

· If the internal FQDN is specified, everyone on the intranet will be able to click any links sent. However, users on the extranet will receive an error when they attempt to click the link in the subscription or approval e‑mail. If you have a small percentage of extranet users, you might choose to specify the internal FQDN so that the majority of your users do not need to modify the hosts file.

To specify the URL of the server name

1. Open Plex.

2. In Folder, type http://NetBIOS_name/SharePoint Portal Server
For example, to connect to a server named AdvWks, type http://AdvWks/SharePoint Portal Server

3. In User, type username
4. In Password, type password
5. Click Refresh.

6. In the tree view, click workspaces to display the schema detail view.

7. Right-click in the detail view under name, and then click New Field.

8. In New Property:

· In Property, type urn:schemas-microsoft-com:publishing:ServerUrl
The property name is case-sensitive. Type the property name exactly as specified.

· In Value, type http://NetBIOS_name if you always want to use the NetBIOS name in e-mail. Type http://internal_FQDN if you always want to use the internal FQDN in e-mail. Type http://external_FQDN if you always want to use the external FQDN in e-mail.

· In Type, select adVarWChar
· Click OK.

9. Close Plex.

10. Restart MSSearch. To do this:
· On the taskbar, click Start, point to Programs, point to Administrative Tools, and then click Services.

· Right-click Microsoft Search, and then click Restart.

Enable SSL

If you want to secure your transmissions over the extranet, you must enable SSL. After enabling SSL, you must access the workspace by using https://external_server_name.external_domain_name/workspace_name.

You should ensure that access using http:// is working properly before enabling SSL.

Note   In the following procedure, you will request and install a server certificate. SharePoint Portal Server does not support client certificates or client certificate mapping.

To enable SSL

1. Request a new server certificate:

· On the taskbar, click Start, point to Programs, point to Administrative Tools, and then click Internet Services Manager.

· Expand the node for the SharePoint Portal Server computer.
· Right-click YourVirtualWeb, where YourVirtualWeb is the name of the new Web site you created, and then click Properties.

· Click the Directory Security tab, and then click Server Certificate under Secure communications. The Welcome to the Web Server Certificate Wizard appears.

· Click Next.

· Click Create a New Certificate, and then click Next.

· Click Prepare the request now, but send it later, and then click Next.

· In Name, type YourVirtualWeb where YourVirtualWeb is the name of your new Web site.

· In Bit length, select 512 or 1024. For server performance, it is recommended that you select 512.

· If required, select the Server Gated Cryptography (SGC) certificate (for export versions only) check box. It is recommended that you do not change the default (the check box is not selected).

· Click Next.

· Enter your organization’s information on the Organization Information page, and then click Next.

· In Common name, type the external FQDN of your server (which includes the domain name), and then click Next. For example, type AdventureWorks.adventure-works.com.

· Enter your geographical information on the Geographical Information page, and then click Next.

· Specify a file name for the certificate request, and then click Next.

· On the Request File Summary page, click Next.

· Click Finish. 

· Click OK to close the Properties page.

You have now completed the server certificate request process. Submit the text file that you generated to your SSL vendor.

2. After you receive the server certificate file from your vendor, you must install the certificate:

· On the taskbar, click Start, point to Programs, point to Administrative Tools, and then click Internet Services Manager.

· Expand the node for the SharePoint Portal Server computer.
· Right-click YourVirtualWeb, where YourVirtualWeb is the name of the new Web site you created, and then click Properties.

· Click the Directory Security tab, and then click Server Certificate under Secure communications. The Welcome to the Web Server Certificate Wizard appears.

· Click Next.

· Click Process the pending request and install the certificate, and then click Next.

· Specify the path and file name for the certificate file on the Process a Pending Request page, and then click Next.

· On the Certificate Summary page, click Next.

· Click Finish.

· Click OK to close the Properties page.

3. Assign a server certificate to the Default Web Site. This step enables you to remove port 443 from Multiple SSL identities for this Web Site in step 5. If you do not remove port 443, SharePoint Portal Server may experience unexpected behaviors because the Default Web Site and any new Web sites you create are trying to use port 443.

· Right-click Default Web Site, and then click Properties.

· Click the Directory Security tab, and then click Server Certificate under Secure communications. The Welcome to the Web Server Certificate Wizard appears.

· Click Next.

· Click Assign an existing certificate, and then click Next.

· On the Available Certificates page, select the same certificate that you installed on YourVirtualWeb in step 2, and then click Next.

· On the Certificate Summary page, click Next.

· Click Finish.

· Click OK to close the Properties page.

4. Specify the secure bindings value to include the host header for the new Web site:

· On the taskbar, click Start, point to Programs, point to Accessories, and then click Command Prompt.

· Navigate to the directory where adsutil.vbs is located. Typically, this is in the Inetpub\AdminScripts directory on the operating system drive.

· Type cscript adsutil.vbs set W3SVC/number/securebindings “IP_address_of_the_server:443:external_FQDN_in_lowercase” 
where number is the number for YourVirtualWeb. Typically, W3SVC/1 is the Default Web Site, W3SVC/2 is the Administration Web Site, and W3SVC/3 is the new Web site. To find the number, you can type cscript adsutil.vbs enum W3SVC/number until you find the number for YourVirtualWeb. Type each number in order until the properties display the name of YourVirtualWeb. 

5. Remove port 443 from Multiple SSL identities for this Web Site on Default Web Site. If you do not remove port 443 from Default Web Site, SharePoint Portal Server may experience unexpected behaviors because the Default Web Site and any new Web sites you create are trying to use port 443.

· On the taskbar, click Start, point to Programs, point to Administrative Tools, and then click Internet Services Manager.

· Expand the node for the SharePoint Portal Server computer.
· Right-click Default Web Site, and then click Properties.

· On the Web Site tab, click Advanced. The Advanced Multiple Web Site Configuration dialog box appears.

· In Multiple SSL identities for this Web Site, click the IP address for SSL port 443, and then click Remove.

· Click OK to close the Advanced Multiple Web Site Configuration dialog box.

· Click OK to close the Properties page.

6. Require SSL:

· Right-click YourVirtualWeb, and then click Properties. 

· On the Directory Security tab under Secure communications, click Edit.

· Select the Require secure channel (SSL) check box, and then click OK.

· Click OK to close the Properties page.

7. Restart the server.

You should now test access to the extranet from your intranet by using https:// instead of http://.

Enable SharePoint Portal Server to Crawl Sites on the Internet

If your SharePoint Portal Server will be crawling Web sites on the Internet, it is recommended that you modify the time-out settings both for connecting to a Web site or server and for waiting for request acknowledgment. Specify 60 seconds for the wait time for connecting to a Web site or server, and specify 30 seconds for the wait time for request acknowledgment from a Web site or server. You can modify these settings from SharePoint Portal Server Administration.

If you have a proxy server that requires authentication to access the Internet from your intranet, SharePoint Portal Server cannot crawl sites on the Internet.

To modify the time-out settings

1. On the taskbar, click Start, point to Programs, point to Administrative Tools, and then click SharePoint Portal Server Administration.

2. In the console tree, select SharePoint Portal Server computer.
3. On the Action menu, click Properties. 

You can also right-click the server name, and then click Properties on the shortcut menu.

4. Click the Load tab.

5. In Number of seconds to wait for a connection, type 60
6. In Number of seconds to wait for request acknowledgment, type 30
7. Click Apply. 

Depending on the connection speed and on other factors such as Internet loss, Internet latency, and Internet jitter, you may need to increase the above settings.

Enable SharePoint Portal Server to Crawl another SharePoint Portal Server Computer across the Internet

There may be instances when you want to expose your server, by using HTTP, to the Internet to allow other sites to crawl your server. The instructions in this section enable a SharePoint Portal Server computer with access to the Internet to crawl another SharePoint Portal Server computer across the Internet. Currently, SharePoint Portal Server only supports HTTP crawling. HTTPS crawling is not supported.

The default content access account cannot be used to access another SharePoint Portal Server over the Internet. You can only specify an NTLM trusted domain account as the default content access account, and you cannot use NTLM for Internet crawls. You must specify an access account for the site path to the SharePoint Portal Server you want to crawl. This procedure is provided below.

Note   If the workspace you want to crawl has enabled Anonymous access (the Internet Guest Account is assigned to the reader role on the workspace), you do not need to use Basic authentication and do not need to perform the following procedure. You need only create a content source to the workspace on the other server. For information about assigning the Internet Guest Account to the reader role on a workspace, see “Modify the Security Settings on the New Web Site” in this paper.
To configure the server to crawl another SharePoint Portal Server computer across the Internet

1. Navigate to the Content Sources folder located in the Management folder in the workspace.

2. Double-click Additional Settings.

3. On the Rules tab, click Site Paths.

4. Click New. The Create New Site Path Rule dialog box appears.

5. In Path, type the URL to the SharePoint Portal Server to be crawled. The URL must be the external FQDN of the server.

6. Click Include this path, and then click Options. The Options dialog box appears.

7. Click Account. The Account Information dialog box appears.

8. Under Account, specify the account information for the account that is valid for Basic authentication. 

9. Under Authentication type, click Basic authentication (password is sent in clear text).

10. Click OK to close the Account Information dialog box, and then click OK to close the Options dialog box.

11. Click OK to close the Create New Site Path Rule dialog box, and then click OK to close the Site Paths dialog box.

12. If prompted to start a full update, click Yes.

13. Click OK.

After completing the steps above, create a content source to the workspace on the SharePoint Portal Server computer that you want to crawl.

Enable Access to the Security Tab on Folders

This step applies if you have configured your SharePoint Portal Server computer for the internal FQDN or internal hosting scenario. You must perform this step if you want to access the Security tab on the Properties page for folders.

If you map a Web folder to the external FQDN of the SharePoint Portal Server computer, an error is displayed if you then attempt to access the Security tab for a folder by using Web folders.

To enable access to the Security tab, you must:

· Ensure that hot fix Q309353 is installed on the server. For more information, see “Apply Hot Fixes” in this paper.

· Add an entry to the hosts file that maps the IP address of the server to the NetBIOS name of the server.

· Add another entry to the hosts file that maps the IP address of the server to the internal FQDN.

Alternatively, you can create DNS entries for the two mappings instead of modifying the hosts file.
To create the entries in the hosts file on the server

1. Navigate to the hosts file. Typically, this file is located in WINNT\system32\drivers\etc on the operating system drive.

2. Open the hosts file in Microsoft Notepad.

3. Add the SharePoint Portal Server computer (internal static) IP address along with the NetBIOS name of your server to the hosts file. For example, 172.21.13.45 AdvWks

4. Add the SharePoint Portal Server computer (internal static) IP address along with the internal FQDN to the hosts file. For example, 172.21.13.45 AdvWks.corp.adventure-works.com

5. Save the file.

Troubleshooting

Features Do Not Function

For a table showing features of SharePoint Portal Server that are available when you deploy the server across an extranet, see “Appendix A – Extranet Features.”

Server Access Denied

If you cannot access the server, ensure that you have specified security on the new Web site. Until you specify either Anonymous access or Basic authentication, you cannot access the server from the extranet.

Error 401

If you have specified Anonymous access on the new Web site, you may receive error 401 (Unauthorized) when attempting to access the dashboard site. If this happens, ensure that the Internet Guest Access account is a reader on the hidden Portal folder in the workspace. For the procedure to add the Internet Guest Account as a reader on the workspace, see “Modify the Security Settings on the New Web Site” in this paper.

Note that if the Portal folder in the workspace does not inherit the security settings of the parent folder, you must add the Internet Guess Access account as a reader on the Portal folder.

Error 424

If you receive error 424 when attempting to access the dashboard site, try the following:

· Restart IIS Admin Service or restart the SharePoint Portal Server computer.

Possible cause: the server was not restarted after configuring the proxy settings.

· Ensure you are typing http://external_FQDN/workspace_name (or https:// if SSL is enabled).

Possible cause: from the server, you are typing http://localhost/workspace_name for the URL. Localhost is not supported out of the box.

You may receive error 424 when trying to navigate to the dashboard site by using HTTPS, but you might not receive the error when using HTTP. In this case, ensure that IIS Application Protection is specified as low for the virtual directory for the workspace on the new Web site. To do this:

1. On the taskbar, click Start, point to Programs, point to Administrative Tools, and then click Internet Services Manager.

2. Expand the node for the SharePoint Portal Server computer.

3. Expand YourVirtualWeb, where YourVirtualWeb is the name of the new Web site you created.

4. Right-click YourWorkspace under YourVirtualWeb, where YourWorkspace represents the name of the virtual directory for your workspace, and then click Properties.

5. Click the Virtual Directory tab.

6. In Application Protection, select Low (IIS Process).

7. Click OK.

Error 500

If you receive error 500 (internal server error) on the dashboard site, ensure that you have not selected the Check that file exists check box when configuring the Public and YourWorkspace virtual directories on the new Web site (see step 9 of the procedure in “Create a New Web Site in IIS”).

If the Check that file exists check box is selected, clear the check box and restart IIS Admin Service.

Error 503

If you attempt to access the dashboard site and you receive error 503 (Service Unavailable), the server is restarting and the services have not yet started. Wait several minutes and try accessing the dashboard site again.

Error 519

If you receive error 519 when attempting to discuss a document, ensure that you have enabled discussions on the new Web site. To use Web discussions on your SharePoint Portal Server computer from the extranet, you must modify the registry. For the procedure to modify the registry, see “Enable Discussions on the New Web Site” in this paper.

Unable to Map Web Folder to Workspace

If you are unable to map a Web folder to the workspace, ensure that you have not selected the Check that file exists check box when configuring the Public and YourWorkspace virtual directories on the new Web site (see step 9 of the procedure in “Create a New Web Site in IIS”).

If the Check that file exists check box is selected, clear the check box and restart IIS Admin Service.

Error Accessing Security Tab When Configured for the Internal FQDN or Internal Hosting Scenario

You can access the Security tab on the Properties page for folders only if you have configured your SharePoint Portal Server computer for the internal FQDN or internal hosting scenario. To enable access to the Security tab, you must:

· Ensure that hot fix Q309353 is installed on the server. For more information, see “Apply Hot Fixes” in this paper.

· Add an entry to the hosts file that maps the IP address of the server to the NetBIOS name of the server.

· Add another entry to the hosts file that maps the IP address of the server to the internal FQDN.

Alternatively, you can create DNS entries for the two mappings instead of modifying the hosts file.
To create the entries in the hosts file on the server

1. Navigate to the hosts file. Typically, this file is located in WINNT\system32\drivers\etc on the operating system drive.

2. Open the hosts file in Microsoft Notepad.

3. Add the SharePoint Portal Server computer (internal static) IP address along with the NetBIOS name of your server to the hosts file. For example, 172.21.13.45 AdvWks

4. Add the SharePoint Portal Server computer (internal static) IP address along with the internal FQDN to the hosts file. For example, 172.21.13.45 AdvWks.corp.adventure-works.com

5. Save the file.

Discussion Error

If you see a server execution or server unavailable error inside a discussion panel, ensure that the execute permissions are set to Scripts and Executables on the virtual directory for MSOffice on the new Web site. To do this:

1. On the taskbar, click Start, point to Programs, point to Administrative Tools, and then click Internet Services Manager.

2. Expand the node for the SharePoint Portal Server computer.
3. Expand the node for YourVirtualWeb, where YourVirtualWeb is the name of the new Web site you created.

4. Right-click the MSOffice virtual directory, and then click Properties.

5. Click the Virtual Directory tab.

6. In Execute Permissions, select Scripts and Executables.

7. Click OK to close the Properties page.

Script Execution Error

If you receive a script execution error, the custom header name (MicrosoftTahoeServer) for the new Web site is either not specified or specified incorrectly. See “Create a New Web Site” for information about specifying the custom header name.

No Access Externally

If you cannot access the SharePoint Portal Server computer from the extranet, try the following:

· Shut down the SharePoint Portal Server computer.

· Attempt to access the server from the Internet. The proxy server should return a message that the host is not available. This validates that access from the Internet to the proxy server is operating correctly.

If this test succeeds, the problem is possibly in the proxy server configuration for server publishing. See “Configure the Proxy Server” for more information about server publishing.

Host Not Found

If you receive error 11004 (host not found), ensure that your DNS server has an entry for the host you are trying to access.

If the entry exists, check the spelling of the URL that you are typing in the browser.

Page Cannot Be Displayed

If SSL is enabled and you receive this error, run adsutil.vbs. See “Enable SSL” for more information.

Dashboard Site Settings Do Not Save

If you cannot save settings on the dashboard site, you may not have write permissions on the workspace. To specify write permissions:

1. On the taskbar, click Start, point to Programs, point to Administrative Tools, and then click Internet Services Manager.

2. Expand the node for the SharePoint Portal Server computer.

3. Expand the node for the new Web site you created.

4. For the YourWorkspace virtual directory on the Web site that you created, where YourWorkspace represents the name of the virtual directory for your workspace, do the following:

· Right-click the virtual directory, and then click Properties.

· On the Virtual Directory tab, select the Write check box.

· Click Apply. 

· Click OK to close the Properties page.

Blank Page Displays

If a blank page displays when attempting to access the dashboard site from the extranet:

· The proxy server may be offline. 

· The internal static IP address and the external static IP address may not be mapped on the proxy server. For more information, see “Configure the Proxy Server.”

Crawling a Web Site Fails

If you cannot crawl a Web site on the Internet, the time-out settings or the proxy settings might be configured incorrectly. For more information, see “Enable SharePoint Portal Server to Crawl Sites on the Internet” and “Configure the Proxy Server.”

Subscriptions Do Not Function Properly

You cannot subscribe to folders by using the collaboration toolbar from Office or Internet Explorer in the extranet scenario. Subscribe to the folder from the dashboard site.

Server URL in E-mail Notifications Is Incorrect

You can modify the URL that is used in e-mail notifications by following the procedure shown in “Specify the Server URL to Use in E-mail Notifications.”

If the modified URL is not displayed as expected, ensure that you have:

· Typed the property name correctly. The property name is case-sensitive. Type the property name exactly as specified in the procedure shown in “Specify the Server URL to Use in E-mail Notifications.”

· Restarted MSSearch.

Access Problems When Using HTTPS – Server Certificate Issues on the Client 

If you have enabled SSL and are accessing the dashboard site of SharePoint Portal Server by using https://external_FQDN/workspace_name, you might experience sporadic functionality failure such as navigation failures or access violations. This indicates a possible problem with the security certificate for the server — specifically, the full certificate chain might not be installed on the client computer.

Note   SharePoint Portal Server does not support client certificates or client certificate mapping.

You may need to install the full certificate chain on the client computers if either of the following applies:

· You are using an internal certificate server to generate your own certificates.

· You are using a certificate that is not distributed with a Microsoft operating system.

How to know that the security certificate for the server is the problem:

1. When attempting to access the dashboard site, you receive a Security Alert dialog box stating that the security certificate was issued by a company you have not chosen to trust. 

2. Click View Certificate on this box, and then click the Certification Path tab.

3. In Certification path, there is a red circle with an X in it next to one or more nodes.

4. When you click the node identified in step 3, the Certificate status displays the message that the certificate cannot be verified up to a trusted certification authority.

To fix this problem, install the full certificate chain on all client computers.

If you suspect that the certificate chain might be the cause of the problem, you can view the certificates on client computers by doing the following:

1. On the taskbar of the client computer, click Start, and then click Run.

2. Type mmc and then click OK.

3. On the Console menu, click Add/Remove Snap-in.

4. Click Add.

5. Select Certificates from the list, and then click Add.

6. Select Computer account, and then click Next.

7. Select Local computer, and then click Finish.

8. Click Close, and then click OK.

Access Problems When Using HTTPS – Server Certificate Issue

The common name specified for the SSL certificate must match the external FQDN of your server (see step 1 in the procedure to enable SSL in “Enable SSL”). For example, if the external FQDN is AdventureWorks.adventure-works.com (accessed by typing https://AdventureWorks.adventure-works.com), the SSL certificate must have a common name of AdventureWorks.adventure-works.com.

The dashboard site appears incorrectly and does not function if the common name does not match the external FQDN.

Note   This also applies to internal SSL certificates.

IFrame Error when Using Netscape Navigator

If you designate that a Web Part run in its own process, separate from other processes, you will receive an IFrame error when using Netscape Navigator. To correct this:

1. On the dashboard site, click Content.

2. Click the Web Part that runs in its own process. The Settings page for the Web Part opens.

3. Click Show Advanced Settings.

4. Clear the Isolate this Web Part’s content from the other Web Parts check box.

5. Click Save to close the Settings page, and then click Save to close the Content page.

Dashboard Site Appears Incomplete

When accessing the dashboard site, it may appear complete when using the HTTP protocol but incomplete when using the HTTPS protocol. If you have previously accessed the site by using http://external_FQDN/workspace_name and then you enable SSL (so that you access the site using https://), the dashboard site may open with no style sheet applied (the background is white) and with broken links. To fix this problem, restart the server. You must restart the server after enabling SSL.

Dashboard Site Stops Functioning

Your dashboard site may stop functioning if you attempt to secure your server by running IIS Lockdown Tool (available for download from http://www.microsoft.com/TechNet/security/tools.asp). For the latest information about implementing IIS security configurations to secure your server, see http://www.microsoft.com/sharepoint/portalserver.asp.

Conclusion

After completing the steps detailed in this white paper, you will be able to access your SharePoint Portal Server in both an intranet and an extranet environment.

Appendix A – Extranet Features

The following table shows features of SharePoint Portal Server that are available when you deploy the server across an extranet with either Basic or Anonymous authentication specified.

	Area
	Feature
	Extranet Support

	
	
	Basic
	Anonymous

	Dashboard Site

	
	Site Search
	Advanced
	(
	(

	
	
	Simple
	(
	(

	
	Search
	Best Bets
	(
	(

	
	
	Categories
	(
	(

	
	
	Categories Best Bets
	(
	(

	
	
	Click through to items on server
	(
	(

	
	
	Click through to items on other intranet servers
	
	

	
	
	Click through to items on Internet
	(
	(

	
	Misc.
	Approval Mail
	(
	

	
	
	Discussions
	(
	

	
	
	Notifications
	(
	

	
	
	Subscriptions
	(
	

	Dashboard Site (Document Management)

	
	Enhanced Folders
	Add document
	(
	

	
	
	Add folder
	(
	

	
	
	Approve document
	(
	

	
	
	Check in document
	(
	

	
	
	Check out document
	(
	

	
	
	Delete document
	(
	

	
	
	Delete folder
	(
	

	
	
	Download document
	(
	(

	
	
	Publish document
	(
	

	
	
	Rename document
	(
	

	
	
	Rename folder
	(
	

	
	Standard Folders
	Add document
	(
	

	
	
	Add folder
	(
	

	
	
	Delete document
	(
	

	
	
	Delete folder
	(
	

	
	
	Download document
	(
	(

	
	
	Rename document
	(
	

	
	
	Rename folder
	(
	

	Web Folders

	
	All Web folders Items
	Copy
	(
	

	
	
	Move
	(
	

	
	
	Rename
	(
	

	
	Document Management
	Add document
	(
	

	
	
	Add folder
	(
	

	
	
	Approve document
	(
	

	
	
	Check in document
	(
	

	
	
	Check out document
	(
	

	
	
	Delete document
	(
	

	
	
	Delete folder
	(
	

	
	
	Publish document
	(
	

	
	Categories
	Add category
	(
	

	
	
	Delete category
	(
	

	
	Folder Properties
	Approval tab
	
	

	
	
	General tab
	(
	(

	
	
	Profiles tab
	(
	(

	
	
	Security tab
	
	

	
	Document Properties
	General tab
	(
	(

	
	
	Profile tab
	(
	(

	
	
	Search and Categories tab
	(
	(

	
	
	Security tab
	
	

	
	
	Versions tab
	(
	(

	
	Management Folder
	Content Sources
	
	

	
	
	Workspace Settings
	
	

	
	
	Document Profiles
	(
	

	
	
	Getting Started Help
	(
	

	
	Misc.
	MMC
	
	

	
	
	Profile Form
	(
	

	
	
	Help
	(
	(

	Office XP

	
	Enhanced Folders
	Check in document
	(
	

	
	
	Check out document
	(
	

	
	
	Open
	(
	(

	
	
	Publish by using publishing form
	(
	

	
	
	Save
	(
	

	
	
	Save as Web page
	
	

	
	
	Save as Web Part
	
	

	
	
	Save as
	(
	

	
	Standard Folders
	Check in document
	(
	

	
	
	Check out document
	(
	

	
	
	Open
	(
	(

	
	
	Publish by using publishing form
	(
	

	
	
	Save
	(
	

	
	
	Save as Web page
	(
	(

	
	
	Save as Web Part
	
	

	
	
	Save as
	(
	

	
	Misc.
	Subscription to folder from the collaboration toolbar (create the subscription from the dashboard site instead)
	
	

	Office 2000

	
	Enhanced Folders
	Check in document
	(
	

	
	
	Check out document
	(
	

	
	
	Open
	(
	(

	
	
	Publish by using publishing form
	(
	

	
	
	Save
	(
	

	
	
	Save as Web page
	
	

	
	
	Save as
	(
	(

	
	Standard Folders
	Check in document
	(
	

	
	
	Check out document
	(
	

	
	
	Open
	(
	(

	
	
	Publish by using publishing form
	(
	

	
	
	Save
	(
	

	
	
	Save as Web page
	(
	(

	
	
	Save as
	(
	(

	
	Misc.
	Subscription to folder from the collaboration toolbar (create the subscription from the dashboard site instead)
	
	


Appendix B – Changing Proxy Server Settings in SharePoint Portal Server

If you want to change your proxy settings for the SharePoint Portal Server computer after installation, perform the following steps:

1. Configure the proxy server settings for your SharePoint Portal Server computer.

· On the taskbar of the computer on which you are installing SharePoint Portal Server, click Start, point to Settings, and then click Control Panel.

· Double-click Internet Options. The Internet Properties dialog box appears.

· Click the Connections tab, and then click LAN Settings.

· Clear both check boxes under Automatic configuration.

· Do one of the following:

If you use a proxy server, select the Use a proxy server check box, type a valid proxy server address and port number, and then select the Bypass proxy server for local addresses check box. 

If you do not use a proxy server, clear all check boxes. For important information regarding the use of SharePoint Portal Server without a proxy server, see step 3.

· Click OK to apply the changes, and then click OK to close Internet Properties.

2. Configure the proxy server settings used by the gatherer. SharePoint Portal Server uses this setting when it creates indexes of external Web sites. 

Use SharePoint Portal Server Administration to configure this setting on the Proxy Server tab of the Properties page for the server. For more information about configuring the proxy server settings used by the gatherer, see “Specify Proxy Server Options” under “Managing Servers” in Administrator’s Help.

3. Configure the proxy server settings for the dashboard site.

To enable SharePoint Portal Server to import Web Parts to the dashboard site, the server administrator must use a tool called proxycfg.exe, located under the SharePoint Portal Server \Bin directory. The location of this directory depends on the location of the SharePoint Portal Server installation directory.

Important   You must run proxycfg.exe even if you are not using a proxy server.

Using SharePoint Portal Server with a Proxy Server

If you are using a proxy server, run the following command, which uses the settings specified in step 1: proxycfg –u 

For more information, see “Configure the Proxy Setting on the SharePoint Portal Server Computer” in this paper.

Using SharePoint Portal Server without a Proxy Server

SharePoint Portal Server is not configured to run with direct Internet connectivity out of the box. SharePoint Portal Server is targeted for intranet use or extranet extensibility. SharePoint Portal Server is initially configured for use with a proxy server. If you are not using a proxy server, see “Configure the Proxy Setting on the SharePoint Portal Server Computer” in this paper.

4. When using FQDNs on an intranet, users and the server administrator may need to configure proxy server settings for the browser. For more information, see “Specify an Internal FQDN for the SharePoint Portal Server Computer” in this paper.

5. Restart the server after configuring the proxy settings.

Appendix C – Best Practices for Creating Web Parts

General Methodology

The following methodology is recommended when creating Web Parts:

· Always use relative URLs in your HTML, Active Server Pages (ASP), and Microsoft® Visual Basic® Scripting Edition (VBS) files. Generate relative links for any links within your Web Part. If you hard-code the URL in the Web Part or in the creation of the Web Part to a NetBIOS name, your Web Part will not work for internal or external FQDN. It will work only for NetBIOS. Using relative links enables you to use the same Web Part for NetBIOS, internal FQDN, and external FQDN. To use relative links when creating a new Web Part:

· On the Web Part – Settings page, select the Get content from the following link check box. If you are editing an existing Web Part, click Show Advanced Settings to see this check box.

· Type the URL for the link to the content.

Additionally, you can convert the ASP or HTML code to a Web Part. For more information and sample code, see “Sample ASP Code and Sample Web Part Code” below.

· To avoid poor server performance and hangs, do not use a stand-alone ASP page as a Web Part. The threads available for ASP are computed by adding one to the number of processors. For example, two threads are available on a single processor computer, and three threads are available on a dual processor computer. If you do use a stand-alone ASP page as a Web Part, run it in isolated mode. In this case, there is no increased risk of hangs due to a deadlock.

· If you use an ASP page as a Web Part and it is not running in isolated mode, it is recommended that you use an ASP page that generates an HTML fragment and not a full page. A fragment includes only the code that is required to draw the Web Part. It does not include extraneous tags (such as <HTML> </HTML> or <BODY> </BODY>) that may be inserted by your editing application. 

· If you use an ASP page as a Web Part and it is running in isolated mode, it is recommended that the ASP page generate a full HTML page.

· Use Visual Basic scripted files as Web Parts. This reduces server load.

· Include copious error handling in the code for Web Parts. Web Parts are difficult to debug once they are in the dashboard framework.

Sample ASP Code and Sample Web Part Code

This section describes two options for Web Parts using relative URLs: ASP or VBS code, and a stand-alone Web Part.

These two options enable you to use the same Web Part when accessing the server by using NetBIOS, internal FQDN, or external FQDN.

Sample ASP code and sample code for a stand-alone Web Part are included below. Both code samples perform the same task. The samples are provided to demonstrate two ways to perform the same task. The samples contain two relative links and some very basic ASP code.
Sample ASP Code 
You can create your Web Part from ASP or VBS script.

The advantages of referencing an ASP or VBS page are:

· You can leverage existing ASP or VBS code without changing it.

· All code is executed from the client, reducing the load on the server.

· The Web Part is isolated form other Web Parts, preventing any interaction with other Web Parts.

The disadvantages of referencing an ASP or VBS page are:

· The code is not easily portable.

· The Web Part cannot interact with other Web Parts.

· The Web Part cannot function if you are using Netscape Navigator as your browser.
To use sample ASP code as your Web Part

1. Create a file named User.asp containing the following code: 

<HTML>

<BODY>

<%

Response.write request.servervariables("Logon_User")

%>

<p>

<A Href="../" Target="new">Home</a><p>

<A Href="../Portal/Document%20Library/" Target="new">Document Library</a>

</BODY>

</HTML>
2. Navigate to the Portal folder in the workspace. The Portal folder is a hidden folder.

3. Copy User.asp into the Portal folder. 

4. Navigate to the home page of the dashboard site.

5. Click Content.

6. Click Create a New Web Part.

7. On the Web Part – Settings page, select the Get content from the following link check box.

8. Type /workspace_name/Portal/User.asp under the Get content from the following link check box.

9. Select the Isolate this Web Part’s content from the other Web Parts check box.

10. Click Save to close the Web Part – Settings page.

11. Click Save to close the Content in “Home” page.

Sample Web Part Code
You can create a stand-alone Web Part containing relative links.

The advantages of using a stand-alone Web Part are:

· The code executes quicker than a non-isolated ASP or VBS page.

· The code is portable and reusable on any dashboard.

· The Web Part can interact with other Web Parts.

The disadvantages of using a stand-alone Web Part are:

· The server load increases.

· You must migrate existing code to meet the specification for Web Parts for the digital dashboard.

· The Web Part is difficult to debug once it is deployed. It is recommended that you include copious error handling in your code.
To use a sample Web Part

1. Create a file named TestWithRelativeURLs.dwp containing the following code:

Note   Long commented lines and some code lines wrap to the next line in the sample below. For best results, copy the code sample and paste it directly into Notepad. 

<?xml version="1.0"?>

<WebPart xmlns="urn:schemas-microsoft-com:webpart:" version="1.0.0">

  <Title>Web Part Sample with relative URLs</Title>

  <Description>How to create a Web part with relative URLs</Description>

  <Content><![CDATA[

'Generic Web Part Function. REQUIRED.

Function GetContent(nod)

  Dim strWorkspaceUrl 'Variable to store calculated URL of user

  On Error Resume Next

  'BEGIN COMMENTS

  'NOTE:     ExtractWorkspaceURL and GetServerVariable are function calls to TahoeUtils.inc. 

  '          We cannot guarantee backward compatibility with future SPs or versions of SharePoint Portal Server.

  '          It is recommended that you create your own standard include library to retrieve the URL of the user.

  '          Once you create your library, include it in DasboardExtensions.vbs (see DDRK for more information).

  'IMPORTANT: DO NOT modify TahoeUtils.inc in anyway. Modifications may break your portal and are not supported.

  'END COMMENTS

  strWorkspaceUrl = ExtractWorkspaceUrl(GetDBProtocol() & _ 

  GetServerVariable("SERVER_NAME") & GetServerVariable("URL"))

  If Err.Number <> 0 Then Exit Function

  strHtmlRet = request.servervariables("Logon_User") & vbCRLF 

  'Build up HTML output to a string

  'Add a relative URL link with strWorkspaceUrl

  strHtmlRet = strHtmlRet & "<p>"

  strHtmlRet = strHtmlRet & "<a target=new href=""" & _ 

  strWorkspaceUrl & "/Portal"">" & vbCRLF 

  strHtmlRet = strHtmlRet & "Portal" & vbCRLF

  strHtmlRet = strHtmlRet & "</a>" & vbCRLF

  'Add another link

  strHtmlRet = strHtmlRet & "<p>"

  strHtmlRet = strHtmlRet & "<a target=new href=""" & _ 

  strWorkspaceUrl & "/Portal/Document Library"">" & vbCRLF 

  strHtmlRet = strHtmlRet & "Document Library" & vbCRLF

  strHtmlRet = strHtmlRet & "</a>" & vbCRLF

  'Return string to Dashboard

  GetContent = strHtmlRet

End Function

]]></Content>

  <ContentType>1</ContentType>

  <IsVisible>1</IsVisible>

  <AllowRemove>1</AllowRemove>

  <HasFrame>1</HasFrame>

  <AllowMinimize>1</AllowMinimize>

  <FrameState>0</FrameState>

  <RequiresIsolation>0</RequiresIsolation>

  <CacheBehavior>0</CacheBehavior>

  <CacheTimeout>0</CacheTimeout>

  <DetailLink></DetailLink>

  <CustomizationLink></CustomizationLink>

  <IsIncluded>1</IsIncluded>

  <PartOrder>0</PartOrder>

  <Zone>3</Zone>

</WebPart>

2. Navigate to the home page of the dashboard site.

3. Click Content.

4. Click Import a Web Part File.

5. Import TestWithRelativeURLs.dwp.

6. Click Save to close the Content in “Home” page.

Appendix D – Knowledge Base Articles

For additional information, see the following knowledge base articles on http://support.microsoft.com/.
· Q301898 SPS: Access/Display Mappings Cause Incorrect URLs When HTTP Is Mapped to HTTPS and Users View Search Results from an SSL Connection

· Q308389 SPS: You Cannot Create a Workspace and an Event ID 20485 Error Message Is Logged in the Application Event Log

Q309675 SPS: IIS Lockdown Tool Affects SharePoint Portal Server

· Q308913 SPS: How SPS Subscriptions Work With FQDN
· Q309353 SPS: Unable to View Security Information When Connecting With Virtual Hosting or Server
For more information: http://www.microsoft.com/sharepoint/portalserver.asp
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