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Introduction

One of the major problems facing IT professionals today is the need to implement and manage secure systems. This has always been a problem but with the introduction of the Internet and the wiring of the planet, it is more important now than at any other time. Therefore it is important that vendors such as Microsoft bake security into their products to make this task more manageable. 

The goal for this white paper is to introduce the reader to security concepts related to the Microsoft® .NET Framework as well platform security capabilities. The .NET Framework includes new and exciting technologies that augment the existing capabilities of the Microsoft Windows® server family to provide excellent enterprise wide security configurations.

Basic Server Security

Security isn't something that can be added in after a product is complete. In order for a system to be secure, security must be a consideration from the very start. This concept extends beyond the development of software and into its deployment and maintenance. If a System Administrator desires secure systems, he should consider how a system will be installed before placing the distribution CD in the drive or running Setup from a network location. 

Secure out of the Box

One of the most common security issues related to system administration practices is leaving unnecessary services enabled on servers after they are installed. As a security best practice, Microsoft suggests disabling all unneeded services and applications. Windows Server 2003 ships with most non-critical services disabled. For example, a default installation for Windows Server 2003, Enterprise Edition installed in a workgroup has forty-three of the eighty-six installed services disabled. Network facing services such as Kerberos, ASP .NET, and WMI remote management are all disabled until an administrator chooses to activate them.

Secure Windows Initiative

Security has long been a part of the design and development process at Microsoft. In line with the critical nature of security in the on-line world, in 2001 Microsoft fundamentally refocused itself on security. As part of the Secure Windows Initiative all of the Windows developers were retrained in programming secure code. Then for two months, the Windows Server 2003 code base was reviewed for security. All identified issues were repaired and when a problem was related to program code from previous versions of Windows, that version was issued a repair as well.

Application Security

Another problem facing administrators are the many applications that run on their systems. It is one thing to implement a secure system but quite another to have a new unsecure application installed on that system. 
New to the Windows server family, the .NET Framework, which provides enterprise class application scalability, also includes new security capabilities that raise the bar for application security controls. Many of these security features are used on every piece of code that uses the .NET Framework while others are available to developers using the .NET Framework to build applications. 

Managed and Unmanaged Code

The .NET Framework is based upon the concept of managed code, with security rules enforced by the Common Language Runtime (CLR). Managed code is any code that runs within the CLR. Managed code is verified to ensure type safety, as well as the well-defined behavior of other properties. In verified code, a method declared as accepting a 4-byte value, for example, will reject an attempted call with an 8-byte parameter as not type safe. Verification also ensures that execution flow transfers only to well-known locations, such as method entry points—a process that eliminates the ability to jump execution to an arbitrary location.

Verification prevents code that is not type safe from executing, and catches many common programming errors before they cause damage. Common vulnerabilities—such as buffer overruns, the reading of arbitrary memory or memory that has not been initialized and arbitrary transfer of control—are no longer possible. This benefits end users, because the code they run is checked before it executes. It also benefits developers, who will find that many of the common bugs that have traditionally plagued development are now identified and prevented from causing harm.

Unmanaged code (non .NET Framework applications) can run on Windows Server 2003 systems and other Windows systems that have the .NET Framework installed. But unmanaged code does not benefit from these security measures. Specific permissions are associated with the capability to call into unmanaged code from a .NET Framework application, and a robust security policy will ensure that those permissions are conservatively granted. The migration from unmanaged code to managed code will, over time, reduce the frequency of calls to unmanaged code.

Controlling the Execution of Managed Code

Code access security (CAS) is the enforcement mechanism that ensures assembly code does not exceed its granted permissions while executing. As managed code assemblies are loaded for execution, they are associated with a corresponding set of permissions. If a method in an assembly needs permission to access a resource, the code providing access to that resource will demand the appropriate permission. When this occurs, a stack walk is initiated. The stack walk allows the CLR to check that each assembly in the call-chain has the demanded permission granted to it, not just the immediate caller. If any of the callers fail this test, a security exception is generated and the requested operation is not performed. Stack walking prevents "luring attacks" in which untrustworthy code attempts to "trick" code in another assembly, with greater access rights, to call a protected object and bypass security restrictions. 

When using .NET Framework applications to access resources for which policies and permissions are already defined, this work is all handled behind the scenes. There are two mechanisms which can actively force permissions checks: imperative and declarative. Imperative checks are simply runtime method calls to the core security engine requesting a demand or to override portions of the stack walk operation. Declarative security checks are essentially the same. However they are implemented as custom attributes that are evaluated at compile time and embedded in metadata. Declarative checks cover the same operations as imperative, plus they allow for a few additional checks that are implemented strictly at JIT-time. 

Under certain circumstances, code may need to call a permission's assert method in order to limit subsequent stack walks to this code's stack frame. This will allow it to access certain resources even when the method's callers do not have proper permissions. For example, the code providing file access will typically demand its callers have the FileIO permission, but then assert the unmanaged code permission to access the underlying Windows file system. This technique should be used sparingly and is only available to highly trusted code granted the Assertion permission. Note that the assertion operation is fine-grained and only applies to the permission asserted 

Code access security thus sets an extraordinarily high bar for intruders to surmount when attempting to abuse the behavior of running managed code. 

For more information, see the following topics

· Building in Security for Applications 

Security Services

Another problem faced by IT professionals is the ability to supply secure services to the organization. Organizations today are requiring more and more IT services and features to meet the ongoing business demands they face. Therefore servers and client operating systems must support an extensible array of services that provide for integration, collaboration, and more, all within a secure environment. 

Windows Server 2003 provides many new security services along with improvements to technology delivered with Windows 2000 Server. When combined with Active Directory® and Group Policy, your administrators can extend their sphere of control deep into the enterprise. For example, you can put controls in place to ensure only approved applications are executed on the network. You can ensure maximum consistency when configuring the network for security by using a variety of tools. 

Windows Server 2003 increases the integration between clients and servers and provides a unified security configuration that can be deployed quickly across the entire enterprise. With the flexibility included with Active Directory®, corporate administrators can delegate specific authority to down level administrators or other corporate partners. 

Cross-Forest Trusts

If you're working with a partner or company that has an Active Directory® forest deployed, you can use Windows Server 2003 to set up a cross-forest trust between their forest and yours. 

This allows you to explicitly trust certain, or all, users or groups in the other forest. You also have the capability to set permissions based on user or groups that are resident in the other forest. Cross-forest trusts make it easy to conduct business with other companies using Active Directory. 
For more information, see the following topics

· Application Integration Outside the Firewall 

Internet Connection Firewall

Windows Server 2003 will provide Internet security using a software-based firewall called Internet Connection Firewall (ICF). ICF provides protection to computers directly connected to the Internet, or to computers located behind an Internet Connection Sharing (ICS) host computer that is running ICF. ICF is configured using the network connections properties as shown below.
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Configuring the ICF is as easy as any other network service. From the properties page of your local area connection, perform the following steps:

1. Select the Advanced tab.

2. Under Internet Connection Firewall, check the box indicating you want your computer protected.

3. Next, choose the settings button to enable the services that this server is expected to provided.

4. From the services tab, select any predefined services that match your needs by checking the appropriate boxes.

5. If you need to add a special service, click the Add button. 

6. This will display a dialog where you can add service settings. 

7. Add a description for this service, such as DNS.

8. Insert the name or IP address of the server containing this service (if, for example, you were using the ICF in addition to Internet Connection Sharing you might have an additional computer being protected by this one which needs this service available to it).

9. Add the port number the service will use, in the case of DNS that will be port 53. Generally the internal and external ports will be the same, except in the case where the Routing and Remote Access Service is being used to provide network address translation.

10. Choose the radio button for either TCP or UDP as appropriate to your service. In this case UDP and select OK.

11. Choose the Security Logging tab and verify the settings. By default the ICF logs dropped network packets, but you may also have it log permitted ones as well. By default the ICF will keep 4MB in the packet log, but that is adjustable as well.

12. You may permit or deny common ICMP messages used on your network. For example, you might enable the incoming echo request and the outgoing time exceeded types in order to permit ping and traceroute troubleshooting. You can set this by selecting the ICMP tab.
13. Select OK to close the ICF properties form

14. Select OK to close the Local Area Connection properties and your computer is now protected.

Secure IAS/RADIUS Server

The Internet Authentication Server (IAS) is a Remote Authentication Dial-in User Server (RADIUS) that manages user authentication and authorization. It also manages connections to the network using a variety of connectivity technologies, such as dial-up, virtual private networks (Vans), and firewalls. 
Secure Wireless and Ethernet LANs

Windows Server 2003 enables the authentication and authorization of users and computers that connect to wireless and Ethernet LANs. This is accomplished by Windows Server 2003 support of the IEEE 802.1X protocols. (IEEE 802 standards define methods for accessing and controlling LANs.)  

Software Restriction Policies

Windows Server 2003 will let a system administrator use policy or execution enforcement to prevent executable programs from running on a computer. For example, specific corporate-wide applications can be restricted from running unless they’re executed from a particular directory. Software restriction policies can also be configured to prevent virus-infected or malicious code from running. 
Security Improvements for Servers on Ethernet and Wireless LANs

Windows Server 2003 will provide security for both Ethernet and wireless LANs that are based on IEEE 802.11 specifications, and that support public certificates deployed using auto-enrollment or smart cards. These security improvements enable access control to Ethernet networks in public places like malls or airports. Authentication of computers within an extensible authentication protocol (EAP) operating environment is also supported. 
Increased Web Server Security

Information security is a critically important issue for organizations everywhere. Experience has taught us that it is impossible to pre-conceive every possible attack and proactively address all possible vulnerabilities. Yet, patterns have emerged in areas that hackers commonly exploit. To increase Web server security, Internet Information Services 6.0 (IIS 6.0) is configured for maximum security right out of the box. In addition, improvements have been made to IIS to make it easier to further lock down a site and to discover and apply security patches. You can use the IIS security features to conduct business securely on the Web or inside the firewall. 

Locked Down Server 

IIS ships in a locked down state, where only static content (.htm, .jpg, .bmp, and others) is served, thereby providing additional protection. 
Multiple Levels of Security

	Security Level
	Description

	IIS is not installed by default on Windows Server 2003 
	Security is all about reducing the attack surface of your system. Therefore, IIS is not installed by default on Windows Server 2003. Administrators explicitly select and install IIS.

	IIS installs in a locked down state
	The default installation of IIS exposes only minimal functionality. Only static files get served and all other functionality has to be enabled explicitly by the administrator.

	Disabled on upgrades
	IIS is a very powerful application. Accidentally installed IIS servers will be disabled on Windows Server 2003 upgrades. 

	Disabling IIS via Group Policy
	With Windows Server 2003, domain administrators can prevent users from installing IIS on their computers. 

	Running as a low privileged account
	IIS worker processes run in a low privileged user context. This drastically reduces the effect of potential attacks. 

	Secure ASP
	All ASP built-in functions always run as a low-privileged account (anonymous user). 

	Recognized file extensions
 
	IIS only serves requests to files that have recognized file extensions and rejects requests to file extensions it doesn’t recognize. 

	Command-line tools not accessible to Web users
	Malicious attackers often take advantage of command-line tools that are executable via the Web server. In IIS 6.0, the command-line tools can’t be executed by the Web server. 

	Write protection for content
	Once attackers get access to a server, they try to deface Web sites. By preventing anonymous Web users from overwriting Web content, these attacks can be mitigated. 

	Timeouts and limits
	In IIS 6.0, settings are set to aggressive and secure defaults. This minimizes attacks due to timeouts and limits that were previously too generous.

	Upload data limitations
	Administrators can limit the size of data that can be uploaded to a server. 

	Buffer overflow protection
	Worker process detects and exits a program if a buffer overflow is detected. 

	File verification
	The core server verifies that the requested content exists before it gives the request to a request handler (ISAPI extension).


Unlocking Functionality with IIS Web Service Extensions

In an effort to reduce the attack surface of your Web server, IIS 6.0 serves only static content after a default installation. Programmatic functionality provided by IIS APIs (ISAPI) or Common Gateway Interfaces (CGI) must be manually enabled by an IIS administrator. 
ISAPIs and CGIs extend the ability of your Web pages, and for this reason ISAPIs and CGIs are referred to here as Web service extensions. For example, in order to run Active Server Pages with this version of IIS, the ISAPI asp.dll must be enabled as a new Web service extension. 
Using the Web Service Extension node, Web site administrators can enable or disable IIS functionality based on the individual needs of the organization. Therefore, additional functionality such as Active Server Pages or FrontPage® Server extensions will have to be enabled before their functionality works as expected.
IIS 6.0 provides programmatic, command-line, and graphical interfaces for enabling Web service extensions.
Configurable Worker Process Identity

Running multiple applications or sites on one Web server puts additional requirements on a Web server. If an ISP hosts two companies, who may even be competitors, on one server, it has to guarantee that these two applications run completely isolated from each other. More importantly, the ISP has to make sure that a malicious administrator for one application can’t access the data of the other application. 
Complete isolation is a must. IIS 6.0 provides this level of isolation through the configurable worker process identity. Together with other isolation features like bandwidth and CPU throttling, or memory-based recycling, IIS 6.0 provides an environment to host even the fiercest competitors on one Web server. Similarly, IIS 6.0 provides an environment to run multiple applications on one Web server with complete isolation.
IIS Runs as a Low Privileged Account by Default

The worker process runs as NetworkService, which is a new built-in account with very few privileges. Running as a low privileged account is one of the most important security principles. The ability to exploit a security vulnerability can be extremely contained if the worker process has very few rights on the underlying system.
SSL Improvements
There are three main secure sockets layer (SSL) improvements in IIS 6.0. They are:
Performance: IIS 5.0 already provides the fastest software-based SSL implementation on the market. As a result, 50% of all SSL Web sites run on IIS. IIS 6.0 will be even faster. Microsoft tuned and streamlined the underlying SSL implementation for even more performance and scalability.
Remotable Certification Object: In IIS 5.0, administrators cannot manage SSL certificates remotely because the cryptographic service provider (CAPI) certificate store is not remotable. Because customers manage hundreds or even thousands of IIS servers with SSL certificates, they need a way to manage certificates remotely. The CertObject allows customers to do this.
Selectable Crypto-Service Provider: If SSL is enabled, performance drops dramatically because the CPU has to perform a lot of intensive cryptography. There are hardware-based accelerator cards that enable the offloading of these cryptographic computations to hardware. They plug their own Crypto API- (CAPI) provider into the system. IIS 6.0 makes it easy to select such a third-party provider.
Authorization and Authentication
If authentication answers the question “Who are you?” then authorization answers the question “What can you do?” So authorization is about allowing or denying a user to conduct a certain operation or task. Windows Server 2003 integrates Passport as a supported authentication mechanism for IIS 6.0. IIS 6.0 extends the use of a new authorization framework that comes with the Windows Server 2003  family. Additionally, Web applications can use URL authorization in tandem with Authorization Manager to control access. Constrained, delegated authorization was added in Windows Server 2003 to provide domain administrators with control to allow delegation to particular machines and services only.
Passport Integration

Windows Server 2003 integrates Passport as a supported authentication mechanism for IIS 6.0: This integration provides Passport authentication in the core Web server and uses Passport version 2 interfaces provided by standard Passport components. Administrators can take advantage of the Passport customer base (150,000,000 +) without having to deal with account management issues like password expiration or provisioning. 
Once Passport authentication is verified, a Windows Server 2003 Passport user can be mapped to a user of Active Directory® through their Windows Server 2003 Passport identification—if such a mapping exists. A token is created by the Local Security Authority (LSA) for the user and set by IIS for the HTTP request.
Application developers and Web site administrators can use this security model for authorization based on users of Active Directory. These credentials can also be delegated using the new Constrained Delegation feature that is supported in Windows Server 2003. 
URL Authorization and Extending the New Authorization Framework

Today, access control lists (ACLs) are used to make authorization decisions. The problem is that the ACL model is very object (file, directory) driven and tries to fulfill the requirements of the resource manager— the NTFS file system. But most Web applications used today are now business applications and are not object driven—they are operation- or task-based. 
If an application wants to provide an operation- or task-based access control model, it has to create its own. With the new authorization framework in Windows Server 2003, Microsoft provides a way to fulfill the needs of these business applications. 
IIS 6.0 extends the use of a new authorization framework that comes with the Windows Server 2003 family by providing gatekeeper authorization to specific URLs. Additionally, Web applications can use URL authorization in tandem with Authorization Manager to control access, from within the same policy store to URLs that are compromising a Web application, and to control application specific tasks and operations. 
Maintaining the policy in the same policy store allows administrators to manage access to the URLs and application features from a single point of administration, while leveraging the store-level application groups and user-programmable business rules. 
Constrained, Delegated Authentication

Delegation is the act of allowing server applications to act as the user on the network. An example of this would be a Web service application on an enterprise intranet that accesses information from various other servers in the enterprise as the client, and then presents the consolidated data over HTTP to the end user. 
Constrained delegation was added in Windows Server 2003 to provide domain administrators with control to allow delegation to particular computers and services only. The following are delegation recommendations:
         Delegation should not allow a server to connect on behalf of the client to any resource in the domain/forest. Only connections to particular services (for example, a backend SQL database or a remote file store) should be allowed. Otherwise, a malicious server administrator or application could impersonate the client and authenticate against any resource in the domain on behalf of the client. 
         Delegation should not require the client to share its credentials with the server. If a malicious server administrator or application has your credentials it can use them throughout the whole domain, and not just against the intended backend data store. 
Constrained, delegated authentication is a highly desirable way to design an application suite in the Windows environment because there are many opportunities to leverage high-level protocols, such as Remote Procedure Call (RPC) and Distributed Component Object Model (DCOM). These protocols can be used to transparently carry the user context from server to server, impersonate the user context, and have the user context be authorized against objects as the user by the authorization rules, defined by: domain group information, local group information, and discretionary access control lists (DACL) on resources located on the server.
Encrypting the Offline Files Database

Now you can encrypt the Offline Files database. This is an improvement over Windows 2000 where cached files could not be encrypted. This feature supports the encryption and decryption of the entire offline database. Administrative privileges are required to configure how offline files will be encrypted. 
For more information, see the following topics

· Encrypting File System (EFS)
FIPS-compliant, Kernel-mode, Crypto Module

The Crypto module runs as a driver in kernel-mode and implements Federal Information Processing Standard (FIPS)-approved cryptographic algorithms. These algorithms include: SHA-1, DES, 3DES, and an approved random number generator. 

The FIPS-compliant, kernel-mode, crypto module lets governmental organizations deploy FIPS 140-1-compliant, Internet Protocol Security (IPSec) implementations using: 

· L2TP (Layer Two Tunneling Protocol)/IPSec VPN client and server. 

· L2TP/IPSec tunnels for gateway-to-gateway VPN connections. 

· IPSec tunnels for gateway-to-gateway VPN connections. 

· IPSec-encrypted, end-to-end, network traffic between client and server, and server to server. 

For more information, see the following topics

·  Microsoft CryptoAPI and Cryptographic Service Providers
Digest Security Package

The new digest security package supports the digest authentication protocol, along with RFC 2617 and RFC 2222. These protocols are supported by both IIS and Active Directory® service. 
System Security Improvements

A tremendous amount of work went into the Windows Server 2003 security systems. Important improvements have been made to ensure overall system security including: 

· Secure Sockets Layer (SSL) now provides increased performance improvements of over 35 percent.
· Buffer checking capability in Microsoft Visual Studio® .NET. (Buffer overruns are commonly used by hackers to exploit a system.) 

Credential Manager

The Credential Manager in Windows Server 2003 provides a secure store for user credentials, including passwords and X.509 certificates. 

These credentials provide a consistent, single sign-on experience for users—including roaming users. A Win32® API is available that allows server- and client-based applications to obtain user credentials. 
SSL Client Authentication Improvements

The SSL session cache can be shared by multiple processes in Windows Server 2003. This reduces the number of times a user has to reauthenticate with applications, and reduces CPU cycles on the application server. 
Public Key Infrastructure

Windows Server 2003 will make it easier to deploy a public key infrastructure, along with associated technologies like smart cards. Table 1 describes these features. 

Table 1: Services for Public Key Infrastructure

	Feature
	Description

	Certificate Autoenrollment and Autorenewal
	These important new features dramatically reduce the amount of resources needed to manage X.509 certificates. Windows Server 2003 will make it possible to automatically enroll and deploy certificates to users—and as certificates expire, they can be automatically renewed. Certificate autoenrollment and autorenewal make it easier to deploy smart cards faster, and improve the security of wireless (IEEE 802.1X) connections by automatically expiring and renewing certificates. 

	Windows Installer Digital Signature Support


	Digital signature support enables Windows Installer packages and external cabinets to be digitally signed. This lets IT administrators provide a more secure Windows Installer package, which is especially important if a package is sent over the Internet. 

	Certificate Revocation List (CRL) Improvements


	The certificate server included in Windows Server 2003 now supports delta CRLs. A CRL makes the publication of revoked X.509 certificates more efficient, and makes it easier for a user to retrieve a new certificate. And because you can now specify the location where a CRL will be stored, it’s much easier to move it to accommodate specific business and security needs. 


For more information, see the following topics

· PKI Enhancements in Windows XP Professional and Windows Server 2003
Application Services and Security

As well as increased application security levels, the Windows Server 2003 family also includes security features which provide administrators and developers with enormous potential for security. 
Microsoft SQL Server™ 2000

Understanding the sensitive and vulnerable nature of Web-based e-commerce applications, SQL Server 2000 introduces significant new security enhancements, not only offering the highest level of security available in the industry, but also making it much easier to achieve that level. To start with, SQL Server 2000 installs with a much higher level of default security, taking advantage of Windows 2000 or Windows Server 2003 integrated security out of the box. This makes server lock down in production environments easier and faster. 
SQL Server 2000 also introduces a collection of sophisticated new security features. You can use the powerful and flexible role-based security in your applications. The following features add flexible security options for locking down SQL Server: database and application profiles, integrated tools for security auditing (tracking 18 different security events and additional sub-events), support for sophisticated file and network encryption (including SSL), as well as Kerberos and delegation.

For more information, see the following topics

· Microsoft SQL Server
Microsoft BizTalk Server™
BizTalk Server 2000 uses security features offered through Microsoft Windows 2000 and Microsoft SQL Server. This allows you to facilitate the exchange of secure information between trading partners such as your clients or partners or intra company organizations. The security features used by BizTalk Server 2000 include strong Windows authentication methods such as Kerberos, secure message signing using digital certificates, and SSL encryption for end-to-end data protection.

For more information, see the following topics

· Microsoft BizTalk Server
Configuring Servers and Clients

Microsoft provides even more security capabilities for the deployment of enterprise applications and services with the .NET Framework. You now have a security arsenal with a rich set of tools at your disposal. These tools can be used to secure systems in your enterprise that are running .NET Framework applications.

Built-In Tools

There are a number of new tools that are available to system administrators and developers to assist configuring security related features in .NET Framework applications. These tools allow you to configure a wide range of features. For instance, you can use chktrust.exe to make sure a sign file is valid. Table 2 describes these tools.

Table 2: .NET Framework Security Tools

	Tool (file name)
	Description

	Certificate Creation Tool (Makecert.exe)
	Generates X.509 certificates for testing purposes only.

	Certificate Manager Tool (Certmgr.exe)
	Manages certificates, certificate trust lists (CTLs), and certificate revocation lists (CRLs).

	Certificate Verification Tool (Chktrust.exe)
	Checks the validity of a file signed with an Authenticode™ certificate.

	File Signing Tool (Signcode.exe)
	Signs a portable executable (PE) file with requested permissions, giving you more control over the security restrictions placed on your components.

	Isolated Storage Tool (Storeadm.exe)
	Manages isolated storage, providing options to list the user's stores and delete them.

	PEVerify Tool (Peverify.exe)
	Determines whether the JIT compilation process can verify the type safety of the assembly.

	Secutil Tool (Secutil.exe)
	Extracts strong name public key information or Authenticode™ publisher certificates from an assembly, in a format that can be incorporated into code.

	Set Registry Tool (Setreg.exe)
	Changes the registry settings that pertain to certificates and digital signatures.

	Software Publisher Certificate Test Tool (Cert2spc.exe)
	Creates a Software Publisher's Certificate (SPC) from one or more X.509 certificates. This tool is for testing purposes only.

	Strong Name Tool (Sn.exe)
	Helps create assemblies with strong names. Sn.exe provides options for key management, signature generation, and signature verification

	Permission View tool (Permview.exe)
	Views the minimum permissions requested by an assembly whose permissions you want to increase. These are the permissions the application minimally needs in order to run.

	Code Access Security Policy tool (Caspol.exe)
	The Code Access Security Policy tool enables users and administrators to modify security policy for the machine policy level, the user policy level, and the enterprise policy level.


For more information, see the following topics

·  .NET Framework Tools
Other Tools

There are a number of other tools that you can use to manage a servers security. Table 3 shows a number of these tools. 

Table 3: Other security tools

	Feature
	Description

	Microsoft Baseline Security Analyzer
	MBSA scans for missing hotfixes and vulnerabilities. MBSA creates and stores individual XML security reports for each computer scanned and will display the reports in the graphical user interface in HTML.

	IIS Lockdown Tool
	Available as a download for IIS 4.0 and 5.0, this tool is now an integrated solution with IIS version 6.0 provided as part of the Windows Framework. The IIS Lockdown Wizard works by turning off unnecessary features thereby reducing attack surface available to attackers. To provide defense in depth, or multiple layers of protection against attackers, URLscan, with customized templates for each supported server role, has been integrated into the IIS Lockdown Wizard.

	HFNetChk
	A command-line tool that enables an administrator to check the patch status of all the machines in a network from a central location.

	URLscan Security Tool
	A security tool that works in conjunction with the IIS Lockdown Tool to give IIS Web site administrators the ability to turn off unneeded features and restrict the kind of HTTP requests that the server will process. By blocking specific HTTP requests, the URLscan security tool prevents potentially harmful requests from reaching the server and causing damage.


For more information, see the following topics

· Tools and Checklists
Configuring Security for .NET Applications

The .NET Framework provides administrators with an MMC based administrative plug-ins and command line tools with which to configure Code Access Security across the enterprise.

.NET Framework Configuration Tool (Mscorcfg.msc)
Using this GUI based tool, administrators can quickly and efficiently configure all Code Access Security parameters at the various policy enforcement levels. Using the well known hierarchical model applications can be quickly configured using the predefined permission sets or custom permissions can be created on a per-application basis should the organizational security policy require it. The interface for this tool is shown in the next figure.
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For example, let’s take a case where the development staff has created a new ASP .NET application for the Human Resources department to assist them in managing personnel. Your task as an administrator is to ensure that this new application has sufficient permissions to execute and perform its work. To configure the permissions, follow these steps.
1. On the server hosting the ASP .NET application, run the .NET Framework Configuration tool from the Administrative Tools group.

2. Browse to the Runtime Security Policy\User.

3. Under the User section, expand the Code Groups branch and right-click the All_Code object and select “New” from the popup menu.

4. Create a name for the new code group, HR_Application for example, and provide a description for the new code group. Then click Next.

5. Now you must choose the evidence condition that is required for code to execute with the permissions of this group. From the drop down list, select URL. In the URL field enter the application’s actual URL, for example http://www.32X.com/intranet/hr-appliction. Select Next to continue.

6. Now you must assign a permission set to this code group. Microsoft has provided a number of pre-configured permission sets for your use, or you may assign a custom permission configuration. From the drop down list choose the LocalIntranet permission set. Remember, this step requires consultation with the development staff to determine the actual permissions needed. Alternately you may also use the Permview.exe tool and query each assembly for the minimum permission set it requires to operate. Click Next to continue.

7. Select Finish to complete the process and then we deploy this new configuration to our HR users. And that’s it. You have now configured the appropriate code access security policy on this system for the HR application to run.
8. Next, Right-click Runtime Security Policy branch and choose Create Deployment Package from the drop down menu.

9. In the Deployment Package Wizard choose the User policy level radio button and enter the path where the resulting MSI installer package should be saved. Select Next to continue.

10. Now when you click Finish, the wizard will create the MSI package in the chosen location.

11. Now using Group Policy, deploy this MSI installer package to the users in your Human Resources Active Directory OU and your users will be able to successfully execute your application.

Command Line Tool (caspol.exe)

You can use a number of tools in configuration scripts and from the Command Prompt. Microsoft provides the command line tool caspol.exe, which can also manage your .NET security configuration. The next figure shows the help for various options of the tool.
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To follow our previous example using the Caspol.exe tool the following steps are necessary:

1. Open a CMD window.

2. Execute the following Caspol.exe command:

Caspol –u –ag All_Code –url http://www.32X.com/intranet/hr_appliction LocalIntranet -n “HR_Appliction”

Where 
–u indicates you are establishing this policy in the User branch

–ag indicates you are adding a code group under the All_Code code group

–url http://www.32xtec.com/intranet/hr_appliction indicates you are using a URL as our evidence

LocalIntranet indicates you are applying the pre-configured permission group

–n “HR_Application” is the name to be given to your new code group.

After you press enter, a warning is issued that your security policy is about to be altered and confirmation is requested. Enter y and press enter.
Note: If you wish to provide an MSI installer file for deployment you will need to use the Deployment Wizard available from the .NET Framework Configuration Tool. 

For more information, see the following topics

· .NET Framework Configuration Tool (Mscorcfg.msc)
· Code Access Security Policy Tool (Caspol.exe)
Deploying Code Access Security policies to Servers and Clients

After configuring the various policy enforcement levels needed by the enterprise, the Deployment Package Wizard can be used to create an MSI installer package. You can create packages for any or all of the three enforcement levels. The following figure shows the wizards interface.
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After the wizard has created the MSI installer package, the package can then be deployed using Active Directory Group Policy or Microsoft Systems Management Server. Group Policy offers tremendous flexibility with regard to policy enforcement. When combined with the flexible directory structure offered when using Active Directory Organization Units, the policies can be selectively deployed where they are needed.

Microsoft Software Update Services

Since many corporations do not want their systems or users going to an external source for updates without first testing these updates, Microsoft will be providing an installable version of Windows Update to use inside your corporate firewall. This Microsoft Software Update Services (SUS) will allow customers to install a service on an internal server—running Windows 2000 Server or Windows Server 2003—that can download all "critical" updates as they are posted to Windows Update. 

Administrators will also receive email notification when new critical updates have been posted so they can prepare for them. This will allow administrators to very quickly and easily get the most critical updates to computers running Windows 2000 Server, Windows 2000 Professional, or Windows XP Professional. 

Client machines require the new Automatic Updates client, and can be configured centrally using Group Policy to automatically download and install approved updates. 

Note: Microsoft Software Update Services can only be used to distribute security patches and critical updates including security roll-ups. Microsoft Software Update Services is scheduled to be made available free of charge as a downloadable add-on in the second half of 2002. 
For more information, see the following topics

·  Software Update Services
Implementing Security Countermeasures

No platform can be secure without an ongoing security practice within the enterprise. Continual security requires eternal vigilance in the current security arms race administrators find themselves in with the would-be system crackers. Effective platform security requires a mixture of technology and consistent security management. The Windows server family provides a far reaching technological feature set, that when combined with practical security management can provide first class enterprise security.

Security Best Practices with .NET

Before you can implement a security system, you must decide on what the security measures will be. This section provides a description of a set of best practices for configuring your clients and servers and developing applications to run on those systems.

Develop applications using the .NET Framework

The .NET Framework provides the best platform for building, deploying, maintaining, and running applications while addressing the critical concerns of security and privacy. When attempting to access a protected resource, the permissions of all code in the call chain are checked to ensure they are authorized access. Essentially, the behavior of code is constrained by the least trustworthy component in the call chain. 

For more information, see the following topics

· Securing Applications 

· Assembly Security Considerations.

Exercise constant vigilance

It is often said that the price of security is constant vigilance. Part of being vigilant is performing timely audits of the security log to identify patterns of abuse and potential security breaches. Constant vigilance is the only line of defense against unforeseen or unmitigated risks.

A good auditing policy demands that you record events of interest that take place on your system and evaluate them in a timely fashion. Timely audit trails facilitate the pursuit of perpetrators, while delayed audit trails often lead to fixing the security problem when it is too late: after the perpetrator has completed all destructive actions.

You can also automate many of these tasks by creating tools that monitor the security log and report summaries of suspicious activity. 

Conduct periodic reviews

Applications evolve over time as new features are added, bugs are fixed, and security threats evolve. It is necessary to periodically conduct reviews of security threats and application security services. Conducting regular reviews allows you to ensure that applications are not exposed to unwanted risks that are not mitigated.

Establish and follow security policies

To ensure secure operations of your systems, security policies should be established, such as: 

· Password length and expiration period 

· Logon policies and auditing 

· Intruder prevention processes 

· Ownership/responsibility for user accounts 

· Methods for key encryption 

Design your application security policies to achieve realistic goals at a reasonable cost. Although applications will differ from each other, they will share some fundamental goals relating to strength of security, its cost, and the means of achieving a secure application.

Secure client and server systems

You should also establish security configuration guidelines for each class of systems that you deploy. For instance, you might have a list of systems like this:

· End User Systems

· Administrator Systems

· Developer Systems

· Enterprise Servers

· Domain Controllers

· Intranet Application Servers

· Internet Application Servers

Each system category implies a change in the trust level associated with it. For instance, Internet servers are going to require a completely different and more stringent set of policies than are End User systems. 

Using Active Directory’s Group Policy and .NET’s Code Access Security, provide the different categories with specific security settings appropriate to their position within the enterprise. For example, an End User system might be configured as incapable of running unknown applications but an Administrator System may well need that right in order to run security tools and perform operational testing.

Secure data

Usually the reason you are going to secure a system is to protect some type of data. There are a number of features that you can use within Windows Server 2003 and other Windows clients and servers to accomplish this. 

You can leverage the security model of Windows Server 2003 by running application services that link in to the servers security model. For instance, IIS, COM+, SQL Server, and BizTalk Server integrate cleanly with the AD security system.

You can also use technologies that use encryption to protect user privacy and data integrity across the network for Internet applications. You can use a protocol standard for your site that is supported across the Internet community, such as: 

· Secure Sockets Layer (SSL) 

· Transport Layer Security (TLS) 

· Internet Protocol Security (IPSec) 

If you must create your own cryptography and protocols, get all such code inspected by a cryptography expert.

Use access control mechanisms

These mechanisms limit access to resources based on users' identities and their membership in various predefined groups. Access control is used typically to control user access to network resources such as servers, directories, and files.

To determine whether the user of an application is permitted access to a resource, such as a file or a printer, the Windows operating system compares the user information from the security token associated with the application to the discretionary access control lists (DACLs) associated with that resource. A DACL is a list of access control entries (ACEs) that contain a user name or group and that includes the users or group's permission for each resource. To use and set DACLs on files, you must be using the NTFS file system.

The comparison of DACLs and user information determines who can gain access to a resource in the Windows operating system. If the ACL and the user information in the token are not the same, the user is denied access to that resource.

Use the least-access approach

Likewise, a least-access approach to security means that you should lock down, turn off, or remove online assets that do not require online access. Furthermore, you should limit resource access to those who truly require it. This approach tends to greatly reduce such calamities as loss of data and denial of service that are due to the unwitting actions of users who wandered into areas in which they did not belong. It also minimizes the number of potential easy entry points for unauthorized users. For example, you might want to open only Transmission Control Protocol (TCP) ports 80 (HTTP) and 443 (HTTPS) for access to your Web services and turn off the others. 

Other examples include disabling guest user accounts as well as restricting anonymous users to read-only access in well-defined areas of the site. Most of your effort should be spent securing assets that are potentially under threat and to which Information Technology staff or users need access. This requires that you prioritize threats by assigning the highest security needs to those assets whose loss could most damage the organization.

Enable strong authentication

Use authentication schemes that are integrated with your network operating systems and that use Internet standard protocols. For instance, you can use 

· Network authentication protocols — such as the Kerberos v5 authentication protocol, a feature of Microsoft Windows 2000 Server security — distribute tickets that limit the exposure of passwords and that authenticate users for network-wide access to resources. The Kerberos v5 protocol is a widely used Internet standard for network​ wide authentication. 

· Public-key client certificate authentication allows users to communicate across the Internet with your site without exposing passwords or data that would be vulnerable to easy interception. While certificates alone do not provide encryption, they are instrumental in establishing a secure channel of communication. 

You might also need to support special functions, such as smart-card authentication or server certificates with public keys that allow users to authenticate your servers as trusted sources.

Strong authentication can be used to mitigate DoS attacks by ignoring anonymous packets. However, since authentication utilizes system resources, excessive, unsuccessful authentication requests can also result in an effective DoS attack. Microsoft Internet Security and Acceleration (ISA) Server features an integrated intrusion detection mechanism. This identifies when an attack is attempted against your network. 

For more information, see the following topics

· Internet Security and Acceleration Server
Encourage the use of strong passwords

If you develop your own password mechanism, discourage users from using weak passwords. Strong passwords contain seven or more characters, are case sensitive, include numbers and punctuation marks, and are not found in a dictionary. Provide support for long passwords.

Use system-integrated authorization

To control access to resources, use system-integrated authorization (access control) standards. Do not rely on application-level access to resources. Instead, use network-wide authorization services such as discretionary access control lists (DACLs) in Windows 2000 Server.

Network-wide authorization makes it easy for authenticated employees and customers to use the resources they need and for you to efficiently control access to valuable resources.

Avoid buffer overflows

Buffer overruns present an enormous threat to security. Applications that listen on a socket or I/O port are targets for attack. When writing data to buffers, it is imperative that developers do not write applications that expose themselves to buffer overruns. If the amount of data being written exceeds the buffer space that has been allocated, a buffer overflow occurs. When a buffer overflow occurs, data is written into parts of memory that may be allocated for other purposes. A worst-case scenario is when the buffer overflow contains malicious code that is then executed. Buffer overflows account for a large percentage of security vulnerabilities.

Require minimal privileges

Applications that are designed to run in the user space should not require administrator privileges to execute. An exploited buffer overflow in an application running with administrator privileges can allow an attacker to wreak havoc on the entire system.

Layer your application

Dividing an application into discrete layers improves the securability of your application. At the core of your application should be the part you wish to secure the most, typically the application's data store. Communication from one layer to the next should only occur through specific channels. Each layer adds an additional barrier to entry by an attacker.

Validate user input

Always hold user input suspect until it has been validated. Any input provided by a user has the potential to harm a system. Always inspect and verify that such input is correct and correctly formed before acting upon it. When validating data, remember that it is sometimes easier to identify bad information than it is to verify good information, such as searching for illegal characters.

The .NET Framework provides a number of ways to accomplish validation. One of the easiest is for developers to use controls in their applications (such as the ASP.NET Validation controls) that automatically validate user input. ASP.NET v1.1 also includes features that prohibit users from entering ad hoc HTML commands into browser applications. 

You should also use stored procedures in your applications instead of dynamic SQL. Dynamic SQL has the potential to allow SQL injection attacks while stored procedures do not allow this.

Develop contingency plans (Design for failure)

When defending against attack it is wise to have a contingency plan to fall back on when that defense fails. The steps that should be taken in the event an intruder is able to break down your application's defense should be clearly outlined for operations personnel. Such plans should seek to minimize damage and determine the extent your application has been compromised.

Conduct scheduled backups

Attacks that cause denial of service to users — such as crashing a server system — are difficult to prevent or even to predict. Develop security policies that mandate clustering and solid backup practices to provide the most availability to your users at the lowest possible cost. A routine backup is one of the most important mechanisms of a disaster recovery plan. 

Monitor not-found errors

The Web Service performance object includes a counter that displays not-found errors. Not-found errors are client requests that could not be satisfied because they included a reference to a Web page or a file that did not exist. (These errors are sometimes described by their HTTP status code number, which is 404.)

Many not-found errors occur because Web pages and files are deleted or moved to another location. However, some can result from user attempts to access unauthorized documents. (The code number of these "Access forbidden" errors is 403, and most browsers report them differently from 404 errors. They do not show up in the Not Found Errors/sec counter results.)

You can use the Web Service object's Not Found Errors/sec counter to track the rate at which not​ found errors occur on your server. Alternatively, set a PerfMon alert to notify the Administrator when the rate of not-found errors exceeds a threshold.

An increase in not-found errors might indicate that a file has been moved without its link being updated. However, it can also indicate failed attempts to access protected documents, such as user lists and file directories.

Read Designing Secure Web-Based Applications for Microsoft Windows 2000
Howard, Michael, et al. Designing Secure Web-Based Applications for Microsoft Windows 2000. Redmond, WA: Microsoft Press, 2000.

This book provides an authoritative, end-to-end view of the major Windows 2000 security services. It gives you a solid foundation in Microsoft Windows 2000, Internet Explorer, Internet Information Services, SQL Server™, and COM+ security concepts. It explains the key software design considerations for various categories and levels of security and shows how isolated security "islands" interact. This book also explains core security issues such as risk analysis, threats, authentication, authorization, and privacy, and it shows how you can mitigate risks by applying the appropriate security to your environment and applications. Many of the concepts discussed in this book are also relative to any application and to Windows Server 2003.
Use a perimeter network to protect your internal network

A perimeter network (also known as DMZ, demilitarized zone, and screened subnet) consists of front-end servers, back-end servers, and firewalls. The firewalls protect the front-end servers from the public network and filter traffic between the corporate network and back-end servers. A perimeter network provides a multi-layer protection system between the Internet and the internal network of an organization.

To provide protection, the perimeter network comprises: 

· A firewall that protects the front-end servers from Internet traffic. 

· A set of "security hardened" servers that support the services provided by the application. These servers are set up so that dangerous Internet services, such as file sharing and telnet, are disabled. 

· A firewall that separates the back-end servers from the corporate networks and that enables communication between the back-end servers and a few servers within the corporate network. 

A perimeter network is an important element for securing Internet applications. You need to take additional security measures to protect data stored by the back-end servers. You can also store extremely sensitive data or data that is needed elsewhere in your enterprise outside the perimeter network, although doing so has negative performance implications and runs the risk, however small, of opening your corporate network to hacking.

Review the Ten Immutable Laws of Security

Over the years, Microsoft has developed a list of issues based on real security problems, that it calls the Ten Immutable Laws of Security. 

For more information, see the following topics

· (http://www.microsoft.com/technet/security/10imlaws.asp).

Follow the Secure Internet Information Services 5 Checklist

This document lists recommendations and best practices to secure a server on the Web running Microsoft Windows 2000 and IIS 5. The settings err on the side of security over functionality, and therefore it is important that you closely review the suggestions and use them to create your own enterprise settings. Many of these suggestions also work with IIS 6.
For more information, see the following topics

·  (http://www.microsoft.com/technet/security/iis5chk.asp)

· (http://www.microsoft.com/technet/itsolutions/security/bestprac/bpentsec.asp)

Subscribe to the Microsoft Security Notification Service

You can stay current on Microsoft-related security issues and fixes by subscribing to the Microsoft Security Notification Services (http://www.microsoft.com/technet/security/notify.asp). 

Monitor and Audit Servers

Windows Server 2003 provides for system wide performance monitoring and audit logging. Administrators can closely monitor system utilization and specific auditing areas to insure against attacks and system hijack attempts. 

Event Logging

Windows event logging provides an excellent resource to monitor system activity. Using Active Directory Group Policy consistent logging can be enforced across the enterprise. Events logged include a variety of information such as what generated the event, the event severity level, the user for whom the entry occurred, and of course the date and time of the event. There are several configurable areas where data is collected shown Table 4.

Table 4: Event Log Configuration areas

	Area
	Description

	General System 
	Windows uses this category to monitor events that have system-wide implications such as system shutdown and restart events, security management changes, and clearing the audit log.

	Audit Policy 
	User login activity, Active Directory accesses, disk file access, and process tracking, among others, are logged via this category. The audit policy would also show if auditing were inappropriately disabled.

	Uptime and Reboots 
	Windows servers automatically log start and stop times for the server.

	Crashes
	Using the system recovery parameters, an event log message can be written along with the crash dump to assist with troubleshooting measures.

	Hardware Failures 
	Properly written system drivers will log errors that occur to the event log for evaluation.

	Processes
	Windows servers have the capability to monitor each system process. As you can imagine this will generate volumes of data if used liberally. 

	Applications
	Many applications use the Windows event log as a repository for activity related information. Many Windows tools provide a great deal of useful information to the event log.


Windows Performance Monitoring

Windows servers provide in-depth monitoring for system performance. General server parameters such as CPU utilization, memory utilization, disk activity, and network performance are all logged. Most services will also provide performance counter variables that can be monitored and logged over time. IIS, for instance, logs dozens of parameters that administrators can use to monitor the Web server’s activity. 

All 32-bit Windows systems provide the Performance Monitor tool (see the next figure) which can monitor performance in real time or log information in order to complete a baseline study for later comparison. A fundamental aspect of change management requires that a change’s impact be monitored before and after in order to understand its impact on system performance.
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In addition to the already large performance counter capability, Windows Server 2003 includes new parameters that specifically monitor Code Access Security activity. The Performance console .NET CLR Security category includes counters that provide information about the security checks that the common language runtime performs for an application. The following table describes these performance counters.

Table 5: Security Performance Counters

	Counter
	Description

	# Link Time Checks 
	Displays the total number of link-time code access security checks since the application started. Link-time code access security checks are performed when a caller demands a particular permission at just-in-time (JIT) compile time. A link-time check is performed once per caller. This count is not indicative of serious performance issues; it is merely indicative of the security system activity. 

	% Time in RT checks
	Displays the percentage of elapsed time spent performing runtime code access security checks since the last sample. This counter is updated at the end of a .NET Framework security check. It is not an average; it represents the last observed value. 

	% Time Sig Authenticating
	Reserved for future use. 

	Stack Walk Depth
	Displays the depth of the stack during that last runtime code access security check. Runtime code access security checks are performed by walking the stack. This counter is not an average; it displays only the last observed value. 

	Total Runtime Checks
	Displays the total number of runtime code access security checks performed since the application started. Runtime code access security checks are performed when a caller demands a particular permission. The runtime check is made on every call by the caller and examines the current thread stack of the caller. When used with the Stack Walk Depth counter, this counter indicates the performance penalty that occurs for security checks.


In addition to using the Performance tools interface, you can use the tool to log data over time. Then you can analyze those logs. Developers can also use features in the .NET Framework to both add custom counters to their applications and to retrieve counters.

Windows Auditing Services

Windows servers provide a very complete and granular auditing capability. Administrators can selectively audit object access by user or group in order to create the most effective audit policy possible. Auditing is also selectable by object so only those objects of interest are logged thereby eliminating audit “noise” which can make it difficult for administrators to evaluate important events. Auditing can be enabled enterprise wide using Active Directory’s Group Policy feature (shown below).
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Once you have enabled auditing, you can use Event Viewer to monitor the Security log. Developers can also automate this process by creating a simple application that watches for events (such as a new security entry) in the event log.

Conclusion

Windows Server 2003 brings a new security standard to application servers. From being secure out of the box to providing a rich set of tools for managing security, you have the tools to implement a secure server infrastructure. 

Windows Server 2003 also includes a number of features to make it more secure over time. The automatic update feature can be used to keep the server up to date with security updates. You can also use Active Directory and / or Windows Installer or third party tools to roll out new security policies to both clients and servers as needs dictate. 

The server also supports interfaces that developers can use to customize security settings. This allows you to automate many security and other management features.


























