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Deploying MSMQ 3.0 Applications with DCOM

Introduction

The use of Distributed Component Object Model (DCOM) as a mechanism for implementing a Message Queuing application means that a client computer without MSMQ installed can activate Message Queuing COM objects on a remote server using MSMQ. A DCOM solution is an alternative to deploying dependent clients in your organization and provides several advantages:

· A DCOM solution is available in workgroup mode. Dependent clients do not work in workgroup mode.

· A DCOM solution supports the latest Message Queuing 3.0 features, such as triggers, one-to-many messaging, and support for HTTP messaging. These latest features are not supported by dependent clients.

Configuring DCOM

Using DCOM provides you with the ability to implement both synchronous and asynchronous messaging solutions using the Component Object Model (COM) programming model. A COM server application requires an identity that can be set to either a particular user account, along with a valid password, or to an interactive user. The application runs under this user account and uses it when making calls to other applications or resources. For an asynchronous application, the This User identity must be used. 

When using DCOM with MSMQ, note the following restrictions:

· A client computer can only communicate with remote objects that have been created with a CreateObject method, and not those declared using a Dim object as New statement. The Dim object as New syntax creates a local object on the client computer, and this will fail because the client computer does not have MSMQ installed.

· COM gets its parameters as Variant data types, so all parameters to MSMQ methods must be passed as such. 

Configuring the DCOM Server Name on the Client

There are two options on the client computer for communicating with the DCOM server:

· You can specify the server name inside the client code, as follows:

CreateObject("MSMQ.MSMQQueueInfo", "MyServer.MyDomain.com")

· A more likely option is to configure the DCOM client computer to always use a specific Message Queuing server for all MSMQ applications. To do this:

1. Log on as the local administrator for the client computer, and then open Component Services. Click Start, point to All Programs, point to Administrative Tools, and then click Component Services.

2. In the console tree, click Component Services, click Computers, click My Computer, and then click DCOM config.
3. Right-click MSMQ, and then click Properties.

4. On the Location tab, select Run application on the following computer, and type the name of the Message Queuing server.

5. Save the settings, and restart the computer.
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Note

You can also open Component Services by clicking Start, clicking Run, and then typing Dcomcnfg.exe.

MSMQ always appears in DCOM config, even if it is not installed.

Configuring DCOM Server Settings

A COM server application requires an identity that can be set to either a particular user account, along with a valid password, or to an interactive user. The application runs under this user account and uses it when making calls to other applications or resources. By default, the identity for MSMQ is set to launching user. Other possible identity options include This User and interactive user.

Launching User

This is the default identity setting for MSMQ. In this configuration, the Message Queuing server will impersonate the client but cannot delegate client credentials. This means you can run a Message Queuing application from the client computer with the following restrictions:

· Messages in a queue cannot be received asynchronously.

· Private queues on the Message Queuing DCOM server can be opened using format names or path names.

· Public queues on the Message Queuing DCOM server can only be opened using direct format names.

· Remote queues can only be opened using direct format names.

· To open a remote queue for receiving, everyone requires Receive permissions because the client credentials are not delegated.

· You cannot query Active Directory® because client credentials are not delegated. You can contact Active Directory as anonymous, but this is often not accepted.
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To configure launching user, set the following:

1. Open Component Services. Click Start, point to All Programs, point to Administrative Tools, and then click Component Services.

2. In the console tree, click Component Services, click Computers, click My Computer, and then click DCOM config.

3. Right-click MSMQ, and then click Properties.

4. On the Security tab, in Launch Permissions, select Customize, and then click Edit.

5. Grant the Launch Permission to the domain user account that will log on to the client computer to run the Message Queuing application.

6. Save the settings.
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Notes

After saving the changes in DCOM config, you do not need to restart the server computer, but you might need to restart the process that handled DCOM (the default process is Dllhost.exe).

You do not need to be logged on to the DCOM server when the client application is running, but you do need to be logged on when specifying the permissions.

No client configuration is required.

This User

Setting the identity to This User on the DCOM server means that a user account and password must be specified to run the Message Queuing application on behalf of all clients. The application can run on the client even when no one is logged on to the Message Queuing DCOM server. For access checks, all Message Queuing client applications run under the context of This User, and all relevant queues used by all clients must grant This User the required permissions. The only way to limit client access is by setting launch and access permissions in DCOM config on the server computer. This User should be used to enable asynchronous messaging between the DCOM Message Queuing server and the client computer.
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To run a DCOM application with Message Queuing as a non-administrator domain user on a client computer:

7. Open Component Services. Click Start, point to All Programs, point to Administrative Tools, and then click Component Services.

8. In the console tree, click Component Services, click Computers, click My Computer, and then click DCOM config.

9. Right-click MSMQ, and then click Properties.

10. On the Identity tab, set This User to a local or domain user.

11. On the Security tab:

a. In Access Permissions, select Customize, click Edit, and then do one of the following:

· In the permissions list, grant the access permission to This User.

· In the permissions list, grant the access permission to any domain user that will run Message Queuing applications on client computers.

b. In Launch Permissions, select Customize, and then click Edit.

· In the permissions list, grant the launch permission to any domain user that will run Message Queuing applications on client computers.

12. Save the settings.

13. If authentication is required for This User, log on once to the server as This User, so that a Message Queuing internal certificate can be registered and used.
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Note

If you want to use public queues and Active Directory, you should set This User to a domain user account.

Interactive User

In this configuration, the application only runs when a user is logged on, and client applications run in the context of the user currently logged on to the Message Queuing server. This might be a privileged user, and this configuration is not recommended for security reasons.

Configuring DCOM Settings for Asynchronous Messaging

Server Settings

On the server, use the This User configuration previously described.

Client Settings

On the client computer, there are two requirements for receiving messages asynchronously:

· The client computer must handle the semantics of the MSMQ event object. To do this, you need to define the event object as follows: 

Dim WithEvents x As MSMQEvent
In Microsoft® Windows® XP, this is only possible if Mqoa.tlb is registered on the client computer. To register:

6. Download the Microsoft Libraries Update (Speu.exe) [http://go.Microsoft.com/fwlink/?LinkId=13945].

7. After you have downloaded the file, unzip Regtlib.exe from it and run regtlib mqoa.tlb from the command line. 

· The stub process on the Message Queuing DCOM server should be allowed to call back into the client application. While logged on to the client computer as the local administrator, you can do this in one of two ways:

Method 1
The more secure, recommended option is to grant access only to the stub process. To do this, you need to map the Message Queuing application you want to run to an AppID key, and configure its security settings. To do this:

8. Follow the instructions at Configure AppID (http://go.Microsoft.com/fwlink/?LinkId=11910) to create the required registry entries. Do not set specific values such as authentication level. Just set the registry keys and the GUID.

9. After the registry entries have been created, click Start, point to All Programs, point to Administrative Tools, and then click Component Services.

10. Right-click the MSMQ application you mapped to the AppID key, and then click Properties.

11. On the Security tab, in Access Permissions, select Customize, and then click Edit.

12. In the permissions list, grant the access permission to This User (the user running the MSMQ stub on the server).

13. Save the settings.

- or -
Method 2
A less secure method is to change the default COM access settings. To do this:

14. Open Component Services. Click Start, point to All Programs, point to Administrative Tools, and then click Component Services.

15. Right-click My Computer, and then click Properties.

16. On the Default COM Security tab, in Access Permissions, click Edit Default.

17. In the Permissions list, grant Access Permission to This User (the user running the MSMQ stub on the server.)

18. Save the settings.
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Note

The Regtlib.exe is also installed if you have Microsoft® Visual Studio® on the client computer.

Summary

Consider a DCOM solution for a Message Queuing application where you require client computers that do not have Message Queuing installed to invoke remote Message Queuing objects. DCOM provides an alternative to deploying dependent clients. Unlike Message Queuing dependent clients, a DCOM solution can be implemented in workgroup mode, and can use Message Queuing 3.0 features, such as triggers, one-to-many messaging, and support for HTTP messaging. 

In planning for DCOM, consider whether your Message Queuing solution requires asynchronous messaging between the DCOM server and client. For asynchronous applications, the DCOM server application must run under the This User account, so that a user account and password is specified to run the application on behalf of all clients, and the DCOM application can run on the client even when no one is logged on to the DCOM server.

