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“Designed for Windows” Logo Program Testing for iSCSI 

Introduction

The requirements in this document apply for the “Designed for Windows” logo program for the following Microsoft® Windows® operating systems: Windows XP, Windows 2000 and Windows Server 2003.

iSCSI is a block storage protocol designed for use over TCP/IP. Unlike Fibre Channel, which requires the installation of a dedicated Fibre Channel infrastructure, iSCSI uses the standard Ethernet infrastructure to provide access to storage targets. Although iSCSI is frequently presented as an alternative to Fibre Channel, it is more a complementary technology capable of providing lower performance storage access through the predominant infrastructure technology at lower cost. iSCSI can be supported with no additional system cost by utilizing the ubiquitous system Ethernet ports. This enables iSCSI to be utilized where Fibre Channel would be too costly or difficult to implement. 

The following sections describe the different types of iSCSI hardware, define the “Designed for Windows” logo requirements for each type of hardware, and summarize the testing methodologies for those requirements. 

The initial release of Microsoft support for iSCSI is expected to target Windows 2000, Windows Server 2003, and Windows XP. This document also covers additional areas of importance for future releases of the Windows family of operating systems. 

iSCSI Hardware


iSCSI defines a SCSI encapsulation protocol across a TCP/IP connection. As in SCSI, there are two types of components in an iSCSI system: initiators and targets. This section describes the types of devices that fall into these two categories. 

iSCSI Initiators

The initiator originates iSCSI requests for target discovery, target connection, and data transfer. A complete initiator solution uses a combination of software and hardware to interface with the Windows storage stack, create the appropriate iSCSI packets, and handle the transmission of the packets and corresponding responses using TCP/IP. 

iSCSI HBAs

An iSCSI HBA is a dedicated piece of hardware that implements the iSCSI and TCP/IP protocols in a combination of a software storage driver and hardware. The HBA interfaces with the Windows storage stack and Microsoft iSCSI discovery service using a SCSIPORT/Storport miniport driver that also implements the appropriate WMI discovery and security interfaces. 

TCP/IP Offload Engines 

A TCP/IP Offload Engine (TOE) is typically a dedicated piece of hardware (chip or board) that handles much of the TCP/IP processing directly in the hardware. TCP/IP transmission is inherently a CPU intensive operation. Therefore, using dedicated hardware that can operate in parallel with the main CPU should allow for better system performance. Although all iSCSI HBAs have a TOE, a generic TOE only implements TCP/IP, while an iSCSI HBA implements the iSCSI protocol in addition to TCP/IP.

Software Initiators

A software initiator requires no specialized hardware because all processing is done in software, using standard network adapters.  A software initiator includes a storage miniport driver that interacts with the storage stack and handles the iSCSI protocol. This driver communicates with a target device through the network stack and one of the network adapters attached to the system. The network adapter needs to be compliant with the “Designed for Windows” logo for the version of Windows that it is qualified for. Please refer to the related Windows Logo Program for network adapters.

Microsoft is developing a software iSCSI initiator that is intended to provide an iSCSI implementation for Windows-based systems that is supportable across different versions of Windows, provides consistent management, and is fully compatible with the Windows environment. The Microsoft iSCSI initiator will provide for transparent migration as new versions of the Windows operating system are developed, and will support new functionality in the storage and networking stacks.

There are currently no plans to develop a logo program for third-party iSCSI software initiators. 

iSCSI Targets

iSCSI targets correspond to the devices that receive iSCSI requests that originate from an iSCSI initiator. This document refers to two different types of iSCSI targets: fixed function targets and variable function targets. 

Fixed-Function iSCSI Targets 

A fixed-function target is one whose functionality as viewed by an iSCSI initiator never changes. This type of target typically will provide only one type of storage medium and respond only to a specific SCSI command set. A fixed-function target only needs to run fixed-function tests for iSCSI. Examples of fixed-function targets include disk arrays, media changers, tape drives, and optical drives.

Variable-Function iSCSI Targets (Bridges/Storage Routers)

A variable-function target provides a mechanism for the functionality of one or more targets to change from the viewpoint of the iSCSI initiator. A variable-function target will act as a bridge between iSCSI and another protocol. The most common example is a bridge between iSCSI and Fibre Channel devices. These bridges would attach to the storage network using iSCSI but allow the actual storage medium to be Fibre Channel.  In this manner, the bridge device could enable a storage administrator to connect a Fibre Channel disk array and media changer to the bridge and have both functions exposed as iSCSI targets.

A variable-function target will need to handle the protocol translation properly. It is also responsible for handling iSCSI target discovery and login requests for any of its exposed targets. Some advanced applications may allow a storage administrator to configure the number of targets and LUNs attached to the system. In addition, configuration software may provide masking and other security features, which limit the targets that some initiators may see.

Another example of a variable-function target is a software-based target. This target could be a driver on a system that acts as iSCSI target and exposes the storage medium directly connected to a computer. These types of targets likely will provide configuration functionality similar to hardware-based solution. 

A variable-function target needs to run all iSCSI tests applicable to the each type of target it supports, and each device used in these tests must already have been separately qualified for the “Designed for Windows” logo. An example would be a bridge device that supports disk, tape, and changer devices. In this case, the iSCSI disk or RAID storage test will be run against the disk device, the iSCSI tape test will be run against the tape device, and the changer test will be run against the changer device. 

iSNS

iSNS is a complementary protocol to the iSCSI protocol. iSNS provides a common mechanism for initiators and targets to discover the existence of each other. In addition, it provides a common mechanism for handling zoning and authentication of both targets and initiators. 

iSCSI initiators and targets must implement an iSNS client that effectively registers their presence and resources with an iSNS server. An iSNS server acts as a repository for data for many clients. The iSNS client functionality in iSCSI initiators communicates with the iSNS server to locate iSCSI targets that register with it.

iSNS servers may be either hardware or software based. The Microsoft discovery service provides mechanisms for using one or more iSNS servers. Although the discovery service will communicate with hardware-based solutions, there are no plans for offering the “Designed for Windows” logo for iSNS server solutions. iSNS implementation will be tested as part of the logo program tests for iSCSI targets.

“Designed for Windows” Logo Requirements

This section provides a list of “Designed for Windows” logo requirements for iSCSI implementations. Required features must pass testing and must be implemented. Features marked as “If implemented” must pass testing if such capabilities are implemented, but the feature is not required to be implemented.

iSCSI HBA Initiator Requirements

Common Requirements

1. Device is compatible with iSCSI (IETF IP Storage Working Group Internet Draft: draft-ietf-ips-iSCSI-20.txt) and implements all mandatory requirements.  The only exception to this is that IPsec is not mandatory, however, if implemented, it will be tested. All optional components, if implemented, must comply with this specification.

2. Optional behavior must not undermine compliance with the iSCSI specification or the Windows Logo Program requirements for iSCSI. 

3. Device and drivers meet all B1.0 General Device and Driver Quality requirements of Windows Logo Program System and Device Requirements. The device and drivers must also meet requirements from B10.3.4 SCSI Controllers/Devices - Windows Experience; specifically, B10.3.4.4, B10.3.4.7, B10.3.4.8, and B10.3.4.10..  Windows Logo Program System and Device Requirements can be downloaded from http://www.microsoft.com/whdc/winlogo/downloads.mspx.

4. Installation programs must use INF files, must pass the most current Chkinf tool, and can only explicitly modify the registry values by using INF file constructs that meet the Windows Logo Program requirements. Changes can only be made under the following keys: 

a. TimeoutValues under the class driver services keys (Disk, Tape).

b. SpecialTargetList.

c. Values for storage drivers that are documented in the Windows DDK.

d. Device’s service key (Must be HKLM\System\CurrentControlSet\Services\<device name> and the Parameters\Device subkey under that).

e. iSCSI HBA installers must create and set the following value under the HKLM\System\CurrentControlSet\Services\<device name>\Parameters key: BusType, DWORD, 9

5. Devices that cannot perform their function without other registry modifications, other than those performed automatically by the device class co-installer, are not eligible for the “Designed for Windows” logo

6. If boot capability is implemented, the ability to boot from the NTloader is supported only through extended Int 13 functions. iSCSI boot capability is not currently supported for Enhanced Firmware Interface (EFI)-based systems.

7. iSNS client is implemented.

8. Adapter is able to receive ping (ICMP) and send ping (ICMP).

9. Large-partition support (>8 GB) compliant with extended Int 13 functions must be implemented at all times by any initiator.

10. Miniport driver must correctly implement all WMI interfaces (included) that are defined in the iSCSI DDK version 1.0 to the Microsoft Discovery Service. 

11. Device log-ins must be consistent with the Microsoft Discovery Service. 

a. Any boot device configured by other means must be reported to the service after boot.

b. Any other persistent target assignments and sessions under control of the HBA must be reported using WMI to the iSCSI Initiator Service when it is available. 

c. The following Logon Authentication implementations are both required:

12. The following Logon Authentication implementations are both required: 

a. “CHAP-target authenticates initiator.” 

b. None. 

13. The HBA driver must implement all required WMI interfaces documented in the iSCSI DDK version1.0. 

14. Initiator must perform an automatic logon to targets assigned to the computer as persistent targets. The initiator will connect to all persistent targets before the targets are enumerated by Windows, which starts with an Inquiry to LUN 0. If a connection drops, it will continue to try to reconnect. Devices cannot depend on the discovery service for this information.

15. The following are specific requirements for initiators:

a. Maintain the persistent logon information in the registry or in NVRAM.

b. Support the new WMI class for defining/managing persistent logins.

c. Persist IP network adapter and discovery configurations (IP configuration information, such as static IP address, static default gateway IP address, static subnet mask, and DNS server) or use DHCP to obtain this information.

d. For discovery configuration, must remember which discovery methods are used, and for iSNS, must maintain the address of the iSNS server.

16. An iSCSI HBA must support changers, disk, tape, and RAID devices.

17. Installation program for HBA device and drivers can use a device co-installer, but not a class co-installer.

iSCSI HBA Requirements (for if implemented features):

1. If implemented, Mutual CHAP must pass testing.

2. If implemented, IPsec support must adhere to the requirements in B10.11.1.9 IPsec Requirements, later in this document. 

TOE Requirements 

iSCSI adapters must meet either B10.11.2.3.1 or B10.11.1.3.2 for TOE component implementation.

1. iSCSI adapter with integrated TOE device 

2. An iSCSI adapter that contains a TOE device component as part of an integrated single device product, which is not exposed to the PCI bus or to the operating system, has no specific TOE-related requirements.

3. iSCSI adapter that exposes a TOE device meets multifunction device requirements

4. An iSCSI adapter that exposes a TOE device is considered to be a multifunction device and must comply with the existing Windows Logo Program requirements and policies for multifunction devices.

5. The exposed TOE component of any adapter must meet logo program requirements for that component.

As of September 2003, there is currently no logo program specifically for TOE network adapters. However, a program is in development. Once that program is published, the exposed TOE component of any adapter in case #2 must also quality for the “Designed for Windows” logo according to the requirements of that program and WHQL policies.

Please refer to the WHQL website for details regarding devices that currently do not have test programs.  

iSCSI Hardware Target Requirements

Common Requirements

iSCSI Hardware Target meets Common Requirements

iSCSI Hardware Target meets General Windows Logo Program Requirements

1. For Windows Server 2003 and Windows XP: Targets must meet all logo requirements as defined in the following sections: B1.3.1–B1.3.4; B10.1.4.3; and B10.1.4.7 in this document. 

2. For Windows 2000: Targets must meet all logo requirements as defined in B1.3.1–B1.3.4; B10.1.4.3; and B10.1.4.7 of the Windows Logo Program System and Device Requirements, version 2.0, available at http://www.microsoft.com/whdc/winlogo/downloads.mspx.

iSCSI Protocol Requirements

1. Device must be compliant with iSCSI (IETF IP Storage Working Group Internet Draft: draft-ietf-ips-iSCSI-20.txt). 

2. Device must complete testing using the Microsoft iSCSI initiator.

3. Device must be able to receive ping (ICMP) and send ping (ICMP).

4. The following iSCSI protocol features are required:

a. Send Targets

b. Logon Authentication: CHAP and none. Targets may delegate CHAP authentication to Radius. 

c. Discovery Session Login key/value pairs: InitiatorName, SessionType, AuthMethod 

d. Normal Session Login key/value pairs: InitiatorName, SessionType, AuthMethod, TargetName 

e. DataPDUInOrder  

f. DataSequenceInOrder  

g. DefaultTime2Wait 

h. DefaultTime2Retain 

i. ErrorRecoveryLevel=0 

j. Targets must allow different shared secrets for different initiator names 

The following iSCSI protocol features must pass testing if they are implemented:

5. Mutual CHAP. 

6. HeaderDigest: CRC32, none.

7. DataDigest: CRC32, none.

8. InitialR2T.

9. IPsec 

a. When using IPsec, Main mode must be available

SCSI Protocol Support for All Devices

1. Devices must comply with SCSI-3 Architecture Model SAM-2 or later, including the following:

a. All devices must support LUN Reset. In particular:, if two LUNs L0 and L1 under the same target are reserved, a LUN reset to L0 must only clear reservations to L0 and not to L1.

b. Following a reset, all devices must return an appropriate Unit Attention condition.

c. All devices must support multiple initiators.

d. MODE SELECT commands that change parameters must cause a Unit Attention condition to be raised for any other initiator (see SAM 2).

2. SCSI-3 Primary commands must comply with the following: 

a. Support commands listed as mandatory in the SCSI-3 Primary Commands (SPC-2 or later). In addition, each device type must implement the mandatory command set for that type (SBC for block devices, and so on).

b. LUN 0 must be implemented as the Well Known Logical. At a minimum, LUN 0 must respond to INQUIRY and REPORT LUNS commands as defined in SPC-2 or later. (Windows only supports single level logical unit numbers up to 255.)

c. In the event that any LUN is added or removed from the target port, the device must report a Unit Attention condition of (06/3F/0E) REPORT LUNS DATA HAS CHANGED.

d. . If the size of a logical unit is changed, the target must report a Unit Attention condition of (06/3F/0A) VOLUME SET CREATED OR MODIFIED or (06/28/00) NOT READY TO READY CHANGE, MEDIUM MAY HAVE CHANGED
e. Device must support the TEST UNIT READY and REQUEST SENSE commands.

3. SCSI-3 Inquiry Data must comply with the following:

a. VERSION Field must be 03 or greater. 

b. Multi-LUN units must set the HiSup bit and return valid REPORT LUNS data for LUN 0.

c. If a device has more than one port, MultiP bit must be set and page 83h descriptors must correctly reflect the port information. 

d. All standard INQUIRY data must be correctly set for the device capabilities. 

e. At least one iSCSI VERSION DESCRIPTOR is required (value = 0960h), per SPC-2 or later. 

f. Additional VERSION descriptors (e.g., 019Bh for SBC) are recommended. 

g. Required Vital Product Data (VPD) pages: 0 Supported Pages, 80h: Serial Number, 83h: Device IDs. 

i. For VPD Page 83, type 2 or type 3 descriptors must be returned and must be unique for each logical unit. Appropriate descriptors for multiport devices are required in addition to the type 2 or 3 descriptors. Devices that support aliases must also support the corresponding descriptor types. Vendor-specific device identifiers, if present, must use type 0 and follow the specified format, including correct page length; vendor specific identifiers are not a substitute for the mandatory type 2/3 descriptors.

ii. Page 80h (serial number) must be in ASCII. 

4. SCSI-3 Mode Sense and Pages must comply with the following:

a. MODE SENSE (6) is mandatory for all devices.

b. Mode Page 3f (all pages) is mandatory, in addition to device type specific pages listed below.

5. Any unrecognized SCSI command or incorrectly formed command descriptor block (CDB) must result in an immediate CHECK CONDITION reported back to the initiator. An iSCSI device must not disconnect on check conditions nor may it ignore these commands.

iSCSI Disk Requirements (non-RAID)

iSCSI non-RAID disk meets Logo Program requirements

1. Support the general iSCSI and SCSI-3 requirements listed in B10.11.1.4.3. 

2. All disk devices support the READ CAPACITY (10) command. The returned data must indicate the number of sectors and a block length of 512 bytes. 

a. Important: Windows does not support any other block size. 

3. Disk devices support the following mode pages:

a. Mode Page 8 (caching page) with the following bits must contain valid information: WCE (Write Cache Enable). 

b. If a device supports disabling write caching, this bit must also be supported for a MODE SELECT command.

c. For physical devices only (single spindle), Mode Page 4 (Rigid Disk Geometry Page). The data must correctly describe the device layout.

d. Devices that support the SCSI-3 FORMAT UNIT command must also support Mode Page 3 (Format Device).

4. The following commands must be implemented:

a. READ(10)

b. WRITE(10)

i. Support for Force Unit Access (FUA) is mandatory for individual physical disk drives and must cause the data sent with this command to be committed to durable storage
 before the command completes.

c. REASSIGN BLOCKS

d. VERIFY (10)

e. START STOP UNIT 

i. This command must not perform any other action, such as path failover.

f. SYNCHRONIZE CACHE (10) – no optional fields are used 

i. For a physical disk drive, this command will cause all data in the write cache to commit to physical media if write caching is enabled. Failure to follow this can result in data corruption. 

g. RESERVE(6) / RELEASE (6) 

i. Commands allowed in the presence of reservations are defined in SCSI Block Commands (SBC).

ii. Must support reserve (6)/release (6) SCSISCSI commands in a multi-initiator environment. In particular: 

1. If device A is reserved by initiator X, a reserve request by Y must fail with reservation conflict. 

2. A LUN reset must reset the above condition and allow Y to issue a reservation.

iSCSI RAID

1. Support the general iSCSI and SCSI-3 requirements defined earlier under B10.11.1.4.1 “Common Requirements” and B10.11.1.5 iSCSI Disk Requirements (non-RAID).

2. The RAID subsystem supports manual replacement of a failed drive. 

a. The RAID subsystem must allow manual replacement of a failed drive without shutting down or halting the system. The subsystem must also allow lost data to be rebuilt without interfering with system operations (beyond some decreased performance of drive array access).

iSCSI Media Changer

1. iSCSI media changer device meets Logo Program requirements

2. Support the general iSCSI and SCSI-3 requirements shown above under “Common Requirements.”

3. Devices support all commands shown as mandatory in SCSI-3 Media Changer command set (SMC).

4. INQUIRY command: Attached media changers must set the MChngr bit in the standard inquiry data.

5. Changer devices must support MODE SENSE (6), MODE SELECT (6) and these mode pages:

a. Element Address Assignment (1Dh)

b. Transport Geometry (1Eh)

c. Device Capabilities (1Fh)

6. Support for the following commands is required:

a. READ ELEMENT STATUS  

i. If volume tag information is supported, the VolTag bit must be set.

b. MOVE MEDIUM

c. INITIALIZE ELEMENT STATUS

d. SEND DIAGNOSTIC

The following commands must meet requirements and pass testing if implemented:

e. EXCHANGE MEDIUM

f. INITIALIZE ELEMENT STATUS WITH RANGE

g. POSITION TO ELEMENT

h. INITIALIZE ELEMENT STATUS WITH RANGE

i. PREVENT ALLOW MEDIUM REMOVAL 

j. where there is a lockable port or door

k. SEND VOLUME TAG

l. RECEIVE DIAGNOSTIC RESULTS

iSCSI Tape

iSCSI tape device meets Logo Program requirements

1. Support the general iSCSI and SCSI requirements defined earlier under “Common Requirements.”

2. Devices support all commands listed as mandatory in SCSI-3 Streaming Commands (SSC).

3. INQUIRY command

4. Drives with attached media changers must set the MChgnr bit in the standard inquiry data.

5. Tape devices support MODE SENSE (6), MODE SELECT (6) and these mode pages and parameters:

a. Data Compression Page (0fh)

b. Medium Partition Page (11h)

c. Device Configuration Page (0fh)

6. Support for the following commands is required:

a. ERASE

b. FORMAT MEDIUM

c. LOAD UNLOAD

d. LOCATE

e. LOG SENSE

f. MOVE MEDIUM

g. PREVENT ALLOW MEDIA REMOVAL

h. READ(6)

i. READ BLOCK LIMITS

j. READ POSITION

k. REWIND

l. SPACE - Blocks, Filemarks

m. WRITE(6)    - Support for FIXED is required

n. WRITE FILEMARKS

IPsec Requirements 

IPsec conforms to requirements in the iSCSI Security draft (available at www.ietf.org). In addition, the following items are required if IPsec is implemented:

1. IPsec transport mode must be implemented.

2. IKE (Internet Key Exchange) implementation must support main mode and preshared keys.

3. Targets and initiators must allow different preshared keys for different ID payloads.

4. Targets and Initiators must have static IP addresses for main mode.

5. Target portals with the same IP address must expect the identical main mode IKE policy.

6. WMI interface in for IPsec must be implemented in the HBA driver.  

Logo Testing Procedures for iSCSI

This section summarizes the testing procedures for the Hardware Compatibility Test Kit (HCT), version 12, to validate the requirements defined in previous sections. 

Testing for iSCSI initiators and targets will involve the creation of iSCSI-specific tests plus the use of existing HCT tests where appropriate. These test descriptions outline the areas of focus of the tests without defining specifics about how the test will work. Some of the specifics of these tests are still being investigated.

iSCSI Initiators

Common Tests

iSCSI HBA Tests 

The iSCSI HBA tests are similar in functionality to the Fibre Channel tests in HCT 11.2. When running these tests, a vendor must create the appropriate iSCSI target configurations as required by the tests in the test suite. A vendor might choose to use either iSCSI fixed-function targets or use an iSCSI variable-function target to act as a bridge to another storage protocol.  For each class of devices described in sections ”iSCSI Disk Requirements (non-RAID),” :iSCSI RAID,” “iSCSI Media Changer,” and “iSCSI Tape,” an iSCSI HBA must run a representative device class test.

iSCSI HBAs

WMI Verification Test

This test will verify that any HBA miniport driver properly implements the required discovery and CHAP WMI interfaces. This test will also validate that the HBA has met the requirement for implementing all WMI interfaces. The test will require more than one target. It is possible that target devices will be software-based targets specific to the test.

iSCSI Protocol Verification Test

This test will validate the handling of the iSCSI protocol. Ideally, it will be a full conformance test. However, time restrictions may limit the amount of initial test coverage given by this test. Additional details will be provided later in the test development cycle.

This test will likely also require multiple target devices or the possible use of a specialized software target.

iSCSI TCP Conformance Test

This test validates how well the TCP/IP Offload Engine included as part of the iSCSI HBA conforms to TCP/IP standards. The test will use the SPARTA infrastructure developed by the Microsoft Networking test team and tailored for iSCSI-based transactions.

TCP/IP Offload Engines

These devices are advanced function network adapters. For more information, see “TOE Requirements” earlier in this document. Qualification of TOE network adapters is outside the scope of this document.

iSCSI Targets

Common Tests

iSCSI Protocol Verification Test

This test validates the target’s handling of iSCSI protocol requests. It includes testing the target in both the login (discovery and login) and full-feature phase. The test validates that all required features listed earlier as requirement #6 of Common Requirements in “iSCSI Hardware Target Requirements” are implemented. 

The test negotiates with the target into a number of different modes and tests the device with data integrity-based tests in each of the modes. For fixed-function targets, the data integrity tests correspond to one that is appropriate for the function. For variable-function targets, multiple targets such as a disk array and tape drive should be used in each of the modes. 

iSNS Client Test

iSNS client support is required for iSCSI-based targets. iSNS testing will validate the support of iSNS of the target device. The test requires that the target device register with an established iSNS server (iSNS Reference Server to be provided in the iSCSI HCT) and use that server for discovery and CHAP. The validation test will use any IPsec support that might be indicated as part of the registration process.

SCSI Protocol Test

This test covers a target’s handling of common SCSI-3 commands such as Inquiry. This test is also general-purpose test that could be run against other SCSI targets not attached by way of iSCSI. 

1. iSCSI Fixed Function Targets
In addition to iSCSI protocol tests, a fixed-function target will run the appropriate tests for the corresponding type of target. For example, an iSCSI RAID will run the RAID tests, and an iSCSI media changer will run the media changer tests.

2. iSCSI Variable Function Targets
Because variable-function targets allow for different types of devices to be attached to the target device, a variable-function target will run the test suites for multiple fixed-function devices with those devices attached to the target. Required test suite includes the SCSI device test suite. Other important test suites include the RAID device test suite and the Media Changer test suite. 

� Durable storage equate to physical media or to non-volatile cache on the storage device.
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