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Executive Summary
An organization’s vital need to offer easy access to network resources must be balanced with its obligation to protect proprietary and confidential information. Maintaining this balance requires the presence of a reliable “gatekeeper” that can authorize users and computers according to a carefully defined set of permissions, thereby offering trustworthy and more secure access to information.

Most major organizations accommodate the gatekeeper role by using a directory service as the common internal authentication mechanism for users and computers. In fact, the benefits a directory service delivers, such as improved overall management and operational consistency, have driven the ongoing consolidation of corporate and departmental networks into enterprise directory services.

A directory service is now viewed as a very important component of the IT network service environment. Increasingly, companies depend on a directory service to act as a central point of control that offers authorized employees and customers ready access to networked resources.

The selection of the directory service involves several related services that directly use or depend on the directory. Chief among these are policy-based management, e-mail, and Public Key Infrastructure (PKI) cryptographic services. Even an inherently cross-database process such as identity management can be influenced by the main enterprise choice for a directory service.

Both Microsoft and Novell offer associated directory-integrated applications or built-in capability for policy-based management, e-mail, systems management, PKI, and identity management. In many cases, the selection of a directory service may directly influence enterprise decisions for these other critical functions.

That is why it is essential for network architects to select a directory service that is right for their organization. This choice will have a direct bearing on the resources required to support the directory service and the associated costs, not only with its deployment, but also with its ongoing management and maintenance far into the future.

To assist you in evaluating directory service capabilities, this white paper contains a detailed comparative analysis of two of the leading directory service offerings—Microsoft Windows Server 2003 Active Directory directory service and Novell eDirectory. 

Active Directory.  As a central component of the Windows platform, Active Directory enables organizations to offer a single-logon capability and a central repository for information for the entire infrastructure. Active Directory simplifies user and computer management and provides superior access to networked resources.

eDirectory.  Built from the legacy Novell Directory Service (NDS), eDirectory is an advanced network directory service Novell uses as a central component of their operating system.

This white paper is targeted toward readers who are current and prospective Microsoft customers and business associates. The paper discusses the criteria for selecting a directory service and compares the capabilities of Microsoft’s Active Directory to those of Novell’s eDirectory using the stated selection criteria.
Selecting a Directory Service
The selection of a directory service should be focused on maximizing the value and Return on Investment (ROI) of the technology for a specific implementation in an organization. The enterprise must carefully evaluate its requirements for a directory service in terms of the service’s intended use and application. For example, a Web developer may have a set of compatibility concerns for a directory service that is different from an enterprise operating system (OS) directory engineer. 

The individual weighting of selection criteria varies from organization to organization, but the comparative analysis of suitability of a directory service typically centers on the following factors: compatibility, supportability, manageability, security, reliability, and scalability. Each of these factors and their relationship to Active Directory and eDirectory is described in the following sections.

Compatibility

In terms of compatibility, a directory service is evaluated according to its compliance with the Lightweight Directory Access Protocol (LDAP) v3 standard
, its capability to support applications, and its programmability. LDAP defines a common standards-based mechanism to access, query, and modify directory data. When developing directory-enabled applications, vendors typically use the LDAP v3 standard to support all leading directories.

LDAP v3 Compliance

Most major analyst groups have recommended that, at a minimum, every major directory service must be compliant with the baseline LDAP v3 standard
. LDAP v3 has been widely adopted by the major directory service vendors and compatibility with LDAP v3 is no longer a major differentiating factor between directory services. Both Active Directory and eDirectory are fully LDAP v3–compliant. Active Directory uses LDAP as its native, default application programming interface (API).
LDAP v3 is the current Internet Engineering Task Force (IETF) standard used by all application vendors developing directory-integrated applications that support leading directory vendors. While IETF does not have a formal approval process for LDAP v3 compliance, several vendors including Novell have developed a “self-approval process”. In contrast to this approach, Microsoft chooses to concentrate on compliance with the actual LDAP v3 standard.

Application Support

LDAP v3 compatibility offers a baseline feature set for application support. These features are “lightweight” when contrasted with the complexity, capabilities, features, and options available in alternative directory services standards such as the X500 directory standard. The LDAP specification was defined as an alternative to X500 in the late 1990s. 

For more information, see “A Summary of the X.500(96) User Schema for use with LDAPv3”, Request for Comments (RFC) 2256 of the IETF at
http://www.ietf.org/rfc/rfc2256.txt
Development trade-offs.  The principal decision application vendors make when they decide to design and code an LDAP–compliant application is between the following options.
· Adhere strictly to the LDAP v3 standard to provide interoperability across major vendor directory services, limiting themselves to core LDAP v3 baseline capabilities.

· Using non-standard, vendor-specific LDAP extensions or vendor-specific capabilities beyond the LDAP v3 baseline to increase application capabilities and efficiency, at the expense of interoperability.

Developer Momentum

Active Directory

Active Directory has a high level of application and vendor support that ensures customers have a wide selection of applications available and benefit from uninterrupted business operations.

Extensive application support.  Windows Server 2003 and Windows 2000 Server are compatible with literally hundreds of thousands of applications that are critical for business. 

Extensive vendor support.  Most application vendors provide direct, explicit support for Active Directory including add-on applications, line-of-business (LOB) applications, business application tools, and utilities. For example, SAP supports Active Directory and other LDAP–compliant directory services. However, in contrast to other directory services, SAP provides explicit support for Active Directory in the Admin and User interfaces, making Active Directory specifics well-reflected in the application.

eDirectory

Limited application and vendor support.  Limited support for eDirectory is provided implicitly through LDAP interfaces. 

Programmability

The LDAP v3 standard provides for compatibility with applications that are written using a variety of LDAP–based APIs. LDAP v3 provides a framework for application development using widely supported languages and tools. However, the viability of each platform’s application development tool set is the key to delivering robust directory service applications.

Active Directory

Microsoft makes available a developer tool set that is one of the most comprehensive in the industry, providing developers with a variety of skill levels and requirements the tools to build directory-enabled applications.
Powerful developer tool set.  The Microsoft developer tool set provides the flexibility to quickly produce applications that support Active Directory. This integrated tool set allows developers that build applications that run on a Windows operating system platform to minimize their development cycle in writing directory-integrated applications, thereby reducing the time-to-delivery and increasing the value of the centralized directory data.

Wide range of programming interfaces.  Microsoft support for Active Directory is provided through a choice of programming interfaces including the LDAP ‘C’ APIs, the .NET Framework, Active Data Objects (ADO), Extended Markup Language (XML) through Directory Services Markup Language (DSML), and Active Directory Service Interfaces (ADSI) Component Object Model (COM) API. Microsoft provides ADSI as a development aid that offers a layer of abstraction for coding to Active Directory and other Directory APIs.

ADAM supported.  Active Directory Application Mode (ADAM) can offer the best solution to developers who want to prototype an application for Active Directory because ADAM uses the same programming model and provides virtually the same administration experience as Active Directory. This gives developers the advantage of being able to use a local instance of ADAM on a developer workstation and then to move the application to Active Directory at a later time.
Java interfaces.  Vendors also use the Java Naming and Directory Interface (JNDI) or Netscape LDAP APIs to provide Active Directory access methods (LDAP support) in Java applications. 

Extended capabilities, features, and options.  Active Directory supports extended capabilities, features, and options in addition to those exposed by the baseline LDAP v3 standard. This gives application developers the flexibility to make trade-offs between the interoperability of the baseline LDAP v3 standard and the improved capabilities available with Active Directory. Developers make use of the same programming models to use these capabilities.
eDirectory

Limited developer support.  Currently, many application vendors do not develop on the eDirectory platform. This increases total cost of ownership (TCO) as fewer off-the-shelf applications are created for Novell. In addition, the Novell development environment does not offer the same level of integration as the Microsoft developer tool set. Novell uses ActiveX controls that adhere to the LDAP v3 standard. Most Novell LDAP applications only perform basic operations, with limited capabilities. LDAP is added to Novell by using the NLDAP.NLM, where eDirectory attributes are “mapped” to LDAP attributes. 

Java interfaces.  eDirectory is supported through Java Libs, which can be used in any development environment. 

Extended capabilities, features, and options.  Similar to Active Directory, eDirectory supports extended capabilities, features, and options. Novell provides native access to eDirectory by using Novell Directory Access Protocol (NDAP). NDAP provides additional access capabilities beyond those available in the LDAP v3 baseline standard. 

Comparison 

Both Microsoft and Novell, along with other directory service vendors, fully support the LDAP v3 standard. Both Microsoft and Novell also provide directory-specific extensions and programming tools that allow for more advanced directory access functionality. While both Active Directory and eDirectory provide developer support, Microsoft’s rich developer tool set offers advanced integration and a wide range of programming interfaces that are clearly superior to comparable developer tools supported by Novell. 
Supportability
The supportability of a directory service is evaluated in terms of the resources required for its long-term management and TCO.
Long-term management.  The majority of time and resources required to support a directory service are expended on its long-term management. The costs of labor required to maintain, troubleshoot, upgrade, and administer a directory service account for the majority of expenses.

Independent research from both Gartner and IDC shows that, over a five-year period, the up-front costs of acquiring a directory service are on average less than 10 percent of the total solution. The acquisition cost and installation of a directory service consume a relatively small share of the overall time and resources required for support. 

Availability of internal resources.  The wide availability of qualified administrators and internal resources are a prerequisite for maintaining a directory service on a cost-effective basis long-term. 

Availability of external resources.  The effective support of a directory service may also require external resources, although direct vendor intervention should not be required as a normal course of operation. 

Active Directory

Microsoft has a proven track record for support of Active Directory.

Wide availability of certified partners.  Microsoft customers can choose from more than 30,000 Microsoft-certified partners employing tens of thousands of readily available certified professionals who have many years of experience with Microsoft software including knowledge of how Active Directory interoperates within a business structure. 

Wide availability of certified professionals.  Microsoft has certified over 300,000 Microsoft Certified Systems Engineers (MCSEs), with certification requiring each individual to demonstrate competence with Active Directory. Professional expertise and training for Microsoft Windows Server products is widely available. 

Extensive product support.  Microsoft Windows products are fully supported by thousands of Solution Providers, Independent Hardware Vendors (IHVs), and Independent Software Vendors (ISVs) that can deliver deployment, training, migration, and on-going support services to customers.

Extensive integration opportunities.  Active Directory offers a broad range of integration opportunities. This makes the integration of Windows environments into LOB applications easier. 

In addition, Active Directory support does not require invasive directory repair operations with any measurable frequency as is common with eDirectory. 

eDirectory

In general, Novell has a track record for product stability, particularly for their earlier products, with the significant exception of directory service support. 

Limited certified professional support.  The number of systems engineers certified for eDirectory is significantly fewer than the number of MCSEs having competence with Active Directory. Professional support and high-level expertise with eDirectory and related Novell products are far less available and less significant. Using eDirectory may require the support of external consultants who are unfamiliar with your business—an option that is often cost-prohibitive for small– and medium–sized customers.

Frequent emergency repairs are common.  Emergency vendor repair is a common occurrence with eDirectory. Novell maintains a significant number of directory experts to perform dial-in (a legacy term used in the Novell community) directory repair operations. 

For more information, see “NDS / eDirectory Health Check Procedures - Cross Platform” the Novell reference for eDirectory maintenance at
http://support.novell.com/cgi-bin/search/searchtid.cgi?/10060600.htm
In the most severe malfunctions, Novell directory engineers perform an invasive operation remotely. This operation requires granting a remote engineer direct access to the directory to edit and repair critical links maintaining the complex interconnections in eDirectory’s directory database structure; often using their internal proprietary DSdump utility. Novell does not make the DSdump utility widely available to customers.
Enterprise Operating Systems Support

Most major organizations use a directory service as the common authentication mechanism for users and computers.

Policy-based management.  The policy-based management of users and computers using the directory service as the central point of control yields compelling operational efficiencies. The benefits of improved overall management and operational consistency have driven the ongoing consolidation of corporate and departmental networks into enterprise directory services. 

User and client desktop compatibility.  One important consideration in the selection of a directory service is its level of support for user and client desktops. There are more users and desktop computers than other managed devices such as Web services, file and print, or application servers.

A directory service may leverage native capabilities built into the desktop operating system or require the installation of a proprietary client or agent at each desktop—one that enables communication with the non-standard elements of the directory. A directory service may also be closely integrated with additional security services such as a Kerberos V5 Key Distribution Center (KDC) and X.509 Certificate Authorities.  

Active Directory

Windows desktop operating systems are integrated with management and security services through Active Directory. 

Compatible Windows desktop operating systems.  The Windows Server 2003 operating system supports the Group Policy–based management of Windows XP and Windows 2000 desktops and associated users. Group policies are the native method of policy-based management for users and computers in an Active Directory environment. The tight integration between Windows and Windows services is unmatched in the industry. In addition, Active Directory can provide the same level of management to non-Windows clients including extensibility to UNIX and Linux through solutions provided by partners such as Quest and Centrify. 

eDirectory

eDirectory offers an integrated capability as the authentication directory and for policy-based management. However, Novell does not provide any integrated security services such as Kerberos or X.509. In addition, eDirectory customers must consider the effects to their TCO including: 

Novell Client required.  eDirectory is not natively supported by any operating system. Using eDirectory requires the deployment of the Novell Client on each user and client desktop and server for any access beyond basic LDAP queries. The requirement for Novell Client introduces performance and supportability issues without significant advantages over Active Directory. Novell Client provides policy support that is equivalent to Group Policy–based management.

· Novell Client has a track record of numerous security, performance, and operational problems. 

For more information, see “Patches” for Novell Client at
http://support.novell.com/filefinder/7172/
· Many application vendors do not provide support for a network desktop if the Novell Client is installed. The Novell Client may require de-installation due to its incompatibility and instability with applications.

Novell ZENworks required.  eDirectory typically requires the addition of Novell ZENworks to provide policy-based management, as compared to Active Directory’s built-in policy-based management. ZENworks can be deployed either by using ZENworks 6.5 Desktop Management or the full ZENworks 6.5 product suite. The ZENworks product assumes that client and server change and configuration management (CCM) is centered on the directory service. (Note that ZENworks is roughly equivalent to Microsoft Systems Management Server (SMS) 2003.)

Significant cost requirements.  Using Novell as the authentication directory entails significant costs because the Novell Client and ZENworks deployments are essential, in addition to the typical cost of eDirectory. 

Additional licensing requirements.  The TCO for eDirectory should also include the entire cost of licensing including consoles and add-ons, the initial installation and configuration, and subsequent management and maintenance costs.

Comparison 

The clear preference is Active Directory over eDirectory. Active Directory yields an overwhelming advantage in the availability of trained, experienced, and certified support personnel. Active Directory products including LOB applications are well-supported in the industry. 

In addition, Microsoft client operating systems support built-in policy-based management and full compatibility with Active Directory. In a Windows environment, an Active Directory deployment does not require the installation of a client, additional software, or add-ons.

By contrast, eDirectory is virtually all that remains of the once dominant Novell NetWare network legacy. eDirectory lacks support within the professional community and there is a lack of availability of third-party applications. 

Novell has no native support in any client operating system including their Linux distribution and eDirectory requires ZENworks as compared to Active Directory’s built-in policy management. The additional requirement for Novell Client and ZENworks imposes an unnecessary deployment, management, support, and reliability burden on IT staff, and engenders significant additional costs.
Manageability
The manageability of a directory service is evaluated in terms of its administration, common network management tools, directory service management, and management interfaces.
Delegated Administration

The underlying architecture of a distributed directory database is complex. The directory service requires access controls to facilitate administrative delegation of directory management by the organization. These controls must include full object– and attribute-level delegation capabilities to provide organizations with a greater level of flexibility.

Active Directory

Active Directory abstracts delegation complexities through a set of common roles that represent the most common administrative tasks. The Delegation Wizard provides these roles as pre-configured permission sets to speed the delegation of these tasks.
Administrative task delegation.  Delegating administrative tasks within Active Directory can be performed down to the attribute level. Since each object and attribute has an Access Control List (ACL) association, administrative rights can be granted at a granular level conveniently. 

For example, when a new ACL is set on a container object, the new ACL only is replicated to other domain controllers. A process on each domain controller, called the Security Descriptor Propagator, traverses the directory and applies the new ACL to all child objects, thereby avoiding unnecessary replication traffic between servers.

Delegated Administration wizard.  The wizard simplifies the delegation process by grouping some common attributes into a set of “tasks” representing many of the common delegation scenarios. However, every attribute associated with the object to be delegated is available through the wizard. Active Directory’s delegation of administration can also grant custom control outside of the wizard.

eDirectory

Administrative task delegation.  eDirectory supports container–, object–, and attribute-level delegation. In eDirectory, security can be added to an organizational unit (OU). eDirectory can also “hide” containers if the user does not have authority to see the containers.
Delegated administration.  Simplified delegation is only available by using Role Base Services (RBS) in the Web interface. RBS provides a simplified method of delegating administrative access to eDirectory.

Common Network Management Tools

Delegated administration should enable the power of the directory service and lessen the need for directory designers and administrators to manage unwarranted and complex details. Manageability is also determined by the directory service’s basic and advanced capabilities to monitor, control, and schedule replication and Wide Area Network (WAN) utilization.

Active Directory

SNMP support.  Both Active Directory and eDirectory allow directory maintenance through Simple Network Management Protocol (SNMP). 

WMI support.  Windows and Active Directory use Windows Management Instrumentation (WMI). Windows has significant management-enablement with WMI throughout Windows and Windows Services.

WBEM support.  WMI is Microsoft's implementation of the Desktop Management Task Force (DMTF) industry standard Web Based Enterprise Management (WBEM). Support for WBEM allows Windows to be managed by any management framework that supports WBEM such as Computer Associates Unicenter, Hewlett-Packard OpenView, IBM Tivoli, BMC Patrol, and Novell's ZENworks v 3.2.

MOM support.  The Active Directory Management Pack for Microsoft Operations Manager (MOM) 2005 provides a predefined, ready-to-run set of processing rules, monitoring scripts, and reports that are designed specifically to monitor the performance and availability of Active Directory.

For more information, see “Microsoft Active Directory Management Pack Guide” at
http://www.microsoft.com/technet/prodtechnol/mom/mom2005/maintain/admpguideformom2005.mspx
eDirectory

SNMP support.  eDirectory allows directory maintenance through SNMP. 

iMonitor support.  Novell iMonitor provides cross-platform monitoring and diagnostic capability to all servers in your eDirectory tree.

Limited support for management technologies.  Novell is just beginning to use the DMTF and WBEM management technologies.

Directory Service Management

Directory service management offers the flexibility to support a wide range of customer organizations. Directory services can range from small single-server directories to mid-range organizations, which form the vast majority of installations, and highly complex global services.

A directory service should not force unnecessary complexity in its design or implementation. If complexity is required, supporting IT organizations should maintain the competencies needed for advanced design and administration, for example, to implement a large globally distributed directory service.

Active Directory

The long-term management of a directory service is directly related to the complexity of the directory being managed. 

Ease of management.  Basic one– or two-domain networks do not have complex architectures and typically only require a proper Domain Name System (DNS) configuration that can be invoked by the DCPromo wizard-driven installation for promoting a Windows server to a Domain Controller role.

Scalable management tool set.  Complex large-scale or highly distributed directory service implementations require extensive custom tuning and configuration of replication topologies. Active Directory can be configured by using directory segmentation, replication, and administrative tools, not required in more basic configurations. 

Convenient configuration options.  Active Directory’s configuration options are convenient to implement and manage, in contrast to eDirectory’s configuration tools and techniques. For example, Active Directory uses DNS rather than Service Location Protocol (SLP), Flexible Single Master Operations (FSMO) roles rather than Master Replicas, and Sites and Services rather than WAN Traffic Manager.

eDirectory

While eDirectory is touted as a solution that can be installed on multiple platforms, it may be incapable of meeting the needs of a complex distributed environment. eDirectory configuration tools and techniques are difficult to implement and manage.

Overly complicated implementation.  Prospective eDirectory multi-site directory service implementations must painstakingly plan and address the full range of complicated partitioning and replica placement requirements. This includes tree design, partitioning the tree, replicating the partitions, implementing Novell’s Certificate Server, time synchronization, and SLP configuration. Failure to do so may result in a significantly less efficient operational environment. 

For more information about the complex details required to implement even a basic eDirectory project, see “Designing your Novell eDirectory Network” at
http://www.novell.com/documentation/edir87/index.html?page=/documentation/edir87/edir87/data/a2iiido.html
Novell WAN Traffic Manager required.  WAN Traffic Manager (wtm.nlm on NetWare or wtm.dlm on Windows), which is roughly equivalent to Active Directory’s Sites and Services, is required on each server to control eDirectory replication traffic across the WAN. 

Note that WAN Traffic Manager is not supported on Linux, Solaris, AIX, or HP-UX systems for larger distributed implementations.

For more information, see “Novell eDirectory 8.7.3: WAN Traffic Manager” at
http://www.novell.com/documentation/edir873/index.html?page=/documentation/edir873/edir873/data/h0000005.html
Management Interfaces

Administrators manage directory services by using a variety of compatible vendor-supplied management interfaces and third-party tools.
A well-designed and consistently implemented set of directory management interfaces allow directory architects and administrators to concentrate their efforts on managing the directory service. 

A poorly conceived interface framework requires administrators to spend undue effort navigating and manipulating interfaces, instead of administration and management. 

Tools to maximize the administrator’s effectiveness and the ability to monitor directory health and performance become increasingly important as the complexity and the size of the directory structure grows. 

Active Directory

Windows management tools provide access to Windows servers via graphical and command-line utilities—allowing simpler remote access through Terminal Services and comprehensive management. Because Windows management tools usually come as standard features, a qualified Windows administrator can learn to manipulate these tools with limited training.

Headless server management support.  Windows Server 2003 offers headless server management allowing an administrator to manage a rack-mounted Windows server with no keyboard, mouse, or monitor attached.

EMS supported.  Emergency Management Services (EMS) is an add-on that allows for the management of the server in the event the server freezes and requires a hardware boot.

MMC supported.  The Windows Microsoft Management Console (MMC) user interface (UI) provides a consistent view of most management and configuration tasks. The Windows MMC provides a common Windows-based Multiple Document Interface (MDI) application that takes advantage of Internet technologies. MMC can be used to:

· Host Microsoft and ISV tools from one location. 

· Customize the console for every administrative skill level. 

· Integrate tools easily using the extensible model. 

The MMC interface can be extended by writing snap-ins to perform management tasks. In addition, the MMC interface can be remotely managed using Terminal Services or remote MMC. 

eDirectory

The initial lower cost of eDirectory is more than offset by the administrative overhead required to manage the directory service. 

Inconsistent management interfaces.  eDirectory and its underlying operating system are administered by an array of inconsistent management interfaces. The number and usage of these management interfaces mirror the frequent changes in Novell’s management direction over the years. 

For example, the original NetWare Administrator tool may still be required if the customer organization is using one of the products that does not support their updated management interface.

Inconsistent versioning of ConsoleOne.  The Novell ConsoleOne interface is particularly difficult for administrators. Currently, Novell’s public Web site contains a list of 17 different downloads for ConsoleOne. 

Three separate versions of ConsoleOne are required to manage current products, with each one managing different versions of products supported by ConsoleOne. This means, if an organization’s product mix uses different versions of ConsoleOne, separate systems may need to be maintained, each with its own unique version, with each version kept up-to-date manually. 

For example, while a version of ConsoleOne runs on Linux, nearly all of the add-on snap-ins run only on Windows, thereby dismissing ConsoleOne as an option. 

Inconsistent versioning of iManager.  Recently, Novell has been releasing new versions of products in their browser-based management interface iManager. Novell currently maintains three different versions of the iManager interface, with each version requiring unique snap-ins for installed products. iManager can run on Linux, but there is little support for Linux management. 

Novell’s future migration.  Novell’s future direction is to migrate NetWare management tools such as NWAdmin, ConsoleOne, iManager, and DNSAdmin to common service management (combines NetWare and SUSE LINUX Enterprise Server) using Open Enterprise Server (OES). This action will further complicate the number and versioning of management interfaces. 

Inadequate product support.  Novell has invested limited developmental resources to update their management interfaces to adequately support current products. In fact, many of Novell’s services are still managed by older management consoles. 

For example, GroupWise continues to be managed by ConsoleOne. In addition, with the switch to Linux, much of Novell’s management tool set will need to be reworked by Novell to gain parity with what NetWare offers today.

Comparison 

The common X.500-based structure both of Microsoft’s Active Directory and Novell’s eDirectory results in more points of commonality than practical differences. Delegated administration, overall design concepts, and management best practices are quite similar for those with expertise in both environments. The specifics of daily operation and maintenance are much more dependent on the available management tools and interfaces.

In summary:

Microsoft’s extensible MMC interface provides a consistent and efficient management interface for all Active Directory, operating system, and application administrative tasks.

Microsoft provides significant management capability by using WMI. WBEM allows leading management framework vendors to provide support for Windows and Active Directory.

Microsoft’s consistent management interfaces provide an easier-to-implement directory when compared with Novell’s old mixture of new, old, and outdated interfaces.

In contrast:

Novell’s mix of Web, multiple Java-based ConsoleOne versions, legacy compiled executables, and unique Java utilities leaves the administrator constantly grasping for the correct interface for the required task—assuming the tools exist on the current system.

Currently, Novell makes only limited use of WMI and WBEM.

Novell server console utilities, with the C-worthy interface unchanged from the mid– to late–1980s, require the administrator to perform many advanced repair functions with hidden and obscure command-line switches. 

Novell interfaces are not made widely available to customers. When your network requires invasive database reconstruction, it is common practice to give Novell direct access to your network to run the tool. 

Security

Every operating system can be a potential target for malicious intrusion. Directory services are a critical aspect of the overall security solution for an enterprise. A directory service provides a flexible and powerful mechanism to control user access to directory objects.

Whether the directory service is for a large e-Commerce implementation or a highly distributed Network Operating System (NOS) environment, the capability to control exactly who may exercise directory access permissions is mandatory. The use of the secure authentication role of a directory service forms the foundation for controlling access to network resources such as Web services, file and print, and applications.

The X.500-based OU structure, common to both Active Directory and eDirectory, provides ACLs at any level from the top of the directory down to the lowest level object and/or attributes. Although the mechanics of granting access permissions differ slightly in each product (pre-propagation for Active Directory versus inheritance for eDirectory), the net result is nearly identical. Access can be granted or restricted to each object and each attribute of every object in the directory at any level. Both products provide reasonable initial user and administrative access permissions as the basis of more detailed delegations as required.

Active Directory

The more visibility an operating system has, the greater the likelihood is that it will become a target for intrusion. As Windows popularity has increased, Microsoft has invested significant resources exponentially to ensure that security and trustworthy computing are a top priority. 

Windows Server 2003 security.  Windows Server 2003 provides many features that enhance and assist with protecting the integrity of the server and Active Directory including:

· Virtual private networks.  Network access management includes Virtual Private Networking (VPN) software that enables more secure, encrypted communications between Windows Server 2003 and the client.

· ISA 2004 supported.  Active Directory integrated Internet Security and Acceleration (ISA) Server 2004 allows for policy-based inbound and outbound access control.
· Data protection.  Many enhancements are provided in the area of data protection—especially Encrypting File System (EFS), which allows for file sharing between multiple users on a single file. EFS is used in data recovery and data protection strategies.

· Strong authentication.  Fully featured certificate services support a full range of certificates for internal use. Smart card and biometric authentication options enhance the security of many critical functions, such as client authentication and interactive logon, and increase security for the network and critical applications.

Windows Server 2003 offers single sign-on from Windows desktops. This includes integrated domain-based authentication to Microsoft Exchange, SQL, ISA, and Internet Information Server (IIS), and to a large number of third-party applications. It also fully supports LDAP authentication. Active Directory’s integrated background authentication provides single sign-on capability for integrated applications.

· Anti-virus support.  Enhanced anti-virus support with extensive third-party options are designed to work with various Microsoft products.

· Digital certificates.  Auto-enrollment of digital certificates for users and services allow for the signing and encrypting of digital information. Windows Server 2003 contains native support for X.509 Certificate Services in Windows. 

In addition, Active Directory has built-in features that enable the seamless use of X.509 certificates for authentication, encryption, and digital signatures. Active Directory provides multiple levels of certificate-to-user mapping for authentication and auto-enrollment of certificates. These features are enabled by a simple policy setting and managed in a manner that is transparent to the users.

· Remote access.  Remote Access Services (RAS) with quarantine provide a more secure remote client access and site-to-site (by location) access.

· Wireless support.  Compliance with IEEE 802.1x standards, and recommended practices for a more secure wireless support, are provided.

· Security-based certification.  Provides EAL4 Common Criteria (CC) security-based certification. Microsoft has obtained CC certification for Windows 2000 Server and specifically Active Directory (with Windows Server 2003 in progress) and has received an EAL4+ rating.

· Kerberos V5 authentication.  Built-in support for Kerberos V5 authentication is provided in Active Directory, Windows Server 2003, and Windows client operating systems. Kerberos V5 authentication is the recognized industry standard for secure network logon and authentication.

Proactive security enhancement.  Microsoft has dedicated significant resources to provide proactive support on an on-going basis to enhance and maintain the security of Windows and Active Directory. For Windows server, Forrester Research found that not only did Microsoft have the fewest vulnerabilities and the fewest "high severity" vulnerabilities of any platform measured including SUSE, Microsoft also fixed 100 percent of these flaws, as compared to a 97.7 percent fix rate for SUSE. 

For more information, see “Windows Users Have Fewer Vulnerabilities” at
http://www.microsoft.com/windowsserversystem/facts/analyses/vulnerable.mspx
eDirectory

NetWare and Linux vendors have not shown the proficiency to ensure that security is a top priority and to provide the resource-intensive support required to maintain security. In addition, most of the security features for eDirectory are available as extra-cost options.  

In addition, concerning Novell moving their NetWare base to SUSE-based OES, Forrester Research has indicated that the ability to secure the NetWare platform and the SUSE Linux platform is inadequate.

Novell NetWare security.  In comparison to Windows Server 2003, Novell’s NetWare features for protecting the integrity of the server and eDirectory include:

· Novell BorderManager support required.  NetWare’s only option to allow secure, VPN-encrypted communications is by using BorderManager—a separately purchased product that does not leverage eDirectory fully. (Note that BorderManager is roughly equivalent to Microsoft’s ISA 2004.) BorderManager is also needed with NetWare to facilitate remote access.

· Novell iFolder support required.  NetWare has no native encrypted file system, although iFolder encrypts data over the network and on the server volume, without the aid of any NetWare server services.

· Secure authentication add-on required.  NetWare has a limited secure authentication capability. It requires using the add-on Novell Modular Authentication (NMAS) service to provide secure authentication, in addition to the hardware required.

· Limited anti-virus support.  NetWare has few vendors that provide server-based anti-virus support. Those that do provide this option only support the previous versions of NetWare.

· Limited CA support.  NetWare provides a built-in certification authority (CA) to provide certificates for internal eDirectory usage. But the management interface is limited and does not easily support a full-scale PKI implementation.

· No wireless support.  No support for wireless networking is provided in NetWare.

· Security-based certification.  NetWare has obtained EAL4 CC certification. (Linux with File Transport Protocol (FTP) has EAL3.)

· Less secure file services.  NetWare provides a less secure version of file services [with Common Internet File System (CIFS), which only supports Windows NT LAN Manager (NTLMv1)].

Comparison 

The common X.500-based hierarchical OU structure of Active Directory with inherited or propagated ACLs on each object is close to functionally identical to eDirectory from a practical perspective. That is, access can be granted at the attribute level. However, the method of assigning permissions for either administrative or user access for all file, print, and directory operations differs in that Microsoft server products pre-calculate the permissions on each object and Novell products calculate them on-the-fly. This is a classical Computer Science argument with well-respected proponents that we will not attempt to resolve here.

Windows Server 2003 and Windows 2000 Server provide in-the-box functionality for a wide range of important security functions and protocols. Novell either does not support these functions or requires the purchase of additional software.

Reliability

Availability and integrity are basic requirements of a directory service. A reliable directory service functions at a near “dial tone” level. A mature directory service can detect common and predictable network disruptions and automatically self-heal. Self-healing should virtually eliminate the need for invasive vendor support to restore directory functionality.

Clustering

Microsoft and Novell use multiple instances of the directory to provide greater availability and performance. Neither Active Directory nor eDirectory uses clustering technology as the host platform for their directory service. Multi-master inherently implies redundancy. There is little or no benefit to be gained by using clustering technology in a distributed multi-master directory service. 

Active Directory is designed as a multi-master distributed directory service. The benefits of clustering can be achieved simply by deploying an additional domain controller.

eDirectory is only cluster-aware and cannot be clustered as a service.

Schema Extensions

Active Directory supports schema extension and removal. Schema extension is a significant event in both Active Directory and eDirectory. Schema extensions are simple to implement but may have potentially serious consequences for applications. Their use should be carefully considered and tested prior to implementation. Removal of a production schema extension, while supported by both vendors, should be undertaken only after thorough planning and in consideration of the applications that have dependencies on the extension.

Active Directory

ADAM supported.  ADAM enables easy schema extension for application support, without modification of the main enterprise Active Directory directory service. In fact, ADAM can be used to migrate Novell LDAP applications. Microsoft’s best practice approach to schema extension for applications is to synchronize relevant portions of Active Directory to a separate ADAM directory and then extend the ADAM instance. Since the ADAM instance is usually not as widely replicated as the Active Directory instance, the affect of a schema extension on replication is not as significant, if at all. 

Common objects and attributes supported.  The default schema used by Active Directory provides for objects and attributes that are common to major directory services including inetOrgPerson for full LDAP interoperability. Active Directory can be extended directly when additional schema extension is required. For example, Exchange is an Active Directory–integrated application that requires additional schema extension. Many third-party applications also extend the Active Directory schema. Microsoft provides complete developer documentation for extending Active Directory.

Schema extension removal supported.  In Windows Server 2003, Active Directory allows administrators to deactivate classes and attributes if they are no longer needed or if there was an error in the original definition. A deactivated class or attribute is considered defunct. A defunct class or attribute is unavailable for use; however, it is easily reactivated. You cannot deactivate schema objects that are part of the default schema that ships with Active Directory except for the objects that are specifically marked. You can freely deactivate schema objects that have been added to the default schema.
eDirectory

NVDS supported.  Novell has recently adopted Virtual Directory Services (NVDS). NVDS allows for schema extension for smaller scale or departmental directory applications that require schema extension, without extending the schema for the main enterprise directory.

Schema extension removal supported.  eDirectory’s default schema uses common LDAP v3 support. eDirectory allows schema extensions to be removed. When an obsolete or erroneous extension is removed from the eDirectory schema, the associated data on existing objects is automatically removed as well.

Multi-Master Replication

A directory service achieves maximum availability and performance by replicating the directory sufficiently to assure fault-tolerant, rapid-response access to both read and write directory access requests. The common scenario involves multiple local instances with periodic replication to remote locations. 

Multi-master replication.  A multi-master directory supports write access at more than a single-master copy of the directory. Previous versions of both Microsoft and Novell directories were single-master structures that worked well in single-site environments. These directories did not scale well in distributed implementations; when there were two or more sites, these directories had to perform all change or write operations across the WAN.

Multi-master directory service.  Both Active Directory and eDirectory are multi-master directory services. Each supports all read operations and the majority of write operations at any convenient directory instance. eDirectory and Active Directory both require and support a few limited single-master operations at designated master directory instances.

Novell calls its single-master the Master Replica and Microsoft calls its single-master Flexible Single Master Operation (FSMO). With proper planning, neither of these single-master operations presents operational difficulties because the vast majority of common directory transactions can connect and use any convenient directory instance.

Active Directory

True multi-master directory service.  Active Directory is a true multi-master directory service with limited single-master functions. The addition, deletion, or modification of directory objects can occur on any domain controller. 

Distinct roles supported.  Within an Active Directory topology, distinct roles are defined, but not fixed. In fact, any role can be moved to a different server at any time. 

FSMO roles supported.  In Active Directory, FSMO roles ensure directory integrity by policing specific operations that belong only on a single-server directory service. While FSMO roles are a requirement in Active Directory architectures, their number is finite. For a brief example, FSMO enables Active Directory to avoid the simultaneous creation of new domains with identical names or the creation of concurrent schema extensions using the same attribute with a different underlying syntax. 

PDC Emulator FSMO.  In Active Directory, the Primary Domain Controller (PDC) Emulator FSMO has two primary functions. It provides backward compatibility for Windows NT4 domains. For servers, it acts as an accelerator for certain account management functions. For example, password changes and account lockouts are passed to the PDC FSMO and then quickly replicated throughout a domain infrastructure.

Time synchronization.  In a Microsoft environment, time synchronization is important primarily for maintaining Kerberos authentication. Time synchronization is not vital to the functioning of the PDC. 

eDirectory

Master Replicas supported.  eDirectory has a single-master dependency called the Master Replica. The Master Replica is responsible for maintaining all replica and schema epochs. If a replication or schema problem needs to be corrected, the operation is performed from the Master Replica. If the directory has been partitioned into a number of replicas, a complimenting number of Master Replicas is required. For eDirectory, the Master Replica requirement grows in accordance with Novell’s directory architecture.

Time synchronization.  In contrast to Active Directory, time synchronization in eDirectory serves a critical role in replication for Novell architectures. The default time synchronization setting requires every server on the eDirectory tree to maintain time within a two-second window. Maintaining synchronization involves a significant on-going maintenance and troubleshooting in all but the most trivial eDirectory implementations.

Replication Architectures

Replication is not critical for single-site implementations. Both Microsoft and Novell have been successful in making local replication an almost automatic and self-configuring process. However, for large-scale widely distributed directory implementations, the complexities and details of intra-site and inter-site directory replication are a make or break factor. As the scope and distribution of the directory increases, so does the range of related planning and implementation processes, including name resolution, service registration and lookup, site definition, and WAN utilization for both replication and directory access. 

Active Directory

DNS supported.  Microsoft uses DNS for the name resolution and service registration. DNS is well-understood by the professional community. Every network administrator has at least a basic understanding of DNS. A wide variety of DNS support and troubleshooting tools have been developed over the years to support DNS for Internet usage. The scalability of DNS is unquestioned due to its role as the name resolution service for the Internet. 

Full control of directory replication traffic.  Microsoft permits a fine degree of administrative control over directory replication process and traffic by using the Sites and Services interface. Every domain controller has built-in counters to allow for the easy monitoring of replication traffic. In addition, the higher-level intuitive management interface controls exactly when traffic is allowed to replicate between sites, the exact replication path, and the replication interval.

USN supported.  Active Directory’s replication scheme is based on an Update Sequence Number (USN). As attributes change, the USN is sequentially incremented. To determine the replication delta, domain controllers query replication partners for updates occurring since the last replication. Deltas are based on the differences in USN values. 

In Active Directory, timestamping is only used for conflict resolution. For example, if updates occurred on the same attribute of the same object on two domain controllers simultaneously, timestamping ensures that the last writer wins. The default timesync requirement for Kerberos allows for a five-minute range.

eDirectory

SLP supported.  Novell uses a lesser-known Internet standard protocol (RFC 2165) called SLP to perform name resolution and service registration. When properly implemented, SLP performs as well as DNS for this function. But the SLP protocol is not well understood even within the Novell community and it is often set up incorrectly. Very few applications are written to SLP. Typically, a technical specialist who understands SLP well will also possess high-level skills with DNS, although the reverse cannot be claimed.

Limited WAN Traffic Manager support.  Novell is at a significant disadvantage and can exercise only limited control over directory replication traffic on NetWare platforms by using the WAN Traffic Manager (WANman) utility. The WANman utility is not supported on their Linux platform. The ability to control WAN utilization in a significant directory implementation offers the designer the option of accumulating changes for more efficient periodic transfer or shifting replication to shoulder or off-hours periods. Novell’s lack of attention to directory replication traffic means many larger implementations incur less efficient and uncontrolled replication traffic.

Timestamping supported.  eDirectory uses timestamping and the concept of epochs to determine replication changes. The current default eDirectory timesync requires all servers in a replica ring to be within a two-second window. The dependency on timestamping creates a critical requirement for very accurate time synchronization across all servers hosting eDirectory partitions. 

The proper functioning of eDirectory requires very accurate time synchronization to be maintained at all times. If system clocks lose synchronization, unpredictable replication errors may occur. In certain circumstances, an out-of-sync eDirectory server could override recent directory updates, thereby causing them to be deleted.

Backup and Restore Processes

Ensuring reliability requires back-up and restore processes are well-understood and readily available. Reliability also requires the implementation of a well-defined disaster recovery plan. 

Full reliable backups are essential to restore service when a system failure results in a loss of directory information. All directory services require straightforward mechanisms for implementing the back-up and restore process to protect against:

· Local data corruption resulting from a hardware failure.
· Fully replicated administrative errors such as the inadvertent deletion of large numbers of users.
A well-defined disaster recovery plan should be in place and ready to execute without vendor assistance or direct vendor support.

Active Directory

Active Directory has the built-in capability to perform full and partial restores of directory data at the container and object level. Active Directory fully supports two widely used backup and restore processes—nonauthoritative and authoritative restores.

Nonauthoritative restore.  This is used to replace a corrupted database on a server (presumably as a result of a hardware failure and subsequent repair) to the recovery point of the backup. All subsequent directory changes replicate back to the restored server. A nonauthoritative restore behaves as if the server was shut down at the point of backup and then turned on up to 60 days (configurable) later by using Active Directory’s USN replication mechanism. Active Directory only replicates the directory deltas since the backup—a value easily determined by comparing the USNs.

Authoritative restore.  An authoritative restore allows Active Directory to recover from accidental or deliberate deletions up to and including the entire directory. A recent backup is restored to a convenient server and then portions of the directory database are flagged for the authoritative restore. These flagged objects get an artificial boost in USN to ensure their objects replicate out and overwrite the directory changes that are desired.

USN supported.  Active Directory backup and restore processes are based on a relative USN, as opposed to Novell’s reliance on their timestamp methodology. USN is far easier and less error-prone to implement. Active Directory automatically maintains the transaction logs for the last 60 days on every domain controller. When the restoration of Active Directory occurs, the restored domain controller can simply request every change from the point of backup to the current state (up to 60 days of changes) from any available domain controller. USN does not require a series of non-default reconfigurations to achieve basic functionality, which is a major weakness of timestamp dependence in the restore process.

eDirectory

Novell’s backup and restore process.  This process is designed primarily to support a “melt-down” scenario on the partition level. The process is largely focused on the replication of directory data as the first line of defense. When a high-impact directory issue develops, the first step is to call Novell technical support to request a remote edit of the data using proprietary tools to which the customer is not allowed access. If that step fails, the fall-back scenario is to rebuild the directory from scratch, starting with a restore.

In Novell’s complex custom configuration, the “best case” scenario is a working restore that does not conflict with the rest of the infrastructure. Currently, Novell is upgrading its legacy Target Service Agent (TSA) architecture, its primary eDirectory backup architecture, to a rudimentary form of server-specific backup.

Limitations of backup and restore support.  Novell’s backup and restore process does not support typical backup and restore scenarios. For example, the process does not easily allow for the resolution of localized hardware issues or inadvertent data modifications.

eDirectory’s documentation acknowledges that partial restores have “subtle consequences”. The alternative is to completely remove the server from the tree, rebuild it from scratch, and replicate the lost partitions back to the server. This rebuilding procedure may trigger a large amount of replication traffic. In this case, eDirectory must start over as a new server. 

For more information, see “Understanding Backup and Restore Services” at
http://www.novell.com/documentation/edir87/index.html?page=/documentation/edir87/edir87/data/a2n4mb7.html
Limitations of eMTool support.  Recent versions of Novell’s eMTool can only back up to disk; a file backup must be configured immediately after the eMTool is run. The overall process is complex and the functionality is limited. The eMTool restore process is limited to complete server or partition restore. No provision is made for object-level restores. A common restore scenario is to restore accidentally deleted directory objects. Novell does not provide the capability to resolve this problem, except to restore the entire directory or partition at the same time.

For more information about eMTool, see “Understanding Backup and Restore Services” starting with “About the eDirectory Backup eMTool” section at
http://www.novell.com/documentation/edir87/index.html?page=/documentation/edir87/edir87/data/a2n4mb7.html
Timestamp dependence.  Novell relies on timestamps for all directory changes to force a backup and disaster recovery scenario—one in which a restored directory may be completely out-of-sync with the rest of the directory infrastructure. 

Roll-forward logging.  Although Novell recommends using roll-forward logging (RFL), this feature is not enabled by default. Roll-forward logs (journals on other database products) provide a historical record of all changes to the database since the last full or incremental backup. RFL typically uses a large amount of disk space. Novell recommends changing the default location and carefully documenting the configuration. Novell cautions that roll-forward logs will continue to grow until they fill the entire disk space, at which point, eDirectory will stop responding on that server.

When the roll-forward logs have any missing or inconsistent elements, the logs are lost, or the logs are not created at all (the default configuration); the replicas in the backups will be inconsistent and fail. In this case, directory information from all servers requires removal with all directory information re-replicated back to the servers. A restored eDirectory database will not open after the restore if it is inconsistent with the other replicas.

Note that Microsoft best practices correctly recognize that no directory implementation should put the directory structure at risk and does not support RFL due to its lack of reliability.

For more information, see “Using Roll-Forward Logs” including the “Backing Up and Removing Roll-Forward Logs” section at
http://www.novell.com/documentation/edir87/index.html?page=/documentation/edir87/edir87/data/agavcur.html
Comparison 

The Active Directory and eDirectory capabilities are comparable in the areas of clustering, schema extensions, and multi-master capability. However, the lack of replication control in many WAN environments leaves eDirectory at a significant disadvantage in larger implementations.

Microsoft provides in-the-box capability for convenient and quick full or partial restoration of Active Directory in the event of administrative error or hardware failure. Microsoft also provides several rapid deployment tools that speed the deployment of an operating system image.

Novell’s backup and restore process does not allow for the easy restoration of part of the directory. This effectively reduces Novell’s restore options to an all-or-nothing restore. Novell correctly points out that, in many cases, one should just re-install the server (after assuring that remnants of the old server are removed) and re-replicate the entire directory dataset from scratch. This might trigger significant WAN traffic in some scenarios.

Scalability

A one-size-fits-all approach to performance tuning cannot be developed at the extreme upper end of the size spectrum.

The hardware demands for large-scale directories including mega-directories depend on whether directory access is heavily read-weighted (common), or if there is a higher proportion of directory changes that must be flushed to the underlying disk subsystem.

There are two alternatives for providing scalability in directory services—scaling up and scaling out. Each of these design considerations offers distinctly different implementation challenges.

Directory Deployment Size

Active Directory

Active Directory is one of the most deployed directory services in the world. In North America, Active Directory is running at more than 70 percent of enterprise customers.

Scalability up and out supported.  Multi-master replication in eDirectory allows Active Directory to fully support scalability both up and out. The directory service can be scaled in support of large or highly distributed deployments without performance and disk-utilization bottlenecks or limitations. 

Large-scale directory deployments supported.  The number of objects in a directory can vary greatly based on core business needs. Microsoft has demonstrated massive directory deployments, although deployments on this scale are rare. In fact, Compaq demonstrated a 100-million object Active Directory at the launch of Windows 2000. In late 2003, Microsoft successfully tested a 120-million user Active Directory directory service for a large banking customer at its Enterprise Engineering Center.

eDirectory

Large-scale directory deployments supported.  Novell has demonstrated experience with massive directory deployments. It has deployed several extremely large eDirectory implementations including a one-billion object directory. Novell states that eDirectory’s multi-master replication allows LDAP performance to scale linearly simply by adding more LDAP server interfaces.

Disk Utilization

Active Directory

Comparing directory database sizes is not practical, unless the comparison involves analyzing the underlying design concepts behind each directory service. 

Per-object ACL model.  Microsoft’s architecture is significantly different from Novell’s in that Active Directory uses a per-object ACL model. By storing effective rights on an object, Active Directory can efficiently determine permissions based solely on the object’s ACL.

Storing ACLs on individual objects consumes additional disk space. However, given the relatively low cost of disk space in relation to the high cost of network bandwidth and lost productivity, Active Directory’s authorization model retains maximum performance regardless of the deployment topology.

eDirectory

Explicit and inherited rights.  Novell derives an object’s effective rights from a combination of explicit and inherited rights. The calculation of effective rights at access time requires the operating system to perform computationally expensive calculations combining explicitly granted rights (permissions in Microsoft usage) and inherited rights from higher level containers.

Limited WAN boundary support.  Novell exposes eDirectory servers to the inherent latency of the WAN when determining an object’s effective rights. This latency may negatively impact both end-user productivity and directory performance. Novell’s own guidance suggests that eDirectory deployments should map to WAN boundaries to avoid performance-related delays. Since Microsoft pre-calculates access permissions up front, it is not necessary to perform an on-the-fly calculation every time an object is accessed.
Scaling Up

The challenge of scaling up a directory service is to deploy servers large enough to efficiently scale the directory to support a large number of objects at the transaction volume demanded by the application. For example, the implementation of a large Internet-facing eBusiness directory normally functions either as a centralized directory providing LDAP application authentication for Internet portals and Web sites, or as an Internet “white-pages” for a large community. 

While large-scale directories are an order of magnitude (times 10) higher than most organizations’ directory demands, potential scalability questions can be satisfactorily answered through proper configuration and testing. For example, in the case of a public Web application, LDAP authentication may be applied against several large, centralized directory servers as part of the access control for hundreds of thousands, or even millions, of users.

In rare cases, mega-directories may be employed to support millions of objects, for example, to support extremely large corporate or government organizations serving a large number of users. In this case, the level of concurrent transactions or rate of change in the database stresses both the processors and supporting disk subsystems of the host server. Mega-directories require careful deployment testing and configuration due to their unique scale and relative lack of example production configurations. 

Active Directory

Microsoft is committed to improving Windows scalability through emerging technologies.

64-bit architecture supported.  Windows Server 2003 x64 Editions operating systems fully support Active Directory. Sixty-four–bit computing allows the directory service to be loaded into in-memory cache to accelerate overall directory and system performance if general input/output (I/O) becomes a performance bottleneck. 

The Windows Server 2003 x64 Editions ensure that even large-scale directory-enabled implementations including mega-directories meet increased computational demands reliably. Large-scale implementations require a server architecture that can store and process large amounts of data in memory, without bottlenecks.

Windows Server 2003 x64 Editions:

· Allow virtual memory to be addressed in a flat address space up to 16 terabytes—divided evenly between user mode and kernel mode—giving native 64-bit applications 8 terabytes of virtual address space. 

· Eliminate the 4-gigabyte (GB) memory barrier inherent with 32-bit systems, ending the need for software engineers to develop complex workarounds.

· Deliver significantly higher performance than their 32-bit predecessors and offer support for both 32– and 64–bit computing.

· Greatly increase the cache available to Active Directory, thereby enabling the upper boundary of a directory to be extended well past even the largest existing implementations. Sixty-four–bit computing allows Active Directory to completely cache directories two orders of magnitude larger than eDirectory or to hold entire directories in random access memory (RAM), greatly improving performance.

eDirectory

Currently, Novell does not provide support for 64-bit hardware, thereby limiting eDirectory to the 4 GB of RAM boundary, regardless of the memory available to the underlying operating system. 

32-bit architecture supported.  eDirectory is limited by its 32-bit architecture, which is a flat, 32-bit virtual address space that can be addressed to 4 GB regardless of the platform on which it is installed. eDirectory’s 32-bit architecture may not meet the demanding workloads of large-scale directory services.

Limitations for development.  Due to the eDirectory 32-bit architecture’s limitations, directory architects may be required to devise complex, time-consuming workarounds. For example, they may be forced to develop workarounds to maximize limited available RAM, while at the same time, avoid overwhelming the underlying disk subsystems. 

Memory and disk tuning required.  Memory and disk tuning are critical to achieving optimum performance from the hardware platform. If given adequate time, an appropriate testing lab, and an accurate workload characterization, the performance of the hardware in testing may eventually be optimized within the architectural limits of eDirectory.

Cache tuning parameters required.  When the available cache size is increased, the overall performance is improved. Novell uses a complex, interrelated array of cache tuning parameters to manipulate the performance of eDirectory at the margin of functionality. However, the limitations of Novell’s 32-bit architecture may not provide the capability needed to adequately support large-scale databases.

For more information, see “Improving eDirectory Performance on Linux, Solaris, and AIX Systems” at
http://www.novell.com/documentation/edir87/index.html?page=/documentation/edir87/edir87/data/a79mj5f.html
Scaling Out

Scaling out requires the directory architect to implement a highly distributed directory with hundreds and, in rare cases, thousands of locations. 

Scaling out a highly distributed enterprise operating system directory requires the directory database to be segmented and efficiently replicated, such that relevant subsets of the directory are placed close to the users and sites needing access.

A highly distributed NOS directory service implementation is not usually large in terms of the total numbers of users. However, its wide geographic distribution and segmentation requires an efficient and controllable replication mechanism.

In large, highly distributed directories, the definition of large is an order of magnitude lower than with a large-scale directory-enabled implementation, that is, thousands of objects, rather than millions. 

The growth of an organization should not outstrip the directory services’ ability to meet operational requirements. There are many examples of directory service implementations that are large in terms of both scalability vectors. 

Active Directory

Active Directory employs a proven domain structure and a superior management interface.

Highly distributed directory supported.  Active Directory allows for the development of a highly distributed directory with a reliable and predictable administrative effort, although defining the Active Directory architecture may require a significant planning effort. The Active Directory architecture has a better, more flexible set of replication controls available through a simple, consistent, and integrated interface.

eDirectory

Complex partitioning and replica replacement supported.  eDirectory’s classic strength is that it supports the development of a complex partitioning and replica replacement strategy—according to Novell—if expert design resources are available. However, the segmentation of the database is only half the story. Those segments must also replicate between the sites. This is where Novell’s inadequate support of their management interfaces subverts an otherwise acceptable architecture.

Comparison 

The underlying database structures of both Active Directory and eDirectory support enormous database sizes theoretically. In real-world scenarios, the ability to replicate these databases (in a scaling-out scenario) is constrained by the available WAN bandwidth. The ability to support massive directories is a function of the underlying hardware. Novell’s decision to maintain the standard 32-bit hardware technology limits their ability to support the largest implementations. 

Summary

In general, there are a number of similarities between Microsoft’s Active Directory and Novell’s eDirectory due to their common underlying X.500-based structure. However, there are also a number of significant differentiating factors between these two directory services, in which Active Directory enjoys some distinct advantages over eDirectory. 

This comparative analysis of the suitability of a directory service has been focused on the following critical factors: compatibility, supportability, manageability, security, reliability, and scalability. Each of these factors and their relationship to Active Directory and eDirectory is summarized as follows:

Compatibility.  Both Microsoft and Novell fully support the current LDAP v3 standard. Both Active Directory and eDirectory also provide directory-specific extensions and programming tools, with Microsoft providing a clear distinction in their rich, tightly integrated developer tool set. 

Supportability.  The clear market preference for Active Directory over eDirectory results in the overwhelming number of trained, experienced, and certified professionals supporting Active Directory over the long term. In addition, Microsoft client operating systems provide for full support Group Policy–based management. 
In contrast, Novell does not offer native support for eDirectory in any client operating system. Using eDirectory requires add-ons that impose an unnecessary deployment, management, support, and reliability burden on the IT staff, and significant additional costs.

Manageability.  Microsoft’s extensible MMC interface provides a consistent, efficient management interface for all Active Directory, operating system, and application administrative tasks. Novell’s confused mix of Web, multiple Java-based ConsoleOne versions, legacy compiled executables, and unique Java utilities leaves the administrator continually searching for the correct interface for the required task—assuming the tools exist on the current system. eDirectory is also prone to database errors. 

Security.  The common X.500-based hierarchical OU structure with inherited or propagated ACLs on each object is close to functionally identical from a practical perspective. The method of assigning permissions for either administrative or user access differs in that Microsoft pre-calculates the permissions on each object and Novell calculates them on-the-fly.

Reliability.  The Active Directory and eDirectory capabilities are very similar in the areas of clustering, schema extensions, and multi-master capability. However, the lack of replication control in many WAN environments leaves eDirectory at a significant disadvantage in larger implementations. Novell’s backup and restore process effectively reduces Novell’s restore options to an “all or nothing” restore. 

Microsoft provides in-the-box capability for convenient and quick full or partial restoration of Active Directory in the event of administrative error or hardware failure. Microsoft also provides several rapid deployment tools that will speed the deployment of an operating system image.

Scalability.  The underlying database structures of both Active Directory and eDirectory support enormous database sizes theoretically. In real-world scenarios, the ability to replicate the database (in a scaling out scenario) is constrained by the available WAN bandwidth. Novell’s decision to support only 32-bit hardware for the immediate future limits their ability to support the largest implementations.
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http://www.terena.nl/tech/archive/tf-lsd/lsd-info.html
“RFC 2926 - Conversion of LDAP Schemas to and from SLP Templates” at
http://www.faqs.org/rfcs/rfc2926.html
“Lightweight Directory Access Protocol (v3): Technical Specification” at
http://www.rfc-editor.org/rfc/rfc3377.txt
For the latest information about Windows Server 2003, see the Windows Server 2003 Web site at http://www.microsoft.com/windowsserver2003
� “Active Directory LDAP Compliance”, Microsoft Corporation, October, 2003.


� “The Directory Market Has Disappeared”, Gartner Research, November, 2004.





