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DirectAccess is a new feature in the Windows® 7 and Windows Server® 2008 R2 operating systems that gives users the experience of being seamlessly connected to their corporate network any time they have Internet access. With DirectAccess enabled, requests for corporate resources (such as e-mail servers, shared folders, or intranet Web sites) are securely directed to the corporate network, without requiring users to connect to a virtual private network (VPN). DirectAccess provides increased productivity for a mobile workforce by offering the same connectivity experience both in and outside of the office. 

IT professionals also benefit from DirectAccess in many ways:

· Improved Manageability of Remote Users. Without DirectAccess, IT professionals can only manage mobile computers when users connect to a VPN or physically enter the office. With DirectAccess, IT professionals can manage mobile computers by updating Group Policy settings and distributing software updates any time the mobile computer has Internet connectivity, even if the user is not logged on. This flexibility allows IT professionals to manage remote computers on a regular basis and ensures that mobile users stay up-to-date with security and system health policies.   

· Secure and Flexible Network Infrastructure. Taking advantage of technologies such as Internet Protocol version 6 (IPv6) and Internet Protocol security (IPsec), DirectAccess provides secure and flexible network infrastructure for enterprises. Below is a list of DirectAccess security and performance capabilities:

· Authentication. DirectAccess authenticates the computer, enabling the computer to connect to the intranet before the user logs on. DirectAccess can also authenticate the user and supports two-factor authentication using smart cards.

· Encryption. DirectAccess uses IPsec to provide encryption for communications across the Internet.

· Access Control. IT professionals can configure which intranet resources different users can access using DirectAccess, granting DirectAccess users unlimited access to the intranet or only allowing them to use specific applications and access specific servers or subnets.
· IT Simplification and Cost Reduction. DirectAccess separates intranet from Internet traffic, which reduces unnecessary traffic on the corporate network by sending only traffic destined for the corporate network through the DirectAccess server. Optionally, IT can configure DirectAccess clients to send all traffic through the DirectAccess server.
The following diagram shows how these features work together:
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DirectAccess improves the productivity of mobile users by keeping them connected to corporate resources. Combined with other Windows 7 improvements, such as Federated Search, which searches intranet resources, and Folder Redirection, which synchronizes files across the network, users will be able to find and access corporate resources seamlessly, wherever they are. 
For more information about DirectAccess, see http://www.microsoft.com/directaccess.
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