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Introduction

This section of the Deploying Secure Wireless Networks Project Guide is for technical staff. This document assumes the reader is experienced with deploying Microsoft® Windows® 2000 networking solutions in medium-sized businesses and is already familiar with the basics of wireless networking.
Although 802.11 wireless LANs have experienced a rapid growth, a number of security concerns have been raised for wireless networks in general. For small wireless networks, MAC address monitoring is an effective security measure. Some access points can store several hundred MAC addresses that have permission to access the network. If a MAC address hasn't been added to the access point, it is rejected, and the user cannot connect to the network. Unfortunately, MAC address management doesn't scale beyond a few access points and keeping up with MAC address tables on multiple access points is impractical.
A principle limitation for larger installations is the lack of a key management protocol, which makes it difficult to provide regularly updated security keys to a large number of stations. When manually configured shared keys are used, the keys tend to remain in place for long periods of time, enabling hackers more time to use various attacks to obtain the keys and decrypt the traffic.
In this document you will learn about the enhanced wireless support in Microsoft® Windows® operating systems and how to implement a secure wireless network. Specifically, you will learn how to deploy 802.11 wireless access with 802.1X authentication using:

· Wireless access points
· Microsoft® Windows® XP wireless client computers
· Windows 2000 Internet Authentication Service.
While this project can be implemented in any size of business, it is particularly well suited for medium to large businesses that have a large number of stations. If your goal is simply to implement a wireless network for a small number of users, refer to the Microsoft Wi-Fi site. This site provides a series of technical articles, Windows XP Expert Zone articles, and additional resources about Wi-Fi and associated technologies that are currently supported by Windows XP and Windows 2000.

Please provide your comments to Microsoft Partner Feedback to let us know how these Project Guides helped you or how we can improve them.
Technical Overview
Enhanced wireless support in Microsoft Windows operating systems began in Windows 2000 with the addition of media sense capabilities in the Windows 2000 TCP/IP protocol, making it easier to roam from access point to access point without concern for loss of connectivity and having to reconfigure wireless settings. The Windows 2000 Network Driver Interface Specification (NDIS) interface supports wireless network adapters and their drivers. Several drivers for wireless LAN cards ship in Windows 2000 and most wireless LAN devices provide drivers for Windows 2000, making it easy to set up and use wireless devices with the operating system. Most of the wireless devices supported in Windows 2000 implement security using a pre-shared key and the data is encrypted with Wired Equivalent Privacy (WEP). 

With Windows XP, the addition of IEEE 802.1X to the operating system along with other zero configuration and roaming enhancements makes the Wi-Fi (IEEE 802.11b) wireless experience even more secure and seamless.

With the addition of IEEE 802.1X to Windows XP and its use of Extensible Authentication Protocol-Transport Level Security (EAP-TLS), you can deploy an 802.1X authentication infrastructure using EAP-TLS for wireless access using:

· Wireless client computers running Windows XP Professional.

· Windows 2000 IAS servers for RADIUS authentication.

· Wireless access points (APs) that support IEEE 802.1X authentication.

This deployment requires the following additional components for Windows 2000:

· Windows 2000 Service Pack 2 (SP2). To download, see the SP2 Download and Information page.

· A patch for the Windows 2000 Internet Authentication Service (IAS), a RADIUS server included with Windows 2000 Server (See Microsoft Knowledge Base article Q304697).

· A patch for Active Directory® directory service to allow computer accounts to have dial-in properties (Microsoft Knowledge Base article Q306260).

· A patch for the SChannel certificate mapper so that it can recognize computer certificates (Microsoft Knowledge Base article Q304347).

Computer Authentication and User Authentication

To successfully authenticate with a wireless AP, you must have a computer certificate, a user certificate, or both installed. Computers running Windows XP can use EAP-TLS to authenticate the computer or the user logged on to the computer. 

To authenticate the computer, the computer running Windows XP submits a computer certificate stored in the local computer certificate store during EAP-TLS negotiations. The local computer certificate store is always available, whether or not a user has logged on to the computer and irregardless of which user has logged on to the computer. More importantly, the local computer certificate store is available during the computer's startup process.

To authenticate the user logged on to the computer, the computer running Windows XP submits an installed user certificate stored in the user's certificate store during EAP-TLS negotiations. The user's certificate store is only available after the user has successfully logged on to the computer using the proper credentials. Each individual user that logs on to the computer has a separate user certificate store. The user certificate is not available during the boot process.

Without an installed computer certificate, a Windows XP wireless client computer that starts up within range of a wireless AP associates with it but authentication fails. A user can log on to a computer that does not have wireless network connectivity using cached credentials. Once successfully logged on, the user's certificate store becomes available and the subsequent authentication with the wireless AP succeeds using the installed user certificate. 

Without an installed user certificate, all wireless access is based on the computer certificate. However, to provide the highest level of security, it is recommended to deploy both computer certificates and user certificates.

The computer and user authentication behavior for a Windows XP wireless client is the following:

· If there is an installed computer certificate, computer authentication is performed.

· If the computer authentication is successful, user authentication after a successful user logon is not performed for re-authentication with the same wireless AP.

· If the user logon was successful and you switch to a new wireless AP, user authentication is performed.

· If there is no installed computer certificate or the user logon is successful before computer authentication, user authentication is performed.

IEEE 802.1X and Active Directory Group Policy

Group Policy settings define the various components of the user's desktop environment that a system administrator needs to manage; for example, the programs that are available to users, the programs that appear on the user's desktop, and Start menu options. Group Policy settings you specify are contained in a Group Policy object, which is in turn associated with selected Microsoft® Active Directory® container objects—sites, domains, or organizational units. Group Policy includes settings for User Configuration, which affect users, and Computer Configuration, which affect computers. 

IEEE 802.1X and Computer Configuration Group Policy

Updates to Computer Configuration Group Policy occur when the computer starts, achieves network connectivity, and locates a domain controller. The computer attempts to download the latest Computer Configuration Group Policy based on the computer's membership in a domain container object.

If a Windows XP wireless client does not have a computer certificate installed, it cannot authenticate to a wireless AP to obtain wireless network connectivity. Therefore, the attempt to locate a domain controller and download the latest Computer Configuration Group Policy fails. This event is recorded in the event log. 

The solution to this problem is to install a computer certificate on the Windows XP wireless client so that wireless network connectivity is present during the location of the domain controller and the download of the Computer Configuration Group Policy. 

IEEE 802.1X and User Configuration Group Policy

Updates to User Configuration Group Policy occur when a user supplies correct credentials and logs on to the domain. If a computer certificate is not installed (and the computer has not authenticated itself against the wireless AP), the logon uses cached credentials. Once the user certificate in the user's certificate store becomes available, the Windows XP wireless client attempts to authenticate against the wireless AP. Depending on how long the wireless authentication takes, the download of the User Configuration Group Policy might also fail. This event is recorded in the event log. 

The solution to this problem is to install a computer certificate on the Windows XP wireless client. With an installed computer certificate, the Windows XP wireless client has wireless network connectivity during the entire logon process, and therefore should always be able to download the latest User Configuration Group Policy.

Project Overview
This section describes how IAS can be used to support authentication, authorization, and accounting for wireless connections to an organization. This is a typical configuration for an organization that uses: 

· Wireless client computers running Windows XP. Windows XP Professional has built-in support for Wi-Fi (IEEE 802.11b) wireless access and IEEE 802.1X authentication using the Extensible Authentication Protocol (EAP). 
· Two Windows 2000 IAS servers. At least two IAS servers (one primary and one secondary) are recommended to provide fault tolerance for RADIUS-based authentication. If only one RADIUS server is configured and it becomes unavailable, wireless access clients cannot connect. By using two IAS servers and configuring all wireless APs (RADIUS clients) for both the primary and secondary IAS servers, the RADIUS clients can detect when the primary RADIUS server is unavailable and automatically fail over to the secondary IAS server. The Windows 2000 IAS servers must have Service Pack 2 and the Q304697 patch installed.
· Active Directory domains. Active Directory domains contain the user accounts, computer accounts, and dial-in properties that each IAS server requires to authenticate credentials and evaluate both authorization and connection constraints. While not a requirement, to both optimize IAS authentication and authorization response times and minimize network traffic, IAS is installed on Active Directory domain controllers. The domain controllers must have Service Pack 2 and the Q306260 and Q304347 patches installed.

· A certificate infrastructure. The EAP-TLS authentication protocol is used with locally installed computer and user certificates to authenticate wireless clients. 
· Wireless remote access policy. A remote access policy is configured for wireless connections so that employees can access the organization intranet. 

· Multiple wireless APs. Multiple third-party wireless APs provide wireless access in different buildings of an enterprise. The wireless APs must support IEEE 802.1X.
The following figure shows a typical enterprise wireless configuration:
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For this configuration, complete the following steps as detailed in this Project Guide:

· Step 1: Configure the certificate infrastructure.

· Step 2: Configure Active Directory for accounts and groups. 

· Step 3: Configure the primary IAS server on a domain controller. 

· Step 4: Configure the secondary IAS server on another domain controller. 

· Step 5: Configure RADIUS accounting and authentication on wireless APs.

· Step 6: Install computer certificates on wireless client computers.

· Step 7: Install user certificates on wireless client computers.

Using a Third-Party CA

The deployment instructions in this document assume the use of the Windows 2000 Certificate Services as a certification authority (CA). You can use third-party CAs to issue certificates for wireless access as long as the certificates installed can be validated and have the appropriate properties.

For the certificates installed on the IAS servers, the following must be true:

· They must be installed in the Local Computer certificate store.

· They must have a corresponding private key.

· The cryptographic service provider for the certificates supports SChannel. If not, the IAS server cannot use the certificate and it is not selectable from the properties of the Smart Card or Other Certificate EAP type on the Authentication tab on the properties of a profile for a remote access policy.

· They must contain the Server Authentication certificate purpose (also known as an Enhanced Key Usage [EKU]). An EKU is identified using an object identifier (OID). The OID for Server Authentication is "1.3.6.1.5.5.7.3.1".

· They must contain the fully qualified domain name (FQDN) of the computer account of the IAS server computer in the Subject Alternative Name property. 

· The root CA certificates of the CAs that issued the wireless client computer and user certificates must be installed in the Trusted Root Certification Authorities certificate store. 

For the certificates installed on wireless client computers, the following must be true:

· They must have a corresponding private key.

· They must contain the Client Authentication EKU (OID "1.3.6.1.5.5.7.3.2")

· Computer certificates must be installed in the Local Computer certificate store.

· Computer certificates must contain the FQDN of the of the wireless client computer account in the Subject Alternative Name property.

· User certificates must be installed in the Current User certificate store.

· User certificates must contain the universal principal name (UPN) of the user account in the Subject Alternative Name property.

· The root CA certificates of the CAs that issued the IAS server computer certificates must be installed in the Trusted Root Certification Authorities store. 

Step 1: Configuring the Certificate Infrastructure

In order for a wireless client computer to be authenticated using EAP-TLS, you must install a computer certificate, also known as a machine certificate, on the wireless client computer and the IAS server computer.

A computer certificate installed on the wireless client computer is used to authenticate the wireless client computer so that the computer can obtain network connectivity to the enterprise intranet. After a network connection is made and the user logs in, a user certificate is used to authenticate wireless access.

A computer certificate is installed on the IAS server computer so that during EAP-TLS authentication, the IAS server has a certificate to send to the wireless client computer for mutual authentication, regardless whether the wireless client computer authenticates with a computer certificate or a user certificate. 

The computer certificate installed on the IAS server must be issued from a CA that can follow a certificate chain to a root CA that is trusted by the wireless clients. In other words, the certificate of the root CA for the CA that issued the computer certificate to the IAS computer must be present in the Trusted Root Certification Authorities folder in the wireless client's local computer store.

In addition, both the computer certificate and user certificate installed on the wireless client server must be issued from a CA that can follow a certificate chain to a root CA that is trusted by the IAS server. In other words, the certificate of the root CA for the CA that issued the computer or user certificate to the wireless client must be present in the Trusted Root Certification Authorities folder in the IAS server's computer store.

In a typical implementation, a single enterprise root CA is created with multiple levels of intermediate CAs. An intermediate CA at a level below the root CA is configured to issue both computer certificates and user certificates. When the computer certificate or user certificate is installed on the wireless client, the root CA certificate for the issuing CA is also installed. When the computer certificate is installed on the IAS server computer, the root CA certificate for the issuing CA is also installed. In this case, both the wireless client and the IAS server computer have the needed certificates to perform EAP-TLS authentication.

Installing a Certificate Infrastructure

To install a certificate infrastructure, also known as a public key infrastructure (PKI), using the Windows 2000 Certificate Services component, see the topic titled "Checklist: Deploying certification authorities and PKI for an intranet" in Windows 2000 Server Help. 

For additional information about PKI and the Windows 2000 Certificate Services including deployment instructions and best practices, see the Windows 2000 Security Services site.

This is only necessary if you do not already have a certificate infrastructure. 

Installing Computer Certificates

Once the certificate infrastructure is configured, you can install a computer certificate on the IAS server by configuring Group Policy for the automatic allocation of computer certificates to computers in an Active Directory container. For more information, see the topic titled "Configure automatic certificate allocation from an enterprise CA" in Windows 2000 Server Help. During the selection of the CA to issue certificates, select the appropriate intermediate CA, rather than the root CA.

Once the domain is configured for automatic allocation, a computer certificate is issued for each computer that is a member of the domain when computer Group Policy is refreshed. To force a refresh of computer Group Policy, restart the computer or type secedit /refreshpolicy machine_policy (for a computer running Windows 2000) or gpupdate /target:computer (for a computer running Windows XP) at a command prompt.

Step 2: Configuring Active Directory

To configure Active Directory user and computer accounts and groups for wireless access, do the following:

1. Install Windows 2000 Service Pack 2 on all domain controllers.

2. Install the Q306260 and Q304347 patches on all domain controllers.

3. Ensure that all users that are making wireless connections have a corresponding user account. 

4. Ensure that all computers that are making wireless connections have a corresponding computer account. 

5. If you are managing authorization by account or group for a mixed-mode domain, set the remote access permission on the user or computer account to either Grant access or Deny access. If you are managing authorization by group for a native-mode domain, set the remote access permission on the user account to Control access through Remote Access Policy. The remote access permission setting is on the Dial-in tab on the properties of an account in the Active Directory Users and Computers snap-in. 

6. Organize your wireless access user and computer accounts into the appropriate groups in order to take advantage of group-based remote access policies. For a native-mode domain, you can use a universal group that contains global groups as its members. For example, create a universal group named WirelessUsers that contains global groups of wireless user and computer accounts for intranet access.

Step 3: Configuring the Primary IAS Server

To configure the primary IAS server on a domain controller, do the following on the domain controller:

1. Force a refresh of computer Group Policy by typing secedit /refreshpolicy machine_policy from a command prompt.

2. Install IAS as an optional networking component. For more information, see the topic titled "Install IAS" in Windows 2000 Server Help. 

3. Reinstall Windows 2000 Service Pack 2, and then install the Q304697 patch.

4. If the IAS server authenticates wireless connection attempts for user accounts in other domains, verify that the other domains have a two-way trust with the domain in which the IAS server computer is a member. Next, configure the IAS server computer to read the properties of user accounts in other domains. For more information, see the topic titled "Enable the IAS server to read user objects in Active Directory" in Windows 2000 Server Help. 

5. If the IAS server authenticates connection attempts for user accounts in other domains, and those domains do not have a two-way trust with the domain in which the IAS server computer is a member, you must configure a RADIUS proxy between the two untrusted domains. If the IAS server authenticates connection attempts for user accounts in other Active Directory forests, you must configure a RADIUS proxy between the forests.

6. Enable file logging for accounting and authentication events. For more information, see the topic titled "Configure log file properties" in Windows 2000 Server Help. 

7. If needed, configure additional UDP ports for authentication and accounting messages that are sent by RADIUS clients (the wireless APs). For more information, see the topic titled "Configure IAS port information" in Windows 2000 Server Help. By default, IAS uses UDP ports 1812 and 1645 for authentication messages and UDP ports 1813 and 1646 for accounting messages. 

8. Add the wireless APs as RADIUS clients of the IAS server. For more information, see the topic titled "Add RADIUS clients" in Windows 2000 Server Help. Verify that you are configuring the correct name or IP address and shared secret for each wireless AP. 

9. Create a new remote access policy for wireless intranet access with the following settings: 

· Policy name: Wireless access to intranet

· Conditions: NAS-Port-Type=Wireless-Other or Wireless-IEEE 802.11, Windows-Groups=WirelessUsers

· Permissions: Select Grant remote access permission. 

· User profile, Authentication tab: Select Extensible Authentication Protocol and the Smart Card or other Certificate EAP type. Clear all other check boxes. If you have multiple computer certificates installed on the IAS server, click Configure, and then select the appropriate computer certificate. 

· User profile, Encryption tab: Clear all other check boxes except the Strongest check box. This forces all wireless connections to use 128-bit encryption. The settings on the Encryption tab might be supported by the wireless AP. If they are not, clear all the check boxes except No encryption.

10. Delete the default remote access policy named Allow access if dial-in permission is enabled. To delete a remote access policy, right-click the policy name in the Internet Authentication Service snap-in and click Delete.
Note:  The above instructions assume that IAS is being installed on a domain controller computer. If this is not the case, you must configure the IAS server computer to read the properties of user accounts in the domain in which it is a member. For more information, see the topic titled "Enable the IAS server to read user objects in Active Directory" in Windows 2000 Server Help.

Step 4: Configuring the secondary IAS server

To configure the recommended secondary IAS server on another domain controller, do the following on the other domain controller:

1. Force a refresh of computer Group Policy by typing secedit /refreshpolicy machine_policy from a command prompt.

2. Install IAS as an optional networking component. For more information, see the topic titled "Install IAS" in Windows 2000 Server Help. 

3. Reinstall Windows 2000 Service Pack 2, and then install the Q304697 patch.

4. If the secondary IAS server authenticates connection attempts for user accounts in other domains, verify that the other domains have a two-way trust with the domain in which the secondary IAS server computer is a member. Next, configure the secondary IAS server computer to read the properties of user accounts in other domains. For more information, see the topic titled "Enable the IAS server to read user objects in Active Directory" in Windows 2000 Server Help. 

5. If the secondary IAS server authenticates connection attempts for user accounts in other domains, and those domains do not have a two-way trust with the domain in which the secondary IAS server computer is a member, you must configure a RADIUS proxy between the two untrusted domains.  If the secondary IAS server authenticates connection attempts for user accounts in other Active Directory forests, you must configure a RADIUS proxy between the forests.

6. To copy the configuration of the primary IAS server to the secondary IAS server, type netsh aaaa show config > path\file.txt at a command prompt on the primary IAS server. This stores the configuration settings, including registry settings, in a text file. The path can be relative, absolute, or a network path. 

7. Copy the file created in step 7 to the secondary IAS server. At a command prompt on the secondary IAS server, type netsh exec path\file.txt. This imports all the settings configured on the primary IAS server to the secondary IAS server.
Note:  The above instructions assume that IAS is being installed on a domain controller computer. If this is not the case, you must configure the IAS server computer to read the properties of user accounts in the domain in which it is a member. For more information, see the topic titled "Enable the IAS server to read user objects in Active Directory" in Windows 2000 Server Help.

Step 5: Configuring RADIUS on Wireless APs

Configure the RADIUS client on your third-party wireless APs with the following settings:

1. For the primary IAS server: The IP address or name of the primary IAS server, the common shared secret, UDP ports for authentication and accounting, and failure detection settings.

2. For the secondary IAS server: The IP address or name of the secondary IAS server, the common shared secret, UDP ports for authentication and accounting, and failure detection settings.

For more information, see the documentation for the wireless AP. For information about Enterasys wireless APs, see http://www.enterasys.com/. For information about Cisco access points, see Cisco’s home page at http://www.cisco.com/. For information about Agere Systems access points, see Agere's ORiNOCO site at http://www.orinocowireless.com/.

If the wireless APs require vendor specific attributes (VSAs), you must add the VSAs to the remote access policies of the IAS servers. For more information, see the topic "Configure vendor-specific attributes for a remote access policy" in Windows 2000 Server Help. If you add VSAs to the remote access policy on the primary IAS server, perform steps 6 and 7 of the “Configuring the secondary IAS server on another domain controller” section to copy the primary IAS server configuration to the secondary IAS server.

Step 6: Installing Computer Certificates on Clients

For computer authentication with EAP-TLS, you must install a computer certificate on the wireless client computer. To install a computer certificate on a wireless client computer running Windows XP, connect to the organization intranet using an Ethernet port and do the following:

· If the domain is configured for automatic allocation, a computer certificate is issued for each computer that is a member of the domain when computer Group Policy is refreshed. To force a refresh of computer Group Policy, restart the computer or type gpupdate /target:computer at a command prompt.

This method can be employed by network administrators in the enterprise's information technology (IT) group to install the computer certificate before the computer, typically a laptop, is delivered to its user.

Step 7: Installing User Certificates on Clients

For user authentication with EAP-TLS, you must use a user certificate that is stored in the Current User certificate store. To obtain a user certificate, the computer user must request a user certificate from a Windows 2000 CA on your intranet.

To install a user certificate on a wireless client computer, you can use an Ethernet port. When the user connects to the intranet, they obtain a user certificate by submitting a user certificate request using Certificate Manager or via the Web. For more information about requesting a user certificate, see the topics titled "Request a certificate" and “Submit a user certificate request via the Web” in Windows 2000 Server Help.

Another method of installing a user certificate is to export the user certificate onto a floppy disk and import it from the floppy disk onto the wireless client computer. For a floppy disk-based enrollment, perform the following:

1. Obtain a user certificate for the wireless client's user account. 

2. Export the user certificate for the dial-in account to a .cer file. For more information, see the topic titled "Export a certificate" in Windows 2000 Server Help. Within the Certificate Manager Export wizard, select the option that does not export the private key. 

3. Map the newly exported user certificate (the .cer file) to the wireless client's user account. For more information, see the topic titled "Map a certificate to a user account" in Windows 2000 Server Help. 

4. Export the user certificate of the wireless client's user account to a .pfx file. For more information, see the topic titled "Export a certificate" in Windows 2000 Server Help. Within the Certificate Manager Export wizard, export the private key and select Delete the private key if the import is successful. Save this file to a floppy disk and deliver it to the user of the wireless client computer.

5. On the wireless client computer, import the user certificate. For more information, see the topic titled "Import a certificate" in Windows 2000 Server Help.

To configure authentication using user certificates on the wireless client:

1. Obtain properties of the wireless connection in the Network Connections folder. Click the Authentication tab, and then select Enable network access control using IEEE 802.1X and the Smart Card or other Certificate EAP type. This is enabled by default.

2. Click Properties. In the properties of the Smart Card or other certificate EAP type, select Use a certificate on this computer. If you want to validate the computer certificate of the IAS server, select Validate server certificate (enabled by default). If you want to ensure that the server’s DNS name ends in a specific string, select Connect only if server name ends with and type the string. For typical deployments where more than one IAS server is used, type the part of the DNS name that is common to all of the IAS servers. For example, if you have two IAS servers named DC1.example.microsoft.com and DC2.example.microsoft.com, then type the string "example.microsoft.com".

When the user's computer authenticates a wireless connection after the user has logged on, the user certificate is sent during the wireless connection authentication process.

Resources

In addition to the comprehensive resources outlined in the General Project Guide, the following resources will help you to effectively deploy secure wireless networks:
· Microsoft Wi-Fi site
This site contains links to a series of technical articles, Windows XP Expert Zone articles, and additional resources about Wi-Fi and associated technologies that are currently supported by Windows XP and Windows 2000.
· Internet Authentication Service site
This site contains links to a series of white papers on IAS, links to additional resources describing IAS, and links to Microsoft sites for related technologies.
· Windows 2000 Security Services site
Learn more about Windows 2000 Security Services, including security management using the Microsoft Security Configuration Tool Set, support for IP Security, the Encrypting File System, Public Key Infrastructure, smart cards, and Kerberos.
· Windows 2000 Service Pack 2 (SP2)
Required Service Pack for Windows 2000.
· Q304697
Required patch for the Windows 2000 Internet Authentication Service (IAS).
· Q306260
Required patch for Active Directory to allow computer accounts to have dial-in properties.
· Q304347
Required patch for SChannel certificate mapper.
· Windows 2000 Server Documentation
Full help and documentation files for Windows 2000 Server.
· Windows XP site
This site contains links to technical product information for Windows XP.
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