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Introduction
When hosting high traffic or high profile sites, it is essential to maintain server uptime. However, it is sometimes not possible to keep a server running round-the-clock. The server may go down due to hardware or software failure. You may need to take down your server for a hardware or software upgrade. To maintain site uptime, you can use a failover scenario, in which a failover server takes the load of a site when the primary server is unavailable.

This failover scenario is an alternative to using network load balancing. Failover can provide a simpler solution if you do not store Web site content on a UNC share or do not need the additional performance that load balancing provides. This scenario allows a site to continue to provide content when the primary server will be down for longer than 5-10 minutes. To do this, the IIS configuration and Web site content on the failover server must be kept synchronized with the primary server.

How the scenario works:

A script running on a monitoring server determines when the primary server becomes unavailable. After verifying that the primary server is no longer responding, the monitoring server issues a command to the Web sites’ DNS servers to change the ‘A’ records for monitored sites. This changes the primary IP address for the monitored sites to the IP address of the failover server. The monitored sites’ DNS zones have a maximum time to live (TTL) of 5-10 minutes. This means that all Internet DNS servers that cache zone information for a site must update the cache every 5-10 minutes. When the monitoring server detects that the primary server is available again, it issues commands to the DNS server to change the primary IP address for the monitored sites back to that of the primary server.

IIS is kept synchronized between the primary and failover servers with the use of a script. This script queries a text file to retrieve a list of sites that have failover services and copies the IIS configuration from the primary server to the failover server.

Requirements

Note that this scenario relies on Microsoft® Windows® Server 2003 and Internet Information Server (IIS) 6.0The following hardware is required to effectively implement the failover scenario. 

· Primary IIS 6.0 server – Hosts Web pages.
· Failover IIS 6.0 server – Provides pages when primary server fails.
· Monitoring server (running Microsoft Windows 2000 Server or Windows Server 2003) – Monitors the status of the primary and failover server. It executes scripts when there is a status change.

· DNS Server (running Microsoft Windows 2000 Server or Windows Server 2003) – Hosts the DNS zones for the sites hosted on the primary server.

The following software and scripts are required to effectively implement the failover scenario.

· All Web servers must be running IIS 6.0 (included with Windows Server 2003)

· Dnscmd.exe – included in the Windows 2000 Server resource kit, available at www.microsoft.com/windows2000/techinfo/reskit/en-us/ – Changes the DNS settings for the failover sites on the primary DNS server. 

· Gethttp.exe – included with this document – Enables command line–based testing of the status of a HTTP server.
· Msvcr70.dll – Included with this document – Microsoft Visual C Runtime file.
· Xcacls.exe – included in the Windows Server resource kit – Used to modify file and folder access control lists (ACLs) via the command line. 

· Failover-monitorsite.vbs – included with this document – Monitors the Web services of the primary and failover IIS servers. It is run on the monitoring server.

· Failover-sitebackup.vbs – included with this document – Backs up the IIS 6.0 server configuration on the primary server. This configuration is then copied to the failover server. It is run on the primary server.

· Sitelist.txt – text file, created in following how-to procedures – Lists the sites that have failover services. 

· Failover-siterestore.vbs – included with this document – Copies the IIS 6.0 server configuration from the primary server to the failover server. It is run on the failover server.

· Failover-copycontent.vbs – included with this document – Copies the content for the Web sites from the primary server to the failover server. It is run on the failover server.

This scenario uses non-domain accounts, configured in the following manner. You can set up these accounts in a domain, but doing so is beyond the scope of this document.

· Failover – This account is used to copy IIS configuration data from the primary server and to the failover server. It is also used to copy site content from the primary server to the failover server. This account must exist on both the primary server and the failover server. The password on this account must be the same on both servers.

This account is a member of the Administrators group.
· Administrator – This account is primary administrator for both servers. It is a member of the Administrators group on both the primary and failover servers.

· Siteuser1 – The primary account for the first Web site to manage. It has full control ACLs on the content for its Web site. For the purpose of this document, this site uses the failover scenario.
· Siteuser2 – The primary account for the second site to manage. It has full control ACLs on the content for its Web site. For the purpose of this document, this site uses the failover scenario.
· Siteuser3 – The primary account for the third site to manage. It has full control ACLs on the content for its Web site. For the purpose of this document, this site does not use the failover scenario.
Limitations

There are a few known limitations to this scenario.
· Content cannot be updated when the failover server is servicing requests. This ensures that content remains synchronized with the primary server during an outage and the following primary server restoration.

· Due to the low TTL on the DNS zones, there is increased network traffic to service DNS cache updates.

· Due to relying on DNS to provide the failover service, there might be a slight delay for Internet-wide domain cache updates.

· This scenario is only supported for IPv4. IPv6 configuration is beyond the scope of this document.

· All sites must be hosted on the same primary DNS server. You can modify the scenario scripts to support multiple primary DNS servers, but that is beyond the scope of this document.

· Once a site has its IIS configuration imported to the failover server, the configuration exists on that server until it is deleted. This means if a site is listed for failover and then removed from the failover list, the site’s configuration still exists on the failover server. You must manually delete the configuration from the failover server’s IIS configuration.

· This scenario does not support sites that have FrontPage® Server Extensions enabled.

Additional Information

This document does not describe advanced configuration of IIS. The failover scenario is built on a default installation of IIS 6.0. This document has limited explanation of these configuration steps. You should have an average understanding of Windows Server 2003 and a basic knowledge of Microsoft Visual Basic® Scripting Edition (VBScript).
The scripts included with this document are intended to be used with a single primary server and a single failover server. You can modify them to support multiple primary servers and a single failover server, but that is beyond the scope of this document. 

The following terms are used in this document.
· Primary server – The server that runs as a Web site’s primary IIS server. This server provides content for a Web site during normal operation.

· Failover server – The server that runs as a Web site’s failover IIS server. This server takes the load for providing the Web site content when the primary server is offline.

· Failover site – A Web site that has its primary server monitored for availability. 

· Sitelist – The list of sites that use this failover scenario.

Failover Scenario

The following sections provide detailed steps on implementing the failover scenario.
Configure the Primary IIS Server

The first step is to install and configure IIS 6.0 on a server running Windows Server 2003.
1. On the Start menu, click Settings and Control Panel. Double-click Add or Remove Programs.
2. Click Add/Remove Windows Components.
3. Select Application Server and click Details.
4. Select Internet Information Services (IIS) and click Details.
5. Scroll through the subcomponents list and select World Wide Web Service. Click OK. 

6. Confirm that Internet Information Services is selected and click OK.
7. Click Next to install IIS Services. (This might require a Windows installation CD.)

After installing IIS 6.0, you must create the following directories.
c:\inetpub\hostedsites\site1

c:\inetpub\hostedsites\site2

c:\inetpub\hostedsites\site3

Set security for these directories so that each user has full control of the corresponding directory. The IIS anonymous user must have read access to the directories. 

Configure Web Sites
8. On the Start menu, click Run and type %windir%\system32\inetsrv\iis.msc to start the Internet Information Services Manager.
9. Right-click Web Sites. Select New and click Web Site.
10. Click Next to start the wizard.
11. In the Description field, type Site 1 and click Next.
12. In the Host Header field, type site1.com and click Next.
13. In Home Directory Path field, type c:\inetpub\hostedsites\site1 and click Next.
14. Leave the default settings for Permissions and click Next.
15. Click Finish to create the Web site.
Repeat these steps to configure Site 2 and Site 3. Change the Description, Host Header, and Home Directory Path fields as appropriate.

Create Content for the Primary IIS Server

The example in this document creates limited content for each site; in practice the scenario allows the site content to be expanded as needed.

Each site has one file that holds text for the specific site name. 

16. Using a command prompt, run the following commands to create each file.

Echo “This is site1” > c:\inetpub\hostedsites\site1\default.htm

Echo “This is site2” > c:\inetpub\hostedsites\site2\default.htm 

Echo “This is site3” > c:\inetpub\hostedsites\site3\default.htm 

17. Confirm that there is a default.htm file in each site’s root directory. 

18. Set NTFS permissions for each site. Each site should have a corresponding user account with write permission to the site’s root. This user is also the owner of the content. For example, site1user owns the content in c:\inetpub\hostedsites\site1. For administrative tasks, give the Administrators group full control of the files.

Sample NTFS Permissions:

· Site1user:

Modify, Read and execute, List folder contents, Read, Write
· IUSR_primary:
Read, deny Write
· Administrators:
Full

Configure the Script on the Primary Server

Now you must configure the Failover-sitebackup.vbs script that runs on the primary server. This script backs up the IIS configuration for a given site. You must add the sites that use the failover scenario to the Sitelist.txt file. Sitelist.txt should have one site name per line. The site names are those listed in the IIS description field.

19. Create the directory c:\failover. 

20. Copy Failover-sitebackup.vbs to this directory.

21. Check NTFS permissions on c:\failover to ensure that only Administrators and the failover user account have access.
22. Add a scheduled task to back up the IIS configuration every 12 hours, starting at 12:30 am. The following command creates a task named “failover-site-backup” that executes the script failover-sitebackup.vbs. You can modify the script to run as often as required. This command must be run on the primary server. At a command line, type the following command.
schtasks /Create /SC HOURLY /MO 12 /TN failover-sitebackup /TR “cscript c:\failover\failover-sitebackup.vbs” /ST 00:30:00 /RU failover /RP

23. Modify the following string in Failover-sitebackup.vbs

· strBackupfolder – This is the location where the exported configuration files are placed. The default share is \\failover\failover$. This location should be on the failover server.
You can also modify the following strings.
· strPassword – This password is used when IIS exports the configuration. It is required when restoring the configuration

· strLogfile – This is the file name for the file that holds logging information from this script.

· Strremotesitelist – This is the file name for the text file that is used by Failover-siterestore.vbs. Changing this file name is not recommended.
24. Create a new text file called Sitelist.txt in the same directory as Failover-sitebackup.vbs. Label this file Sitelist.txt. Add the following site names to the file.
Site1.com

Site2.com

Configure the Failover Server

Follow the steps in the section Configure the Primary IIS Server to install IIS 6.0 on the failover server.
The site content directories on the failover server are identical to those on the primary server, with the addition of the failover directory. This directory holds the IIS configuration data. Create the following directory on the failover server.
c:\failover

Share the directory as failover$ (net share failover$=c:\failover). Be sure that only Administrators and the failover user account have access to this share. Check that the NTFS permissions are the same. 

All other directories needed for the failover scenario are created by the scripts.

Configure the Scripts on the Failover Server

Now you must configure the Failover-siterestore.vbs and Failover-copycontent.vbs scripts that run on the failover server. Failover-siterestore.vbs restores the IIS configuration for a given site, and Failover-copycontent.vbs copies site content to the failover server. These scripts retrieve information from a text file that is created by the backup script. The Xcacls.exe file is required for Failover-copycontent.vbs to work properly. You should copy this executable to the same directory as the script.

25. Create the directory c:\failover. 

26. Copy Failover-siterestore.vbs and Failover-copycontent.vbs to this directory.

27. Copy Xcacls.exe into this directory. 

28. Check NTFS permissions on c:\failover to ensure that only Administrators and the failover user account have access.

29. Add a scheduled task to restore the IIS configuration every 12 hours, starting at 1:00 am. This is half-an-hour after the backup script runs. The following command creates the task “failover-site-restore” that executes the script Failover-siterestore.vbs. You can modify the script to run as often as required. This command must be run on the failover server. At a command line, type the following command.

schtasks /Create /SC HOURLY /MO 12 /TN Failover-site-restore /TR “cscript c:\failover\failover-siterestore.vbs” /ST 01:00:00 /RU failover /RP

30. Add a scheduled task to copy the site content to the failover server every four hours, starting at 4:00 am. This command adds the task “failover-copy-content” to Failover-copycontent.vbs. You can modify the script to run as often as required. This command must be run on the failover server. At a command line, type the following command.

schtasks /Create /SC HOURLY /MO 4 /TN failover-copy-content /TR “cscript c:\failover\failover-copycontent.vbs” /ST 03:00:00 /RU failover /RP
31. Modify the following string in Failover-siterestore.vbs.
· strRestorefolder – Location of the IIS configuration files and Sitelist.txt. The default is \\failover\failover$.
You can also modify the following strings.

· strPassword – Password used when IIS imports the configuration. It must be the same password used when the configuration was exported.

· strLogfile – File name for the file that holds logging information from this script.

32. Modify the following strings in Failover-copycontent.vbs.

· strRestorefolder – Location of the IIS configuration files and Sitelist.txt. The default is \\failover\failover$.

· strContentserver – The fully qualified domain name (FQDN) or IPv4 address for the server that holds the content for the sites. This script assumes it is the FQDN or IPv4 address of the primary server.

· strContentdestinationdrive – The drive letter that holds the content for the failover sites. By default this is the c:\ drive. 

Test the Script on the Primary Server

You can test the back up script by logging on to the primary server using the failover account. You must configure the failover server before you can do this testing. You can run Failover-sitebackup.vbs directly from the command line without arguments. The script should run without error. You must resolve any errors that occur before using the script in a production environment; common errors include “Cannot open Sitelist.txt”—which occurs if the file has not been created—and “Cannot open or create sitebackup.log”—which occurs if there are permission issues. The output logs are a great way to see if the script is doing what it should be doing. See sitecontentcopy.log for an example of the output log format.
When the script is finished, there should be an .xml file for each site. These files are located in the directory specified in the script (strBackupfolder variable). There should also be a text file that has a list of the sites, along with additional data. By default, this file is called Sitelist.txt; you can change this by modifying the back up script.

Any time the backup script is run, the text file located in the strBackupfolder directory is overwritten. The extension .old is added to existing .xml filenames. If backup files with the .old extension already exist, the script deletes these files.

Test the Script on the Failover Server

You can test Failover-siterestore.vbs and Failover-copycontent.vbs by logging on to the failover server using the failover user account and running the scripts directly from the command line without arguments. You must run Failover-sitebackup.vbs on the primary server before Failover-siterestore.vbs and Failover-copycontent.vbs will succeed. The scripts should run without error. Any errors that occur must be resolved before the scripts are used in a production environment. You can check the output logs to see if the scripts are doing what they should be doing. The scripts can also be modified to better fit the existing infrastructure.

When the Failover-siterestore.vbs is done running, the configuration for each site should be imported into the existing IIS configuration. You can verify this using the IIS Manager MMC Snap-in. 

When the Failover-copycontent.vbs is done running, the content for each site should be placed in directories in the drive specified. The directory structure depends on the structure of the directories on the server that the content is copied from. The script determines the directory structure on the primary server and creates the same directory structure under the specified drive letter on the failover server. For example, if the directory for site1.com is c:\web\hosting\site1\ on the primary server, the script creates the directory \web\hosting\site1 on the failover server. 

Configure the Script on the Monitoring Server

A single script, Failover-monitorsite.vbs, runs on a server to monitor the status of the failover sites. The executable files Dnscmd.exe and Gethttp.exe are required for this monitoring script to work properly.

33. On the monitoring server, create the directory c:\failover. 

34. Copy Failover-monitorsite.vbs, Dnscmd.exe, Gethttp.exe, and Msvcr70.dll to this directory.
35. Check NTFS permissions on c:\failover to ensure that only Administrators and the failover user account have access.

36. Add a scheduled task to check the status of the primary and failover servers every 10 minutes starting at 00:00 am. The following command creates the task “failover-monitor-site” that executes the script Failover-monitorsite.vbs. You can modify the script to run as often as required. This command must be run on the failover server. At a command line, type the following command.

schtasks /Create /TN Failover-monitor-site /TR “cscript c:\failover\Failover-monitorsite.vbs” /ST 00:00:00 /RU failover /RP /SC Minute /MO 10
37. Modify the following strings in Failover-siterestore.vbs.

· strPrimaryDNS – Enter the FQDN or IPv4 address of the primary DNS server for the failover sites

· strPrimaryIP – Enter the IPv4 address of the primary server

· strFailoverIP – Enter the IPv4 address of the failover server

· strSitelistlocation – Enter the path to Sitelist.txt located on the failover server (for example, \\failover\failover$\sitelist.txt)

Configure DNS zones for the Monitored Sites

The DNS zones in this scenario are standard non-Active Directory primary zones. Default settings are used for security on these zones. To create and configure DNS zones, see the DNS documentation. Make sure to note the FQDN or IP address for the primary DNS server for the failover sites.

For this scenario, create the following primary DNS zones.

Site1.com

Site2.com

Site3.com

For this scenario to work properly, the TTL on the zones must be low. Set the TTL on the zones to 5-10 minutes. You can adjust the TTL to better fit your network configuration. 

38. On the Start menu, click Run and type %windir%\system32\dnsmgmt.msc to open the DNS Management MMC Snap-in
39. Expand the primary DNS server icon.
40. Expand Forward Lookup zones.
41. Right-click the zone to modify and click Properties.
42. On the Start of Authority (SOA) tab, set the Refresh Interval to 5 minutes.
43. Set the Minimum (default) TTL to 5 minutes.
44. In the TTL for this record textbox enter the following information.
· 0 – Days

· 0 – Hours

· 5 – Minutes

· 0 –Seconds

45. Repeat these steps for each failover site.
The records for each site are in the following form, where xxx.xxx.xxx.xxx represents the IPv4 address of the primary server.
A
xxx.xxx.xxx.xxx
www
CNAME samplesite.com.

For example, the record for site1.com pointing to the primary server IPv4 address of 10.1.1.1 would be:
A
10.1.1.1

www
CNAME site1.com

After the failover script runs (with the primary server down), the record looks like this, with 10.1.1.2 as the failover server’s IPv4 address:
A
10.1.1.2

old
A
10.1.1.1
www
CNAME site1.com

Conclusion

Now that all the scripts are in place, the scenario should be functional. You should monitor the logs produced by these scripts to ensure that they are working correctly. You can also modify the scripts to work more closely with the existing infrastructure.
After working through these steps, you should have a script that runs every 12 hours, starting at 12:30 am, to back up the IIS server configuration for each failover-enabled site. Then, starting at 1:00 am and running every 12 hours, a script will copy the created backups to the failover server IIS configuration. 

Running every 4 hours, starting at 4:00 am, a script copies the content for each failover site from the primary server to the failover server. This script ensures the content on the failover server is no older than roughly 4 hours. 

Running every 10 minutes starting immediately, a script checks to make sure that each failover site is up and running. If a single site is not running correctly, a script executes commands to change the DNS entries for that site. The changes direct all traffic for that site to the failover server. 
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