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Introduction

Lack of technical specialization and limited IT budgets too often deprive mid-sized businesses of effective disaster preparation and recovery options. Acronis and Microsoft have joined together to provide a backup and recovery solution that addresses these challenges. Mid-sized organizations can use Acronis® True Image 9.1 Enterprise Server and Microsoft® Virtual Server 2005 R2 Service Pack 1 (SP1) together to provide an easy-to-use, cost-effective backup and recovery solution. Acronis True Image 9.1 Enterprise Server and Microsoft Virtual Server 2005 R2 SP1 allow companies to leverage the unique benefits of server virtualization in order to rapidly recover from disasters. 

Acronis True Image 9.1 Enterprise Server enables administrators to easily create server image archives across the entire network and store these images either on-site, or, for even better disaster protection, at an off-site location. In the event of unplanned downtime, administrators can use the Universal Restore add-on for Acronis® True Image 9.1 Enterprise Server along with Virtual Server 2005 R2 SP1 to restore these archived server images onto a waiting virtual machine in order to get server workloads back up and running as soon as possible. They may then restore the image from the virtual machine to a new physical machine (or to the rebuilt original server).

Acronis True Image 9.1 and Microsoft Virtual Server combine to offer a solution that provides protection from unplanned downtime to all of an organization’s servers, both virtual and physical, without a major investment in hardware or software and without the need for specialized skills. Customers can be confident that the data, settings, and applications on all of their physical and virtual machines are backed up and can be rapidly and easily recovered.
Intended Audience

This deployment cookbook is written for you, the IT generalist at a mid-market organization. The goal of this cookbook is to provide all of the steps and guidance necessary for you to successfully install and configure the Acronis and Microsoft joint backup and recovery solution. We will guide you through installing Microsoft Virtual Server 2005 R2 SP1 and creating a virtual machine (to serve as a standby for recovery), installing Acronis True Image 9.1 Enterprise Server, and restoring the contents of a server representing your production workload to the waiting virtual machine. We will then guide you through restoring the image on the virtual machine onto a bare metal physical server.
Using This Cookbook

This cookbook serves two purposes. First, you can follow the step-by-step instructions in a test environment to get a basic understanding of the concepts, techniques, and applications used in this scenario. Second, you can refer back to this cookbook as a how-to guide to performing specific tasks in a production environment.

To cover the bases, this cookbook probably contains more information than you need. In addition to the table of contents at the beginning of this cookbook, each section also includes its own table of contents so that you can easily find the steps that you need most. If you already have a component installed or a step completed, move on to the next step or section.

Before You Begin

In this section, we cover the hardware and software prerequisites, as well as other information that will help you get the most out of this cookbook.

Necessary Hardware to Follow Along

In order to learn the basics of using Virtual Server and Acronis True Image 9.1 Enterprise Server, you will need the following hardware in your test environment when going through this cookbook:

One (1) physical domain controller

The first server, DC_SRV, will host Virtual Server and Acronis True Image 9.1 Enterprise Server, and it must have one of the following operating systems installed on it:

· Windows Server® 2003 Standard Edition (or x64 Edition) or Enterprise Edition (or x64 Edition) R2 SP1 

To best ensure the responsiveness of the environment and to shorten the wait time for installations to complete, the server should have these recommended characteristics:

· 2 gigabytes (GB) RAM

· 2 GHz CPU

· 10 GB free hard drive space

· 1 NIC

One (1) physical computer to image and back up

The second computer, DevServ3, represents your production workload. You can use almost any computer in this role. 

One (1) physical bare metal computer for recovery

The third computer, Bare Metal, represents your new or rebuilt hardware. You will restore the image from the virtual machine onto this computer.

For specific system requirements and recommendation information, consult the Virtual Server 2005 R2 SP1 and Acronis True Image 9.1 Enterprise Server sections later in this cookbook. 

Necessary Software to Follow Along

To follow along in this scenario, you will need Microsoft Virtual Server R2 SP1, Acronis True Image 9.1 Enterprise Server, and Acronis® Universal Restore.

Test Topology

This joint backup and recovery solution enables your organization to easily image and back up servers, to use newer and less costly iSCSI storage area networks (SANs) or existing storage for storing the archived servers, and to leverage the flexibility and portability of virtualization for recovery of the archived servers. Figure 1 shows the joint backup and recovery solution topology.
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Figure 1 Acronis and Microsoft joint backup and recovery solution
In the course of going through this cookbook, you will install Microsoft Virtual Server R2 SP1 and Acronis True Image 9.1 on the physical server DC_SRV. Physical server DevServ3 will represent your production workload, and you will image it with Acronis True Image 9.1 Enterprise Server. This image can then be used as backup; in a production environment, you can add images of the incremental changes on a regular basis to keep it current. You will create a virtual machine, DevServ1, and use the Acronis Universal Restore add-on to restore the image of server DevServ3 to it. You will then use Acronis Universal Restore to restore the image from the virtual machine onto Bare Metal, a physical server that represents your new or rebuilt hardware and has no operating system installed on it. Figure 2 shows the test topology, and Table 1 describes the physical machines used in the test environment for this cookbook.
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Figure 2 Topology of test scenario

	
	DC_SRV
	DevServ3
	DevServ1
	Bare Metal

	Operating system
	Windows Server 2003 R2
Standard Edition SP2
	Windows Server 2003
	Windows Server 2003
	None

	Memory
	2 GB
	512 MB
	
	2 GB

	IP addressing information
	10.0.0.1
	10.0.0.2
	
	None

	Installed
services
	DNS, DHCP, Active Directory® 


	None


	None
	None

	Physical or virtual
	Physical
	Physical 
	Virtual
	Physical

	Host server
	
	
	DC_SRV
	None

	Domain name
	contoso.com
	contoso.com
	Contoso.com
	None


Table 1 Computer configurations for the cookbook test environment

Production Network Topology

This joint Acronis and Microsoft Virtual Server solution enables your organization to image and back up servers easily with Acronis True Image 9.1 Enterprise Server, and then restore them quickly to virtual machines running on a standby Virtual Server host. 

In your production environment, you can use Acronis True Image 9.1 with Microsoft Virtual Server to create a backup virtual machine that can be used when your physical machine is disabled. While waiting for the new hardware, you can use the virtual machine as a stop gap measure, so that you minimize business discontinuity. After you obtain new hardware (which may take hours or days), you can restore the image from the virtual machine to the new production machine. In this way, you can restore the most up-to-date data to the new physical machine.

In your production environment, you have a number of choices for storing your image archives. You can store your captured images on any attached storage that you already have available; this is the easiest and most economical solution. If your budget allows, a better and more robust option is to store your images on low-cost iSCSI hardware. For even more disaster protection, you can store the images on iSCSI SAN at a remote site.

iSCSI is a network protocol standard that lets SCSI commands be sent over TCP/IP networks; it is affordable and easy to deploy and use, and it makes enterprise-class robustness possible for SMBs. In addition, the advancement of tools such as SAN-to-SAN replication brings off-site data replication within the skill set of most mid-sized organizations.
Off-site disaster recovery has typically been outside of the budgetary limits of mid-sized businesses. The costs of adequate centralized storage, duplicate physical hardware, and adequate bandwidth have prohibited many such businesses from employing this robust scenario. The combination of server imaging, low-cost storage, and virtualization means that much of the cost previously associated with off-site disaster recovery has been reduced, bringing robust disaster recovery within reach. The ability to restore an archived server onto a standby virtual server means that duplicate physical hardware is no longer required at the remote recovery site. This enables companies to purchase new hardware “just in time” and allows them to benefit from the latest hardware advancements. 
Virtual Server 2005 R2 SP1

With Virtual Server, you can create a virtual machine to serve as a standby server for recovery in the case of unplanned downtime. Virtual Server also provides for the isolation of each server workload and for consolidation of workloads onto fewer physical machines. In this section, we will outline the requirements and considerations for this powerful technology.

Virtual Server 2005 R2 Glossary
Here are some of the basic terms concerning virtual machines in general, and Virtual Server in particular, that you will encounter in this cookbook:

guest operating system 

The operating system running on a virtual machine.

host computer 

The physical computer running the Virtual Server service.

Internet Information Services (IIS)  

A powerful Web server that provides a highly reliable, manageable, and scalable Web application infrastructure for all versions of Windows Server 2003. IIS helps organizations increase Web site and application availability while lowering system administration costs.

virtual hard disk 

For Virtual Server and Virtual PC, a file, referred to as a .vhd file, which provides storage for a virtual machine. The .vhd file can reside on any storage topology that the host operating system can access, including external devices, storage area networks, and network-attached storage.

virtual machine 

Essentially a computer within a computer, implemented in software. A virtual machine emulates a complete hardware system, from processor to network card, in a self-contained, isolated software environment, enabling the simultaneous operation of otherwise incompatible operating systems. Each operating system runs in its own isolated software partition.

Virtual Machine Additions (VM Additions) 

Software drivers that maximize performance and provide a better user interface (UI) experience within a virtual machine. Virtual Machine Additions are available for the following guest operating systems:

· Windows Server 2003 R2 (all versions)

· Windows Server 2003 (all versions)

· Windows® XP (all versions)

· Microsoft® Windows® 2000 Server

· Microsoft® Windows® 2000 Professional

· Microsoft® Windows® Millennium Edition (ME)

· Microsoft® Windows NT® Server 4.0 with Service Pack 6a (SP6a)

· Microsoft® Windows® 98

· Microsoft® Windows® 95
Virtual Machine Remote Control (VMRC) 

A feature of Virtual Server that enables a running virtual machine to be managed remotely.

Virtual Server 2005 R2 System Requirements
The server hosting your virtual machines should conform to the following requirements and recommendations:

	Minimum CPU speed
	550 MHz

	Recommended CPU speed
	1.0 GHz or higher

	Processor information
	· Intel Celeron, Pentium III, Pentium 4, Xeon
· AMD Opteron, Athlon, Athlon 64, Athlon X2, Sempron, Duron Core Duo, Duron Core 2 Duo processor

	Supported host operating systems
	· Windows Server 2003 Standard Edition, Enterprise Edition, Datacenter Edition, or later versions
· Windows Server 2003 Standard x64 Edition, Enterprise x64 Edition, Datacenter x64 Edition, or later versions 

	Minimum RAM
	256 MB (additional memory needed for each guest operating system)

	Required available hard-disk space
	2 GB (additional disk space needed for each guest operating system)


Table 2 Virtual Server R2 system requirements

Note: Virtual Server 2005 R2 SP1 is also supported on Windows® Small Business Server 2003 R2 Standard Edition or Premium Edition and Windows® XP Professional SP2 or later. 

Licensing Considerations

The license for Windows Server 2003 Enterprise Edition, Windows Server 2003 Enterprise x64 Edition, or later versions on the server hosting your virtual machines enables you to run up to four instances of Windows Server 2003 Standard Edition, Enterprise Edition, or later versions as the operating systems for those virtual machines, at no extra cost.

The license for Windows Server® 2003 Datacenter Edition, Windows Server® 2003 Datacenter x64 Edition, or later versions on the server hosting your virtual machines enables you to run an unlimited number of instances of Windows Server 2003 Standard Edition, Enterprise Edition, Datacenter Edition, or later versions as the operating systems for those virtual machines, at no extra cost.

Acronis True Image 9.1 Enterprise Server

Acronis True Image 9.1 allows you to create an exact server disk image, including the operating system, applications, and configurations and back up mission-critical databases. After a system crash, Acronis True Image allows you to perform a full system restore, a bare metal restore or just a restore of individual files and folders in minutes. Complete system restoration can be performed to an existing system, a new system with different hardware, or a virtual machine.

Acronis True Image 9.1 Enterprise Server Glossary
Here are some of the basic terms concerning Acronis True Image 9.1 Enterprise Server that you will encounter in this cookbook:

Direct-Attached Storage (DAS) 

A digital storage system that is directly attached to a server or workstation without an intervening storage network. DAS systems enable storage capacity extensions for servers while keeping high data bandwidth and access rate.
differential backup 

A cumulative backup of all changes made since the last full backup. Only the full backup and the latest differential backup are needed in order to restore a system. 
Fibre Channel 

A gigabit-speed network technology used primarily for storage networking. 
Gigabit Ethernet 

A version of the Local Area Network (LAN) architecture, and is the most widely implemented physical and link layer protocol in use today. It uses a bus or star topology, and supports data transfer rates of one gigabit (1,000 megabits) per second.
 Hard Disk Drive (HDD)  

A non-volatile device which stores digitally-encoded data on the magnetic surfaces of rapidly rotating platters. 
incremental backup 
Contains only changes since the most recent backup (either full or incremental). Recovery time may be longer, because the latest full backup and all incremental backups up to the time of the data loss must be restored. Incremental backups, however, generally require less disk space than differential backups.
Internet Small Computer System Interface (iSCSI) 

A network protocol standard that allows SCSI commands to be sent over TCP/IP networks. iSCSI has initiators, which function as clients and request services, and targets, which function as storage arrays. The initiators are agnostic to the physical and data link layers. A direct relationship can be formed between a software initiator in the guest operating system and the application data storage resource. There is no difference between managing iSCSI in a virtualized environment and managing iSCSI in a non-virtualized environment when using iSCSI software initiators in the guest operating system. Each iSCSI initiator has a unique name in one of two formats: iSCSI Qualified Name (IQN), which is based on a registered domain name, or Extended Unique Identifier (EUI), a 64-bit unique identifier assigned by the IEEE. When you use iSCSI with a virtualized machine, each virtual machine already has a unique IQN and a direct relationship to storage that is distinct from the physical server-to-storage relationship. Tighter control of access can be preserved. 

ISO image 

A disk image of an ISO 9660 file system (extension .iso). It is the generic file format for most optical media, including CD-ROM and DVD-ROM. The ISO image contains the data files and the file system metadata (boot code, structures, and attributes) in a single file. 

Network Attached Storage (NAS) 
Uses file-based protocols so that it is clear that the storage is remote. Computers request a portion of an abstract file rather than a disk block.

Network Interface Card (NIC) 

A piece of computer hardware that allows computers to communicate over a network. It enables users to connect to each other wirelessly, or by using cables.

Redundant Array of Independent Drives or Disks (RAID) 

Data storage that divides or replicates data among multiple hard drives. RAID can provide increased data reliability and increased I/O performance. RAID combines multiple physical hard disks into a single logical unit by using special hardware or software. 

Security Identifier (SID) 
A unique alphanumeric character string which is assigned by a Windows domain controller during the logon process that is used to identify an object, such as a user or a group of users. SIDs are not portable.
Storage Area Network (SAN)
An architecture used to attach remote computer storage devices, such as disk arrays and tape libraries, to servers. To the operating system, the devices appear as locally attached devices. 

Transmission Control Protocol (TCP) and Internet Protocol (IP) 

Form the Internet protocol suite, a set of communication protocols that implement the protocol stack on which the Internet and most commercial networks run.

Components of Acronis True Image 9.1 Enterprise Server
Acronis True Image 9.1 Enterprise Server comprises the following components.

Acronis True Image Management Console

A tool for remote access to Acronis components. Administrators use the console to install, configure, and control the components from remote computers.
Acronis True Image Agent
An application that resides on client computers and performs operations such as data backup or restore. 
Acronis True Image Enterprise Server 
Includes a number of components that offer greater flexibility, including the Management Console, the Backup Server, and the Group Server. These components allow you to completely manage all backup and restoration tasks, including product installation, backup, recovery, optimization of storage resources, and a view of the status of remote systems throughout your network. 

Acronis Group Server 

A management tool that provides the ability to schedule, monitor, and manage group backup tasks. It deploys group tasks to the agents, polls the agents for the status of running tasks, and provides the administrator with a summary of task states over the network.

Acronis Backup Server 

An application for centralized storage and management of enterprise backup archives. The administrator can set space quotas and backup schemes, schedule tasks that consolidate backups in case of quota violation, and perform one-time backup consolidation. This ensures optimal usage of the storage capacity. Acronis Backup Server also enables users to access a tape library that is connected to the Acronis Backup Server.
Acronis True Image Enterprise Server (local version) 

A management tool for a single Windows server. The local version supports exploring archives, mounting images as virtual drives, cloning hard disk data, formatting partitions on new hard disks, creating dynamic volumes, command-line mode and script execution, and also backup and recovery operations.
Acronis Universal Restore 
A separately sold add-on to Acronis True Image Enterprise Server that automatically configures Windows drivers in a system that is recovered on dissimilar hardware. This enables a “bare metal restore” of a disk image onto new hardware.

Acronis Bootable Rescue Media Builder
Creates bootable media. The Acronis Bootable Rescue Media feature enables data recovery over bare metal, non-Windows or corrupted operating systems.
Acronis True Image 9.1 System Requirements

Supports the following Windows server operating systems:
· Windows Server 2003 x64 Editions 

· Windows Server 2003

· Windows 2000 Advanced Server 

· Windows 2000 Server 

· Windows NT Server 4.0

Note: The Acronis Universal Restore add-on option does not support Microsoft Windows NT Server 4.0.
Section 1:
Install and Configure Virtual Server

Setting up Virtual Server consists of two steps—installing Microsoft® Internet Information Services (IIS), and installing Virtual Server. 

Steps covered in this section:

14Install Internet Information Services


Internet Information Services is a prerequisite for installing Microsoft Virtual Server. Virtual Server uses a Web-based management console that depends on the Internet Information Server World Wide Web service.
15Install Virtual Server 2005 R2 SP1


The installation process will automatically set up the Virtual Server Administration Website.
19Create a virtual machine


We will create the warm virtual machine backup.
22Install the guest operating system from a startup CD or image file


The virtual machine that you have created is analogous to a physical server that you have just taken out of the box; you will install an operating system on it before you restore the image to it.
23Allow the Virtual Server host computer to delegate a user's credentials to the Virtual Server service



Allowing this delegation permits authorized users to access the Virtual Server Administration Website from remote workstations. If you do not delegate a user’s credentials to the Virtual Server service, then only local administration will be possible.
Install Internet Information Services 

You must install the World Wide Web Service component of Internet Information Services so that you can use the Administration Website to manage Virtual Server.  To follow along in this test scenario, install IIS on DC_SRV, the physical server on which Virtual Server will be installed.
1. From the Start menu of the physical computer that will run the Virtual Server service, select Programs > Administrative Tools > Manage Your Server. In this test scenario, this server is DC_SRV.

2. Under Managing Your Server Roles, click Add or remove a role.

3. Read the preliminary steps in the Configure Your Server Wizard, and then click Next.

4. On the Server Role page, click Application server (IIS, ASP.NET), and then click Next.
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Figure 3 Server Role page
Note: By default, the wizard installs and enables IIS, COM+, and DTC. In addition, the Configure Your Server Wizard enables Microsoft® ASP.NET by default.
5. Read the summary, and then click Next. You will need the installation medium (CD or network file share) for the operating system of this computer to complete this step.
6. Complete the wizard, and then click Finish.

Install Virtual Server 2005 R2 SP1

You are now ready to install Virtual Server 2005 R2 SP1 on the physical computer. In the test environment, install Virtual Server on the DC_SRV server.
1. Start Microsoft Virtual Server 2005 Setup (Setup Wizard) from the Virtual Server 2005 CD-ROM. Click Install.
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Figure 4 Microsoft Virtual Server 2005 Setup Ready to Install

Note: If you start the Setup Wizard manually, be sure to use Setup.exe.
2. Proceed through the wizard until you reach the Setup Type page. 

3. On the Setup Type page, click Complete, which installs Virtual Server by using the default configuration, and then click Next. 
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Figure 5 Setup Type page
4. On the Configure Components page, either accept the default Website port value of 1024, or type a new value for the port. In this example we will use the default. Next, you have two choices:

· If you plan to always run the Administration Website as the authenticated user—to access resource files only on the local computer—accept the default setting Configure the Administration Website. 

· If you plan to access resource files on a remote computer, select Configure the Administration Website to always run as the Local System account. 

To follow along in this test scenario, select Configure the Administration Website to always run as the Local System account, and then click Next. This allows the most flexibility in accessing resources (particularly in a production environment). Click Next.
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Figure 6 Configure Components page
5. On the second Configure Components page, leave the Enable Virtual Server exceptions in Windows Firewall check box selected. Click Next.
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Figure 7 Configure Components page
Note: With Enable Virtual Server exceptions in Windows Firewall selected, the Setup Wizard adds an exception for the Virtual Server service (vssrvc.exe) to every port on the computer. It also adds an exception to port 135 for Remote Procedure Call, which is required for the Distributed Component Object Model (DCOM)-based services upon which Virtual Server depends.
6. Click Install to begin the installation.

7. When the installation is complete, the Setup Complete page appears. Click Finish to close the page and exit the Setup Wizard.
Note: You can close the Installation Summary page that opens in Internet Explorer® when the installation is complete.
Create a virtual machine

Now that Virtual Server is installed, we can create the virtual machine, called DevServ1. This virtual machine is the standby virtual machine to which we will restore the server image from server DevServ3.

1. If it is not already open, open the Virtual Server Administration Website. On the desktop of DC-SRV, click Start > All Programs > Microsoft Virtual Server > Virtual Server Administration Website.

2. In the left column of the Virtual Server Administration Website, under Virtual Machines, click Create. 
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Figure 8 Create new virtual machine
3. In the Virtual machine name field, type a descriptive name for the virtual machine. If you do not want the virtual machine (.vmc) file to be created in the default configuration folder, specify a fully qualified path to the location where you want to create the virtual machine. In this scenario, we will name the virtual machine DevServ1.
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Figure 9 Virtual machine name field
4. In the Virtual machine memory field, type a value in megabytes for the amount of RAM that is used by the virtual machine. Figure 10 shows 256 GB of RAM allocated to the virtual machine; this is close to the value recommended for a production virtual machine. 
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Figure 10 New virtual machine memory
5. In the Virtual hard disk section, click Create a new virtual hard disk. Next, to set the size of the virtual hard disk, specify a value in Size, and then select either MB for megabytes or GB for gigabytes. For our purposes here, it is okay to leave the virtual hard disk’s maximum size at 127 GB and to leave the Bus at the default selection of IDE. In this example we will create a 127 GB virtual hard disk.
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Figure 11 New virtual machine virtual hard disk

There are two other options in the Virtual hard disk section that we will not use in the steps laid out in this cookbook:
· Click Use an existing virtual hard disk if you are creating a virtual machine that you want to use an existing .vhd file for its hard disk. If the virtual hard disk (.vhd) file is located in a directory included in Virtual Server Search Paths, you can select the .vhd file from the Location drop-down menu. Otherwise, in the File name (.vhd) field, type the complete path to the location of the .vhd file.

· Click Attach a virtual hard disk later to create a virtual machine without a virtual hard disk.

6. Under Virtual network adapter, select the host computer’s NIC (or the most appropriate one for your needs if you have multiple NICs on the server) from the Connected to drop-down menu.
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Figure 12 New virtual machine virtual network adapter
7. Click Create.

Install the guest operating system from a startup CD or image file
The virtual machine that you just created is now analogous to a bare metal physical server that you just took out of the box. We will install an operating system on it before we restore to it.
1. If it is not already open, open the Virtual Server Administration Website. On the desktop of the computer running the Virtual Server service, click Start > All Programs > Microsoft Virtual Server > Virtual Server Administration Website. 

2. In the left column of the Virtual Server Administration Website, under Virtual Machines, point to Configure, and then click the appropriate virtual machine (in this case, DevServ1). 
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Figure 13 Configure DevServ1

3. In the Configuration section for the virtual machine that you are configuring, click CD/DVD and do one of the following: 

· Insert the startup CD for the operating system into the CD drive on the physical computer running the Virtual Server service. On the CD/DVD Drive Properties page of the virtual machine that you are configuring, under Capture, click Physical CD/DVD drive. If necessary, select the corresponding CD or DVD drive letter from the drop-down menu. 

· On the CD/DVD Drive Properties page of the virtual machine that you are configuring, under Capture, click Known image files. If the image file containing a startup CD image is located in the default directory (\Documents and Settings\All Users\Documents\Shared Virtual Machines\), it is available from the drop-down menu. Otherwise, in the Fully qualified path to file field, type the complete directory path to the image file. 

Note: Accessing files on a remote computer requires constrained delegation and a software update to the host operating system of the local computer. 
4. After you have performed one of these two actions, click OK.
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Figure 14 CD/DVD Drive Properties

5. In the Status section for the virtual machine that you are configuring, point to the virtual machine name (DevServ1 in this example), and then click Turn On.
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Figure 15 DevServ1 status

6. When the virtual machine is turned on, point to the virtual machine name, and then click Remote Control. 

7. When you are connected to the virtual machine, follow the instructions provided by the operating system to complete the installation. Be sure to name the machine DEVSERV1 and join it to the Contoso.com domain.

Allow the Virtual Server host computer to delegate a user's credentials to the Virtual Server service

Allowing this delegation permits users authorized in Active Directory® directory service to access the Virtual Server Administration Website from a remote workstation. While being able to do this is a minor issue in a test environment, it is will make your virtual machines easier to administer if you enable this in a production environment. In a test environment, this step will probably be unnecessary.
1. On the domain controller for the physical server that will host the virtual machine, open Active Directory Users and Computers.

Note: This delegation is to facilitate your administration of a service (Virtual Server) running on a physical computer joined to your own domain. 

2. In the console tree, under DomainName, click Computers. In this case, DomainName refers to the domain to which the computer hosting the virtual machine is attached. In this example, this is contoso.com.

3. Right-click the Web server (that is, the physical computer on which you installed Virtual Server, in this case DC-SRV), and then click Properties. 

4. On the Delegation tab, click Trust this computer for delegation to specified services only. 

5. Click Use any authentication protocol.

6. Click Add, and then click Users and Computers. 

7. Type the name of the computer running the Virtual Server service (DC_SRV), and then click OK. 

8. From the list of available services, hold down the CTRL key while clicking cifs and vssrvc, and then click OK. 

9. In a production environment, repeat as necessary for any additional computers hosting Virtual Server-based virtual machines.
Section 2:
Install and Configure Acronis True Image 9.1

We will now install and configure Acronis True Image 9.1 Enterprise Server and Acronis Universal Restore. Acronis True Image 9.1 allows you to create an exact server disk image (including the operating system, patches, security updates, applications, and configuration files) and to back up mission-critical databases—all at the drive sector level. The user interface of Acronis True Image 9.1 is intuitive and easy to use, enabling small and mid-sized businesses without IT specialists to protect their data, applications, and operating systems.
The Acronis True Image Enterprise Server comprises the Acronis True Image Management Console, the Acronis True Image Agent, the Acronis Backup Server, and the Acronis Group Server. The Acronis Universal Restore is an add-on to the server. We will install Acronis components on DC_SRV, DevServ1, and DevServ3.

Steps covered in this section: 
26Install the Acronis True Image Management Console


The Management Console enables you to manage data backup and recovery on a local network from a single location.

35Install the Acronis True Image Enterprise Server


The Acronis True Image Enterprise Server enables you to back up selected files and folders, as well as entire disks and partitions.

45Install the Acronis Backup Server


The Backup Server ensures optimal usage of storage resources by letting you establish backup policies for all of your machines, physical and virtual. You can create profiles, configure backup locations, manage backup archives, and specify default settings. You can store backups on DAS, NAS, RAID, tapes, network drives, SAN volumes, and a variety of removable drives.

52Install the Acronis Group Server


The Group Server lets you schedule, monitor, and manage group backup tasks. It deploys group tasks to the agents, polls the agents for the status of running tasks, and provides you with a summary display over the network.

59Install the Acronis True Image 9.1 Universal Restore


Universal Restore is a separately sold add-on that automatically configures Windows drivers in a system that is recovered on dissimilar hardware. This enables a “bare metal restore” of a disk image onto new hardware.

65Disable signed driver checking


You must disable signed driver checking to allow the Acronis software to install drivers that may not pass Windows logo testing, but that may still be needed.

69Deploy the Acronis components to the remote computer


The Acronis agent is an application that resides on client computers and performs operations such as data backup or restore.

77Complete installation of Acronis components on the remote computers


You must install the Acronis software on the remote computers.


Install the Acronis True Image Management Console

We start by installing the Acronis True Image Management Console, a tool for managing the data backup and the recovery process on a local network from a single location. With the Management Console, you can perform many necessary tasks; you can install program components remotely, manage computer groups (when used with the Acronis Group Server), back up archives (when used with the Acronis Backup Server), schedule individual and group backup tasks, recover data remotely, check backup archives, and set backup and restore options on remote computers. We will install the Management Console on DC_SRV.

1. On DC_SRV, load the Acronis True Image 9.1 software from a CD or from http://www.acronis.com. The Acronis True Image Enterprise Server home page will open. Click Install Acronis True Image Management Console.
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Figure 16 Acronis True Image Enterprise Server home page
2. On the Acronis True Image Management Console welcome page, click Next.
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Figure 17 Acronis True Image Management Console welcome page
3. On the License Agreement page, read and accept the license terms for the Acronis True Image Management Console, and then click Next.
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Figure 18 License Agreement page
4. On the Custom Setup page, click Next. We will install the Management Console on C:\Program Files\Acronis\TrueImageConsole\.

[image: image19.png]{5 Acronis True Image Management Console [-[C1x]

Custom Setup

Selectthe way you want the features 1o be nstalled.

Installta:  C:\Program Files\Actaris\TruelmageCansalel Bowse.

ikl <ok =





Figure 19 Custom Setup page
5. On the Select Administrator Options page, leave the button next to Install for all users that share this computer selected, and then click Next.
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Figure 20 Select Administrator Options page

6. Review the summary of the settings that will be used by the wizard, and then click Proceed.
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Figure 21 Summary of settings for the wizard

7. Wait while the Acronis True Image Management Console is installed. 
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Figure 22 Installation of Acronis True Image Management Console

8. On the Installation Complete page, click Close.

Note: You can register your copy of the Acronis True Image Management Console at www.acronis.com/enterprise/my/products/registration/. This will allow you to receive technical support and free updates. 

[image: image23.png]{5 Acronis True Image Management Console [-[C1x]

Installation Complete

Acroris True Imags Management Console has been successfly insalled.

Clck "Clase" o exit.

Thank you fo purchasing aurproduct, Please register your capy of Actoris True Image
Management Console niow! By registering you are entiled 1 techrical support and fee rinot
updates. You il asa be nolfied abou new eleases oftis particular prodict as welas special
new discountoffers. To register now please visit

it/ acroris com/enterpise/my/products/registation/.

e Co





Figure 23 Acronis True Image Management Console installation complete

Install the Acronis True Image Enterprise Server

The Acronis True Image Enterprise Server enables you to back up selected files and folders, as well as entire disks and partitions. 
1. On DC_SRV, return to the Acronis True Image Enterprise Server home page. Click Install Acronis True Image Enterprise Server.
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Figure 24 Acronis True Image Enterprise Server home page
2. Wait while the wizard prepares to install Acronis True Image Enterprise Server.
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Figure 25 Preparing to install Acronis True Image

3. On the Acronis True Image Enterprise Server welcome page, click Next. 
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Figure 26 Acronis True Image Enterprise Server welcome page

4. On the License Agreement page, read and accept the license terms for the Acronis True Image Enterprise Server, and then click Next.
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Figure 27 License Agreement page

5. On the Serial Number page, type in the serial number of your product. Click Next.
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Figure 28 Serial Number page

6. On the Setup Type page, select the Custom option. This option allows you to choose which program features you want to install and allows you to choose where these features will be installed.
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Figure 29 Setup Type page

7. On the Custom Setup page, note that the Rescue Media Builder and Acronis True Image Enterprise Server are installed by default. Click Bart PE, select The feature will be installed on local hard drive, and then click Next.

Note: The Bart PE (Bart Preinstallation Environment) is not installed by default. Bart PE is software that allows you to boot into a Windows-like environment from a CD. The main advantage of Bart PE is that it uses Windows drivers and has a Windows-like graphical user interface. It is possible to add any drivers at startup in the same manner when installing Windows on the hard drive (press F6 and insert a diskette with drivers). In addition, applications can be installed into the Bart PE environment at boot-up using a Bart PE plug-in.
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Figure 30 Custom Setup page

8. On the Select Administrator Options page, leave the button next to Install for all users that share this computer selected, and then click Next.
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Figure 31 Select Administrator Options page

9. Review the information on the summary page, and then click Proceed.
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Figure 32 Summary page

10. Wait while the Acronis True Image Enterprise Server is installed.
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Figure 33 Installing Acronis True Image Enterprise Server

11. In the Security Alert – Driver Installation dialog box, click Yes.
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Figure 34 Security Alert - Driver Installation dialog box
12. When the installation is complete, click Close.
Note: You can register your copy of the Acronis True Image Enterprise Server at www.acronis.com/enterprise/my/products/registration/. This will allow you to receive technical support and free updates.
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Figure 35 Installation Complete page

13. On the Confirmation dialog box, click Yes. You will need to reboot your computer in order for the configuration changes made by the installation program to take effect.
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Figure 36 Confirmation dialog box

Install the Acronis Backup Server

The Acronis Backup Server automatically manages backup archives in accordance with rules set by the administrator. It ensures optimal use of the storage space and guarantees that you can recover your most recent data. Outdated archives are automatically deleted. The Acronis Backup Server facilitates the creation and execution of group backup tasks.
1. On DC_SRV, return to the Acronis True Image home page. Click Install Acronis Backup Server.
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Figure 37 Acronis True Image Enterprise Server home page

2. On the Acronis Backup Server welcome page, click Next.
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Figure 38 Acronis True Image Backup Server welcome page

3. On the License Agreement page, read and accept the license terms for use of the Acronis Backup Server, and then click Next.
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Figure 39 License Agreement page

4. On the Custom Setup page, click Next. This will install the Acronis Backup Server to C:\Program Files\Acronis\BackupServer\ on DC_SRV.
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Figure 40 Custom Setup page

5. Review the information on the summary page, and then click Proceed.
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Figure 41 Summary page

6. Wait while the Acronis Backup Server is installed. 
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Figure 42 Acronis Backup Server is installed

7. On the Installation Complete page, click Close.

Note: You can register your copy of the Acronis True Image Backup Server at www.acronis.com/enterprise/my/products/registration/. This will allow you to receive technical support and free updates.
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Figure 43 Installation Complete

8. When the Confirmation dialog box appears, click Yes to reboot the system now. You must restart the system for the configuration changes made by the installation program to take effect.
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Figure 44 Reboot required

Install the Acronis Group Server

Next, we will install the Acronis Group Server. The Acronis Group Server allows you to manage tasks on remote computers and view the status of the tasks you are managing.

1. On DC_SRV, return to the Acronis True Image home page. Click Install Acronis Group Server.
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Figure 45 Acronis True Image Enterprise Server home page
2. On the Acronis Group Server welcome page, click Next. 
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Figure 46 Acronis Group Server Setup page

3. On the License Agreement page, read and accept the terms for the Acronis Group Server, and then click Next.
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Figure 47 License Agreement page

4. On the Custom Setup page, click Next. The Acronis Group Server will be installed on C:\Program Files\Acronis\GroupServer\ on DC_SRV.
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Figure 48 Custom Setup page

5. On the Acronis Group Server Credentials page, type your user name and password, and then click Next.
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Figure 49 Acronis Group Server Credentials page
6. Review the information on the summary page, and then click Proceed.
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Figure 50 Summary page

7. When the installation is complete, click Close.

Note: You can register your copy of the Acronis Group Server at www.acronis.com/enterprise/my/products/registration/. This will allow you to receive technical support and free updates.
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Figure 51 Installation Complete page

8. When the Confirmation dialog box appears, click Yes to reboot the system now. You must restart the system for the configuration changes made by the installation program to take effect.

Install the Acronis True Image 9.1 Universal Restore

Next, we will install Universal Restore for Acronis True Image Enterprise Server on DC_SRV. Universal Restore provides a comprehensive solution for hardware-independent system recovery that is purchased and downloaded separately from the other Acronis True Image 9.1 components.
1. On DC_SRV, double-click on the Acronis Universal Restore executable on the local hard disk. On the Acronis Universal Restore home page, click Install Acronis Universal Restore for Acronis True Image Enterprise Server.
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Figure 52 Acronis Universal Restore home page

2. On the Acronis Universal Restore welcome page, click Next. 
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Figure 53 Acronis Universal Restore welcome page
3. On the License Agreement page, read and accept the terms for Acronis Universal Restore, and then click Next.
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Figure 54 License Agreement page

4. On the Serial Number page, type in the serial number of your product, and then click Next.
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Figure 55 Serial Number page

5. Review the information on the summary page, and then click Proceed.
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Figure 56 Summary page

6. On the Installation Complete page, click Close.

Note: You can register your copy of the Acronis Universal Restore for Acronis True Image Enterprise Server at www.acronis.com/enterprise/my/products/registration/. This will allow you to receive technical support and free updates.
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Figure 57 Installation Complete page

7. Close the Acronis Universal Restore installation page by clicking Exit.

Disable signed driver checking 

You must disable signed driver checking on the server representing the production workload, DevServ3, and on the virtual machine it will be restored to, DevServ1. This will allow the Acronis software to install drivers that may not pass Windows logo testing, but that may still be needed. 
1. On the Administrator Console of DevServ3, right-click My Computer, and click Properties.
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Figure 58 Administrator console

2. In the System Properties dialog box, on the Hardware tab, click Driver Signing in the Drivers panel. 
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Figure 59 System Properties page

3. In the Drivers Signing Options dialog box, click Ignore – Install the software anyway and don’t ask for my approval. Leave the Make this action the system default check box selected under Administrator option. Click OK.
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Figure 60 Driver Signing Options

4. You will return to the System Properties page. Click OK.
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Figure 61 System Properties page

Deploy the Acronis components to the remote computer

We will now install Acronis components on a remote computer, in this case, DevServ3. Installing the agent allows you to access this remote computer from the Acronis True Image Management Console (on DC_SRV in this test scenario).
1. On DC_SRV, open the Acronis True Image Management Console. Click Install Acronis components to a remote computer.

[image: image62.png]W Acronis True Image Management Console. [_[CIx]

)
-

€

9J

Ready | %% Disconnected





Figure 62 Acronis True Image Management Console

2. On the Remote Install Wizard welcome page, click Next. 
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Figure 63 Remote Install Wizard welcome page

3. On the Installer Location page, leave Registered Components selected, and then click Next.
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Figure 64 Installer Location page

4. On the Select Program page, select Acronis True Image Agent, and then click Next.
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Figure 65 Select Program page

5. On the Select Features page, select Acronis True Image Agent, and then click Next.
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Figure 66 Select Features page

6. On the Logon Information page, type the computer name and logon settings information for the remote computer. To follow along in this scenario, type DevServ3. Leave the box checked for Reboot the remote computer. Click Next.
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Figure 67 Logon Information page

7. Review the summary information, and then click Proceed to begin the installation.
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Figure 68 Acronis True Image Management Console ready to install

8. Wait while the agent installation completes.

Note: You may have to set appropriate firewall options. Options for the Windows Firewall, i9ncluded in Windows XP SP2 and Windows 2003 Server are set automatically during the installation of the Acronis True Image Enterprise Server components. Make sure that the option File and Printer Sharing in the Control panel > Windows Firewall > Exceptions is enabled on the remote computer before remote operations begin. Note also that Acronis True Image Enterprise Server uses the following ports and IP addresses for remote operations:

Server (Acronis True Image Agent) UDP port: 9876

Server (Acronis True Image Agent) TCP port: 9876 (if busy, can choose a port at random)

Client (Acronis True Image Management Console) UDP port: 9877 (if busy, can choose a port at random)

IPv4 Multicast Address: 239.255.219.45

IPv6 Multicast Address: FF05::fAA5:741E
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Figure 69 Wait while the installation completes

9. In the Information dialog box, click OK. DevServ3 will automatically reboot and you will be able to use the new features once the reboot is complete. 
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Figure 70 Installation complete

Complete installation of Acronis components on the remote computers 

You can now complete the installation the Acronis components on the remote computers. In this test scenario, these are DevServ1 and DevServ3.
1. Repeat the installation procedures for Acronis True Image 9.1, but this time install the Acronis True Image Enterprise Server on DevServ3. Note that when you install the Acronis True Image Enterprise Server, make sure that you select all options on the Select Features page. Note also that you do not need to install the True Image Agent again.

2. Install the Acronis True Image agent, Enterprise Server components, and Acronis Universal Restore on DevServ1.

Section 3:
Back Up Data and Restore to a Waiting Virtual Machine

You are now ready to create an image of the contents of the server that represents your production workload, and then restore the contents to a waiting virtual machine. You can use this as a disaster recovery plan in your production environment. In the event of unplanned downtime, you can use the Acronis Universal Restore add-on for Acronis True Image along with Microsoft Virtual Server 2005 R2 SP1 to restore your archived server images, whether physical or virtual, onto a waiting virtual machine hosted on available hardware. You can restore multiple failed server workloads to a single on-site or off-site server—whether or not the hardware is the same hardware on which the restored workloads previously ran. This is the first step in a recovery process—the second step is to rebuild or replace your production hardware, and restore the virtual machine image to this hardware. Use of a standby virtual machine speeds recovery times and enables operating system portability and flexibility across hardware platforms.
Steps covered in this section: 
79Image a remote computer


Using Acronis True Image 9.1, we will back up the contents of the server representing the production workload. Backing up your physical and virtual servers with Acronis True Image is easy and straightforward. You can either back up servers manually or you can schedule Acronis True Image to take periodic snapshots of your servers.
91Restore to a waiting virtual machine


Using Acronis True Image 9.1, combined with Universal Restore for Acronis True Image, you can recover the contents of the server representing the production workload to a waiting virtual machine
108Install Virtual Machine Additions



Virtual Machine Additions improve mouse cursor tracking and control, and also greatly improve overall performance of a guest operating system on a virtual machine.

Image a remote computer

We will now create an image of a remote computer. You can create an image of the entire hard disk or of a specific partition, or you can back up only particular files or folders. You can also choose to create full backups or create backups of only changes made since the last backup. In a production environment, you can store your backups in a number of ways—either on-site or off-site. In the scenario covered in this paper, we will create an image of DEVSERV3 and back up that image to DC_SRV.
1. On DC_SRV, on the Acronis True Image Management Console, select the task Connect to a remote computer.
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Figure 71 Acronis True Image Management Console

2. In the Connect to Remote Computer dialog box, type in the name of the remote computer, in this case DevServ3, and type the logon setting information. Click OK.
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Figure 72 Connect to Remote Computer dialog box

3. The title bar in the console shows that you are now connected to DEVSERV3.contoso.com. Select Backup under Pick a Category. This will launch the Create Backup Wizard.
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Figure 73 Acronis True Image Management Console, remote computer

4. On the Create Backup Wizard welcome page, click Next.
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Figure 74 Create Backup Wizard welcome page

5. On the Select Backup Type page, leave the button for The entire disk contents or individual partition selected, and then click Next. We will create an image of DevServ3. Note that while imaging the entire system disk does use significant disk space, it does enable you to restore your system quickly in the case of damage or hardware failure.
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Figure 75 Select Backup Type page
6. On the Partitions Selection page, leave Disk 1 and NTFS (C:) selected, and then click Next.
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Figure 76 Partitions Selection page
7. In the Information dialog box on the Backup Archive Location page, click OK.

Note: For a first backup, choose the full backup mode. For subsequent backups, create incremental or differential backups and append them to your original backup.
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Figure 77 Information dialog box, Backup Archive Location page

8. On the Backup Archive Location page, expand Acronis Backup Servers and then expand dc_srv.contoso.com. Click Personal backup location. The File name path will show as bsp://dc_srv.contoso.com/BackupServer. This will save the image on the local disk on DC_SRV. Click Next.
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Figure 78 Backup Archive Location page

9. On the Choose Backup Options page, select Use default options, and then click Next.
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Figure 79 Choose Backup Options page

10. On the Archive Comments page, you can add comments to the archives that you have created. Comments can help you find your archives more quickly later on. In this test scenario, you can type Image of DevServ3. Click Next.
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Figure 80 Archive Comments page

11. A list of operations to be performed will be displayed. Review the list, and click Proceed.
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Figure 81 Create Backup Wizard

12. Wait while the backup archive is created. The number of minutes remaining is displayed near the bottom of the page.
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Figure 82 Operations Progress page

13. When the archive has been created, an Information dialog box will appear. Click OK. You have now created an image of DevServ3 and that image has been automatically copied to a personal backup location on DC_SRV.
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Figure 83 Information dialog box

14. Click Disconnect on the left side of the management console to disconnect from the remote computer DEVSERV3.

Restore to a waiting virtual machine

We will now restore the image of the server DEVSERV3 to the waiting virtual machine, DEVSERV1, using Acronis True Image 9.1 and Universal Restore for Acronis True Image. The recovery process is the key to an effective disaster recovery plan, and Acronis provides comprehensive, reliable, and cost-effective recovery for your entire IT infrastructure. You can perform a full system restore to a corrupt or damaged server, a bare-metal restore to a new physical machine, or just a quick restore of individual files and folders. The complete restore can be performed to an existing system, to a new system with different hardware, or to a waiting virtual machine that may be on-site or off-site.
1. In the Acronis Rescue True Image Management Console, click Connect to Remote Computer. Type the computer name of the machine you want to restore the image to, in this case DEVSERV1, and type the logon settings. Click OK.
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Figure 84 Connect to Remote Computer dialog box

2. You are connected to DEVSERV1 when you see the name DEVSERV1.contoso.com in the title bar of the management console. In the Acronis True Image Management Console, select Recovery under Pick a Category. This will launch the Restore Data Wizard.
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Figure 85 Acronis True Image Management Console

3. On the Restore Data Wizard welcome page, click Next.
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Figure 86 Restore Data Wizard welcome page

4. On the Archive Selection page, expand Acronis Backup Server, expand dc_srv.contoso.com, and then click on Personal backup location. You will see the file name path bsp://dc_srv.contoso.com/BackupServer. This is the location of the image we created in the previous section.
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Figure 87 Archive Selection page

5. On the Network Logon page, select Yes, I would like to specify user name and password. Type your user name and password, and then click Next.
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Figure 88 Network Logon page

6. On the Archive Date Selection page, select the disk image we created in the previous section. Click Next.
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Figure 89 Archive Date Selection page

7. On the Restoration Type Selection page, select Restore disks or partitions, and then click Next.
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Figure 90 Restoration Type Selection page

8. On the Partition or Disk to Restore page, leave the default settings. Click Next. 
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Figure 91 Partition or Disk to Restore page

9. On the Restored Hard Disk Drive Location page, select Disk 1, and then click Next.
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Figure 92 Restored Hard Disk Drive Location page

10. On the Non-empty Destination Hard Disk Drive page, click Yes, I want to delete all the partitions on the destination hard disk drive before restoring. Click Next.
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Figure 93 Non-empty Destination Hard Disk Drive page

11. On the Next Selection page, click No, I do not. Click Next.
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Figure 94 Next Selection page

12. On the Acronis Universal Restore page, select Use Acronis Universal Restore. Click Next.
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Figure 95 Acronis Universal Restore page

13. On the Specifying Mass Storage Drivers page, click Do not install specified drivers. Click Next.
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Figure 96 Specifying Mass Storage Drivers page

14. On the Choose Restore Options page, click Use default options, and then click Next.
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Figure 97 Choose Restore Options page

15. On the summary page, review the operations to be performed, and then click Proceed.
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Figure 98 Summary page

16. A Warning dialog box will appear to inform you that a reboot is required to complete the operation. Click Reboot.

Note: Acronis Universal Restore is an add-on product that must be purchased separately.
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Figure 99 Warning dialog box

17. An Information dialog box will appear informing you that the operation was successful. Click OK. The image has been restored to the virtual machine DevServ1.
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Figure 100 Operation successfully completed

Note: Confirm that the restored server (in this case DevServ1) was assigned the correct IP address. The restoration process may have changed the NICs’ settings in order to use DHCP. In addition, confirm that the newly restored machine has actually rebooted. You may need to manually reboot the newly imaged machine. If so, go to the restored machine and click Cancel in the Acronis dialog box. You can then power off and then power on the machine.

Install Virtual Machine Additions
Virtual Machine Additions are a very important component to running a virtual machine. Virtual Machine Additions improve mouse cursor tracking and control as well as overall performance of the guest operating system on the virtual machine.
Note: Prior to installing Virtual Machine Additions, the mouse pointer may appear as a dot on the screen. The mouse still functions correctly; only the display of the pointer is affected.
1. Open the Virtual Server Administration Website. On the desktop of the computer running the Virtual Server service, DC_SRV, click Start > All Programs > Microsoft Virtual Server > Virtual Server Administration Website. 

2. In the navigation pane of the Virtual Server Administration Website, under Virtual Machines, point to Configure, and then click the appropriate virtual machine. In this case, the virtual machine is DevServ1.

3. In Status section for the virtual machine that you are configuring, point to the virtual machine name, and then click Turn On. 

4. When the virtual machine has started, point to the virtual machine name, and then click Remote Control. 

5. Log on to the virtual machine as an administrator or a member of the Administrators group. 

6. When the guest operating system is loaded, press the RIGHT ALT key to release the mouse pointer, and then in the lower-left corner, under Navigation, click Configure virtual_machine_name.

7. In Configuration section, click Virtual Machine Additions, select the Install Virtual Machine Additions check box, and then click OK. 

8. In the Status section for the virtual machine that you are configuring, point to the virtual machine name, and then click Remote Control. 

9. Click in the Remote Control window to return to the guest operating system. The Virtual Machine Additions Installation Wizard will start. Proceed through the wizard. 

10. When the wizard is complete, you will be prompted to restart the virtual machine to complete the installation.

Section 4:
Perform a Bare Metal Restore 

We will now restore the images on the virtual machine to a bare metal server. In a production environment, this bare metal server would be your rebuilt or new physical server that has no operating system installed on it.

Steps covered in this section: 
111Create a bootable rescue media


The bootable rescue media allows you to restore the image onto a new computer that does not have an operating system installed on it.
118Restore the server disk image to a bare metal server


You can now restore the image from the virtual machine onto a bare metal server using Acronis Universal Restore.


Create a bootable rescue media

Ordinarily, if a server or driver fails, you must reinstall your operating system, then install Acronis, and then restore the backup. A simpler solution is to just restore the image without installing an operating system on the target machine, saving time and effort. This process requires bootable media, and you can use the Acronis True Image Management Console to create this bootable media.

1. Open the Acronis True Image Management Console and click Create Bootable Rescue Media.
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Figure 101 Acronis True Image Management Console

2. On the Welcome to the Acronis Media Builder page, click Next.
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Figure 102 Welcome to Acronis Media Builder page
3. On the Rescue Media Contents Selection page, check all of the options and then click Next. 
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Figure 103 Rescue Media Contents Selection page

4. On the Bootable Media Selection page, select the ISO image option. This will allow the media builder to create an .iso file that contains all the components required to perform the bare metal restore. After the .iso file is created, you will need to burn it to a CD. Click Next. 
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Figure 104 Bootable Media Selection page

5. On the Destination File Selection page, enter a path and file name for the .iso file in the File name text box. In this example we will use c:\bootcd. The wizard will automatically add the .iso file extension. Click Next. 
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Figure 105 Destination File Selection page
6. Review the settings on the Ready to create bootable media page and click Proceed. 
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Figure 106 Ready to create the bootable media page
7. Click OK in the Information dialog box informing you that the operation completed successfully. 
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Figure 107 Information dialog box
8. Use Windows Explorer to locate the bootcd.iso file. Use your preferred CD burning tool to burn the .iso file to a CD.
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Figure 108 Windows Explorer window

Restore the server disk image to a bare metal server

You can now restore the DEVSERV3 image to the bare metal computer using the bootable rescue media. In a production environment, this could be the original equipment that has been repaired or rebuilt, or it could be new hardware with vastly different hardware than the original server.
1. Place the bootable media into the CD-ROM drive of the bare metal computer. Make sure the system BIOS is configured to boot from the CD-ROM drive before starting the computer. On the Acronis Rescue Media home page, click Acronis True Image Enterprise Server with Acronis Universal Restore (Full version).
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Figure 109 Acronis Rescue Media

2. An Acronis banner will appear. Wait while the program loads.
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Figure 110 Acronis loading

3. On the Pick a Task panel, click Recovery. This will launch the Restore Data Wizard.
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Figure 111 Pick a Task panel

4. On the Restore Data Wizard welcome page, click Next.
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Figure 112 Restore Data Wizard welcome page

5. On the Archive Selection page, expand Acronis Backup Servers and expand dc_srv.contoso.com.  In the Connect dialog box, enter your user name and password, and click OK. This will connect you to DC_SRV on the Contoso network.
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Figure 113 Connect dialog box

6. On the Archive Selection page, click on Personal backup location, and then click Next.
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Figure 114 Archive Selection page

7. Still on the Archive Selection page, select the date of the archive from the list of available options. Click Next. Information about your backup appears in the Personal backup location panel on the right side of the page.
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Figure 115 Archive Date Selection page

8. On the Restoration Type Selection page, select Restore disks or partitions, and then click Next. 
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Figure 116 Restoration Type Selection page

9. On the Partition or Disk to Restore page, select Disk 1, NTFS (C:), and MBR and Track 0. Click Next.
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Figure 117 Partition or Disk to Restore page

10. On the Restored Hard Disk Drive Location page, select Disk 1. This is the destination hard disk drive. Click Next.
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Figure 118 Restored Hard Disk Drive Location page

11. On the Next Selection page, you will be asked if you want to restore another hard disk drive or partition from the backup archive. Click No, I do not.
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Figure 119 Next Selection page

12. On the Acronis Universal Restore page, click Use Acronis Universal Restore. Acronis Universal Restore allows you to restore your system partition from a backup image that was created using dissimilar hardware. Click Next.
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Figure 120 Acronis Universal Restore page

13. On the Specifying Mass Storage Drivers page, select Do not install specified drivers, and then click Next.
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Figure 121 Specifying Mass Storage Drivers page

14. On the Restore operations options page, choose the category Specifying Mass Storage Drivers. Select Search removable media for device drivers, and then click Next.
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Figure 122 Restore operation options page

15. Review the list of operations that the Acronis software will perform. Click Proceed.
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Figure 123 Operations to be performed

16. The Operation Progress page will inform you of the current progress.
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Figure 124 Operation Progress page

17. When the restoration is complete, an Information dialog box will appear. Click OK. You will need to manually restart the computer.
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Figure 125 Information dialog box

Appendix A:
Install IIS via Control Panel

This alternate method for installing IIS is for installations of Virtual Server 2005 R2 SP1 on operating systems that do not have the Configure Your Server Wizard—for example, Windows XP Professional. 

Install IIS by using Control Panel

You must install the World Wide Web Service component of IIS so that you can use the Administration Website to manage Virtual Server.
1. From the Start menu of the physical computer that will run the Virtual Server service, select Settings > Control Panel.

2. Double-click Add or Remove Programs.

3. In the left column, click Add/Remove Windows Components.

4. On the Windows Components page, select the check box next to Application Server, and then click Details.

Note: On this page and on subsequent pages of the wizard, leave check boxes that are already selected.
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Figure 126 Windows Components page

5. On the Application Server page, in the Subcomponents of Application Server list box, select the check box next to Internet Information Services (IIS), and then click Details.
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Figure 127 Application Server page
6. In the Subcomponents of Internet Information Services (IIS) list box, select the check box next to World Wide Web Service, and then click Details.
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Figure 128 Internet Information Services (IIS) page

7. Select the check box next to World Wide Web Service, and then click OK.
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Figure 129 World Wide Service page

8. On the Internet Information Services (IIS) page, click OK.

9. On the Application Server page, click OK.

10. On the Windows Components page, click Next. You will need the installation medium (CD or network file) for the operating system of this computer to complete this step.
11. Wait while the Windows Components Wizard configures these settings. Then, on the Completing the Windows Components Wizard page, click Finish.

Appendix B:
Virtual Server Security Considerations

Virtual Server has the following default configuration:

· The Virtual Machine Remote Control (VMRC) server is disabled. 

· The VMRC server uses port 5900.

· Virtual Server uses Integrated Windows authentication. 

· Only local administrators can access the Administration Website, configure Virtual Server, and create and configure virtual machines and virtual networks; other users must be granted the appropriate permissions manually. The Administration Website is a browser-based tool for configuring and managing Virtual Server and its associated virtual machines and virtual networks.

· Firewall and antivirus software running on the host operating system will not protect guest operating systems. To obtain this protection, you must install firewall and antivirus software directly on the guest operating systems.

· The two Virtual Server services run under security accounts that have low privileges: The Virtual Server service (Vssrvc.exe) runs under the Network Service account, which has limited access to the local computer and authenticated access (as the computer account) to network resources. The Virtual Machine Helper service (Vmh.exe) runs under the Local Service account. This account has limited access to the local computer and anonymous access to network resources.

· Only local administrators can configure Virtual Server or create and configure virtual machines. You can give other users the ability to create and configure virtual machines by changing file system security settings. Use care in giving such permissions to other users. 

· Virtual machines run under the account of the user who started the virtual machine, unless you specify a different user account under which to run virtual machines and assign the user account to each virtual machine. Make sure that you specify a user account that has a low level of privileges.

Note: To provide a more secure file system, use NT File System (NTFS) on the server that will run the Virtual Server service.
Related Links
Get Started with This Solution

Download a 15-day fully-functional trial of Acronis True Image Enterprise Server (a $1,000 value), at:
www.acronis.com/enterprise/download/ 

Download the Acronis product documentation and white papers at:
www.acronis.com/enterprise/download/docs/ 

Download Microsoft Virtual Server 2005 R2 SP1 at:
www.microsoft.com/technet/virtualserver/downloads/servicepack.mspx 

Download the Microsoft product documentation at:
http://technet2.microsoft.com/windowsserver/en/library/bcc5e200-88af-4a64-963b-55f1efb251d11033.mspx?mfr=true
www.microsoft.com/technet/prodtechnol/virtualserver/2005/proddocs/default.mspx?mfr=true 
More Information About Acronis
For more information about Acronis True Image, see:
www.acronis.com/enterprise/products/choose-trueimage/ 

For information about Acronis products for small- and mid-sized businesses, see:
www.acronis.com/smb/ 

For a product review of Acronis True Image, see:
www.acronis.com/enterprise/company/inpress/2007/07-remote-backup-system.html
For information about Acronis Universal Restore, see:
www.acronis.com/restore
Related Links
For information about optimizing Microsoft Virtual Server 2005, visit:
http://searchservervirtualization.techtarget.com/tip/0,289483,sid94_gci1228500,00.html 

For the Microsoft Virtual Server community, visit:
www.microsoft.com/technet/community/en-us/virtualserver/default.mspx 

For Microsoft Virtual Server, visit:
http://support.microsoft.com/default.aspx?scid=fh;EN-US;virtualsvr2005 

For a technical overview of Microsoft Virtual Server, visit:
www.microsoft.com/technet/community/events/vpc/tnt1-97.mspx 

For the Microsoft Virtual Server knowledge base, visit:
http://support.microsoft.com/search/default.aspx?query=virtual+server&spid=&qryWt=&mode=r&cus=False 
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