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Introduction
Terminal Server allows organizations another way to present knowledge workers with productivity desktops to increase access to applications, simplify management, and increase the return on IT investment.
Using Terminal Server in this fashion provides:

· Remote access to corporate applications via a secure Web page
· Simplified application management
Terminal Server allows multiple users to log on to a single server to run applications on the server. Each user is presented with their own desktop with all the functionality they would normally see on a Windows® XP-based desktop. Because applications are installed in only one location (the server), application management, updates, and patch management are all easily accomplished.
Running Terminal Server on a virtual machine allows for multiple terminal servers to run on a single physical server. This facilitates application isolation.
In this scenario, we will install Terminal Server on a virtual machine and access the terminal server remotely. We will also show how to install Remote Desktop Web Connection and how to configure Windows® Firewall to allow remote clients to access the terminal server.
Intended Audience

This deployment cookbook is written for the IT generalist. The goal of this guide is to provide all of the steps and guidance necessary for you to successfully install and configure Microsoft® Virtual Server 2005 R2 Service Pack 1 (SP1), create a virtual machine, install Terminal Server, and access the terminal server remotely.
Using This Guide
This cookbook serves two purposes. First, you can follow the step-by-step instructions in a test environment to get a basic understanding of the concepts, techniques, and applications used in this scenario. Second, you can refer back to this cookbook as a how-to guide to performing specific tasks in a production environment.

To cover the bases, this cookbook probably contains more information than you need. In addition to the Table of Contents at the beginning of this guide, each section also includes its own table of contents so that you can easily find the steps that you need most. If you already have a component installed or a step completed, move on to the next step or section.
Before You Begin
This cookbook assumes that you already have either Windows Server® 2003 Standard Edition, Enterprise Edition, Datacenter Edition, or later versions; or Windows Server® 2003 Standard x64 Edition, Enterprise x64 Edition, Datacenter x64 Edition, or later versions installed on your server. This guide also assumes that you have the latest service pack for Windows Server 2003 installed on your server.

In this section, we will cover other prerequisites for you and your environment, as well as other specifics that will help you get the most out of this guide.
Necessary Hardware to Follow Along

You will need the following hardware in your test environment when going through this cookbook:
One (1) physical server
This server will host the virtual machines that you will create while following this cookbook. It must have one of the following operating systems installed on it:

· Windows Server 2003 Standard Edition, Enterprise Edition, Datacenter Edition, or later versions

· Windows Server 2003 Standard x64 Edition, Enterprise x64 Edition, Datacenter x64 Edition, or later versions 

· Windows® Small Business Server 2003 Standard Edition or Premium Edition

· Windows® XP Professional Service Pack 2 (SP2)
To best ensure the responsiveness of the virtual machines that you will create, and to shorten the wait time for installations to complete, the host server should have these recommended characteristics:
· 2 GB RAM

· 1 GHz CPU

· 4.5 GB free hard drive space

· 1 NIC

For specific system requirements and recommendation information, consult the Virtual Server 2005 R2 SP1 section later in this cookbook.

Test Network Topology

In the course of the going through this cookbook, you will create one virtual machine with a client operating system and two virtual machines running Windows Server 2003 R2. The two Windows Server 2003 R2 virtual machines will run Terminal Server and Terminal Server Licensing respectively, and the client operating system virtual machine will be used to access the terminal server. Additionally, one of the Windows Server 2003 R2 virtual machines will act as domain controller. All of the virtual machines are hosted on a single physical computer (HOST_1).
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Figure 1 Test network topology for this cookbook. All computers shown in this figure are virtual machines hosted on the physical host, HOST_1.
Table 1 lists in greater detail the virtual machine created and the physical host computer used in the test environment for this cookbook.
	
	DC_SRV
	Term_Srv
	XPDesktop
	HOST_1

	Operating system
	Windows Server 2003 R2
Standard Edition SP2
	Windows Server 2003 R2
Standard Edition SP2
	Windows 
XP Professional
SP2
	Windows 
Server 2003 R2
Standard Edition SP2

	Memory
	512 MB
(assigned)
	1024 MB
(assigned)
	256 MB
(assigned)
	2048 MB
(physical)

	IP addressing information
	10.0.10.1
	10.0.10.2
	10.0.10.3
	Dynamic

	Installed
services
	DNS

(Terminal Server Licensing installed in course 
of cookbook.)
	None

(Terminal Server installed in course 
of cookbook.)
	None


	None

(Virtual Server installed in course 
of cookbook.)

	Physical or virtual
	Virtual
	Virtual
	Virtual
	Physical

	Host server
	HOST_1
	HOST_1
	HOST_1
	-

	Domain name
	contoso.com
	contoso.com
	contoso.com
	-


Table 1 Virtual machine and host computer configurations for cookbook test environment
Production Network Topology

In a real-world production environment, the Terminal Server deployment scenario for Virtual Server deploys virtual machine-based terminal servers on one or more servers running Windows Server 2003. Terminal Server Licensing must also be deployed and can reside on any domain member server or on the domain controller.
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Figure 2 Terminal server Virtualization infrastructure: multiple Windows clients connect to a terminal server running on Virtual Server. Connection can be made using Remote Desktop Connection or Remote Desktop Web Connection
Virtual Server 2005 R2 SP1

Virtual Server provides for the isolation of each terminal server by allowing you to install a different terminal server on each virtual machine.
Virtual Server 2005 R2 glossary
Here are some of the basic terms concerning virtual machines in general and Virtual Server in particular that you will encounter repeatedly in this cookbook:
guest operating system 

The operating system running on a virtual machine.

host computer 

The physical computer running the Virtual Server service.

Internet small computer system interface (iSCSI) 

A network protocol standard that allows the high-speed, parallel SCSI to transfer data by using the Transmission Control Protocol/Internet Protocol (TCP/IP) protocol suite. In the context of Virtual Server, the iSCSI protocol standard provides virtual machines with a high-speed data connection to mass storage apparatuses.

logical unit number (LUN)

A logical partition (or volume) of a set of connected storage disks.

Remote Desktop

A feature of the Windows XP and Windows Vista® operating systems that allows a user to connect to their desktop from another computer. The client application that is used to make this connection is Remote Desktop Connection, which is included with Windows XP and Windows Vista, or can be downloaded from the Microsoft Web site. Remote connections can also be made using Remote Desktop Web Connection.
Remote Desktop Connection

An application included with Windows XP, Windows Vista, and Windows Server 2003 R2 that allows users to connect to Remote Desktop on Windows XP and Windows Vista, and to Remote Desktop for Administration or Terminal Server on Windows Server 2003. An earlier version of this program that was included with Microsoft® Windows® 2000 was called the Terminal Services Client.
Remote Desktop for Administration

Remote Desktop for Administration is the Windows Server 2003 version of Remote Desktop on Windows XP and Windows Vista. It allows two remote sessions in addition to the console session. Remote Desktop for Administration does not require special licensing. In Windows 2000, Remote Desktop for Administration was known as Terminal Services in Remote Administration Mode.
Remote Desktop Web Connection

A Web site and ActiveX® control included with Windows XP, Windows Vista, and Windows Server 2003 R2 that allows users to remotely connect to another computer’s desktop. Remote Desktop Web Connection is an ActiveX version of Remote Desktop Connection.
storage area network (SAN)

A set of interconnected devices (such as disks and tapes) and servers that are connected to a common communication and data transfer infrastructure such as iSCSI.

Terminal Server

A Windows Server 2003 R2 component (known as Terminal Services in Application Server Mode in Windows 2000) that allows multiple users to access the desktop of a server running one of the Windows Server 2003 family operating systems. Users can run programs, save files, and use network resources as though they were sitting at that computer. Terminal Server requires special licensing for each incoming connection—this licensing is enforced by the Terminal Server Licensing component of Windows Server 2003 R2.
When Terminal Server is installed, Remote Desktop for Administration is disabled.

Terminal Server Licensing

The licensing application used by Terminal Server to verify and enforce license compliance for Terminal Server users. Terminal Server Licensing is a separate application from Terminal Server and must be installed in order for Terminal Server to function properly.
Terminal Services

Terminal Services provides remote access to a Windows desktop through thin client software, allowing the client computer to serve as a terminal emulator. Terminal Services is the underlying technology that enables Remote Desktop, Remote Desktop for Administration, Terminal Server, and Remote Assistance. Terminal Services uses the remote desktop protocol (.rdp). 
virtual hard disk
For Virtual Server and Virtual PC, a file, referred to as a .vhd file, which provides storage for a virtual machine. The .vhd file can reside on any storage topology that the host operating system can access, including external devices, storage area networks, and network-attached storage.

virtual machine
Essentially a computer within a computer, implemented in software. A virtual machine emulates a complete hardware system, from processor to network card, in a self-contained, isolated software environment, enabling the simultaneous operation of otherwise incompatible operating systems. Each operating system runs in its own isolated software partition.

Virtual Machine Additions 

Software drivers that maximize performance and provide a better user interface (UI) experience within a virtual machine. Virtual Machine Additions are available for the following guest operating systems:
· Windows Server 2003 R2 (all versions)

· Windows Server 2003 (all versions)

· Windows XP (all versions)

· Microsoft® Windows® 2000 Server

· Microsoft® Windows® 2000 Professional

· Microsoft® Windows® Millennium Edition (ME)
· Microsoft® Windows® NT Server 4.0 with Service Pack 6a (SP6a)

· Microsoft® Windows® 98

· Microsoft® Windows® 95

Virtual Machine Remote Control (VMRC) 

A feature of Virtual Server that enables a running virtual machine to be managed remotely.

Virtual Server 2005 R2 system requirements
The server hosting your virtual machines should conform to the following requirements and recommendations:
	Minimum CPU speed
	550 MHz

	Recommended CPU speed
	1.0 GHz or higher

	Processor information
	AMD Opteron, Athlon, Athlon 64, Athlon X2, Sempron, Duron 

	Supported host operating systems
	· Windows Server 2003 Standard Edition, Enterprise Edition, Datacenter Edition, or later versions
· Windows Server 2003 Standard x64 Edition, Enterprise x64 Edition, Datacenter x64 Edition, or later versions 

· Windows Small Business Server 2003 Standard Edition or Premium Edition

· Windows XP Professional SP2 or later (for non-production use only)

	Minimum RAM
	256 MB (additional memory needed for each guest operating system)

	Required available hard-disk space
	2 GB (additional disk space needed for each guest operating system)

	Additional processor support
	Intel Celeron, Pentium III, Pentium 4, Xeon


Table 2 Requirements for the server hosting your virtual machines
Note: For this scenario, Virtual Server 2005 R2 SP1 should be installed on editions of Windows Server 2003 and Windows Server 2003 R2 for production purposes. Installation on Windows Small Business Server 2003 or Windows XP Professional SP2 is acceptable for test purposes or for purposes of evaluating the deployment and configuration steps outlined in this cookbook.

Terminal Server Licensing Considerations

The Windows Server 2003 R2 operating system family provides a client license management system known as Terminal Server Licensing. The Terminal Server Licensing service is only associated with licensing for a terminal server client and is not related to the licensing of Windows Server 2003 R2 itself or any other applications. This system allows terminal servers to obtain and manage terminal server client access license (TS CAL) tokens for devices and users connecting to a terminal server.
Terminal Server Licensing supports the following types of licenses and manages their corresponding tokens:

· Windows Server 2003 Terminal Server Device Client Access Licenses. These licenses are purchased for known devices that connect to a terminal server running Windows Server 2003 R2. 

· Windows Server 2003 Terminal Server User Client Access Licenses. These licenses are purchased for known users that connect to a terminal server running Windows Server 2003 R2.

· Windows Server 2003 Terminal Server External Connector Licenses. These licenses are purchased to allow unlimited connections to a terminal server running Windows Server 2003 by external users (for example, business partners). 
Terminal Server in Windows Server 2003 R2 supports the following licensing modes:

· Per Device License tokens are assigned to each device that connects to a particular terminal server. Any number of users may use the device at different times.
· Per User License tokens are assigned to each user that connects to a particular terminal server. The user may log on from different computers at different times.
A terminal server allows clients to connect without license tokens for 120 days before it requires communicating with a license server. This period is known as the license server grace period, and begins the first time a terminal server client connection is made to the terminal server. The license server grace period ends after 120 days, or when a license server issues a permanent license token through the terminal server, whichever occurs first. 
The grace period is meant to allow administrators the time they need to deploy Terminal Server Licensing—it is not designed to provide free access to the terminal server. Per the Windows Server EULA, licenses are required to be purchased to access a terminal server. There is no provision in the EULA for accessing a terminal server without the appropriate licenses.
AMD Virtualization Technology Support

All AMD64 processors are built on Direct Connect Architecture. Direct Connect architecture eliminates traditional bottlenecks inherent in connecting CPUs, memory, and I/O for reduced latency and optimized memory performance.

Direct Connect Architecture enhances performance of memory-bound applications—virtualized or not. Direct Connect Architecture provides inherent benefits to virtualization workloads since the reduced latency and performance improvements increase the number of virtual machines that can run on a server.

Supplementing the inherent benefits provided by Direct Connect Architecture, AMD64  processors starting from Opteron Family F, Rev F processors incorporate extensions to significantly enhance performance of virtual machines. These extensions are collectively known as AMD Virtualization (AMD-V).

AMD-V is built on the Direct Connect Architecture foundation and significantly reduces overheads associated with traditional software-based virtualization solutions. Use of AMD-V allows many instances of off-the-shelf operating systems to run concurrently on a single instance of Virtual Server 2005.

Starting with the Opteron Family 10h processors, besides many new virtualization performance improvements, AMD64 processors also incorporate an extension to allow virtual machines to manipulate their page tables without Hypervisor intervention. This extension is called Nested Page Tables (NPT), and significantly reduces overheads associated with Shadow Paging algorithms found in today’s software-based virtualization solutions.

Additional benefits that are derived from AMD-V are enhanced security and reduced complexity. By diminishing the reliance on the virtualization software platform, AMD-V also reduces the attack surface and eliminates points of failure. 

 Advanced memory handling capabilities offered by AMD Virtualization allows increased isolation of virtual machines and can exclude device access, both of which increase the overall security of virtualization.

AMD-V and AMD Direct Connect Architecture enhance virtualization by providing efficient isolation of virtual machine memory. Virtualization software uses these hardware capabilities ensuring errors that interfere with operations running in one virtual machine have no effect on other virtual machines on the same computer.

Service Pack 1 (SP1) for Microsoft Virtual Server 2005 R2 is built to take advantage of AMD-V hardware-assisted virtualization and delivers marked improvement in system performance of guest virtual machines.
Section 1:
Install and Configure Virtual Server
Setting up Virtual Server consists of two steps—installing Microsoft® Internet Information Services (IIS), and installing Virtual Server.
Steps covered in this section:

12Install IIS by using the Configure Your Server Wizard


Internet Information Services is a prerequisite for installing Microsoft Virtual Server. Microsoft Virtual Server uses a Web-based management console that depends on the Internet Information Server World Wide Web service.

13Install Virtual Server 2005 R2 SP1


The installation process will automatically set up the Virtual Server Administration Website, and also let you make the exceptions necessary for the computers that you will use as part of this scenario.

16Create a virtual machine


Here you will create the virtual machine upon which Windows Server 2003 R2 will run.

19Install the guest operating system for DC_SRV from a startup CD or image file


The virtual machine that you have created is analogous to a physical server that you have just taken out of the box; you will need to install an operating system on it before you can install Terminal Server.

20Install Virtual Machine Additions


Allowing this delegation permits authorized users to access the Virtual Server Administration Website from remote workstations. If you do not delegate a user’s credentials to the virtual server service, then only local administration will be possible.
23Virtual Machine Remote Control



Virtual Machine Remote Control allows you to access the console of any virtual machine on the host computer.
Install IIS by using the Configure Your Server Wizard
You must install the World Wide Web Service component of IIS so that you can use the Administration Website to manage Virtual Server. If you are following along in a test environment, do this on HOST_1.
1. From the Start menu of HOST_1, select Programs > Administrative Tools > Manage Your Server.

2. Under Managing Your Server Roles, click Add or remove a role.

3. Read the preliminary steps in the Configure Your Server Wizard, and then click Next.

4. Under Server Role, click Application server (IIS, ASP.NET), and then click Next.
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Note: By default, the wizard installs and enables IIS, COM+, and DTC. In addition, the Configure Your Server Wizard enables Microsoft® ASP.NET by default.
5. Read the summary, and then click Next. You will need the installation medium (CD, iso file, or network file share) for the operating systems of this computer to complete this step.
6. Complete the wizard, and then click Finish.

Install Virtual Server 2005 R2 SP1
You are now ready to install Virtual Server 2005 R2 SP1 on the physical computer that will host your virtual machines. In your test environment, do this on HOST_1.
1. Start Microsoft Virtual Server 2005 Setup (Setup Wizard) from the Virtual Server 2005 CD-ROM.

Note: If you start the Setup Wizard manually, be sure to use Setup.exe.
2. Proceed through the wizard until you reach the Setup Type page. 

3. On the Setup Type page, click Complete, which installs Virtual Server by using the default configuration, and then click Next. 
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4. On the Configure Components page, either accept the default Website port value of 1024, or type a new value for the port. In this example we will use the default value. 
You have an additional choice to make:

· If you plan to always run the Administration Website as the authenticated user—to access resource files only on the local computer—accept the default setting Configure the Administration Website. 

· If you plan to access resource files on a remote computer, select Configure the Administration Website to always run as the Local System account. 

For this scenario, select Configure the Administration Website to always run as the authenticated user, and then click Next.
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Note: If you are installing the Administration Website on a computer running Windows XP SP2, the default Website port is 80.

5. On the second Configure Components page, leave the Enable Virtual Server exceptions in Windows Firewall check box selected.
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With Enable Virtual Server exceptions in Windows Firewall selected, Setup adds an exception for the Virtual Server service (vssrvc.exe) to every port on the computer. It also adds an exception to port 135 for Remote Procedure Call, which is required for the Distributed Component Object Model (DCOM)-based services upon which Virtual Server depends.
6. Click Install to begin the installation.

7. When the installation is complete, the Setup Complete page appears. Click Finish to close the page and exit the Setup Wizard.
Note: You can close the Installation Summary page that opens in Windows® Internet Explorer® when the installation is complete.
Create a virtual machine
Now that Virtual Server is installed, we can create the virtual machine. The first virtual machine to create is the domain controller, DC_SRV. In your test environment, do this on the HOST_1 server. 
1. If it is not already open, open the Virtual Server Administration Website. On the desktop of the computer running the Virtual Server service, click Start > All Programs > Microsoft Virtual Server > Virtual Server Administration Website.

2. In the left column of the Virtual Server Administration Website, under Virtual Machines, click Create. 
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3. In the Virtual machine name field, type DC_SRV. If you do not want the virtual machine (.vmc) file to be created in the default configuration folder, specify a fully qualified path to the location where you want to create the virtual machine. 
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4. In the Virtual machine memory field, type 512. (The minimum that you should commit for a virtual machine running Windows Server 2003 R2 is 512MB.)
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5. On the Virtual hard disk page, select Create a new virtual hard disk. Next, to set the size of the virtual hard disk, specify a value in Size, and then select either MB for megabytes or GB for gigabytes. Your requirements will vary depending on what productivity software you plan to install on the virtual machine. For the purposes of this cookbook, set the value to 40 GB. In the Bus drop-down list, leave the default of IDE.
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There are two other options in the Virtual hard disk section that we will not use in the steps laid out in this guide:
· Select the Use an existing virtual hard disk option if you are creating a virtual machine that you want to use an existing .vhd file for its hard disk. If the virtual hard disk (.vhd) file is located in a directory included in Virtual Server Search Paths, you can select the .vhd file from the Location drop-down menu. Otherwise, in the File name (.vhd) field, type the complete path to the location of the .vhd file.

· Select the Attach a virtual hard disk later option to create a virtual machine without a virtual hard disk.
6. On the Virtual network adapter page, select Internal Network.
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Note: The last section on this page is Virtual Machine Additions. We will address Virtual Machine Additions in the Install Virtual Machine Additions section later in this guide.
7. Click Create.
8. On the DC_SRV Configuration page, click Network adapters.
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9. On the DC_SRV Network Adapter Properties page, click Add Network Adapter.
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10. On the Virtual network adapter 2 page, select your external network adapter. This adapter must allow for Internet connectivity. The DC_SRV virtual machine must be connected to the Internet in order to activate Terminal Server Licensing.
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11. Click OK. You are now ready to install the operating system on the client virtual machine.
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Install the guest operating system for DC_SRV from a startup CD or image file
The virtual machine DC_SRV is now analogous to a bare-metal physical server that you just took out of the box. We need to install an operating system on it.
1. If it is not already open, open the Virtual Server Administration Website. On the desktop of the computer running the Virtual Server service, click Start > All Programs > Microsoft Virtual Server > Virtual Server Administration Website. 

2. In the left column of the Virtual Server Administration Website, under Virtual Machines, point to Configure, and then click the DC_SRV virtual machine.

[image: image17.png]Virtual Machines 1|

Create

Add

Configure *| %P Deskiop
DC_SRY.




3. In the Configuration section for DC_SRV, click CD/DVD and do one of the following: 

· Insert the startup CD for the operating system into the CD drive on the physical computer running the Virtual Server service. On the CD/DVD Drive Properties page of the virtual machine that you are configuring, under Capture, click Physical CD/DVD drive. If necessary, select the corresponding CD or DVD drive letter from the drop-down menu. 

· On the CD/DVD Drive Properties page of the virtual machine that you are configuring, under Capture, click Known image files. If the image file containing a startup CD image is located in the default directory (\Documents and Settings\All Users\Documents\Shared Virtual Machines\), it is available from the drop-down menu. Otherwise, in the Fully qualified path to file field, type the complete directory path to the image file. 
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4. After you have performed one of these two actions, click OK.

5. In the Status section for the virtual machine that you are configuring, point to the virtual machine name (DC_SRV in this example), and then click Turn On.
[image: image19.png]Edit Configuration

Remove





6. When DC_SRV is turned on, point to the virtual machine name, and then click Remote Control. Install the ActiveX control if prompted to do so.
7. When you are connected to the virtual machine, follow the instructions provided by the operating system to complete the installation.
Install Virtual Machine Additions
Virtual Machine Additions is a very important component to running a virtual machine. Virtual Machine Additions improves mouse cursor tracking and control as well as greatly improving overall performance of the guest operating system on the virtual machine. 

In your test environment, do this on each virtual machine you create.
Note: Prior to installing Virtual Machine Additions, the mouse pointer may appear as a dot on the screen. The mouse still functions correctly; only the display of the pointer is affected.
1. If it is not already open, open the Virtual Server Administration Website. On the desktop of the computer running the Virtual Server service, click Start > All Programs > Microsoft Virtual Server > Virtual Server Administration Website. 

2. In the navigation pane of the Virtual Server Administration Website, under Virtual Machines, point to Configure, and then click the appropriate virtual machine. 

3. In the Status section for the virtual machine that you are configuring, point to the virtual machine name, and then click Turn On. 

4. When the virtual machine has started, point to the virtual machine name, and then click Remote Control. 

5. Log on to the virtual machine as an administrator or a member of the Administrators group. 
6. When the guest operating system is loaded, press the HOST KEY (by default, the RIGHT ALT key) to release the mouse pointer, and then in the lower-left corner, under Navigation, click Configure “DC_SRV”.
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7. In the Configuration section, click Virtual Machine Additions, select the Install Virtual Machine Additions check box, and then click OK. 
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8. In the Status section for the virtual machine that you are configuring, point to the virtual machine name, and then click Remote Control. 
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9. Click in the Remote Control window to return to the guest operating system. The Virtual Machine Additions Installation Wizard will start. Proceed through the wizard. 
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10. When the wizard is complete, you will be prompted to restart the virtual machine to complete the installation.

Repeat each step in the Create a virtual machine procedure for each additional virtual machine you need for this scenario:

· Term_Srv: Create this virtual machine with 512 MB of RAM and install Windows Server 2003 R2. We will install Terminal Server on this virtual machine in the next section.

· XPDesktop: Create this virtual machine with 256 MB of RAM and install Windows XP. (You can install Windows Vista if preferred.) This virtual machine will be used as the client from which you connect to the terminal server.

It is not necessary to add a second network adapter to these virtual machines. Set network adapter 1 to Internal Network as you did with DC_SRV.

When all the virtual machines are created, promote DC_SRV to a domain controller and join Term_Srv and XPDesktop to the domain.

Once you have the domain set up as shown in Figure 1, Test network topology for this cookbook, proceed to Section 2 and Install Terminal Server.

Note: Be sure Windows Firewall is turned off on DC_SRV. The firewall can cause problems with DNS and Terminal Server Licensing.

Virtual Machine Remote Control

Virtual Machine Remote Control (VMRC) allows you to connect to virtual machines remotely in a way similar to using Remote Desktop Connection. VMRC is included with Virtual Server 2005 and can be copied to other computers for easy access to virtual machines.

VMRC is a single executable program (vmrc.exe) and is located in the following path on HOST_1: 

C:\Program Files\Microsoft Virtual Server\VMRC Client

You can copy vmrc.exe to any other computer on the same network as HOST_1 and use it to access virtual machines.

To access a virtual machine using VMRC:

1. Run vmrc.exe.

2. On the Connect to server page, type the name of the virtual machine host computer (HOST_1 in this case), and then click Connect.
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Note: If you are running VMRC from a different network you may need to use a fully qualified domain name for the host computer.

3. On the VMRC Negotiate Authentication page, type the username and password needed to log on to HOST_1 as an administrator, and then click OK. 
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4. Click on the virtual machine that you want to log onto.
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Section 2:
Install and Activate Terminal Server Licensing
Terminal Server requires a licensing server to operate properly. In a production scenario, a licensing server must be activated with Microsoft and you must buy the appropriate client access licenses to allow clients to connect to the terminal server. Terminal Server Licensing allows a grace period of 120 days during which clients can connect to the terminal server even if no licenses are available.

Terminal Server Licensing can be installed on any domain member server. In this case, Terminal Server Licensing will be installed on DC_SRV, the domain controller.

Install Terminal Server Licensing

1. Log on to DC_SRV using VMRC.

2. Click Start, Control Panel, Add or Remove Programs.

3. Click Add/Remove Windows Components.

4. On the Windows Components page, select the Terminal Server Licensing check box and then click Next.
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5. On the Terminal Server Licensing Setup page, click Your domain or workgroup, and then click Next.
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6. Terminal Server Licensing will install. (Note: you may be prompted for your Windows Server 2003 R2 CD.) When the installation is complete, click Finish on the Completing the Windows Components Wizard page.
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Activate the Terminal Server Licensing server

1. Log on to DC_SRV using VMRC.

2. Click Start > Administrative Tools > Terminal Server Licensing.
3. On the Terminal Server Licensing page, select Activate Server from the Action menu.
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4. On the Terminal Server License Server Activation Wizard welcome page, click Next.
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5. On the Connection method page, choose Automatic connection (recommended) from the Activation method drop-down list, and then click Next.

[image: image32.png]Terminal Server License Server Activation Wizard

Connection method
‘Selectthe best activation method.

“The activation method selected fr iense server activation wil also be used to contact
the Clearinghouse when oliert acoess icenses (CALS) are nstalld.

To change ths seting fter activation,selectcense server, cick View and then cick

Fropetes

Activation method:

[Automatic connection rzcommended)

Descrpion Trisisthe ecommendd method. T license server wil
automaticaly exchangs the needed infomaion with the:
MicrosoftCleringhouse overthe Intemet

Requremerts: The compter must be abe to connectto th Intemet using
2 Secure Sockets Laye (S5L) comecton

SR = P





6. On the Company Information page, fill in your name and company information, and then click Next.
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7. If desired, enter your contact information on the Company Information page, and then click Next.
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8. On the Completing the Terminal Server License Server Activation Wizard, leave the Start Terminal Server Client Licensing Wizard now check box selected, and then click Next.
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9. On the Welcome to the Terminal Server CAL Installation Wizard page, click Next.
[image: image36.png]Welcome to the Terminal Server
CAL Installation Wizard

Your Teminal Server License Server has been actvated.

This wizard wil help you acquire and instal Terminal Server
Clent Acoess License tokens onto your Teminal Server
Lioense Server.

You il need yourcense purchase information (e, reail
liense codes or volume lcense agreement number(s)
rfomaion) n order to complete this wizard

For more infomation, read the Teminal Server Licensing

License server setings
Activated or Prowess Consuling (MS vendor
Instalation method: ~ Automatic connection

Licensing Program:  Lizense P (Retai Purchase)

To change setiings, cick the Cancel button, select the
license server, cick View, and then cick Propetes

=





10. On the Licensing program page, choose the license program that you want to use from the License Program drop-down menu, and then click Next.
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11. Complete the wizard to purchase your licenses. (Note: you can click cancel and continue with the cookbook if you are not ready to purchase licenses at this time.)
Section 3:
Install Terminal Server

This section describes the steps to install Terminal Server on the Term_Srv server. Terminal Server is part of Windows Server 2003 R2 and can be installed using Add and Remove Programs or by using the Configure Your Server Wizard. The preferred method for adding a server role such as Terminal Server is to use the Configure Your Server Wizard.
Install Terminal Server

1. Log on to Term_Srv using VMRC.

2. Click Start > Control Panel > Add or Remove Programs.

3. On the Add or Remove Programs page, click Add/Remove Windows Components.
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4. On the Windows Components Wizard page, select the Terminal Server check box, and then click Next.
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5. On the Terminal Server setup page, click Next.
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6. On the Select the default permissions for application compatibility page, click Full Security, and then click Next.
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7. On the A Windows Server 2003 Terminal Server license server is required page, click Use these license servers, and type DC_SRV in the text box.
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8. Click Check Names. You will see a confirmation that DC_SRV is a valid license server. Click OK to close the License Server Names are valid dialog box, and then click Next.
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9. On the Specify the licensing mode that you want this Terminal Server to use page, click Per User licensing mode, and then click Next.
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10. Windows will install Terminal Server. When the installation is complete, click Finish on the Completing the Windows Components Wizard page.
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11. On the System Settings Change page, click Yes to restart the virtual machine.
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Section 4:
Configure Remote Desktop Web Connection
Remote Desktop Web Connection is included as part of Windows Server 2003 R2 and can be used to access a Windows XP or Vista desktop from any Web browser using an ActiveX control. 
Remote Desktop Web Connection is not enabled by default. In order to use this functionality, you must enable it on the server.

Remote Desktop Web Connection can be enabled on any computer on the network. In this case, enable it on the Term_Srv virtual machine.

Install Remote Desktop Web Connection

1. Log on to Term_Srv using VMRC.

2. Open Add or Remove Programs in Control Panel. 

3. Click Add/Remove Windows Components. 

4. Click Application Server, and then click Details. 
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5. Select Internet Information Services, and then click Details. 
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6. In the Subcomponents of Internet Information Services (IIS) list box, select World Wide Web Service, and then click Details. 
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7. In the Subcomponents of World Wide Web Service list box, select the Remote Desktop Web Connection check box. 
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8. Click OK. Click OK again, and then click OK a third time. 

9. In the Windows Components Wizard, click Next. When the wizard completes, click Finish.

Note: To open a Control Panel item, click Start, click Control Panel, and then double-click the appropriate icon.
Section 5:
Create a Terminal Server User

Although administrators can access a terminal server by default, in a production scenario it is unlikely that users of the terminal server will be members of the administrators group on the terminal server. In this section, we will create a new domain user and add them to the Remote Desktop Users security group on the terminal server. The Remote Desktop Users security group grants users permission to log on to the server remotely.
Create a Terminal Server user
1. Log on to DC_SRV using VMRC.

2. Click Start > Administrative Tools > Active Directory Users and Computers.
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3. Right click the Users node and select New, User.

4. On the New Object – User page, in the First name box, type Tony.

5. In the Last name box, type Smith.

6. In the User logon name box, type smith.
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7. Click Next.

8. In the Password and Confirm password boxes, type pass@word1.

9. Deselect the User must change password at next logon check box.

10. Select the Password never expires check box.
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11. Click Next.
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12. Click Finish.

Add the user to the Remote Desktop Users group
1. Log on to Term_Srv using VMRC.

2. Click Start, Administrative Tools, Computer Management.

3. Expand Local Users and Groups and then click on the Groups folder.
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4. In the right pane, right click Remote Desktop Users and choose Add to Group.
5. On the Remote Desktop Users Properties page, click Add....
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6. On the Select Users, Computers, or Groups page, in the Enter the object names to select text box, type contoso\smith, and then click OK.
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7. On the Remote Desktop Users Properties page, click OK.
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Section 6:
Configure Windows Firewall

In order for remote users to be able to access the terminal server properly and for terminal server itself to function properly, certain ports need to be open on Windows Firewall. 

In a production scenario you may be using a different firewall program to protect your network but the ports that need to be open remain the same. 
In this section we will configure the following ports:

· Port 3389 – this port must be open on any firewall between the user and the terminal server. This is the standard port used by terminal services for remote connections.

· Port 80 – this port must be open on the computer running Remote Desktop Web Connection.

Firewall scenarios can be very complex. For the purposes of this cookbook we will look at how to configure a single firewall between the terminal server and the client. In a production scenario, the firewall would be between your network and the Internet.
Configure Windows Firewall
1. Log on to Term_srv using VMRC.

2. Click Start, Control Panel, Windows Firewall.

3. On the General tab, check to be sure the On option is selected. (Windows Firewall is on by default in clean installations of Windows Server 2003 R2.)
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4. Click the Exceptions tab.
5. Select the Remote Desktop check box.
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6. With Remote Desktop highlighted, click Edit. The Edit a Service page appears. We can see that the Remote Desktop check box is associated with port 3389. Click Cancel.
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7. On the Windows Firewall page, click the Advanced tab.

8. In the Network Connection Settings area, click Settings.
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9. On the Advanced Settings page, select the Web Server (HTTP) check box.
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10. On the Service Settings page, click OK.
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11. Click OK three times to complete the firewall setup.
Section 7:
Connect from the Client Computer

There are two options for remotely connecting to a terminal server:
· Remote Desktop Connection

· Remote Desktop Web Connection

Both are used to connect to the terminal server which we enabled on Section 2.

Remote Desktop Connection is built into Windows XP and Windows Vista. Remote Desktop Web Connection is built into Windows Server 2003 R2. We enabled it in Section 4.

You can use Remote Desktop Web Connection to connect to a remote computer over the Internet. In this scenario, Remote Desktop Web Connection is used to connect to a terminal server. 
Note: In a production scenario, the fully qualified domain name of the terminal server would need to be resolvable from the Internet.

Connect to a terminal server using Remote Desktop Web Connection
1. Log on to XPDesktop using VMRC.

2. Open Internet Explorer, and type the URL using the remote computer's name or IP address, followed by /tsweb/. In this case, type http://Term_Srv/tsweb/. 

3. If prompted, install the Remote Desktop ActiveX Control.

4. On the Remote Desktop Web Connection logon page, in the Server box, type the name of the terminal server that you want to connect to and then click Connect. 
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5. On the Remote Desktop Connection page, click Yes.
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6. Type your user name and password, and then click OK. 

7. To disconnect, log off, and then close your browser.

Connect to a terminal server using Remote Desktop Connection

You can use Remote Desktop Connection to connect to a terminal server from a computer running Windows XP, Windows Vista, or Windows Server 2003.

1. Log in to XPDesktop using VMRC.

2. Open Remote Desktop Connection.
3. In the Computer drop-down menu, type the name of the terminal server that you want to connect to. This is the computer name of the virtual machine which may be different than the virtual machine name that you defined in Virtual Server 2005 R2.
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4. Click Options.
5. Click the Experience tab.
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6. The Choose your connection speed to optimize your performance drop-down list box allows you to choose the connection speed that you will be using to connect to the terminal server. This turns features such as animations and wallpaper on or off to give you the best performance.  In this case choose the Broadband (128 Kbps – 1.5 Mbps) option. In a production scenario, you would choose whichever option most closely describes your connection speed.
7. Click on the General tab.

8. Click Save As.

9. On the Save As page, in the File name box, type term_srv.rdp, and then click Save.
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You have now saved a preconfigured Remote Desktop Protocol file. This file can be redistributed to anyone to whom you want to give easy access to the terminal server. (They will still need proper credentials to log on, but the Experience settings and server name are all saved in the file.)
10. Open your My Documents folder and double-click on term_sev.rdp icon.
11. In the Remote Desktop Connection logon box, type your credentials for logging on to the terminal server. In this case, use contoso\smith for the user name and pass@word1 for the password.
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12. Click OK.

13. If you see a Do you trust the computer that you are connecting to? page, select the devices on your local computer that you want to be able to access from the remote virtual machine.
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14. Click Yes.

Remote Desktop Connection will connect to the virtual machine that you specified. To end your session, log off from the virtual machine as you normally would.
Note: To open Remote Desktop Connection on Windows XP or Windows Vista, click Start, click Programs or All Programs, click Accessories, and then click Remote Desktop Connection.
Appendix A:
Install IIS via Control Panel

This alternate method for installing Internet Information Services is for installations of Virtual Server 2005 R2 SP1 on operating systems that do not have the Configure Your Server Wizard—for example, Windows XP Professional. Although Virtual Server 2005 R2 SP1 is supported on operating systems such as Windows XP Professional and Windows Small Business Server 2003, due to maximum supported memory and restrictions connected with operating systems other than the Windows Server family of operating systems, Microsoft does not recommend using such an operating system on the host machine running your Terminal Server virtual machines in a production environment.
Install IIS by using Control Panel

You must install the World Wide Web Service component of IIS so that you can use the Administration Website to manage Virtual Server.
1. From the Start menu of the physical computer that will run the Virtual Server service, select Settings > Control Panel.

2. Double-click Add or Remove Programs.

3. In the left column, click Add/Remove Windows Components.

4. In the Components list box, select the check box next to Application Server, and then click Details.

Note: On this page and on subsequent pages of the wizard, leave check boxes that are already selected.
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5. In the Subcomponents of Application Server list box, select the check box next to Internet Information Services Manager, and then click Details.
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6. In the Subcomponents of Application Server list box, select the check box next to World Wide Web Service, and then click Details.
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7. Select the check box next to World Wide Web Service, and then click OK.
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8. On the Internet Information Services page, click OK.

9. On the Application Server page, click OK.

10. On the Windows Components page, click Next. You will need the installation medium (CD or network file) for the operating system of this computer to complete this step.
11. Wait while the Windows Components Wizard configures these settings. Then, on the Completing the Windows Components Wizard page, click Finish.

Appendix B:
Virtual Server Security Considerations

Virtual Server has the following default configuration:

· The Virtual Machine Remote Control (VMRC) server is disabled. 

· The VMRC server uses port 5900.

· Virtual Server uses Integrated Windows authentication. 

· Only local administrators can access the Administration Website, configure Virtual Server, and create and configure virtual machines and virtual networks; other users must be granted the appropriate permissions manually. The Administration Website is a browser-based tool for configuring and managing Virtual Server and its associated virtual machines and virtual networks.

· Firewall and antivirus software running on the host operating system will not protect guest operating systems. To obtain this protection, you must install firewall and antivirus software directly on the guest operating systems.

· The two Virtual Server services run under security accounts that have low privileges: The Virtual Server service (Vssrvc.exe) runs under the Network Service account, which has limited access to the local computer and authenticated access (as the computer account) to network resources. The Virtual Machine Helper service (Vmh.exe) runs under the Local Service account. This account has limited access to the local computer and anonymous access to network resources.

· Only local administrators can configure Virtual Server or create and configure virtual machines. You can give other users the ability to create and configure virtual machines by changing file system security settings. Use care in giving such permissions to other users. 

· Virtual machines run under the account of the user who started the virtual machine, unless you specify a different user account under which to run virtual machines and assign the user account to each virtual machine. Make sure that you specify a user account that has a low level of privileges.

Note: To provide a more secure file system, use NT File System (NTFS) on the server that will run the Virtual Server service.
Related Links
For more information about Virtual Server 2005 R2 SP1, visit the Virtual Server 2005 R2 home page at:
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